i
CISCO

Autonomous AP
Quick Setup Guide
WPA2-PSK#& rev2

Cisco Systems G.K.
2013/11/14

Cisco Public



B FE
- Revl #hfk

- Rev2 AE L K(RADIUSH—/\) ZHIIBR
- Rev3 SSID ManageriE & D i BA % ## &



=
FEET
« RERIFIRL—=-V I BMOEEATA FELTHERLEZEDERY, EER
g%&?#gﬁuf [ZCisco.com#& &, M Configuration Guide % Cs%%‘b\f;f:“‘
axX A& N /2

- Association(FEHRLAN#ER) ZHME L TWVET,

- REEDBREBIZE > THRELETEEIELGS-O. KEEIZLDEIFa—=V
e P RN L T S %

BMEAEICTA—HARALTWS ORIV ELGEH>TUVET,

. S¥#f(XCisco.com Configuration GuideZ ZE&  f2 & L)

« KA A FIZIOS 15.2(4)JA . AP1600ZFR—XIZEEEHE L TLVET

- Configuration Guide(3:E
http://www.cisco.com/en/US/docs/wireless/access point/15 2 4 JA/configu

ration/quide/scql5.2.4 book.html



http://www.cisco.com/en/US/docs/wireless/access_point/15_2_4_JA/configuration/guide/scg15.2.4_book.html
http://www.cisco.com/en/US/docs/wireless/access_point/15_2_4_JA/configuration/guide/scg15.2.4_book.html

A FDHIE

L3XA v F orJ)L—%

TOEARA "



EERLEIFR

=

APOEEBRHIP7Z FLABE LY 192.168.0.1/24
IRy FTRY
APDTIAIL K — kA 192.168.0.254



BRLANY 547 > FEELERR

IHE 4 fiE %
SSID cisco-wlan
WPA2-Personal HPSK Cisco12345
2247 > kRAVLAN VLAN 100

54T RDIP7 KLAR, 7 192.168.100.0/24
2y RRRY. TIAHILES— | 192.168.100.254
A
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APIZEIERIPZERTET 5 FIE

- APM"CONSOLE" R— 2oV yY—ILyr—TILEERELEI—ZFILY D
k (Teraterm/PuttyZi E) TUL T DERE F1T 5

ap>

ap>enable g — RAB

ap#conf t

ap(config)#

ap(config)#ip default-gateway 192.168.0.254
ap(config)#interface bvil

ap(config-if)#ip address 192.168.0.1 255.255.255.0
ap(config-if)#end

ap#write memory
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| II II | Save Configuration Ping Logout  Refres
' ' '
CISCO HOME METWORK  ASSOCIATION WIRELESS SECURITY  SERVICES  MAMNAGEMENT  SOFTWARE  EVENT LOC
Home
I
Summary cisco Cisco Aironet 2600 Series Access Point
¢ Easy Setup
Hostname ap ap uptime is 4 hours, 4

04 0B mE

Home: Summary Status

- iati
Clients: 0 Infrastructure clients: 0

Hetwork Identity

IP Address 152.168.0.1

PG Address FEG0::8273.5CFF.FETE:E4E3

P Address 2001:420:5E40:1324: 4175 3403: 2258 CEAD
MAC Address G073.5c7e.eded

Hetwork Interfaces

Interface MAC Address Transmission Rate

1} GigabitEthernet 6073.5cTe.edeld 1Gbps

¥ nadionsoz 11nL4GHE 34a8 42706950 Mes Index 23

¥ Radio1-soz. 11nEEHE 34a8.4e74.6260 Mes Index 23

Event Log
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HOME > Easy Setup & &1R

alvaln

CISCO HOME NETWORK ASSOCIATION

SECURITY MANAGEMENT SOFTWARE  EVENT LOG

| R

Save Configuration

Bing Logout

Home

IPwE Address:
Username:
Password:

SNMP Community:

DHCP Autoconfig I:‘ Static IP

(XXX =0-1282)

defaultCommunity

@ Read-Only @ Read-write

Network Configuration Reboot AP || Factory Reset
Host Name: ap
Server Protocol: @ pHee Static IP
IP Address: 192.168.0.1
IF Subnet Mask: 255.255.255.0
Default Gatevay: 0.0.0.0 Current SSID List(Read Only)
IPvE Protocol: lemwew > |

Radio Configuration

Radio 2.4GHz Radio 5GHz
551D : SSID
O proadeast SSID in Beacon [T Broadeast 551D in Beacon
WLAN : ® Mo vLAN Enable VLAM ID: WVLAN ® Mo WVLAN @ Enable VLAN ID:
(1-4084) ] native vian (1-4094) [[] native vian
Security : Mo Security - Security : No Security -
Raole in Radio Netwaork Accass Point - Role in Radio Netwark : Access Point -
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Radio Configuration

Radio 2.4GHz
551D : cisco-wlan
Broadcast S5I0 in Beacon
VLAN © MowLAN @ Enable VLAN ID:
100 (1-4084) || mative VLAN
Security : No Security -
Raole in Radio Network: ¢ Accass Point -
Optimize Radio Metwork :  Default -

Aironet Extensions:
Channel:

FPower:

[.ﬁpph"] [ Cancel ]

Enable -
Least-Congested -

Maximum *

Easy Setup® & @ F I T2.4GHzEDSSIDDHEF L ET

SSID%EEZE. X514 FOBHEIZH > = 1EWI
ESVWTAALTWL,
AFE&Apply & 18T,

fHEL

SSIDZJA—FX ¥ X FLEWESIE

“Broadcast SSID in Beacon”’IZF v & AN 5,
FIEBSSIDATILAE—FRIZL=WMGEIEF v o LA

HR2

95472 MIVLANZEDOLZ LSS (X
NoVLANZF v 995

mR3

Security Cl&— B No Security % #iR
wRE4

ERERT HOIEStepsh 5, WA TEERIFRS 0N

LBLEDUTDE S GHRD A vE—OR
HAWEERTNIEOKTHED B,

WARNING:
The settings shown on this page will be updated.
Click 'OK" to continue.
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CciIsco HOME NETWORK ASSOCIATION WIRILESS SECURITY  SEVICHGYsIeil] rity> Enc rypt| on
Security Manager’éf@?ﬂ

Hostname ap
and : 1
Encryption Manager

Security: Encryption Manager

Server Manager Set Encryption Mode and Keys for VLAN:
AP Authentication

Intrusion Detection Encryption Modes AES CC M P % E*R
EZﬁL;MDIUS ) None E ﬁ -F JI:IJI:B @Ap p Iy ;& % *R

Adwvance Security

Encryption ModesT
CipherzF = v ¥

) WEP Encryption Optiohal -

Cisco Compliz

@ Cipher BES COMP -




Stepd. LX) T 14 DEXTE > WPA2-

Personall _XHEJH

Security > SSID Manager~ Bl & % % &)
BEEFTATCHESILDEEZERD

Client Authenticated Key Management|Z T

Key ManagementZ MandatorylZ. Enable WPAZWPAV2IZEZET 5
WPA Pre-shared KeylZCisco12345& A A

Server Priorities:
EAP Authentication Servers MAC Authentication Servers
@ Use Defaults Define Defaults @ Use Defaults Define Defaults
) Customize ) Customize
Prigrity 1 <MOME > - Priority 10 < MOME > =
Priority 2: < NOME > ~ Priority 2: < MOME > «
Priority 3: < NOME > Priority 3: < MNONE > =

IClient Authenticated Key Management

Key Management: Mandstory [ cekm Enable WPA  WPAauZ
WPA Pre-shared Key: 209890908888 @ ASCI © Hexadecimal

ID5 Client MFP
L
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PersonallZZ 89 4

SECURITY > SSID Manager

an

JL
X

_

>~

= 2 \WPA2-

cisco-wlanZE#R, %&(F EDEasy SetupTIE2.4GHZL M EEE L TLVE LD T

5GHz: B%N(Z9 5, InterfaceT Radiol-802.11N5GHzZF T v 4

mKRIZSGHzZ BRI E-U\54I1X Band SelectiTF v &% AN S

]
cisco

Security

Admin Access
Encryption Manager
SSID Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server
Advance Security

Security: Global S5ID Manager

551D Properties

HOME NETWORK  ASSOCIATION  WIRELESS  SECURITY

SERVICES SOFTWARE  EVENT LOG

Current 55ID List

< MEW >

s

-

S5ID:
VLAN:

Band-Select:

Interface:

Network 1D:

cizco—wlan

100 » Define VLANS
Backup 1:

Backup 2:

Backup 3:

) Band Select

RadioD-§02 11W>*EH2
Radio1-802_11W5EH:

(0-4096)
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HOME > Network Interface T
FIALEWWN 30— %

MIMIT
CISCO METWO ' ASSOCIATION  WIRELESS

SECURITY

S
Home NI
cisco Ci Ai t 2600 S
Summary I1ISCO Iirone .
- Radio0l%2.4GHz

Radioll&X5GHz

Hostname ap

Home: Summary Status

A iati

Clients: 0

Hetwork ldentity

IP Address

IPvS Address

IPvE Address

MAC Address

Network Interfaces

Interface MAC Address

6073.5c7e.edeld

= F

' Radiol-g802 11N2-YGHz 3438 4e70.6960

M Handersos |1 "IN}’
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&

Sawve Configu
o], v c

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES  MANAGEM

Home AGHZ
RADIO0-802.11N° -
£ SETTINGS c
‘l A ]l DETAILED STATUS ]/ |l
Summary
b Easy Setup Hostname ap

Network Interfaces: Radio0-802.11N*45H= settings

Operating Mode: Mixed

Enable Radio: @ Enable v Disable
Current Status { Software/Hardware): Disabled' Down ’

Role in Radio Network: @ Arccess Point

7 Access Point (Fallback to Radio Shutdown)
) Access Point (Fallback to Repeater)
) Repeater

SETTINGS#% 7 %#:# U Enable Radio” CEnableZ3# L. ApplyZ i3
5GHzM 1B & &, “Least Congested Channel Search:” T3F ¥ RILBIRMN SN TRELH
%, CtrliFxF—ZH L 4N 5132,136,140F v RILEV Vv I T HETRETELINDTE
D#ApplyZiR3
. e [ D DU e D |
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- Save ConfigurationZ#iR9 5 Z & CHREREMNAIGETT
- RELGVGSEIBEIFICHIRARFSREICE>TLENET

Save Configuration

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT S

E afrar]n

Summary cisco Cisco Aironet 2600 Series Access Poi
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e INY AR T— KT A4 2ETSSID cisco-wlanMTE RSN TWNEH T
24+ X L. Ciscol2345% A N3 3

- BERRICAHRITIT AECLIETUTD LS BREMNES

-« *Mar 1 00:11:42.355: %D0OT11-6-ASSOC: Interface Dot1l1RadioO,
Station bc3b.af05.xxxx Associated KEY MGMT[WPAv2 PSK]

- INTRETSTLEVGESEIFERADOEEERLTELT D
« TAMEICTIPY FLAARBTE TV AIMNZEDHES LS
- FHHEE— FTdebugZ & 5 &HFMIFMMATONTT

- ap#debug dotll mgmt state-machine



47222 MACT R D)L 5 DIER

e Configuration Ping Logout
ALY

WIRELESS  SECURITY  SERVICES MANAGEMENT  SOFTWARE  EVENT

Services _ﬁ APPLY FILTERS  |[= MAC ADDRESS FILTERS \ﬁ IP FILTERS YI ETHERTYPE FLTERS |
Telnet/SSH Hostname ap ap uptime is 4 hours
Hot standby
coP Services: Filters - MAC Address Filters
DNS
Fiters CreatefEditFilterndex:  <NEW> ~ | SERV/|CES> Filters > MAC ADDRESS FILTERS
nrr ~FZEIL .

- Filter Index: 7% Filter Index|ZEE D &S (700~799)& A K
SNMP Add MAC Address:ICY 547> kD

SNTP Add MAC Address: b\ MAC7 FI/X ’E)\jj Li-d—

VLAM (HHHH.HHHH.HHHH} TAAAA AAAA.HAAA]

ARP Caching

Band Select Default Action: ~ More =

Filters Classes:

Delete Clazs L‘}

il | Dele




73> MACT7 FLARA 742 DEE

APPLY FILTERS%Z A#B&81L. E£IZEE-T1=T7 4 IILF —F{FEEDRadiolZ#&EFH
WPAPSKEDHFIETEEFEA

LN LRI LK
CISCO HOME  METWORK  ASSOCIATION  WIRELESS SECURITY  SERWICES  SOFTWARE  EVENT LOG
Services _(; APPLY FILTERS [z MACADDRESSFILTERS |z IF FILTERS = ETHERTYPE FILT
Hostname AP2600-11
Telnet/SSH
Hot standby
cDP Services: Filters - Apply Filters
DNS RadioD 802 11N2-¥6Hz Radio1-802.11N5GHz
A Incaming MAC | [< NONE = [+] MAC | (700
HTTP < MOME =
Q0S EtherType | [< NONE » [ EthetType | S - Eth
Stream
SNMP IP | < NONE = [+ IP | < NONE = [+
Sl Outgoing MAC | | < NONE = [» | MAC | | < NONE » [«
YLAN
ARP Caching EtherType | | < NONE = B EtherType | | < NONE = B Eth
Band Select
IP |« NONE » [« P | < NONE > [+]
05 T 0000 A, = 0 B bt {3 19
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CIsco HOME  NETWORK  ASSOCIATION WIRELESS  SECURITY SE™.7””"C  C—TooUToD TTITITT

NETWORK = RADIOD-802.11N2 452 gTaTUS |2 DETAILED STATUS SETTINGS = CARRIER BUSY TES
Hostname ap

¥ METWORK MAP

=]

TR

Summar
F\djacentYNodes LAN RN LN
¥ NETWORK INTERFACE CISCO HOME  HNETWORE — ASSOCIATION  WIRELESS  SECURITY  SEREVMICES SOFTWARE  EWVEN
Surnrnary
GigabitEthernet RSO Transmitter Power {dBmj: D1 O3 00 O F O 4 @ Max
Radio0-802.11n 2G.Hz . - . . . .
Radico-aoz.iin sci: | ¥ METWORK MAP Client Power (dBm): O Local @16 ©13 010 OF O 4 @ Max
sumrmary
_ ndjacent NDdES
v NETWOREK INTERFACE DefaultRadio Channel: Channel B - 2437 hHz Channel 13 2472 MHz
Surnrnary o e ——
i " ) Channel 1- 2412 MHz
IF Add
. IFESS (Use Only Selected Channels) Channel 7 - 2417 MHz
EloakE hap et Channel 3 - 2422 hHz
Radio0-802.11n 2G.Hz Channel 4 - 2427 hHz
Radio0-802.11n 5G.Hz Channel 5 - 2432 MHz

Channel B - 2437 MHz
Channel 7 - 2442 MHz  Lg
Channel 8 - 2447 MHz
Channel 9 - 2452 MHz
Channel 10 - 2457 WHz
Channel 11 - 2462 MHz
Channel 12 - 2467 MHz
Channel 13 - 2472 hHz

Channel Width: T bAH 7 L] 20 bH
. [ I 0 I |




CIScOo HOME HETWORK A& ATION  WIRELESS — SECURITY
NETWORK (2 RADIOD-802.11N24%HZ STATUS |2 DETAILED STATUS e SETTINGS Iz CARRIER BUSY TES]
Hostname ap
¥ NETWORK MAP
Summary
Adjacent Modes . 2.4GHz A
Network Interfaces: Radio0-802.11N= Settings
* NETWORK INTERFACE
Surmrmary .
Operating Mode: Mixed
GigabitEthernet Enable Radio: @ Enable ) Disable
Radio0-502.11n 25.H
s fD " ¢ Current Status (Software/Hardware): [Dizsabled 4 Dgwn‘
Radigl-502.110 55 . Hz
Role in Radio Network: @ Access Point
O Access Point (Fallback to Radio Shutdown)
I Mlemied (Eelllbmele o [ +

Channel 100 - 5500 MHz =

TS T = 7 OO 19T T ‘

Channel Width: 20 MHz 20 MHz

Below 40 MHz
Ahove 40 MHz

=UTEE0E

% Default/Z20MHz

N

World Mode
Multi-Domain Operation:

[T 1 = =l L

—~ u o~

STONVSET ) Require @ Enable T Oi=able

MCS Rates: 0 1 2 3 4 5 B 7 & 9 1m0 | 11 12 | 13 | 14 | 15 | 16 | 17 18 19 |20 22|23
Enable @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @@

Disable (@] (@] [®)] (3] ® ® (@] [®)] (3] ® ® (@] [®)] (3] ®

Power Translation Table (mWWdBm)

Transmitter Power (dBm): 20017 14 @11 O 8 05 @ pax
Client Power (dBm): O Local @20 017 @14 @11 08 05 @ Max

_
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7 7' 3 > Beam forming (Client link)

- Beam forming [&Default TDisable
- EnablelZ LTzULMEEIXCLIL DA I 5 EEAHE,

- ap(config)#beamform ofdm

« http://www.cisco.com/en/US/docs/wireless/access point/12.4.25d
JA/Configuration/quide/scgl2.4.25d.JA-chap6-
radio.html#wp1237294
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HE BFEDOV 749D LIA#M

- BBEaV 45 ETerminah oFE LA ZEMNTED

XTerminalD AJIEREGENS, DSEFLRBMEINTWVMEGELHA-OERGFIEE L TIE
FTPI ETERE T A EMNEFL LY

BEOHRTEZaE—L, OV I49E—FKTR—RX T3

ap(config)#
UTEFSEOH Y TILDEREDZGEDERET 71

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname ap

logging rate-limit console9



— S

HE PHIEFIE

DEEIEA B ICRBEBHADERE I 7M1 ILEHEHEL, BREE:T S & THHEE,
O Y —)L(*telenet) TAPIZHEfR L. LTFTDaT U FE AR

ap>enable
ap#write erase
Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]

— — CConfirm(F&EFE) D= Enterzi# 9, LLITD A vE—IhHERRTHREI 7ML
AEIREND, 8

Erase of nvram: complete

CHDEXERTIE., FEPHIENET LTULWELD TEROFFMBEEZIT I,

AV FhoBEESESEEEreloadavy FEFES,

S:ﬂ)[%(‘j%i eRFEITHANEINTC B(System configuration has been modified.
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ap#show version

Cisco 10S Software, C2600 Software (AP3G2-K9W7-M), Version
15.2(2)JB, RELEASE SOFTWARE (fcl)

W7 & > TULZ5 1B EIZAutonomousFH TY,
CDOHDZELS.2)IBZEFE>TWLSEDHLMY FT,
W8M 15 & L Lightweight HDOSZE D TOSHEMMLE L LY £9,



8 & Lightweight AP ZAutonomous APIZZ 9 5%

ERINZ/N— M —4582 A 7% £ TAutonomous HOSZRAE L9,

Ao o0—KLEFEDITFAIELUTOE S LT 7AILAICE>TVET,
ap3g2-kow7-tar.152-2.JB.tar
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ap3.g2-k9w7-tar.default
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