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Snort 1> A —=)LHA R Step O

. IOS-XETdDSnortd>53+ HY7R— KVersion(d 3.16.15/3.175~

- YNEXTED FU8GBME (W RVEEA > X b—)LAT])
YNIIE AT MNAGBDISE. Eihd virtual-service install <> RHAARRESNEH A,
PBEINTLWDIYNIEAEU Y1 X(E show version IY> REZETUTCHERLET,

ISR4331#show version

Cisco I0S XE Software, Version 03.17.00.S - Standard Support Release

Cisco IOS Software, ISR Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version 15.6(1)S, RELEASE SOFTWARE (fc4)
Technical Support: http://www.dsco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Wed 25-Nov-15 14:33 by mcpre

=== A8 ===

cisco ISR4331/K9 (1RU) processor with 7797212K/6147K bytes of memory.
Processor board ID FDO1850A03W

3 Gigabit Ethernet interfaces

32768K bytes of hon-volatile configuration memory.

16777216K bytes of physical memory.

14659583K bytes of flash memory at bootflash:.

Configuration register is 0x2102

ISR4331+#

Al 16GBAEUNMMEH =N TSI —X

CIsco B ONTR (e oo e -




Snort 1> A h—=)LJJA K Step 1

- SnortDRIEI>FFH—EREAZA =)L
H—EXO2FFTEITEINBSnort T>>>(F0pen Virtual Archive (OVA) EULTERHESNTWLWET

. JL—ADFlashlCOVAD 7 )L=1E—UET
- OVAZD7-A)LIZCisco.comDYV T hIT7HI>0O— R+ MSAFREETYT (X TFiCURLSER)

http://www.cisco.com /c/en/us /products/collateral /security/router-security/guide-c07 -
736629.htm|# Toc442352491

- Snort IPS OVA(ZIOS-XEE Bt D DOVAZSI>O— R UET,

ISR4331#dir
Directory of bootflash:/

11 drwx 16384 Dec 12 2014 20:15:20 +00:00 lost+found
1163265 drwx 4096 Mar 42016 07:12:20 +00:00 .prst_sync
12 -rw- 470602752 Feb 25 2016 06:50:54 +00:00 isr4300-universalk9.03.16.02.S.155-3.52-ext.SPA.bin
1736705 drwx 4096 Dec 12 2014 20:15:56 +00:00 .installer
1114113 drwx 4096 Nov 17 2015 06:30:26 +00:00 core
65537 drwx 4096 Dec 12 2014 20:34:39 +00:00 .rollback_timer
49153 -rw- 0 Dec 12 2014 20:34:55 +00:00 tracelogs.498
999425 drwx 57344 Mar 4 2016 07:22:08 +00:00 tracelogs
13 -rw- 2991 Feb 252016 11:40:28 +00:00 g09-isr4331-01-confg_2
114689 drwx 4096 Nov 17 2015 06:29:52 +00:00 virtual-instance
49155 -rw- 30 Mar4 2016 07:12:20 +00:00 throughput_monitor_params
49156 -rw- 2199 Jan 62016 08:52:38 +00:00 FOC17042FM4 201601060033280070.lic
49157 -rw- 1976 Jan 7 2016 01:57:07 +00:00 ipsec-orig.cfg
49158 -rw- 3499 Jan 12 2016 01:09:16 +00:00 dmvpn.cfg
14 -rw- 1363 Feb 262016 09:34:24 +00:00 PnP-cert_09_34 24 UTC_Fri_Feb_26_2016.ca
49160 -rw- 2298 Feb 23 2016 07:33:57 +00:00 isr4331_20160223
49161 -rw- 2233 Feb 24 2016 06:04:18 +00:00 isr4331_20160224
15 -rw- 473921888 Mar 4 2016 07:06:16 +00:00 isr4300-universalk9.03.17.00.S.156-1.S-std.SPA.bin

16 -rw- 209950720 Mar 4 2016 07:28:55 +00:00 iosxe-utd-ips.03.17.00.S.156-1.S-std.1_1_0_SV2975.0va

NI 14775529472 bytes total (12861235200 bytes free)
cisco
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Snort 1> A h—J)LHA K Step

- TFEON> RZEEXecE—RTHEITUOVAI 7A1I)LZA > A M=)LUET
. show virtual-service list 1~ > R Installation StatusZ= M2 Bl6E T

ISR4331#virtual-service install name SNORT package flash:iosxe-utd-ips.03.17.00.S.156-1.S-std.1_1 0_SV2975.ova

Installing package 'bootflash:/iosxe-utd-ips.03.17.00.5.156-1.S-std.1_1_0_SV2975.ova' for virtual-service 'SNORT'. Once the install has
finished, the VM may be activated. Use 'show virtual-service list' for progress.

ISR4331#

*Mar 4 07:52:17.119: %VMAN-5-PACKAGE_SIGNING_LEVEL_ON_INSTALL: SIP1: vman: Package 'iosxe-utd-ips.03.17.00.S5.156-1.S-
std.1_1_0_SV2975.ova' for service container 'SNORT! is 'Cisco signed', signing level cached on original install is 'Cisco signed'

*Mar 4 07:52:19.001: %VIRT_SERVICE-5-INSTALL_STATE: Successfully installed virtual service SNORT

*Mar 4 07:52:19.079: %ONEP_BASE-6-SS_ENABLED: ONEP: Service set Base was enabled by Default

ISR4331#

ISR4331#

ISR4331#

ISR4331#sh virtual-service list

Virtual Service List:

Name Status Package Name

SNORT Installed iosxe-utd-ips.03.17.00.5.156-1.S....

NI
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Snort 1 >> A b—JLA-1 K Step 3

- VPG (Virtual Port Group) -1 >~ —2J T — XDIERK
BIEAA A1 —ABKVT—FRHA =TT —AD2DZ R UET
(BB >5—J1—XIEVPGE UL FAT S 3> TGig0%&EIRnI e
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Z—DHE®DVPGIEIOST—4A T L —> &Snort IPSRID/ Oy NERX(CERSNET

ISR4331#shrunintvir0
Building configuration...

Current configuration : 106 bytes
|

ISR4331#conft
Enter configuration commands, one per line. End with CNTL/Z.
ISR4331(config) #interface VirtualPortGroup0

interface VirtualPortGroup0O
ip address 10.255.255.1 255.255.255.252

ISR433 1(config-if) #ip address 10.255.255.1 255.255.255.252 AG fgp e”;‘g'ed
1SR4 33 1(config-if) #interface VirtualPortGroup1l e P sysl

ISR4331(config-if) #ip address 192.168.0.1 255.255.255.252
ISR4331(config-if) #
ISR4331(config-if) #~Z

ISR4331# ISR4331#shrunintvirl

Building configuration...

Current configuration : 105 bytes
I

fn terface VirtualPortGroupl
ip address 192.168.0.1 255.255.255.252
aliali, no mop enabled

cisco no mop sysid
end




Snort 1 >> A =)L & Step 4

. IPS Virtual Service O{ERK & Activate
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ISR4331#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISR4331(config)#virtual-service SNORT
ISR4331(config-virt-serv)#vnic gateway virtualPortGroup 0
ISR4331(config-virt-serv-vnic)#guest ip address 10.255.255.2
ISR4331(config-virt-serv-vnic)#exit
ISR4331(config-virt-serv)#vnic gateway virtualPortGroup 1
ISR4331(config-virt-serv-vnic)#guest ip address 192.168.0.2
ISR4331(config-virt-serv-vnic)#exit
ISR4331(config-virt-serv)#adivate

% Activating virtual-service 'SNORT', this might take a few minutes. Use 'show virtual-service list' for progress.

ISR4331(config-virt-serv)#
*Mar 4 08:15:08.904: %ONEP_BASE-6-CONNECT: [ Element]: ONEP session Application:utd_snort Host:ISR4331_RP_0 ID:9249 User: has
connected.% UTD: Received appnav notification from LXC for (src 192.168.0.1, dst192.168.0.2)

*Mar 408:15:11.272: %VIRT_SERVICE-5-ACTIVATION_STATE: Successfully activated virtual service SNORT

*Mar 408:15:12.303: %VMAN-5-VIRT_INST_NOTICE: SIP1: vman: VIRTUAL SERVICE SNORT LOG: Mar 4 08:15:07 ISR4331_RP_0O
Nodemgr: %CSRMGMT-NODEMGR-5-619072: Process with pid 66 exits

*Mar 408:15:13.229: %LINK-3-UPDOWN: Interface VirtualPortGroup0, changed state to up

*Mar 4 08:15:13.260: %LINK-3-UPDOWN: Interface VirtualPortGroupl, changed state to up

*Mar 408:15:14.229: %LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroupO, changed state to up

*Mar 408:15:14.260: %LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroup1, changed state to up
ISR4331(config-virt-serv)#

ISR4331(config-virt-serv)#
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cisco.com MSDIFE
FER)
utd engine standard

signature update server cisco username <CCO username> password <CCO password>
signature update occur-at daily 0 0

Local Server h'5Diz&
RTEH)
utd engine standard
signature update server url http://x.x.x.x/directoryname /filename
signature update occur-at weekly 1,3,5 05 00

LYD?
221 -IL77vTIF—hk

utd engine standard

signature update server cisco username <CCO username> password <foo>
signature update occur-at daily0 0

S_17)L7VvIFT— b ExecE— RTTFEOY> REET

Router# utd signature update server cisco username <CCO username> password <CCO password>



Z2ZURL

Snort IPS
https://www.cisco.com/c/en/us/td /docs/ios-xml/ios/sec data utd/configuration/xe-3s/sec-data-utd-
xe-3s-book/snort-ips.html#task 9ECA778E372F4E168184D16BB7BF0138

Snort IPS Deployment Guide
http://www.cisco.com/c/en/us/products/collateral /security/router-security/quide-c07-
736629.html# Toc442352489

Cisco Snort IPS for the Cisco 4000 Series Integrated Services Routers FAQ
http://www.cisco.com/c/en/us/products/collateral /security/router-security/g-and-a-c67-73611 3.html

Cisco Snort IPS for 4000 Series Integrated Services Routers Data Sheet
http://www.cisco.com/c/en/us/products/collateral /security/router-security/datasheet-c78-736114.html
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