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FEAER E (ASDM i

ROBE)

- BERYNT—JDFREL, GUI EIEY—)L(ASDM)7 I RIHRDIP7FL R
DIEEZEEINT VT VAT =R THRETHENARTHLHMN. EERYLT—
DF ANFTIREGD, COBITIEEERYNT V%ALY inside rybT—2
Mo EEZETV. TOADREZI/—ILHDBITI,

ciscoasa> enable

=T
ko) =) alialn

J cisco

Password:

ciscoasa# write erase

BEDEE

Erase configuration in flash memory? [confirm]

[OK]

ciscoasa# reload

System config has been modified. Save? [Y]es/[N]o:
Proceed with reload? [confirm]

ciscoasa#

*kk

*** - START GRACEFUL SHUTDOWN ---

Device Uptime: 0d 20h 16m 585
Device Type:  ASA 5620

(B&)
Rebooting.....

(%) -

[Pre-configure Firewall now through interactive prompts [yes]? No
ciscoasa> enable

wyh7vT
4 —RE1T
yoYAYA

“outside’ Interface Trafic Usage (Kbps)

s o154 oriss
8 Input Kbps: 0 Output Kbps: 0

ciscoasa# conf t

|f|evice confieuration loaded successully. <admin> 15 | | [@1/0413 15241 uTO

ciscoasa(config)# hostname ASA5520-L02-02 RARE ASDM 77t REE
ASA5520-L02-02(config)# int g0/1
ASA5520-L02-02(config-ifj# nameif inside A23—2x—R g0/1 [Cinside ZEIH T

INFO: Security level for "inside" set to 100 by default.

ASA5520-L02-02(config-if# ip address 192.168.1.1 255.255.255.0 — |

192.168.1.1/24

ABR—TI—REH

ASA5520-L02-02(config-if}# no shut

FIAY % asdm

AA—DFEHRTE

ASA5520-L02-02(config)# http server enable

ASA5520-L02-02(config)# http 0.0.0.0 0.0.0.0 inside —— |

(
(
ASA5520-L02-02(config-if)# asdm image disk0:/asdm-641.bin
(
(
(

ASA5520-L02-02(config)# write mem

http/asdm 7 7t R i K15 E

http +—E X &%)

aVY— )Lty 7yl
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%7€ (¥ ASDM(Adaptive Security Device Manager)ZRUWL\TEREE1TO,

S— =

- ASDM ZEHT BIZIE, T30 ME, TEEET
https://<ASA [ZEIY ZTt= IP FRL X>
« ASDM S Fxa A A—)LLI=5E (&, REILES D Fv Mok Eq]

ir BRUZAD

(& Cisco ASDM 6.4(1)

_8-B

Loy R=TE) Y T-IF(E) v YOy @~

cisco

%Cisco ASDM 6.4(1) alialn

Cisco ASDM 6.4(1) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

‘When you run Cisco ASDM as a local application, it connects to your security appliance from
your desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.

+ One desktop shortcut allows you to connect to muitiple security appliances.
Install ASDM Launcher and Run ASDM ‘

‘ou can run Cisco ASDM as a Java Web Start application that is dynamically downloaded
rom the security appliance.

+ Click Run ASDM to run Cisco ASDM,

* Click Run Startup Wizard to run the Startup Wizard, The Startup Wizari you
through, step by step, the initial configuration of your security aTice.,
r—
[ RunAsom | [ Run Startup Wizard |

Copyright ©® 2006-2011 Cisco Systems, Inc. All rights reserved.
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I:lle-l Wé‘%

- ASDM T&%

.IIInI

'c"ﬁ'%m_&?b\ﬁl Fll:.

SRR D= DERTE

""E’éﬁ’)ﬁ"& ASA ~DERAKFIZCLI TOHRENBZRT

Look For:

Eommand Line Interface...

Show Commands Ighored by ASDM on Device

Back Q Forwardl ? Helpl

GPU

Packet Tracer...
Pigg...
Traceroute...
General =
File ﬂanagement.“
Host Ni - cpeck for ASA/ASDM Updates...
ASA Vi -
ASDM gpgrade Software from Local Computer...
Firewal Downgrade Software. ..
Total F E.ackup Configurations
RE_hore Configurations

Systermn Eeloadu.
IES Password Reset...

Administrator's Alert to Clientless SSL VPN Users...
=

etails

Preferences. .
1 ASDM Java Console...
80
108 40
20 n
| 0
225257 22:48 22:40 22:50 22:51 22:52
Memory  Memory Usage (ME)
500
400
300
190MB 200 [ R e s s s s e s
100
0
205257 22:48 22:49 22:50 22:51 22:52
Details

Interface
inside
outside

’ Failover not

‘outside’ Inte

Indicate your preferences and click OK to activate them. To restore the default settings,
click Default, then click OK to save them.

General | Rule Tables | Syslog

\SN:rn that:onfijuration‘ ifﬁ :.SDM is out r:f syn: with g& }E'-H % E 1§ j_ %) _u_ﬁ |J ':
ow configuration restriction message to read-ol > —
O ERTESED

Confirm before exiting ASDM

Warn that Easy VPN is enabled when visiting VPN Section
[7] Enable screen reader support (requires

Warn uger everytime when ASDM loads of memory insufficiency

Communications

[ Preview commands before sending them to the device

Enable cumulative (batch) CLI delivery
Minimum Configuration Sending Timeout: 60 | seconds (default 60)

Packet Capture Wizard

Specify the path to your network sniffer application (such as EtherealMireshark) which will be
used by the Packet Capture Wizard to display the captured packets. If no path is specified, the
default application for pcap files will be used.

Network Sniffer Application: [ Browse... ]

0K ] [ Cancel ] [ Restore Defaults ] [ Help
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A R—DTA RETEIRE

H %{DQ—?I'fZl:IP

192.168.1.100 a 104144 L[TPLREHRETS
6i0/1 Q¥ gi0/0

———inside outside
Security Level 109/ Security Level :0

EAR—TIARIZABA—DTT(R BARZ—DTTARXIZ0-100 DEFE T

RERTET D, BRINIFEEDIXFS XaTALRILEETET S,

M E[EE= M —A%AYIZinside. outside. EEinside 1Z1%100. outside [Z(%0 .

DMZ Eh\MEREINS. DMZ [Z1%1-99 DIEFERTET 5
Xl )T4LAN)L

ASA DFNFNDALEA—TTARIZIEEFXA)TALRNIEERETIULENDH D,
ASA @ BT HBEEIL. BBTEIIAE—TIAADEXITALARIILOEXER/NZLST,
LTDESZIL—ILIZHES,

X2 YFALARILAS, 100 I BT ALARJLA.

BWNAA—DIA A>T\ E3—T1A SN AT/ A BN A—TA
z A

REIELTEIEENS, (B EFa)ToL ® J?EIJtL’C.J‘F_Ié*Lé
NUHSNDTCP/UDP DRY/STIRERS) BIEFZIELI-MEAIFACL 2EALT
E1§;&E¢EI L/T:L\i%é‘j:ACL €1§FH L/—C Security Leve| Eﬂﬁ‘ﬂ"](-mi?é

B RBIICEFRI I 5 ACL DR EDERIZIX"BEE D Deny” 1Z:E

D . HE B = ©hhhahasasaes !
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ge Device Name/Password

@ System Time
“Zaa EtherChannel

vl
CISscoO

Security Subnet Mask
Interface o IP Address Prefix Leneth Group
Ll 255.255.255.0

GigabitEthernet0/10
igabitEthernetl
GigabitEthernet/2
GigabitEthernet0/3
Management0/0

Disabled
Disabled
Disabled

REI Hg0/0 #FEIRLT
“Edlt”

m ]

<
[7] Enable traffic between two or more interfaces which are configured with same security levels

[] Enable traffic between two or more hosts connected to the same interface

[ Apply J [ Reset ]
11/04/13 20311 UTC

<admin> |15



A3 —DTTAADERTE?2

General | Advanced | IPv6

Hardware Port:  GigabitEthernet0/0

Interface Name: l outside ] ‘

[ Configure Hardware Properties.. ]

Security Level: @ 499—714;(% :OUtSide
. \ — S B
[T Dedicate this inferface to management onl t ':‘F' -1 I) TA I/ ~N) L: O
[
Channel Group: I:] ~aX
Enable Interface

IP Address 4)9—7I4Z7Eupéﬁ'é

@ Use Static IP (0) Obtain Address via DHCP () Use PPPoE

IP Address: | [10.1.1.1 — | N
Subnet Mask, |265.255.255.0 v tXal)T4LNILD g’é B
IHEDES

IP7RL R, RRYDIETE

4

Sy
[y Security Level Change X

Changine the security level of an interface may cause your ASA
configuration to become invalid, causing the ASA to drop legal traffic or
allow illegal traffic to pass through. Do you still wish to proceed?

Description:

Py

[ 0K ] Cancel ] [ Help ]




ARA—TTARANETES :XTE D AR

Go

N
Cisco

(m]

Configuration > Device Setup > Interfaces

}5 Startup Wizard

? Interface Name State Seulty IP Address unet s Group M
2* Routin r = =
42 Device Name/Password [} Preview CLI Commands
© System Time GigabitEthernet0/1 inside
----- Zau EtherChannel GigabitEthernet0,/2 The following CLI commands are generated based on the changes you made in ASDM. To send the commands
GigabitEthernet0/3 to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.
Management0/0

Interface GigabitEthernet0/0
ho ip address

security-level 0
. ip address 10.1.1.1 255.256.255.0

ASA [TEYRAL ATV ENRTEND

ASA 2R EF R EE 518512 “Apply”

&—%—1

]

] [ Cancel ] [ Save To File...

Enable traffic between two or more i

_ rfaces which are configure me securitylevels ‘ ‘
1 ,. ) Enable traffic between two or more hosts corinected to the samﬂﬂa “ . N
Send” ZL THIH TREN RMENS

( Apply | [|  Reset |

it by )

Device configuration loaded successfully. ‘(admin) ‘15




Bl—tXa)TALANILDAF—DTT( R
B DE(E

TFXL)TAUANIVCKDBEDH L, BREIAFICIOTELSERZEERBSE ST
ENTELMN, RRICEOTILREMNEHICRDZENH D,

ZTDEIEGEE . UTOREEZITICETEX L) TAUANINIZE LB EHIEZTEICT
éhth\j ﬁbo

1. A=z ARADEFX)TALRNILIZE—DIEZFEERTE

2. Rl—EF)TALARNILDA A=A AEDBIEZEFA]
2DDAZ—TIARIZRI—DEF ) TALRILFERELI-GAE
TI7AILEDERETIEINARDBENRAZIEZINST-6.
Fl—tX 1 T4LARILDAZ—TTARABDBEEZH O TIARENNE

192.168.1.100 10.1.1.1 192.168.1.100 10.1.1.1
inside ¥y outside inside ¥ outside
Security Level :50 Security Level :50 Security Level :50 Security Level :50
> X >
X € <
T4 ILNKEE CLI: same-security-traffic permit



E—tFXa)TALRILAE—D AR
DBEZTEFR] I HE%TE

[ cisc0 Aso

File View Tools Wizards Window Help : Go
A L 2 = = al]n

€73} Home B%. Configuration g Monitoring | | ) Save Q Refresh | () Back () Forward Help CISCO
2

[ o e ]|

DeviceSetup O R | Configuration > Device Setup > Interfaces m}

56 Startup Wizard

- Ninterfaces Security Subnet Mask Add w
‘5’5 Ihterface Name State e IP Address Prefix Leneth Group
& Device Name/Password GigabitEthernetl/( Enobled | 0011 [62se2ss0 | |

© System Time GigabitEthernet0/1 inside Enabled 100 192.168.1.1 255.265.255.0
‘.= EtherChannel GigabitEthernet0/2 Disabled Delete

GigabitEthernet0/3 Disabled
Management0,/0 Disabled

B—tFa)TALNILDAE2—D A ARED
BIEZEFFAIT AT TVIRYIR

< | 4 m J

).
Ehable traffic between two or more interfaces which are confieured ame, security levels

nable traffic between two or more hosts connected to the same interface

Apply ] [ Reset

Device configuration loaded successfully. ‘(admin) |15 (5] 1170413 218:31 UTC
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IW—T 42T DR TERE

ASA [T 74 ILETITIIL—2EL TEIET DRouted Mode %> TLVAT=8,
MHEIZGECTIL—T A4V T DERENDHE
ASA 8.X CIXTEDIL—T12F TORIILEYR—F

1. RETAVIIN—Ta2T
(TFIAILMIL—FEED)
RIP

OSPF

EIGRP

N

AERTIL., outside 18— TTAADREIL—EET IAILMNIL—RELTERTE
10.1.1.0/24

N .254%
_—

™
gio/1 4¢i0/0 FIAILRIL—F
(inside) (outside)

(;E£)Multiple ContextTl&. RET AV I IL—T 42T DH Xt o



77J')I/I~)I/—I~0)§QE'§1

= erER)
File View Tools Wizards Window Help Look For: Go
N
M| “*| Monitoring | 1) Save Gv Refreshl o Back Q Forwardl @ Helpl CIsco
Vi q Configura ng,r\JO}[/ }\ODIEE% EE*R [m]
Startup Wizard
| u Iterfaces Specify static routes.

) IPv4 only ) IPv6 only

- *9* Routing —
2—----'3’ Static Routes

‘*& Route Maps Interface IP Address N . B = ptions
-'Q,OSPF AV B—TIAREIEE Edit
542 RIP
; :% EIGRP Delete
[H-+24 Multicast N
G% Proxy ARPs 77_'_)[/'\)[/ I\éij-
----- Device Name/Password X §
SO ST IP Address Type: @ Trvé @ pvs | 0.0.0.0/0.0.0.0 Z#57E
rrrrr o SSC Setup _ - /
Interface: [outsue %L([i Browse l_l_\'sl/b\b
Network: (000070000 | Q/ any &R
Gateway qu.msa
N Ny (=1~
FROANRYTTRLRZEIETE
() Tunneled (Default tunnel gateway fo # add B ot ] Delete | @ Whers Used
() Tracked Filter:
Device Set N =
&)_ewce e Track ID: Track IP Add Name ' IP Address Netmask Description
= Firewall _— [=-IPv4 Network Objects
& SLA D Tarest Intert, T O
Bemote Access VPN ————— | g?}, inside-n.. 192 168.1.0 255.256.255.0
;ﬁ : : Monitoring Options | ff | L o outside-.. 10.1.10 955.255.55.0
£330 Site-to-Site VPN Enabling the tracked option starts a Jou 1or munorine e
PS state of the route, by pinging the track address provided

[I[ oCancel || Help |

Device configuration loaded successfully. <{admin> 15 Ef'%_: E 11/04/03 23:30:17 UTC




TIHILFIL—RDEETE2 HTED KA

File View Tools Wizards Window Help Look For: ‘
= = = = il I Il I I

./(] Home G%} Configuration Monitoring & Save / Refresh " Back _ Forward Help CISCO

=] Configuration > Device Setup > Routing > Static Routes (m}

Startup Wizard

i alnterfaces - - -
=) 43; Routmg Filter: @ Both () IPvd only () IPv6 only

030
Netmask/ Metric/

Route Maps Interface IP Address Prefix Leneth Gateway IP D
outside 0,000 0.0.00 10.1, @f

The following CLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.
—

Specify static routes.

Optiong

""" 0‘3 Device Name/Password route outside 0.0.0.0 0000 10.1.1.254 1
0 System Time
rrrrr @2 SSC Setup

&?ev ASA 2B EE RIS BT (2“Apply”

\E- Firewall

"B , Remote Access VPN
Cancel ] [ Save To File.. ]

"fg Site-to-Site VPN

Y

Aooly | |

Device configuration loaded successfully. <{admin> [t

& R (@) /11/04/03 23:40:17 UTC




)L_7__4>7 IE@EE:"L.\

[ Cisco ASDM 6.4

File View Tools Wizards Window Help ook For: | l W | |
= — — — — = ' ' '
(] monitoring| ) Save (@@ Retresh | (D) Back () Forward| 2 Help cisco

=] Monitoring > Routing > Routes O
~Routes

Each row represents one route. AD is the administrative distance.

() IPvd only () IPv6 only

- OSPF Neighbors
g EEEE “eighbor Protocol Type Destination IP Pg?&mf:'r:fgfth Gateway  Ihterface [AD/Metric]

CONNECTED 10.1.10 255.255.255.0 outside

1 4 de
0.0.0.0 10.1.1.254 [1/0]

TIHIML— A RESN TSI EEHR

Routing

{m_ Properties

Last Updated: 11/04/13 12:37:28

Data Refreshed Successfully. <admin> ‘ Ff?.: E‘ ‘ ‘



g
l

NATO3E

jml]

© 2010 Cisco and/or its affiliates. All rights reserved Cisco Confidential 21




T’
Ik

NAT D7

static NAT
IP 7RL A& 1331 TEMlcevE D
R—-bPESEIEREIAL

C R

1)
I _
XXXX YYVYY Ei)L—IL
i global IP
(private IP) ~ ot vy

(private IP) (global IP)
. L .
inside outS|de

dynamic NAT
IP 7RLAZ 131 TEIMIC?VE Y
R-rEBSRERENALN
BEROFAMIML T, E#DGIobal IP Z@3MICTYELJTIEAFICHER

1) YY.YA
!a-(global IP ZHL—IL
)g.X:X.: / I2P‘; = hnternet
rivate , N —) -
orl , inside‘~ ¥ outside )gp)xa(t)e/ I2P‘§ Y('Y'Y'1 10
| global IP)
XXX2/24 Y.YY.2
(private IP) : (global IP)



NAT MD#E5E Cont.

static PAT
IP7RLA+FKR—-BEZ21M1TevEVY,
—2D0global IP ZRLAZEHE DY —/\ ICEI) LN THIEEEICER
1)

Y.Y.Y.Y:80 EHIL—IL

Web *7“/ " f‘lobal P}~

XXX.1/24 . .

(private IP) inside Y@M utside Internet é:fv);tle?lg) - (YgIYonaYI?P(;
FTP 4—/% <]

XXX.2/24 Y.Y.Y.Y:20 XXX2:20 qummmp Y.Y.Y.Y:20
(private IP) (global IP) (private IP) (global IP)

dynamic PAT

IPZRL A+ K- BSEEMICeYE D
BHOFAMIL T, —DDGlobal IP 2F9IceyE IR FIC(ER

|
2} YYVY: a:aaa
! ‘Iobal P) EH)L—IL

XXX.1/24 o

(private IP) XXX0/24 ¢ YYYY
, (private IP) (global IP)
—_—

XXX2/24 )’ Y.Y.Y.Y:bbbb

(private IP) : (global IP)



NAT

=JLr=2=o
a A

Static NAT

192.168.1.100 HSKbF7 71V 7DZEEFT7EL A% 10.1.1.100 ICFEiR
¥ 5L 5% Static NAT 25RET .

192.168.1.100
[ f&;;,;‘-}fﬂ - 152.168.1.1

222 Filter Rules
----- @ Public Servers

B URL Filtering Server

----- 3 _0'1 Threat Detection
#-{f38 Objects

#-40Q Unified Communicat
- Advanced

Q"% Remote Access WP..

(4] Site-to-Site VPN

src: 192.168.1.100
dst: 172.16.1.100

&) |

src: 10.1.1.100
dst: 172.16.1.100

!‘Lg

outside

inside

MName:

Type:

Configuration > Firewall > NAT Rules

IP Address:
dp Add|~| |&f eqit lf Delete |+ ¢ | $ B2 B - | Q Find ress

g \edd NAT Rule Before "Network Object" NAT Rules...

Add "Network Object” NAT Rule... )
Ad¥ NAT Rule After "Nec/wrk Object" NAT Rules...

% InSE\T /
| Add H5“Netowk
Object” NAT Rule%&EiR

NAT

Type:

Description:

[} Add Network Objec

P N

172.16.1.100
NAT Rule Z#D Network
| Object ZERL

{ 192.168.1.100-NAT

[ Host

=l

| 192.168.1.100

EHAID P #167E

]_’_’

|

1

Add Automatic Address Translation Rules

| Static

b=l

NAT #& 7l [& Static

Translated Addr:| 10.1.1.100 |

LD IPZIEE

oK | |

Cancel

J [ Heb |




NAT &% Static NAT ERE D K

'F7 Add Network Objec

Name: 192.168.1.100-NAT ]
Type: [Host v}
\
|

IP Address: | 192.168.1.100

Description: |

NAT
Add Automatic Address Translation Rules

Type: Static - The following CLI commands are generated based on the changes you made in ASDM. To send the commands
{| tothe ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

Translated Addr: \IIJ.I.I.IIJIJ

object network 192.168.1.100-NAT
host 192.168.1.100
nat (any.any) static 10.1.1.100

~~E% RL Filtering Server

\ Threat Detection

#-4Q Unified Communicat
[+ Advanced

REZE OK &, BXTE D [ iR

] [ Cancel ] [ Save To File.. ]

AN

[ Amly |

<admin>

User cancelled the configuration update operation.



NAT £%% Dynamic NAT

192.168.1.0/24 HORINT 7107 DRETTRLA%E 10.1.1.100-110
D AR T R SN e o

src: 192.168.1.100 src: 10.1.1.x
192.168.1.100 dst: 172.16.1.100 & dst: 172.16.1.100
L\
inside outside 172.16.1.100
src: 10.1.1.y

dst: 172.16.1.100
192.168.1.200 src: 192.168.1.200 Cisco ASDM 6.4 fc
dst: 172.16.1.100

File View Tools Wizards Wmdow Help Look For:

M’ ) Monitoring a1 Save /

confl uration > Firewall > NAT Rules

'Ednloeletelf |l -|

Refresh " Back -. ) Forwar

X E FE

‘ SEMVICE 10 - Match Criteria: Original Packet

""" AAA Rules

1. NAT & DR VLT —H%FIEE 298 Civer Rules Source Icr;tf Dei:TIrEtf Sou)rce De
o H 4 - | (. @ Public Servers R rk Object” NAT (No rules

2' NAT xm{ﬁo)T IN '/Z%*E &£ ~--~'u€," URL Filtering Servers Add %E*R

2-1 EMEBEOTRLURAT—ILEERK

“?;{'r,g Device Setup
|[>‘E~ Firewall
St o .

@ Remote Access VPN
—~d




NAT %% Dynamic NAT2

[} Add Network Object

il

Name: 192.168.1.0-254 |
Type: Network ) v}
IP Address: | 192.168.1.0 |
NATZE S B3 2 DA A—TTA R E Netmersk.: 255.255.255.0 J v
IP7RL R (kT —7)192.168.1.0/24 Description: | \ |

IP b —OF7RLADIETE

ZIETE
[} Add NAT Rule

Match Criteria: Original Packet
Source Interface: | ingide Lﬂ Destination Interface:

Source Address:  |any B’ Destination»)

Service:

NAT

[[ 0K ][ Cancel ] [ Help ]

Filter|Clear

Netmask Description Object NAT Add...

oo ]

[=-IPv4 Network Objects

Action: Translated Packet

Source NAT Type: [ggynamic v]

Source Address: ’-- Qriginal -- E]l Destination Address: |-- Original -~

IP Ry kT —D%FRRAERK

[ | Fall through to interface PAT Service: -- QOriginal —-

Options
Enable rule

Translate DNS replies that match this rule

Directior:

Description: ]

Selected Original Source Address

l 0K J [ Cancel ] [ Help ]

[ QOriginal Source Address -> ] ‘any ]

[ 7 [ maL |




NAT 23 Dynamic NAT kT —18

ail

% Add ~ (& Edit [ Delete | Q, Where Used

Filter: Filter|Clear

»

1
Name IP Address Netmask Description Object NAT Add...

0.0.00 0.0.0.0

: o 192.168.1.0-254 |192.168.1.0 255.255.255.0 _

ERLLT=IPR YD —2

Selected Original Source Address *El' ITFE L/T: *“J |‘ J _7
| Original Source Address -> | [192.168.10-254] | —




NAT

[ Add NAT Rule

=L

yu]]]
X
>~

Match Criteria: Original Packet

Source Interface: [inside

inside 357

Source Address: ’192.168.1.0-254

dim mdiman A

t }EE LT=-NATHEID
IP RybD—o% %

Action: Translated Packet

iR

Source NAT Type:

Dynamic

Source Address:  |—- Original ——

) oesvon BYYP e |

[ ] Fall through to interface P&

Options
Enable rule

NATZEHREDIPFRLR [ ™
T—ILZERT S

Translate DNS replies that match this rule

Direction:

Description: \

J |

Help

= Dynamic NAT3

[y
[Zy Add Network Objec [

10.1.1.100-110
Type: [Range v
Start Addre.. 10.1.1.100
End Hddress:h 10.1.1.110

Name:

\

I S B SN ) ) S—

| \

Descripti
IP PRELRT—ILDBRRIBTRLRE
NaT | SR T7RLRZIETE

Lok

J J |

Cancel Help ]

=8 Metwork Object...
Network Object Group...

Filter|Clear

Object NAT Add..

Netmask Description

++== QOriginal -—
IPv4 Network Objects

i outside
“IPv4 Network Object Groups

IP PRLARAT—ILEFHRIER

Selected Translated Source Address
[ Translated Source Address -> ] lRangelU.l.I.lUU-ll[l

[ 7& [ maL )




NAT %% Dynamic NAT 7kLXT—)L

A

MDIEE

% Add ~ [& Edit ﬂ Delete | Q ‘Where Used

Filter:
|
Name IP Address Netmask Description

Filter|Clear

Object NAT Add...

#+==Qriginal --

E]"IPV“ MNetwork Objects
o 10.1.1.100-110  [10.1.1.100-10.1.1.110 |255.255.255 255 I

- Interfaces

B inside N N 5
3 outside ERLT=ZIP7RLAT—IL

BELETRLRT—)L

Selected Translated Source Address
[ Translated Source Address —> ] IHJ.I.I.II]U-I Il]]/

L oT@ ||




NAT

ai

=% Dynamic NAT4

Match Criteria: Original Packet

Source Interface: [inside

3

v] Destination Interface: [-- finy —=

Source Address: ‘192.168.1.0-254

B

E]‘ Destination Address: ‘any

()

Service: Iany

Action: Translated Packet

Source NAT Type: [Dynamic

o — Dynamic% 18 7E

Source Address: IIU.I.I.IUU-HU

E]l Destination Address: I-- QOriginal --

B

Service: |-- Original — (=]

[ ] Fall through to interfac\eP‘AI\

Options

FIBEELENATEDIPPRLRAT—)LEEIR

Tranglate DNS replies that match this rule

Direction:

Description: |

Help

m [ Cancel ] [
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=

Add NAT Rul

Match Criteria: Original Packet
Source Interface: [inside v] Destination Interface: [-- Any - v]

Source Address: ’192.168,1.0-254 E]‘ Destination Address: [any E]‘
Service: [any E]‘

The following CLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

Action: Translated Packet

Source NAT Type: [Dynamic v]
. _ T - orieinal —— object network 10.1.1.100-110
Source Address: ’10.1.1.100 110 E]‘ Destination Address: [ Original [3‘ vange 10.1.1.100 10.1.1.110
[ Fall throueh to interface PAT Service: - Original - B object network 192.168.1.0-254
Options subnet 192.168.1.0 255.255.255.0
t nat (inside.any) 1 source dynamic 192.168.1.0-254 10.1.1.100-110

[7] Translate DNS replies that match this rule

Directior:

Description: ‘

| [ Cancel ] [ Help ]

SNES NAT SREOKE . SRR D KB
Firewall N

‘ 3"_% Remote Access WPN

] [ Cancel ] [ Save To File.. ]

g Site-to-Site VPN

IPS

Device Management

Reset

Configuration changes save.. <admin> 15 ‘ ‘ E | | ‘ 11/04/04 22:33:16 UTC




RD ExerciseDZE{EDT=HIZ- -

- YERKLT= NAT, Network Object ZHIIFRL TL=&LY,

ll'lll'll
Cisco

Firewall Configuration > all > ( s > Network ¢ s/Groups [m]
-8 Access Rules  » & Add ~ Edit o Where L

3 NAT Rules B Edi - Delete | @ ‘Where Used
- Q, Service Policy Ru Filter:I Filter|Clear

Configuration > Firewall > NAT Rules AAA Rules
IP Address Netmask Description Object NAT Addre...

£ Access Rules add ~ ; . - Diadllll Filter Rules
* & Edit [ Delete| T+ <+ | % B @ | Q Find (24 Diag B Public Servers

@, Service Policy Rules Match Criteria: Original Packet . URL Filtering Ser @B 10.1.1.100-110 10.1.1.100-10.1.1.110 255.255.255.255
# Threat Detection = | | § @ 132.168.10-25¢ 192.166.1.0 255.266.255.255 | 255.256.255.0

e Objects H
2.16¢ o | =} 192.168.1.1-NAT 192.168.1.1 255.255.255.255 10.1.1.100 (S)
e A = TAIRITAD! ' I Network Objg a
Network Object” NAT (Rule 2) 18 Service Objec & any NN [N
| ‘4

Threat Detection ..inside outside 2 192.168.1.1-NAT @ any Glass Maps = inside-network 192.168.1.0 255.255.255.0

Obiects outside inside @ any =} 10.1.1.100 _ 10110
; i 10.1.1.100 10.1.1.100 255.255.255.255 l
[=-IPvb Network Ubjects

L@ any H 0

[ Apply |
Kadmin> 16

Kadmin> |15




NAT %% Static PAT

10.1.1.100 A¥7=Web bZ571v% (TCP 80&F—b) DIEET7FL A%

192.168.1.100 (L .
10.1.1.100 AR7=POP3 5714 (TCP 110&+K—

src: 172.16.1.100 .
dst 192:168.1.100:80  pmy Gor. 1c7>.21'.11§i1dg>%%

b DIETRL A%
192.168.1.100 (CFEiRT B LS4 Static PAT 25RET .

172.16.1.100

src: 172.16.1.100

dst: 10.1.1.100:110
192.168.1.200 §' src: 172.16.1.100
dst: 192.168.1.200:110

\&
@' N
192.168.1.100 inside I“'Sutside

X ZE[EZoutside MSDBIEZXITO=HIC
=%
ACL DEREMNHE

—




NAT %7 Static PAT(HTTP M Z#)L—IL)

:=y Add Network
- Z'K 2z ~>
4 Cisco ASDM 6. jn 1P LR
’ - Name: 192.168.1.100-PAT ZHRFID IP 7F ,
File View Tools Wizards Window Hel Type: [H = v]
Ho @%. GConfiguration| | | Monitorin Save Refresh Back IP Address: | 192.168.1.100 | |
Firewall & R | Configuration . Description: | |
" B Acceco-Ruks il o 200 £15Netowk
AT Rules | I ® & Object” NAT RuleZ&iR
..... Q Service POIlC}’ Rules Add IS LSTUTE TSV DD Sen TR RIS, .. NAT S . o A
tatic Z:&iR &)
""" B AAA Rules Add "Network Object” NAT Rule.. EER
228 Filter Rules (V] Add Automatic Address Translation Rule /
,,,,, @ Public Servers Add NAT Rule After "Network Object" NAT Rules... Type: [Statlc
URL B
=& URL Filtering Server el IR N
----- j Threat Detection - h 4 Translated Addr: [IU.I.I.IUU ]/ &@1&0) IP Z!\ LA
#-{fzg Objects Insert After...
=-40 Unified Communicat
+-T#) Advanced = nced NAT
[ Translate DNS replies for rule Advance ,—I-\gj’c'-l-\ I‘% 1:
=
Interface | QK
Source Interface: inside v]
Destination Interface: | outside v]
pJ P T
Service g’é?ﬁﬁ%@’(?g—jl’fxw
S ice S Protocal: 1k tep *E’}:.—E
Firewall Real Port: http |
Mapped Port: http l
45\, Remote Access VP W [ Cence) j;_ ( \01 =
(7% Site-to-Site VPN BT HR—IEFL

EHMBEOR—IESEETE
- _ | D O I




NAT %7€ Static PAT(POP3 M Z&#/L—)L)

FBIc. POP3 (2319 SRIBN— IV & A
T csco oo

File View Tools Wizards Window Help
= — = = — — Type: [Host v]

IP Address: | 1821681200 | |

o ==

THAID IP PRL X
Name: 182,168.1.200-PAT | |

Add N

(=

- Description: ] |
© Bdiccesoruks | Add M i>“Netowk
- NAT Rules ObJeCt” NAT RUIG%E*R
Q Service POIlC}’ Rules OIS COTUTE T9CVPOT R DO Joel 19T maies. .. . o 5
NAT Static Z & A
ﬁ AAA Rules Add "Network Object” NAT Rule.. _ . EER
228 Filter Rules Add Automatic Address Tranglation W
& Public Servers § Add NAT Rule After "Network Object” NA
~*5 URL Filtering Server T = (Static THLED IP FTRL R
@l Threat Detection _ Translated Addr:| 10.11.100 || -
AR Objects Insert After...
40, Unified Communicat

&

[ ] Translate DNS replies for rule

Interface

Advance 1R3> CiR—h B SIEE
]

l warniecn J l L

Destination Interface:

......... . THARD AL E—TTARD

| = ]
Protocol: e top *EI N
Real Port: pop3 ‘ I

Source Interface: ingide

outside

Mapped Port: pop3 ‘

LT B R EEL
D — T R =P




NAT

=% TE Static PATER E ) = B

anj
N
i

DII

The following CLI commands are egenerated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making chaneges in ASDM, click Cancel.

object network 192.168.1.100-PAT
host 192.168.1.100

object network 192.168.1.200-PAT

- host 192.168.1.200

Configuration > Firewall > NAT Rules object network 192.168.1.100-PAT

B3 A Eo ﬁ | | nat (inside.outside) static 10.1.1.100 service tcp http http
CCess es o s
& Add ~ [ Edit Delete | ¢ ¥ | & Ba @ object network 192.168.1.200-PAT
g NAT Rules nat (inside.outside) static 10.1.1.100 service tcp pop3 pop3
Service Policy Rules
& AAA Rules #
288 Citer Fules Source Intf  Dest Intf  Source
@ Public Servers = “Network Object” NAT {(Rules 1-2)
JURL

“EF URL Filtering Server ~.inside outside =l 192.168.1.100-P...
_o" Threat Detection outside inside @ any

A9 Obj inside ~ |outside [ D 192.168.1.200-P..
H-40Q Unified Communicat

h outside ingide
H- 1) Advanced @ any

Match Criteria: Original Packet

JREZE OK &, 8%

| [ Cancel ] [ Save To File.. ]

(3] Site-to-Site VPN

(=T

User cancelled the configuration update operation. }<admin> ‘ ’E‘ ’ ‘ F‘




NAT £%% Dynamic PAT

g
- 192.168.1.0/24 MS5R/NF 7177 DX(ETT N/Z’é
1011, 100(:&1&'3‘6&9 %Dynamic PA q 7R

src: 192.168.1.100:xxxx src: 10.1.1.100:yyyy
192.168.1.100 dst: 172.16.1.100 & dst: 172.16.1.100
</ L\ .
. . ; v . —
inside outside 172.16.1.100
src: 10.1.1. 100:zzzz

dst: 172.16.1.100

192.168.1.200 =  src: 192.168.1.200:xxXx
dst: 172.16.1.100

Look For: j

["’j Monitoring Q Save G Refresh o Back O Forwar

Firewall o & Configuration > Firewall > NAT Rules

;jjj- % Ad]-| @ it W Delete |+ ¥ | % B MR - |

EQIFE q':]”E ..... ‘ coree o . Match Criteria: Original Packet
1 ) NAT i‘.-l.%o) *“j I‘ J _OE*EE‘E 228 Citter Rules Source Intf  Dest Intf ~ Source De

..... . rk Object” NAT (No rules)
% Public Servers Add j{- B *R

""" i URL Filtering Servers

2. NAT ZEHEDT7RLREZETE

/. > 0
2_1 %*@1§®IP7I‘ I/X%H’th?. ----- Threat Detection
+ Objects
Unified Communications
+ Advanced

2, Device Setup

:3 5 Firewall

;‘g' Remote Access VPN




NAT £%% Dynamic PAT

Name:
Type:
IP Address:

EAVB—TIARZTETE

NATZH# T D20 RDIPFRL A (RyET—%) Descript

Netmask:

"F7 Add Network Object

192.168.1.1-254

Network
192.168.10
255.265.255.0

FTYNT—OFRLREIERE

"7 Add NAT Rule

OK | [ Cancel ] [ Help

Match Criteria: Original Packet

Service:

Action: Translated Packet

Source NAT Type: [DHMAMIE. .t ¥

Source Address: \-— Original —- E]‘ Destination Addre
[ ] Fall through to interface PAT Service:

Options

Enable rule

Translate DNS replies that match this rule

Directior

Description: \

Source Interface: | ingide v Destination Interface: [-— Any -

Source Address:  |any J Des)))ddr Browse Original 5S¢

% Add 'I B Edit T Delete I Q Where Used

& 1921681100 1921

Network Object... | Filter|Clear
Network Objﬁ{ Group... Netmask Description Object NAT Ad..
=1 IPv4 Network Object:
= 10.1.1.100 0.1.1.100 255.255.255.2..
@ 10.1.1.100-110  109.1.100-10.1.1.1.. 255.255.255.2..
..... 1.100 25525525562

arcarcarca

FoRD—OEFIRME . —

Selected Original Source Address

[ Original Source Address -> ] ]any




NAT %7 Dynamic PAT

& Edit [ Delete | Q Where Used
Match Criteria: Original Packet & Network Object... e

Source Interface: [|n8|de v] Destination {sgf Network Object Group... Netmask Description Object NAT Add..

Source Address: ’192.168.1.1-254 E] Destination 9~e - . __
: . B inside [ ot Network ovvet [N e
Dynamlcé?am - outside [10.1.1.100
Type: [Host
IP Address: | 10.1.1.100
Source NAT Type:| i I Description: |

Action: Translated Packet

Source Address: I—— Qriginal --

[ ] Fall through to interface PAT Service:

Optiong ————— NAT?&O)'P?FUZE*R
Enable rule

Tranglate DNS replies that match this rule

Direction:

Description: I
QK il [ Cancel ] ' [ Selected Translated Source Address

[ Translated Source Address —> ] [—— Original -- I

[ 7@ |[ EAL |




== INAT Rules
----- Q Service Policy Rules
----- & AAA Rules

Q) Unified Communications
Advanced

Configuration changes save..

Dynamic PAT 5% O 2 Bk

The following CLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

object network 10.1.1.100
host 10.1.1.100

object network 192.168.1.1-254
subnet 192.168.1.0 255.255.255.0

nat (inside.any) 1 source dynamic 192.168.1.1-254 10.1.1.100

Source Intf
.. inside
..outside
..outside

“Network Object” NA

Cancel ] [ Save To File.. ]

J |

<admin> |15 e

B @&

11/04/05 18:42:47 UTC




R@D Exercise®

RODT=HIZ- -

- YERKLT= NAT, Network Object ZHIIFRL TL=&LY,

mm
cisco

n

[ aeety

Configuration > Fi | > Objects > Network [m}
% Add - @ Edit [ Delete | @ \where Used
Q Service Policy R Fillev:[ Filter|Clear
B AAA Rules = — -
A Rul Filter Rules IP Address Netmask Description Object NAT Addre...
- N,ules " & Add - & Edit m Delete | B 2 | é B @ - | Q Find f24 Public Servers
ules L o
@ Service Policy Rules Match Criteria: Original Packet URL Filtering §er | & 10.1.1.100 10.1.1.100 265.255.255.255
A8A Rules Threat Detection | = o8 192.168.1.1-254 192.168.1.0 266.255.255.0
ooo . ource In Dest In ource De Objects
g Filter Rules . s any LRI LAIRIALY
(3 Public Servers E7R £ 192168.11-26¢ | a B o insideneteork  192.168.10 2552552550
: URL Filtering _Server Network Ubject. NA T LNo rules, E Class Map; o ﬂ outside-network 10110 9559559550
= g;rjzzttsDetectlon m Tspect Maps B"IPVG Network Objects
. 0
), Unified Communicat Reeular Expre— @ any
Advanced 2 TOP Maps
Q) Time Ranges ~
©

Kadmin> 31:

Apply | [

Reset ]

15
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TAIL3) ) S TERE

- ACL (Access Control List) & A 3— I/ R ELBEZTHAIIEERTT S
- ACL [ H#DACE (Access Control Entry) MbiEREh 5,

ACE DEXGHERER

permit/deny :+Z574v0%Z AT Hi5E [EPermit, £E5 9 H;H & [EDeny
- JAkaJL :ip. TCP.UDP. icmp. £%i5%E
o EETFT/FREIP FRLR : FRRAMEGL, RYMIRAVEGL, T X T(any)
R—rES : TCP.UDP OrZ7497(12dL T R—+EBSDIEEL ATHE

fEX DDeny
ACL DRBEIZITTRTHIP Ny ybEERT S IEZHKDDeny” NEET S
BHEDRI T4 DAHEEELEWNERIZITFISEENDE

BEDRSI1voLUNERLIZWVMES.
EELEWS 70y 0% BARIIIZIES (Deny)L .
RRIZ. I RNTZEHAITHACE ZMNMZ S

f5l) A>B DS 7149 DHEFFF] 5l) A>B DS 749 DHER
1. permit A—B 1. deny A—B
2. deny any (E& 2D Deny) 2.permitany <e—— pz .

3. deny any (FE2XMDen
A—B [31. DACE TH AN, y any (Hg y)

BEYIE2. DEEEADdeny THEEINS A—B (1. DACE TEEIN,
®Y(X2. DACETHaENnD



DLW ERTET)A

© BRI =212 2T —/\BHY  SMBNLDHTTP BIEZEEFH
'U'—B/\d)TH/Zl:J:StIatlc NAT Z&N oM~ AR

SERMSEFRLX192.168.1.200
ADHTTP QO@IEZHT]

src: 172.16.1.100 src: 172.16.1.100
dst: 192.168.1.200:80 Q dst: 10.1.1.200:80

\&
192.168.1.200 m

NAT
192.168.1.200 <-> 10.1.1.200 DT H—NDABTEL R
10.1.1.200 [THTTP 79+&




T4ILR)Y

"7::7"5'—/ \DIP 7KL &X192.168.1.200 % %

N
axX A

NAT DE%TE

NE7RLR10.1.1.200

T HNAT JL—ILZ1ERL ({ER A & Static NAT DERTEZTSER)

"F7) Cisco ASDM 6.

File View Tools Wizards Window Help

.’.(1 Home ca% Configuration @ Monitoring | | ¢ Save (¥ Refresh | () Back |

ﬂ Access Rules
-
Q Service Policy Rules
& AAA Rules

222 Filter Rules
E% Public Servers

& URL Filtering Server

- 3 Threat Detection

| Unified Communicat
7 Advanced

Confi ion > Firewall > NAT Rul

alialn
CISCO

) Forward Help

& Edit ﬁ Delete | + 4 | x; Ba @ - [ Q Find B2 Diagram \-Q Packet Trace

Configuration changes saved successfully.

Match Criteria: Original Packet

Source Intf  Dest Intf
" T

Source

Action: Translated Packet

Destination Service Source Destinatio

14
e usée Tt tpmn [ Jome - 0ion© |- o

outside inside

@ any

2 10.1.1.200 1 http -= Original -- =} 192,16

[ Aty ||

<admin> 2 [ =



TAILR) T ERTFE TORRIL—ILDIERL

%tBODEMO)TI'\XI* MEETFRL X 192.168.1.200 ~DOTCP 80 FEHR— I*’\O)'_H
%:%’E.ﬁ_ﬁ'éf' 77-lz JL—)LEERKL . outside /28— T A RIZHTE

vl
CISCO

G

onfiguration > Firewall > Access Rules

% Add - @ Edit [T Deletel + ¢ | o B R - | Q Find B Diagram (g Export + (9 Clear Hits 8 Show ,—M—- Packa:
. < -
""" Q Service Policy Rules # Enabled  Source Destination Service Action Hits H j!j‘& 0) Deny ) [/ } l/
_nﬁ ?:I,;:r R;Jﬁess El 5% inside {1 implicit incoming rule) (ﬁlj B@ N % EZ: E_I-)
..... @ Public Servers il @ any @ fny less secure ne.. IF ip o Permit
-2 URL Filtering Server ’ outside (0 implicit incoming rules)
f’ Threat Detection Global (1 implicit rule)
[#-1fz3] Objects | @ any @ any IFip @ Deny
#-40Q Unified Communicat
[#-1zh Advanced

Add Hio
{ Add Access Rule

e

= e ]Access Rules
=3 NAT Rules
..... Q Service Policy Rules % Add Access Rule...
----- & AAA Rules
-£27 Filter Rules
----- (& Public Servers

~*E% URL Filtering Server

G (&

< | 1]

- Access Rule Type () IPvd and IPVE @
gﬁ? Device Management

[ Apply ] [ Reset

() IPv6 Only

<admin> |15

|

Configuration changes saved successfully.




BT A2 —TTA(R

Interface:

AT HIL—ILEF4ESHD TPermit

7

Action: 'Q' ermit (:) Deﬂyl 4 Add ~ [ Edit - Delete | Q ‘Where Used

N L = W Filter:‘ Filter|Clear
Source: any — | ?- ~ —C 0) 7|_\Z I\ h\ b 0) I\77,r J7 Name Protocol  Source Ports Destination Ports  ICMP Type  Description
16 finger tep default (1-65535) 79 a
Destination | 192:168.1.200 M e e e A
1 ftp-data  top default (1-65535) 20
Mtcpmttp E]l ) 1 gopher  top default (1-65535) 70
ek h323 tep default (1-65535) 1720 H
N o 1 hostname  tcp default (1-65535) 101
H—IRDARTRLR S S L R A A
I 16 https tep default (1-65535) 443
- 1 ident tep default (1-65535) 113
. 5 imapd tep default (1-65535) 143
Enable Logeine 70 D IN: )l/ 0) *E E B ire i tep default (1-65535) 194
. erberos  tcp default (1-65535) 750
Loeeine Level E:]:R login  tep default (1-65535) 543
shell tep default (1-65535) 544
. 18 |dap tep default {1-65535) 389
More Options 1 |daps tep default (1-65535) 636
1 login tep default {1-65535) 513
16 lotusnotes  tcp default (1-65535) 1352
[ oK ] [ Cancel ] [ He Ip ] 1 |pd tep default {1-65535) 515
- ¥ekr nethins-s  tep default (1-65535) 139 2

Selected Service
[ Service > ]‘tcp/http l




TAINR) DT ERTE REDRR

The following CLI commands are generated based on the chanees you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

object network 10.1.1.200

host 10.1.1.200
access-list outside_access_in line 1 extended permit tcp any object 192.168.1.200 eq http

nat {outside,inside) 1 source static any any destination static 10.1.1.200 192.168.1.200 unidirectional
access—group outside_access_in in interface outside

-3 NAT Rules
Q Service Policy Rules
& AAA Rules
~£8F Filter Rules
(E% Public Servers
~~E% URL Filterine Servers
] Threat Detection
73] Objects
Q) Unified Communications
Advanced ’ e |
= 5% Global §
1

5 5% Global
x

Firewall

,.";% Remote Access WPN

]J [ Cancel ] [ Save To File.. ]

7 Siteto-Site VPN

Configuration changes saved successfully.

< | m a
Access Rule Type @ IPv# and IPW6 () IPvs TP 1Py Only

Apply Reset ] [ Advanced.. ]

(&) 11/04/05 23:12:17 UTG

1 .

<{admin>
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A2 AN232 EMPF (Modular Policy

Framework)

AVARGLAVIZKY NI TaYIDRT—MER. 7TV 75—V LRIV DTER

B R L&Y S EGHI{EA AL

A2 ARG 32 [EMPF (Modular Policy Framework) ZFAWVTEREZEITD
MPF (Modular Policy Framework)

BEDFI T4V I LTQOS, AV AR LAVFEDNT Va0 RRITERY 51
HDALHEA

1.ACL FIZH>ThZ T4y %Class |27 58
2. Class IZIGL =793 (QoS., 1V ARV E) 4 F

ﬁ
ZD—EDI)L—)L R —) H4F

FEDARA—TA R, HLLIET AR
TDAZ—DIA R LTERT
FIAILRDA VAR IUHRTED
T IHINTIERDES T4 TBA ARG IV MNEF)

dns, ftp, h323 h225, h323 ras, ip options, netbios, rsh, rtsp, XICMP [ET 74 I)LETA U AR
skinny, esmtp, sqlnet, sunrpc, tftp, sip, xdmcp D23 ThnEWIEITEER
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ICMP DAV AN L3

TIA4ILETEHIZHEO>TWNBICMP DAV ARG IAVEF/HIZTHIET.
RAEARYET—IMBHNER R YT —II2% 9 5 ping DREY/NTybh%E
BEIMIZEFRI T 5N ATRE
TI4ILEDIREE (ICMP A2 AR 3y ES)
ICMP echo

inside

a |
‘: 3
/ ICMP echo reply

outside — inside MEEIX[RBIES # |(n3|de Mo Oping (=L DBLEREE D=8

o s i outside IZICMP &3 &572ACL %
ICMP A1 AR 3y R R R ¢

CMP echo

inside

ICMP echo reply

S . inside M5Dping IZKHEEFEIEDT=6HIZ
inside Mo DBIEDREY /N7y bIEFA] # IoutISIde (= ACEIEQ'Q;"E?%),JIZEEL,
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[ Cisco ASDM 6.4

: —=

firewall o R

File View Tools Wizards Window Help

toring | |, ) Save (¥ Refresh | ) Back () Forward b

-£8F Filter Rules
---- (% Public Servers
URL Filterineg Servers

5| Objects
| Unified Communications
Advanced

LOOK For.

=)

ulllllll'
Ccisco

[m]

(= 1

Edit b | &

% Add - |2 git|

Traffic Classification

T IAILEDR) S —%FEIR

atch Source

Name #  Enabled

. Pali -
= oba 0 Elobal policy

inspection_def...

Destination

Service Time

® default-inspec.

[ Traffic Classification | Default Inspections| Rule Actions||

Rule Actions

® Thspect DN
® Ihspect ESH
{13 more inspet

Protacol nspection) | Gonnestion Settings | QoS | NetFlow|

Select all inspection rules

CTIOBE
DCERPC
DNS
ESMTP
FTP

H.323 H225

H323 RAS

ICMP Error

IS

M

IP-Options
IPSec-Pass-Thru
MMP

MGGP

NETBIOS

PPTP

DNS Inspect Map: preset_dns_map
GConfigure... |
ICMP &Fxv%
Gonfigure
Configure..
Configure




=y Cisco ASDM 6.4 f

Firewall a 2
84 Access Rules

{23 NAT Rules

~~~~~ Q

44444 & AAA Rules

222 Filter Rules

---- (& Public Servers

~~B% URL Filtering Servers

----- ] Threat Detection

40 Unified Communications
H- £} Advanced

Device Setup

&' Bemote Access VPN

Ie View Tools Wizards Window Help

((] Home G%; Configuration @ Monitoring | | , ¢ Save Q Refresh | () Back __

Configuration > Firewall > Service Policy Rules O

DE&E EQE@JZHH&

Look For:

) Forward Help CIsco

Traffic Classification

Name #  Enabled

=) Global, Policy: elobal_policy
inspection_def...

4 Add ~ [& Edit ﬂ Delete | + 4 | & [ | Q Find B2 Diagram <7 Packet Trace

Match

I- =

The following CLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

policy-map global_policy
class inspection_default
inspect icmp

Send I [ Cancel ] [ Save To File... ]

- '

__ fAeply | [ Resst |

<admin> |15 | | 11/04/18 12:38:14 UTC




TINT—3 A ARG A E

FELZTI)r—23 DS T70921ZFLTIE. 77V T—2aVA ANy
HERTETAHIET LT (FT)5— “/aplﬁ) DIEIICEDNNTIS T4 v oD
HETL., KUEELIAILRY) T DAl EE

i) ACL [2&BT4ILRIT DHDIHFE

"7\17"'5'— '

7\

N AN

Cnternet ;
BEYZHTTP 1)U TRk

inside out3|de

%%‘0)37)%)HTTP JOITRk

T H—/RIRHTBHHTTP #5) GET LIS+ DHTTP Method

ST v %S
= GET LA TH#AIEN S

) 7TV r—2a A ARG L3V & B

- — - hternet
7(174* ' C:)t} EYEHTTP U TR H

insi outside
HTTPDA YA %R TGET D& EFTA] %%‘mbéHTTP JHITRE
= GET U ERavTans f5) GET WS+ DHTTP Method
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HTTP A2 AR R TERE

CCTRT7ITVr—2av A0 ARG AV DHIELTHTTP DAV AR 3V DER

EZx1TD
src: 172.16.1.100 src: 172.16.1.100
dst: 192.168.1.200:80 %ﬁ dst: 10.1.1.200:SQ
192.168.1 .200' L
inside ¥ outside /
NAT DT H—/I\DARETFLR
192.168.1.200 <-> 10.1.1.200 10.1.1.200 [SHTTP 74+ X

HTTP AV ARV DEREDF)A
« HTTP Request MMethod & GET D& EFa]
« 1024byte Z#EZ HL D% Request [FIESR
« Ry —ILoutside DA A—T A XIZiEH

HTTP €12 AR 3 DR TEFIE
o WHALUA—TITIAADIETE
. BRSO DIEE

JL—)L
- ﬂ = I
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H
A
N

Configuration > |

-3 NAT Rules

& AAA Rules
“& Filter Rules
E% Public Servers
w URL Filtering Servers
- Threat Detection

Name

Addine a new service policy rule requires three steps:

Dﬁ Access Rules l | & Addlvllm Edit|| Step 1: Configure a service policy.
- ’ Step 2 Configure the traffic classification criteria for the service policy rule.
(S Service Policy Rules Traffic Cla®Eitiggy Step 3 Configure actions on the traffic classified by the service policy rule.

Create a Service Policy and Apply To:
Only one service policy can be conflgured per interface or at global level. If a service policy already exists, then you can

= Global; Policy: el
inspection_def.. new rule into the existing service pollcy Otherwise, you can create a new service policy.

Description:

() Global -\applies to all interfaces

Palicy Name: [globalpolicy

Description: l

BEDAVI—DTIARIZEKRTETH=8.
A BA—DTAREIETFE

FTRTDAVEZ—TARIZHLT
HET BB ELGlobal #FEIR

Configuration changes saved successfully.

&R B

|



AVARYIAVERTE MR T DIE

TJ“
|

@[Oreate a new traffic class: [outside-class ]\ Cla ss é%ﬁ.%ﬁ—eﬂ; ﬁk’—
Description {optional): I CIaSS % ( j: g E)J—CEEA

Traffic Match Criteria
Default Inspection Traffic ([ Add Service Policy Rule * , o
oo UTOEHIT—BT BT IERRITT
ction: @ Match () Do
Source: ’any—— % Eﬁ‘i{f%@ﬂ?Xl\

Destination | 10.1.1.200 [

S T—/\DAFATRLR

Tunnel Group
TGP ot UDP Destination Port

ORPR 42 S5 1%

IP DiffSe -
ACL TIETE
IP Prece

Any traffic

() Use an existing traffic class: [inspection_defau... -

Service: \http

Description:

HTTP7 VA ZEXR

More Options
() Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the clag
usged in catch all situation.

[<ﬁack [ﬂext> t?} )

(< Back [ text> | [ Ganoet | [l |



Protocol Inspection | Gonnection Settings | QoS | NetFlow|

CTIOBE

DGERPG
10N
ESMTP
H.323 H225

HT-TTHTTP 412 ARSI 30D
IW—ILEERRT 5

H.323 RAS Configure... )
HTTF Configure...

ICMP Error

j HTTP MDAV ARSI 3%

IPSec-Pass-Thru Configure..

e
FIvece
CIneTas
(] PPTP
[T]RSH

QK Cancel Hel
e [ I ) Lt

SCCP (Skinny) Configure...

< Back || Finish | | Gancel | | Help |




ADAND U I)—

A
\l
N
2o
J
\' ’
L

o
i

Description: [

Security Level
Move the slider to change the security level v
Low

AVARGLIODIL— LA ERDB

Drop connections for unsafe puathod

- Drop connections for reques
Disabled.

- URI filtering: Not configured

- Advanced ingpections: Not d

Name: linvalid_request

Description: |

Security Level mu

Inspections

Match Type

Criterion Action

| Edit .]

JL—IL%EE Delete |
Maove Up

| Move Down |

[ OK ] [ Gancel

Match Type: () Match (@) No match

[ 0K ] [ Cancel ] [ Help ]




7 ) D
......... —— N | BHokEE

o= HTTP Request DAYH 414 XH
Match Type: @ Match () No Match 1024 byte uJ:
Criterion: [Request Header Leneth v]
Value

\ Greater Than Length: |1024 | bytes )

() Multiple matches ‘

HTTP Traffic Class: [_default_GoToMyPO-tunnel - -7 7 :/ 3> 0) *E' =

Actions J:@%{tl:é;ﬁf:j-ﬂ#s
{ fction: @ Drop Connection () Reset () Loe | :I*Q‘)a)’&t)]ﬂ:’ﬁ[,\ DO%?%T

Log: @ Enable () Disable
J

[ 0K [ Cancel ] [ Help ]
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Name: [invalid_request

Description: [

Inspections

BIFRIZJL—IL DB

Walue
> 1024

Match Type Criterion

Renuest Header | eneth

=
) A4 HTTP inspec

Action

Dron Connectinn

Match Criteria

@ Single Match

Match Type: () Match

Criterion: [Request Method

EHDIETE:
HTTP )T X+MDMethod Higet LISt

Value
@ Method: [get

v

\

_/

() Reeular Expression
Match Typg

@ Regular Expression:

Reeular Expression Class: [

() Multiple matches

HTTP Traffic Class: |_default_GoToMyPC-tunnel

Actions
Action: @ Drop Connection () Reset () Loe
Llogz @ Enable () Disable

| default GoToMyPG-tunnel v | [ Manaee.. |
v] [ Manage.. }
TOavDIEE:

EDEBEFB-T B,
axyavEdiL, Ok Y

[ Cancel

J |

Help ]




Name: I invalid_request

Description: [

Inspections

Security Level m

Match Type Criterion Value Action Log ; 1,EE‘Z L’T‘) L—Ib
Request Method Yes
[E5) Request Header Length > 1024 Drop Connection Yes ‘
= | Delete |

Match Type: 353 Match EJ No match

(BT > > e

=)

() Use the default HTTP inspection map

@ Select an HTTP inspect map for fine control over inspection

invalid_request

Add

ERLIZHTTP A2 AR av )L—)L

[

OK

][ Cancel ][ Help ]




Protocol Inspection | Gonnection Settings | QoS | NetFlow|

CTIOBE

DCERPC Configure...
DNS Configure...
ESMTP Configure..
FTP Configure...
H.323 H.225 Configure...
H.323 RAS Configure...

HTTP Configure... HTTP Ihspect Map
ICMP > .
YERLLT=HTTP 412X

ICMP Error N

ILS

I Configure...
IP-Options Configure...
IPSec-Pass-Thru Configure..
MMP Configure...
MGCP Configure...
NETBIOS Configure...
PPTP
RSH
RTSP Configure...
SCCP (Skinny) Configure...

LRI

| < Back | Finish || Cancel | | Help |



FIe V TIs Wrds Wndow

.’,ﬂ Home G%} Configuration @ Monitoring | |, Save (

Firewall

=3 NAT Rules

& Add ~ & Edit [ Delete | 4

Help
Refresh | () Back

1l U atlion C V|

(oW Service Policy Rules

& AAA Rules
~£8F Filter Rules
(& Public Servers
~#E% LURL Filtering Servers
3] Threat Detection
3] Objects
Q) Unified Communications
Advanced

Device Setup

,‘,,' Bemote Access WPN

4\ Site-to-Site VPN

Traffic Classification

O
sl
B

Look For:

= il

- g Forward Help

Cisco

The following CLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

Name #  Enabled

B Interface: outside; Policy: outside—
© outside-class 1 i
=) Global; Palicy: elobal_palicy
 ingpection_def..

access-list outside_mpe line 1 extended permit tcp any host 10.1.1.200 eq http

policy-map type inspect http invalid_request
parameters
protocal-violation action drop-connection
match request header leneth et 1024
drop-connection log
match not request method eet
drop-connection log
class-map outside-class
match access-list outside_mpc
policy-map outside-policy
class outside-class
ingpect http invalid_request
service-policy outside-policy interface outgside

Cancel

] [ Save To File.. ]

’ ‘ Device Management

Configuration changes saved successfully.

Apply

[ia])

<admin> ‘ e

11/04/18 13:43:54 UTC



ADARGIVERTE HE

AVARGAVDEREDH T, AR AV ICEET HHIEHBITOEM AT HE

RARIARI 3O
*TCP&UDP a3y

i *Embryonic Ao 3 X

19547 S EYDaARIay

— . ~
1954 T2 rHT=Y DEmbryonic a3
Maximum Connectiohs TArNuoTiiZE OEquerice TVAToeT
/" Maximum TGP & UDP Connections: Default (0 + ) ey il

CTIOBE Maximum Embryonic Connections: Default (0) - Omﬂ if another inline ASA i§ also d
= e — randomizing sequence numbers an

———— aximum Per Client Connections: efault v the result iz scrambling the data.
DGERPG | Configure.. | T B P . Default (0 = AL bl
DNS [ Configure.. ] - S A ; Detault (0 Disabling this feature may leave

—— laximum Per Glient Embryonic Connections: i
ESMTP }L} . " et random tion valrerani.
FTP Configure...
H.323 H225 [ Gonfigue.. | ) ut TOP Normalization
H323 RAS lWl Embryonic Connection Timeout: lDefauIt {0:00:30) - Use TGP map
HiTE Half Closed Connection Timeout: \Default (0:10:00) v TGP Map: [ = }
ICMP Gonnection Timeout: lDefauIt {1:00:00) - [ Edit. | [ New. |
ICMP Errar Send reset to TGP endpoints before timeout
— =
ks [7] Dead connection detection: TC P 9 ’r -l-\7 rj I‘ ax ;&
M Configure... . N ., %

__ONTEWS.. oo eoUt . 2473 X
IP-Options l Confiaure. I Retries D Timeout: | Default {0:15:00 EmbryonIC | ? 7 9/ .

o~ N -~
IPSec-Pass-Thru | Configure.. | /I\N—7 7 A—AMO3 *7 v/
[ MMP | Gonfigure... | AR AURA LTI
MGCP | Configure... | [T TGF state bypass
NETBIOS l Configure... ] ‘
4 i > 5= < ~
1pPTP * Embryonic A%933>:TCP EHEMNEHEIILTLVELY
RSH axryiay
RTSP | Gonfigure.. |
SCGP (Skinny) | Configwre.. |
< Back [ Finish ] [_Qancel ] [ Help ]

< Back [ Finish ] Lgancel ] [ Help ]
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Logging

ASA QO IIRDEOHGERIEHETH DT HIEITTRE
ASA ND/\yI7

Syslog H-—/\
192.168.1.200

A% TE 2=

SNMP Trap

E-Mail

a2 )—

ASDM

JU

Syslog H#—/\
ZZTIXASDM & Syslog H—/I\~ADOOSTHHEHRTET S

Severity Date

i b fpr 19 2011
o 7 Apr 19 2011
i 6 Apr 19 2011
i 6 Apr 19 2011
o 7 Apr 19 2011
© 7 Apr 19 2011
i h Anr 19 2011

Time

04:31:55
04:31:55
04:31:55
04:31:55
04:31:55
04:31:55
n4:21:55

Syslog ID
302014
710005
302014
302014
710005
710005
1NRN1R

Source IP

192.168.1.100
192.168.1.100
192.168.1.100
192.168.1.100
192.168.1.100

192.168.1.100
192 1RR 1100

64249
64249
4252
64253
64253
64251
4251

inside =
192.168.1.1
Source Destination IP

192.168.1.1 443
192.168.1.1 443
192.168.1.1 443
192.168.1.1 443
192.168.1.1 443
192.168.1.1 443
192 1R8 11 442

Destin: Description

Teardown TGP connection 598 for inside:192.168.1.100/64249 to identity: 192.168.1.1 »
TGP request discarded from 192.168.1.100/64249 to inside:192.168.1.1/443

Teardown TGP connection 602 for inside:192.168.1.100/64252 to identity: 192.168.1.1
Teardown TGP connection 603 for inside:192.168.1.100/64253 to identity: 192.168.1.1
TGP request discarded from 192.168.1.100/64253 to inside:192.168.1.1/443

TGP request discarded from 192.168.1.100/64251 to inside:192.168.1.1/443

Nenv TOP (nn cannectinn) fram 192 18 1 1NNAR4251 ta 192 1A% 1 17442 flaes FIN ¢

S H v
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o-fi8' DHGP

frul

mel

ﬂ Management Access
38 Licensing
2 System Image/Configuratiol
-&¢ High Availability
l:__l Loeeine

-2 E-Mail Setup
Event Lists
@_: Logeine Filters

[E Rate Limit

[ Syslog Servers
@ Syslog Setup
-G SMTP
-~ [Z] NetFlow
----- Smart Call-Home
-8 Users/BaA
t-[E Certificate Management

<

n

3
]

\

Enable logd

Send debug messages as syslogs Send syslol

Logeine to Internal Buffer
Specify the size of the internal buffer to which syslo

Buffer Size: 4096 bytes

You can choose to save the buffer contents before t
Save Buffer To: [_| FTP Server
Flash Gonfigure FI4

ASDM Loegine
Specify the size of the queue for syslogs intended fd

Queve Size:

) save Q¥ Refresh | () Back () Forward Help cisco

Configuration > Device Management > Logging >| [ Pre

ing %% O DAL

=)

LOOK For: a0
ol l Il l I

The following CLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

logeine enable

[[ Send |j [ Cancel ] [ Save To File...

)

Apply | [ Reset ]

| <admin> |15 @ [&)nres 1513s T



Logging %%F A OB HEDETE

Cisco ASDM 6.4

File View Tools Wizards Window Help Look For:
alialn

‘n Home 0%. Configuration g Monitoring | |, ¢f Save Q Refresh | () Back __ ) Forward Help CIsSCcoO

Configuration > Device Management > Logging > Logging Filters (]

Configure syslog filters for logging destinations.
Licensing

System Image/Configuratiol
# High Availability Logging Syslogs From Syslogs From
< . Logging Destination All Event Classes Specific Event Classes

Loggine Setup SNMP Trap -- Disabled s
% E-Mail Setup Ihternal Buffer i JE*R
) -

E-Mail

i@_ Logg ine Filters Console

Rate Limit Telnet and SSH Sessions
B Syslog Servers ASDM |-- Disabled --

(& Syslog Setup Syslog Servers ) -- Disabled --

- SMTP
-] NetFlow -
Smart Call-Home Gonfigure logeine filter settings. The se Debugg|ng D/\)l/[‘ EQ;'_E
]..@ Users/Baa will generate system log messages with . A .
(EEDERATIEDebug LRNILD

H-E3 Certificate Management Logsing Destination: ASDM
Jli'DHop Dﬁii%\%?‘;b)
Syslogs from All Event Classes
@ Fi R 7
Device Setup \_,‘ Filter on severityl

v#, = -
() Use event list

Emergencies
Alerts
Critical
Errors
Warnings
Notifications

() Disable logeing fro

Syslogs from Specific Ev

Event Class Severity

Event Class: a!l
Add >>

Authentication i D
elete
Severity: Emergencies w

Description: User

0K 1 [ Cancel ] [ Help




Logging %7 B DHAFZDHTE

"f7) Cisco ASDM 6.

File View Tools Wizards Window Help ook For:

£ Ho g fonitoring | | , ) Save (¥ Refresh | () Back ? Forward

Device Management o' & | Configuration > Device Management > Lo
ﬂ M.anagt.ement Access ke Configure syslog filters for logeing destinations.
@ Licensing

System Image/Configuratiol

ol
CIsSCoO

> Logeing Filters O

¢ Hieh Availabilit Logging Sl
= Lcigingv Aty Destination SySIOg Serve rs ié *R Specific Event Classes
~fE Loeeing Setup Internal Buffer edit TH] ﬁ [Z — ;
E-Mail Setu SNMP Trap S S =P, e e
Event Lists i E-Mail De bu g l‘/ N ) l/ 0) H 9 % ax ;& ing GLI commands are generated based on the changes you made in ASDM. To send the commands

& Console =abled to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.
i logeing Filters = - - =
. Rate Limit Telnet and SSH Sessions -- Disabled —- :z:s:g tasadmoggb:ﬁ'gg
. . ing tr ugei
~[E8) Syslog Servers ASDM Severity. Debugging P

Syslog Setup |Syslog Servers |Severity. Debueeine
-G SMTP

- [Z] NetFlow

----- Smart Call-Home
-2 Users/AAA

[#-E) Certificate Management
o' DHCP

| Send l[ Gancel ] [ Save To File... ]

Device Management
# I[ Apply ] [ Reset ]

Configuration chanees saved successfully. ’ ’(admin> ‘15 ‘ Ff‘:_:

=]

B




File View Tools Wizards Window Help Look For:
ol'lol'lv

(“g) Home @% Configuration @ Monitoring | |, ) Save / Refresh () Back __ J Forward Help CISCO

Configuration > Device Management > Loegging > Syslog Servers O

&~ lﬁ' Management Access

! 38 Licensing

2] System Image/Configuratiol
# High Availability Interface IP Address Protocol/Port EMBLEM Secure

EI . Logging

-{&) Logeing Setup X

S el St B—ROHBAI—TTA REIETE

{8 Event Lists

{3k Loggmg Filters

Specify up to 16 sysloe servers. Make sure logeineg is enabled in Configuration > Device Management > Logeing > Logeing Setup.

P—/DIP 7L R

Protocol: () TGP

3] {5] Users/AAA Port:

H-E3 Certificate Management
3 &' DHCP Log messages in Cisco EMBLEM format (UDP only)

[ ] Enable secure syslog using SSLATLS

[ OK ] [ Cancel ] [ Help

Specify the number of messages that are allowed to be queued when a syslog server is busy. Use 0 to indicate unlimited queue size.

Quese S (512 |

Allow user traffic to pass when TGP syslog server is down

Apply I [ Reset ]

Configuration changes saved successfully. ‘(admin) ’15 ‘ ’ E‘ ‘ ‘ =)




File View Tools Wizards Window Help Look For: Go
R AR SRR L, vl

(75) Home @% Configuration| ) Monitoring | | Save (¥ Refresh | () Back () Fornard Help CISCO

Configuration > Device Management > Loger

& Iﬁ' Management Access

Specify up to 16 syslog servers. Make sure logei
- @ Licensing The following CLI commands are generated based on the chanees you made in ASDM. To send the commands

g System Image/Configuratiol to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.
=&t High Availability E’;&ce— Tafddess logging host inside 192.168.1.200

=B Loegine

-{Eh Logeing Setup

-4y E-Mail Setup

~f&] Event Lists

~4&ks Logeine Filters
~[E Rate Limit

-
@ Syslog Setup

-G SMTP

-] NetFlow

Smart Call-Home

£ Users/AAA

H-E2 Certificate Management
o' DHCP

Send ]I [ Cancel ] [ Save To File..

Specify the number of messages that are allowed™ oo

1. . Queuve Size: @ 1
=~ [] Allow user traffic to pass when TCP syslog server is down ﬂ '
@3 Device Management

L Aty

Configuration changes saved successfully. ‘(admin> ’IS | r&]




Logging

EZL:

DHEER

-3 Cisco ASDM 6.4 for - i b =
File | View | Tools Wizards Window Help Look For: ‘ '\ Go | l ol l |
= = — — — — (] ] ]
v | H 1+H Y
@ Si= Ctri+ G Refresh | o Back O Forward | ? Help I CISCO
Configuration Ctri+G
Hom - (]
ﬂoniboring Ctrl+M
Device List -
—] Mavigation l
) Link Kbps
ASDM Assistant . , . — ~
- __| Home #:&iR1#&. View A=a—H5 O w 1 .
v | Latest ASDM Syslog Messages .
— £ i Latest ASDM Syslog Message #&iR O uw !
o resses
S 552 -
services e
Time Ranges MB
L Select Next Pane F6 | | Select an interface to view input and output Kbps
q Select Previous Pane Shift+F& _ il S
i Back Alt+Left [t Client: 0 Details. Failover not configured. Glick the link to confieurn AS DM J: (: a 7‘7§§Hj j] é}h,é
Forward Alt+Right '
Lates | Find in ASDM Ctri+F Og 8 x
jﬂﬁ & CavoTT Source Destination IP___Destiné Descrintion /m/ }
i B . 0 192.168.1.1 0 Teardown ICMP connection for faddr 192:168.1.200/0 gaddr 192.168.1.1/0 laddr 192
Office Look and Feel . . —=
i B = 0 192.168.1.1 0 Built inbound ICMP connection for faddr 192.168.1.200/0 gaddr 192.168.1.1/0 laddr
i b Apr 18 2011 21:10:17 302010 3 in use, 6 most used
i B Apr 18 2011 21:08:22 302021 192.168.1.200 0 192.168.1.1 0 Teardown ICMP connection for faddr 192.168.1.200/0 eaddr 192.168.1.1/0 laddr 192
i B Apr 18 2011 21:09:22 302020 192.168.1.200 0 192.168.1.1 0 Built inbound ICMP connection for faddr 192.168.1.200/0 gaddr 192.168.1.1/0 laddr
i B Apr 18 2011 21:09:22 302015 192.168.1.1 514 192.168.1.200 514 Built outbound UDP connection 236 for inside:192.168.1.200/514 {192.168.1.200/51¢
o r_ﬁ.f}ﬁ;.. St nana, . AAAAAL 4AA 4AA 4 AN, ..o - e s vew —re = e - e 8, L) =8 L ] R N
3 ﬁpr 18 3o 3CDaemon !Elm =
< File Miew Help — N
TFTP Server Time | IP Addre.. | Mse Type | Messaee SySIC)g -U-_/ \
Apr 19101611 19216811 localdinfo  ¥ASA-6-302015: Built outbound UDP connection 397 for inside192.168.1.200/514 {192.168.1.200/514) to identity:19z 1oz
FTP Server Apr 19 10:1611 19216811  localddebug  %ASA-7-609001: Built local-host inside:192.1681.200
Sysioe Server Apr 19101611 19216811  locald.debue  ¥ASA-7-609001: Built local-host identity:192168.1.1
Apr 19 101611 19216811  locald.debug  ¥ASA-7-609002: Teardown local-host inside:192.168.1.200 duration 0:02:01
Apr 19 101611 19216811  locald.debue  X¥ASA-7-609002: Teardown local-host identity:192168.1.1 duration 0:02:01
Apr 19101611 19216811 localdinfo  ¥ASA-6-302016: Teardown UDP connection 396 for inside:192.168.1.200/514 to identity:192168.1.1/514 duration 0:02:01
_ _ Apr 19101410 19216811 localdinfo  ¥ASA-6-302015: Built outbound UDP connection 396 for inside192168.1.200/514 {192.168.1.200/514) to identity:192.16¢
Configure Syslog Server Apr 19 101410 19216811  locald.debue  ¥ASA-7-609001: Built local-host inside:192.168.1.200 .
Apr 19 101410 19216811  localddebue  ¥ASA-7-609001: Built local-host identity:192.168.1.1
Apr 19 101410 19216811  localddebug ¥ASA-7-609002: Teardown local-host inside:192.168.1.200 duration 0:02:01
\ior 19101410 ] 192:1681.1 | locald debue | ¥ASA-7-609002: Teardown local-host identity:19216811 dwation 00200 ________________
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outside 12— ARADEEE. T IAILFIL—EDERTE . NAT/PAT @

Startup Wizard #{EHT 5L TEEHTITOZEN A HE

© 2010 Cisco and/or its affiliates. All rights reserved

/ % Device Dasl

Home | 52, ¢ Startup Wizard...
VPN Wizards »
High Availability and Sc Wizard...

Unified Communication Wizard. ..

BXE [

Device Informa Packet Capture Wizard. ..

General | License |

Wizards — Startup Wizard

inside 192.1658.1.1/24

Host Mame:  ASAS5520-L02-02 10.1.1.1/24

outside

ASA Version: 8.4(1)
ASDM Version: 6.4{1)
Firewall Mode: Routed
Total Flash: 256 MB

Device Uptime: 14d 17h 43m 54s
Device Type: ASA 5520
Context Mode: Single

Total Memory: 2048 MB

Select an interface to view input and o

IPSec. 0 Clientless SSL ¥PN: 0 AnyConnect Client: O Details Fanlover not configured. Click the link

System Resources Status Traffic Status

| CPU — CPU Usage (percent) - Connections Per Second Usage
100 2
50 1
196
s] i i
23124136 23:20 23:21 23:22 23:23 23:20 23:21

M UDP: 0 MM TCP: 0 WM Tote

“Memory —  Memory Usage (MB)

2000
1500

100N

~'outside’ Interface Traffic Usage (Kbp

Severity = Date | Time

| SyslogID | Source IP

 Latest ASDM Syslog Messages

| Source DestinationIP | Destini Description

i 6 Apr 26 2011 23:24:06
i B Apr 26 2011 23:24:00
i 6 Apr 26 2011 23:24:00

302010
302014 192.168.1.100 2312
302014 192.168.1.100 2314

3in use, 9 most used
192.168.1.1 443 Teardown TCP connes

192.168.1.1 443 Teardown TCP conne

<

{111

Device configuration loaded successfully,

<admin 1s

Cisco Confidential

|
a1

77
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2 Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard &
¥ Sta rtup }Mza rd Starting Point (Step 1 of ...)

Choose a starting point For the wizard.

(3) Modify existing configuratioré

() Reset configuration to Factory defaults

Configure the IP address of the managementinger. ..

IP Address: \

Subnet Masks 1255.0.0,0

BEFDOREERET DD
THHAIREICREZE
AL T 50 ZEIRATRE
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| Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard =
¥ Startup Wizard Basic Configuration (Step 2 of ...)

-~ l l
! Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP)

requires that your host uses DHCP, you may need to use the device name supplied by the ISP
as the host name of the ASA.

A5A Host Name: | ASASS20-L02-02 |

Domain Name: ‘ ‘

Privileged Mode (Enable) Password

The privileged mode {enable) password is required to administer the ASA using ASDM or
the Command Line Interface {CLI).

Change privileged mode (enable) password

ew Password:

~

i
| REABNIESRT—R
S @A RE

\J

[ < Bac ][ Mext > ]

—

Finish ] [Cancel ] [ Help ]
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) Cisco ASDM 6.4 for AS

l 4
—

ST BHE}TVIT—

.4 for ASA - 192.168.1.1 - Startup Wizard
¥ Sta rtup Wizard

D

Outside Interface Configuration {Step 3 of...)

Interface Settings:| 1py6 Interface Settings |
-
|| Configure th >
~ to use,
o

MEAB3—T1(4R

() Use DHCP

[IP Address: 10.1.1.1

to determine which option
Interface Properties ,r S 9 _7 T /r 4 % ﬁ 3":)] “:
Interface: ‘GlgabitEthernetU,l'O EI Enabl/eiﬁ{rface
wﬁm&ié_ogl_:_s@? _} Security Level: [%_‘
IP Address
(%) Use the following IP address

I

TF¥a)T1LRIL

Subnet Mask: |255.255.255.0 ||

() Use PPPoE

The ASA will obtain an IP a

The ASA will obtain its IP address from a

configured on your corporate network or by your ISP

ess from a DHCP server. Ensure that a DHCP server is
Obtain default route using DH(

IP7RLRETRY

PPPoE server if you do not specify an IP
address in next step. Ensure that a PPPoE server is configured by your ISP

A |
< Bacl

Mext = ' inish | Cancel | l Help l
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.4 for ASA -

( Startup Wizard

B

1192.168.1.1 - Startup Wizard &3
Other Interface Configuration (Step 4 of 10)

Configure the remaining interfaces of the ASA. To configure an interface, select it in the list
below and click Edit.

Interface Mame Enabled Secury 1P Address SUb'T'Et Maskf
Level Prefix Length
___ ———
debitana el o | u Rt =
GigabitEthernetdf0 outside Yes 0 10.1.1.1 255, 255 255, 0
GigabitEthernet0f2 Mo
GigabitEthernet0)3 Mo
Management0/0 Mo

Enable traffic between two or more interfaces with the same security levels

[] Enable traffic between two or more hosts connected to the same interface
N

[ < Back ][ Nextl';:; ][ Finish ] [ Cancel ] [ Help ]
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K& {E->1=E%7E

ARATAVIIL—FD

IP Address Type: () IPv4 (O 1IP o | dd
ice | Options L
Interface: I inside E] . Edit
Metwork: |o.o.o.oxo.o.o.o [_]| Delete
Gatewsy P |10.1.1.254 [ metric: 1 | T
s TIHILMIL—hERT
i 0.0.0.0/0.0.0.0 #E%E
FORARNRYTPRELUREIEE
) Tunnele— = . 7
(O Tracked
Track ID; [ ] Track IF address; l:l

SLA 1D; :] Target Interface; |inside
Monitoring Options

Enabling the tracked option starts a job For monitoring the
state of the route, by pinging the track address provided,

OK ][ Cancel ][ Help ]

[ <Back ;[ Next > ][ Finish ] [ Cancel ] [ Help ]




rb»rb“ KE{FE>1=%TF ARFT14v7IL—FD

nXJ\:

=

R

...........

Interface = IP Address Netmgskf Gateway IP Metric/ | Opti... Add
Prefix | | Distance ‘

outside 0.0.0.0 0.0.0.0 10.1.1.254 1 None Edit

Delete

[ < Back ]l Mext [ Finish ] [ Cancel ] [ Help ]
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/:E '3 Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard =
¥ Sta rtup Wizard DHCP Server (Step 6 of 10)

’ l The ASA can act as a DHCP server and provide IP addresses to the hosts on your Inside
| network. To configure a DHCP server on an interface other than the inside interface, go to
”~
k-

Configuration > Device Management > DHCP > DHCP Server in the main ASDM window.

[] Enable DHCP server on the inside interface:

DHCP Address Pool
Starting IP Address: \ \ Ending IP Address: ’ ‘
DHCP Parameters
DNS Server 1: \ | DNSServer2: | |
WINS Server 1: [ [ WINS Server 2 \ ‘
Lease Length: t sec  Ping Timeout: J ms
Domain Mame: ‘

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS
and domain name. The values in the fields above take precedence over the auto-configured
values.,

[] Enable auto-configuration from interface:

outside

[ < Back ][ Next[, ] Finish ] [ Cancel ] [ Help ]
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) ,r 'U' e | [ Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard x|
Address Translation (NAT/PAT) (Step 7 of 10)

Select Port Address Translation (PAT) to share a single external IP address for devices on the
inside interface. Select Network Address Translation (NAT) to share several external IP
addresses for devices on the inside interface. Select the first option, if no address translation
is desired between the inside and outside interfaces.

This NAT configuration applies to all the traffic from the inside interface to the
outside interface.

() Mo Address Translation

ED Use Port Address Translation (PAT¥ }

() Use the IP address on the outside interface

() Specify an IP a

Rt Al

Oy TZF—ITAADIP PRLREFERALT
PAT Z#%175

IP fdby 2z

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]
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ASDM N7t X3 ik DETE

y Startup Wizard Administrative Access (Step 8 of 10)

! ,'.P l Specify the addresses of all hosts or networks, which are allowed to access the ASA using

HTTPS/ASDM, SSH or Telnet,

Mask] Add
Prefix Length

St sce 0000 oo e

Type Interface IP Address

Enable HTTP server for HTTPS/ASDM access
Disabling HTTP server will prevent HTTPS/ASDM access to this ASA.

[ Enable ASDM history metrics

< Ba k_]l Ni:t %3 | Finish ] [ Cancel ] [ Help ]
= I




Startup Wizard Summary (Step 10 of 10)

‘You have completed the Startup Wizard. To send your changes to the ASA | click Finish. IF you

want to modify any of the data, click Back.

Configuration Summary:

Host Name: A545520-L02-02
Domain Name:

Qutside interface:

outside {GigabitEthernet0f0), 10.1.1.1
Other named interfaces:
inside {GigabitEthernet0f1), 192.168.1.1

Static routes:
Destination outside:any, Gateway 10.1.1.254

PAT is configured on inside interface.

Administrative access to the device:
HTTPS/ASDM access For 0.0.0.0 through inside

Mext = [ Finish ] [ Cancel ] [ Help ]
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The following CLI commands are generated based on the changes you made in ASDM. Ta send the commands to the
ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

hostname ASAS520-L02-02
Interface GigabitEthernet0/0
no shutdown
nameif outside
security-level 0
ip address 10.1.1.1 255,255,255.0
same-security-traffic permit inter-interface
nat (inside, outside) after-auto 1 source dynamic any interface
route inside 0.0.0.0 0.0.0.010.1.1,254 1

Send il [ Cancel ] [ Save To File... ]







