Collector Traffic

CsSPC IF

CSPCIF

CSPC IF

CSPC P

CsSPC IF

Support PC

Support PC

Support PC

Destination

IP Address Protocol

Hostname

i Required

- Required for Smart Enabled TAC

i Optional

Port Purpose Type

Data Collection and Transfer

Concsoweb-

72.183.7.113 :
prd.cisco.com

HTTPS

72.163.4.161
72.163.7.60
173.37.144.208

dl.cisco.com
SS0.CisSco.com

HTTPS / HTTP

Customer Device SMNMP

Customer Device S55H or Telnet

Customer Device Multiple

TCP{B0ord443

Cuthound to

TCP/443 Cisco

Data transfer to Cisco

TCP/443 Cutbound to

Upgrade Functionality Cisco

TCP/443

UDP/161

TCPf22 or
TCP23

UDP/TCP

Collect SNMP Data Cuthbound to LAN

Collect CLI commands Quthound to LAN

NMAP Discovery Quthound to LAN

Collector Administration Access

CoPC P TCP

CSPC IP S5S5H

SSH

CSPC CIMC HTTPS

Inbound from
LAN
Inbound from
LAN

TOR/Z22 . Inbound from
TCP/443 Collectar Maintenance AN

TCP/E001 Gl Access

TCORPZ22 Collector Maintenance




