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Cisco WAP Wireless Access Points

Easy Setup Guide

You can easily set up your WAP
in this step-by-step guide.

Bl Connecting WAP
E Installing FindIT
Configuring WAP
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n Connecting WAP
m\ Before You Begin

Before you begin the installation, make sure that you have the following equipment:
e WAP @ Network Switch with PoE
e Ethernet Cable e PC

Connect the PC to the same network as the switch.

BEEA | Connecting the WAP to the Network

OConnect the Ethernet cable to the
PoE Ethernet port of the switch.

9 Connect the other end of the Ether-
net cable to the Ethernet port of the
WAP.

£ Caution: Cisco 100/300 Series Wireless Access Points

If PoE is not provided, plug in the supplied power adapter to provide power to the WAP. The
power adapter is supplied with 100 series, sold separately for 300 series. The Gigabit PoE in-
jector is available too, this is useful for extended cable runs, or when using a non-PoE switch..

Bl Connecting WAP

€ Check the state of the LED.

After the LED on the front panel is changed
from blinking to lighting, install the Cisco
FindIT Network Discovery Utility to the PC
by following steps.

~/ MEMO
It is recommended to install the Cisco FindIT in this guide. By Cisco

mmim 8
cisco  FindIT

Discovery %R %40

FindIT, even if the IP address of the WAP is unknown or changed, you
can easily access to the web-based Configuration Ultility of WAP.

S~ Wireless (1)
owapaTt

In addition, you can:

-Access to the web-based Configuration Utility of other devices, such
as Cisco Small Business Swicthes and Routers.

-Download new firmware updates to the PC with just a few clicks.
-View basic reports, including inventory, maintenance, and end-of-life
reports.

©2016 Cisco Systems, Inc.

~/ MEMO
If you want to configure the WAP without the Cisco FindIT, you must:

-Locate the IP address of the WAP assigned by your DHCP server, and enter the IP address
in the web browser.

-Locate the SSID (CiscoSB-Setup) of the WAP by using wireless clients, and use the 'cis-
co123' passkey to access the WAP.

After accessing to the web-based Configuration Utility of WAP by any of the methods, proceed
to "3-1 Logging in to Configuration Utility" ©.

Cisco WAP Wireless Access Point Easy Setup Guide




E Installing FindIT

To configure the WAP, use the Cisco FindIT Network Discovery Utility to access
to the web-based Configuration Utility. Follow these steps to download the Cisco
FindIT from Cisco.com and install it to the PC.

Download Software % Dovnload Cart 0tems) 1 Feodback  Help)

o Enter the URL into a web

s e s - oo o2
o o 208 browser address bar.
FindIT 2.x
Release Notes for 2.0.0 B N .
Somsricommen | "2 o http://www.cisco.com/jp/go/
o i 200 1 anue st Aol oo Pt sy s15u8 = findit / download

Cisco_FindIT_x&5_200 21

[=]

QCIick the latest version
under [Latest] on the left
pane.

e Select the appropriate in-
staller for your OS, and
click [Download].

% Downloag Cart (0ems) 1) Feedback  Help

Download Software

Downloads Home > Products >
FindIT Software 2.0.3

> Other Network FindiT

Uity > FindiT 2x >

FindIT2.x

Release 2.0.3 Release
Expand All| Collapse Al

Lot e Reessooue « ses
o Clco i 203 Al Languago st o Apple Mackiooh Pitoms SUWRIIS | 2328M0
5 e ey
203 Gieo i sownzsis  iooows —
202
Soco_ P 384 20300
201 . Fo 5o
- GiacoFoat wwezs  meTwe =

Cisco_FindIT_x85_203 exe

To find out if your computer is
running a 32-bit or 64-bit ver-
© sion of Windows, go to [Control !

. Panel] - [System and Security]

Cisco FindIT Toolbar

Verified publisher: CISCO SYSTEMS, INC.
File origin: Hard drive on this computer

Show more deH

I Yes |

Welcome to the Installation Wizard for Cisco
FindIT

The Installation Wizard will install Cisco FindIT on your
computer.

FPlease save any work in progress and dose open browser
windows before installation. Any open browser windows will be
dosed automatically during the installation process.

To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

—O

E Cisco FindIT - Installation Wizard X

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY.
DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-SUPPLIED
SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

(CISCO SYSTEMS, DNC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF
(CISCO SYSTEMS, INC. ("CISCO") IS WILLING TO LICENSE ITS SOFTWARE TO YOU
ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED
N THIS END USER LICENSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS ON

<Back [ Next> || canel |
ﬂ Cisco FindIT - Installation Wizard x
License Agreement
Flease read the following license agreement carefully.
End User License Agreement -~

- [System]. :

[ THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE AGREEMENT "
I@I accept the terms in the license agreement Print
()1 do not accept the terms in the license agreement a
InstaliShield {
[ <Bak | Next> [ cancel |

El Installing FindIT

o Run the installer.

O ciick [ves].

O ciick [Next].

o Select [I accept the terms
in the license agreement].

© ciick [Next].
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ﬁ Cisco FindIT - Installation Wizard X
Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder.
Install Cisco FindIT to:
C:¥Program Files (x86)%Cisco Small Business¥FindIT#
InstallShield !
<Back | Next> || canel |
ﬂ Cisco FindIT - Installation Wizard x
Select Browsers
Flease select browsers on which you want to install FindIT2.0.
Internet Explorer
Google Chrome @
FireFox
Safari
InstallShield
<Back | Next> || cancel
ﬂ Cisco FindIT - Installation Wizard X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield I

<Back [ sl || cancel

e Click [Next].

If you want to change the default
installation folder, click [Change]
and enter or choose the desired
installation folder.

@ Select browsers on which
you want to install Cisco
FindIT.

@ ciick [Next].

@ ciick [Install].

ﬂ Cisco FindIT - Installation Wizard X

Internet Explorer, Google Chrome, Firefox,Safari and FindIT2.0 will be dosed automatically when
you dick Next

InstalShield I

I
I ovext> [ Bt |

ﬂ Cisco FindIT - Installation Wizard x

Installation Wizard Completed

The Installation Wizard has successfully installed Cisco FindIT.
Click Finish to exit the wizard.

[ show the Windows Installer log

—0

< Back I Finish I Cancel

El Installing FindIT

@ Click [Next].

Wait until the next window ap-
pears.

@ ciick [Finish].

After installation is done, launch
the Cisco FindIT and configure
WAP by following steps.

£\ caution

Your PC must meet the following requirements to run Cisco FindIT.

© Operating system:
- Microsoft Windows 7, 8, 8.1, or 10
- Apple OS X 10.8 or later

©® Browser

- Apple Safari Version 7 or later (OS X), or Version 5 or later (Windows)

- Google Chrome Version 34 or later
- Microsoft Internet Explorer Version 10 or later
- Mozilla Firefox 30 or later
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B Configuring WAP

b‘ D -|I] http://www.msn.com/en-us

File Edit View Favorites Tools Help

RP-C H 3 MsN.com

m\ Logging in to Configuration Utility

Now you can launch the CiscoFindIT with your web browser or from the list of in-

stalled applications, and you can easily find and log in to the Configuration Utility of
WAP from your web browser

File Edit View Favorites Tools Help

c Enter your username used
for logging in to your OS.

FindIT *
st ) ,,msn
cisco FindIT

Product Improvement Data ﬂi Outlook.com H

Help us to improve Cisco Small Business products by
letting us know how you are using them. Click View
data before sending to see the data that will be sent to
Cisco in order to improve your user experience. Click
Send Now to proceed, or Don't Send if you do not wish
to send this data to Cisco. (Privacy Policy)

Send Mow  Don't Send

ELECTION 2016

View data before sending NEWS  WEATHER

[ Do not ask again

FindIT x
aliali i ¥ msn 9 Enter your password used
n . .
SUES for logging in to your OS.
0S Credentials Required ﬂ. Outlook.com =- Store
FindIT requires a valid system account to protect your H H
settings and personal data. Please enter your 0S ELECTION 2016 | NEWS WEATHER | e CI ICK [SU bm It] -

(=) [ hutgst s msn.com/en-us

File Edit View Favorites Tools Help

credentials below:
1
2

File Edit View Favorites Tools Help

L el

p-a H F1 Ms.com

° Click [OK] to enable "Life-
cycle Reporting" or [Can-

FindIT *
st ) ,,msn
cisco FindIT

Discovery ﬂ' Outlook.com u

ELECTION 2016 NEWS  WEATHER

Open

Open in a New Window
Open in a New Tab

Pt * cel] to disable.
il ) ,,msn
cisco FindIT

Lifecyde Reporting ﬂ. Outlook.com =- Store

1In order to provide lifecyde reports and notifications,
FindIT sends serial number information for your
devices to Cisco. Cisco does not retain the information
sent, and your infermation is governed by the
confidentiality terms in your original software
license,and by Cisco’s Privacy Palicy By using the
lifecyde reports and notifications feature, you agree to
these terms and certify that you are the owner or
authorized user of the devices discovered by FindIT.
Click OK to agree, or Cancel to disable the reports and
netifications feature.

ELECTION 2016

NEWS  WEATHER |

OK  Cancel

@ There is a problem with this website’s security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

|® continue to this website (not remmmendsd).l_e

® More information

B Configuring WAP

e Click [Send Now] to help
"Product Improvement
data" or [Don't send] not
to do. You can view data
before sending by clicking
[View data before send-

ing].

O right-click the WaAP

The WAP is typically shown as
[wap...] under [Wireless] in the
Device Discovery sidebar.

0 Click [Open].

eCIick [Continue to this
website (not recommend-
ed)].
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Language

10

"

With Firefox and Internet Explorer, the CiscoFindIT appears in

4697

e Enter “cisco” in the [User-
name].

@ Enter “cisco” in the [Pass-
word].

@ ciick [Logh]

The Access Point Setup Wizard
window appears.

The factory default user name
and password are cisco.

a sidebar adjacent to the content

" area of the browser. With Chrome, Safari, and the CiscoFindIT application, the CiscoFindIT

- appears in a separate window.

m\ Configuring Device

B Configuring WAP

After logging in to the Configuration Utility, the Access Point Setup Wizard auto-
matically appears to help you perform initial configuration.

Access Point Setup Wizard

Welcome

~

Configuration Thank you for choosing Cisco Wireless Access Point. This sefup wizard will help you install your

Access Paint.
IP Address

Single Point Sefup

A g

Note: This Setup Wizard provides simplified options to help you quickly get your access point up and
running. f there is any option or capabiity that you do not see while running the setup wizard, click
the leaming link provided on many of the setup wizard pages

Time Settings
Device Password

Radio 1 (2.4 GHz)
Network Name
Wireless Security
VLAN ID

Radio 2 (5 GHz)
Network Name
Wireless Security

—a

T

VLAN ID
< >

¥ Click Next to continue

Access Point Setup Wizard

Welcome Configure Device - IP Address

§ Select either Dynamic or Stalic IP address for your device.
Configuration

IP Address. I@ Dynamic IP Address (DHCP) (Reonmmended)l_o
‘Static IP Address

Single Point Setup

Static IP Address:

Time Settings I
Device Password Subnet Mask 55 |55 s | o

Radio 1 (24 GHz) Default Gateway: i e | [ |
Network Name DNS: —r 1 I
leless Securty ‘Secondary DNS (optional): l— . l— . l— l—
VLAN D

a0 2 (5 Gitn @  Leam more about the different connection types
Network Name

Wireless Security
VLAN ID
< >

¥ Click Next to continue

Back

© ciick [Next].

© ciick [Dynamic IP Address
(DHCP) (Recommended)].

© ciick [Next].

If you want to configure the IP
address manually, click [Static IP
Address] and enter the IP infor-
mation in each fields.
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Access Point Setup Wizard

Welcome Single Point Setup — Set A Cluster

A cluster provides a single point of administration and lets you view, deploy, configure, and secure

Configuration the wireless network as a single entity, rather than as a sefies of separate wireless devices.

+ IP Address (O New Cluster Name
Recommended for a new deployment environment
Single Point Setup New Cluster Name:
Time Settings AP Location:

© Join an Existing Cluster

Device Password
Recommended for adding new wireless access points to the existing deployment envire
Existing Cluster Name:

Radio 1 (2.4 GHz)

Network Name AP Locaton:

) (® Do not Enable Single Point Satup
Wireless Security ployments or if you prefer to configure each device

indivicually.

VEANID @  Leam more about single point setup
Radio 2 (5 GHz)
Network Name
Wireless Security
VLAN ID v Gii
Click Next to continue
< > Back.
z = UTTETFTgTDT
Access Point Setup Wizard Uruguay
US Virgin Islands
USA (Alaska)
i X USA (Aleutian Islands)
Welcome Configure Device - § g5 (Arizona)
Enter the time zone, date a USA (Central)
Configuration USA (Eastem)
 IP Address Time Zone: USA (Pacific)
+ single Point Setup Vanuatu
Set System Time: Vatican City
Venezuela
Time Setti
ot
. y Wake Islands
Device Password . Wallis & Futana Islands
NTP Server 1 Western Samoa
Radio 1 (2.4 GHz) NTP Server 2 Windward Islands
Yemen
Network Name NTP Server 3: Zaire (Kasai)
NTP Server 4: Zaire (Kinshasa)
Wireless Security @  Leammore about{ZIMPR v
VLAN ID
Radio 2 (5 GHz)
Network Name
Wireless Security
VLAN ID ¥ Cli
Click Next to continue
< > [ B [ we |

~/ MEMO

o Click [Do not Enable Single
Point Setup].

© ciick [Next].

A‘ Caution: Cisco WAP131
The WAP 131 does not support
the Single Point Setup, skip this
step.

Access Point Setup Wizard

Configure Device - Set System Date And Time
Enter the time zone, date and time.

Welcome

Configuration

+ IP Address Time Zone: [UsA (Paciiic)
+ Single Point Setup
Set System Time: _@ Metwork Time Protocol (NTP) 7
Time Settings T Wanualy
Device Password
NTP Server 1. |0.ciscosb.pool.ntp.org
Radio 1 (2.4 GHz) NTP Server 2 T ciscoso poolnip.org
Network Name NTP Server 3 [2.ciscosb.pool.ntp.org
§ NTP Server 4 |3.ciscosb.pool.ntp.org
Wireless Security @  Leam more about time seftings
VLAN ID
Radio 2 (5 GHz)

Network Name

Wireless Security

VLAN 1D ™~ Glick Next to continue
< > Back

GSeIect the time zone for
your location.

Access Point Setup Wizard

Configure Device - Set Password

The administrative password protects your access point from unauthorized access. For security
reasens, you should change the access point password from its default settings. Please write this
password down for future reference.

Welcome
Configuration

+ IF Address
Enter a new device password

New passwiord needs at least  characters composed of lower and upper case letters as well as
numbers/symbols by default.

eacencnenee | 9
v

+ Single Point Setup

+ Time Seftings

New Password:

Radio 1 (2.4 GHz)

Confirm Password: | =
Network Name

Password Strength Meter. [IITITITIT | Strong
Wireless Security

Password Complexity: Enable

VLAN ID
@  Leam more about passwords
Radio 2 (5 GHz)

Network Name

—0

Wireless Security

VLAN 1D ¥ Click Next to continue
< > Back

The Password Complexity enabled by default requires the password to conform to the follow-

ing complexity settings:

- Is different from the user name.
- Is different from the current password.
+ Has a minimum length of eight characters.

- Contains characters from at least three character classes (uppercase letters, lowercase

letters, numbers, and special characters available on a standard keyboard).

B Configuring WAP

0 Click [Network Time Pro-
tocol (NTP)].

© ciick [Next].

You can also configure the sys-
tem clock manually.

eEnter a password in the
[New Password].

@ Enter it again in the [Con-
firm Password].

@ ciick [Next].

The Configure Radio 1 - Name
Your Wireless Network window
appears.
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m\ Configuring Radio 1

The WAP contains two radios (2.4 GHz & 5 GHz), each radio functions as an inde-
pendent wireless access point. Configure Radio 1 first, then Radio 2.

Access Point Setup Wizard

Welcome Configure Radio 1 - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network 5o that wireless

devices can find it
E— 1
For example: MyNetwork

Leam more about network names

Configuration
 IP Address Enter a name for your wireless network:
+ single Point Setup
Network Name (SSID):
+ Time Settings
+ Device Password
Radio 1 (2.4 GHz) Py
[T
Wireless Security
VLAN ID
Radio 2 (5 GHz)
Network Name

—a)

Wireless Security

VLANID ¥ Click Next to continue
< > Back

Access Point Setup Wizard

Welcome Configure Radio 1 - Secure Your Network
‘ Select your network security strength

(®) Best Security (WPA2 Personal - AES)
 IP Address

fers and devices that support this option.
Older wireless devices might not support this option.
+ Single Point Setup

(O Better Security (WPAM/PAZ Personal - TKIFIAES)

+ Time Settings. Recommended for older wireless computers and devices that might not support WPA2

+ Device Password (© No Security (Not recommended)

Radio 1(2.4 GHz)

Enter a security key with 2-63
characters.

| 4Kim7ig2sito] x
Show Key as Clear Text
o

+ Network Name

Wireless Security

VLAN ID

Leam more about vour network o
Radio 2 (5 GHz)

Network Name

Wireless Security

VLANID ¥ Click Next to continue
< > Back

@ Enter 2 SSID in the [Net-
work Name (SSID)].

© ciick [Next].

© ciick [Best Security (WPA2
Personal - AES)].

° Enter a security key.

e Click [Next].

/. Caution

Not all the WAPs have two radios. If you use the WAP121, WAP321 or WAP551, skip “3-4

Configuring Radio 2".

Access Point Setup Wizard

Welcome Configure Radio 1 - Assign The VLAN ID For Your Wireless Network

By defautt, the VLAN ID assigned to the management interface for your access point is 1, which is
also the default untagged VLAN ID. f the management VLAN ID is ihe same as the VLAN ID
‘assigned to your wireless network, then the wireless ients associated with this specific wireless
network can administer this device. If needed, an access control ist (AGL) can be created to disable
administration from wireless clients

Configuration
+ IP Address

+ Single Point Setup
Enter a VLAN ID for your wireless network:

L Jrane1-any

) Leam more about vian ids

+ Time Seftings

 Device Password VLAN ID:

Radio 1 (2.4 GHz)

+ Network Name

+ Wireless Security 6
o]

Radio 2 (5 GHz)

Network Name a

Wireless Security

VLAN 1D ™~ Glick Next to continue
< > Back

BEEZY | Configuring Radio 2

B Configuring WAP

© Enter a viAN ID.

By default, the VLAN ID as-
signed to the management in-
terface for your access point is

1.
@ ciick [Next].

The Configure Radio 2 - Name
Your Wireless Network window
appears.

Configure Radio 2.

Access Point Setup Wizard

Welcome Configure Radio 2 - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network so that wireless

devices can find
For example: MyNetwork .

Leam more about network names

Configuration
 IP Address Enter a name for your wireless network:
+ single Point Setup
Network Name (SSID):

+ Time Settings
+ Device Password
Radio 1 (2.4 GHz) @
+ Network Name
 Wireless Security
¥ VLAN ID
Radio 2 (5 GHz)

Network Name

B

Wireless Security

VLANID ¥ Click Next to continue
< > Back

@ Enter 2 SSID in the [Net-
work Name (SSID)].

© ciick [Next].
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Access Point Setup Wizard

Welcome Configure Radio 2 - Secure Your Network
N Select your network security sirength

@® Best Security (WPA2 Personal - AES)
+ IP Address

ters and devices that support this option
Older wireless devices might not support this option.
+ Single Paint Setup

© Better Security (WPAMPA2 Personal - TRIPIAES)

+ Time Seftings Recommended for older wireless computers and devices that might not support WPAZ2

+ Device Password (© No Security (Not recommended)
Radio 1 (2.4 GHz)

Enter a security key with 8-63
+ Network Name characters

[ocmrazsio ]

Show Key as Clear Text

 Wireless Security
¥ VLAN ID

-~ @  Leam more about your network sk
Radio 2 (5 GHz)

+ Network Name

Wireless Security

VLAN 1D ™ Click Next to continue
< > Back

Access Point Setup Wizard

Welcome Configure Radio 2 - Assign The VLAN ID For Your Wireless Network

By default, the VLAN ID assigned to the management interface for your access point is 1, which is
also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID
assigned to your wireless network, then the wireless clients associated with this specific wireless
network can administer this device. If needed, an access control list (ACL) can be created to disable
administration from wireless clients

Configuration
 IP Address

+ Single Point Setup
Enter a VLAN 1D for your wireless network:

1 Jrange 1-2009)

%) Leam more about vian ids

+ Time Seftings

 Device Password VLAN ID:
Radio 1 (2.4 GHz)

+ Network Name

+ Wireless Security 6
¥ VLAN ID

Radio 2 (5 GHz)

 Network Name

 Wireless Security

ST Ciick Next to continue

< > Back.

4697

0 Click [Best Security (WPA2
Personal - AES)].

o Enter a security key.
© ciick [Next].

© Enter a viAN ID.

@ ciick [Next].

The Enable Captive Portal -

Create Your Guest Network

window appears.

B Configuring WAP

m\ Configuring Guest Network

Use Captive Portal to set up a guest network, which means that wireless users

need to be authenticated before they can access the Internet.

Access Point Setup Wizard

Welcome Enable Captive Portal - Create Your Guest Network

)
Use Captive Portal to set up a guest network, which means that wireless users need to be
authenticated before they can access the Intemet. For example, a hotel can create a guest network
fo redirect new wireless users to a page for authentication

Configuration
v IP Address

+ Single Point Setup
Do you want to create your guest network now?

© No, thanks.
@ Leam more about captive portal guest networks

+ Time Settings.

+ Device Password

Radio 1 (2.4 GHz)
 Network Name
 Wireless Security
¥ VLAN ID

Radio 2 (5 GHz)

+ Network Name
 Wireless Security

v VLAN ID
< >

¥ Click Next to continue

—a)
_

T

Access Point Setup Wizard

Enable Captive Portal - Name Your Guest Network

Your guest network needs a new name, known
50 thal wireless users can find it 3

Welcome

>

§ SID. The name identifies your guest nefwork
Configuration

 IP Address Enter a name for your guest network:

Radio: (® Radio 1(2.4 GHz)
O Radio 2 (5 GHz)
4

For example. MyGuesiNetwork

+ Single Point Setup

+ Time Settings.

+ Device Password
Guest Network name

Radio 1 (2.4 GHz)

 Network Name

+ Wireless Security Q Leam more about network names

¥ VLAN ID

Radio 2 (5 GHz)

+ Network Name

+ Wireless Security

+ VLANID ¥ Click Next to continue

< > Back.

© ciick [ves].
© ciick [Next].

If you do not want to create a
guest network, Click [No] and
skip to "3-6 Confirming Set-
tings" on the page 19.

© ciick [Radio 1] or [Radio 2]
in which you would like to
place the guest network.

° EnteraSSID in the [Guest
Network Name].

© ciick [Next].
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Access Point Setup Wizard

Welcome Enable Captive Portal - Secure Your Guest N
N Select your network security sirength

(® Best Security (WPA2 Personal - AES)
+ IP Address

iters and devices that support this option
Older wireless devices might not support this option.
« Single Point Setup
© Better Security (WPAMPA2 Personal - TRIPIAES)

 Time Setlings Recommended for older wireless computers and devices that might not support WPAZ2

 Device Password (© No Security (Not recommended)
Radio 1 (2.4 GHz)

Enter a security key with 8-63
+ Network Name characters
 Wireless Security
+ VLAN ID
Radio 2 (5 GHz)

+ Network Name

+ Wireless Security
¥ VLAN D ™ Click Next to continue

< > Back.

Access Point Setup Wizard

Welcome I~ Enable Captive Portal - Assign The VLAN ID

Configuration We strongly recommend that you assign different VLAN 1D for your guest network than the

management VLAN ID. By doing that, your guest wil have no access to your private network
 IP Address
+ Single Point Setup

Enter a VLAN ID for your guest network
+ Time Settings
 Device Password

VLANID

Radio 1 (2.4 GHz) Range: 1- 4094)

 Network Name ] Leam more about vian ids
 Wireless Security
¥ VLAN ID

Radio 2 (5 GHz)

/ Network Name
 Wireless Security
V VLANID ¥ Click Next to continue

- > Back

Access Point Setup Wizard

Welcome A Enable Captive Portal - Enable Redirect URL

Configuration

I you enable a redirect URL, When new wireless users have completed the authentication process,
they can be redirected to an altemate startup page.

+ IP Address
 Single Point Setup
 Time Settings

+ Device Password [1 Enable Redirect URL
Radio 1 (2.4 GHz)

+ Network Name

Redirect URL -
 Wireless Security @  Leam more about redirect urls
v VLAN ID

Radio 2 (5 GHz)

+ Network Name
 Wireless Security

+ VLAN ID

¥ Click Next to continue
< > Back.

4697

e Click [Best Security (WPA2
Personal - AES)].

0 Enter a security key.
© ciick [Next].

IEEGN | Confirming Settings

B Configuring WAP

Review the settings that you configured, save and enable them on the WAP.

© Enter a vLAN ID.
@ Click [Next].

Access Point Setup Wizard

Welcome
Configuration

 IP Address
 Single Point Setup
 Time Settings

+ Device Password
Radio 1 (2.4 GHz)

+ Network Name
 Wireless Security
+ VLAN ID

Radio 2 (5 GHz)

+ Network Name
 Wireless Security
+ VLAN ID

< >

Summary - Confirm Your Settings

M Click Submit to enable settings on your Cisco Wireless Access Point

ACaution
The guest network VLAN ID

should be different from the
business VLAN ID. If both the
guest SSID and business SSID
are on the same VLAN, then
clients on these networks can
communicate together.

@ ciick [Next].

If you want to redirect wireless
users to a webpage after they

Access Point Setup Wizard

Welcome

o

Device Setup Complete

. your access point has been set up successfully. We strongly recommend tha

 IP Address
+ Single Point Sefup
 Time Setiings
 Device Password
Radio 1 (2.4 GHz)
 Network Name

+ Wireless Security
+ VLANID

Radio 2 (5 GHz)
 Network Name
 Wireless Security
+ VLAN ID

< >

you save these setlings by wiiting them down or by copying and pasting them info a fext documen
You will need these setlings later when you add other wireless computers or devices 1o your
network.

o
2

@ 5
o
@ P
o
&

o ¢

¥ Click Finish to close this wizard.

[ bk [ommen]

log on to the guest network,
check [Enable Redirect URL]
and enter the URL.

OScroII down to view the
settings.

© ciick [submit].

Wait until Device Setup Com-
plete window appears.

© ciick [Finish].

Your WAP has been set up suc-
cessfully.
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Appendix lWhere to Go From Here

m Support m Product Documentation

® Cisco Support Community @ Cisco 100 Series Wireless Access Points Administration Guide
http://www.cisco.com/go/smallbizsupport http://www.cisco.com/go/100_wap_resources

@ Cisco Support and Resources @ Cisco 300 Series Wireless Access Points Administration Guide
http://www.cisco.com/go/smallbizhelp http://www.cisco.com/go/300_wap_resources

@ Phone Support Contacts @ Cisco 500 Series Wireless Access Points Administration Guide
http://www.cisco.com/en/US/support/tsd_cisco_small_business_support_center_contacts.html http://www.cisco.com/go/500_wap_resources

@ Cisco Firmware Downloads @ Cisco Wireless Accessories
http://www.cisco.com/go/smallbizfirmware http://www.cisco.com/go/wap_accessories

@ Cisco Open Source Requests
http://www.cisco.com/go/smallbiz_opensource_request

@ Cisco Partner Central
http://www.cisco.com/web/partners/sell/smb

@ Cisco Online Device Emulators
http://www.cisco.com/go/onlinedevicemanagers
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