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CHAPTER

1

Cisco FindIT Network Management Overview
This chapter contains the following sections:
• About Cisco FindIT Network Management , page 1
• Audience, page 1
• System Requirements for Cisco FindIT Network Management, page 2

About Cisco FindIT Network Management
The Cisco FindIT Network Management is a tool which helps you monitor and manage your Cisco Small
Business network easily using your web browser. FindIT Network Management automatically discovers and
tracks your network, and allows you to configure and monitor all supported Cisco Small Business devices. It
also notifies you the availability of firmware updates, and about any devices that are no longer under warranty
or covered by a support contract.
FindIT Network Management is a distributed application which comprises of two separate components or
interfaces: one or more Agents referred to as FindIT Network Agent and a single Manager called as FindIT
Network Manager.
An instance of FindIT Network Agent installed at each site in the network, performs network discovery and
communicates directly with each Cisco Small Business device. In a single site network, you may choose to
run a standalone instance of FindIT Network Agent, but if your network comprises multiple sites, you may
install FindIT Network Manager at a convenient location and associate each Agent with the Manager. From
the Manager interface, you can get a high-level view of the status of all the sites in your network, and connect
to the Agent installed at a particular site when you wish to view a detailed information for that site.
For more details on the FindIT Network Agent, refer to the following sections in this user guide.

Audience
This guide is primarily intended for site administrators who are responsible for Cisco FindIT Network
Management software installation and management.

Cisco FindIT Network Agent Admin Guide
1

Cisco FindIT Network Management Overview
System Requirements for Cisco FindIT Network Management

REVIEW DRAFT - CISCO CONFIDENTIAL

System Requirements for Cisco FindIT Network Management
Your PC must meet the following requirements to run Cisco FindIT Network Management.
• Operating system:
◦Microsoft Windows 7, 8 or 8.1
◦Apple OS X 10.8 or above
• Web browser:
◦Apple Safari version 7 or above (OS X), or version 5 or above (Windows)
◦Google Chrome version 34 or above
◦Microsoft Internet Explorer version 10 or above
◦Mozilla Firefox 30 or above
Your network devices must meet the following requirements to be monitored and accessed through
Cisco FindIT Network Management.
• Must be on the same subnet as the PC that is running Cisco FindIT Network Agent
• Must be a Cisco Small Business device with the Bonjour service supported and enabled

Note

See Administration Guide or Online Help for the device
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Getting Started with Cisco FindIT Network
This chapter contains the following sections:
• Installation of Cisco FindIT Network Management, page 3
• Device Terminology, page 3
• Installing FindIT Network Agent, page 4
• Accessing the Agent User Interface, page 5
• Performing the Initial Setup—Network Agent, page 6
• Configuring the Network, page 9

Installation of Cisco FindIT Network Management
The installation process for Cisco FindIT Network Management involves deployment of the following
components:
• Cisco FindIT Network Agent
• Cisco FindIT Network Manager
The installation procedure for each of these components is detailed in the following sections.

Device Terminology
Term

Description

ESXi

Virtualization platform used to create the virtual machines as a set
of configuration and disk files.
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Term

Description

Open Virtual Appliance or Application Package that contains the following files used to describe a virtual
(OVA) file
machine and saved in a single archive using .TAR packaging:
• Descriptor file (.OVF)
• Manifest (.MF) and certificate files (optional)
Open Virtual Machine Format (OVF)

Platform-independent method of packaging and distributing Virtual
Machines (VMs).

Virtual Hard Disk (VHD)

Virtual hard disk is a disk image file format for storing the complete
contents of a hard drive.

Virtual Machine (VM)

Virtualized x86 PC environment in which a guest operating system
and associated application software can run. Multiple VMs can
operate on the same host system concurrently.

vSphere Client

User interface that enables users to connect remotely to vCenter
Server or ESXi from any Windows PC. You can use the primary
interface for vSphere Client to create, manage, and monitor VMs,
their resources, and the hosts. It also provides console access to
VMs.

Installing FindIT Network Agent
An instance of FindIT Network Agent is required for each site in your network that you want to manage. The
Agent discovers the network, and provides you with a single interface that you may use to monitor and manage
your Cisco Small Business network devices
FindIT Network Agent is provided as a virtual machine image, packaged in both the Distributed Management
Task Force’s Open Virtualization Format (OVF), and as a zipped Microsoft Hyper-V virtual machine.
Each of these deployment instructions are discussed in the following sections:
Installing using VirtualBox
1 Download the FindIT Network Agent ova file from www.cisco.com
2 Open VirtualBox and select File > Import Appliance...
3 Follow the prompts and make sure you have selected the downloaded file for the appliance to import .
4 Start the virtual machine
Installing using VMWare
1 Download the FindIT Network Agent ova file from www.cisco.com
2 Open VMWare and select File > Import ...
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3 Click Choose and select the downloaded ova file from your local directory
4 Start the virtual machine
Installing using Hyper-V
1 Download the FindIT Network Agent Hyper-V virtual machine archive from www.cisco.com
2 Unzip the archive to a convenient location on your PC
3 Open Hyper-V Manager and select Action > Import Virtual Machine ...
4 Follow the prompts and make sure you have selected the downloaded file when asked for the location of
the virtual machine.
5 Start the virtual machine.

Accessing the Agent User Interface
The following instructions detail how to get started with FindIT Network Agent:
Configuring the default IP Address using DHCP
The default IP address configuration for the Agent is performed using DHCP. Make sure your DHCP server
is running and can be reached.
If the Agent does not receive a DHCP response (there is no DHCP server on your network) after 60 seconds,
the Agent will fall back to the following default static IP address: 192.168.1.10 and a default mask of
255.255.255.0. To reach that IP address, be sure that your computer is on the 192.168.1.xxx network.
Locating the IP Address of the Agent
1 The Agent can be discovered and accessed easily using the Cisco FindIT Network Discovery Utility
that enables you to automatically discover all supported Cisco devices in the same local network segment
as your computer. You can get a snapshot view of each device or launch the product configuration utility
to view and configure the settings. For more information, see http://www.cisco.com/go/findit
2 The Agent is Bonjour-enabled and automatically advertises itself using the Bonjour protocol. If you have
a Bonjour-enabled browser, such as Microsoft Internet Explorer with a Bonjour plug-in, or the Apple
Mac Safari browser, you can find the Agent on your local network without knowing its IP address.
You can download the complete Bonjour for Microsoft Internet Explorer browser from Apple’s website
by visiting:http://www.apple.com/bonjour/
3 Locate the IP address assigned by your DHCP server by accessing your router or DHCP server. See your
DHCP server instructions for more information.
Launching the Agent User Interface
1 Launch a web browser, such as Microsoft Internet Explorer or Mozilla Firefox.
2 In the Address field, enter the default DHCP address and click Enter
3 Enter the default user name: cisco and password: cisco. Click Login.
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The FindIT Network Agent user interface is displayed.

Performing the Initial Setup—Network Agent
To ensure that the Agent meets your requirements, you can perform the following configuration setup as
instructed.
Configuring Basic System Settings (Optional)
To configure basic system settings such as IP addressing and time settings for the Manager, do the following:
1 Navigate to Administration > Platform Settings
2 Specify a hostname for the Agent. The hostname is used to identify the Agent in Bonjour advertisements
and in the FindIT Network user interface.
3 Optionally, specify the static IP parameters in the fields provided. By default, the Agent should automatically
determine the IP settings using DHCP.
4 Optionally, you can set the Agent to use its internal clock for keeping time, or you can specify your
preferred NTP servers. By default, the Agent should synchronize its clock with public NTP servers.
Creating Users and Changing Passwords
The Agent is initially set up with a single, default username and password.
To add new users, do the following:
1 Navigate to Administration > User Management
2 Click the plus sign at the top of the Local Users table
3 In the Add User window that appears, specify the username and password to use. Also specify whether
this user is an Administrator or Operator. Administrators have access to all functionality, while Operators
do not have access to the User Management functions.
4 Click OK to create the new user
You may also set up password complexity restrictions on theUser Management page. New passwords will
be required to meet these restrictions.
To change your password, do the following:
1 Navigate to Administration > Change Password
2 In the boxes provided, enter your current password, and the new password.
3 Click Save
Setting up Licenses

Note

The licensing setup is required when there is only one instance of Agent with no Manager component
in a network.
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Setting up Device Credentials
For FindIT network to be able to manage the network devices, you must provide suitable credentials to allow
access to the device.
When the Agent discovers a device, it will initially attempt to access the device using the default credentials
with the username: cisco, password: cisco and the SNMP community: public. However, if the device is not
using default credentials, then correct credentials must be supplied as detailed in the following steps:
1 Navigate toAdministration > Credential Management. You will see a status message showing the total
number of devices discovered and the number of discovered devices for which credentials are required.
Click on this message to see a list of devices requiring credentials.
2 Enter a username and password combination and/or SNMP community in the respective fields. If more
sets of credentials are required, then click the plus sign. This allows up to three sets of each type of credential
to be entered.
3 Click Apply. The agent will test each credential against each device for which a credential is required.
Working credentials are saved for each device.
Once working credentials are provided, the Agent will discover the network and generate a Topology
map.
Configuring Email Settings (Optional)
FindIT Network can notify you via email when selected events occur within the network. To control which
events will generate an email see Customizing Notification Display, on page 8. To configure email settings,
do the following:
1 Navigate to Administration > Email Settings
2 On this page, you may specify the email server and port to use for outgoing messages, encryption and
authentication settings, and the email addresses to be used
3 Once you have completed the configuration, click Save
4 Click Test Connectivity to test the changes you made.
Customizing the Topology Map (Optional)
Once working credentials are provided, the Agent will discover the network and generate a Topologymap.
You may adjust the map as necessary.
1 You may drag individual device icons to improve the layout. Any changes you make to the layout are
permanent. FindIT Network will not make further changes to the location of the icon.
2 Open the Overlays and Filters panel and use the check boxes to limit the device types that will be displayed
in the map
Uploading Floor Plans (Optional)
You may upload floor plans for site and place your network devices in order to document the location of your
equipment. The following steps guide you through this process:
1 In the Discovery screen, click Floor Plan. Click on the plus sign to add a new floor plan
2 Enter a name for the building and the floor, and then either drag an image file into the drop zone or click
Choose Files to select an image file on your PC. Image formats supported include …???????
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3 ?????????????
4 To place a device on the floor plan, type the device name or IP address into the search box at the bottom
of the screen. As you type, matching devices will be displayed, where grayed out devices have already
been placed on a floor plan.
5 Click on a device to add it to the floor plan, and then drag the device to the correct location.
Customizing the Dashboard
You may customize the dashboard to suit your requirements using the following steps:
1 Select Dashboard from the navigation at the left of the screen. The default dashboard will be displayed.
To make changes, click enable edit mode icon on the top right of the dash board window.
2 To change the layout, select the edit dashboard settings icon. Select the layout that best suits your screen
and the widgets you want to use.
3 To relocate individual widgets within the dashboard, click and hold change widget location icon. Drag
the widget to the desired location in the layout.
4 To add a new widget to the dashboard, click add new widget✚ icon at the top right of the dashboard and
select the widget from the list. To remove a widget from the dashboard, click remove widget ✖ icon in
the top right corner of the widget.
5 To change the behavior of a widget, click edit widget configuration icon in the top right of the widget.
Use the drop down lists to select the specific device, interface or network the widget should monitor.
6 When you have finished making changes, click Save icon at the top of the dashboard
Customizing Notification Display
You may customize the behavior of notifications using the following steps:
1 Click Notifications icon to open the Notifications Panel.
2 Click Event Settings icon. Use the check boxes to control the events which generates a pop-up alert in
the user interface, and those that generate an email notification. If you use email notifications, you must
ensure that the email settings are correctly configured. See Configuring Email Settings (Optional), on
page 7 for more details.
3 Click Notification Center Settings icon to make changes to the appearance of the Notifications Panel
4 Customize the panel appearance
Communicating with FindIT Network Manager (Recommended)
You can establish communication between the Agent and an instance of FindIT Network Manager using the
following steps:
1 Navigate to Administration > Site Information.
2 Enter a descriptive name for the Agent. This will be displayed in the Manager user interface when viewing
this site.
3 Specify the location for the site and click Save. You may enter the address of the site into the appropriate
fields. If you enter a partial address, a list of potential matches will be displayed, and you can select the
location from the list. Alternatively, you can click on the location in the map.
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4 Navigate to Administration > Manager Connection. Enter the DNS name or IP address of the Manager
and click Connect.
5 Your browser will be redirected to the Manager login screen. Login using administrator credentials for
the Manager, and then your browser will be redirected back to the Agent.
6 Verify that the status of the Manager is Connected.

Configuring the Network
If you are installing a new network, you may want to take this opportunity to perform the initial configuration
of the network. Even in an existing network, you may choose to make configuration changes at this time.
Updating Firmware for devices (Optional)
FindIT Network will notify you if there are firmware updates available for the devices in your network, and
an Update Firmware icon will be displayed against the device in several areas of the user interface.
To update firmware for a single device, do the following:
1 Click on the device in the Topology Map to display the Basic Info panel
2 Open the Action panel and click on the Upgrade firmware to latest button. The Agent will download
the necessary firmware from Cisco and apply the update to the device. The device will reboot as part of
this process.
3 You may view the progress of the upgrade by clicking on the Task Status icon in the top right of the
Agent user interface
Updating Firmware through Inventory
You may also upgrade individual devices by clicking on the Upgrade firmware to latest icon in the Inventory
view.????????????????
Updating Firmware for the Network
If you wish to upgrade the entire network to the latest available firmware, do the following:
1 Navigate to the Discovery page
2 Click Actions at the top of the page and select the Upgrade Firmware option. The Agent will download
the necessary firmware files from Cisco for each device that has an available update, and will apply the
update to each device in turn. Each device will reboot as part of this process.
3 You may view the progress of the upgrade by clicking on the Task Status icon in the top right of the
Agent user interface
Configuring Device Groups
FindIT Network uses the concept of device groups to allow you to apply configuration to multiple devices at
once and to ensure that configuration settings match across the network. To allocate devices to a device group,
do the following:
1 Navigate to Administration > Device Groups
2 Click on the + (plus) icon to add a new group

Cisco FindIT Network Agent Admin Guide
9

Getting Started with Cisco FindIT Network
Configuring the Network

REVIEW DRAFT - CISCO CONFIDENTIAL
3 Specify a name and description for the device group
4 Select one or more devices to join the group. Each device can only be a member of one group. If a selected
device was previously a member of a different group, it will be removed from that group. If you wish to
remove a device from the group, click the trashcan icon next to the device, and the device will be moved
to the Default group. Device groups can contain a mixture of different device types.
5 Click Save icon to create the group or the trashcan icon to cancel.
System Configuration
FindIT Network allows you to easily configure system settings for multiple network devices. You may use
the System Configuration Wizard to create configuration profiles for each section of the system settings,
or you can create profiles individually. To use the System Configuration Wizard, do the following:
1 Navigate to System Configuration > Wizard
2 Enter a description for the configuration profiles to be created, and select one or more device groups to
which the configuration will be applied
3 Click Next
4 Specify the time settings for this group. A Time Management profile contains settings for the timezone,
daylight savings, and NTP. If you do not wish to create a Time Management profile for this group, click
Skip, otherwise click Next.
5 Specify the DNS settings for this group. A DNS Resolvers profile contains settings for the domain name,
and the DNS servers to use. If you do not wish to create a DNS Resolvers profile for this group, click
Skip, otherwise click Next.
6 Specify the user authentication settings for this group. An Authentication profile contains settings for
the local user database for the devices, and allows you to enable RADIUS authentication for devices that
support it. If you do not wish to create an Authentication profile for this group, click Skip, otherwise
click Next
.
7 Review the configuration settings you have made. If you wish to make changes, use the Back button to
return to the appropriate screen. Once you are satisfied, click Finish to create the profiles and apply to the
devices in the selected device groups.
8 You may view the progress of the configuration by clicking on the Task Status icon in the top right of
the Agent user interface
Wireless Networks and VLANs
????????????
Backingup Device Configurations
FindIT Network allows you to easily back up the configurations of your network devices. To back up the
configuration for a single device, do the following:
1 Click on the device in the Topology Map to display the Basic Info panel
2 Open the Action panel and click Backup Configuration button. Optionally, you may add a note describing
this backup in the window that appears. The Agent will copy the configuration of the device and store it
locally on the Agent.
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3 You may view the progress of the backup by clicking on the Task Status icon in the top right of the Agent
user interface
You may also backup individual devices by clicking Backup Configuration icon in the Inventory
view.?????????????????Any steps here???
If you wish to back up the configurations for the entire network, do the following:
1 Navigate to the Discovery page
2 Click Actions button at the top of the page and select the Backup Configurations option. Optionally,
add a note describing this backup in the window that appears. The Agent will copy the configuration of
each device and store them locally on the Agent.
3 You may view the progress of the backup by clicking on the Task Status icon in the top right of the Agent
user interface
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FindIT Network Agent — Features and Options
This chapter contains the following sections:
• Using the Cisco FindIT Network Agent GUI, page 13

Using the Cisco FindIT Network Agent GUI
Home window
When you log into the Cisco FindIT Network Agent, the Home page appears.
Figure 1: Cisco FindIT Network Agent Home Page

Name

Description

Navigation pane

Provides access to the Cisco FindIT Network Agent features.
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Name

Description

Work pane

Area where the feature interface is displayed.
When you click an option in the Navigation pane, its corresponding window opens
in this area.

Header toolbar

The header toolbar contains the following options:
• A toggle button for expanding and collapsing the navigation pane
• Header text including the site name of the Agent
• The username of the user who has logged into the application
• Language selection drop-down
• A series of icons for functions such as notifications, feedback, context sensitive
help, and logging out

Navigation Pane Options
The Navigation pane provides options to access the major Cisco FindIT Network Agent features.
Table 1: Navigation Pane Options

Icon

Name

Description

Discovery

Contains different views of the network devices discovered by
FindIT. Views include the network topology, an inventory view,
and a floor-plan view that allows you to track the physical layout
of the network.

Dashboard

The Dashboard allows you to monitor the performance of your
network over time. The dashboard allows you to monitor network
traffic levels, connected device counts, and overall device health.

Device View

Device View provides a front panel view of network devices and
allows you to view details about individual ports and make
configuration changes.

System
Configuration

The System Configuration pages allow you to modify system
settings for your network devices.

Network

The Network pages allow you to manage the VLANs and WLANs
in your network.
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Icon

Name

Description

Reports

Under the Reports heading, you will find a number of reports that
provide life-cycle information about your network devices,
including end of life bulletins, warranty information and service
contract details.

Troubleshooting

Diagnostic tools that can help you identify problems with your
network may be found under the Troubleshooting section.

Administration

The Administration pages allow you to maintain the FindIT
network application.

Header Toolbar Options
The Header toolbar provides access to other system functions and displays system notifications.
Table 2: Header Toolbar Options

Icon

Option

Description

Toggle button

Located on the top left of the header—This toggle button helps to
expand or collapse the navigation pane.

Language Selection This drop-down list allows you to select the language for the user
interface.

Notification Center This icon displays the number and severity of outstanding
notifications in FindIT. Click this icon to display the Notification
panel. This panel provides capabilities to filter the notification
events that are displayed. For more details, see Viewing and
Filtering Device Notifications, on page 51 in this guide.
Task Status

The Task Status and Task History for actions performed by
FindIT.

Feedback

Click to provide feedback about your experience using the Cisco
FindIT Network Agent and any suggestions for improvements.
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Icon

Option

Description

Help

The online-help documentation for FindIT.

About FindIT

The version information for FindIT

Manager Status

The status of the connection between FindIT Network Manager
and the Agent. Click on this icon to open the Manager GUI

Logout

Click to log out of FindIT.
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Discovery
This chapter contains the following sections:
• About Discovery, page 17
• Overview of Topology Map and Tools for the Agent, page 18
• Viewing Basic Device Information, page 21
• Performing Device Actions, page 23
• Accessing the Device Administration Interface, page 25
• Viewing Detailed Device Information, page 25
• Viewing Device Inventory, page 27
• Using Floor Plans, page 28

About Discovery
The Discovery option in the FindIT Network Agent offers multiple views of the network:
• Topology view—Displays a logical topology of all the discovered devices in the network. Information
about each device is displayed, and you may perform actions on selected Cisco products.
• Inventory view—Displays a table listing all Cisco Small Business devices in the network and information
such as Model ID, Firmware Version, Serial Number, IP address and MAC Address. This view also
allows the same actions to be performed that are provided in the Topology view:
• Floor Plan view—Lets you to document the physical location of your network devices in your
environment
Following are the additional controls provided in common for all the tasks that you perform in the
Discovery page.
• Refresh button—Click this button to refresh the system and view the latest changes.
• Actions button—This button allows selected actions to be performed on all devices in the network that
support that task. For example, you may backup all network device configurations with a single click.
The Actions button also allows you to upload your inventory to Cisco Active Advisor
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https://www.ciscoactiveadvisor.com. For more information about Cisco Active Advisor, refer the
documentation at https://help.ciscoactiveadvisor.com

Overview of Topology Map and Tools for the Agent
About the Topology Map
The FindIT Network Agent queries discovered devices for network connectivity details and builds a graphical
representation or topology from the information it has gathered. The data collected by the Agent includes
CDP & LLDP neighbor information, MAC Address tables, and Associated Device tables from Cisco Small
Business switches, routers and wireless access points. FindIT Network uses this information to determine
how the network is constructed. When the network contains network infrastructure devices that are not
manageable for any reason, FindIT Network will attempt to infer the topology based on the information that
can be collected.
You may click on devices or links in the topology to display the Basic Info panel for that device or link. The
Basic Info panel provides more detailed information about the device or link, and allows you to carry out
different actions on a device.
The Topology Map also contains the Overlays & Filters panel. This panel allows you to limit the devices
displayed in the topology by device type or by tag. It also allows you to enhance the topology to show additional
information such as the traffic load on links or how a particular VLAN is configured in the network.
Accessing the Topology Map
To access the Topology map, from the Navigation pane, click Discovery. The Discovery window appears
and, by default, displays the Topology map of your network.
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Topology Controls
The Topology Controls are located on the top left of the Topology Map .
Figure 2: Topology Controls

Table 3: Topology Controls

Callout Number

Icon Name

Description

1

Select node mode

Allows multiple devices to be selected with click and
drag.

2

Move mode

(Default) Click and drag to move the Topology in the
Work pane.

3

Zoom out

Adjusts the Topology window's view. Click the + (plus)
icon on the menu bar to maximize the view of the
network hosts and devices.

4

Zoom in

Adjusts the Topology window's view. Click the - (minus)
icon to minimize the view of the network hosts and
devices.

5

Zoom by selection

Click and drag to select an area to zoom in on.

6

Fit stage

Zoom until the entire network fills the viewing area.
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Callout Number

Icon Name

Description

7

Enter full screen mode

Fill the screen with the FindIT Network user interface.

8

Topology Setting

Customize the appearance of the Topology. You may
select the color, icon appearance, and control if labels
are to be displayed.

Topology Icons
The following icons appear in the Topology window:
Table 4: Topology Icons

Icon

Network Element

Description

Access Point

Displays the device name

Cloud

Representation of the external network.

Links

Displays the device name

Router

Displays the device name

Switch

Displays the device name

PC

Displays the MAC Address of the PC

Overlay's & Filters Panel
This panel appears on the bottom-left of the Topology map:
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Table 5: Overlay's & Filters Panel

Item

Description

Select Overlay

This feature enhances the Topology map with additional information based on the
view selection. It can be one of the following:
• Link Utilization View—Identifies current network performance by
monitoring the amount of traffic. This traffic is displayed using the color
coded links in the Topology map. The color code changes based on the
percentage utilization of the link. It displays green to represent a moderate
traffic and may change to red or orange to indicate a heavy traffic.
• VLAN View—Displays VLAN in the network. This helps to view any VLAN
partition where there might be a misconfiguration or gaps in the network
links or connectivity.
On selecting VLAN View in the Overlay drop-down, a second drop-down
box appears below this field where you can select the VLAN ID to be
displayed. You can choose one of the following ID's:
◦ALL VLAN—Highlights all VLAN links in the network topology
◦1—Highlights all devices and links associated with VLAN 1
◦60—Highlights all devices and links associated with VLAN 60
• POE View—Highlights links in the topology map which indicates devices
that are currently being powered from a POE-enabled switch.

Select Tag

Specify the Device Tag in the text box below the Select Tag label to view the
presence of a specific device you wish. This device tag can be assigned in the
Detailed Info panel for the chosen device. When a tag is specified, only devices
that match that tag will be displayed in the topology.

Show only:

Check the check box against the devices in the list that you wish to view in the
Topology map. This feature helps you filter the devices you want to view in the
map and gray's out the ones that are unchecked in the device list.

• Routers
• Switches
• Wireless
• Hosts
• Others

Viewing Basic Device Information
Click on a network device such as a switch or a router, or a link connecting two devices, to view basic
information about the device including outstanding notifications, and actions that may be performed. The
following table provides the type of device details that are displayed. The Basic Info panel also provides
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access to more detailed information for a device, and allows you to directly access the administration interface
of the device.

Note

To view detailed information for a device, see Viewing Detailed Device Information, on page 25.
To view more information on accessing the device administration interface, see ????

Step 1
Step 2
Step 3

In the Home window, click Topology on the tool bar.
In the Topology map, click on a network device such as a switch or a router for which you want to view the details.
In the Basic Info panel, the device details are displayed under the Basic Information bar. Each of this item is described
in the following table.
Table 6: Basic Device Information Table

Item Name

Description

Basic Info Panel
MAC Address

The Media Access Control (MAC) address is a standardized data link layer
address that is required for certain network interface types. These addresses
are specific and unique to each port and are not used by other devices in the
network.

PID VID

Product ID and the Version ID

Description

Device or product description

Device Type

The device type, such as switch, router or wireless access points

Firmware Version

The firmware version of the device

Latest Firmware Version

The latest firmware version of the device currently available

Model

Model name of the device

Serial Number

The device serial number
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Item Name

Description

Notifications Bar—Following are the types of details displayed in the notification bar. To view and filter a complete
list of all device notifications, refer to Viewing and Filtering Device Notifications, on page 51
All notifications specify the date and time of the device discovery. Following are some of the common reasons when
a notification is triggered for a device:
• Specifies if the device was discovered within the Small Business network
• Indicates if a firmware update is available for the device
• Displays warning messages for end of life devices
Notifications are color coded to indicate severity. Informational messages are displayed with a green bar, warnings
with an orange bar, and alerts with a red bar.
Check the check box against a notification to acknowledge it and remove it from displaying as a task reminder.
Action Bar—For details, refer to Performing Device Actions, on page 23

You may click Basic Info at anytime to view the device information and then switch back to Action dialog box by
clicking Action icon (gear). Alternatively you may slide the blue button on the top of this dialog box to toggle between
Basic Info and Action dialog boxes.

Performing Device Actions
Configuration options such as backup, restore and reboot are easily available for devices in the network. To
perform these actions, do the following:

Step 1
Step 2

In the Topology map, click on a network device such as a switch or a router for which you want to perform the
configuration tasks.
In the Basic Info panel, click Actions icon at the lower right corner of the window.
Depending on the device capabilities one or more of the following actions are displayed:
Update firmware to latest

Allows you to apply the latest firmware update to the device. FindIT Network will
download the update from Cisco and then upload it to the device. The device will
reboot at the completion of the update.

Upgrade From Local

Allows you to upload a firmware upgrade file from your local drive.FindIT Network
will upload the file to the device, and the device will reboot at the completion of
the update.
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Backup Configuration

Allows you to save a copy of the current device configuration on FindIT Network.
1 Click Backup Configuration button.
2 In the Backup Configuration window, add a note in the text box for the backup
you wish to perform..
This note is displayed whenever the backup is listed in the
GUI
3 Click Save Backup to complete this action or Cancel if you no longer wish to
proceed.
Note

Note

This button changes to Saving... when the backup is in
progress.

On completion of this action, a notification is displayed.
Restore Configuration

Enables to restore the device configuration for a specified date and time.
Click Restore Configuration tab. The Select configuration backup to apply to
XYZ window is displayed.
The following backup configuration options are provided in this window:
• Backups for XYZ device—Lists all available backups to configure for a
specific device
• Backup for other device—Lists all available backups to configure other
devices of the same type or same Product ID
• Backup for other compatible device—Lists all available backups to configure
other devices in the series that are compatible with the selected device
To perform the backup configuration, do the following:
1 In the Select configuration backup to apply to XYZ window, select the
Timestamp for the device for which you wish to restore the configuration.
Use the scroll bar to view all the available timestamps and click the radio button
against the required date. This enables the Restore Configuration button.
2 Click Restore Configuration to complete this action.
This button changes to Restoring... which indicates that the configuration is in
progress.
On completion, a notification such as Setting Succeed or Setting Failed is
displayed on the right-hand corner of the main window to confirm the backup
action result.
Alternatively, you may choose to upload the restore file. Select Upload file from
my PC radio button at the bottom of the window. A pop-up window opens and lets
you navigate to the local directory of your PC. Select the appropriate file and click
Restore Configuration to complete the process or Cancel to exit.
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Restarts the device.

Reboot

Note

Note

When you point the cursor on this button, the reboot power icon flashes
in red.

You may click Basic Info at anytime to view the device information and then switch back to Action dialog box
by clicking Action icon. Alternatively you may slide the blue button on the top of this dialog box to toggle
between Basic Info and Action dialog boxes.

Accessing the Device Administration Interface
In some circumstances, you may need to access the administration interface of a network device directly. To
access the administration interface, do the following:

Step 1
Step 2

In the Topology map, click on a network device such as a switch or a router for which you want to access the administration
interface.
In the Basic Infopanel, click the Open Device GUI icon at the upper right corner. A new window will open in your
browser showing the device administration interface
Note
When you access the administration interface by clicking on the Open Device GUI, your browser will connect
to the device through the Agent. This means that if you are accessing the network remotely, only the Agent
needs to be directly reachable from outside the site.

Viewing Detailed Device Information
Step 1
Step 2
Step 3

In the Topology map, click on a network device such as a switch or a router for which you want to see detailed information.
In the Basic Info panel, click the three dot (glyphicon) icon at the upper right corner.
In the Detailed Info attribute panel, you will find a complete list of device information under the following categories:
• Overview—Allows you to view the complete device details
• Device Details—Allows you to manage the configuration of the switch ports
Note

This information is available only for switching
devices.

• WLAN Details—Allows you to view the Wireless LANs configured on the device
Note

This information is available only for wireless
devices.
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• Configuration—Allows you to view a list of backup configuration of the devices and perform actions such as
restore, save or delete configuration
Note

This information is available only for switching
devices.

Each of these are described in the following steps:
Step 4

Click Overview to view the following details:
You can click the arrow in the upper right corner of these panels to expand or collapse the display.
Table 7: Overview

Item Name

Description

Overview > GENERAL—Displays a detailed list of information for a particular device
Device Hostname:

Click Edit next to the device name to modify the device ID in the text box. Click Save to save
the changes.

TAGs:

Click Edit next to the TAGs label to add or modify the device tag in the text box. Click Save
to save the changes.
Tags may be used to help identify devices with common characteristics. You may use tags
elsewhere in FindIT Network to restrict views of the network to displaying a subset of devices.

MAC Address

The Media Access Control (MAC) address is a standardized data link layer address that is
required for certain network interface types. These addresses are specific and unique to each
port and are not used by other devices in the network.

PID VID

Product ID and the Version ID

Description

Device or product description

Device Type

The device type, such as switch, router or wireless access points

IP

The IP Addresses of the device

Model

Model name of the device

Overview > DASHBOARD—Displays a single dashboard widget for this device.
Type:

You can click the drop-down and choose the widget you wish to display. This option lists only
those widgets supported by the device. For more details on Dashboard widgets, see About
Dashboard, on page 29.

Overview > NOTIFICATION—Displays all notifications pertaining to a device
All notifications specify the date and time of the device discovery. Following are some of the common reasons when
a notification is triggered for a device:
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Item Name

Description

Red vertical lines

• Indicates the status of software updates for the device
• Displays warning messages for end of life devices

Green vertical lines

• Specifies if the device was discovered within the small business network
• Indicates the status of software updates for the device

Step 5

Click Device Details to view and manage the configuration of the switch ports on the device. A visual representation of
the device is displayed, similar to that shown in the Device View page.
This window specifies the port details of the device in a visual representation. The serial number and the PID VID
information of the device is displayed in the upper right corner of the port image.
For more details on the operations, see About Device View, on page
33.
Click Configuration to view and manage configuration backups for this device. On this tab, you will see a table listing
each backup stored on the Agent, with the following details:
Note

Step 6

Table 8: Configuration Table

Item

Description

Timestamp

The date and time of the configuration backup last performed

Comment

The notes entered by the user at the time the backup was performed.

Backed up by

The user who performed the configuration

Actions

Choose one of the following backup actions:
• Restore configuration to device—Restores the backup for the chosen timestamp
• Save configuration to PC—Saves the backup as a zip file to your local drive on your PC
• Delete configuration—Deletes the backup for the chosen time stamp

Viewing Device Inventory
The Inventory window displays a complete list of the network devices and their details in a tabular view.
Additionally, it also provides action buttons to perform configuration tasks and apply latest firmware updates
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for a device. To access the Inventory, click the Inventory button on the Discovery page. The following table
provides details of the information displayed:
.
Table 9: Inventory Table Details

Item

Description

Device Name:

Displays the device hostname.

• Router
• Switch
• WAP
Model ID

Model name of the device

Firmware Version

The current firmware version of the device

Serial Number

The serial number for the device

MAC Address

The Media Access Control (MAC) address is a standardized data link
layer address that is required for certain network interface types. These
addresses are specific and unique to each port and are not used by other
devices in the network.

IP Address

The Internet Protocol (IP) addresses of the device

Actions

Lets you perform one or more of the following actions on a device:
• Download Latest Firmware
• Apply Firmware Upgrade From Local
• Backup Configuration
• Restore Configuration
• Reboot Device
Note

Using Floor Plans
•
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Dashboard
This chapter contains the following sections:
• About Dashboard, page 29
• Adding a Widget, page 30
• Modifying a Widget, page 30
• Deleting a Widget, page 30
• Modifying the Dashboard Layout, page 31

About Dashboard
The Dashboard option in the Cisco FindIT Network Agent lets you view the real-time performance of the
network and its devices and provides the data in a graphical format. The dashboard is a customizable
arrangement of user-selectable widgets. Following are the widgets included by default in the dashboard:
• Device Health window—Displays the overall health of the devices in the network
• WLAN Client Count window—Displays the number of devices associated with the selected wireless
network
• Device Client Count window—Displays the number of devices associated with the selected wireless
access point
• Traffic window—Displays a graph of the traffic flowing through the selected interface
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Adding a Widget
The feature allows you to add one or more widgets to the existing default widgets displayed in the dashboard
to monitor tasks specific to a device or network you wish to view.

Step 1
Step 2
Step 3
Step 4

Click enable edit mode provided on the top right of the dashboard window.
Click add new widget icon. Select the type of widget to add from the pop-up list. The new chosen widget appears in
the dashboard.
Click and hold the change widget location icon to drag the new widget to the desired location in the dashboard.
Click the save changes icon at the top right of the dashboard window to preserve the changes.

Modifying a Widget
Step 1
Step 2

Step 3
Step 4

Click enable edit mode provided on the top right of the dashboard window.
Use the drop-down lists within the new widget to select a specific device, interface or network to be monitored.
Note
For the Device Health widget, the devices are listed in the widget
display.
Click the edit widget configuration icon in the top right of the widget to modify the behavior of the widget.
Click save changes icon at the top right of the dashboard window to preserve the changes.

Deleting a Widget
Step 1
Step 2
Step 3

Click enable edit mode provided on the top right of the dashboard window.
Click remove widget icon at the top right of the widget to be removed.
Click save changes icon at the top right of the dashboard window to preserve the changes.
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Modifying the Dashboard Layout
You can customize the dashboard layout and assign a name for the newly customized dashboard.

Step 1
Step 2
Step 3
Step 4

Click enable edit mode icon provided on the top right of the dashboard window.
Click edit dashboard icon and select your preferred layout from the pop-up. Each option in the pop-up includes a
diagram showing the layout of the widget containers for that option.
Click change widget location icon in the top right of each widget to move the widget into a different widget container.
Click and hold to drag the widget into the new container. Each container can hold multiple widgets.
Click the save changes icon at the top right of the dashboard window to preserve the changes.
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Device View
This chapter contains the following sections:
• About Device View, page 33

About Device View
The Device View provides a front panel view of each device that includes switch ports. This page allows you
to view the status of the ports including traffic counters, and make changes to the port configuration. This
page also allows you to view and configure the Smartports role for port on devices that support Smartports.
You may use the search box to limit the devices displayed. Type in all or part of a device name, product ID,
or serial number to find the desired device.

Note

Stack ports on stackable switches will not be displayed when the switch is configured with stacking
enabled. If the switch is configured in standalone mode, the stack ports will be shown
The Device View presents two different views of the devices:
• Physical—This view allows you to see the status and change the configuration of the port at the physical
layer. You may view or change settings for speed, duplex, flow control, Energy Efficient Ethernet (EEE),
Power over Ethernet (PoE), and VLANs. Each port is shown with a green LED indicating link and a
yellow LED indicating that power is being supplied to the attached device.
• Smartports—This view allows you to see the current Smartports role for each port, and to change the
role. Each port is overlaid with an icon indicating the current role.

Note

A Smartport is an interface to which a built-in (or user-defined) macro may be applied. These macros are
designed to provide a means of quickly configuring the device to support the communication requirements
and utilize the features of various types of network devices.
To view the status of a port, click on that port in Device View. The Basic Info panel for the port appears,
showing the current configuration, status, and traffic counters for the port in the Physical view, and the
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Smartports configuration and status in the Smartports view. To make changes to the port configuration, click
on the Actions button at the lower right of the Basic Info panel.
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System Configuration
This chapter contains the following sections:
• About System Configuration, page 35
• Using the Wizard, page 35
• Configuring Time Settings, page 36
• Configuring DNS Resolvers, page 36
• Configuring Authentication, page 37

About System Configuration
The system configuration pages allow you to define various system level parameters that typically apply to
all devices in the network. These parameters include configuration such as time settings, domain name services,
and administrator authentication. You may create configuration profiles for each of these areas separately, or
you may use the wizard to create profiles for each area in a single workflow. The configuration profiles are
then applied to one or more device groups, and then pushed out to the devices.

Using the Wizard
The wizard allows you to create configuration profiles for each of Time Management, DNS Resolvers, and
Authentication and assign those profiles to one or more device groups in a single workflow.
Using the Wizard
1 Navigate to System Configuration > Wizard
2 In the Group Selection screen, enter a description for this configuration, and select one or more device
groups to be configured. Click Next
3 In each of the screens that follow, select the configuration as required. For more details on these parameters,
see the following sections.
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4 Complete the configuration settings on each screen and click Next. If you do not wish to configure settings
on a particular screen for this profile, click Skip. Click Back to visit the previous screens or you may click
the headings on the left.
5 Complete the configuration and review the settings on the final screen. Click Finish to apply the
configuration to the selected devices.

Configuring Time Settings
The Time Settings page allows you to configure timezones, daylight saving, and NTP servers for the network.
The following sections provide you instructions on creating, modifying and deleting the Time Settings
configuration profile.
Creating a Time Settings Configuration Profile
1 Navigate to System Configuration > Time Settings
2 Click the plus icon to add a new profile
3 On the Device Group Selection section, enter a description for this configuration, and select one or more
device groups to be configured
4 Select an appropriate timezone from the drop-down list
5 Optionally enable Daylight Saving by clicking the checkbox, and then specify the parameters for daylight
saving in the fields provided. You may choose to specific fixed dates or a recurring pattern. You may also
specify the offset to be used.
6 Optionally enable the Network Time Protocol (NTP) for clock synchronization by clicking the checkbox.
In the boxes provided specify at least one NTP server address.
7 Click Save
Modifying a Time Settings Configuration Profile
1 Select the radio button next to the profile to be changed, and click the edit icon.
2 Make the required changes to the profile settings and click Update.
Removing a Time Settings Configuration Profile
1 Select the radio button next to the profile which needs to be removed
2 Click the delete icon

Configuring DNS Resolvers
The DNS Resolvers page allows you to configure the domain name and domain name servers for the network.
The following sections provide you instructions on creating, modifying and deleting the DNS resolvers
configuration profile.
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Creating a DNS Resolver Configuration Profile
1 Navigate to System Configuration > DNS Resolvers
2 Click the plus icon to add a new profile
3 On the Device Group Selection section, enter a description for this configuration, and select one or more
device groups to be configured
4 Specify the domain name for the network
5 Specify at least one DNS server address
6 Click Save
Modifying a DNS Resolver Configuration Profile
1 Select the radio button next to the profile to be changed, and click the edit icon
2 Make the required changes to the profile settings and click Update
Removing a DNS Resolver Configuration Profile
1 Select the radio button next to the profile to be removed
2 Click the delete icon

Configuring Authentication
The Authentication page allows you to configure administrative user access to network devices. Authentication
may be performed against a local user database, or using RADIUS. A local username and password should
always be specified for cases where the RADIUS server is not reachable or the device does not support
RADIUS authentication for administration access. The following sections provide you instructions on creating,
modifying and deleting the authentication configuration profile.
Creating a Authentication Configuration Profile
1 Navigate to System Configuration > Authentication
2 Click the plus icon to add a new profile
3 On the Device Group Selection section, enter a description for this configuration, and select one or more
device groups to be configured
4 Optionally, enable RADIUS authentication by clicking the checkbox. Ensure you specify at least one
RADIUS server and secret.
5 Specify at least one username and password combination for local user authentication. Additional users
may be added by clicking the plus icon
6 You may also choose to require the use of complex passwords
7 Click Save
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Modifying a Authentication Configuration Profile
1 Select the radio button next to the profile to be changed, and click the edit icon
2 Make the required changes to the profile settings and click Update
Removing a Authentication Configuration Profile
1 Select the radio button next to the profile which needs to be removed
2 Click the delete icon
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Network
This chapter contains the following sections:
• About Network Configuration, page 39
• Configuring VLANs, page 39
• Configuring Wireless LANs, page 40

About Network Configuration
The network configuration pages allow you to define Virtual LANs (VLANs) and Wireless LANs (WLANs)
for you network. Having multiple VLANs and WLANs in your network allows you to divide the network
into multiple logical networks based on business needs rather than physical topology. This can help enhance
both the performance and security of your network. Each WLAN must be associated with a VLAN, but a
single VLAN can have any number of WLANs associated with it.

Configuring VLANs
The Virtual LAN page allows you to split your switch network up into multiple virtual networks or VLANs.
Creating a Virtual LAN
1 Navigate to Network > Virtual LAN
2 Click the plus icon to add a new VLAN
3 Specify a descriptive name for the VLAN, and the VLAN ID to be used. The VLAN ID should be a number
in the range 1-4095, and should not already be in use in the network.
4 Select one or more device groups from the drop-down list. The new VLAN will be created on all
VLAN-capable devices in the selected groups.
5 Click the save icon
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Modifying a VLAN
1 Select the radio button next to the VLAN to be changed, and click the edit icon
2 Make the required changes to the VLAN settings and click the save icon
Removing a VLAN
Select the radio button next to the VLAN to be removed, and click the delete icon

Configuring Wireless LANs
The Wireless LAN page allows you to manage the wireless networks in your environment.
Creating a Wireless LAN
1 Navigate to Network > Wireless LANs
2 Click the plus icon to add a new WLAN
3 Specify a descriptive name for the WLAN, and the VLAN ID that it should be associated with. The VLAN
ID should be a number in the range 1-4095, and if it does not already exist in the network, a new VLAN
will be created automatically.
4 Optionally change the Enable, Broadcast, Security and Radio settings to match your requirements
5 Depending on the security mode selected – Enterprise or Personal – specify either the RADIUS server to
be authenticated against, or a pre-shared key
6 Select one or more device groups from the dropdown list. The new WLAN will be created on all devices
with wireless access point capabilities in the selected groups.
7 Click the save icon
Modifying a WLAN
1 Select the radio button next to the WLAN to be changed, and click the edit icon
2 Make the required changes to the WLAN settings and click the save icon
Removing a WLAN
Select the radio button next to the WLAN to be removed, and click the delete icon

Note

If a VLAN was created automatically when creating the WLAN, the VLAN will not be deleted when the
WLAN is deleted. The VLAN may be deleted on the Virtual LAN page.
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Reports
This chapter contains the following sections:
• About Reports, page 41
• Viewing the Health Report, page 41
• Viewing the Eox Report, page 42
• Viewing the Maintenance Report, page 43

About Reports
The Reportsoption in the Cisco FindIT Network Agent Agent generates a series of reports about your network
devices. These reports include the following:
• Health Report—Provides a high level view of the health of the network devices
• EOX Report—Shows any devices that have an End of Life bulletin published
• Maintenance Report—Lists all devices, its warranty status, and specifies if the device has an active
support contract
The Search box located at the top of each report can be used to filter the results. Enter a text in the Search
box and click the search icon to limit the number of entries that are displayed with the matching text. The
results displayed in the table are updated automatically as you type.

Viewing the Health Report
The Health Report provides a high level view of the health of the network devices, taking into account both
software and hardware life-cycle status. The following table describes the information provided:
Table 10: Health Report

Field

Description

Hostname

The hostname of the device
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Field

Description

Device Type

The type of device

Firmware Version

Specifies the firmware version of the device and if a
later version is available

End of Life Status

Specifies if an End of Life bulletin has been
published for the device and the date of the next key
milestone in the End of Life process

Maintenance Status

Specifies if the device is currently under warranty or
covered by a support contract

The row in the table for a device that may require attention is color-coded to indicate the urgency. For example,
a device with a published End of Life bulletin will be colored orange if the End of Support milestone has
not been reached, and red if the device is no longer supported by Cisco.

Viewing the Eox Report
The EOX Report lists any devices that have an End of Life bulletin published, along with key dates in the
End of Life process, and the recommended replacement platform. The following table describes the information
provided:
Table 11:

Field

Description

Product ID

The product ID or part number of the device

Name

The hostname of the device

Device Type

The type of device

Current Status

The stage at which the End of Life process of the
product is at.

Date of Announcement

The date the End of Life bulletin was published

Last Date of Sale

The date after which the product will no longer be
sold by Cisco

Last Date of Software Releases

The date after which no more software versions will
be released for the product

Last Date for New Service Contract

The last date for taking out a new support contract on
the device
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Field

Description

Last Date for Service Renewal

The last date for renewing an existing support contract
on the device

Last Date of Support

The date after which Cisco will no longer provide
support for the product

Recommended Replacement

The recommended replacement product

Product Bulletin

The product bulletin number and a link to the bulletin
on the Cisco website

Each row of the table is color-coded to indicate the stage of the End of Life process the device is at. For
example, a device that has past the Last Date of Sale but not yet reached the Last Date of Support will be
colored orange, and a device that is past the Last Date of Support is colored red.

Viewing the Maintenance Report
TheMaintenance Report lists all network devices that includes the warranty and support contract status
information for each of them. The following table describes the information provided:
Table 12:

Field

Description

Name

The hostname of the device

Device Type

The type of device

Model

Model number of the device

Serial Number

The serial number for the device

Status

The current support status of the device

Coverage End Date

The date at which the current support contract will
expire

Warranty End Date

The date at which the warranty for the device will
expire

Each row of the table is color-coded to indicate the support status for the device. For example, a device that
is approaching the expiry date of the warranty or support contract will be colored orange, while a device that
is out of warranty and does not have a current support contract will be colored red.
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Administration
This chapter contains the following sections:
• About Administration, page 45
• Managing Device Groups, page 46
• Managing Credentials, page 47
• Managing Site Information, page 47
• Connecting to the Manager, page 48
• Managing Users, page 48
• Changing Passwords, page 49
• Managing Platform Settings, page 49
• Managing Email Settings, page 49

About Administration
The Administration option in the FindIT Network Agent allows you to manage the Agent software. This
option contains the following pages:
• Device Groups – Allocate network devices into group for easy management
• Credential Management – Enter credentials to be used when accessing network devices
• Site Information – Specify the location and other details about the site
• Manager Connection – Associate the Agent with a FindIT Network Manager
• User Management – Define user access to FindIT Network
• Change Password – Change the password for the currently logged in user
• Platform Settings – Manage network configuration for the Agent
• Email Settings – Setup email for the Agent
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Managing Device Groups
FindIT Network uses Device Groups for performing most configuration tasks. Multiple network devices are
grouped together so that they may be configured in a single action. Each device group can contain devices of
multiple types, and when configuration is applied to a device group, that configuration is only applied to
devices in the group that support that feature. For example, if a device group contains wireless access points,
switches and routers, then configuration for a new wireless SSID will be applied to the wireless access points,
will not be applied to the switches, and will be applied to the routers only if they are wireless routers.
Creating a New Device Group
To create a new Device Group, do the following:
1 Navigate to Administration > Device Groups
2 Click on the + plus sign to create a new group
3 Enter a name and a description for the group
4 Use the drop-down list to select devices to be added to the group. If the selected device is already a member
of a different group, it will be removed from that group. Each device may only be a member of a single
group.
5 Click the Save icon
Modifying the Device Group
To change an existing Device Group, do the following:
1 Navigate to Administration > Device Groups
2 Select the radio button next to the group to be changed and click the Edit icon
3 Change the name and description as required.
4 Add and remove devices from the group as required. To remove a device that was previously added to the
group, click the trashcan icon next to the device. The device will be moved to the Default group.

Note

You cannot delete a device from the Default group. To remove a device from the Default group you must
add it to a new group.
5 Click the Save icon
Deleting a Device Group
To delete a Device Group, do the following:
1 Navigate to Administration > Device Groups
2 Select the radio button next to the group to be changed and click the Delete icon
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Note

You cannot delete the Default group

Managing Credentials
For FindIT Network to fully discover and manage the network, the Agent must have credentials to authenticate
with the network devices. When a device is first discovered, the Agent will attempt to authenticate with the
device using the default username: cisco, password: cisco, and SNMP community: public. If this attempt
fails, a notification will be generated and valid credentials must be supplied by the user. To supply valid
credentials, do the following:
1 Navigate to Administration > Manage Credentials
2 Under the Add New Credential heading, you will see a status message telling you the total number of
devices discovered and how many require credentials. You may click on this message to display a table
listing the discovered devices and whether each device has a valid credential.
3 Enter valid credentials into either or both of the Username/Password fields and SNMP Community
field. You may click the plus icon next to the corresponding field to enter up to three of each type of
credential.
4 Click Apply. The agent will test each credential against each device that requires that type of credential.
If the credential is valid, it will be stored for later use with that device.
5 Repeat steps 2 to 4 as necessary until every device has valid credentials stored.
Underneath the Add New Credential section is a table showing the identity for each device for which the
Agent has a valid credential stored and the time that credential was last used. To display the stored credentials,
you may click the Show Password button. To hide the credentials again, click the Hide Password button.
You may also delete credentials that are no longer required. To delete stored credentials, do the following:
1 Navigate to Administration > Manage Credentials
2 In the Saved Credentials table, select the check box against one or more sets of credentials to be deleted.
You may also select the checkbox at the top of the table to select all credentials.
3 Click the Delete Selected Credentials button

Managing Site Information
The Site Information page allows you to identify the site this Agent is located at and to specify the geographic
location of the site. This information is used by FindIT Network Manager when displaying information from
this Agent. To set the identity and location, do the following:
1 Navigate to Administration > Site Information
2 Enter an identifying name for the site in the Name field
3 Enter the address of the site in the fields provided. You can enter a partial address in the first Location
field and hit enter, and the map will update to show the location specified. You can then click on the map
to specify the desired location.
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4 Click Save

Connecting to the Manager
To establish an association between the Agent and a Manager, do the following:
1 Navigate to Administration > Manager Connection
2 Enter the DNS name or IP address of the manager into the field provided. Click Connect
The login screen for the Manager is displayed.
3 Log in using administrator credentials for the Manager. This authenticates the Agent to the Manager and
establishes the association.

Managing Users
The User Management page allows you to define users that can access FindIT Network, and also allows you
to implement password complexity requirements for those users.
FindIT Network supports two type of user—admin and operator. An admin has full access to the FindIT
Network features, while an operator can do everything except managing users.
By default, an admin that is created with the installation of an Agent has the username: cisco and password:
cisco.
Adding a New User
To add a new user, do the following:
1 Navigate to Administration > User Management
2 Click the + plus icon to create a new user
3 In the fields provided, enter a username, password, and specify the user type
4 Click OK
Modifying a User
To modify an existing user, do the following:
1 Navigate to Administration > User Management
2 Select the radio button for the user to be changed, and then click the Edit icon
3 Change the user type and the password as required
4 Click OK
Deleting a User
To delete an existing user, do the following:
1 Navigate to Administration > User Management
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2 Select the radio button for the user to be deleted, and click the Delete icon. You will see a notification
confirming your action.
Changing password complexity
To enable or change password complexity requirements, do the following:
1 Navigate to Administration > User Management
2 Modify the Local User Password Complexity settings as required

Changing Passwords
To change the password for the currently logged in user, do the following:
1 Navigate to Administration > Change Password
2 Specify the current password, new password, and confirm your new password in the appropriate fields
3 Click Save

Managing Platform Settings
To change the network configuration for the Agent, do the following:
1 Navigate to Administration > Platform Settings
2 Specify a hostname for the Agent in the field provided.
The hostname is used to identify the Agent when generating Bonjour advertisements and sending email
3 Select the method for IPv4 address assignment. The available options are DHCP (default) and Static IP.
If you choose the Static IP option, then specify the address, subnet mask, default gateways and DNS
servers in the appropriate fields.
4 Select the method for time synchronization. The available options are NTP (default) and Local Clock. If
the NTP option is chosen, then optionally modify the NTP servers to use for synchronization
5 Click Save

Managing Email Settings
The Email Settings page allows you to control how emails will be sent by FindIT Network. This page allows
you to set the following parameters:
Table 13: Email Setting

Field

Description

SMTP Server

The domain name or IP address of the SMTP server
that will be used.
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Field

Description

SMTP Port

The TCP port to use for sending mail

Email Encryption

The encryption method to use. Options include:
• None
• TLS
• SSL

Authentication

The authentication method to use. Options include:
• None
• Clear text
• MD5

Username

The username to present if authentication is enabled.

Password

The password to present if authentication is enabled.

Send Email to 1

The first email address to send notifications to.

Send Email to 2

The second email address to send notifications to.

From Email Address

The email address to originate messages from.

To test the configuration, click the Test Connectivity button. This will generate a test email to the recipients
specified.
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Notifications
This chapter contains the following sections:
• Viewing and Filtering Device Notifications, page 51

Viewing and Filtering Device Notifications
FindIT Network generates notifications when different events occur in the network. A notification may generate
an email or a pop-up alert that appears in the lower right corner of the display, and all notifications are logged
for later review. Notifications may also be acknowledged when they are no longer of interest and those
notifications will be hidden from the log by default.
To view notifications for a single device or all devices, do the following:

Step 1

In the Home window, click Notifications Center (call out) icon on the top right corner of the global tool bar. The number
badge on the icon specifies the total number of unacknowledged notifications outstanding, and the color of the badge
indicates the highest severity level currently outstanding.
If notifications have occurred, they are listed below the icons in the Event Log dialog box. The number on the severity
icon provides a total of the number of notifications in each of the following categories:
• Information—Minor (green octagon icon)
• Warning—Major (orange triangle icon)
• Alert—Critical (red triangle icon)

Step 2

In the Event Log dialog box, you can perform the following actions:
• Acknowledge a notification—Check the check box against the event to acknowledge the notification. If you hover
the mouse over an acknowledge check box momentarily, you will be given an option to acknowledge all notifications
in the display
• Filter the displayed notifications—Instructions for this action is provided in the following step.

Step 3

Click Filter (triangle) icon to open the Filter panel. Specify the details as described in the following table:
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Table 14: Filter Panel

Field

Description

Display Events From: To:

The time and date range for which the notifications are to
be displayed.

Severity Level

The severity level of the notifications to be displayed. It
can be one of the following:.
• Information
• Warning
• Alert

Event Type

The event type of the notifications to be displayed. For
example, to display notifications for devices that are end
of life, choose End of life from the drop-down list.

Device

The device for which the notifications are displayed.

Check the check box against Include Acknowledged Events in the window to display all notifications that have been
acknowledged.

Step 4

Following are some of the additional options available in the Event Log window. These icons can be found on the top
right corner of this window.
• Event Log Setting—Click the (hourglass) icon to view the Event Setting window. You can check the check box
against the appropriate option such as Popup Notification or Email setting for an event type. Based on this setting,
the system will pop-up to notify and/or send email when an event occurs. Click Save to save the setting or click
Restore Defaults to restore the default setting.
• Panel Setting— Click this (gear) icon to modify the panel settings and adjust the display of the screen to improve
visibility. The following table provides details of this option.
Table 15: Notification Center - Panel Setting Table

Field

Description

Icon Opacity

The level of opacity you wish to set for an image icon

Panel Opacity

The level of opacity you wish to set for the display panel

Panel Height

The height of the panel in pixels

Panel Width

The width of the panel in pixels

Click Save to save the settings or click Reset to restore to default values.
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Note

Notifications for individual devices may be seen in the Basic Info and the Detailed Info panels for the
device.
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