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IL—T 4 201\ FOIE

debug ip packet
Process Process debug |p ospf hello
(OSPF,etc) (OSPF,etc) debug eigrp packet hello
I I debug ip bgp keepalive
Input Queue J- ------- SPD -=-=-=----- = |nput Queue J
show interface
show interface switching

Interface » Interface l
’ Hello or Keepalive -y



Process
(OSPF,etc)

Input Queue J

Interface J

—

Fwv 9 H5EMZEET S

C1812J# debug ip ospf hello
OSPF hello debugging is on

Jun 12 14:13:28.418 JST: OSPF-1 HELLO Fal: Rcv hello from 10.3.3.3
area 0 192.168.2.2

C1812J#sh intfal | i queue

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 332
Output queue: 0/40 (size/max)

C1812J#sh intfa0 |i error
67 input errors, 0 CRC, 67 frame, 0 overrun, 0 ignored
0 output errors, 0 collisions, 0 interface resets

C1812J# sh ip int fa0 | i Multicast
Multicast reserved groups joined: 224.0.0.10 224.0.0.5 224.0.0.6

C1812J# sh controllers fa0 | i address filter|5e00
Software MAC address filter(hash:length/addr/mask/hits):
0x58: 0 0100.5e00.0006 0000.0000.0000 0
Ox5B: 0 0100.5e00.0005 0000.0000.0000 17633



SPD(Selective Packet Discard)

Input Queue 75 (Normal queue) [Z headroom / extended headroom %
IBANL. headroom TIL—T 4 >F 70 L ILERET HHEE,

C1812J# sh int fa0

FastEthernetO is up, line protocol is up

(snip)

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo

(snip)
- 75 -~ 100 75
Extended
Input Queue Headroom Headroom
Normal IP, BGP, BGP, OSPF, HDLC OSPF, HDLC
OSPF, HDLC

BGP/OSPF /34y kENormal IP /84y & U H, B2 —TRESIN S,
HMITTRER—CESBCESLY,

« ERE/NT Y FEEFE(SPD)DERE & FI A
http://www.cisco.com/web/JP/product/hs/ios/tec/spd.html
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EIGRP: JL—R2 BEINEDRA IN—F >

[ERE:
Y RIT—=DI2I—2 %EME, TRAVE—ORHAEH,
RAN—=F9NRFREEL, RAN—DHEILTEHL LT,

Jun 10 10:14:28.315 JST: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.1.1
(GigabitEthernet1/0/1) is down: retry limit exceeded

Jun 10 10:14:28.894 JST: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.1.1
(GigabitEthernet1/0/1) is up: new adjacency

%EIGRP: Failed to get client handle from BFD

Jun 10 10:15:23.881 JST: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.1.1
(GigabitEthernet1/0/1) is down: retry limit exceeded

Jun 10 10:15:24.191 JST: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.1.1
(GigabitEthernet1/0/1) is up: new adjacency

LIRTIEEEL K RAN—DFhTHE Y. BES G, -DIZ, ,

retry
<

EIGRP neighbor

C1812J Cat3750
I Il 444 e e |




EIGRP: JL—A2 1 BMEZDARAI/IN—F )2
FT(FAVE—FEKRZR S,

Jun 10 10:14:28.315 JST: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.1.1
(GigabitEthernet1/0/1) is down: retry limit exceeded

EFEAYE—TIFEIGRP A XE/N7 Y RIXT S5 ACK ZZETELRWEEIC,
BEZEZRYRL, 16@BEZEY IR L ACK BE (T “retry limit exeeded” [
FY—BRAN—=PR)Ey FESn=2EETRT,

Cat3750# show ip eigrp neighbors detail
EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 192.168.1.1 Gil1/0/1 12 00:00:16 1997 5000 1 98

Version 6.0/3.0, Retrans: 2, Retries: 2
Topology-ids from peer - 0
UPDATE seq 98 ser 1-79 Sent 14470 Sequenced

& ACK AB>TZHLHIEEZ D

- Z+H %% Update Z&E{E L TLVELYV?
« 24 /N—R DX T Update or ACK A drop S TLVS?

I . [ B |



EIGRP: JL—2EBMEDRAIN—F)

& ACK SR> TEHULWHWEEZRD

1 Upd LVERLY?
MELTLLS Updare ZRBT2T “EETETuan

=< - ST
C1812J EIGRP neighbor 13750

BEER2) R A /N— T Update or ACK A drop ShTLVE?
Ack

— Update
@ Y x—&Z
< -
EIGRP neighbor

C1812J Cat3750




EIGRP: JL—R2 BEINEDRA IN—F >

1) £4H %4 Update ZEETETLVEL?
debug eigrp packets update IZ & Y Update MDEZ{EZFMIL—3 THER

Cat3750# debug eigrp packets update
(UPDATE)

EIGRP Packet debugging is on
.Jun 10 10:58:35.183 JST: EIGRP: Sending UPDATE on GigabitEthernet1/0/1 nbr 192.168.1.1,

retry 1, RTO 300 tid O
Jun 10 10:58:35.183 JST: AS 1, Flags 0x0:(NULL), Seq 112/112 interfaceQ 0/0 iidbQ un/rely

0/0 peerQ un/rely 0/1 serno 1-79
.Jun 10 10:58:35.485 JST: EIGRP: Sending UPDATE on GigabitEthernetl1/0/1 nbr 192.168.1.1,

retry 2, RTO 450 tid O
&2 Update #ER/IEEE L TLVEHA, TEXTEIL—F TIEZE L TLVELY,

C1812J# debug eigrp packets update
(UPDATE)
EIGRP Packet debugging is on
C1812J# <<<<< Al H /R SN 7L\, Update #2{E L TL VLY,

Note: JL—#A or DEEEZYYL TR EDIZAA Yy F 2w TF 2 ED

I . [ B |



EIGRP: JL—R2 BEINEDRA IN—F >

21 £ %1 Update ZREETETLVEL? (BiF)

EIGRP Update #iX{EJ ARIZ MTU 2B T RIEEICIE. 95T AV %
TUVIEET %, EIENT Y b A XEHERT 576 debug ip packet ZfF 5,

access-list 110 permit eigrp any host 192.168.1.1
Cat3750# debug ip packet 110

Jun 10 11:11:28.925 JST: IP: s=192.168.1.2 (local), d=192.168.1.1 (GigabitEthernet1/0/1), len
1528, sending

EFEM 5. len 1528 (bytes) EE>THY . EIE/N vy A XHEthernet T
— %897 MTU 1500byte RLEEZR > TS Z EMNFERTE D,

Z

ote:
debug ip packet TIEIXKEDHE WL H S8, LEEEDESICACLEERLTEE,
NHWERINED debug DH ZHERT 5L D129 5,




EIGRP: JL—R2 BEINEDRA IN—F >

REER2) R4/ /A—T Update or ACK At drop ShTULVS?

Cat3750# sh int gi1l/0/1 | i MTU|Last|queue|error
MTU 1600 bytes, BW 100000 Kbit, DLY 100 usec,
Last input 00:00:02, output 00:00:02, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Output queue: 0/40 (size/max)
O input errors, 0 CRC, 0 frame, 0 overrun, O ignored
0 output errors, 0 collisions, 0 interface resets

tEATOTERIZERT %,

1. MTU &

2. Lastinput/output A1) v fEINTULVSH,

3. Input/output queue T drops/flushes A3 EHN L T ULV LAY,
4. input/output T errors A& L TULVER LAY,

Update S8 TIZ4FIZRAEMN L LY,



EIGRP: JL—R2 BEINEDRA IN—F >

fESR) R4 /N\—[ET Update or ACK A¥drop shTLV3E?

C1812J# sh int fa0 | i MTU|Last|queue|giant|error
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters 02:09:34
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Output queue: 0/40 (size/max)
0 runts, 1083 giants, 0O throttles
1083 input errors, 0 CRC, 1083 frame, 0 overrun, O ignored
0 output errors, 0 collisions, 0 interface resets

EERMELER L, MTUENEGZ ST-HXMMN 5D 1528bytes D /347y kH MTU
1500byte & Y KELVvI=¢h giants & L TIHREL TS LFIBITE %,

HER:

MTU DA—E #2893 %, Catalyst3750 TlxA4 V42 Tz —REIZIEMTU 2ZH
TZ9 . Tidsystemmturouting AY > KTZEET 3,

Cat3750(config)# system mtu routing 1500

I . I L |



EIGRP: JL—R2  EMED A IN—F )

wE:
FEIEMTU OF—HBEEFETEEN., LENEBEGN R ZEZ 5,

Cat3750# debug ip packet 110
Jun 10 11:11:28.925 JST: IP: s=192.168.1.2 (local), d=192.168.1.1 (GigabitEthernet1/0/1), len 1528,
sending

INT Yy X TF v SExternal A
» iemet Protowl, 9w B IMLL2 Um0 L B el Ghyteh BT & BB,
Version =2
FEQE 1 “’“f’ 1528 = IP Header 20 + EIGRP Header 20
Sequence = 258 + EIGRP External 62 * 24 routes

Acknowledge = 0
Autonomous System 1

~ Unknown (Ox00f3) .
Type = OxEOT3 (Unknown) EXterna| ﬁﬂ% E_E_
]

Size = 62 bytes - L i i ‘\
= Unknown (0x00f3) 1DOT 62bytes )Lljf,zg?) 7][” ) 24%&% l«lJ:O) Update 75 %ﬂi

Type = Ox0OF3 (Unknown)

0020
0030 (6l
0040 [

0050  [oaMey 0 | uﬁlj [j: 1500byte %Ez_%) Update % 1|=T%) &
offeerent s PSPt BB > T2,




= H [[]2

IR F

RFCZEDESITERALTLAMEATLEEELY,
% RFC (Request for Comments)

a)
b)
c)

d)

RFC ZH b 7Ly,
FL\=C EETHBMN, A &R,

W—T 4257 aLEMNBT-H, RFCZRI=CEAH
B

ST a—TFT42FI2BULVT,. RFCZEHETHESEL
RFCIZER LE=-BMENLTZLWHDERZ L ENBH D,
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OSPF : LOADING to FULL A wt—
SR8
FEHICTRA Vv E—ORHASIN, OSPF RAN—BFLEIZCRZ 5,

Jun 10 13:33:40.813 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernet0
from LOADING to FULL, Loading Done
Jun 10 13:34:27.990 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernet0
from LOADING to FULL, Loading Done
Jun 10 13:35:25.708 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from LOADING to FULL, Loading Done
Jun 10 13:36:13.554 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from LOADING to FULL, Loading Done

{a[#& DOWN DA vtE—IUhRHEBEWVWAESS, -

LOADING to FULL % 192.168.1.0/24 , HEL— S EHBTERL
@ Fa0 Gi1/0/1 @
-r- —
C1812J OSPF neighbor 13750
e EENTTTET




O

OSPF : LOADING to FULL A v Ez—v

FTIEDOWN DAY E—HETWEWEEZEZ D,

Jun 10 13:33:40.813 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from LOADING to FULL, Loading Done

CDAytE—UTEE default BEICE > THASATINS,

C1812J(config)# router ospf 1
C1812J(config-router)# log-adjacency-changes % default 85

Cisco.com E@a< > FYJ7 LR ZHEET 5,

log-adjacency-changes

The log-adjacency-changes command is on by default but only up/down (full/down) events
are reported, unless the detail keyword is also used.

default TIX up/down (full/down) LMRIRENT . detaill T 3 ohHd &
2 AN



OSPF : LOADING to FULL A v t&—

log-adjcancy-changes detail Z5%E 9 5 & . FULL or DOWN LISt DIRREEFE £
WENTE S,

Jun 10 13:53:09.243 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from FULL to INIT, 1-Way

Jun 10 13:53:09.247 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from INIT to 2WAY, 2-Way Received

Jun 10 13:53:09.247 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernet0
from 2WAY to EXSTART, AdjOK?

Jun 10 13:53:09.247 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from EXSTART to EXCHANGE, Negotiation Done

Jun 10 13:53:09.259 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from EXCHANGE to LOADING, Exchange Done

Jun 10 13:53:09.263 JST: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernetO
from LOADING to FULL, Loading Done

ez RAE. FULLDS INITIZESDTWAZ EASM Y. DOWN [Z(E
o TULWEWL =6, default DEFRETIERTEINGEN I ENH 5,



OSPF : LOADING to FULL A v t&—

OSPF neighbor A E D & 5 KR T Init (24 5 M & RFC THEERT 5,

RFC2328
OSPF Version 2

10.1. Neighbor states

Init
In this state, an Hello packet has recently been seen from the neighbor. However,
bidirectional communication has not yet been established with the neighbor (i.e., the
router itself did not appear in the neighbor's Hello packet). All neighbors in this state (or
higher) are listed in the Hello packets sent from the associated interface.

LERIZCK B E, AMIL—ENED Hello /X5y MZIZRA /N\—ZFESL L TLY
BERAN—D) A FEANTEEINS,

Thbhb., SEOHEIEMAIL—28/T DOWN L. Hello 784y kD
A IN—1 X FHEIBRE = Hello Z3%{ELT=1=%. DOWN TlE# <
nit [CEBB L. TCHOHEFULL ITHE-T1-LBETZS,
XRFClEA 2 —2y FETRARASIATLNVET,
. [ I e B ] H



OSPF : LOADING to FULL A v t&—

OSPF Hello DR A /A—1) R MZDOWTHFY TFvMALRTH S,
T E2(& OSPF neighbor Z## 3 L TLVAAKRRED Hello /84y |+,

314 75.564004 192.168.1.2 224.0.0.5 DSPF Hello Packet

4]
P Frame 314 (80 bytes on wire, B0 bytes captured)
P Raw packet data
b Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 224.0.0.5 (224.0.0.5)
= Open Shortest Path First
b OSPF Header
= 0SPF Hello Packet
Metwork Mask: 255.255.255.0
Hello Interval: 10 seconds
b Options: Ox12 (L, E)
Router Priority: 1
Router Dead Interval: 40 seconds
Designated Router: 192.168.1.2

: 192.168.1.1
b l Active Neighbor: 10.1.1.1 OSPE neighbor EEEE'-L LfL\éqk%'@[i

Hello 784w k@ Active Neighbor [ZXt R JL—45 D
Router-ID & AN TE(E,




OSPF : LOADING to FULL A v t&—

FULL to Init [Z% A ER & 7 o71= OSPF Hello /345y k,

347 85.275998 192.168.1.2 OSPF Hello Packet

[«
P Frame 347 (76 bytes on wire, 76 bytes captured)
P Raw packet data
P Internet Protocol, Src: 1592.168.1.2 (192.168.1.2), Dst: 224.0.0.5 (224.0.0.5)
ol 1 e e e ERR (R
P OSPF Header
= 0SPF Hello Packet
Network Mask: 255.255.255.0
Hello Interval: 10 seconds
b Options: Ox12 (L, E)
Router Priority: 1
Router Dead Interval: 40 seconds
Designated Router: 192.168.1.2
Backup Designated Router: 0.0.0.0

b O$PF LLS Data Block ACtive Neighbor O)IEE 75§#§: < .
KL L TULYS neighbor ALV &%
~LTWLWS,




OSPF : LOADING to FULL A v t&—

OSPF Hello 734y k@ Active Neighbor Av 5 Router-ID AVEAZ =& LVD Z &1,
%t ]8I T l& OSPF neighbor /A DOWN L1=&WLVS5 Z &,

Router-1D 10.1.1.1 Router-ID 10.2.2.2
- ~
OSPF neighbor
(10.2.2.2)Hello Hello (10.1.1.1)
FULL - - FULL . .
Hello Dead timer expired!!!
FULL->INIT < FULL->DOWN

In&kY., RIL—2(EANICIFHEELELS . XFIIL—F 8T OSPF Down A
RELEEZERZHARNDILENSH D, TRRFBFBZAONDIER,

« XfMJL—42 H OSPF Hello Z drop LT=(F35 74 vV 1B%)

« L—A D L2 X T OSPF Hello A drop Ehi=(+3 74 v iB%)
« SAAIL—FRBIDA 2% Tz —AD down/up L 1= (EFETHUMER)

B | - I
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M2t D/ T®FE Y —)IL (Bug Toolkit) [ZDLNT
HET-DREBREHA TS,

a)
b)
c)

d)

TATY—ILHRI TR,

HoTWLWAHM, HFEYEDEL,
FSTNWNYa—T4 U TREBEANFTREDRET
KLESIHN, SFECEEDLDZER DTN,

Bug Toolkit DELVAEZEIRAA—L. BEHMFESHN
HNITKERDITHENTES

5.
Bug Toolkit [& Bug Search Tool EWSEH LWY—ILIZBITINBEFETT,
MIBHHNBICEYERY—ILBREZLZNVBELTENVET,
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BGP : hold time expired TO 4 5 >
[HRE:
—BE7IX7 vy T 5. hold time expired T down/up Z#&Yi&I,

Jun 10 18:30:10.679 JST: %BGP-5-ADJCHANGE: neighbor 10.3.3.3 Up

Jun 10 18:33:11.286 JST: %BGP-5-ADJCHANGE: neighbor 10.3.3.3 Down BGP Notification
sent

Jun 10 18:33:11.286 JST: %BGP-3-NOTIFICATION: sent to neighbor 10.3.3.3 4/0 (hold time
expired) O bytes

Jun 10 18:33:11.294 JST: %BGP_SESSION-5-ADJCHANGE: neighbor 10.3.3.3 IPv4 Unicast
topology base removed from session BGP Notification sent

—BT7vFFHENS LI, BEEEHIENSIELDIZ,

L00:10.2.2.2/32 + < >+ L00:10.3.3.3/32
AS65000 iBGP neighbor AS65000
2
@ GIl/0/L  Fa0 @ Fal Gi3/1 @
‘ 192.168.1.0/24 ‘ 192.168.2.0/24 u

Cat3750 C1812J Cat6500
I . . e .|




BGP : hold time expired THO X o >
FFTEAYVE—DDEKREERET S,

Jun 10 18:33:11.286 JST: %BGP-3-NOTIFICATION: sent to neighbor 10.3.3.3 4/0 (hold time
expired) O bytes

Cat3750 T BGP keepalive % hold time DfEl. ZIEETEHEI > 1=1=OFR M /\—%
Ay &8, NOTIFICATION A wt—TFFEELTLS,

Cat3750# sh ip bgp nei 10.3.3.3 | i hold time
Last read 00:01:39, last write 00:00:47, hold time is 180, keepalive interval is 60 seconds

&M 5 hold time (X 180%). keepalive (& 60 7= & M5, (default)

hold time expired BGP keepalive

<<
L00:10.2.2.2/32 < X > L00:10.3.3.3/32
AS65000 iBGP neighbor AS65000
G|1/0/1 FaO Fal G|3/1
U 192.168.1.0/24 ~ 192.168.2.0/24 U
Cat3750 C1812J Cat6500



BGP : hold time expired TO 4 5 >

Cisco MBGPZEZ TIX. BGP Update MZ{ETH holdtime ') v ¥ 5,

Cat3750# sh ip bgp nei 10.3.3.3 | i hold time
Last read 00:01:39, last write 00:00:47, hold time is 180, keepalive interval is 60 seconds

Last read : BGP Update or Keepalive DZ{ET!) v FEh b

Keepalive @ interval L EIZCIE>TWS 2 &b, Uty FENRTWWEWI EADH D,

Cat6500# sh ip bgp nei 10.2.2.2 | i hold time is
Last read 00:00:04, last write 00:01:45, hold time is 180, keepalive interval is 60 seconds

Last write : BGP Update or Keepalive ZiX1E§#%. Ack Z2{EL bty SN

XEMEITIE., lastwrite Nty FENGEWWI ENRZ B,
FD1=. FERELTIETENEETES,

FE:21)BGP Update el 5 MDEH TRBIZE LTV
FEER2)BGP Update / Keepalive M Ack MZ{E TE TLVELYV?

I . I L |



BGP : hold time expired TO 4 5 >
#&21) BGP Update B 5 N DEH TH M IZFELNTULVELY?

Cat6500# sh ip bgp sum | b Neighbor
Neighbor Vv AS MsgRcvd MsgSent  TblVer [InQ OutQ Up/Down State/PfxRcd
10.2.2.2 4 65000 68 20 511 0 1 00:00:22 0

LEHS OutQ A0 THWL=SH, FMIohD/NTy FOEEMNTT LELVRET
HDZENDI D, FEMTET LTULELEIX, BGP Update Z3i515 L Ack AY
ZETETCVWELKREEE S,

access—|ist 180 permit tcp any any eq bgp
access—|ist 180 permit tcp any eq bgp any

Cat6500# debug ip bgp update
Cat6500# debug ip tcp transaction
Cat6500# debug ip packet 180

&2 debug 5 BGP update MEEFERRZHERET 5, HAETRR—,

I . I L |



BGP : hold time expired TO 4 5 >

Jun 10 19:09:05.503 JST: BGP(0): 10.2.2.2 send UPDATE (prepend, chgflags: 0x0)
10.3.251.0/24, next 10.3.3.3, metric 0, path Local

(snip) BGP Update
Jun 10 19:09:05.551 JST: IP: s=10.3.3.3 (local), d=10.2.2.2 (VIan100), len 1520,

post-encap feature, MTU Processing(4), rtype 1, forus FALSE, sendself FALSE, mt
uo

Jun 10 19:09:15.583 JST: IP: s=10.3.3.3 (local), d=10.2.2.2 (VIan100), len 1520,
post-encap feature, MTU Processing(4), rtype 1, forus FALSE, sendself FALSE, mt

1o | - Bix1EE
Jun 10 19:09:15.583 JST: TCPO: timeout #1 - timeout is 10754 ms, seq 4242800389

Jun 10 19:09:15.583 JST: TCP: (35287) ->10.2.2.2(179)

2 debug ip bgp update & U debug ip packet D2 A4 LR 2 VTHREIL Z EH D,
BGP Update M4 4 XA 1520byte IZHE > TS Z EMRDh B,

F1=. E1520byteD /N7y FHAFBESINTVSIDEL NS,

X BiEX TCP LRILTIThh B1=8%. debug ip bgp update TIE&HE# L H
BREShBWI EITEE,



BGP : hold time expired f@@“rb >

BGP Update D44 XA EREEHY ., BEEZRYBRLTWLWAREDT=6
MTUDRIEMNEZ Z b,

L00:10.2.2.2/32 ¢ <« » ¢+ L00:10.3.3.3/32
AS65000 iBGP neighbor AS65000

2 1 1 2

Gi1/0/1  Fa0 Fal  Gid/1

192.168.1.0/24 U 192.168.2.0/24 U

-

Cat3750 MTU 1500 C€1812J MTU 1600 Cat6500

MTU{E A% C1812J) #15IZ MTU 1500 <-> MTU 1600 TR B Z ENHM D,
Cat6500 h* 5 1520byte TEIET NIL, Cat3750 ~NEMHEWI ENnH B,

iBGP# A /A\—DIBZBEIZIE. Path MTU Discovery & LS #EE(Z & Y .
T N—XHEDFRIEMSSEZHEE T HHEREN H 5,

MSS = MTU - (IP Header 20byte + TCP Header 20byte)

FEEEEAMN 5. Cat3750 Tl MSS 1460, Cat6500 Tld MSS 1560 & 745,
Z M MSS {El& TCP 3-way handshake [Z& > TIEWAREHLN S,



BGP : hold time expired THO X o >

PMTUD(Path MTU Discovery) QB #EfE 34 3

» ¢ L00:10.3.3.3/32
AS65000

L00:10.2.2.2/32 <

AS65000 iIBGP neighbor
2 1 1 2

@ Gil/O/L  Fa0 @ Fal  Gi3/l
U 192.168.1.0/24 U

192.168.2.0/24 U

Cat3750 MTU 1500 C18123 MTU 1600 Cat6500
TCP SYN MSS 1560

<
TCP SYN MSS 1460

MSS [ZIELMEAEHLN B, TEEIX Cat6500 T debug ip tcp transaction TODEN =,

Jun 10 19:32:50.682 JST: TCP: sending SYN, seq 3067784728, ack O
Jun 10 19:32:50.682 JST: TCPO: Connection to 10.2.2.2:179, advertising MSS 1540
Jun 10 19:32:50.686 JST: TCPO: tcb 51B5EF38 connection to 10.2.2.2:179, received MSS 1460,

MSSis 1460 = MSS 1460 %:24R



BGP : hold time expired TO 4 5 >

MSS = MTU — (IP Header 20byte + TCP Header 20byte)

L B8, §EIE MSS = 1500-(20+20) = 1460 TRIZEALY,
EDAE, MIL—32THOMSS{EZ show A< FALEZRLTH <,

Cat3750# sh ip bgp nei 10.3.3.3 | i seg
Datagrams (max data segment is 1460 bytes):

Cat6500# sh ip bgp nei 10.2.2.2| i seg
Datagrams (max data segment is 1460 bytes):

Mm)L—% &4 1460 bytes [CZE->THE Y. HICHELZWL I EARD D,

1520byte M BGP Update ##& (T TS Z &M b, R 7% 20bytes ITDULNT
EAZTCHBD, BGPERTEZTHERT D,

Cat6500# sh run | b router bgp

router bgp 65000

(snip)
neighbor 10.2.2.2 remote-as 65000

neighbor 10.2.2.2 password cisco |- TCPA T a Ay (20bytes)ZF S
neighbor 10.2.2.2 update-source LoopbackO ( ytes)

(snip)
N e S |



BGP : hold time expired TO 4 5 >

1520bytes = MSS 1460 + IP Header 20 + TCP Header 20 + TCP Option 20

EHHOTWARIREMENBH D=, password EREZH L THUIY R IFHF1TS,
MjJL—4 T password %€ Z 4} L T Cat6500 H\ 5 D Update ZFEER,

Jun 10 20:04:13.933 JST: BGP(0): 10.2.2.2 send UPDATE (prepend, chgflags: 0x0) 1
0.2.1.0/24, next 10.3.3.3, metric O, path Local

(snip)
Jun 10 20:04:13.933 JST: IP: s=10.3.3.3 (local), d=10.2.2.2 (VlIan100), len 1500, post-encap

feature, MTU Processing(4), rtype 1, forus FALSE, sendself FALSE, mtu O
<<<< TCP DXk

EEMN D, password BREZE LT-1HAZ MTULS00Z BB LT=/Nry FEERT 5
BEAFEE)LH L LHEMNTES,

Cat6500 (& 12.2(33)SXH5 TEMEL T4 1=, BT ESFHEL TH 5,



BGP : hold time expired TD & 7

Bug Search Tool N7 € X9 5%,
Bug Search Tool

Find Software bugs by Bug 1D, Product or Keywords, Save Bugs for update, notifications a

@ Welcome to the Bug Search Tool. You can visit our older version of Buy

Bug Search Home Search By F'ruducb iy Bug Watch

Search By Product

Keyword: |mss [ I

* Product Category: | Switches Q =

* Select Product: Cisco Catalyst 5500 Series Switthes @) ;

Cizco Catalyst 5000 Software |
Cisco Catalyst 5500 Series Switches n
Cizsco Catalyst G000 (DS Module Software
Cisco Catalyst G000 Series Switches
Zisco Catalyst G000 Softwara

Cisco Catalyst 6500 Series Switches
Cisco Catalyst 8500 Virtual Switching Systern 1440
Cizco Catalyst G600 Series Switches |

Mode

Software Version: |1 2.2(335KHS [ I

Software Version Type:  All Found-in Fixed-in * Known Affected Version

* = Required Fields

Search By Product %% 1) w4

F—J— K[Z “mss”
Product Category % “Switches”

Product [Z Catalyst6500

IN— 3 2 “12.2(33)SXH5”
12.2(33)SXH5 W& LT 5T EE


https://www.cisco.com/cisco/psn/bssprt/bss?page=bstsearchbykeyword

BGP : hold time expired THO X o >
Bug Search Tool

Bug Search Home Search By Product hily Buo Watch

Results
Bugs Shown: 2

Product criteria - Cisco Catalyst 6500 Series Switches, software version - 12.203315¥H5, version type - Known Affected Wersion

Mss

Filter | [~

Bug ID - Headline {sorted by Relevancy) - Support Cases Status Severity
B CECSHAZE2Z - Fix MBS calcuation issue in TGP a4 Fixed 2
B CSCtd12999 - Bugs in the Path-mitu logic 1 Fixed 3

F 58 CSCsx33622 MAFRICEHAELL-FESIZRE LTV SHHEMEDN
BV ENTESDSZ A LML BHETE S,



BGP : hold time expired TO 4 5 >

U CSCsx33622 - Fix MSS calcuation issue in TCP

[ Save To hy Bug Watch ]

Description Fixed in: (56)
18108 DPIAT3 1810 B 158115351, 15.0013M
Symptom: 12402800 12, 4(28a0M0,12.4(24 5. 8YPILT 2

Flapping BGF sessions occur in the netwark when a Cisco 105 application sends full-length 12.4(24.6)T5, 124024 ByFITT0,1 242476 12 4(24)VE
with TGP options. 124024071 12.424M0DA1T 12 402 40MD 12 420G 02

12 402800E01 12 40230M 12 4220E2 1 2. 402 20HR
12 420T212.40220M0A1 12 420T312.4015T12

This issue is seen when a Cisco 105 device that is configured to send TGP options sends ite 12.2093.8)5IM3,12. 205005 12.2(33.5. 30)5RA
Maximurm Segment Size (M35} during the three-way handshake. Inthis case, the routerincar 12 2¢33.5 105xH,12.2({33.4 ISRC
accounts for 20 tytes of TCP options when it sends this initial M55, 12.2(33.21 35811 12.2(23.1 TIMCPS

This issue occurs when a “fied” 105 communicates with a "non-fiked" 105, 12.2E31AMERD 1 2.2(33.0.95MD 1 2.2(33) 2
ol N ey e e o T O I i e

12 20305 RHER 2. 20330 5R0212.2(3NERCE

FHB12.2(33NSC0M 12.2(33)8CC4

12:2(38)SXHE TEE TN TNV S

1228280 HRECT80 12203281 1)VaT27 3.3

Setthe MSS value on the "non-fixed" router to be the MSS received from the "fized” router mimn 1220328 110RJC2T31,12.2(32.8.11)%]C246.24
options (20 bytes). Use the alobal command iptep mss to adjustthe M35 value thatthe route 12 2032 8 1118%286,12. 2032 8. 1YCA2T3.3

12 2(32.8)3CEN 2201816 18)36F 12 201 8 Zvadc

12.2(33)SXH6 ~MD/A— 3 U7 T4 release-note O [El 5 T
BEMNET A EZHERE L. ZUB T m=EHIE,
B e e I n

Conditions:

Flote: The "non-fised" hehavior is to subtract the 20 TCP option byvtes when MSS values are in
exchandged. The “fixed" hehavior is to not subtractthe 20 TCP option bytes when M35 values
exchanged.

Workaround:



NIIr
CIsCO

—\®

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 46



nlllallla
CISCO

*;m—@#yﬁwmﬁzvyp
- =K

2012 Cisco and/or its affiliates. All rights reserved Cisco Confidential 47



FAN=FOUFORFaAY Y F—F

EIGRP:

show command:

show ip protocols

*show ip route summary
*show ip traffic

*show ip eigrp traffic

*show ip eigrp neighbor
*show ip eigrp neighbor detail
*show ip eigrp interface

* show ip eigrp interface detalil
show ip eigrp event

*show interface

*show interface switching
show tech

show logging

FEHEEF

debug command:

debug ip eigrp

debug ip eigrp neighbor
debug eigrp packet
debug eigrp fsm

debug eigrp neighbor
debug eigrp transmit
debug ip packet <ACL>



FAN—FHUEOREBITY F—E
OSPF:

show command: debug command:
show ip protocols debug ip ospf hello
*show ip traffic debug ip ospf adj
*show ip route summary

show ip ospf

*show ip ospf traffic

*show ip ospf interface brief
*show ip ospf interface
*show ip ospf neighbor
*show ip ospf neighbor detail
show ip ospf event

*show interface

*show interface switching
show tech

show tech ospf detalil

show logging

pES RS,
B e e .- i



A4\
BGP:

show command:

show ip protocols
*show ip traffic

*show ip route summary
*show ip bgp summary
*show ip bgp neighbor
show ip bgp

*show interface

*show interface switching
show tech

show logging

HES R e

— XY

FFOHIEOT Y K—

debug command:

debug ip bgp

debug ip bgp keepalive
debug ip bgp update
debug ip tcp transaction

=
.ﬁ.



T
é_é'ﬁllx:

O BIFED#

show /debug B OEEFIZH->TIE, TE2ERZEREN L, a7 FIRAD
BALRRTHERTESEL S, Ff= debug B 1E console TlE7: <
A XZRECHABL - buffer IZTT B EFZHREINV-LET,

||||‘

1) timestamp IZ msec #EER UV AT Y FAABFICtimestampZF &k L T 23 LY
Ff=. FZIARH SN TOZWNGEEIERFZIZEaHE TS,
(config)# service timestamps debug datetime localtime msec
(config)# service timestamps log datetime localtime msec
(config)# line con 0 (E 7=[& line vty 0 4)
(config-line)# exec prompt timestamp
2) 2) buffer size # KE< L., debugr vtE—2%#O5 (2588 T S
(config)# logging console informational
(config)# logging buffered <size> debugging

KEBIBRDEZIINTP FEFETELESELIIZHBELLET,



Wealls'd

- F v T 5EFROERE

- interface, input/output queue, 7O+ X DEE
*show AV FTHRRONSBRAZEMT D

- 70 Fa)LDENMEIX debug 5 R
RFC 28 L. BT HBEZF v
- FELUVWEMEDSEIIBEMAREEEZF VY
- WTENWSEORMBEBAT U FZEH->THL

aQu

U1




HRE ST

Q&A /SRILMB”ALL PANELIST” ZBIRLEFEFEREELTLESL,




References&Z &%} (HAZE

ERE /87y b BE (SPD) DIEfE & FIA

http://www.cisco.com/web/JP/product/hs/ios/tec/spd.html

« EIGRP XA /A\—N Down $HE\ED TN a—TFT4 0T
http://www.cisco.com/cisco/web/support/JP/100/1006/1006272 el
arp neighbor down.html

« OSPF R /N\—)L—Z DREREIZDINT
http://www.cisco.com/cisco/web/support/JP/100/1007/1007790 29

-L.html

- OSPF ;&)L —42 DIRGE
http://www.cisco.com/cisco/web/support/JP/102/1021/1021744 13
-L.html
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References&Z &%} (HAZE

- show ip ospf neighbor A< > FT Init KREIZH B R /N—NTR &
n5EH
http://www.cisco.com/cisco/web/support/JP/107/1075/1075674 7-

.html

« BGP R /N\—R Down T REBED LS TN a—TFT4 2T
http://www.cisco.com/cisco/web/support/JP/100/1006/1006273 b
ap neighbor down.html

- BGEIIEID BEREIL—2ABT7A FIL, &, 7971« TREBZOVEDS
H
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-l.html
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