i
CISCO

ACI Endpoint Learning
Deep Dive

Cisco Systems Inc.

2020%F 48



Agenda

O N o U ok~ W N

Endpoint Learning B2 : @is{L/(54—4. Gen 2 Leaf BfE. AXRT55742

Endpoint EH : endpoint Table, Local / Remote Endpoint, Spine Proxy

Endpoint Table & COOP DB : coop ps, endpoint Table, Verified Scalability
Forwarding E5E - osmsx, (3ame, outm

Endpoint FEEENE . Local Endpoint228, Remote Endpoint32E, L3outBISHS + Issue Case #1-4
End pOiﬂt fé’v@b/\ﬂﬂ‘]‘ﬁﬁ : Bounce Entry, Retention Timer + Issue Case #5-7

Endpoint T4 L > MR RIS : unknown MAC, Unknown 1P, ARP Flooding

Endpoint Learning /NS X—45F4



SZ &8
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AC| Endpoint Data-plane Learning E1{E

1B Data-plane FZE){F

I(slgFa)ta-plane Learning ?;DD)ata-plane Learning LD;:?:I:GI}:Ir;%te EP Local MAC Local IP Remote MAC R(Er::ic::taes:)P (Rhﬁlr:}:teasltl’)
Disabled F893 ARP%%?%@%;’% xsﬁ%‘;;?%m\ FALRV Mu\%?i?i%— .
Enabled (Default) Disabled ¥BIZ | st | w@ELRL FBLAL BUAL
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Gen 1 only
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Limit IP Learning To Subnet
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ACI 3.2(2)) &bl 1D
Policy Control Enforcement : Ingress DiZ&
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KIETTMACT RLUA - IPY7RLAHS "6" EndpointzF 29 % (= Data-plane Learning).
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APIC (CHF5 Endpoint = Object

MACY RL 'R Object &, ENICERDIL IP7 RLA Object

y

<epg-dn>/cep-00:00:00:00:0a/ip-[192.168.1.1]

\ 4

y

fvCEp | <epg-dn>/cep-00:00:00:00:0a
» fvIp

fVvCEp | <epg-dn>/cep-00:00:00:00:0b

fVvCEp | <epg-dn>/cep-00:00:00:00:0c

A\ 4

fvip

<epg-dn>/cep-00:00:00:00:0c/ip-[192.168.1.101]

A\ 4

fvip

<epg-dn>/cep-00:00:00:00:0c/ip-[192.168.1.102]




Local Endpoint & Remote Endpoint

ZLeaf AA1WFIZB B DDownlinkflli5F B UTcEndpoint|E#kZ Local Endpoint,
Fabric Portfllh5F & UTEndpoint|E#zZRemote Endpointé L TXBIL TS,
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Endpoint WE(IJSUTIDU EDIPYRLVADIEEE COOPZEUIZSpine ANDIEA]

Remote VRFOVNIDICHHDUGEE(FIPZRLADFH.  Frv1eRUS—@BROERE{LOZHICFIA
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Local Endpoint. Remote Endpoint WINICDWTHACIET IAIL K TlEData-
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EndpointFEENEDIEL)

Local Endpoint(3=F & UfzDownlinkik— bEEncap VLANICHRATNT
Data-plane&Control-plane (ARP/ND)ZIEU CTEEEN 3,

Remote Endpoint(ZVXLANDXFEVNIDETunnelf >4 —J14 AITHRATOT
Data-planeZ@U TFEIN 3.

Leaf A1 wF(IData-plane&Control-planeZzi@U CEndpointzF &9 3.
— Endpoint Table

Spine XA WFIXCOOPZEL TDHEndpointzFE I B,
— COOP DB






APIC : Capacity Dashboard

APIC [Operations] > [Capacity Dashboard] D#F(IESETEEINTLS ?

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker | Visualization

Capacity Dashboard

Fabric Capacity Leaf Capacity
O
B IP Endpoints B Proxy Database Entries (@ Bridge Domains
of 22500C of 45000C of 1500C
(11%) (11%) (10%)

Total number of Endpoints with one MAC and at least one IP{IPvd or




COQOP (Council of Oracles Protocol) DB

AC| Fabric Tld Leaf A4wF& Spine A/ WF(FERHEICIZEIN D IFBENTLS,

« COOQOP citizen Td Leaf AAwF(d. FEUIC Local Endpoint [Ek%Z
COOP ZiBU T Spine /Y FISEHN T B (Zero Message Queue : ZMQ)

« COOQOP oracle T3 Spine AMwF(&. COOP |FizAHA(C[EEAT S

212U, VPCZERERL TL\B LeafREDE TD A+, Orphan port ZZ8 Local
Endpoint|EEN EHAEN S,

Spine = COOP oracle
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Leaf2 5 N/ Leaf3

VPCRF7DLeafflI TDH. Local Leaf = COOP CLtEizen
Endpoint/&iRh AN 3 Local Endpoint|&#zz
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COOP DB I>RNY

Pod1-Spinel# show coop internal info repo ep key 16220082 ©050.5680.e818

EP bd vnid : 16220082 BD VNID
EP mac : ©0:50:56:80:E8:18 A
flags : 0x80

repo flags : 0x122

Vrf vnid : 2326530

Epg vnid : ©

EVPN Seq no : ©

Remote publish timestamp: 01 01 1970 ©9:00:00 ©

Snapshot timestamp: 03 23 2020 10:03:43 337833079

Tunnel nh : 10.0.120.64
MAC Tunnel : 10.0.120.64
IPv4 Tunnel : 10.0.120.64
IPv6 Tunnel : 10.0.120.64
ETEP Tunnel : 0.0.0.0

num of active ipv4 addresses : 1

num of anycast ipv4 addresses : ©

num of ipv4 addresses : 1

Primary Path:

Current published TEP : 10.0.120.64
Current citizen (publisher_id): 10.0.120.64
Previous citizen : 10.0.120.64

Prev to Previous citizen : 10.0.120.64
Real IPv4 EP : 192.168.1.221

Current publisher_id: 10.0.120.64

MAC Tunnel : 10.0.120.64

IPv4 Tunnel : 10.0.120.64

K HE—EAIRLTVET |

BD vnid : 16220082]:::

Pod1-Spinel# show coop internal info ip-db key 2326530 192.168.1.221

IP address : 192.168.1.221
Vrf : 2326530

Flags : ©

EP bd vnid : 16220082

EP mac : ©0:50:56:80:E8:18
Publisher Id : 10.0.120.64

03 23 2020 10:03:43 337833079
03 23 2020 10:03:43 340608835

Record timestamp :
Publish timestamp :
Seq No: ©
Remote publish timestamp: 01 01 1970 09:00:00 ©
URIB Tunnel Info
Num tunnels : 1

Tunnel address : 10.0.120.64

Tunnel ref count : 1

Podl-Leafl# show system internal epm endpoint ip 192.168.1.221

MAC : 0050.5680.e818 ::: Num IPs : 1

IP# @ : 192.168.1.221 ::: IP# @ flags : host-tracked| ::: 13-sw-hit:
Yes ::: flags2 :

Vlan id : 39 ::: Vlan vnid : 8703 :::|VRF name : tsetaka dqmol:VRFlI

VRF vnid : 2326530}
Phy If : 0x12021000 ::: Tunnel If : @
Interface : Ethernetl/34
Flags : ©x80005c04 ::: sclass : 49155 ::: Ref count : 5

EP Create Timestamp : ©3/09/2020 20:06:02.341638
EP Update Timestamp : ©3/23/2020 10:22:26.121418
EP Flags : local|IP|MAC|host-tracked|sclass|timer|




Spine (CHVF5 Endpoint = COOP DB —» HW

COOP DB MI> MJIE Spine \=RDII7I> NIERD J)\—RIT7MEENS

=
COOP DB

mac - 00:00:00:00:0a

count - 1
ipd - 192.168.1.1 192.168.1.1 YYY.YYY.YYY.YYY

Hardware Entry

00:00:00:00:0a | XXXXXXXXX.XXX




Remote Endpoint & ¢ Spine Proxy

FZLeaf RM(YFIEB BHEEFTTZIEIEL TLVRLEndpointFEMIE{EZ Spinelc
BRX 9% Spine Proxy DH&EEZ A TL\DH'. Remote Endpoint DIEEHR%Z
Fw>193ET. BOISpineZiRAA I D EREIRVXLAN Tunnel#E¥EHTO
LeaffE#mX N A BEL 12D (SpineDE T EX iR Brix LR D &R/ ME) .

Iz, X{E7cLeaffll TSource EPGEDestination EPGOFAAENEZIEIETET
WWNUE, 1x{E7TLeaffllITPolicyDiEAM BIBEL 1R DTTsh . FREAME(SZFabricA
(CREF(THED (Ingress Policy Enforcement),



ACIKERK. — RICHBITFD MAC/IP 77 RUADIKRL

Spineh4FDCOOP DBTI(E. 12DEndpoint!FEERELTIDDMACY RLAICHNA T,
WE(IHUTIDBULLFEZDIPY RLANRT 1T TEESN SN Endpoint Table&
UTEFZENENDMACT RLALIPT RLAIED I THER SN €DI2s. Scalability
(IMACT RL A, IPv47 RL A, IPvET RLADZENENDERAIEEGFTUIED 75
TREIND.

* Leaf @ Scalability (& HWETILERBRLL TLS Scale Profile IREETRESNS
» Spine @ Scalability (&. Modular-FixedDEIRTRESINS
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Leaf / Spine M Endpoint Bz

> NJER

Maximum number of endpoints (EPs)

LeaffllldScalability
({ERATET)LEScale ProfileMiEIR TERD) =

ALE/LSE Type ACI-Supported ToR switches

ALE v1 « NOK-C9396PX + N9K-M12PQ
N9K-C93128TX + N9K-M12PQ
« NOK-C9396TX + N9K-M12PQ

ALE v2 « N9K-C9396TX + N9K-M6PQ
« N9K-C93128TX + N9K-M6PQ
« N9K-C9396PX + N9K-M6PQ
« N9K-C9372TX 64K
« N9K-C9332PQ
« N9K-C9372PX

LSE NOK-C93108TC-EX
N9K-C93180YC-EX
N9K-C93180LC-EX
N9K-C9336C-FX2
N9K-C93216TC-FX2
N9K-C93240YC-FX2
N9K-C93360YC-FX2

LSE2 NOK-C93108TC-FX
NOK-C93180YC-FX
NOK-C9348GC-FXP
N9K-C93600CD-GX

Default (Dual Stack) profile:
« ALE v1 and v2:
« MAC: 12,000

« IPv4: 12,000 or
« IPv6: 6,000 or

« |IPv4: 4,000
IPv6: 4,000

Default profile or High LPM profile:
» LSE or LSE2:
« MAC: 24,000

—. - IPv4: 24,000
« IPv6: 12,000

IPv4 scale profile:
« LSE and LSE2:
« MAC: 48,000

« IPv4: 48,000
« IPv6: Not supported
« ALE v1 and v2: Not supported

High Dual Stack scale profile:
« LSE:
« MAC: 64,000

« IPv4: 64,000
« IPv6: 24,000

« LSE2:
« MAC: 64,000

« IPv4: 64,000
« IPv6: 48,000
« ALE v1 and v2: Not supported
High Policy profile:

« MAC: 24,000
« IPv4: 24,000
« IPv6: 12,000

ts affiliates. All rights reserved. Cisco Public

« LSE2 (N9K-C93180YC-FX and N9K-
C93600CD-GX with 32GB of RAM only):

Modular spine switches:

Max. 450,000 Proxy Database Entries in the fabric,
which can be translated into any one of the following:
« 450,000 MAC-only EPs (each EP with one

MAC only)
+ 225,000 IPv4 EPs (each EP with one MAC
and one IPv4)

« 150,000 dual-stack EPs (each EP with one
MAC, one IPv4, and one IPv6)

The formula to calculate in mixed mode is as follows:
HMAC + HIPv4 + #IPv6 <= 450,000

NOTE: Four fabric modules (N9K-C9508-FM-E) are
required on all spines in the fabric to support above
scale.

SpineflldScalability
(Modular / Fixed TER23)

Fixed spine switches (N9K-C9364C and N9K-C9316D-
GX):
Max. 180,000 Proxy Database Entries in the fabric,
which can be translated into any one of the following:
« 180,000 MAC-only EPs (each EP with one
MAC only)

« 90,000 IPv4 EPs (each EP with one MAC
and one IPv4)

« 60,000 dual-stack EPs (each EP with one
MAC, one IPv4, and one IPv6)

The formula to calculate in mixed mode is as follows:
H#HMAC + HIPv4 + #IPv6 <= 180,000

X Verified Scalability 4.2(3)
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ACI Forwarding #1&

Local Endpoint Remote Endpoint COOP DB Local Endpoint Remote Endpoint COOP DB RIB
it it o it Endpoint/® 4
Endpoint/ Endpoint? Spine Proxy Endpointhifi < Enpoieth e Spine Proxy a1
#HO< #HO< MAC TEPBBLC BDEBEI #HO< #HO< Py v6 TEPBRIC Border Leaf 5B(C Bro
Local Port FBIC Remote Leaf 5B(C o ele j_“gf‘“ \L/j‘ Local Port 5B(C Remote Leaf FBIC e “ BRX P
Ao §miX = V7 gmix #mix

Hardware
Proxy

BD L2
Unknown
Unicast 5%7E

Flood Yes

FEFEIP(S
Local Endpoint

Yes

FEFEIPY RL 2%
P

a

Yes

Leafh®

aFIN3

Leafh®
FESCIPMBD Subnet

(ot

No

f

L2 or L3

N

(Leaflt/try i< )

ARP Flooding : OFF MiZ&
SESTI PHESREM FE a0

BESEIP(E
L3out #XEE(C

23







SZ EROAYTFICHII2FEENMF

| dMACEVIANICE D285 || sMACEVLANICE DU\ TL2FE IP7 RL AI# D <MACT KL AD
“ EL S @ 33 : — |
- 14 A FERICIZARP/NDZFIFHT S

| VRFICHEDCVLAN |
|

N dMAC sMAC/ 802.1Q/ sIP /dIP Protocol | Payload

| dIPEVRFICE DK L3ERX |

dMAC + VLAN - I>NJICkyh | FESFER— MNCERmxX VRF + dIP - I>MJICkyh Next Hop (CERiX

dMAC + VLAN — GW MAC V=T 4> TR VRF + dIP - 32X Drop

dMAC + VLAN - =X Flooding
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Local Endpoint DFEZE A

Local Endpoint (& Hi&Leaf®IO> N URILIR—MFEFabricch— NNSEE TS
Local Endpoint FHAE
MAC Address  JO> N\RILR—MSZEUZ/Y - TJL—ADSource MACP RLAZFEE 93

70> MCRILIR—= IS {EUTZACI BD Gateway¥E/ Wy hdDSource IPY RLUAZFE TS
(Data-plane Learning)

IP Address
(s} o ~ 7 /— » ——5> >
20> NURILR— S 3{EUIZARP/NDUI I A RDSender IPV RLAZFEE T3
(Control-plane Learning)
Podl-Leaf1l# show endpoint ip 192.168.1.2 vrf tsetaka_demol:VRF2 Lo el |
o ommmmmmooooo- B TR T e mmmmmmmmoo--- +
- y VLAN/ Encap MAC Address MAC Info/ Interface
EndpointhE 9% .
EPGIHDPIVLAN _\ Domain VLAN IP Address IP Info
oo N R Rt oo b= s R 3
S¥#(3 Forwarding Behavior 2283 61] vlan-606 |  0050.5680.a847 ethi/33
; ‘tsetaka_demol:VRFZl vlan-606 192.168.1.2 ethl/33
EndpointhE 9% /
VRF
\_ EndpointDiB{S(C EndpointDiB{S(c ’

#HD< Encap VLAN #D< Interface

eth1/33/h— NTIEZEETNBVLAN-606DEE%: 26
EDEPG (BD, VRF) (RS 2N NNRESNS




IP7 RLAICHDS{MACT RLAD

Local Endpoint ZEEN{E
f#RICIIFlood 6 U3 Spine ProxyZ

| dMACEBDICEDCL8m% || sMACEBDICEDL\TL2¥E L ER
(EPGEA >A—T14 AICHREDIY)

| EPGICHEDICVLAN |
|

N\ dMAC sMAC/ 802.1Q/ sIP | dIP | Protocol | Payload

SIPEVRFICE DV T3S | dIPEVRFICEDKL3ERE |
(EPGEA 2A—TTA RITHRDX)

o T FEFR—b ST FEFoR— b
dMAC + BD — I>Rlckyh BHLLIE Next Hop (CERiX VRF + dIP ~ I> Ry BUL(ENext Hop (CERi%

dMAC + BD - GW MAC W—=T1 > TR VREF + dIP - 32 Drop + Spine Proxy

(E(THUTSpinef TARP Glean)

- Flooding UL Spine Proxy
dMAC + BD — =X + Drop

co and/or its affiliates. All rights reserved. Cisco Public 27
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Unicast Routing §5%%E¢ Endpoint &35

Local EndpointDZFE B ENEISHRIBDDEE (CLOTEBMRNERB,
COOPICLB1BENNT SR, T IAI MDD Retention Timer (& 900F (1593)

BDEYTE MAC7 KL A IP7RLA
Unicast Routing %)  Data-plane & FEUZL

N 2|
Unicast Routing %)  Data-plane & ARP/ND &4U Data-planes &

XDPFEB(FRoutingiBEDHZEDH

KR EL T, Infra VLANICDWTIEIPY RUADZEZ (F4THHRL)
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Remote Endpoint DF&E 374

Remote Endpoint (& ZHiX%LeafDFabric/h— MSpinetEiioh— NNSEE

\

B3

Remote e
Endpoint FBEE
MAC Address Fabric’lh— MSEUTZEthernet L — A(L2)DSource MACP RLAZFE I3
(VXLANAYSICEFNBVNIDEBDICHIK) 3%IPT RLZE(GHHTIHSNAL
IP Add FabriciR—MS{EUIIP/Uw ML3)DSource IPPRLAZFEE IS
ress

(VXLANAWA(CE

FNABVNIDIXVRFISHEDL) XMACY RLREFERATIFBNZRL

Remote Endpointh®

FHOCVRF

Remote IP7RLA(Z
VRF VNIDIZHRDX

FRSNBPI-VLANZE S
HEIRY ZBDICHEDCVLAN

-

Remote Endpointh®

#HO<PI-VLANEVRF

Podl-Leaf1l# show endpoint ip 192.168.1.1 vrf tsetaka_demol:VRF2

Remote Endpointh'fZ1E£9 %
J—REDREIDVXLAN h>)L
Interface

B e T o mmmm e R e o m e fommmmm e oo +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

e o mmmm e R e o m e e -

|tsetaka demol:VRFj 192.168.1.1 tunnel5

Podl-Leafl# show endpoint mac 0050.5680.a836 vrf tsetaka_demol:VRF2

B e T Fmmmmmm e R e o m e ommm +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

B oo R e o m e e -

|58/tsetaka_demol:VRF2| vxlan-16646017 0050.5680.a836 tunnels

[ BDAMEDICVXLAN VNID

(3 Forwarding
Behavior ZHHE TSR
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Remote Endpoint

S BEE

¥{E7tLeaf TEPZRLZ |

QoS

| 3%(=%Lleaf TEPPRLZ || EPG |

iVXLAN Outer Header| dMAC

SMAC

~802.1Q

\sIp

“dIP

P"O(ED?)CM “pcTag - Payload

| BD (L2) or VRF (L3) |

dMACEBDICE DL L2BRIX

SMACEBDICEDWVWTLRFE R

(EPGETunnelf >A—J14 AICKR DY)

Inner Header \dMAC

SMAC

/SIP

dIP.

Protocol | Payload

SIPEVRFICEDWTLIZEH
(EPGETunnelf >A—J14 AICKR DY)

| dIPEVRFICEDKL3ERE |
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VNID & Remote Endpoint Z&

Remote EndpointDEBEMEILVXLANAYA (CEENBVNIDICEDEZ G RA
£R3, COOPOBANMIERTI(IRL. T IA MDD Retention Timer (& 3008 (593).

VNID MAC7 RLA IP7RLA
BDICHEDVNID ¥E893 FEUZRO
VRFICHBD{VNID FZURL ¥E893

BUENdpointdMACT RLAEIPY RLAZXTEREL TLWDIZE THOTH. Remote
Endpoint&UTIER 4 (N B(Local EndpointDEIICMACT RUAEIPT R
DT IF EEIEEEINRZVY),



Endpoint F&E54 T D534H

Endpoint TablelC(d4k 4 IRFE B A TDEndpointh T SN TS

Podl-Leafl# show endpoint vrf tsetaka_demol:VRF2
Legend:

s - arp H - vtep

R - peer-attached-rl B - bounce

D - bounce-to-proxy O - peer-attached

V - vpc-attached
S - static
a - local-aged

M - span

p - peer-aged

m - svc-mgr

L - local E - shared-service HexleaflCHE#EL TV
e P P P P SR P P P P ey o EndpointD\JEEbT:T:&b(Z
- VLAN/ Encap MAC Address MAC Info/ Interface Fry21ELTEBLTVS
Local Endpoint Domain VLAN IP Address o) — RHEERL TS
] (VLAN) [ oo ooooooooooooooooosoooosooooonoo foomcooooooosooo focmocomooooooooos focooooooooosoo fococoosooooos + Endpoint
61 vlan-606 0050.5680.a847 L eth1/33 Remote
W=y eaf(CHEELTLVS tsetaka demol:VRF2 vlan-606 192.168.1.2 L ethl/33 .
Endpoint 58/tsetaka_demol:VRF2 vxlan-16646017 0050.5680.a836 tunnels /_ Endpoint
tsetaka_demol:VRF2 192.168.1.1 tunnel5
— Local Endpoint 50 vlan-2004 0050.5680.a045 LV pol 3ot
P tsetaka demol:VRF2 vlan-2004 192.168.2.2 LV pol[ ——u-—] VPC&&"*
| (VXLAN) 1 \ |48/tsetaka demol:VRF2 vlan-2443 0050.5685.3a8a 0 tunneld B Endpomt
VXLANTIEREL TS 63/tsetaka demol:VRF2 vxlan-15269818 0050.5685.ce43 L ethl/22
Endp(;iﬁn‘;c1= VPCIE#E
- AVE/AVSHE#EVM —|  Endpoint
+OpenStack (VXLAN)
-Kubernetes ACI CNI (Orphan Port)
F

VPCZABRNL TL\D I8
HECFERT-IR%
EIHAL TLBIFHRDENdpoint

32




Endpoint Table (CHIFD4RATFFTDIEL

| VRF VNIDICEDZ., tHF Leaf TEPEDFEI(C
VRF Remote Endpoint (IP) | HBERENTZ Tunnel Interface [CHMFIITI> NI S
| BD VNIDICEDE. tHF Leaf TEPEDFEIC
BD Remote Endpoint (MAC) | HBAENTZ Tunnel Interface (CHASIITI> NI S
Encap Local Endpoint (MAC) Encap VLAN/VXLANICEDE,
(VLAN, VXLAN) Local Endpoint (IP) | Downlink Interface (A3 TI>MNITS

XAy RI—=JEUTOEBICEVNIDDREREWVWSNEN, SHhE Tt 1UT DA (C(EpcTaglcE DK<
EPGADFRTFICL o THBIETN S



ACIFNEB(Z Endpoint ELTIXEIRLRRL

EndpointT—=JILTIEIDDMACT RUAICTH U TSI BZENTEBIP T RLAD
FUTHIBE N B (ACI3.2LABE TX4096,ENEARITIZ1024)fz8b. ACIHYMERELT
FSEBH](L3out)(CXF U TlELocal EndpointeU T TR, MEKRBERICARPICED
ThHE)—RDIPY RUAISHEIMACY RLAZEE T B,

Table =2FN31FR i

RIB Routing Table ACICBWTEVRFEICRouting Table &Rk &N, A E(CISU Tleaflc
(REBRANL—M2BRS) ML TIOYS5L2NS

ARP L3out B/ — RICDWTIE. ARPICEDWT IP7RLVAICHEDKMACTY RLAZEE T3

ACIFMERDIR IR IBERICD UL TIZL, Static RouteZFIFBUEERIVIRTESRE . OSPF, BGP
EIGRPZF]FUTZDynamic Routinglc & 2BV AR I B Z 18U TERTESND



L3out BIERFD Endpoint EE&ME

L3outt DE TOIEET(E, BEDEndpointE T DBIELIEMENER S,

L3outifi{g MAC7RL A IP7RLA
Local (Border Leaf) : &893 Local (Border Leaf) : FHURWL
R = e Remote : FHULRL Remote : ZEURAL)

Remote : Gen 1 Leaf 'EMIXETHIHE . IXIETMAC/IPTRLAESBI(C

ACI=L3out o ote Endp0|nt&:b'C(i“‘“be\(DLt‘J |\73‘ﬁ73|]3n‘79)

Gen?2 Leaf AMWFMDIZE. [Enforce Subnet Check]#gex BRI DET.
L3outiREREBHE (C S ENBDIXETIPT RUR(ZEndpointt U TEZ UL
(0.0.0.0/0%ZBFR<) .






Teaming BN RICLBIPT RLADFrapping

A1y FRIDPort-channelZd DB THERKR I 2w ENHDTeaming5 Tz H—/\
RIFZIF TR L CLFEOITIZS . Teamingd >A—J14 AIKERRUIZIPT RLAHME
EOYNIETH TADMACTY RUARBITISVE I I 2BRNIFLET B,

ACITCDRRREBRENFAET DL, LeafDCPUERAZEDM _EF >, COOPYLIE%ED
IZSpineDCPUERAZERD EFRENMFEELTUFRIEN DD,

B JO—8(CTeaming IPY RLZ(IP-O)H
MAC-A/BREITIZYT 9%
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ACI 3.2(1)~

Rogue EP Control : Enabled

EEUEFROBICIEEULBIZUA _EDEndpoint DN THNZIZE. I8
Z-STU’;F'EE XTROEndpointFERZFFHICT> MU TUERSICETHAREndpointéL
DEBZMHIETBEEDC. HEXEndpointDBE(CX L TDLEY hATINIL T

Remote Endpointt U TDFE%H1ET S,

COXF I IEIREDFER(CE DS RRVN, ACI FabricllDi@ Efm 7zl I 2LEE
(C. %@%1 JD‘EEBZJ:ODF'n'ﬂh’iu,uu”t@'éi:vb’f ZhHeftd 3 (Warning FaultikL)),

nnnnnnnnnnnnnnnnnnnnnnnnn

Policy  History

nnnnnnnnnnnnnnnn

FFFFF

o 7 Docton st : T JA4)V MBF60F2RICARIU_EDEndpointfEBZIRHUIIZAIC.
T A 1800%2(3073fH) Endpoint LearningEF{E1E9%
KIEUBSEEBARIZT TA4)L MERN (Disabled)




FEHELR

EP Loop Protection : Enabled
5 UIZEIBROMICIBE UBIE _EDEndpointDBEHMThNEIZE. LD
BESNIET DA %72ETI B,

o BDICBIFRFTRRFEEDIFLIE (Action: BD Learn Disable)

e 7R—MZ1E (Action: Port Disable)

ESBM T3V ERUHGED. BIBEDOITRERDTLBEndpointAIMNIXTLT
L5 2252 ENIFRICRERDIZH. FIAFRIEERIEDE T D GFHELR),

Ep Loop Protection  Rogue EP Control I Aging

Syst
QuickSt
System
& a
-}
B s
Bs
B o
=
B Fa
B c
B en
B Fa
Bl Res






U>90-h0IV7 RU ARREDBERMIXDEITS
Endpoint (CERDKIPT RLZMMEIBICAA A7 D MURWEE . —BFRY(CHBR SN
U>0-h)L7 RLA(169.254 x.x/16) RENFERDHEF TUED,

IP AgingZB3ME I 3L T, EndpointdDMACT RLUAICHEERDIPT RL A hRAS
IIENTVBIEZECEWTERIDIPY RLAEICAging TimerhERk S5,

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controller: | SystemSettings | SmartlLicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

System Settings D C -
( ) Endpoint Controls O o
= Quota

Ep Loop Protectio Rogue EP Control Ip A
Bl APIC Connectivity Preferences p Loop Protection gu I

Bl system Alias and Banners Policy History
Bl Svystem Response Time

E Global AES Passphrase Encryption Settings

E BD Enforced Exception List
B Fabric Security

Bl Control Plane MTU

E Endpoint Controls

B Fabric-Wide Settings

Administrative State: (  Disabled

AC| 211 EABETT AL MERD
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P Aging Policy
e EndpointtUTI> NENTGXETTIP7 RUANMS DI —LZ2RIETBE(C
Ty hENBHit-Bit(CE DWW TUty haNdAging Timer
« Aging Timert94 A7 NI 3¢, Hi%I > NJ(FEndpoint TablehSHIBREN S
o A4 LFIME(F Endpoint Retention Policy s%1E(CED< (VRF, BDTHERL E])

* Local Endpoint®iz&. Aging TimersXTEMBED75%4ZiBF(CLeaf X1 vFH5
Unicast ARP/NDH3ERX{EEN . FAEMEERNEITIND
X Leaf M>DARP/NDICIHE T BIRND. Endpoint TableMSHEIBREN DL (E AL

« Endpoint(cBERDIPY RL AN D DIHZE . ERIIPE(CAging TimerhEEESNS

o 2DMDLeafHVPCRAA > Z B L TULDIHGE. VPCRA MOrphan/hZ RO 75
(CDWTHA LTI NEFC (XM — RS I MIEHIBRENS
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Endpoint Retention Policy

HIETEDIHS(E. L TFORTEIENT IAI ML TEDN S,
Tenants > common > Policies > Protocol > End Point Retention >

default

Timer ;';‘;R“Ifﬁ BD VRF

Local Endpoint Aging Interval 900#2 (1593) g’f\ éi/glgPPolicy(ZJ:DﬂEBU(Z —
ging

Bounce Entry Aging Interval 630% (109330%2) MAC IP

Remote Endpoint Aging Interval 300% (599) MAC IP

Move Frequency 256[/%#% — —

Hold Interval 30082 (599) — —

%77 > NT Endpoint Retention Policy ZA&Hk 9 2N BT HE
3 Endpoint Retention Policy (&. VRF 12 BD O Policy /\IX—A¢U TSI LN AT BE
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Endpoint CaRoIIPY L A% aBk U CUE DI

Endpoint T2 CREEIULRWVWIPY RLUAZIERR U TUEIIIZE . €DIPY RLAN
Endpointt UTI> MIENTUEIEAA LTI NI BETOR, HEXIPT RLU A%
DAIGEE CEBINEFEILEDRBI TEEN TERLBOTUES,

COFEEADXTTT AL OiED GEHllRIR) .

« Limit IP Learning To Subnet : Enabled
XACH 11N ABETHIFRIEE. ACI 2.3(1e)BKU3.0(1k) LABF THARIC/ERRENIZBD TIET IAIL N THERN
XKLL T D [Enforce Subnet Check] MIIFETES H'D ELeaf A1YFHGen 2THNIE., HBRAE

« Enforce Subnet Check : Enabled <« »EE 4% IRB(E. TE5N S
XACI 2.2Q2)BLU3.02)LABE hD Gen 2 Leaf (UL TOHERD
(12U, ACI23BLU3.0()CHEEZNVBLOTER)



ACI 1.1(T)~

Limit IP Learning To Subnet : Enabled

BD/EPGICHERN SN T L\BSubnetFEFSMDIPT R AICDWT. Local EndpointéU
TEBUR, 212U, Border Leafh'Remote Endpointt UTEZ I3 E%ZPALE

FRAEIITERVD., TR REERICITIRSIRVNVRFOVNIDOH THIRTI B128),

Border Leaf (CHULYT Remote
Endpoint ELTEEBULTULED
CEICTUTE &hET

[Disable Remote EP Learning]Z
B3I BETHULT B,




Limit IP Learning To Subnet ;¥ &5

[Limit IP Learning To Subnet]A7>3>% ., 3 TICFIFAFDOBDICH U TEnabled /
Disabled DF¥EZEBZEMUIHE. ACI 3.0(1kEDEIT(ELA T DIRRENFE &
93,

-  HBDEEICHVWTERTOFRFENdpointh—BEEEIND
o 1208 MACT7RLA BLU IPPRLZA OFBMELEENS
3.00EABFTX. EERICEAUT. BUFOSRENENTULVB(CSCve29663),

o B3E-EIMEIFCH VT, EBFEDEndpointBERDIZY 1 (FITHhNRL
(Iz12UL. BD Subnet&BFEY+DEndpoint IPY RLRIBIERICOWEIEZEEN B)

« 120D Endpoint FEDIZLE(FFEELRL

47



Enforce Subnet Check : Enabled  acisoom~

VRFEBHE (CHER SN TZBD/EPGDSubnet&E HSDIPY RLAILEndpointe UTE
ZUR L\ (Local Endpoint / Remote Endpoint LW NELTH).

Gen 2 BIBF®D Leaf AAYFICHFULTDHFERN

| System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers System Settings | SmartLicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

m in =\ (S (A o
SULEIEEL @G[) (Q) Fabric-Wide Settings Policy O o
= Quota
Policy History
Bl APIC Connectivity Preferences —
E System Alias and Banners o +
E System Response Time

E Global AES Passphrase Encryption Settings Dis Bemote £P Learning [ 12
Enforce Subnet Check: [] t

E BD Enforced Exception List

EnfolCE EPG VLA Vanoauon: 1

Enforce Domain Validation: []

B Fabric Security

B control Plane MTU
E Endooint Controls
E Fabric-Wide Settings Opflex Client Authentication: []

B Remote Leaf POD Redundancy Policy Reallocate Gipo: [] &
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ACICTIERE 9 DT I\ A AZHIEITEROVIT—R

ACIDData-planelc &SI BDEndpointF B DfLFHAz &, ACIDARZ IRFEEEDEBEL
1322 TWBIteh, BEARMICIEFIRIT DL BHERINT I, IERDAA(YFEE
UERIZARP/NDD AL BIPFBENMFZIRDENDLIBT —RICHWNTIE, Data-
plane Learning Z#E3{L I d2ENBIEE,

Bl - ACHAITT DB IRABRNZI T O LB (R RO — VB E HMEHUERI (CEDHE
THEREEZTE R I DIENHERVY), EndpointéLTRoutingBFZ2 957 /\

A0SO XEE, BE—IP7 FURAZARPR—=XTIIAIINA—-)\-FIFHI S
B — )\ Ez iU CHIFEN 3Rl Re D' T — X

X IP Data-plane Learning SERNMEEF(C(E. IP AgingZB3ME T B EHESRE (Default B%D)



IP Data-plane Learning : Disabled (VRF) 200~

IP Data-plane Learning %Z VRF T Disabled EUIZE . BUTFOBIEL 2B,
* Local Endpoint EUT MACY RLR(35| &S Data-planeh5F &9 5(Gen1/2)
« Remote Endpoint EUT MACY RL AL Data-planeh5F &9 3 (Gen2Dd)

X Gen 1H'Remote EndpointZZFZE UK. L2 Unknown Unicast 327 (& Hardware Proxy Zuws3 FIFE 32BN DD
 Local Endpoint @ IP7 RLA(&
Control-planeZi@UTZARP/NDT
DHFEITD
XIP Aging (Fw49 Enable £ 2ENHD
e Remote Endpoint @ IP7RLA(&
Unicast h'BIdFEET .
Routed Multicast "D HFET S

on | tsetaka_demol | mgmt | vSphere_Infrastructure | tsetaka_trex
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FEHESR

|P Data-plane Learning : Disabled (BD)

IP Data-plane Learning %Z BD T Disabled &9 3£0\/5(3. Service Graph T
PBRZFIAH I BEDHNMRIEITR—PENTNS,
(EGen 2 Leaf AA/YFADService Nodetzii)

ACI 3.1LAF% TEEEIRIICPBRAAHENS
Service Nodef&#tEPGEEI CHENHYIC

IP Data-plane Learning/h'Disabled& /2%
e, e FEN TN DAE(FR,

Brid
@ 801
@ 801
@ 802
@ 802
@ 802
@ 802
@)

(@)

@ 802
@ 802
@ 803
@) 803
@ 803
@ qual
VRFs
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Bounce Entry (1/4)

Endpomtb‘Vl\/IODiaE'z IRETIE. EndpointliFERDLeaffic FABIBI(CFZEITHA]
L. ACIT(ERemote Endpoint!BizFvry>1EU TREFI 575,
$ %Leaf(g(iﬁ"C(c_él&Endpomtb‘ﬁ?‘ UIRVRREHFEAEL DD,

Spine : COOP DB

MAC-A Leafl
IP-A Leafl
MAC-B Leaf4
IP-B Leaf4

r
SSSSS
d

Leafl : Endpoint Table Leaf4 : Endpoint Table

INGER E1/1 (Local Endpoint) NN E1/2 (Local Endpoint)
IP-A S 1P-B

L LEAF Z3asias LEAF ZE23Eas (R HHHHHH
. B e e = A et (Remote Endporns

( 1
BETBEIAENE
DB
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Bounce Entry (2/4)

Bl DLeafhMSCOOPZIEL TEFREDENd point'l‘%ﬁﬁ(iﬂ UTERBLeafh's
COOPZIBU Tt TEEAMFENKIIZ S . SpineldZHEXEndpointDFRAT 115
LeafDBERZEFTI DERFF(C. 7t 4 HE%Endpoint|GHzEERU TLVZLeaflC
XU TDHEFTFHRZIBINT Do soine:cooros

MAC-A Leafl — Leaf3 B#f

IP-A Leafl — Leaf3 BB#f
MAC-B Leaf4
IP-B Leaf4

e COOP @A

SSSSS

Leafl : Endpoint Table Leaf4 : Endpoint Table

MAC-A MAC-B

IP-A E1/1 (Local Endpoint) — HIBR  Leaft A Leaf2 IP-B E1/2 (Local Endpoint)
LeAF zzzzzzz [ LEAF zzzsszs [l LEAr zzzsszz [l LEAF mmzmssz
MACA Leas (Bounce by e R R i oA Leaft (Remote Endpoint)
IP-A Leaf3 (Bounce Entry)
. Leaf3 : Endpoint Table
IP-B Leaf4 (Remote Endpoint)

MAC-A

IP-A E1/5 (Local Endpoint)
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Bounce Entry (3/4)

Remote Endpoint!BHRZFRFFUILFFREROTL\DLeaf4(d. CORFRTIXVMODIZ
Bz oamL CLORLESD, VMIBDIE{EZ Leal (XU TERIX T B, Leaﬂ(iéﬁZVM
hiLeaf3([CRBENL TL\DTEZEREKL TLVDIZS. LeafdNBDERIX% Leaf3(CHEERIX

93, COBNMEZBounceE SN,

Spine : COOP DB

Leafl—Leaf3

MAC-A Leaf3
IP-A Leaf3
MAC-B Leaf4

IP-B Leaf4

(Bounce)

Leafl : Endpoint Table

MAC-A Leaf3 (Bounce Entry)
IP-A Leaf3 (Bounce Entry)

IP-B Leaf4 (Remote Endpoint)

Leaf4—Leafl |

Leaf4 : Endpoint Table

MAC-B
IP-B

IP-A Leaf1 (Remote Endpoint;

E1/2 (Local Endpoint)

)

Leaf3 : Endpoint Table

MAC-A

IP-A E1/5 (Local Endpoin

IP-B Leaf4 (Remote Endpoint

Bounce BAS CIXX{ETTLeafD
g TEPY RL R (FEEHZ SN,
)

LeafANSMIXELLTEETS
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Bounce Entry (4/4)

Leaf3fC T (CRENLIEVMDBDERDEE(. Leaf3hBouncelckDLeaf4ZFE 5T
TEPEUTEZBDSD. EiglLeafdlCREN D, CORFER T, Leaf4lIVMODIZEN Z
oL . BB MRemote EndpointT> MZEFI 3,

Spine : COOP DB
MAC-A Leaf3
IP-A Leaf3
MAC-B Leaf4
IP-B Leaf4

Leafl : Endpoint Table Leaf4 : Endpoint Table

. . e MAC-A Leaf3 (Bounce Entry) ea — - ea MAC-B E1/2 (Local Endpoint) . -
Re,ﬁi?,i;igﬁ}me“’*ﬁﬂi " P-A Leaf3 (Bounce Entry) I B R R LB DIB(E TldBounce Entry
“IEJnitiy(;ﬁhrEgg;% ................................................... A st (Remote Endpoint FIFAE S (CEELeal3LBIETS
2N IP-B Leaf4 (Remote Endpoint)

Leaf3 : Endpoint Table

MAC-A ;

IP-A E1/5 (Local Endpoint)
rrrrrrr

IP-B Leaf4 (Remote Endpoint)
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Bounce Entry & Endpoint Retention Timer

Bounce Entry(da@FE DRemote EndpointdDERUV({E+30FP)Retention Timer
HEETE SN BTz, Bounce EntryhiTimeoutd BBIICRemote Endpoint®I >~
M Timeoutd 3. Z1NICLD. Bounce Entryh TimeoutL THREIREEFEELRRL,

. Timeout Bounce Entry0fL#HA (LD, ACI Fabric®
Timer  zoipnm  BP YRE IBAEAMEAL THENdpointiEBNBE(C Spine/it
Local ~ 900%2(1553) MAC/IP — BRI BT RIETT A HEXEndpointZ
Bounce 6393@ MAC P ﬁ"‘ﬂﬁﬂj_CL\E*z@JT_l:Leaf@%‘@iit@%ﬁ:@\

(105330%2) BEHMEARULVEEEDESRAMMENNURLY).,

Remote 300#(593) MAC IP

Move 256[0l/% - - Endpoint Retention Policy (&,
Hold 30082 — — BDEEAIOVRFEEL TDHRY LMBRH EIHE




Bounce Entry HIBREFODEA] : 3.2(21)~

ACI 3.22NEABZF(CHWT. Bounce EntryHIBREF(CE LeaflCx L TE%=ZRemote
Endpoint|EHROBIBRZ B A 21 T OMEEEN RSN (CSCVj17665) 0 CHIIATFH
REIFMY R4 — X (CSCva56754)ELTBorder LeaflCHB U TRemote Endpoint!s
RO TUEIBZEANDNDIH T D COREEEZFIAT D _E T ERIER
(F7RVNBEENBYCFI A RIEEE 18 D).







ACI OB ACI SFAD Subnet OFB1T

ACIANSL3outDIMTSubnetZzi TUIEIZS . Bounce Entry(dA&RN SR,

L3outiii{S IP7RLA

L3out — ACI Remote : ZFEB UL

Remote EndpointI> Mo TL\BLeafhSId. L3outDIMNIFEITUIEFESE(C(E
A4 LT IR BDETEB TSR,
— LeaffB(C Remote Endpoint [B¥RZFENTIV7 I BENBIEE

$FERemote Endpoint®IPY RLUATY NDOHZHIBR T 2155
LEAF1# clear system internal epm endpoint key vrf <vrf-name> ip <ip-address>

ZRemote EndpointDI> NZHIFR I IS (MACY RLAZED)
LEAF1# clear system internal epm endpoint vrf <vrf-name> remote

X Gen2 LeafDim&EI(L[Enforce Subnet Check]ZBx1{E I 3L T, BD SubnetDHIBRICLD
Endpoint|EEROBIBRH B EE,
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1X{E7cLeaf TCGen1FIADIZEDMIFER(1/2)

BUTF 04 zimIcUTUE B A. Border Leaf([CBLVTRemote Endpoint®
I/ |\IJ j:»%%ﬁ énab\4k/ﬁb\%$ L/jéo

 Ingress Policy Enforcement (Default)ZF| A
«  Border LeaflCEndpoint-A&B{E%Z{To/cEndpoint-BHNMFIET D

RERRRER L LEAF ZIZZiis EEREEER

(Border Leaf(¥Endpoint-AZRemote Endpointt UTEZULTWD) <
«  X{EFTEndpoint-AN' Leaf2 (Genl)ic FALRENLIE (T, ( é N
Endpoint-BE(FBIEY I (CHZBorder LeaflciBRkan TS | e I
L3outDIcEDE TDHBIEZITD
(L3outEMIBIS(C LD TRemote Endpoint®Retention Timer(FEFTEN 31, Leafd : Endpoint Table
Leaf2 ADFEEN(EFEBUR = Leafl(THRATLVEEFERD) P8 (Lol Endpoing
- RBEFIOLeallHBRENTULIZBounce Entryd{ LA7D MM& A e pory
Endpoint-AlZL3outEDEREN TSRS
L3outi#i{S MACY? RLA IP7RLA
ACE—.L3out Remote : Gen 1 Leaf "SMIXE THDIZE . IXETTMAC/IPY RLRESIC

Remote EndpointtL TEZEELAVDLEY MY ) N




IX(ETTLeaf TCGen1FIAHDIZEDRIFER(2/2)

ﬁﬁlﬁd)lﬂn‘ii/\@ﬁkﬁ }E(atL/{‘FOJLD e [ e
18K Z@mIIZE . 3.BLVADTISEARE ., SN e

4 %‘:lﬁr‘_ a'i,,g_l/:l\\ 3 0) ;(j- },‘C\( iZ‘g 1 ';;;;;; e A el

3 2Q)UBADTY T — R BT [W

Border Leaf (Leaf4) ([C Endpoint NEIRFICIFTELRVEE (L DR E(J%Ebnm
BEIUIZEndpointDiEftstleaf (Leaf2) Gen2 THAIGEECDRIREFFEELRR L

ACI 2.2(2)LABFBULIFACI 3.0 EAFFDIHZS. [Disable Remote EP Learning)ZB30(CI DL
C. Border Leaffll CMRemote EndpointDZF Bz U2 WL I(CHER T DL THIBDFEEZ A IE
T3

4. ACI 3.2QEUEFNIZE. [EP Announce on Bounce Delete] i'#EET B1zs. Bounce EntryDH|
BREFICEDET. §§D'Cb$’)'CL\7LRemote EndpointI> NJBHIBREN D, ZNICED. FEED
FHEZPHLETED GREAE)
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Disable Remote EP Learning : Enabled 3000~

VRFICL3outhR{F 5N TULDIFEI(C. Border Leaf CDRemote Endpoint®

FEZEITBLT. BIEDFEEZTFHI B,
XACI 3.2NAPFDIZE (FBRRDHERL

| System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers System Settings | SmartlLicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

L EIIREIED O@O Fabric-Wide Settings Policy 00

= Quota
Policy History
Bl APIC Connectivity Preferences —

E System Alias and Banners o *

E System Response Time
Bl Global AES Passphrase Encryption Settings Disable Remote EP Learning: []

E BD Enforced Exception List ERTOTCE SUBREY CRECk 111
Enforce EPG VLAN Validation: []

B Fabric Security

Enforce Domain Validation: []
B Control Plane MTU

B Endooint Controls

B Fabric-Wide Settings Opflex Client Authentication: []

llocate G .
B Remote Leaf POD Redundancy Policy Reallocate Gipo: []

XVPCRPDF 75 D) —ROHCL3outhMMERKEN TL\BIHE. Disable Remote EP Learning Z#8U CL\BIBE THVPC/—REITOD
[ERAICLDTRemote EndpointzF B U TLE Sz, Border LeafDIBRKICIZERNLE (CSCvi50954)
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g —ih— MIE T TORIMACY RLUAADIPFELT

MAC-AICHRDKIP-A%Z Endpoint EUTEBBOIRERICHWNT, E—R—MEC T T
IP-ABMAC-AZFFDHost-AhS. MAC-BZFEFDHost-BILF I ZBNIEIHZE.
Gen 1 LeafET)UET I AL R TIXEndpoint TableZE#TURLNCSCus77627),

B—MR—MZ T TIP7RLADIBENFEELL
& Endpoint TableZEHTLRL
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EP Move Detection Mode : Enabled

EP Move Detection Mode ZB31Mt I DL, Leaf A1YF(d GARP/UAOy NMIED
WCENndpointDFEEN(BIMACT RLAADIPY RLZADFIEX) Zi2:# LI > N %
EFTIZ B,

212U, COBeezFI AT BIeo(C(E. U T DR A Z®BIZITEN DD,
 BD [CHULT Unicast Routing hMEZHIEIRDTULS (ACI as Default G/W)
e ARP Flooding NERNELT-OTLA

Summary Policy ~ Operational Stats

General L3 Configurati
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L2 : Unknown MAC Address

—YIBRENICTIL — LABRELRVL2 EndpointhMEIELIGE S LRAAYF )
BIEZ NI T DIEHICFFEIMACT R AN Endpoint TableCOOP DBICI> k
JEN TV EN DD,

BDCUnicast RoutinghB3MEEN TLRWZSE . ACHIEMACTY RLADHZ2F 4
I3, Unicast ARPICEDIFIEREERZITOIE N R,

TN, L2 Unknown Unicasta®EZ[Flood|EFBET. BUMMNS J1vH %
BDEEF TFlooding 9 dEKICHER I DWAEN DD

L2 Unknown Unicast Endpoint Table COOP DB

Hardware Proxy 1X{S7tLeafDEndpoint TablelCI> M)  COOP DBICHEZMACY RLADI> M)
(Default) HRVBE. Spine ProxylCERX 93 H12VMZE. Dropd %

Flood Endpointh%ft D<BD&EH TFloodingd

(ARP Flooding6E#{btEh3) 13(BE5tEndpoint(CEIET D)
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L3 : Unknown IP Address

—tIBER(CTIL—LZXEELRVL3 EndpointhFIELIZIZ S SpineDCOOP
DBICT> NUMFTELRRL\ESpineldDropd B EEIRF(CLeaf R YF(CXF U TARP
GleanZE:RZH I, HeBDZFRFDLeaf A/ YF(&Pervasive Gateway” RLAHS
=5%IP7 RLAFEDUnicast ARPZEIXEUFTEMEZSZ1TD(ARP Glean®fE),
a7 X TEOfzLeaf(JIBEDEndpointEERE[EHFRICCOOPTSpinelBXAN9 5
fz&h PABFDB{E(CXT U TIESpine Proxyh'EiIZ 9 3.

IPY RLAZE#RENZEndpointlZAging TimerlC L3541 L7 MaiTlCUnicast
ARPICLDTFEMERRNMTOND IO IBIRHBENTTRREY AL > MRANTOREL
TEFEEIEF'_E\@L\O

ARP GleanZ/EDzF#ll(EForwarding Behavior&#HC THER
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ARP Broadcast Flooding

Broadcast?ﬁ%ODARPU’JIZ N3G I DENE(L. BDICHIFB[ARP Flooding]s%E

&
IRETEALT B,
ARP Flooding
Disabled ARPERDFESEIPY R AFE(CUnicast TERIX T B (FabricNDIB{ENTRE{ LEN D).

COOP DBIZI> NJHRVEE(E. ARP Glean(C&BAFRITHERNEITEIN B,

BD&EH (CARPE K (EFlooding&t 3. GARPIC L ZiBANREZITN T (CFEEN T BEndpointht
FEIZHSICZARP FloodingZEnablelC I 2 ENHD.
S BATRIY (AR L2 TE. BDMDUnicast RoutingfERH(ACIN Gateway TIFRV)DIZE(FARP Flooding(dB%hE x5

Enabled

XAC| 4.2~ GUITBDZERTIERUIIZEICH T, [ARP Flooding](dT IAIL NTHERIERDLIIC

ZEHING, VREEFED TI(H—RMERL T 23S Y. APHRHDIZE DT JAIL NMIE S B3R
DIEDIERESDEINIREBERDDTER

ARP FloodingE/EDzE#ll(EForwarding Behavior&#3HC THER









L4-L7 Virtual IPs

« Tenants > Application Profiles > AP > Application EPGs > EPG

System | Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | Add Tel | common | tsetaka_demol | mgmt | vSphere_Infrastructure | tsetaka_trex
tsetaka_demo1

C» Quick Start -

[ tsetaka_demo1

~IP Descrioi

[ Application Profiles escription
@ App1_Alas (App1_Demo) Create L4-L7 Virtual IP (2 1x)
@ App2_L2 P o

@ App2_Service_Graph
@ App_Infra
@ DEMO_APP1

[ Application EPGs

Description: | optiona

8¢ era1

& Domains (VMs and Bare-Metals)

= EPG Members

= Static Ports

[ Static Leafs

& Fibre Channel (Paths)

& Contracts

[ Static Endpoint

[ Subnets

& L4-L7 Virtual IPs

I L4-L7 IP Address Pool
8 erG2




L4-L7 Virtual IPs 1—AT—X

L4-L7 Virtual IP EUTIETEURIPY RLA(E. Data-plane Learning®ZFZEh5 BRIt
SNFEY, EPGICHBIFBRCDEHTE(L. L2 DSR (Direct Server Return) 29 2155

DHNTANBEDI—AT—ATY,

Client(ZLBDVIP IP-ZFEICIE{E(-)

LBIZFEFEMACZMAC-ABULIEIMAC-BFEICU TERIX(-)
OX{ETTIP(EClientDFE. FB5CIPIXVIPOZEF)

Server-A/Bl3iX{E7tIPY RUATH B Client(CEZERIE (-)
— VIP-Z 7RL XM LB, Server-A, Server-B TIZYJULTUES

VIP-Z7 RU A% L4-L7 Virtual IP EUTERTE I DET. Data-planeF B =AML
FBRET. I3VTFTRERIELKEMET B3L(C12B
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nicast Routing

Tenants > Networking > Bridge Domains > BD > Policy > L3 Configurations

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantSearch: [ENERIEEEogi ] | common | tsetaka demol | mgmt | vSphere Infrastructure | tsetaka_trex

Bridge Domain - BD1-1 O o

C» Quick Start :
Summary Operational Stats Health Faults History
[ tsetaka_demo1
[ Application Profiles General L3 Configurations Advanced/Troubleshooting

= Networking
= Bridge Domains © Healthy o
@) BD1-1 Propertie
@ BD1-2

tsetaka_demo1 &AO

Operational Value for on

@) BD2-1 Custom MAC Address FF
@ BD2-2 Virtual MAC Address
@) BD2-3 Subnets +
@) BD2-100

< dress Scope Primary IP Address Virtual IP Subnet Control
@) BD2-200

1 False False

@) BD2-201
@) BD2-L2_01
@) BD2-12_02
@) BD3-1 EP Move Detection Mode: [] GARP t
@) BD3-2 Associated L3 Outs +

@) BD3-3 ~ L30ut

78



EP Move Detection Mode

Tenants > Networking > Bridge Domains > BD > Policy > L3 Configurations

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantSearch: [ENERIEEEogi ] | common | tsetaka demol | mgmt | vSphere Infrastructure | tsetaka_trex

tsetaka_demo1 ( A[) @) § .
WIS Bridge Domain - BD1-1 O o
C» Quick Start

B tsetaka_demot Summary Operational Stats Health Faults History
setaka_demo
& Application Profiles General L3 Configurations Advanced/Troubleshooting

= Networking
© Healthy +
= Bridge Domains l o

@) BD1-1 Propertie
nicast Routing
@ BD1-2

Operational Value for Unicast Routing: tr

tru

@) BD2-1 Custom MAC Address: |
@ BD2-2 Virtual MAC Address
@) BD2-3 Subnets +
@) BD2-100

¢ ~ Gateway Address Scope Primary IP Address Virtual IP Subnet Control
@) BD2-200

False False

@) BD2-201
@) BD2-L2_01
@) BD2-12_02
@) BD3-1 I EP Move Detection Mode: [] GAR
@) BD3-2 ‘Associated L3 OUts +

@) BD3-3 ~ L30ut

%2 Unicast Routing : %l + ARP Flooding : B3 .



Limit IP Learning To Subnet

« Tenants > Networking > Bridge Domains > BD > Policy > General

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

| common | tsetaka_demol | mgmt | vSphere_Infrastructure | tsetaka_trex

[EEEELEETD Bridge Domain - BD1-1

C» Quick Start
Summary Policy Operational

ﬁ tsetaka_demo1

= Application Profiles General L3 Cc
= Networking

© Healthy
[#= Bridoe Domains v

@ BD1-1 Fropertie
@) BD1-2

@ BD2-1 L3 Unknown Multicast Flooding

L2 Unknown Unicast:

Hardware Proxy

@ B02-2 IPV6 L3 Unknown Multicast

@) BD2-3

@) B8D2-100

@) BD2-200

@) BD2-201

@) BD2-12_01

@) BD2-12_02

@ BD3-1

@) BD3-2

@) BD3-3

@) Qualantine_BD IGMP Snoop Policy
= VRFs MLD Snoop Policy:

Multi Destination Flooding

* PIM
PIMv6
IGMP Policy

ARP Flooding

IP Data-plane Learning: (

I Limit IP Learning To Subnet

Endpoint Retention Policy:

ct a value




|P Data-plane Learning (BD

« Tenants > Networking > Bridge Domains > BD > Policy > General

System Tenants

| Add Tenant

tsetaka_demo1

C» Quick Start
ﬁ tsetaka_demo1
= Application Profiles
= Networking
= Bridoe Domains
@) BD1-1
@) 8D1-2
@) BD2-1
@) 8D2-2

@) BD2-3
@ BD2-100

@) BD2-200

@) BD2-201

@) BD2-L2_01

@) BD2-12_02

@) BD3-1

@) BD3-2

@) 8D3-3

@ Qualantine_BD
= VRFs

Virtual Networking L4-L7 Services Admin Operations Apps Integrations

| common | tsetaka_demol | mgmt | vSphere_Infrastructure | tsetaka_trex

Bridge Domain - BD1-1

Summary Policy Operational

General L3 Ce

© Healthy

L2 Unknown Unicast:

Hardware Proxy

L3 Unknown Multicast Flooding

IPv6 L3 Unknown Multicast:

Multi Destination Flooding

PIM
PIMv6:
IGMP Policy:

ARD Elooding

1P Data-plane Learning :ml MIER(THR— NN B FIE(T Service Graph + PBR EIRIMDF

Limit IP Learning To Subnet
Endpoint Retention Policy

IGMP Snoop Policy!

MLD Snoop Policy:
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|P Data-plane Learning (VRF

« Tenants > Networking > VRFs > VRF > Policy

System Tenants

ALL TENANTS | Add Tenant

tsetaka_demo1

C» Quick Start
) tsetaka_demo1
[ Application Profiles
= Networking
[ Bridge Domains
B VRFs
& VRF1
& VRF2
& VRF3

|

© Healthy

[ External Bridged Networks

B L30uts
= Dot1Q Tunnels

= Contracts
= Policies
& Services

L4-L7 Services Admin Operations Apps Integrations

| common | tsetaka_demol | mgmt | vSphere_Infrastructure | tsetaka_trex

Summary

Endpoint Retention Policy: |select a value

Monitoring Policy value

EIGRP Context Per Address Family

EIC

Create SNMP Context: []
Create Route Target Profile: []
DNS labels

Transit Route Tag Policy

IP Data-plane Learning ]/

WAN VPN

Enable GOLF-OPFLEX MODE
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Disable Remote EP Learning

« System > System Settings > Fabric-Wide Settings

| System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers System Settings | SmartlLicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

System Settings

Fabric-Wide Settings Policy 0 o
— ¢!
Policy History
APIC Connectivity Preferences —
System Alias and Banners o +

System Response Time P

Global AES Passphrase Encryption Settings Disable Remote EP Learning: [] + e remote e : VRF
ETTOTCE SUDNeT Cheek, L 1 PN pr— the e of subng Pure VRE T
Enforce EPG VLAN Validation: []

BD Enforced Exception List
Fabric Security

Enforce Domain Validation: []
Control Plane MTU

Endpoint Controls

Fabric-Wide Settings Opflex Client Authentication: [] 1 -
Reallocate Gipo: [] e e some non-stretched B etched B

Remote Leaf POD Redundancy Policy
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Enforce Subnet Check

« System > System Settings > Fabric-Wide Settings

| System Tenants Fabric Virtual Nety

QuickStart | Dashboard | Controllers
System Settings

= Q

APIC Connectivity Preferences

System Alias and Banners

System Response Time

Global AES Passphrase Encryption Settings
BD Enforced Exception List

Fabric Security

Control Plane MTU

Endpoint Controls

Fabric-Wide Settings

Remote Leaf POD Redundancy Policy

jorking L4-L7 Services Admin Operations Apps Integrations

System Settings | SmartlLicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

Fabric-Wide Settings Policy

Dis Qte EP learning [ 12

Enforce Subnet Check: [] t e IP address le the e of . figure

EnfolCE EPG VLAN Vanoauon: 1

Enforce Domain Validation: []

Opflex Client Authentication: [] 1 -
Reallocate Gipo: [] e e some non-stretched B etched B

Policy
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EP Loop Protection

« System > System Settings > Endpoint Controls > EP Loop Protection

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers System Settings | Smartlicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

System Settings

Endpoint Controls Q o
= Quota

Ep Loop Protection Rogue EP Control Ip Agin
E APIC Connectivity Preferences | p P I d I P Aging

System Alias and Banners Policy History

System Response Time

o *
Global AES Passphrase Encryption Settings

BD Enforced Exception List
Administrative State:

Fabric Security
Control Plane MTU Loop Detection Interval: 60 A

Endpoint Controls Loop Detection Multiplication Factor: | 4 -~

Fabric-Wide Settings Action: [7] BD

Remote Leaf POD Redundancy Policy
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Rogue EP Control

« System > System Settings > Endpoint Controls > Rogue EP Control

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers | SystemSettings | SmartLicensing | Faultis | ConfigZones | Events | AuditLog | Active Sessions

Endpoint Controls O o

= Quota
Ep Loop Protection Rogue EP Control Ip Agin
B APIC Connectivity Preferences p Loop | g I p Aging

E System Alias and Banners Policy History

System Settings

System Response Time

o *
Global AES Passphrase Encryption Settings

BD Enforced Exception List
Administrative State:

Control Plane MTU Rogue EP Detection Interval: | 60 A
Endpoint Controls Rogue EP Detection Multiplication Factor: |4 o
Fabric-Wide Settings Hold Interval (sec): | 1800 -

=]
=]
=]
B Fabric Security
=
=]
=]
=]

Remote Leaf POD Redundancy Policy
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P Aging Policy

« System > System Settings > Endpoint Controls > IP Aging

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers | SystemSettings | Smartlicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

System Settings - )
Endpoint Controls O o
= Quota

Ep Loop Protection Rogue EP Control Ip Agin
APIC Connectivity Preferences p P ! gu

System Alias and Banners Policy History

System Response Time

o *

Global AES Passphrase Encryption Settings

BD Enforced Exception List

e
Administrative State: (
NS

Fabric Security

Control Plane MTU

Endpoint Controls

Fabric-Wide Settings
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Local Endpoint Learning

« FTIAIWNT(IData-planeTIP7 RLR"B"FEE I 2= ACIRRSTIEDEME

IL—LiER] ERXENFIER! FEWSR

Non-IP Bridged (L2) MACY RL R (sMAQ)

ARP IP7RLX (Sender IP)
IPv4 Unicast Routed (L3) m,;czljl\;\/(lsl(;;\/l A
IPv6 Unicast Routed (L3) ;\I/laA%Clel\;\/(ZSI(;;\/l Ao

MACY KL X (Source MAC)

IPv6 / ND Neighbor Discovery (ND) P7RLZ (Source IP)

MACT KL X (Sender MAC)

XFEFEH'BD GW (BD-SVFEDIGE

>~ Data-plane IP Learning

~

X5E5ENBD GW (BD-SVI)5EMDI5

X L3out & Infra VLAN TEUIL —LNBIEIPTY RLADFEZ (F1TH RN
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