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Local Endpoint & Remote Endpoint
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Endpoint®#Z&)EBounce Entry (1)
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EndpointD#Z&)EBounce Entry (2)
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EPG - L4-L7 Virtual IPs

LBMDirect Server Return (L2 DSR)EMEDTz8HIC. DSRARAEIP7 RL A(CDWLT
Endpoint Data-plane LearningZ 3t 935y THIE).,

Src IP: 172.16.1.1 (client)

Src MAC: LB MAC

Dest IP: 192.168.1.100 (server loopback IP)
Dest MAC: Server A MAC

| | =]
1 Src IP: 192.168.1.100 (Server loopback P)
Src MAC: Server A MAC
Dest IP; 172.16.1.1 (client)
Dest MAC: Leaf GW MAC

Src IP: 172.16.1.1 (chent)

Src MAC: Client MAC — : —\
Dest IP: 192.168.1.100 (L8 vip) B SN , — '

M
Dest MAC: LB MAC 192.168.1.100(VIP) LB MAC?

d ! MAC A?

MAC B?

1 16.1.1/24 VWP: 192.168.1.100 Server A Server B
MAC: LB MAC Primary IP: 192.168.1.1 Primary IP; 192.168.1.2
Loopback IP; 192.168.1.100  Loopback IP; 192.168.1,100
MAC: A MAC: B
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EPG - L4-L7 Virtual IPs

Tenant ACI_Design_Seminar ¢ & ©
C» Quick Start .
v ﬂ Tenant ACI_Design_Semmnar
v i Application Profiles
v @ aner
v i Application EPGs
v % EPGY
= Domains (VWMs and Bare-Metals)
> [l £PG Members
> [ Static Ports
W Static Leafs
> [ Fibre Channel (Paths)
W contracts
B Static Endpoint

> [ Subnets

I W La-L7 Virtual IPs

W L4-L7 IP Address Pool

W L4-L7 Service Parameters
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BD — Unicast Routing

BDICXTU TRk UTzSubneti EZ Leaf A/ F(CEFH I 3.
(RoutingEMES LUENdpoint®IPY RLAF B Dy /5 (CXF U THEEET D)
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BD — Unicast Routing

Tenant ACI_Design_Seminar §

C» Quick Start

v ﬁ Tenant ACI_Design_Seminar

> [ Application Profiles
v Networking
v Bridge Domains
I > @) 801
> @) 802
> @) 803
> @) 204
> @) L3-BD1
> @) L3-8D2
> @) L3-803
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Bridge Domain - BD1

®

Properties

Unicast Routing:

Operational Value for Unicast Routing

Custom MAC Address:

Virtual MAC Address:

: true

00:22:8D:F8:19:FF

Not Configured

Subnets:

a Gateway Address



BD — GARP-based EP Move Detection

Unicast RoutingB3h - ARP FloodingB3h(CIIZ TERNMETSIET. F—
N—RDEL T TIPY RLAWFRULLWMACY RL R ICHRAT W GARPIEBAIICE DL
EndpointDFE%1T1,

BZFEULIPYRLAZRID
VMO EI—RA N ETHEFIAEUE
B ERECEERD,

LeafZ’( YFRIVMINSDIEBET !- IIE

BD1 and EPG1
192.168.1.1

ESXi host VMZ

102
IP 192 168 l 111




BD — GARP-based EP Move Detection

Tenant ACI_Design_Seminar {§ & © | Bridge Domain - BD1
C’ Quick Start

I > @ BD1 Unicast Routing: /]
Operational Value for Unicast Routing: true

Custom MAC Address 0:22:BD:F8:19:FF

Virtual MAC Address: Not Configured

)4
Subnets
L3-BO
» Gateway Address
B
BL3
)
“
External Bridged Net k
External Routed Networks EP Move Detection Mode: [ ] GARP based detes
Dot1Q . Associated L3 Outs
ontracts o !



BD — Limit IP Learning To Subnet
(IB%&FR : Enforce Subnet Check for IP Learning)

o 2.3(1e)BLU3.0(1kLAE THARIC/ERUIZBD T(3T I 4L MERN(CSCvb16668)
o 3.0(KFION-23>THEZ) - B Z2IDEZ 35S (EEndpointEEH
ROMBHSLE T 2D TER(CSCve29663)

Eﬁ-jtlp? IQI/Z%EQ}:I_ELJE:I:%E\(: 192.168.2.1 or 192.168.2.2 - -
SZIPVRLADFE2MH 5. 5 Pz a
(Local Endpoint®d+) O N TR e

EIN E1/2 E1/3 BD1
192.168.1.254
Enable Limit IP
N Learning To Subnet

MAC: (




BD — Limit IP Learning To Subnet
(IB%&FR : Enforce Subnet Check for IP Learning)
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BD — Endpoint Dataplane Learning

PBRTHIFH I %Service NodeZz$z#i I DIc6bDBD T, Dataplane Learningl(d
NI 2 EN DD,

Tramc from service node (after PBR)
Src 219216810 SrcIP: 19270800
Src MAC: S Src MAC: YMAC-leg2

Dest IP; 192.108.2.1

Dest ;192,168 2.1
Dest MAC: Loal MAL Dest MAC: Loat MAC

i1 loat performs data-plane loaming

P 19216811 asrmisibimtdamal > > Sorvice node leat

Tramc from chent (Defore PBR)

Provider leaf

Service node leaf

( =0 Vi : . = E
192.168.1.254 172.16.1.254 172.16.2.254 192.168.2.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Chent-BD f Svc-external-BD Svc-internal-BD Web-BD
S Enable data-plane Enable data-plane
['f“'l . leaming (default) learning (default) EPG
IP: 192.168.1.1 P: 172.16.1.1 IP:172.16.2.1 IP: 192.168.2.1
MAC: S MAC: vMAC-leg1 MAC: vMAC-leg2 MAC: D
\. 2N J . J
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BD — Endpoint Dataplane Learning
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Fabric - Disable Remote EP Learn (on border Leaf) @

1. 1P1 is learned on border leaf LEAF3 because of IP1-to-IP2 traffic
Remote endpoint

Endpointi&fiiLeafZBorder Leaf&
LCEHIAT R R

Leafi TBounce Entry'EABEEINE
RBofzi&(CLeaf3NSIP1FEDIEEN
52B9 B (Retention TimerfXi@aE
2. IP1-to-IP2 traffic ceases FEﬁ i—c)

3. 1P1 moves to LEAF2
4. IP1-to-L30ut (external) traffic starts before remote endpoint on border leaf ages out

B b e Leaf3TRemote Endpoint|&#k%
== = e BB BT ECEDBRIIARART S
(ECLIE/E)

Leaf3h'Border LeafSEFH CTH D%
&>, Disable Remote EP Learnh®
e e o s 13 e e BREN TV EEBLLETED

VRF with ingr policy mode




Fabric — Disable Remote EP Learn (on border leaf) @

EBHDLeaf AAVFITESTEI—VLAN SVITL3outZiERK I DS (CHERR I D,

{5l : Multi-Pod TL3outZActive/StandbyiBRkDERIZ CEndpointh B8 LIcime

Active Standby
Active firewalt: 192.168.3.1 Standby firewall: 192,168 3.2

IP1 moved to Pod2



Fabric - Disable Remote EP Learn (on border Leaf)

Cyetem Setrtinac - o Cahrie \/ e D,
dVole Y DL o - O av o Yy L
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Fabric - Enforce Subnet Check @

S EBRouteEBHIDIPY RLAZ & TEUTZEndpointht/ Uy Mz sRIXEUIEIHS.
L3outh'532{EL TUV\ AR ISIBER D Prefix DI & (X EIRIEFH IE SN B (EE2H A
Leaf AAYFDIZE DM, 0.0.0.0/0&EFH fEoZ S (CIEBALIETERL,

2 Leaf AMVFDIZEE
[Enforce Subnet Check]%Z sk Ay f
BIMEUTRBLET 3, e R T

Not learning IP address from this packet Not learning MAC or IP address from this packe

S Leaf A1YFDIZE(E
[Limit IP Learn To Subnet]&

[Disable Remote EP Learn]%z
HAETET D,




Fabric — Enforce Subnet Check @

Limit IP Learning To Subnet&DH5R(C. Local EndpointfZl3 TK. Remote
Endpointlc DWTEERF B ZRHLIETESN, 21 Leaf R/YFITXFULTDHERN,

. " : IWVXLAN has VRF infor
Local endpoint learning 3: IVXLAN has VRF information (routing)

LEAF1 Remote endpoint learning
(engpome || o
- : 0 [ Endpoint | ___|
IP : 192.168.1.1 =/a
IP : 192.168.1.1 LEAF1
—e &8s
It rd I8+ e se v R ]

Enforce Subnet Check enabled
2: Dst MAC is leaf bridge domain SVI 4: VRF information in iWXLAN (routing

Src IP 172.16.0.1 is checked but

LEAF2
BD1 BD2 not leamed
124 \» 1
\\
\
P 192 168 21
MAC: (

routing
Src MAC S2 and IP 172.16.0.1 are
not learned

192.168.1.254 24 192.168.2.254



Fabric — Enforce Subnet Check

System Settings

/,
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C Connectivity Preferences

1St

80D Enforced Exception List

':".\f"'_! P Jane ‘-'TU

Endpoint Controls

Fabric Wide Setting

o Confid

All rights reser

ential

Fabric Wide Setting Policy

e 7=

Disable Remote EP Learning: [}
I Enforce Subnet Check: [] 1

Reallocate Gipo: [}

Enforce Domain Validation: ]

Opflex Client Authentication: [}



Fabric — IP Aging

ARE(ROEIPRLRBERZ VO DETHFRIF I EZMh1IET 3,
(DHCPTIPY RLAZBUE TERNOIBRMD169.254 x X7 RUARE)

AgingtBERFEID75%NEIBUILEF R T, Leaf A1YF (&

Unicast CARP\ oy heix B U IP7 RLADFIEMESSZITD
SENRVEESEEZIPY RLATY MNEIBREN D)

MAC: 0123.2345.3456
IP1: 169.254.1.222
IP2: 192.168.100.100



Fabric — IP Aging

System Settings @ = © Endpoint Controls
> I Quota
B APiC Connectivity Preferences , ,
B 20 enforced Exception List IP Aging Policy
B contol Plane MTU

I E Endpoint Controls

E Fabric Wide Setting Properties

E System Global GlPo Administrative State: = Disabled [l

E BGP Route Reflector
B coor Group
E Load Balancer

E Precision Time Protocol
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ACIICEIFBEndpointDF B ENFZ IEUCHEARUL LT, B8N Z1T D,

E

(on border leaf)

BD Limit IP Learning To Subnet | &%) B3 B3N
IP Aging B%h (Default) B%h (Default) B%h (Default)
Fabric Disable Remote EP Learn 55 5% 5%

Enforce Subnet Check

B

B3
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. FEIPY RLAMData-plane LearningZzf#sh{t 9%
L4-L7 Virtual IP 1.2(1m) iDSR@J 4,5(:;@”@5&@)) gem
Unicast Routing 1.0(1e) BDICHIFBL3I—FT 1> EIP LearningEhfE
ARP Floodingh'EnablefF(C[E—Interfacefic F(CHIFD
GARP-based EP Move Detection 1.1(1j) EndpointOB B DR (CGARPZFIA TS
(Endpoint DBIcH1F3 IP-MACHR{T T EIR)
Limit IP Learning To Subnet 1.1(1j) BDiERSubnetEEEMDIPFEZE D5 1E (Local Endpointdd+)
s i - ingZ %
Endpoint Dataplane Learning 2.0(1m) (BI%R%}L’E}EQ?FE%QF[E;&] sliis Ll g il E5re
. Ingress Policy Enforcement (Default) E1/EDBorder
Dlsatt? - dRen?Otf 7 LI 2.2(2e) Leaflc$lFdRemote EndpointDF Bz NI
(on border leaf) (X¥5RBorder LeafA1/vF(ISpine ProxyDHFIFET3)
2.2(2q) VRFICH{FLVZBD Subnet&EHIMDENdpoint=B%51E9 S
Enforce Subnet Check %2.3, 3.0(1x)T(Z | (Local / Remote M73)
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https://www.cisco.com/c/en/us/solutions/collateral/
data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739989.html
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