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Ø  BYOD or Bring Your Own Device is a concept which allows users to connect, register, and provision 

their own personal devices onto the corporate network. Devices are evolving so rapidly that it is 
impractical to pre-approve each and every device by the IT department. It is also somewhat impractical 
to expect IT organizations to have the same level of support for each and every device that employees 
may bring to the workplace. 

 
Ø  On-boarding of new devices—should be simple and, ideally, self-service with minimal IT intervention, 

especially for employee bought devices. This on-boarding does not require any pre-installed software. 
So this can be used to provide access to guests as well 
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•  ISE & Backend Servers (directory / CA) 

•  WLC & Access Points 

•  Endpoints 
-  iOS devices (iPhone/iPad) 
-  Android devices 
-  Windows laptops 
-  Mac OS/X laptops 
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With this support for Client devices for secure connection and Mobility, We have two broad  
subfamilies which exist in this solution:  

Ø  One SSID, where EAP-TLS and a weaker authentication mechanisms are allowed, users bring 
their BYOD, connect with the weaker mechanism and their credentials, register their BYOD then 
switch to TLS on the same WLAN. 

 Use case is large enterprise authorizing BYODs 
Ø  2 SSIDs, where one SSID is open, the other TLS-based. Users bring their BYOD, use webauth to 

register their device into ISE, then switch to the TLS-based SSID. 
 User case is guest in a corporate/secure guest network 
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1.  User associates to CORPORATE SSID using PEAP. 
2.  User enters into the supplicant their EMPLOYEE username and password for PEAP authentication. 
3.  ISE authenticates the user and based on the PEAP method, provides Redirect ACL having 

Restricted access and the Redirect URL for Device Registration guest page. 
4.  User opens a browser and is redirected to the Device Registration guest page. 
5.  MAC address is pre-populated in the Device Registration guest page for DeviceID and the user 

enters in a description and accepts the AUP = Acceptable User Policy. 
6.  The Device is identified as IPAD/Android/Windows and Provision Profile. 
7.  User selects accept and begins downloading and installing the supplicant provisioning wizard 

(SPW). 
8.  Device’s supplicant is provisioned and sends CSR to the ISE which in turn forwards it to the CA 

Server using SCEP and all the Certificates are Provisioned. 
9.  CoA session terminate triggers and device re-associates to the CORP SSID and authenticates via 

EAP-TLS. 
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There are 2 SSIDs, one that is OPEN for Guest/BYOD and one that is authenticating for CORPORATE 
access. 

1.  User associates to Guest SSID configured. 
2.  User opens a browser and is redirected to the ISE CWA Guest portal. 
3.  User enters their username and password in the Guest portal. 
4.  ISE authenticates the user and they are directed to the Device Registration guest page. 
5.  MAC address is pre-populated in the Device Registration guest page for DeviceID and the user 

enters in a description. 
6.  User selects ‘Accept Registration”. 
7.  Device is identified (IPAD/Windows ) and begins downloading and installing the supplicant 

provisioning wizard (SPW). 
8.  User’s device supplicant is provisioned , CSR is generated on the Client and forwarded to the ISE 

which in turn is forwarded to the CA server and any certificates are provisioned. 
9.  COA session terminate happens. 

10.  User associates to the CORPORATE SSID and authenticates via EAP-TLS. 
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•  Profiling means determining a device’s type from the information received from the device during its 

connection to the network.. 
•  A new task (NAC Device Profiler task) has been defined on the WLC which enables it to act as a 

collector for device profiling and interact with the DHCP thread along with the RADIUS accounting task 
running on the WLC. WLC acts as a Collector and ISE as an Analyzer. 

•  The WLC receives a copy of the DHCP_REQUEST packet sent from the DHCP thread and parses the 
DHCP packet for two DHCP Options: 

1.  Option 12 - HostName of the client 
2.  Option 60 - The Vendor Class Identifier 

•  Once this information is obtained from the DHCP_REQUEST, a message is formed by the WLC with 
these Option fields and is sent to the RADIUS accounting thread. This is then transmitted to the ISE in 
the form of an interim accounting message. 
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1.  Client sends a DHCP_REQUEST packet. 
2.  Packet is intercepted by WLC, and a copy is made & sent to the NAC Device Profiler task in the WLC. 
3.  The WLC acting as the Collector, parses the packets and obtains the following fields from the DHCP 

packet: 
-  HostName of the client (option 12) 
-  Vendor Class Identifier (option 60) 

4.  This information is stored on a local database – AVL Tree. 
5.  Once the client enters the RUN state on the WLC, the information is sent to the ISE in the form of a 

RADIUS Accounting message. 
6.  The ISE (Analyzer) uses the RADIUS Accounting message to ‘profile’ the device. 
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Lab	
  AD	
  IP	
  
address	
  



 
 Before	
  Joining	
  to	
  domain,	
  you	
  need	
  to	
  know	
  the	
  domain	
  name	
  that	
  you	
  are	
  joining.	
  

The	
  command	
  is	
  echo	
  %USERDOMAIN%	
  from	
  the	
  AD	
  server	
  	
  

	
  
	
  









We	
  configure	
  our	
  Windows	
  server	
  to	
  sync	
  with	
  NTP	
  
	
  
C:\Users\Administrator>w32tm	
  /config	
  /manualpeerlist:10.76.72.3,0x8	
  /syncfromflags:MANUAL	
  
The	
  command	
  completed	
  successfully.	
  
	
  
We	
  restart	
  the	
  W32	
  Sme	
  services	
  
	
  
C:\Users\Administrator>net	
  stop	
  w32Sme	
  
The	
  Windows	
  Time	
  service	
  is	
  stopping.	
  
The	
  Windows	
  Time	
  service	
  was	
  stopped	
  successfully.	
  
	
  
	
  
C:\Users\Administrator>net	
  start	
  w32Sme	
  
The	
  Windows	
  Time	
  service	
  is	
  starIng.	
  
The	
  Windows	
  Time	
  service	
  was	
  started	
  successfully.	
  

We	
  query	
  and	
  check	
  the	
  clock	
  status	
  confirming	
  if	
  NTP	
  sync	
  was	
  successful	
  
	
  
C:\Users\Administrator>w32tm	
  /query	
  /status	
  
Leap	
  Indicator:	
  0(no	
  warning)	
  
Stratum:	
  3	
  (secondary	
  reference	
  -­‐	
  syncd	
  by	
  (S)NTP)	
  	
  	
  	
  	
  	
  	
  	
  
Precision:	
  -­‐6	
  (15.625ms	
  per	
  Ick)	
  
Root	
  Delay:	
  0.0319366s	
  
Root	
  Dispersion:	
  7.7861956s	
  
ReferenceId:	
  0x0A4C4803	
  (source	
  IP:	
  	
  10.76.72.3)	
  
Last	
  Successful	
  Sync	
  Time:	
  7/16/2014	
  8:27:34	
  AM	
  
Source:	
  10.76.72.3,0x8	
  
Poll	
  Interval:	
  6	
  (64s)	
  
	
  

	
  

	
  

	
  

















 
 

Before	
  you	
  configure	
  SCEP	
  support	
  for	
  BYOD,	
  ensure	
  that	
  the	
  Windows	
  2008	
  R2	
  NDES	
  
server	
  has	
  these	
  Microsoa	
  hobixes	
  installed:	
  
	
  
h"p://support.microso/.com/kb/2483564	
  -­‐	
  	
  Renewal	
  request	
  for	
  an	
  SCEP	
  cerFficate	
  
fails	
  in	
  Windows	
  Server	
  2008	
  R2	
  if	
  the	
  cerFficate	
  is	
  managed	
  by	
  using	
  NDES	
  
Download	
  Hobix	
  from	
  here	
  
Renewal	
  request	
  for	
  a	
  SCEP	
  cerIficate	
  fails	
  in	
  Windows	
  Server	
  2008	
  R2	
  if	
  the	
  
cerIficate	
  is	
  managed...	
  -­‐	
  This	
  issue	
  occurs	
  because	
  NDES	
  does	
  not	
  support	
  the	
  
GetCACaps	
  operaIon.	
  

	
  
	
  	
  	
  	
  	
  





h"p://support.microso/.com/kb/2633200	
  -­‐	
  NDES	
  does	
  not	
  submit	
  
cerFficate	
  requests	
  a/er	
  the	
  enterprise	
  CA	
  is	
  restarted	
  in	
  Windows	
  Server	
  
200...	
  -­‐	
  This	
  message	
  appears	
  in	
  the	
  Event	
  Viewer:	
  "The	
  Network	
  Device	
  
Enrollment	
  Service	
  cannot	
  submit	
  the	
  cerFficate	
  request	
  (0x800706ba).	
  The	
  
RPC	
  server	
  is	
  unavailable."	
  

	
  

	
  



























	
  
	
  























Not	
  enabled	
  by	
  
default.	
  Need	
  to	
  
choose	
  manually	
  







•  Sub	
  CA	
  services	
  would	
  not	
  start	
  unIl	
  you	
  get	
  the	
  cerIficate	
  from	
  Root	
  CA.	
  	
  
•  In	
  the	
  CerIficate	
  Services	
  MMC	
  (certsrv.msc)	
  on	
  the	
  Root	
  CA,	
  select	
  the	
  

root	
  node	
  (CA	
  Name),	
  right	
  click,	
  then	
  select	
  All	
  Tasks,	
  then	
  Submit	
  new	
  
request	
  (choose	
  the	
  .req	
  file	
  generated	
  at	
  the	
  Sme	
  of	
  install	
  of	
  Sub	
  CA).	
  	
  

•  The	
  request	
  will	
  now	
  be	
  pending.	
  Navigate	
  to	
  the	
  Pending	
  Request	
  Folder	
  
and	
  locate	
  the	
  request.	
  Right	
  click	
  on	
  the	
  request,	
  select	
  All	
  Tasks,	
  and	
  
then	
  Issue.	
  	
  

•  	
  Export	
  the	
  issued	
  cerIficate	
  and	
  install	
  it	
  on	
  cerIficate	
  on	
  Sub	
  CA	
  using	
  
CerIficate	
  AuthorityàAcSon	
  menu,	
  point	
  to	
  All	
  Tasks,	
  and	
  then	
  click	
  
Install	
  CA	
  CerSficate.	
  









MenIon	
  the	
  RA	
  Name	
  as	
  LAB-­‐CA	
  and	
  specify	
  the	
  country	
  	
  





)	
  







In	
  the	
  post	
  installaIon	
  tasks,	
  we	
  will	
  cover:	
  
	
  
Ø CerIficate	
  template	
  configuraIon	
  
Ø Registry	
  changes	
  

	
  



	
  
	
  





Uncheck	
  this!!	
  
This	
  op(on	
  publishes	
  all	
  
generated	
  cer(ficates	
  to	
  
the	
  user	
  object	
  used	
  as	
  the	
  
NDES	
  service	
  account	
  and	
  
may	
  eventually	
  exceed	
  the	
  
limits	
  of	
  numbers	
  of	
  
published	
  cer(ficates	
  for	
  
an	
  AD	
  user.	
  	
  











	
  







HKEY_LOCAL_MACHINE\SOFTWARE\Microsoa\Cryptography\MSCEPàRight	
  
click	
  permissions	
  



•  Set	
  EnforcePassword	
  to	
  0	
  under	
  
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoa
\Cryptography\MSCEP	
  

•  Set	
  UseSinglePassword	
  to	
  0	
  under	
  the	
  same	
  key.	
  	
  









	
  

Two	
  certs	
  (Root	
  CA+Sub	
  
CA)	
  +	
  SCEP	
  RA	
  cert	
  issue	
  

by	
  Sub	
  CA	
  



Step	
  1:	
  
Step	
  2:	
  

Step	
  3:	
  

SHA-­‐1	
  more	
  
widely	
  

compaIble	
  



IIS	
  hosted	
  
certsrv	
  portal	
  













Same	
  cert	
  used	
  for	
  
HTTPS+EAP	
  



1.  Use	
  certuIl	
  to	
  extend	
  SubCA	
  cert	
  lifeImes	
  
Default	
  CerIficate	
  Template	
  lifeIme	
  for	
  SubCA:	
  5	
  
years	
  
Actual	
  Sub	
  CA	
  cerIficate	
  lifeIme:	
  1	
  year	
  
Endpoint	
  cerIficate	
  lifeIme:	
  1	
  year	
  
Endpoint	
  cert	
  lifeIme<Sub	
  CA	
  cert	
  lifeIme<Root	
  
Cert	
  lifeIme	
  



2.	
  Issuance	
  Policies	
  
Default:	
  No	
  “All	
  Issuance	
  policies”	
  permission	
  
granted	
  to	
  SubCA.	
  Ensure	
  to	
  keep	
  it	
  disabled	
  for	
  
user	
  /	
  cloned	
  user	
  templates.	
  	
  



3.	
  Ensure	
  that	
  CN	
  on	
  ISE	
  cerIficate=FQDN	
  of	
  redirect	
  URL	
  
	
  
Failing	
  to	
  follow	
  this	
  will	
  lead	
  to:	
  
[Sat	
  Jul	
  19	
  11:34:44	
  2014]	
  Warning	
  -­‐	
  [HTTPConnecIon]	
  InternetOpen()	
  failed	
  with	
  
code:	
  [12038]	
  
[Sat	
  Jul	
  19	
  11:34:44	
  2014]	
  Warning	
  -­‐	
  [HTTPConnecIon]	
  Abort	
  the	
  HTTP	
  connecIon	
  
due	
  to	
  invalid	
  cerIficate	
  CN	
  
Error	
  seen	
  in:	
  Windows	
  7,	
  %TEMP%\spwprofile.log	
  
References:	
  BRKSEC-­‐3045.pdf	
  (Page	
  20)	
  
	
  

	
  
	
  



•  	
  SCEP	
  configuraSon	
  for	
  BYOD	
  	
  
	
  
hrp://www.cisco.com/c/en/us/support/docs/security/idenIty-­‐services-­‐engine-­‐soaware/116068-­‐configure-­‐
product-­‐00.html	
  
	
  
•  CCO	
  guides	
  on	
  BYOD	
  
	
  
BYOD:	
  Using	
  CerSficates	
  for	
  DifferenSated	
  Access	
  
	
  
hrp://www.cisco.com/en/US/soluIons/collateral/ns340/ns414/ns742/ns744/docs/howto_60_byod_cerIficates.pdf	
  
	
  	
  
BYOD:	
  On-­‐Boarding	
  and	
  Provisioning	
  
	
  
hrp://www.cisco.com/en/US/soluIons/collateral/ns340/ns414/ns742/ns744/docs/howto_61_byod_provisioning.pdf	
  
	
  
	
  



	
  	
  























Windows	
  -­‐	
  %TEMP%\spwProfileLog.txt	
  
MAC	
  OS	
  X	
  –	
  Console	
  logs	
  
iPhone	
  –	
  iPhone	
  configuraIon	
  uIlity	
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•  Symptom = Wireless connectivity and performance issues while using Apple iOS devices. 

-  Check if = Captive portal bypass for www.apple.com  is allowed by using:         
 config network web-auth captive-bypass enable 

 
•  Symptom = Configured ACL appears to not allow user to connect to ISE. 

-  Check if = Permit ICMP, UDP, DNS and DHCP traffic has been configured. 
-  Check if = Permit traffic to ISE has been configured. 

 
•  Symptom = WLC is unable to find a valid Authentication / Accounting server. 

-  Check if = The WLC has the ISE as both the Authentication and Accounting Server. 
-  Check if = The Radius server is configured for RFC 3576 which ISE uses for ISE. 
-  Check if = The WLC has enable ‘AAA override’ enabled – WLAN > Advanced. 
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•  Suggested WLC debug commands when troubleshooting BYOD: 
 
debug client <mac address> 
debug mac addr <mac-address> 
debug profiling 
debug aaa all 
debug aaa detail 
debug aaa events 
debug web-auth redirect enable mac <mac address> 
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•  To debug Device Profiling on the controller: 

 debug profiling 

 
 Dot1x_NW_MsgTask_3: Apr 11 16:05:53.306: 40:5f:be:a4:82:c3 Sending DHCP option hostname BLACKBERRY  

 Dot1x_NW_MsgTask_3: Apr 11 16:05:53.306: 40:5f:be:a4:82:c3 Sending DHCP option classId BlackBerry 10  

 Dot1x_NW_MsgTask_3: Apr 11 16:05:53.306: Sending Accounting request (1) for station 40:5f:be:a4:82:c3  and deleting client 

 Dot1x_NW_MsgTask_3: Apr 11 16:05:53.306: 40:5f:be:a4:82:c3 Profiling entry deleted.  

 aaaQueueReader: Apr 11 16:05:53.306: Adding the DHCP option Hostname to AVP BLACKBERRY 

 aaaQueueReader: Apr 11 16:05:53.306: Adding the DHCP option ClassID to AVP BlackBerry  

 DHCP Socket Task: Apr 11 16:05:53.314: 40:5f:be:a4:82:c3 Sending message to the profiler Client Profiler queue 

 Radius Client Profiler Task: Apr 11 16:05:53.314: Received message from Client Profiler queue 

 Radius Client Profiler Task: Apr 11 16:05:53.314: 40:5f:be:a4:82:c3 Func: radiusClProfilerPktRecv Line: 355 Sending 
information to create client entry  

 Radius Client Profiler Task: Apr 11 16:05:53.314: Func: apfProfilerCreateClient Line: 144 The key is 40:5f:be:a4:82:c3  
hostname BLACKBERRY-<BlackBerry= hostLen 15  vendorName BlackBerry= vendorLen 10   
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•  From the Home page, locate the 

Profiled Devices dashlet. 

 

  
•  From Administration > Identity 

Management > Identities > 
Endpoints. 

  
•  For detailed analysis 

Operations > Authentications  
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•  To see a Accounting details for a particular device, navigate to:  Operations > Catalog > AAA 

Protocol > RADIUS Accounting 
•  Click on the magnifying glass to see client specific details. 



Thank you. 


