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- Review of EIGRP fundamentals

- Recent advances and features in
EIGRP

. Troubleshooting tips and tricks

. Live demonstration




What is the meaning of the term
"distance vector"?

A. An array of known routes and their metrics

B. The metric (distance) and the direction (next
hop)




EIGRP Origins

- Enhanced Interior Gateway Routing Protocol was released around 1992, presented as “Enhanced”
IGRP

In reality, EIGRP has retaken the IGRP style route metrics and has remained a distance vector
protocol, but that is where the “family ties” to IGRP end

EIGRP characteristics

Advanced distance vector IGP (not a hybrid!)
Initially proprietary, open since 2013 (RFC 7868)
Uses composite metric consisting of up to 4 distinct components

Ever)wt—driven (establishes neighbor adjacencies; after initial synchronization, advertises changes
only

Uses its own Reliable Transport Protocol for unicast & multicast
On IPv4, uses 224.0.0.10; on IPvB, uses FFO2::A

Relies on three mechanisms to guarantee loop-free operation at every instant: Diffusing updates,
Feasibility Condition, and DUAL



Diffusing Computations in EIGRP

« Diffusing Computation is a mechanism for

coordinated update of routing tables among multiple
A

affected routers 4

« Diffusing Computation grows by sending Queries
and shrinks by receiving Replies

« A router that cannot answer a Query with its current
knowledge becomes Active and sends out its own

Query

= =

« Once a router is Active and has sent out Queries, it
cannot become Passive, nor make a best path
choice, before receiving all Replies itself

Query Reply

\4 Active Pasflve
« Query depth directly impacts the network = :
convergence time




Tables in EIGRP

- Interface table
« Lists all EIGRP-enabled interfaces except passive interfaces

R1l# show ip eigrp interfaces
EIGRP-IPv4 VR(RULES) Address-Family Interfaces for AS(1)

Xmit Queue PeerQ Mean
Interface Peers Un/Reliable Un/Reliable SRTT
Et0/0 1 0/0 0/0 9
Lo0 0 0/0 0/0 0

« Neighbor table
» Lists all neighbors

R1l# show ip eigrp neighbors

EIGRP-IPv4 VR(RULES) Address-Family Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.0.12.2 Et0/0 12 00:23:53 9 100 0 3



Tables in EIGRP

- Topology table
« (Contains all routes known to EIGRP

R1l# show ip eigrp topology

EIGRP-IPv4 VR (RULES) Topology Table for AS(1l)/ID(10.255.255.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.255.255.2/32, 1 successors, FD is 131153920

via 10.0.12.2 (131153920/163840), Ethernet0/0
P 10.255.255.1/32, 1 successors, FD is 163840

via Connected, LoopbackO0
P 10.0.12.0/24, 1 successors, FD is 131072000

via Connected, Ethernet0/0

- The topology table is the main EIGRP’s playground

* No route can be installed to the routing table, or advertised to neighbors, if not in the topology
table



Topology table entries

- Every route in the topology table has a set of associated distances

P 10.255.255.2/32, 1 successors, FD is 131153920
via 10.0.12.2 (131153920/163840), Ethernet0/0

Reported Distance
* One for each neighbor
« That neighbor’s own last known distance

Computed Distance
* One for each neighbor
* The total distance through that neighbor including the link cost

Feasible Distance

* One for the entire route, regardless of how many neighbors



What is the Feasible Distance?

. The current best distance to a destination

B. The smallest known distance to a destination
since the last time the route went from Active
to Passive state




Feasible Distance

« Feasible Distance

© 2019

The smallest known Computed Distance to the
destination since the last transition from Active
to Passive

In a way, the “historically” smallest distance to
the destination

Not necessarily equal to the current best path’s
CD (FD can be smaller!)

Only one FD per destination

FD is a local value, never advertised to any
neighbor

Cisco and/or its affiliates. All rights reserved




Feasible Distance

« During Passive state, FD can either stay
the same, or decrease

» Currently, FD from A to E is 20

* If the cost of A/B link grows from 10 to
15, the best CD will be 25 but FD will
stay at 20

« |f the cost of A/B link shrinks to 8, both
the best CD and FD will fall to 18

« The only way for FD to increase is to enter
the Active state and perform a diffusing
computation

© 2019 Cisco and/or its affiliates. All rights reserved



Feasibility Condition

« Feasibility Condition

* The key loop freedom test performed with every path
selection

* Every neighbor satisfying the condition RD < FD provides a
loop-free path

» “If you are closer to the destination than | have ever been,
your path cannot possibly traverse through me.”
« Analogy:
* | buy and sell diamonds

| have never sold a diamond under S10K; I've just risen my
price to S13K

* | can buy from two partners with their current prices being
S12K and S9K

» Which one could be selling me back my own diamond? ©
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Successor and Feasible Successor

« Successor

» Neighbor meeting the Feasibility Condition and providing
the least Computed Distance (shortest path)

« Both RtrB and RtrC meet the FC
« RtrBis a Successor (CD=20, RD=10, RD < FD (20))

« Feasible Successor

» Neighbor meeting the FC but not providing the least
Computed Distance

« RtrC is a Feasible Successor (CD=25, RD=10, RD < FD)




Feasibility Condition

« RtrD does not meet FC
* |t could possibly be using RtrA

« FC is a sufficient but not a necessary condition for loop
freedom
* If met, then the path is guaranteed to be loop-free

* If not met, the path may or may not be loop-free - but
we do not risk it

 RtrD is a “Possible Successor”

© 2019 Cisco and/or its affiliates. All rights reserved




If the only existing Successor fails, will
the Feasible Successor always become
the new Successor?




Using Successors / Feasible Successors

- In a stable state, from RtrA to RtrE:
« FDis 20
* RtrBis Successor, CD=20
* RtrC is Feasible Successor, CD=25
* RtrD is Possible Successor, CD=21
* RtrD does not really loop through RtrA but RtrA has
no way of knowing
- What happens if RtrB fails?

 We could use RtrC as the FS - but we would stick
to a suboptimal path

© 2019 Cisco and/or its affiliates. All rights reserved



Using Successors / Feasible Successors

« What happens if RtrB fails?

« After RtrB is down, the smallest CD is provided by RtrD
but it is not a FS

« Therefore, RtrA goes Active and sends a Query to both
RtrC and RtrD claiming its current infinite distance

« Since neither RtrC nor RtrD are impacted, they just
respond with 10 and 20, respectively

* RtrA can now reset its FD and take the shortest path
available - through RtrD

Here, RtrC has been, and has remained, a Feasible Successor only

© 2019 Cisco and/or its affiliates. All rights reservec



EIGRP Path Selection Process

- Whenever an EIGRP router learns of a topology change:
* |t updates the affected Reported and Computed Distances
|t then finds the neighbor providing the least Computed Distance
« Finally, it checks if that neighbor meets the Feasibility Condition

« If so (meaning it is the Successor or Feasible Successor), start using it as a Successor and
update neighbors about the new distance

« Otherwise, go Active and send out Queries, indicating the current (increased) distance
through the current Successor

« Just because a neighbor is a Feasible Successor does not mean it will automatically be used
when the Successor fails



EIGRP Metric Components

R1l# show ip eigrp topology 10.255.255.2/32
[ ... 1
10.0.12.2 (Ethernet0/0), from 10.0.12.2, Send flag is 0x0
Composite metric is (131153920/163840), route is Internal
Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 1001250000 picoseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1
Originating router is 10.255.255.2

« Each route carries 6 metric-related attributes
«  Minimum bandwidth (based on bandwidth commands)
+ Total delay (based on delay commands)
«  Minimum reliability (snapshot, change does not trigger updates)
« Maximum TxLoad (snapshot, change does not trigger updates)
«  Minimum MTU (never used in metric calculations or path selection)
« Hop count (used only as a sanity check)



EIGRP Classic and Wide Metrics

- The original IGRP-retaken metrics show their age
* The highest distinguishable bandwidth is 10 Gbps
* The smallest delay is 10 microseconds
» The computations are done in 32-bit unsigned precision
- With EIGRP Release 8.00.0 (show eigrp plugins), EIGRP comes with a support of Wide
Metrics
« Bandwidth can go up to 4.2 Tbps (in theory, up to 655.36 Tbps)
» Delay resolution is in picoseconds
* The computations are done in 64-bit unsigned precision
« Since RIB only accepts 32-bit metric, the results of EIGRP wide metric calculation are divided
by the metric rib-scale factor (128 by default) before being offered to the routing table

- Wide Metrics are used automatically with compatible neighbors if EIGRP is configured in named
mode



What is the preferred way of modifying
EIGRP interface metric to influence the
best path?

A. Modify the delay interface command

B. Modify the bandwidth interface command




Influencing EIGRP Metrics

« It is a common - and very wrong - approach to influence the best path using the bandwidth
interface command

If the interface is not the bottleneck on a path to the destination, the change of the bandwidth
value won’t impact the metric

EIGRP reserves up to 50% of interface’s configured bandwidth for its own packet transmission
(can be tuned with ip bandwidth-percent); unrealistic value will either choke EIGRP if too

small, or congest the interface if too large
The configured bandwidth value affects QoS tool operations, such as CBWFQ / LLQ

« Instead, use the delay interface command

The delay value is not used by any other IOS component
It is cumulative just like interface cost in OSPF/IS-IS

Metric manipulations using offset-lists or route-maps automatically modify the delay metric
component



Influencing EIGRP Metrics

- Changing an interface’s delay value affects all routes learned through that interface

- For more selective route metric manipulation, use
« QOffset lists - older approach
» Distribute lists with route maps - newer approach

- The newer approach with distribute lists and route-maps has obvious advantages
» Filtering routes
* Adjusting the delay metric component
« Set route tags for both internal and external routes



EIGRP Named Mode

- Classic EIGRP configuration consists of two parts

Per-interface configuration
EIGRP process configuration

« Since 15.0M, EIGRP can be configured using the “named” mode

Process is identified by a name rather than a numeric process ID

All EIGRP configuration is concentrated in the process section including per-interface
configurations

Multiple address families (IPv4, IPv6) can be configured under a single named process,
including VRF instances

Metric computations will be performed using the wide metrics
All new features will have their CLI only in the named mode ©



EIGRP Classic and Named Mode

interface Ethernet0/0 router eigrp RULES

ip authe mode eigrp 1 md5 address-family ipv4 as 1
ip authe key-chain eigrp 1 EIGRPKeys af-interface Ethernet0/0
ip hello-interval eigrp 1 2 auth mode md5

ip hold-time eigrp 1 8 auth key-chain EIGRPKeys
! hello-interval 2
interface Ethernet0/1 hold-time 8

ip bandwidth-percent eigrp 1 30 !

no ip split-horizon eigrp 1 af-interface Ethernet0/1
! bandwidth-percent 30
interface Ethernet0/2 no split-horizon

ip summary-address eigrp 1 10.0.0.0 255.255.0.0 !
! af-interface Ethernet0/2

router eigrp 1 summary-address 10.0.0.0 255.255.0.0
!

metric weights 0 0 0 1 0 O af-interface LoopbackO

network 10.0.0.0 passive-interface

passive-interface Loopback0

network 10.0.0.0
metric weights 0 0 0 1 0 0 O



EIGRP Named Mode

« Conversion from classic to named mode can be done automatically using the eigrp upgrade-
cli command

* Executed inside router eigrp process-id Section
* Automatically migrates all configuration from interfaces and the process itself into named mode

« Since the conversion also enables wide metrics, the router will perform a graceful restart with all neighbors to
resync the metrics

« Available since 15.4(1)S / 15.4(2)T / 3.11S

- Some of the features available only in the named mode:
» af-interface default section for default EIGRP parameters on all interfaces
+  SHA-256 authentication
* |Pvb per-VRF instances
+ Soft SIA recovery
+  Stub Site
+ Add Path
* QOver The ToP



Query Propagation Boundaries

- When EIGRP goes Active, it sends a
Query to its peers looking for the lost
route

« The Query is bounded by:

» Local knowledge of an alternate
loop-free path not learned through
the peer the query was received from

» No local knowledge of the route
because of filtering

» No local knowledge of the route
because of summarization

* No peers to query, or stub neighbors

© 2019 Cisco and/or its a ites rights serve

10.1.1.0/24

Local Knowledge of an
alternate path, So

Filter

No Knowledge of
Route, So Reply
No Knowledge of
Route, So Reply




Issues with dual-homed remote sites

« Remote sites are usually dual homed to two hub routers

» Each spoke router in theory provides a backup path
between the hubs

10.1.1.0/24

« That is, however, not desirable

* Dual homed connection is to provide remote site with
redundant uplinks

« A failure on the central site should not be “healed”
through remote sites

- With EIGRP’s Query process specifics, a high number of
remote sites brings its own set of challenges

ese Are Not
Designed for
Transit Traffic

© 2019 Cisco and/or its affiliates. All rights reserved



Issues with dual-homed remote sites

« What happens if 10.1.1.0/24 on RtrB gets disconnected?
B needs to originate 5 Queries and wait for Replies

10.1.1.0/24

» Each of the spokes will very likely need to create their
own Query and forward it to RtrA (depends on whether
RtrAis a FS for 10.1.1.0/24)

» Depending on timing, RtrA may sooner or later create its
4 Queries toward the spokes, too

* The spokes will need to send Replies to RtrA and RtrB

« Lots of Query/Reply and delayed convergence for no
reason!

© 2019 Cisco and/or its affiliates. All rights reservec



EIGRP Stub Router

- What changes if the remote site routers are configured as
stub?

* They will advertise their stub status in their Hello
packets

* They will not advertise any EIGRP-learned network by
default (to prevent becoming FS)

* Non-stub neighbors will not send Queries toward stub
routers

10.1.1.0/24

« Stub routers continue originating and processing received
Queries as usual

© 2019 Cisco and/or its affiliates. All rights reservec



EIGRP Stub Router

 Stub routers can be configured to advertise a particular subset of known routes
« connected
 redistributed
+ static
e summary
« receive-only (advertise no routes at all)
« Select EIGRP-learned routes using the leak-map

« By default, a stub advertises connected + summary routes



Is it possible for a stub router to receive
a Query from a neighbor that
understands the router’s stub status?




Dual-homed Stub Site

- Typically, a branch office may have two (stub)
routers toward the core

« Ordinarily, the configuration would require the use of
a leak-map

* Allow RtrC and RtrD mutually exchange select
EIGRP-learned routes

 Also, to allow for convergence in this scenario, a

stub router is permitted to send a Query to another
stub router

« Without this, RtrC may never converge through
RtrD and vice versa

\

ip prefix-list DefR permit 0.0.0.0/0
1

route-map RMLeak permit 10

match ip address prefix-list DefR
1

router eigrp RULES
address-family ipv4 as 1
eigrp stub leak-map RMLeak




EIGRP Stub Site Feature

- To simplify configuration for dual-homed
stub site, EIGRP introduces the Stub Site
feature

* Mutually exclusive with stub router

« How does it work?

* Both stub routers are configured with an
identical site-id

* Routes learned inbound on the wan-
interface are tagged with the site-id value

* Routes with any site-id are automatically 0.0.0.0/0
filtered outbound on any wan-interface N1 -
) * Stub Site 10.1.1.0/24-
« RtrC and RtrD will exchange routes between "~ .
each other in a normal manner, relaxing T
normal stub restrictions
« Wan-interfaces will be marked as stub router eigrp RULES
towards the hub routers RtrA and RtrB and address-family ipv4 as 1

af-interface TunnellOO
stub-site wan-interface
exit-af-interface

eigrp stub-site 1:1

behave as stubs




EIGRP for IPvE

2001:DB8:CAFE:1::/64
FE80::1

« EIGRP for IPv6 only adapts the transport and few A
specifics, otherwise remains the same
* Multicast address is FFO2::A
* Router ID remains a 32-bit value
c I
==

» Uses link-local addresses for adjacencies and next-
hop addresses

FE80::2
2001:DB8:CAFE:2::/64

* In older IOS releases, the IPv6 EIGRP process had to
be “un-shut” to run

« Available in Classic and Named mode

+ No automatic summarization FES0-3
« NO network command 2001:DB8:CAFE:3::/64

sco and/or its affiliates. All rights reservec



EIGRP for IPve - Classic and named mode

ipv6 unicast-routing ipv6 unicast-routing
1 1
interface Ethernet0/0 router eigrp RULES
ipvé eigrp 1 address-family ipvé as 1
ipv6 authe mode eigrp 1 md5 af-interface Ethernet0/0
ipv6é authe key-chain eigrp 1 EIGRPKeys auth mode md5
ipv6 hello-interval eigrp 1 2 auth key-chain EIGRPKeys
ipv6é hold-time eigrp 1 8 hello-interval 2

! hold-time 8
interface Ethernet0/1 !

ipv6é bandwidth-percent eigrp 1 30 af-interface Ethernet0/1

no ipvé split-horizon eigrp 1 bandwidth-percent 30

! no split-horizon

interface Ethernet0/2 !

ipv6 summary-ad eigrp 1 2001:db8:f::/60 af-interface Ethernet0/2

! summary-addr 2001:db8:f::/62
ipvé router eigrp 1 !

eigrp router-id 1.1.1.1 af-interface LoopbackO

no shutdown ! Not needed in recent IOS passive-interface
!

passive-interface LoopbackO0

© 2019 Cisco and/or its affiliates. All rights re



Specifics of Named Mode IPvo EIGRP

As soon as an IPv6 address family is configured in a named EIGRP mode, EIGRP will start running
on all IPvb6-enabled interfaces in the associated VRF

« May or may not be desirable

To exclude an IPv6-enabled interface from a particular EIGRP IPv6 process, use the shutdown
command in its af-interface section

* Or, configure shutdown in af-interface default, and then no shutdown for selected
interfaces’ af-interface sections

If the router does not have an IPv4 address configured on a non-shutdown interface, the Router
ID must be configured manually



Conclusion

« SO many additional topics regarding EIGRP are there!
* EIGRP and DMVPN integration
« EIGRP OTP (Over The ToP)
« Various configuration parameter optimization
« BFD and Fast ReRoute
« Practical issues with route summarization and filtering
* Use of non-standard K-values
* EIGRP as a PE/CE protocol in MPLS L3VPNs
» EIGRP troubleshooting
« Open EIGRP implementations (Quagga, FRRouting, BSD eigrpd)
e .. you name it!

Please keep your questions coming, we are eagerly waiting for them at Cisco Community!
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