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Cisco SD Access

Cisco Software Defined Access (SD-Access) is the next generation Enterprise Networking
access solution, designed to offer integrated security, segmentation, and elastic service
roll-outs via a Fabric based infrastructure and an outstanding GUI experience for
automated network provisioning via the new DNA Center application. By automating day-
to-day tasks such as configuration, provisioning and troubleshooting, SD-Access reduces
the time it takes to adapt the network, improves issue resolutions and reduces security
breach impacts. This results in a significant CapEx and OpEx savings for the business.
The benefits of SDA are summarized in the picture below:

Cisco DNA Center

Policy Automation Analytics ) , .
Consistent management for Wired and Wireless

End to End Segmentation for Enterprise and Guest users

Simple group based policies for Wired and Wireless

Stretch Subnet with no large broadcast domain

Easy to scale, just add Switches and AP to Fabric

Seamless Mobility everywhere

User Mobility

Note: In this document the focus is on the wireless integration in SD-Access; it is assumed
that the reader is familiar with the concept of SD-Access Fabric and the main components
of this network architecture; for additional information on SD-Access capabilities please
refer to the SD-Access site https://www.cisco.com/c/en/us/solutions/enterprise-
networks/software-defined-access/index.html and SD-Access Design Guide (CVD)
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-
Defined-Access-Design-Solldot2-2018DEC.pdf.

Cisco SD-Access Wireless

Cisco SD-Access Wireless is defined as the integration of wireless access in the SD-
Access fabric in order to gain all the advantages of Fabric and Cisco DNA-Center
automation.

Note: For detailed information on available wireless integration with SD-Access, please
refer SD-Access Design and Deployment Guide:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
5/b SD Access Wireless Deployment Guide.html#concept 7677C58D9651467BA3A12
C5CF3EO3CCB
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Introducing Cisco SD-Access on Cisco Catalyst
9800

Built from the ground-up for the Intent-based networking and Cisco DNA, Cisco Catalyst
9800 Series Wireless Controllers bring together the magic of Cisco I0OS XE and Cisco RF
excellence, to create the best-in-class wireless experience for your evolving and growing
organization. The Cisco Catalyst 9800 Series Wireless Controllers are built on an open
programmable architecture with built-in security, streaming telemetry and rich analytics.

SD-Access Multi-Site Wireless Solution with
Catalyst 9800 Series Wireless Controllers

Catalyst 9800 for SD-Access is supported with existing 802.11ac wave 1 APs
(1700,2700,3700), 802.11ac wave 2 APs (1800,2800,3800,4800) along with outdoor wave
2 APs (1540,1560). The controller is available in multiple form factors suited for diverse
network needs.

e Cisco Catalyst 9800-80 is our leading modular wireless controller, which supports
up to 6000 access points and 64,000 clients.

o Cisco Catalyst 9800-40 is ideal for mid-sized organizations and campus
deployments as it supports up to 2000 access points and 32,000 clients.

e Cisco® Catalyst® 9800-CL is the next generation of enterprise class virtual
wireless controller built for high availability and security. It comes with multiple
scale options to meet the needs of branch and campus network deployments.

e Cisco Catalyst 9800 embedded wireless is a software package that enables
wireless on the Catalyst 9000 switching platforms. Supported on Catalyst 9300
switches (in Cisco DNA-Center 1.2.10) offers support of up to 200 Access Points
and 4000 wireless clients.

S
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Embedded Wireless (Catalyst 9800) on Catalyst 9k
Platform

The Cisco Catalyst 9800 Wireless Controller Software package can be installed on Cisco
Catalyst 9300 series switches to enable wireless controller functionality for distributed
branches and small campuses. C9800 Wireless Controller Software Package will enable
Wireless Functionality only for SD-Access deployments with two supported topologies:

e (9800 Wireless Software Package can be enabled on C9300 series switches
functioning as Co-Located Border and Control Plane. Once installed Wireless
Controller running on Catalyst 9300 can support up-to 200 APs and 4000 Clients.

e (9800 Wireless Software Package can be enabled on C9300 series switches
functioning as Fabric in a Box (Control Plane, Border and Fabric Edge on a single
node). This model offers support for 100 APs with 2000 clients.

9% % O
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Cisco DNA-Center

/
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(Viptela)

N MPLS | Metro
4G/EGILTE | Intemet _ _ »

Extended Nodes* E

Enterprise

Embedded WLC

Border + CP + Fabric Edge

Extended Nodes* E

\

e

* When Extended Node achieves General Availability

/Extended

Key items to consider:

** Using IP-Transit Type only

Embedded 9800 runs only over a SD-Access infrastructure
Orchestration of Embedded Wireless Controller functionality is supported only via
Cisco DNA Center

Guest Access is only supported via

a. Separate Guest Border/CP

b. Guest as a VRF on Enterprise Border/CP

Check the latest Cisco SD-Access compatibility matrix for various solution
components https://www.cisco.com/c/en/us/solutions/enterprise-
networks/software-defined-access/compatibility-matrix.html

Workflows for Embedded Cisco Catalyst
9800 on Cisco Catalyst 9300 Switches
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It is assumed that SD-Access wired infrastructure is configured and operational at
this point.

The following section will walk you through introducing and integrating embedded wireless
functionality on a Catalyst 9300 switch in fabric.

‘E'"S"':'C'" DNA DESIGN poOLICY PROVISION ASSURANGE PLATFORM L

Fabric

e CSCO WEST

3 Y
1—: 1—:
\*_) s

®
®

R
i'E
-3

e o 2

@

Prerequisites

Make sure that you meet these requirements before you attempt this configuration:

+ Cisco Catalyst 9300 boots in “INSTALL” mode by default, from factory. The boot-
up mode on the Cisco Catalyst 9300 switch should be “INSTALL” mode, and not
BUNDLE mode.

* SSH should be enabled on the Catalyst 9300 switch.

*  NETCONF should be enabled in the discovery via Cisco DNA Center.

NETCONF is used to deploy the Wireless configurations.

Cisco DNA Center Discovery Settings

1. Discover Cat9300 switch:
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New Discaovery

Dscoveryw

eWLC

v IP Address/Range *
Discovery Type i ] ﬁ

(O CDP  (® Range (O LLDP

From* @ To* @
192.168.41.2 - 192.168.41.2

Preferred Management IP @
Use Loopback v

2. Configure device credentials:

Ne

Discovery

w Discovery

Discovery Name*

eWLC

B

SNMPv2c Read

o

o

SNMPv2c Write

[D netadmin

s

| (@D erne

SNMPv3

HTTP(S) Read

HTTP(S) Write

3. Enable NETCONF and SSH for the device discovery: You do not need to enable
NETCONF on the target switches to be discovered, Cisco DNA Center will automatically
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enable that during discovery.

o

v Advanced

Protocol Order oe

ssh #

>

‘ [0 Teinet

>

4. Check Cisco DNA Center discovery result to see Cat9300 discovered: The “NETCONF”

discovery is essential to be successful for enabling embedded 9800 on the Catalyst 9300
switch.

Y Filter

IP Address Device Name Status ICMP ~ SNMP CLI HTTP(S) NETCONF
CRUSADER.cisc N N I =\

192.168.41.3 o com ) © Y © .

192.168.41.2 :'S;';:‘NTE'C'SC @ © ©® © @

Cisco DNA-CenterDesign

1. Click on Design tab. Go to Network Settings and click on IP Address Pools. Create an IP
Pool for access points in the network as shown below.

Edit IP Pool

1P Pocl Name *
TUCH_AP

Type
Generic

Gilobal IP Pool *

GLOBAL (172.16.0.0/16)

CIDR Notstion | No. of 1P Addresses *
172.16.17.0/24 (255.255.255.0)

Gateway IP Address

172.16.17.254

DHCP Senves(s)
192.168.4.1

DNS Server(s)
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Similarly, create another IP Pool for wireless users as shown below

dit IP Pool

1® Pool Name *
TUCN_US
Type

Generic

Giobal IP Paal *
GLOBAL (172.16.0.0/16}

CIDR Notation / No. of IP Addresses *
172.16.24.0/21 (255.255.248.0)

Gateway IP Address
172.16.31.254

DHCP Server(s)
192.168.4.1

DNS Server(s)

2. Click on Wireless tab to create a Wireless Guest SSID.

Under Enterprise Wireless click on the ADD icon. Creation of a SSID is a two-step process.
Under Wireless click on the ADD icon.

Create a SSID, configure it for a security and select an authentication server as shown

il DNA DESIGN  POLICY PROVISION ASSURANCE PLATFORM ® Q # o
CISCO Cinten
Network Hiorarchy Network Settings Image Repository Network Profies Auth Template
q ' Network Device Crodentials 1P Address Pools SP Profiles Wireloss
v d&Global
| Edit an Enterprise Wireless Network

A @&Csco
o Enterprise Wireless Network < s Profiles
)

Wireloss Network Namo{SSi0) *

TYPE OF ENTERPRISE NETWORK *
toofan
* Voice and Data

© Data only

[] Fast Lane
BROADCAST SSID:

WIRELESS OPTION

© Dual band operation (2.4GHz and 5GHz)
O Dual band operation with band select

+ 5GHz only

c. Click on Next and associate the SSID to a site/sites where it is to available.
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dltall DNA - pesion pOLICY  PROVISION  ASSURANCE  PLATFORM ° o
CISCO center
Network Higrarchy Network Settings Image Repository Network Profiles Auth Template E d |I a W\ re |PC;
£Q Network Device Credentials IP Address Poocls SP Profiles ‘Wi
3 Prof
v Global
Edit an Enterprise Wireless Network
~ @ CSCO
1 Fabric
(1) Enterprise Wirsless Notwork Wireless Profiles
" ORCY ONo
Profiles & Sites 12 Sites:
Attach Ter
Filter
Q i
Profio Namo. Version Craato
Device Type Tag Name Template
= toofan 5 acmin
Sty
whaln DNA DESIGN POLICY PROVISION ASSURANGE PLATFORM ® Q o
CISCO center
Network Hierarchy Network Settings Image Reposi Network Profiles Auth Template
s w s e e s Sites
= N
(1) Enterprise Wirsless Network e Wireless Profiles.
~ @ Global - .
=
~ #CSCO
Profiles ~ @& [ Global (1)
v & [Fcscony
Filter v @ [dus@
& [az
Profie Name Varsion )
[ PHNX
& toofan e v i [ Tuen )
&[] TUCN_FLR_1
v & [dean)
W [/] snDG
v @ DMZ (1)
#  [ipsves
v @& Envy
# [Zusve

Back

Cisco DNA-Center POLICY

Policy constructs should already been defined as part of creating a wired fabric infrastructure.
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Cisco DNA-Center PROVISION

Under Provision, click on Fabric. Select your Fabric Domain. Click on the Fabric Domain and go to
your Fabric Enabled Site. Click on the tab Host Onboarding.

1. Associate AP Pool to INFRA VN

Edit Virtual Network: INFRA_VN
Select an IP Pool and Traffic Type to associate it with the selected VN. Layer-2 Extension and Policy Group are optional.
=Q Find
‘ool Name Address Pool Pool Type Layer-2 Extension Layer-2 Flooding
TUCN_AP 172.16.17.0/24 On off
D TUCN_BORDER 172.16.16.0/24 On Off
D TUCN_GUEST 172.16.19.0/24 On Off
2. Associate USER Pool to USERS_VN
Edit Virtual Network: USERS ~
Select an IP Pool and Traffic Type to associate it with the selected VM. Layer-2 Extension and Policy Group are optiona
Please select the pool first
2Q, Find
1P Pool Name Traffic Type Address Pool Layer-2 Extension Layer-2 Flooding Groups Critical Pool Auth Policy
O TUCN_AP 172.16.17.0/24 On off
O TUCN_BORDER 172.16.16.0/24 on off
O TUCN_GUEST 172.16.19.0/24 On off
O AST 172.16.18.0/24 on off ﬁ
= TUCN_USERS 172.16.24.0/21 On off

3. Associate IP Pool/SGT to Wireless SSID
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bric Infrastructure Host Onboarding

Wireless SSID's [[] Enable Wireless Multicast

[ BT

SSID Name Type Security Traffic Type Address Pool Scalable Group ﬁ
toofan Enterprise WPA2 Personal Voice + Data USERS - Employees
how 10 ¥ entries Showing 1 - 1 0f 1 1
elect Port Assignment & Sort Link Status A Clear £ Refresh Assign
[[] Select All
E PRAGONLADY [] TenGigabitEthernet1/0/1 4 [] TenGigabitEthernet1/0/2 4 [[] TenGigabitEthernet1/0/3 4 [] TenGigabitEthernet1/0/4 4

9

Provisioning Catalyst 9800 embedded Wireless LAN Controller

4. Still under the fabric site click on Fabric Infrastructure.

a. Click on the Catalyst 9k switch and select Enable Embedded Wireless

Note: At this point Fabric is configured across the network devices at a site. Wireless Lan

Controller is added to Fabric and the icon shows up in blue as shown below.

> ‘_-)
<> <
WEDGETAIL RIVET-JOINT
)

(B1ce)
<>
<>

VIGILANTE

™

~

BLACKBIRD

)

CRUSADER

N

V)
N/

DRAGONLADY

Enable Embedded Wireless

Enable Rendezvous Point

Edit Border

Remove from Fabric

View Device Info

b. The user will automatically be prompted to load a wireless bundle on the Catalyst 9k

switch.

Page 12 of 30



]
CISCO

A

Warning

9800-SW image is necessary for,

turning on the capability
Click " OK* to import the 9800-S\
image manually.

c. Download the Catalyst 9800 wireless image for Catalyst 9k switch from cisco.com and
upload it as shown below.

cy PLA ® Q =H o O 1

CRUSADER =
CSCO WEST

Fabiric Infrastructure: Host Onboarding o 2 Manage Scope 3 s

(D For each site assign at least 1 Control Plane and 1 Edge node
Select an from computer

ATUCH Choose File | COE00-5W-insxe-wic. BLD_V1810_1_THROTTLE_LATEST_20181203_002844_2 SSA bin

oR

Enter image URL
O Activate image aher impon

-}

\
]
4

/-'<‘-.:

¥y

5
o 4t g

©) '}-;

1 **Do not change the original name of the C9800
filename that was downloaded from CCO**

BLACKEIR]

Cancel Next

d. Import Cisco Catalyst 9800 software
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Iélllslélc;. DNA DESIGN poLICY PROVISION ASSURANCE PLATFORM L] o
Devices Fabrie CRUSADER
T @  ©SCoWEST
- For ach site assign ot 16ast 1 Cantrol Plana and 1 Edge node|
.3 T image Mmpaned successhully
s
& TUCN
mage dstritute 10 device in progress
P
= —_—
| ¢ \
&
Cald
-«
-
<

e. Atthis point image is copied to Fabric Border/Control Plane node. Click on Activate Image

on device

aliali. pNA
CISCO center

Devices Fabric

DESIGN POLICY PROVISION

° CSCO WEST

ASSURANCE

PLATFORM

CRUSADER

6wm

Inage imported successtully

2 Manage Scope

3 Adnces

Image datributed successtuly

Activate image on device

Cancel

f. The user will be prompted to activate the image which will cause the device to reload
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JAN

Warning

Activate image on device will rebd

the device. Are you sure you wagyl
reboot the device?,

At this point the switch will reboot.

.Dec 13 15:04:02.575: %INSTALL-S-INSTALL_ START INFO: Switch 1 RO/0: install engine: Started install add
£lash:C9800-5W-iosxe-wlc.BLD V1610 1 THROTTLE LATEST 20181208 002844 2.SSA.bin

.Dec 13 15:04:54.311: %INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1 RO/0: rollback timer:
Install auto abort timer will expire in 7200 seconds

CRUSADER#

Chassis 1 reloading, reason - Relcad command

The user will see the following wireless configuration on the Catalyst 9k (Border/Control
Plane):
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CRUSADER#sh run | b “wireless

wireless gaa pelicy default-gaa-policy
wireless cts-sxp profile default-sup-profile
wireless profile airtime—-fairness default-gtf-policy 0
wireless profile flex default-flex—profile
description "default flex profile"
wireless profile mesh default-mesh-profile
description "default mesh profile"
wireless profile policy default-policy—profile
degcription "default policy profile™
wireless tag site default-site-tag
description "default site tag"
wireless tag peclicy default-policy-tag
description "default policy—tag"
wireless tag rf default-rf-tag
description "default RF tag"™
wireless fabric contrel-plane default-control-plane
ap, dotll 24ghz rf-profile Low Client Density rf 24gh
coverage data rssi thresheld -850
coverage level 2
coverage volce rzssi threshold -80
description "pre configured Lew Client Density rfprofile
for 2.4gh radic™
high-density rx-sop threshold low
tx-power vl threshold -653

nc shutdown

ap dotll 24ghz rf-profile High Client Density rf 2Z4gh
<snip....snip>
tx-power min 7
no shutdown
ap, dotll 24ghz rf-profile Typical Client Density rf 24gh
description "pre configured Typical Client Density rfprofile for 2.4gh radie™
<snip....snip>
no shutdown
ap, dotll 5ghz rf-profile Low Client Density rf 5gh
coverage data rssi threshold -80

coverage level 2

coverage voice rssi threshold —-9S0

description "pre configured Low Client Density rfpreofile for S5gh radic”
high-density rx-sop threshold low

tx-power vl thresheld -&0

no shutdown
gp, dotll Sghz rf-profile High Client Density rf Sgh
<snip....snip>
gp, dotll Sghz rf-profile Typical Client Density rf Sgh
description "pre configured Typical Density rfprofile for Sgh radio”
no shutdown
ap, tag-source-pricrity 2 source filter
ap. tag-source-pricrity 3 source ap
ap, profile default-gp-profile
description "default ap profile”
hvperlocation ble-beacon 0
hvperlocation ble-beacon
hvperlocation ble-beacon
hvperlocation ble-beacon

hvperlocation ble-beacon
end

Lo SRR oS e

g. Embedded wireless should be successfully activated at this time
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"c||'s‘;‘°" Dy;‘\‘ DESIGN POLICY PROVISION ASSURANCE PLATFORM ® Qa @
Devices Fabric CRUSADER X
Fabric-Enabled Sites @  CSCOWEST
= Fatric Infrastructure Host Ontsoarding o foud e 2 Manson Soove 3 Adenced £ A
e For each site assign at least 1 Control Plane and 1 Edge node
- & csco wesT Image imporied successtully
o
G TUCN
Image actiated successtully
-

prs
-

& Tuck & T
'{\ Activate image on device

& wsves

g

% WLC image activated

G ]

Cancel

Click Next.

h. Next, select all the sites which will have Access Points registered to this wireless controller.

alidie pNA DESIGN POLICY PROVISION ASSURANCE PLATFORM 9 Q -3 |
cisco centen
bovices o CRUSADER "
Fabric-Enabled Sites @ CSCowesT
= Fabeic Infrastructure Host Onboarding o Manage Scape 2 Advanced 3 Summary
o For sach site assign at least 1 Control Plane and 1 Edge node
« & csco west
(&
. : Maraged AP Locatian
@ TUCN
Global/CSCOMS/NVILSVGE
(=) GlobaliCSCO/US/NY
| v "C TUCN o -
GIBbA/CSCOUSIAZIPHNX
Global/CSCO/USICAISNOG
Global/CSCO/US/AZITUCN

Ghobali CSCO/USIAZITUCN/TUCN_FLR_1

& wsves

®

]

(- -

Cancel

Click Next

i. Provision the embedded wireless controller with SSIDs and site configuration
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i

'é"‘s'él‘;' DNA DESIGN poLICY PROVISION ASSURANCE PLATFORM o
fodes - fabre CRUSADER
Fabric-Enabled Sites @  CSCOoWesT
ol e, (:> Manage Scope (: :‘;Ammeu esm
« @ csco wesT and 1 Edge nodel  gysTEM DETAILS
) S Device Nome CRUSADER
@BTUCN Platform Id: €9500-40X
192.168.41.3
(e* TUCN
| . o G
toofan (toofan)
& Enterprise
h wpa2_personal
Enabled
ADAPTIVE
Voice + Data
Fabric Enabled
Disabled
olicy 2
=P Mac Fitering Disabled
S5ID(S)
Marme: toofan (toofan)
Type Enterprise
Security: wpal_personal
Broadcast Enabled
Fast Transition: ADAPTIVE
Traffic Type: Voice + Data
Fabric: Enabled
Fast Lane: Disabled
Radio Policy 2
Mac Filtering: Dizabled
MANAGED SITES
Global/CSCO/US/AZITUCN
Primary: Global/CSCO/US/AZITUCN/TUCN_FLR_1
Click Save

At this point, the user will be prompted to the main fabric site page.
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Devices Fabric

DESIGN POLICY

PROVISION

CSCO WEST

For each site assign a1 least 1 Control Plane and 1 Edge node. I

& TUCN

ASSURANGE PLATFORM

Host Onboarding

-
T th

[ ]

+
]
e

® ®

25
&)

f the site needs external connectivily, assign at least 1 Border, Select Device(s) 1o assign the roles

Click Save

This completes provisioning of embedded (Catalyst 9800) wireless controller on Catalyst

9300 to fabric

CISCO  CinTER
Devices Fabric
Fabric-Enabled Sites

« & csco wesT

v & Tucn

& IPSVCS

sl pNA DESIGN

POLIGY

PROVISION

CSCO WEST

Fabric Infrastrusture

ASSURANGE PLATFORM

Host Onbaarding

&
i

Show Tasks Status

For each site assign at least 1 Control Plane and 1 Edge node. If the site needs external connectivity, assign at least 1 Border, Select Device(s) to assign the roles

&TUCN

Cancel
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Wireless CLI configurations (pushed on the device):

e On enabling embedded wireless controller on the Catalyst 9k, the user will see the
following syslogs on console on the switch

%*Dec 13 15:17:39.920: %IOSXE_RP_EWLC NOT-2-EWLC_ STARTIUP: Starting EWLC process —9223277238135255914

CRUSADER#

“Dec 13 15:17:54.904: %LISP_AGENT ERROR MESSAGE-6-LISP_AGENT TRANSPORT MS_CONNECTION: Switch 1 RO/0: wngd: Connection UP with Map server IP
192.168.41.2

CRUSRDER#
“Dec 13 15:18:06.525: 108d Copy: File transfer from http://192.168.4.52//ca/pem to flash:NACert.pem Status: success
CRUSADER#

“Dec 13 15:18:09.315: I0Sd Copy: File transfer from http://192.166.4.52//ca/pem te flash:NACert.pem Status: success
CRUSADER#s | i wireless-—c

wireless-controller

CRUSRDER#

CRUSRDER#s | %NW;IElEﬁ'S management

wireless management interface Loopback(

e Below is the wireless fabric configuration that gets applied on the Catalyst 9k switch:

wireless aaa policy default-gaa-policy
wireless gtg-sxp profile default-gxp-profile
wireless management interface Loopback0
]
wireless fabric
wireless fabric name 172_16 17 D-INFRA VN 12-wvnid 8188 13-wvnid 4097 ip 172.16.17.0 255.255.255.0
wireless fabriec control-plane default-control-plane
ip address 192.168.41.2 key 0 uci
ip address 192.168.41.3 key 0 uci

s
1

e Access Points will register to the wireless controller via one of the usual means (option 43,
DNS or IP helper-address):

ip dhep excluded-address 172.16.17.200 172.16.17.254

ip dhcp pool c9800-ap
network 172.16.17.0 255.255.255.0
default—-router 172.16.17.254

option 43 hex £104.c0a8.2903

CRUSADER#sh ap summary
Number of APs: 3

AP Name Slots AP Model Ethernst MAC Radio MAC Location Country IF Address State
38021 B43d.ce70.1520 0047.8f52.76e0 default location us
38021 B843d.ce70.1lebe 00d7.8£52.90e0 default location us
38021 7872.5d01.1246 7872.5d03.7fc0 default loecation us

Provisioning Access Points

Now that the AP obtained an IP address and learnt the WLC's Management IP, the AP will join the
WLC. This is under the assumption that there is IP connectivity between AP and WLC (this is
outside the scope of this document and really depends on where the WLC is connected, usually
outside of Fabric). Once the APs are registered to WLC, they will appear in the Inventory page on
Cisco DNA-Center.
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5. Go to PROVISION>Devices > Inventory to see the APs joining the fabric enabled
embedded wireless controller (on Catalyst 9K).

bl DNA DESIGN POLICY
CISCO ciniin

Devices Fabric

Inventory Plug and Play

Device Inventory

PROVISION

ASSURANCE

PLATFORM

Select device(s) to assign to a Site and Provision network settings from the Network Hierarchy.

V' Fier Actions v @

W  Tags
=] AP7B72.5001.1246
5] 8430.C670.1820

Unified
= APB43D,C670.168E
E AP

Switches
and

[m] BLACKBIRD Hubs
we
Capable)

LAN Automation ~

IP Address She :‘::"

172.16.47.1 GN/TUCN_FLR_1 FGW2212N0BD
172.18.17.8 CN/TUCN_FLR_1 FCW20I5P4G7
172.16.17.6 CN/TUCN_FLR_1 FCW2035P45G

102168415

COMUSIAZITUCN

FCW2215E0.J6

 Refresh  Network Telemetry

os Last Sync
Uptime 05 Version imoge @ P—
00:54:58.870 16.10.1.43 Managed
00:50:46.860 16.10.1.43 Managed
00:47:58.870 16.10.1.43 Managed
2 doys, . CATHK[16.
e 16.10.20181 Managed

) Upgrade Readiness

Last
s
v Time
-
soned vasz0
- e
wloned Yxas20
ta S
Provisioned 2010
Jan 03
Prodsionea 2019
: 20:57:53

B Update Status

Provision '
Stats N

Success
See
Details

Success
See
Details

Success

Details

6. Begin by assigning the Access Points to the site where they are installed

Devices Fabric

Inventory

Provision Devices

Plug and Play

G Assign Site @ Configuration @ Summary

Serial Number

FCV

Device Name

AP7872

5D01.1246

@I Global/CSCO/US/
Apply to All

N/TUCN_FLR_1 X

@I Global/CSCO/US/AZ/TUCN/TUCN_FLR_1 X

@I Global/CSCO/US/AZ/TUCN/TUCN_FLR_1 X

7. Choose a RF profile for the AP from High, Typical and Low or a customized one (if

previously defined).
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Inventory

Serial Number

FCW2212N0BD

FCW2035P4G7

FCW2035P45G

Provision Devices

@ Assign Site e Configuration

@ Summary

Device Name RF Profile
AP7872.5D01.1246 TYPICAL

Apply to All

AP843D.C670.1520 TYPICAL

AP843D.C670.16BE TYPICAL

8. Click Deploy and as a part of AP provisioning, configuration will be pushed to AP as shown

below.

Devices Fabric

Provision Devices

AP7872.5D01.1246

APB43D.C670.1520

APB43D.CE70.16BE

Inventory Plug and Play

@ Assign Site @

ion o Summary

v Device Details

Device Name:
Serial Number:
Mac Address
Device Location:
RF Profile:
Default Profile:
Radio Type:
Channel Width

2.4GHz/5GHz Data Rates

AP7872.5D01.1246

FCW2212NOBD

78:72:5d:03:7f:.c0
Global/CSCO/US/AZ/TUCN/TUCN_FLR_1
TYPICAL

No

2.4GHz/5GHz

20 MHz
9,12,18,24,36,48,54/6,9,12,18,24,36,48,54
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aliali pNA DESIGN POLICY PROVISION ASSURANGE PLATFORM @ Q @\ & 9 &
€IS€o  cenrea
—
Devices Fabric Provision Dévice bt
Inventory Plug and Play Whan
—
(®) Now O tator

Provision Devices

(7) s (2) e (@) s =

APTT25D01.1246
I v Device Details

APBA3D.CE70.1520

Device Name: AP7872.5001.1246
APBAID.CETO.16BE Serial Number. FCW2212N0BD

Mac Address 78:72:5d:03:M:c0
Device Location
RF Profile: TYPICAL
Default Profile. No
Radic Type: 2.4GHz/5GHz
‘Channel Width; 20 MMz
2.4GHz/5GH2 Data Rates 9,12,18,24,36,48,54/6,9,12,18,24,36,48,54

& Fusion-IQ-floor...png ~ Shew Ml | x

9. AP will reboot and rejoin the wireless controller.

@

Success

Provisioning to the selected RF Profile

will restart the AP(s) and interrupt
wireless service briefly. Do you want to
continue?

&  Fusion-IQ-floor...png ~ Show All x

10. The user will now see APs provision as success.
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alali DNA
DESIGN poLICY PROVISION
CISCO  centen
Devices Fabric
Inventary Plug and Play

Device Inventory

ASSURANCE

PLATFORM

Select device(s) to assign to a Site and Provision network settings from the Network Hierarchy. X
Refresh  Network Telemetry [ Upgrade Readiness &5 Update Status
Filter Actions ~ @ Tag Device LAN Automation ~
. iy Last i
W  Tags - DeviceName ?::: 1P Address site o Uptime 05 Version ‘o:“! o - Byne g::;"'" Preed Provision
. - Unifed i Not o3k
=] APTET2S0011246 o 172.16.12.1 LCNITUCNFLRI  FOW2212NDBD 0054556870  16.10.1.43 Managed Prodsioneg 2018
E 13:35:20
- Dec 13 Success
= wosocsorn U imins  oNTUNAR)  Rwmssm  cosusso 161018 e S =
vodsioned 13.38:20 "
Dec 13
@ Aperanicaro e M A oA i W Fococr sz Moot ize2ro M o 107 ey S
wodsioned (10l
Switches
and . - . Jan 03 Success
0 Ma wens  consemen rovasos Gt wome. O e Mmoo
Capable}
Registered APs are SD-Access fabric enabled. Catalyst 9k switch will show the
following configuration:
ap country US
ap tag-source-priority 2 source filter
ap tag-source-priority 3 source ap
!
ap 7872.5D01.1246
policy-tag PT AZ TUCN TUCN 7c723
zf-tag TYPICAL
site-tag default-site-tag-fabric
ap 843D.CE70.1520
pelicy-tag PT_AZ_TUCN_TUCN__ 7c723
rf-tag TYPICAL
site-tag default-site-tag-fabric
ap 843D.CE70.16BE
policy-tag PT AZ TUCN TUCN 7c723
CRUSADER#sh fabric sp swmmary
Number of Fabric RP : 3
AP Nams Slots AP Model Ethernet MAC Radio MAC Location Country IP Address State
APB43D.C670.1520 3 38021 843d.c670.1520 00d7.8£52.76e0 default location us 172.16.17.8 Registersd
APB843D.C670.16BE 3 38021 843d.c670.16be 00d7.8£52.90e0 default location us 172.16.17.6 Registered
AP7872.5D01.1246 3 38021 7872.5d401.1246 7872.5d03.7fc0 default location us 172.1e.17.1 Registered

Confirm VXLAN tunnel between the APs and the connected fabric edge:

DestIP

172.16.17.6
172.16.17.8
172.16.17.1

07
56
42

BLACKBIRD#sh access-tunnel summary
Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels
Nams SrclP SrcPort

Acl 192.168.41.5 /A

Ac2 192.168.41.5 /B

AcO 192.168.41.5 /B

Name If1d Uptime

Acl 0x0000003E 0 days, 00:16
Ac? 0x0000003F 0 days, 00:15
AcO 0x0000003D 0 days, 00:15

DstPort VrfId

4785 0
4785 0
4785 0
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Placing APs on Map

11. Next, you can place APs on floor maps and get coverage heatmap visualization. Go back

to DESIGN and select the floor under Network Hierarchy.

sl pNA DESIGN poLICY PROVISION ASSURANCE PLATFORM
CISCO cenTeRm

Network Hierarchy Network Settings Image Repasitory Network Profiles Auth Template

2Q Find Herarchy 5 GHz v Edit Data View Options
v & Global AZ [ TUCN / TUCN_FLR_1
v &CSCco
v &us
v &AZ

[ &

W8 PHNX

v @ETUCN

EITUCN_FLR_1 &
~ @CA
~ &DMZ
~ @NV

| APB43D.TD70.1520

°
o
o
y
i

2Q Find H

Ap1972501 1240

12. Click on Edit and the click on Position. Example shown below.

@
Q
o

bl DNA DESIGN poLICY PROVISION  ASSURANCE PLAY ® Q B © O ]
CISCO  centen
Network Hierarchy Network Settings Image Repository Network Profiles Template
:Q wrchy SGHz v Edit  Data  View Options 1Q Find H
v &Giobal A Unable to display Client locations on map as CMX s not currently configured for this floor. Contact an admin, or configure CMX in Network Settings / Wireless.
v &csco I
AZ / TUCN / TUCN_FLR_1 -2
v &us
v &AZ a Floor Elements
SHPHNX =
= Access Points Add | Position | Delete
v ETUCN =
I STUCN_FLR1 & ‘ Sensor Position
~ &CA
Overlays
~ &0MZ
~ BNV Coverage Areas Add ] Edit | Delete
Obstacies Add | Edit | Detete
Location Regions Add ] Edit I Delete
Rails Add | Edit | Delete
Markers Add ] Edit | Delete
Floor Properties Edit Floor

13. The APs will appear in the corner and you can drag and drop them where they are located.
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‘Elllslélch DNA DESIGN POLICY PROVISION ASSURANCE PLATFORM ® Q L E
Network Hierarchy Network Settings Image Repasiory Network Profiles Auth Template
= 5 GHz ~ Edit  Data  View Options 2 Find H
v @ Global A Unable to display Client locations on map as CMX is not currently configured for this floor. Contact an admin, or configure CMX in Network Settings | Wireless.
~ @CSCO
AZ | TUCN | TUCN_FLR_1 v
v @&Us
v @Az i
~ P S
8 PHNX
« ETUCN E Drag items and drop to position them, or click for editing properties. Click
AP750 on the cross button above to exit positioning mode
E3TUCN_FLR_1 & N cﬁ
780G 7l
= 3 placed, 2 unplaced
~ &CA =
~ @DMZ
~ BNV —|—_q
@&
2
alial pNA DESIGN POLICY PROVISION ASSURANGE PLATFORM ® Q -] o 3
CISCO  centen
Network Hierarchy Network Settings Image Repository Network Profiles Auth Template
EL 5 GHz v Edit Data View Options 2q Find H
~ dbGiobal A Unable to display Client locations on map as CMX s not cur yred for this floor. Contact an admin, or configure CMX in Network Settings / Wireless.
v @CSCOo
AZ / TUCN / TUCN_FLR_1 -
v SUS
v &AZ
. Selected AP Details
[ PHNX
+ ETUCN Position by 3 points 2 walls
AP Name APTE0C FOSD.9184
EITUCN_FLR_1 & ]
MAG Adaress 20.93:51:68:85:20
~ &CA
AP Model AIR-APIE021-A-KY
~ EDMZ
* 274 h
~ @&NY
v 1496 f
AP Haight 1000
HOR (2.4GHz) 802.11a
Antenna Internal-3800-2.4GHz w
Integrated (38001) omni antenna (gain:4 dbi)
@&
Q

15. Heap maps will be calculated and result displayed as below:
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alialiy pNA - P -
CiSco Shie DESIGN poLIcY PROVISION ASSURANCE PLATFORM ® Q ® @« O |
Network Hierarchy Network Settings Image Repository Network Profiles Auth Template
Q. Find Herarchy S GHe v Edit  Data  View Options Q Find i
v & Global A Unable to display Client locations on map as CMX is not currently configured for this floor. Contact an admin, or configure CMX in Network Settings / Wireless.
v @&Ccsco
AZ | TUCN / TUCN_FLR_1 S
v @Us
v &BAZ
W PHNX
v @TUCN

EITUCN_FLR_1 &
~ @CA
~ @DMZ

~ @NY

Verifying Wireless Fabric configuration (CLI) on Catalyst 9k
switch

1. Below is a sample of enterprise WLAN fabric wireless configuration

wireless profile fabric toofan Global F bl23c7la
client-12-vnid B1BS
description toofan Gleocbal F bl23cTla

sgt-tag 4
1

wireless profile policy toofan Global F bl23cTla
aaa-override
no central dhep
no central switching
description toofan Glcbal F blZ3cTla
dhep-tlv-caching
fabric toocfan Global F bl23cTla
http-tlv-caching
gervice-poclicy input platinum-up
service-policy cutput platinum
nc shutdown
1
wireless tag policy PT AZ TUCN TUCN 7c723
description "PolicyTagName PT _AZ TUCH TUCN__ Tc723"
wlan tocfan Global F blZ3cTla policy toofan Global F bl23c7la
1
wireless fabric name USERS 12-wvnid B189
1
wireless fabric control-plane default-control-plane
ip address 192.168.41.2 key 0 uci
ip, address 192.168.41.3 key 0 ugi
1

wlan toofan Global F bl23c7la 17 toofan
no ocXx gironet-iesuppcrt
radio dotlla
security dotlx authentication-list dnag-gts-list
nc shutdown

2. Client join details can be monitored from the switch
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CRUSADER#
*Jan
device with MAC:
CRUSADER#
CRUSADER#

Number of Local Clients:

4 09:43:23.283: %CLIENT_ORCH_LOG-6-CLIENT ADDED TO_ RUN_STATE:
6cl9.c07c.7722

Switch 1 RO/0:

CRUSADER#sh wireless client summary

1

MAC Address

AP Name

WLAN State Protocol Method

wicd: Username entry (tintin) joined with ssid (togfan) for

Role

6c19.c07c.7722 AP843D.C670.16BE

Number of Excluded Clients: 0

17 Run 1llac Dotlx

Local

Client
Client
Client
Client
LP MAC

CRUSADER#sh wireless

MAC Address :
IPv4 hddress
IPve Rhddresses

client mac-address &clS.cl7c.7722 det

6cl8.c07c. 7722

172.1e.24.1
feB0::1415:7df6:T76f6:a2eb

Username

BAddres=s

tintin
: 00d7.8B£52.80e0

AP Name:
AP =zlot : 1
Client State :
Policy Profile
Flex Profile :
Wireleszs LEN I
Wireless LAEN N
BESSID 00d7.8
Connected For

APB43D.CE6T70.16BE

Azsociated

: toofan Global F bl23c7la
default-flex—profile
d : 17
ame: toofan Global F bl23c7la
£32.%0ef

1%2 seconds

Protocol : 802.1lac
Channel 64
Fastlane Support :
Mobility:
Mowve Count
Mcbility Role
Mckility Roam Type
Mckility Complete Timestamp
Policy Manager State: Run
WPARZ
Encryption Cipher CCMP (RES)
Ruthentication Eey Management
ELP Type : FELRP
VLAN : default
Access VLAN 1022
JZnehor VIAN : O

& 2018 Cisco and/or its affiliates. Al

Enakbled

Policy Type

a

Local

None

0L/04/201%8 02:43:13 PDT

FT-802.1x

wed. Cisco Confidential
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Seszion Manager:

Local Policies:
Service Template
Ebsolute-Timer
Server Policies:
Output 36T
VLILM
Resultant Policies:
Cutput 3GT
VLLN
Ebsolute-Timer
Client Statistics:
Number of
Number of
Number of
Number of
Number of

Bytes Receiwved
Bytes Sent
Packets Received
Packets Sent
Policy Errcrs @ O

Radic Signal Strength Indicator :
Signal tc Noise Ratico

Interface capwap_50000008
IIF ID 0x90000008
Butheorized TRUE

Sesszion timeout 1800

Commeon Session ID: 011010ACO000000D1B3ECS3S
Loct Session ID 0x00000000

Zaa Server Details:

Server IP 172.26.199.29

buth Method Status Li=st

Methed : Dotlx

SM State : AUTHENTICATED
SM Bend State IDLE

wlan sve toofan Glcbal F blZ23cTla (pricrity 2354)
1800

ooD04-0
1022

0o004-0
1022
1800

46258
63480
e72
121

-62 dBm
28 dB

Control plane name
Client Scan Reports

Nearby AP Statistiecs:

Fabric status : Enabled
RLOC 192.168.41.5
VNID 8189
SGT ;4

default-contrel-plane

Lzsisted Boaming Weighbor List

Device Type : Apple-iPad

Protocol Map : Ox00000% (OUI, DHCP)

Protocol : DHCFE

Type : 12 15

Data : Df

00000000 00 Oc 00 Ok 4b 63 64 61 72 73 24 69 50 61 o4 we..XK¥Z-iPad |
Type HE | 11

Data HE -]

Q0000000 Q0 37 00 07 01 79% 03 06 Of 77 fc (I I S B

3. Monitoring client IP/MAC registration in Control Plane node
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CRUSADER#sh lisp site instance 4099 | i 172.16.24.1
00:06:43 vyes# 192.168.41.5:24554 4099 172.16.24.1/32

CRUSADER#sh lisp instance 8189 ethernet server
LISP Site Registration Information
* = Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

s3ite uci never no - 8189 any-mac
00:07:19 vyes# 192.168.41.5:24554 8189 6cl19.c07c.7722/48
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