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1. OVERVIEW

1.1 Document Purpose

The purpose of this document is to demonstrate how ISE authenticate / authorize a user who uses a
smartcard (PIN + Certificate) and password mechanism to login their system. This document describes
the components used for this setup, configuration of ISE, settings of Cisco AnyConnect

configuration.xml. The flow includes these steps:

e Domain users which is a part of AD group login to a domain machine with username and
password. The protocols that supports authentication is EAP-FAST and MSCHAP-V2. ISE will

validate the credentials against AD.

e Domain users which is a part of AD group login to a domain machine with smart card PIN. The
protocols that supports authentication is EAP-FAST and EAP-TLS. PIN and certificate will be

validated against two factor mechanism.

o Users will have a customized configuration.xml file which contains 2 profile that supports both

password and smartcard authentication.

e |SE to be configured with protocols, identity source sequence (certificate and AD),

authentication / authorization policies.
1.2 Components Used

Below are the list of devices that are used in this setup. ISE version compatibility needs to be validated

before the setup.

e Cisco ISE 2.7

¢ NAD - Cisco 3850 switch

e Cisco AnyConnect NAM 4.9

e Certificate Authority (CA)

e Active Directory

e Endpoint: Microsoft Windows 10

e Gemalto 2FA
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2. IDENTITY SERVICE ENGINE

2.1 ISE Overview

Cisco Identity Services Engine (ISE) is a next-generation identity and access control policy platform

that enables enterprises to enforce compliance, enhance infrastructure security, and streamline their

service operations. The unique architecture of Cisco ISE allows enterprises to gather real-time

contextual information from networks, users, and devices. The administrator can then use that

information to make proactive governance decisions by tying identity to various network elements

including access switches.

Combines authentication, authorization, accounting (AAA), posture, and profiler into one

appliance.

Provides for comprehensive guest access management for the Cisco ISE administrator,
sanctioned sponsor administrators, or both.

Enforces endpoint compliance by providing comprehensive client provisioning measures and
assessing device posture for all endpoints that access the network, including 802.1X

environment

Provides support for discovery, profiling, policy-based placement, and monitoring of endpoint
devices on the network.

Enables consistent policy in centralized and distributed deployments that allows services to be

delivered where they are needed.

Supports scalability to support a number of deployment scenarios from small office to large

enterprise environment.

2.2 ISE Node, Roles and Personas

The persona or personas of a node determines the services provided by a node. An ISE node can

assume any or all of the following personas: Administration, Policy Service, and Monitoring. Below topic

describes the personas of ISE.

Administration
Monitoring

Policy Service
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3. NETWORK ARCHITECTURE

3.1 Network Infrastructure

Most ISE deployments are dependent on the existing infrastructure, as they need to be integrated into
it. Hence, it is very important to verify that the network components, software versions and
configurations meet the ISE requirements. The following are the dependencies that exist in the network
infrastructure: Each network access devices should be configured with the ISE as RADIUS server for

authentication and authorization

e Access switches

Supplicants Authenticators Authentication Servers Identity Sources
< g & " o= |
= S - S
Q . - i e =5 e
o g —m
RADIUS Policy Service Node R —
Computers — Microsoft AD
Wired Access 0 e — Qi ~— Trost
Switches - 2 —
ear - e = |
SR < —
4 ~RADIUS Cisco I5E Pt
— Yolicy Service Node (=
e — Microsoft PK1
'

3.1.1 Supplicant

The supplicant is a piece of software on the device (workstation, laptop, etc.) that requests access to
the switch or wireless services, and responds to requests from the authenticator (switch or WLC). The
device must be running IEEE 802.1x-compliant client software such as that offered in the Microsoft

Windows operating system. The client is the supplicant in the IEEE 802.1x specification.

3.1.2 Authenticator

The authenticator is a device such as a Catalyst switch that controls physical access to the network
based on the authentication status of the client. The authenticator usually acts as an intermediary

(proxy) between the client and the authentication server.
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The authenticator requests identity information from the client via EAP, verifies that information with the
authentication server via RADIUS, and then relays a response to the client based on the response from

the authentication server.

When the switch receives EAP over LAN (EAPOL) frames and relays them to the authentication server,

the Ethernet header and EAP frame are re-encapsulated into the RADIUS format.

3.1.3 Authentication Server

The authentication server performs the actual authentication of the client. The authentication server
validates the identity of the client and notifies the Switch whether or not the client is authorized to access
the Switch. Because the switch acts as the proxy, the authentication server is transparent to the client.

The RADIUS security system with EAP extensions is the only supported authentication server.

RADIUS uses a client-server model in which secure authentication information is exchanged between
the RADIUS server and one or more RADIUS clients.
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4. ISE Configuration

4.1 ISE Deployment

By default, an ISE appliance is configured in standalone mode. High availability can be configured
between two ISE systems to provide fault tolerance.

For this setup, two ISE nodes are configured as administration, monitoring and policy service enabled.
In future Additional nodes can be registered by clicking Navigate to Administration->Deployment and
then Register menu on primary node and then selecting the Register an ISE node. Before registering

an ISE node, we need to have the DNS entry of the ISE nodes so that FQDN should be resolved.

+ Work Centers ¢ o

A b Thosat Camic NAC

show [ 41 -3
Node Status

4.2 ISE Licensing

Base license is required in ISE to execute this test. To install the license,

1. Navigate to Administration->Licensing

2. Import License.
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Licensing
£\ One or more licenses is within 120 days of expiring.
Jll) Wireless Enabled (u": VPN Enabled -(Q | Wired Enabled
License Usage i/ How ars licenses consumed?
Usage Qver Time
Base |.
0 Licensed :100 (Consumed :4)
Plus !
0 Licansed 1100 (Consumed :0)
Advanced
Apex !
0 Licensed :100 (Consumed :0)
Updated : Nov 28,2014 15:25:48 CST i Ucensed [l Consumed [l Exceeded
License Files (i) How do | registermodify or lookup my licenses?
Import License Delete License
License File Quantity Term
¥ [ EVALUATION.lic
Base 100 90 days
Plus 100 90 days
Apex 100 90 days
‘Wired 100 90 days

4.3 Add Switch to ISE as NAD

Network devices or NAD are devices in which endpoints directly connect to. These devices can be
switches, access points etc. This POC will use switches for NADs. Below is a list of NADs and their

information.

ISE offers the functionality to create Network Device Groups that allow a structured way to group the

different NADs. Follow these steps to add two NADs to our ISE configuration:

1. Loginto ISE GUI by browsing to http://<ISE PAN>

2. Browse to Administration->Network Resources->Network Devices. In the Network Devices

page, click the + Add button to add a network device:

‘s’ Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy R EE  Work Centers

» System  » Identity Management v Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Network Devices ~ Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

(]
Network Devices Network Devices
Default Device Selected 0 | Total0 & 48p o
Device Security Settings r"""’:'“ﬂ““ e | @almport @ Eport | @ Generate PAC | )€ Delete Show [All ~1IB
Name a IP/Mask Profile Name Location Type Description

No data available

3. Add the network devices for your switch with the Name, IP and Network Device groups.

Location as shown in the following screenshot:
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4. Enable RADIUS and on this NAD and set the shared secret for RADIUS to ISE.
5. Click Submit to save the Switch NAD configuration.

—
lf\(- ) @ P | hittps:/10.254.4.22 adminj#administration/administration_networkresources/administration_networkresources_devices/networkdevices

il ident Engine

18<0

Home » CO ' » Operations » Folicy * Administration

» Systern b Identity Management  ~Metwork Resources | b Device Portal Management  peGrid Services b Feed Serdce  » PassivelD » Threat Centric NAC

 Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers External MDM » Location Services
——
o

i Metwark Devices List = New Network Device
Metwork devices i
Network Devices
Default Device

*IP Address: | 10,254,010 IEN

= Device Profile | % Cisco » &

Sofwareversion [+

* Metwork Device Group

Device Type “Access Switches | [ set To Default |

Lacation ‘TS | | set To Default |

« RADIUS Authentication Settings

Enable Authentication Settings
Protocol - RADIUS

Enable Keywirap [
* Key Encryption Key Shiciy
* Mesgage Authenticator Code Key Shiy

Key Input Farmat = ASCI HERADECIMAL

CoaPort [ 1700 | [ st To Default |

4.4 Active Directory Integration

The Cisco ldentity Services Engine (Cisco ISE) integrates with external identity sources to validate
credentials in user authentication functions, and to retrieve group information and other attributes that
are associated with the user for use in authorization policies. For Network Administration access,

authentications will be validated against the Active Directory domain.
Joining Active Directory is configured on

1. Select Administration->ldentity Management->External Identity Sources->Active
Directory->Connection screen.
Click the join button and provide the service account information.
The screen shot below shows the Leave button because the screenshot was taken after the

system joined Active Directory.
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bt ety Services Engine Home ) ComextVisiblty > Operatons > Pobey [DRELCICerall * Viork Centers aae i -

» System v wamly Minapament > Nework Resourcas  » Device Poral Managemant  (xGn0 Services  » Fead Senice  » Threa! Cantic NAC

biganiies  Growss  Extermal ldentiy Sowess  Ideshty Sourcs Sequances b Setings
External Identity Sources \Wheksted Domairs PassaelD Grougs Allieutes Advancad Setings

* Jon PontNsme [ AD

> [ Centcate Autharticaton Prabie

* [ Actve Orectory * Actve Dreciory Domain -~ AD.com
" AD.com

@ s
& ocec User ) 0ugnontic Tocl 4 Refresh Tusle
() RAOWS Taken ] ISE Node « | ISENogeRole  Siatus Doman Controler £
[ RSA Secund ] 1se.PRa PRIMARY @ Operaional Doz coc
[ SAML b2 Provcers 1sE-3EC SECONDARY 2 Opsrafional 0co1 0SCOR
) Socal Lage

4.5 Certificate Authentication Profile

The purpose of the Certificate Authentication Profile is to inform ISE which certificate field the identity
(machine or user) can be found on the client certificate (end-identity certificate) presented to ISE during
EAP-TLS (also during other certificate-based authentication methods). These settings will be bound to
the Authentication Policy to authenticate the identity; configured from ISE GUI, navigate
to Administration > Identity Management: External Identity Sources > Certificate Authentication

Profile and click on Add.

‘dsds’ Identity Services Engine Home  » ContextVisibity  » Operations > Policy IRV * Work Centers @  icenseWaming A

» System  widentity Management  » Network Resources  » Device Pontal Management  pxGnd Services  » Feed Service » Theeat Centric NAC

» identities  Groups  External Identty Sources  identity Source Sequences  » Settings
—_—

Authenteation Prafiles List » New Certificate Authentication Profile

External Identity Sources Cermacaie /s
Certificate Authentication Profile

» [ Cenificate Authentication Profte

v [ Active Direciory * Name 12;‘|VWQT_;;;:E
X a0
» [ Loae
& ooec

* [ RADIUS Token

Descripion |

0 RSA SecurlD

[ SAML 10 Provaers identity Store  [All_AD_Join_Pomts -

[ Socai Legn

Use Identity From (&) Centificate Attribute [Subject - Commen Name ~] i

T Any Subject or Altemative Name Attributes in the Cestificate (for Active Directory Only)

Client Certificate Against
cate In identity Store |

T) Only to resolve identity ambigudy

®) Always perform binary comparison

G

Page |9 ISE for Multi Authentication Confidential



®

MANNAI

CORPORATION

4.6 Identity Source Sequence

Identity Source Sequence can be created from ISE GUI, navigate to Administration > Identity
Management, Under Identity Source Sequences and click on Add.

The next step is to add the Certificate Authentication Profile to an Identity Source Sequence which
grants the ability to include multiple Active Directory (AD) join points or group a combination of

internal/external identity sources together, as desired, which then binds to the Authentication Policy
under the Use column.

il dentity Services Engine Home L ity ons FFollcy

= Administration

¥ System  =|dentity Management  » Network Resources ¢ Denice Portal Management  peGrid Sendces  » Feed Sendce

¢ ldeniities Groups Exemal identity Sources Identity Spurce Sequences ¢ Seflings

|dentity Source Sequences List > AD Cert
Identity Source Sequence
* Iddentity Source Sequence

*Hame | AD_Cert] |

Description

w Certificate Based Authentication

[#] Select Certificate Authentication Profle | Cert Profie -

 Authentication Search List

A set of identity sources thal will be accessed in sequence undil first authentication succeeds

Auailable Seleded
Internal Endpaints MI_AD_Jain_Points
Internal Lisers - -
GuestUsers

]

<

* Advanced Search List Settings
It a selected identity sbore cannol be accessed for authentication

) Do nat access ofher stores in the sequence and set the “AuthenticationStatus™ afiibute to “ProcessEror

':':;\_.' Treat as if the user was nod found and proceed to the neod slore in the sequence

Page |10 ISE for Multi Authentication Confidential



o

MANNAI

CORPORATION

4.7 Define the Allowed Protocols Service.

The Allowed Protocols Service enables only that authentication methods/protocols which ISE supports
during Radius Authentication. In order to configure from ISE GUI, navigate to Policy > Policy
Elements: Results > Authentication > Allowed Protocols and then it binds as an element to the

Authentication Policy.

A sentity Services Engine [IF + Contead Visibity » Operalions » Administration ¥ Vork Cenlers

PolicySels  Profling  ClenlProvisioning | = Policy Elemants

Chohonares v Condions = R sults
—

a y EAF-FAST_EAP-TLS
ARt Alowed Protocols

Mt Protocols Hame | EapFAST EAP-TLS
» Authorizaton Cbenipton [t Alowed Frotocol Senvice
¥ Profilisg
¥ Posture w Alwned Prolocols
» Clpnl Provisionmg Authenicanon Bypass

| Process Hos Lo |
Authenticaton Protecol
e PAPIASCH
] mmow CHAP
| bire MS-CHAPY
B amowms-CHARG
¥l Alyw EAP-NDS
[ T
7| Ay LEAP

B wmow PEAP

PEAP inner Meluods
#  Aliow EAF-MI-CHAPGE
| ST — Changs Ezluu_ 1| (vl Range 38 3)
AL Aiow EAP-GTC
Bl agowPassword Change Reines[1 | (vaikd Ranga 092 3)
B aew EAP-TLS
] e Austhenbicaion of expere Ceriicates b allow cerrcale renewal in Auiorizabion Pokcy 7

Raquire cryplasinging TLY §

Allcw PEAPD onlly for legacy chents

4.8 ISE Policies

4.8.1 ISE Authentication Policy

Authentication policies define the protocols that Cisco ISE should use to communicate with the network
devices, and the identity sources that it should use for authentication. A policy is a set of conditions and
aresult. A policy condition consists of an operand (attribute), an operator (equal to, not equal to, greater
than, and so on), and a value. Compound conditions are made up of one or more simple conditions that

are connected by the AND or operator.
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1. Enter a name for your authentication rule. This example uses Wired 802.1x which already
exists by default on ISE.
Select the plus (+) icon in the condition field.
From the Conditions Studio drag Wired_802.1x in the Editor window and add Device type and
Device location and click Save.

Use the Identity source sequence created before.

Click Options and Choose Reject from the If user not found a drop-down list.

"thushe igentity Services Engine » Adminisradon b Work Genters
Puiicy Sets | Profling  Chent Prowisioning » Poicy
Policy Sets - Wired-Dot1x-Tower-3_Test Reset Policyset Hitcounts
Statss  Policy Set Name Description Conations Allowed Protocols | Server Sequence  Hils
§  DEVICE Device Type EQUALS All Device Typeshhccess Swilches
Policy usad for Wired Domain
wWres-DorTower-3 Computers and Domain users fr AND @  DEVICE-Lacabion EGUALS All Locabans# T3 EAPFASTEAPTLS -+
Wred_B02 1%
 Authentication Policy (2)
+ saws  RueName Conations use Hits Actions
D_cen
~ Cptions
L] DEVCE Device Type EQUALS All Device Trpes#Access Swithes Ll
Wirea-DottxTowess. REJECT e
suhenicatonPoicrAD_User-  AND @ DEVICE Localion EQUALS Al Locations T3 o
Wadhing ifUsar nat found
B weeasznx
REJECT
ifProcess ail
Denyhcces
Detaui o
¥ Options.

4.8.2

ISE Authorization Policy

Authorization policies are a component of the Cisco ISE network authorization service that allows for

defining authorization policies and configuring authorization profiles for specific users and groups of

users that will access network resources.

1. Create a new rule, and enter a name.
2. From the Conditions Studio drag EAPChaining_UserPass and MachinePass and from AD

external groups select domain computer and domain use and Save.

3. On the General Authorization page, choose respective authorization Profile under Results.

B E4PChaining_UserPass and Machine Pass
& AD.com EtemalGroups ashghal.gov galis ersDomain Users
T pp @ A DTS o Dy G %
Q  Radius NASIP-Adcress EQUALS 1013025016
OR
©  Radius NASIP-ABmESS EQUALS 10.130250.216
4. Create an authorization policy for domain computers.
g;’:‘w;:‘:u:;wf:;‘fn';( , & ADcom JUALS ashohal Vired T3-Domain Computer -+ 1 5
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5. AnyConnect XML Configuration

Below snaps shots shows the supported configuration.xml created from a Cisco AnyConnect profile
editor shows a password-based authentication for user and machine. EAP-FAST is the EAP method
and MSCHAPV?2 is the inner method based on credential source used for this method.

[ AnyConnect Profile Editor - Network Access Manager - o x
[y AnyConnect Prafile Editor - Network Access Manager - o File Help
File Hel
ile_Help Network Access Manager | Networks
ESN:JM?;:% Manager Networks {8} dlient Policy Profile: C:\L ionxml
ik Cient Palcy : CaL §
Eron o Networks Media Type #
Neworks Network X, Network Groups e Searitylev]
K Netmark Grous SILSEED Conmection Ty
Heme Medie Type Graup® @ Ingroup: Local networks < Machine Aut
Corp-Wred Passward vired Local networks Credentals
Cop-ired Smart Card __Vived Local netvorks hd.. O Inal groups (dobl) T
r Choose Your Network Media Credentals
@ Wired (802.3) Network
Delete
Selecta wred network f the endstations yil be connecting to the network.
with a traditonal ethernet cable,
O Wi-F (wireless) Network.
Select  VWiF networkif the endstations wil be connecting to the network
Via a wirless radio connecton to an Access Point.
SSID (max 32 chrs):
Hdden Netuwork
Corporate Netnork
= A netwarkin group iobal i a membes of afgroups.
Association Tmeout s seconds
Common Setings
Saipt or applcation on each user's machine to run when connected.
Browse Local Machine
Connection Timeout & seconds
Next Cancal
[ AnyConnect Profile Editor - Network Access Manager — O X [ AnyConnect Profile Editor - Network Access Manager - o X
File Help File Help
etwork Access Manager | Nletworks gge}mm AccessManager | Nletworks
48 Client Policy . CAL ion.xm| Client Policy Profile: C:l xml
B uberticasonpoicy | rOfIe: th Polcy
et Security Level Vedi Type Netnorks Netiork Connection Type Meda Type ~
et o Bl =t e ety
Connecton Ty Connection Ty
Open networks have no secuity, and are apen to anybady within range, This s v P S A S enneston
the least secure type of network, SRR -
et user logs in. Thisis typcally used for connecting to domains, to get GPO's and Credentials
® Authenticating Network User Auth other updates from the network before the user has access. User Auth
provide the - . Credentials O User Connection Credenisls
other network infrastructure The user connection should be used when a machine comecton & not needed.
Auser connection wil make the network avalable after the user has logged on
(@ Machine and User Connecton
This type of the
T Tt wil then be brouht down, and back up again with different redentiols
‘when the user logs n.
authperiod (sec.) & startperiod (sec.) 3
heldperiod (sec) & maxStart 2
Port Authentication Exception Poicy
Enable port exceptions
Searity O Alow data trafficbefore authentication
Key Management ® Alow dta rafiic after authentication even if
None -
EAP fais
Enryption
EAP succeeds but ey management fals
AESGOM 128
AES GaM 256
v v
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[“& AnyConnect Profile Editor - Network Access Manager - o x
[l AnyConnect Profile Editor - Network Acces: Manager - o x
By Any 9 File Help
File Help
] K Access Manager
etrork Access Manager | Netwiorks {8 Clent poicy Profile: Gl xml
453 Clent Policy . :
- A xml
5 autentcationpolcy | TOTIe! NG Machine Tdentty MedaType A
Networks TS Media Type A F Network Groups Unprotected Identity Patter: hostjanonymous Searity Leve
< Netuork Groups Oewpios Oewns ] Connecton Ty
(O Eapuscrapv2 Qewes Camecaii| B T T host/[username] Machine Aut
Oereare Orere Madine At Credentials
Credentials User Auth
@ewprasT T Miachine Credentials e
redentals
Gredentials @ Use Machine Credentias
O Use Static Credentals
EAP-FAST Setings
Passnord:
[] validate Server Identity
Encble Fast Reconnect
® Authenticate using a Password
mEtE
[t using PACS, allow unauthenticated PAC provisioning
O Authentiate using a Certicate
hen requested send the clent certicate n the dear
Only send dient certificates insice the tunnel
Send dient certficate using EAP-TLS i the tunnel
UsePACs
v < >
[ AnyConnect Profile Editor - Network Access Manager — O X [ AnyConnect Profile Editor - Network Access Manager - o x
File Help File Help
Network Access Manager | Networks | Network Access Manager | Networks
{8} Client Policy Profile: C:\L ion.xml & Che:t Policy e Profile: C:\User xml
Networks EAP Methods Meda Type ~ Netuorks User Tdentty Media Type A
32 Network Groups Oew0s @S Securty Leve 4 Unprotected anonymous Seaurity Leve
- Connection Ty, Connection Ty
@A @EE Machine Aut CrEE e lusemname] Machine Aut
EAP-GTC PEAP
o o e racr Credentals Credentals
@ User Auth S User Auth
Extend user connection beyond log off Credentals Credentials
o S @ Use Single Sign On Credentials
EAP-FAST Settings
Prompt for Credentials
[] Valdate Server dentity O froma
[ e Remerber Forever
- S Remerber whie User i Logged On
! ° Never Remember
Iner Methods based O Use Statc Credentials
® Authenticate using a Passiard [S—
(W
[1Fusing PACs, alow unauthenticated PAC provisioring
O Authenticate using 3 Certificate
When requested send the dlent ceriicate n the dear
Only send dient certicates nside the tunnel
Send dlent certiicate using EAP-TLS n the tunnel
O huthenticate using a Token and EAP-GTC
Use PAGs
< > < >
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Below snaps shots shows the supported configuration.xml created from a Cisco AnyConnect profile
editor shows a smart card (PIN+ Certificate) based authentication for user and machine. EAP-FAST is
the EAP method and EAP-TLS is to authenticate using certificate as inner method based on credential
source used for this method.

[ AnyConnect Profile Editor - Network Access Manager - o X
AnyConnect Profile Editor - Network Access Manager -
% AnyConnect Profle Editor - Network Access Manager o Fle Help
File Hel
L 3 Network Access Manager | Networks
tomaicesrame | Nelworks 15 lent polcy Profile: GAL conxml
- Profile: C:\L xml
hentcat Netuorks N — Medis Type ¢
i Netwaris Hetwork 4 Network Groups ame: orp-ir S
TR Netwark Grougps — Group Membership e
ome Meda Type Graup* @ngow: Local networis v Machine Aut
Corp-Wred Password vired Local networks | e o e
Comp Wred Smart-Cord | Vired Lol networks | T . O1nal groups (obah) user Auth
Choose Your Network Media Credentals
@ wired (802.3) Network
Select wired network f the endstations il be connecting to the network
with 2 traditonal ethernet czble
O Wi (wieless) Network
Select  WiF network if the endstatons wil be connecting to the network
Via a wireless radio comecton to an Access Point.
SSID (max 32 chrs):
Hdden Network
Corporate Netnork
= A netwarkin group iobal i a membes of afgroups.
Association Timeout E seconds
Common Setings
Scriptor applcation on each user's machine to run when connected.
Browse Local Machine
Cornection Timeout =) seconds
Next Cancel
.
[ AnyConnect Profile Editor - Network Access Manager — O X [ AnyConnect Profile Editor - Network Access Manager - o X
File Help File Help
Network Access Manager | Networks g;ﬂ‘w“@ss“ﬂ”ﬂﬂﬁf Networks
53 ClentPolcy : Clent Poley o & 5
el Profile: C:L xml
thentcaton polcy | FTOTIe: xml fthentication Polcy
Netnorks Seauity Level Media Type et Netiork Camnection Type MedaType ~
¥ Netnork Groups O Open Network Security Lew ¥4 Netnork Groups (O Machine Comnection Security Leve
en networks have no security, and are apen to anybody withi range. This is Connecton Ty Connection Ty
Open networks s and are open to anybody withi range. T b This should be used f the end station shouid log anto the netnork before the Tl
the least secure type of network. Machine Aut B} lachine At
e user logs in. Thisis typcally used for connecting to damains, to get GPO's and Credentals
® Authenticating Network - e other updates from the network before the user has access. User Auth
i e Credentials O User Connection Credentids
other network infastructure The user connection should be used when a machine comection & not necded,
Auser connection wil make the network avalable after the user has logged on.
(® Mathine and User Comecton
This type of the
PEET It wil then be brought donn, and back
‘when the user logsin.
authperiod (sec.) & stertperiod (sec) ]
heldperiod (sec.) & maxstart 2
Port Authentication Exception Policy
Enable port exceptions
Searity O Alow data trafficbefore authentcation
ey Management. ® Alon data raffic after authentication even if
None v -
Encryption (e fais
EAP succeeds but ey management fals
AES GaM 128
AES GaM 256
v v
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. [ AnyCennect Prefile Editor - Network Access Manager - o X
[ AnyConnect Profile Editor - Network Access Manager R
File Help
] < Manager
¥
J1 Netnork AccessManager | Networks {8 Clent poicy Profile: Gl xml
453 Clent Policy . :
- cAL xml !
Profile: Networks. Machine Identity MediaType A
Networks TS Media Type A L Network Groups Unprotected [dentity Pattem: hostjanonymous Searity Leve
2 Network Groups =S Omens Security Leve Connecton Ty
(O Eapuscrapv2 Qewes Camecaii| e T host/[username] Machine Aut
Oereare Orere Madine At Credentials
@eworasT e Machine Credentals LS A
User Auth Credentals
Gredentials @ Use Machine Credentias
O Use Static Credentals
EAP-FAST Setings
Passnord:
[] validate Server Identity
Encble Fast Reconnect
® Authenticate using a Password
mEtE
[t using PACS, allow unauthenticated PAC provisioning
O Authentiate using a Certicate
Vihen requested send the clent cer tfcate in the dear
Only send dient certificates insice the tunnel
Send dient certficate using EAP-TLS i the tunnel
UsePACs
2 < >
[ AnyConnect Profile Editor - Network Access Manager - o X [% AnyConnect Profile Editor - Network Access Manager - o X
File Help File Help
1 Network Access Manager Networks | Network Access Manager | Networks
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