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1. OVERVIEW 
 

1.1 Document Purpose 

The purpose of this document is to demonstrate how ISE authenticate / authorize a user who uses a 

smartcard (PIN + Certificate) and password mechanism to login their system. This document describes 

the components used for this setup, configuration of ISE, settings of Cisco AnyConnect 

configuration.xml. The flow includes these steps: 

 Domain users which is a part of AD group login to a domain machine with username and 

password. The protocols that supports authentication is EAP-FAST and MSCHAP-V2. ISE will 

validate the credentials against AD. 

 Domain users which is a part of AD group login to a domain machine with smart card PIN. The 

protocols that supports authentication is EAP-FAST and EAP-TLS. PIN and certificate will be 

validated against two factor mechanism. 

 Users will have a customized configuration.xml file which contains 2 profile that supports both 

password and smartcard authentication.  

 ISE to be configured with protocols, identity source sequence (certificate and AD), 

authentication / authorization policies. 

1.2 Components Used 

Below are the list of devices that are used in this setup. ISE version compatibility needs to be validated 

before the setup. 

 Cisco ISE 2.7 

 NAD - Cisco 3850 switch 

 Cisco AnyConnect NAM 4.9 

 Certificate Authority (CA)  

 Active Directory 

 Endpoint: Microsoft Windows 10 

 Gemalto 2FA 
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2. IDENTITY SERVICE ENGINE 
 
2.1 ISE Overview 

Cisco Identity Services Engine (ISE) is a next-generation identity and access control policy platform 

that enables enterprises to enforce compliance, enhance infrastructure security, and streamline their 

service operations. The unique architecture of Cisco ISE allows enterprises to gather real-time 

contextual information from networks, users, and devices. The administrator can then use that 

information to make proactive governance decisions by tying identity to various network elements 

including access switches. 

 Combines authentication, authorization, accounting (AAA), posture, and profiler into one    

appliance. 

 Provides for comprehensive guest access management for the Cisco ISE administrator, 

sanctioned sponsor administrators, or both.       

 Enforces endpoint compliance by providing comprehensive client provisioning measures and 

assessing device posture for all endpoints that access the network, including 802.1X 

environment  

 Provides support for discovery, profiling, policy-based placement, and monitoring of endpoint 

devices on the network. 

 Enables consistent policy in centralized and distributed deployments that allows services to be 

delivered where they are needed. 

 Supports scalability to support a number of deployment scenarios from small office to large 

enterprise environment. 

 

2.2 ISE Node, Roles and Personas 

The persona or personas of a node determines the services provided by a node. An ISE node can 

assume any or all of the following personas: Administration, Policy Service, and Monitoring. Below topic 

describes the personas of ISE. 

 Administration 

 Monitoring 

 Policy Service 
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3. NETWORK ARCHITECTURE 
 
 

3.1 Network Infrastructure 

Most ISE deployments are dependent on the existing infrastructure, as they need to be integrated into 

it. Hence, it is very important to verify that the network components, software versions and 

configurations meet the ISE requirements. The following are the dependencies that exist in the network 

infrastructure: Each network access devices should be configured with the ISE as RADIUS server for 

authentication and authorization 

 Access switches 

 
 

 

3.1.1 Supplicant 

The supplicant is a piece of software on the device (workstation, laptop, etc.) that requests access to 

the switch or wireless services, and responds to requests from the authenticator (switch or WLC). The 

device must be running IEEE 802.1x-compliant client software such as that offered in the Microsoft 

Windows operating system. The client is the supplicant in the IEEE 802.1x specification. 

 

3.1.2 Authenticator 

The authenticator is a device such as a Catalyst switch that controls physical access to the network 

based on the authentication status of the client. The authenticator usually acts as an intermediary 

(proxy) between the client and the authentication server.   
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The authenticator requests identity information from the client via EAP, verifies that information with the 

authentication server via RADIUS, and then relays a response to the client based on the response from 

the authentication server. 

When the switch receives EAP over LAN (EAPOL) frames and relays them to the authentication server, 

the Ethernet header and EAP frame are re-encapsulated into the RADIUS format. 

 

3.1.3 Authentication Server 

The authentication server performs the actual authentication of the client. The authentication server 

validates the identity of the client and notifies the Switch whether or not the client is authorized to access 

the Switch. Because the switch acts as the proxy, the authentication server is transparent to the client. 

The RADIUS security system with EAP extensions is the only supported authentication server. 

RADIUS uses a client-server model in which secure authentication information is exchanged between 

the RADIUS server and one or more RADIUS clients. 
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4. ISE Configuration 
 

4.1 ISE Deployment 

By default, an ISE appliance is configured in standalone mode. High availability can be configured 

between two ISE systems to provide fault tolerance.  

For this setup, two ISE nodes are configured as administration, monitoring and policy service enabled. 

In future Additional nodes can be registered by clicking Navigate to Administration->Deployment and 

then Register menu on primary node and then selecting the Register an ISE node. Before registering 

an ISE node, we need to have the DNS entry of the ISE nodes so that FQDN should be resolved. 

 

4.2 ISE Licensing 

Base license is required in ISE to execute this test. To install the license,  

1.  Navigate to Administration->Licensing 

2. Import License. 
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4.3 Add Switch to ISE as NAD 

Network devices or NAD are devices in which endpoints directly connect to. These devices can be 

switches, access points etc. This POC will use switches for NADs. Below is a list of NADs and their 

information. 

ISE offers the functionality to create Network Device Groups that allow a structured way to group the 

different NADs. Follow these steps to add two NADs to our ISE configuration: 

1. Log in to ISE GUI by browsing to http://<ISE PAN>  

2. Browse to Administration->Network Resources->Network Devices. In the Network Devices 

page, click the + Add button to add a network device:  

 

 

3. Add the network devices for your switch with the Name, IP and Network Device groups. 

Location as shown in the following screenshot: 
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4. Enable RADIUS and on this NAD and set the shared secret for RADIUS to ISE. 

5. Click Submit to save the Switch NAD configuration. 

 
 

4.4 Active Directory Integration 

The Cisco Identity Services Engine (Cisco ISE) integrates with external identity sources to validate 

credentials in user authentication functions, and to retrieve group information and other attributes that 

are associated with the user for use in authorization policies. For Network Administration access, 

authentications will be validated against the Active Directory domain. 

Joining Active Directory is configured on  

1. Select Administration->Identity Management->External Identity Sources->Active 

Directory->Connection screen.  

2. Click the join button and provide the service account information.  

3. The screen shot below shows the Leave button because the screenshot was taken after the 

system joined Active Directory.  
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4.5 Certificate Authentication Profile 

The purpose of the Certificate Authentication Profile is to inform ISE which certificate field the identity 

(machine or user) can be found on the client certificate (end-identity certificate) presented to ISE during 

EAP-TLS (also during other certificate-based authentication methods). These settings will be bound to 

the Authentication Policy to authenticate the identity; configured from ISE GUI, navigate 

to Administration > Identity Management: External Identity Sources > Certificate Authentication 

Profile and click on Add. 
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4.6 Identity Source Sequence 

Identity Source Sequence can be created from ISE GUI, navigate to Administration > Identity 

Management, Under Identity Source Sequences and click on Add. 

The next step is to add the Certificate Authentication Profile to an Identity Source Sequence which 

grants the ability to include multiple Active Directory (AD) join points or group a combination of 

internal/external identity sources together, as desired, which then binds to the Authentication Policy 

under the Use column.   
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4.7 Define the Allowed Protocols Service. 

The Allowed Protocols Service enables only that authentication methods/protocols which ISE supports 

during Radius Authentication. In order to configure from ISE GUI, navigate to Policy > Policy 

Elements: Results > Authentication > Allowed Protocols and then it binds as an element to the 

Authentication Policy. 

 
 

4.8 ISE Policies 

4.8.1  ISE Authentication Policy 

Authentication policies define the protocols that Cisco ISE should use to communicate with the network 

devices, and the identity sources that it should use for authentication. A policy is a set of conditions and 

a result.  A policy condition consists of an operand (attribute), an operator (equal to, not equal to, greater 

than, and so on), and a value. Compound conditions are made up of one or more simple conditions that 

are connected by the AND or operator.  
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1. Enter a name for your authentication rule. This example uses Wired 802.1x which already 

exists by default on ISE. 

2. Select the plus (+) icon in the condition field. 

3. From the Conditions Studio drag Wired_802.1x in the Editor window and add Device type and 

Device location and click Save. 

4. Use the Identity source sequence created before. 

5. Click Options and Choose Reject from the If user not found a drop-down list. 

 

 

4.8.2  ISE Authorization Policy 

Authorization policies are a component of the Cisco ISE network authorization service that allows for 

defining authorization policies and configuring authorization profiles for specific users and groups of 

users that will access network resources. 

1. Create a new rule, and enter a name. 

2. From the Conditions Studio drag EAPChaining_UserPass and MachinePass and from AD 

external groups select domain computer and domain use and Save. 

3. On the General Authorization page, choose respective authorization Profile under Results. 

 

 

4. Create an authorization policy for domain computers. 

 

http://www.cisco.com/en/US/products/ps11640/products_configuration_example09186a0080ba6514.shtml#anc8
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5. AnyConnect XML Configuration 
 
Below snaps shots shows the supported configuration.xml created from a Cisco AnyConnect profile 

editor shows a password-based authentication for user and machine. EAP-FAST is the EAP method 

and MSCHAPV2 is the inner method based on credential source used for this method. 
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Below snaps shots shows the supported configuration.xml created from a Cisco AnyConnect profile 

editor shows a smart card (PIN+ Certificate) based authentication for user and machine. EAP-FAST is 

the EAP method and EAP-TLS is to authenticate using certificate as inner method based on credential 

source used for this method.  
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