Certificates FAQ

Q: How many certificates do I need for my CCA deployment?

A: You need one certificate for each CAS and each CAM. If they're in
High-Availability (HA) then you need one certificate for each HA pair.
For example, say you have 1 CAM HA pair, and 3 CAS HA pairs
along with 2 Standalone CASs, then you'll need 1 certificate for the
CAM, 3 certificates for the CAS HA pairs, and 2 certificates for the 2
standalone CASs.

Q: I don't want to use third party certificates and would rather
use the self-signed certificates that come with the CCA devices.
What do | need to do for that?

A: Nothing really! Self-signed certificates are generated by default
when you do the initial installation of the CCA devices. You can
continue to use those. If you’re using version 4.7.2, know that the
temporary certificates generated by CCA are for 3 months only. This
is changed in 4.8 where the certificates are now signed for 5 years.

Q: But when | use self-signed certificates | get warning
messages on my clients saying that the certificates are
untrusted. How do I get rid of that message?

A: This is by design and the way certificates and PKI (Public Key
Infrastructure) works. When a client starts a SSL session with a
server (which is what the CCA agent - or a web browser doing web-
login - is doing when it talks to the CAS), it's presented with an
identity certificate. The client will not trust that certificate unless the
root CA which signed that identity certificate is in the trusted root
store of that client machine. By default all the major third-party
vendors have their root and intermediate certificates already in the
root store of the most common Operating Systems, and that's why if
you install a third party certificate, it just works! (Note that MACs have
comparatively less well-known root/intermediate certs than the
Windows OSs)

To achieve the same thing (i.e. no warning messages) with self-



signed certificates you will have to take the root certificate which has
signed the certificate for your CASs and install them on the client
machines in their Trusted Root Stores. Click on this link for a more
detailed document: http://bit.ly/92mjQr

Q: I'm looking at my certificate here on the CAS/CAM and it
doesn’t have any rooft certificate, so who signed this?

A: Cisco changed the way self-signed certificates are generated in
the latest releases (4.7.x and 4.8.x) Before these versions, self-
signed certificates were signed by a Perfigo Root certificate, and you
could take that Root certificate and install it on the client machines to
get rid of the warning. With 4.7.x and 4.8.x, the actual CCA devices
themselves act as root and the self-signed certificates are TRUE self-
signed certificates. In that case the Identity certificate (i.e the actual
certificate on the device) is the root certificate also, and you can take
that and install it on the client machines. Click on this link for a more
detailed document: http://bit.ly/92mjQr

Q: I've also heard that the CAS and the CAM now authenticate
each other using SSL. What does that mean?

A: The CAM and the CAS rely on SSL for their communication too,
and in newer versions of code (4.5 and above), they both need to
trust each other’s certificates before they can form the SSL session
and communicate. What this means in practical terms one of four
things:

- If the certificates are signed by third-party CAs, you will have
to take the root CAs which signed the Identity certificates and
place them in the Trusted Certificate Authorities stores of the
other device. Click here for more detailed document:
http://bit.ly/bf24Qj

- If the certificates are signed by perfigo, you will have to make
sure that the perfigo root cert exists in the trusted root stores of
the CAM and the CAS. Check in the CAM (CCA Manager ->
SSL -> Trusted Certificate Authorities tab) and CAS (SSL ->
Trusted Certificate Authorities) to ensure that the perfigo root
certificate lives there.



- If the certificates are true self-signed certificates, you will have
to take the CAM certificate and place it in the Trusted
Certificate Authorities tab on the CAS, and take the CAS
certificate and place it in the Trusted Certificate Authorities on
the CAM. Click here for a more detailed document:
http://bit.ly/9Jbpuj

- If the certificates are signed by your internal PKI setup, you
will have to take the root CA from your internal setup and
ensure that it exists in both the Trusted Certificate Authorities
on the CAM and CAS.

Q: In a High-Availability pair you said one certificate is needed,
so do Il install the same certificate on both devices in a HA pair?

A: Yes. For HA pairs its recommended you use the same certificate
and install it on both devices in the pair. You can generate the
certificate on one device, export it, and then install it on the other
device in the HA pair. Click here for a more detailed document:
http://bit.ly/9S65ec

Q: Are the certificates backed up when I take a snapshot from
the CAM GUI?

A: No they're not. You will have to make sure you keep a good copy
of the certificates and the private keys associated with them in a safe
place.

Q: Recently during a case, TAC told me my High-Availability
problems were due to certificates. What does HA have to do with
certificates?!

A: In recent codes (4.7.x and 4.8.x) the heartbeat traffic between the
HA pair devices is also encrypted using IPSEC. To create the IPSEC
tunnels, CCA uses the same identity certificates to form the tunnel, so
if the certificates are bad the IPSEC tunnel won't come up, and hence
the heartbeat traffic won't flow and thus your HA will be broken.



Q: Interesting. So what else does CCA use the certificates for
other than HA and CAM/CAS/Client communication?

A: Those are the two big things. Certificates are also used for the
initial redirect page that clients without agents see and for the
management GUIs which uses SSL.

Q: Trying to upload the certificate | saw the error message of
private key not found. Where can I find the private key?

A: When you create a CSR (Certificate Signing Request) to send to a
CA, CCA generates a new key, which is linked with your CSR. You
should save the private key at that point in time in a safe place. When
you get the certificate back from your CA, you can then combine the
certificate and the private key in a single file and upload that.



