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Background and Company Performance 
 
Industry Challenges 
 

With the growth of devices connecting to enterprise networks (an explosion being led by 
bring-your-own devices), properly keeping track of the devices connecting to corporate 
networks is quite a challenge. Managing and securing those devices are even greater 
issues 
 
Network access control (NAC) provides for visibility of devices accessing enterprise 
networks and empowers IT administrators to define, implement, and enforce granular 
access policies for connecting endpoints based on user identity, role, device type, security 
posture, location, and other relevant factors. Implementation of the technology involves 
the registration of devices onto a company’s network and includes the policy control of 
network endpoints.  
 
As a technology, NAC is resurgent. At the inception of the NAC, almost all companies had 
a combination of desktop PCs and firewall protecting assets. Frost & Sullivan notes that 
networking for work environments is now changing; work has become modular and more 
mobile. Access to networks and information is traded through cloud environments. 
Network and Internet access now involves a combination of secure channels, like virtual 
private networks and secure cellular networks provided by mobile operators, and publicly 
available, but not secured, Wi-Fi.  Frost & Sullivan end users analysis confirms that many 
companies want their employees to bring-your-own-device (BYOD).  
 
NAC is also a foundational cyber security defense technology. Perimeter defense tactics 
can indicate if a miscreant is trying to access an enterprise’s network. Security information 
event management (SIEM) systems record all of the events on the network, and 
vulnerability management (VM) systems are used to check the integrity of configuration 
settings. However, the NAC is the last chance to recognize if a breach is occurring - and 
the last line of defense in secure networking. 
 
Frost & Sullivan points out that NAC is tremendously valuable if the technology segments 
network endpoints according to policy. However, NAC platforms have been evolving. The 
best NAC platforms provide endpoint discovery, endpoint visibility, endpoint posture 
assessment, and contextual awareness. Additionally, because NAC platforms are designed 
to monitor the endpoint, NAC is widely integrated with other security platforms that 
enhance a multilayer cyber defense strategy. Policy settings are used to determine what 
type of access to a network an end-user is permitted to have; network privileges are 
different for C-level executives, employees, contractors, or guest access. Successful 
network access control happens in a secure environment.  Frost & Sullivan agrees that the 
trick is to properly balance all of these things and not impede workflow. 
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Market Leadership of Cisco Systems 
Frost & Sullivan estimates that revenues from NAC products and services were $399.8 
million and grew 40.5% year-over-year in 2013. Frost & Sullivan forecasts the revenues 
for 2014 at $552.8 million, an increase of 38.3%. Frost & Sullivan estimates Cisco 
Systems exceeded year-over-year market growth in 2013 - and will be roughly at pace 
with the overall market in 2014. 
 
Figure 1: Total NAC Market Revenue, Global 2013 

 

 

Brand Strength  
 
In the brief history of the Internet, perhaps no company is more identified with hardware 
and equipment sales as Cisco Systems. Cisco LAN routers and Ethernet switches direct 
traffic on the Internet. Cisco also has strong market positions in blade servers, cable 
modems, IP phones, set-top boxes, and telepresence.  
 
Cisco is also building an impressive portfolio in security. In June 2013, Cisco announced 
the development of the Cisco Platform Exchange Grid (pxGrid). The Cisco pxGrid provides 
a framework for integration with third-party security platforms and integrations. In 
October 2013, Cisco acquired Sourcefire. Sourcefire is noted for its Sourcefire intrusion 
detection, intrusion prevention systems (IDS/IPS), and anti-malware security products. By 
November 2014, Sourcefire security products were fully adapted onto Cisco products. As a 
result of the integration with Sourcefire FireSIGHT, Cisco customers are able to create a 
closed-loop of detection-quarantine-remediation.  
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In terms of security, Cisco helped invent the NAC market starting with Cisco ACS, which 
was first introduced in 1992. Cisco then later coined the term “Network Admission 
Control” based on a RADIUS-based architecture. In 2004, Cisco purchased Perfigo, further 
accelerating Cisco’s NAC business. The Cisco Identity Service Engine (ISE) started 
shipping in May 2011. On September 30, 2014, Cisco ISE 1.3 became the most recent 
Cisco NAC version.   
 
Frost & Sullivan appreciates the fact that Cisco clearly builds brand name recognition and 
goodwill with active participation in industry consortia. Cisco has been a longtime and 
significant contributor to IEEE 802.1 and IEEE 802.3 working groups. To support the 
pxGrid framework, Cisco submitted an informational draft on XMPP-Grid to the Internet 
Engineering Task Force (IETF) in hopes the protocol will become an internationally 
recognized engineering standard to help vendors leverage XMPP-Grid to exchange 
contextual data with Cisco products. As further examples of Cisco’s willingness to work 
within industry standards, an informational draft on Source-Group eXchange Protocol 
(SXP) – a.k.a. Cisco TrustSec – was submitted to the IETF, and, in NAC architecture, the 
Tunneled EAP (TEAP) specification Cisco uses to connect the RADIUS servers and 
endpoints was officially published as RFC-7170. 
 
For Cisco, its brand name implies expertise in network architecture and true dedication to 
secure networking. Cisco has a key advantage in that almost all of the companies with an 
Internet presence have used a Cisco product in one form another. In NAC, Cisco also has 
a second advantage in that the company has a long legacy in this area and is recognized 
for contributions with international engineering standards consortia.    
 
Product Quality 
 
The first part of NAC is endpoint awareness (discovery, visibility, posture assessment). 
Cisco developed Device Sensor for Cisco Infrastructure to collect endpoint profiling data at 
the network edge. The Device Sensor minimizes the need for multiple appliances located 
on switch monitor ports that competitors have to use to accomplish the same function.  
 
A key aspect of the Cisco ISE 1.3 product introduction was the inclusion of AnyConnect 
4.0 as an optional integration. AnyConnect 4.0 is a unified agent solution that provides 
persistent posture agent capabilities to wired devices, VPN, and mobile clients. The L2 
access plane is used for device and user authentication. Remote access to enterprise 
applications for tablets and smartphones is granted provided through AnyConnect 4.0. 
Lastly, AnyConnect is the application that is used to provide advanced posture and 
remediation on network endpoints. 
 
Cisco ISE has extensive integration with both Cisco and standards-based network 
infrastructure (DHCP, NetFlow etc.) to capture critical agentless endpoint attributes. The 
collection of attributes is correlated and becomes a part of its device profiling capability. 
Device profiling is an essential feature in NAC, since a network security team would like to 
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have as much visibility into the identification of unknown devices entering the network. 
Policy is often predicated by the device type. The applications, privileges, and network 
usage of a Microsoft Windows7 OS desktop might be different than what would be 
accessible to a Google Android phone. The device profiling (augmented by its device 
profile feed service, which provides updates) in Cisco ISE 1.3 reduces the instances of 
unknown devices on the network by 74%.  
 
A potential concern in NAC is the association of an endpoint to a given server in a 
company’s network. Spoofed devices, unrecognized devices, or a devices identified in the 
network, but not assigned to 802.1X servers can create a race condition; this is potentially 
exploitable. In Cisco architecture, a tie-together between Remote Authentication Dial In 
User Service (RADIUS) and Transport Layer Security (TLS) communication exists. The tie-
in largely denies unauthenticated devices onto the network.  
 
Growth Strategy  
 
Cisco's growth strategy is certainly bright. At the end of 2014, the market capitalization of 
Cisco Systems was $142.4 billion. Cisco has been able to create technology organically, 
but has also acquired intellectual property and companies to complement existing 
products and technologies. 
 
One key revelation in cyber security is that the traditional security “silo” approach is not 
overly efficient. Zero day threats are designed to avoid current network defenses. What 
security teams are finding is that antimalware, SIEM, VM, IDS/IPS and other cyber 
security defenses have a limited effect when used discretely. However, when these tools 
are used in concert, a multilayered cyber defense becomes powerful.  
 
To help improve the efficacy of cyber security tools, NAC can play an integral role in the 
multilayered defense posture. If the NAC sees a policy violation occurring on an endpoint, 
the NAC can alert the IDS/IPS system to prevent similar traffic patterns coming to an 
endpoint from entering the network. Similarly, a NAC alarm can be sent to SIEM to search 
for similar traffic patterns or endpoint behaviors to see how far a breach has gone. NAC 
integration with mobile device management systems provides containerization of mobile 
devices and proper policy enforcement for mobile devices.  
 
Through the pxGrid, Cisco has initiated several major integration partnerships. Security 
service product integrations include Trend Micro, Kaspersky Labs, Sophos, Emulex, 
Tenable Network Systems, Splunk, Lancope, and Ping Identity. SIEM security platform 
provider integration partnerships include ArcSight, NetIQ, LogRhythm, IBM, TIBCO, and 
Symantec. Cisco ISE interoperates with several of the leading 3rd party MDM/EMM 
vendors, including MobileIron and AirWatch, as well as its own Cisco Meraki Systems 
Manager Enterprise. In its integration with Bayshore Networks (which also uses the 
aforementioned SXP), Cisco ISE 1.3 can be extended to control data loss prevention (DLP) 
capabilities in real-time and device risk management to SCADA networks.  
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Technology Leverage  
For NAC, strong, recent improvements make Cisco’s competitive position even stronger. 
Cisco describes the introduction of Cisco ISE 1.3 as the most radical platform 
improvement since Cisco ISE 1.0 was first made available. Endpoint recognition and 
security and partnership integrations have been noted earlier, but there are other key 
platform improvements:   
 

 Cisco TrustSec becomes more robust. Cisco TrustSec is embedded technology 
in firewalls, switches, etc., that, according to Cisco, leverages the entire network as 
an enforcer for network policy.  Cisco ISE serves as the policy-control engine for 
this technology.  Cisco TrustSec dynamically segments networks by defining policy 
(in Cisco ISE) based on secure groups and controlling access regardless of network 
topology, without the use of VLANs or access control lists (ACL). 

 
Cisco TrustSec uses logical network segmentation based on business rules, so 
access is not based on topographical nuances like multiple VLANs or changing 
network architecture. An additional benefit to Cisco TrustSec role-based policy 
architecture is that once a user is signed-on, the user is authenticated across all 
authorized networks regardless of how they connect – i.e., over wired connection, 
remote VPN, or wireless.  In other NAC systems, an end user may have to re-
authenticate when moving across networks. 
 

 Simplified Guest Experiences. Cisco provides dynamic visual tools that offer 
real-time previews of the portal screens and steps a guest will experience in order 
to demonstrate exactly how changes to settings will affect their users. For the 
company offering guest network access, the company can create advertisements, 
banners, themes, and branding on guest pages. Guest accounts activity including 
hotspot usage and SMS confirmations can be audited.   

 
 Deep contextual data, shared to third-party ecosystem partners. The Cisco 

pxGrid is coming to fruition. Bidirectional integrations permit ISE to share 
contextual data with external and internal ecosystem partners (Emulex, Lancope, 
etc.) to better identify, mitigate, and remediate network threats.  

 
 Cisco Meraki. In November 2014, Cisco announced enhancements to the Cisco 

Meraki platform. Meraki was acquired by Cisco to give Cisco a cloud-based 
enterprise mobility management platform. In Cisco architecture, Cisco Meraki 
Systems Manager provides security features based on mobile OS (pin lock, data 
and device restriction, rapid provisioning, device location, etc.), while traditional 
MDM are used for apps recognition and containerization. Meraki alleviates some of 
the reliance on third-party MDM systems.    

 
The improvements to Cisco ISE 1.3 reduce the upfront effort that a company has to make 
to implement a NAC. Serious consideration has been given to how the platform can be 
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expanded to add new endpoint in a secure architecture. 
 
Customer Ownership  
 
The benefits of NAC (especially for enterprise level companies) are numerous; however, 
several practical concerns can make NAC administration quite cumbersome. The NAC 
design has to consider multiple networks ranging from secure VPN, to BYOD and wireless. 
Ideally, the NAC is extensible and will have a way to integrate active directories onto the 
network.  
 
If a company expands or merges, adding new endpoints and registering end-users is 
potentially problematic. However, Cisco ISE 1.3 can be connected directly to Microsoft 
Active Directory, Novell e-Directory, Open LDAP, Sun LDAP, and RSA directory services. 
ISE 1.3 supports up to 50 independent non-trusted Active Directory forests with selection 
criteria to deal with username ambiguity. As with other applications, the ISE 1.3 platform 
supports OpenAPI, which means that customized directories can be integrated onto ISE 
1.3.    
 
Digital certificates are issued to facilitate secure transmissions to external website and for 
secure connection between endpoints and internal servers (such as email servers). The 
Cisco ISE platform has an easily deployed internal certificate authority to simplify 
certificate management for BYOD devices. With the proper certificate, network access to 
endpoints can be granted. However, the NAC may be needed to initiate certificate 
suspension or revocation in the event of a lost or stolen device. 
 
Security products have to evolve to meet the needs of customers. Cisco ISE can be either 
a physical or VMware based virtual appliance. Service and support for physical appliances 
comes from SMARTnet while virtual appliances use Software Application Support plus 
Upgrades (SASU). The ISE Base license is a perpetual license. The cost of the license is 
contingent upon the total number of concurrent endpoints registered to RADIUS/AAA or 
Guest Services. Plus Licenses include context-focused services such as Profiling or BYOD 
status. Lastly, Apex Licenses are a service-layer on top of Plus Licenses and include 
posture assessment or MDM/EMM integrations. Plus and Apex licenses can be obtained for 
1-, 3-, or 5-year terms. 
 
Conclusion 
 

Globally, the Cisco ISE platform is used by more than 7,000 customers and manages 
roughly 32 million licensed endpoints. Cisco counts half of the Fortune 500 companies and 
20 of the Fortune 25 as customers. In terms of global sales, Cisco ISE is the market-
leading NAC security policy management platform.  
 
Cisco is passionate about this specific market. On the strategic side, Cisco now has a 
generational advantage in terms of network design and architecture. On the hardware 
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side, Cisco builds many of the access points (AP), switches, routers, and servers that 
move traffic on the Internet. While Cisco supports open networking standards, the 
company clearly has a unique, institutional knowledge about the devices that interface 
with NAC. If NAC can become more secure or more efficient from a change in hardware 
architecture, Frost & Sullivan feels that Cisco is most likely to discover this advantage.  
  
With its strong overall performance, Cisco Systems has achieved a leadership position in 
the NAC Market, with a market share of 39.6%.  Frost & Sullivan is therefore proud to 
bestow the 2014 Global Market Leadership Award to Cisco Systems. 
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Significance of Market Leadership  
 
Ultimately, growth in any organization depends upon customers purchasing from a 
company, and then making the decision to return time and again. Loyal customers 
become brand advocates; brand advocates recruit new customers; the company grows; 
and then it attains market leadership. To achieve and maintain market leadership, an 
organization must strive to be best-in-class in three key areas: understanding demand, 
nurturing the brand, and differentiating from the competition. 

 

Key Performance Criteria 
For the Global Market Leadership Award, Frost & Sullivan analysts independently focused 
on specific criteria to determine the areas of performance excellence that led to the 
company’s leadership position.  The criteria that were considered include the following:   
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Criterion Requirement 

Brand Strength  
The possession of a brand that is respected, 
recognized, and remembered  

Implementation Excellence 
Processes support the efficient and consistent 
implementation of tactics designed to support the 
strategy 

Product Quality  
The product or service receives high marks for 
performance, functionality and reliability at every 
stage of the life cycle  

Product Differentiation  

The product or service has carved out a market 
niche, whether based on price, quality, uniqueness 
of offering (or some combination of the three) that 
another company cannot easily duplicate  

Growth Strategy  
Demonstrated ability to consistently identify, 
prioritize, and pursue emerging growth 
opportunities  

Technology Leverage 
Demonstrated commitment to incorporating leading 
edge  technologies into product offerings, for 
greater product performance and value 

Price/Performance Value 
Products or services offer the best value for the 
price, compared to similar offerings in the market 

Customer Purchase Experience 
Customers feel like they are buying the most 
optimal solution that addresses both their unique 
needs and their unique constraints 

Customer Ownership Experience 
Customers are proud to own the company’s product 
or service, and have a positive experience 
throughout the life of the product or service 

Customer Service Experience 
Customer service is accessible, fast, stress-free, 
and of high quality 
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The Intersection between 360-Degree Research and Best 
Practices Awards 
Frost & Sullivan’s 360-degree research 
methodology represents the analytical rigor 
of our research process. It offers a 360-
degree-view of industry challenges, trends, 
and issues by integrating all 7 of Frost & 
Sullivan's research methodologies. Too 
often, companies make important growth 
decisions based on a narrow understanding 
of their environment, leading to errors of 
both omission and commission. Successful 
growth strategies are founded on a 
thorough understanding of market, 
technical, economic, financial, customer, 
best practices, and demographic analyses. 
The integration of these research disciplines 
into the 360-degree research methodology 
provides an evaluation platform for 
benchmarking industry players and for 
identifying those performing at best-in-
class levels. 
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Best Practices Recognition: 10 Steps to Researching, Identifying, 
and Recognizing Best Practices  
Frost & Sullivan Awards follow a 10-step process to evaluate Award candidates and assess 
their fit with select best practice criteria. The reputation and integrity of the Awards are 
based on close adherence to this process. 

STEP OBJECTIVE KEY ACTIVITIES OUTPUT 

1 
Monitor, 
target, and 
screen 

Identify Award recipient 
candidates from around the 
globe 

 Conduct in-depth industry 
research 

 Identify emerging sectors 
 Scan multiple geographies 

Pipeline of candidates who 
potentially meet all best-
practice criteria 

2 
Perform  
360-degree 
research 

Perform comprehensive, 
360-degree research on all 
candidates in the pipeline 

 Interview thought leaders 
and industry practitioners  

 Assess candidates’ fit with 
best-practice criteria 

 Rank all candidates 

Matrix positioning all 
candidates’ performance 
relative to one another  

3 

Invite 
thought 
leadership in 
best 
practices 

Perform in-depth 
examination of all candidates 

 Confirm best-practice criteria 
 Examine eligibility of all 

candidates 
 Identify any information gaps  

Detailed profiles of all 
ranked candidates 

4 
Initiate 
research 
director 
review 

Conduct an unbiased 
evaluation of all candidate 
profiles 

 Brainstorm ranking options 
 Invite multiple perspectives 

on candidates’ performance 
 Update candidate profiles  

Final prioritization of all 
eligible candidates and 
companion best-practice 
positioning paper 

5 
Assemble 
panel of 
industry 
experts 

Present findings to an expert 
panel of industry thought 
leaders 

 Share findings 
 Strengthen cases for 

candidate eligibility 
 Prioritize candidates 

Refined list of prioritized 
Award candidates 

6 
Conduct 
global 
industry 
review 

Build consensus on Award 
candidates’ eligibility 

 Hold global team meeting to 
review all candidates 

 Pressure-test fit with criteria 
 Confirm inclusion of all 

eligible candidates 

Final list of eligible Award 
candidates, representing 
success stories worldwide 

7 Perform 
quality check 

Develop official Award 
consideration materials  

 Perform final performance 
benchmarking activities 

 Write nominations 
 Perform quality review 

High-quality, accurate, and 
creative presentation of 
nominees’ successes 

8 
Reconnect 
with panel of 
industry 
experts 

Finalize the selection of the 
best-practice Award recipient 

 Review analysis with panel 
 Build consensus 
 Select winner 

Decision on which company 
performs best against all 
best-practice criteria 

9 Communicate 
recognition 

Inform Award recipient of 
Award recognition  

 Present Award to the CEO 
 Inspire the organization for 

continued success 
 Celebrate the recipient’s 

performance 

Announcement of Award 
and plan for how recipient 
can use the Award to 
enhance the brand 

10 
Take 
strategic 
action 

Upon licensing, company 
may share Award news with 
stakeholders and customers 

 Coordinate media outreach 
 Design a marketing plan 
 Assess Award’s role in future 

strategic planning 

Widespread awareness of 
recipient’s Award status 
among investors, media 
personnel, and employees  
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About Frost & Sullivan  
Frost & Sullivan, the Growth Partnership Company, enables clients to accelerate growth 
and achieve best in class positions in growth, innovation and leadership. The company's 
Growth Partnership Service provides the CEO and the CEO's Growth Team with disciplined 
research and best practice models to drive the generation, evaluation and implementation 
of powerful growth strategies. Frost & Sullivan leverages almost 50 years of experience in 
partnering with Global 1000 companies, emerging businesses and the investment 
community from 31 offices on six continents. To join our Growth Partnership, please visit 
http://www.frost.com. 

 


