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Distributed denial-of-service (DDOS) attacks target network resources and 
attempt to consume all of a victim’s network bandwidth by using a large vol-
ume of illegitimate traffic to saturate the company’s Internet pipe. To miti-
gate today's application-level attacks, you need DDoS mitigation strategies 
beyond a basic rate limiting method. Cisco Firepower NGFWs with Radware 
DDoS Mitigation is a hybrid solution that combines premise and cloud-based 
mitigation tools in a single integrated solution designed to mitigate denial-of-
service (DoS) and distributed-DoS (DDoS) attack vectors occurring in paral-
lel. This joint solution provides you full coverage against all type of DoS and 
DDoS attacks by Service chain intrusion detection system (IDS), firewall, and 
DDOS in one box which reducing foot print, lowers cost and mitigating at-
tacks within seconds. 

Webinars:  Register Now  

       May 5:  Cloudlock 

See how organizations use Cisco Cloudlock to securely lever-
age the cloud, control cloud malware; as well as avoid data 
breaches and achieve compliance by protecting the most sen-
sitive data. 

       May 12:  AMP for Endpoints 

Learn how Cisco AMP for Endpoints can prevent breaches, 
continuously monitor file behavior, detect block and remedi-
ate advance malware simply and effectively. 

Better Detection and Remediation of Threats using Cisco Threat Intelligence Director 

One of the challenges in Cyber Security is the manual effort required by analysts in sift-
ing through sheer volume of threat data to better identify and block threats. To im-
prove the efficacy and lower false positives, cyber security industry has focused more 
on developing improved cyber threat intelligence mechanisms using open standards 
such as STIX and TAXII. Cisco is helping customers operationalize threat intelligence 
ingested from multiple sources with the introduction of CTID (Cisco Threat Intelligence 
Director) in Firepower solutions. CTID enables customers to correlate detections based 
intelligence to automatically realize incidents on their networks in near real-time. 

 For more information on  Cisco Security solutions and 
products, please contact your Cisco Account Manager  

 

Suggestions/comments on this newsletter contact             
Joby James at joby@cisco.com  

DDoS Mitigation on Cisco Firepower powered by Radware 

Identity Services Engine- Cisco's "Next-gen NAC" platform  

At the most recent RSA Conference, SC Magazine awarded Cisco Identity Services Engine 
(ISE) the top spot for Best NAC Solution.  SC Magazine recognized that Cisco ISE simplifies 
the complexity of secure network access, provides visibility into the users and devices ac-
cessing your network, help ensure that only the right people from the right devices get the 
correct access to the enterprise services across wired, wireless and VPN.  Judges pointed 
out that ISE controls all access throughout the network from one place and acts as a con-
troller for Cisco TrustSec, a simple and scalable way to manage segmentation across the 
network. ISE provides deepeer user and device details that can be shared with other Cisco 
and 3rd-party technologies. ISE takes policy enforcement to a whole new level with Trust-
Sec and its software-defined approach to segmentation provides role-based access to 
scale with  pace of your business. 

  http://cs.co/90018eC2z  

Threat Spotlight:  “Locky” Returns.  

Cisco Talos is observing  large scale spam campaigns- Locky campaign. . This campaign lev-
eraged techniques associated with a recent Dridex campaign and is currently being distrib-
uted in very high volumes. There were several different emails associated with the campaign 
designed around payments/receipts or scanned images. There might be no body in the email 
and the subject has several variants usually starting with "Payment" or "Receipt" and includ-
ing several numbers. 

http://cs.co/90008e79w  

  http://cs.co/90008e7ly   

  http://cs.co/90018e7I3 
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