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TrustSec Capabilities on Wireless 8.4

Introduction

Cisco TrustSec (TrustSec) provides software-defined segmentation to reduce the risk of malware propagation, simplify
security operations, and assist in meeting compliance goals. With TrustSec, controls are defined simply using endpoint
roles, not IP addresses. By classifying systems using human-friendly logical groups, security rules can be defined
using these groups, which are more flexible and much easier to manage than using IP address-based controls. IP
addresses do not indicate the role of a system, the type of application a server hosts, the purpose of an [oT device or
the threat-state of a system, but a TrustSec Security Group can denote any of these roles. These security groups can be
used to simplify firewall rules, web security appliance policies and the access control lists used in switches, WLAN
controllers and routers. This can simplify provisioning and management of network access, make security operations
more efficient, and help to enforce segmentation policy consistently, anywhere in the network.

Wireless deployments in Campus and Branch in general deployed using both Centralized and FlexConnect modes.
Control and Provisioning of Wireless Access Points (CAPW AP) supports these two layer 3 modes of operation.
FlexConnect is most widely used wireless solution for branch office and remote office deployments. It enables an
option to the wireless network administrator to configure and control access points in a branch or remote office from
the corporate office through a wide area network (WAN) link without the deployment of a controller in each office.
The FlexConnect access points (APs) can switch client data traffic locally and perform client authentication locally.
When these APs connect to the controller, they can even send traffic back to the controller.

TrustSec capabilities on Wireless LAN Controllers (WLAN) were first released in 7.6 (release). That is where the
wireless clients authenticating to the network would be assigned Security Group Tags (SGTs) dynamically based on
attributes such as the role of the user and/or device through Cisco Identity Services Engine (Cisco ISE). Apart from
dynamic SGT assignment WLCs also support SGT eXchange Protocol (SXP), which is SXPv2. Wireless LAN
Controller could act as a SXP speaker sharing the IP-SGT binding information to its peer SXP listeners for
enforcement. It was only supported for Central Switched SSIDs (WLANs). Wireless 8.3 is the first official release to
support SGT assignment for the Access Points running FlexConnect mode.

Cisco Wireless Release 8.4 extends the capability to simplify access control management through SGACL
enforcement on Access Points (APs). This is supported on both Central Switched SSIDs and FlexConnect SSIDs
(WLANS). Instead of using an upstream switch/router for enforcement, the wireless traffic can now be enforced
directly on the Access Points. This would help in reducing the Malware propagation on wireless clients by blocking
the Lateral movement. It is not the Wireless LAN Controller, which does the enforcement. The WLC downloads the
TrustSec Policy (SGACLs) from ISE and shares through CAPW AP tunnel to the Access Points for enforcement. The
Access Points that supports SGACL enforcement includes both Wavel (1700, 2700, 3700) and Wave2 (1800, 2800,
3800) APs. 5520 and 8540 are the only two WLC platforms supporting the SGACL enforcement on the Access Points.

Cisco Wireless Release 8.4 also adds the inline-tagging capability on both 5520 and 8540 WLCs. These two platforms
now could propagate the Security Group Tags natively. Apart from inline-tagging propagation through WLCs, the
Cisco Wireless Access Points (both Wavel and Wave?2) running in FlexConnect mode supports both inline-tagging
and SXPv4 propagation. Both SXPv4 and inline-tagging features are supported on FlexConnect APs only. SXPv4 not
only supports SXP speaker role but also SXP listener and Both (SXP Speaker and Listener) modes of operation. It
helps in Loop detection and prevention with a built-in Keep Alive mechanism. Cisco Access Points from branch
offices can now learn and share Security Group membership information over an SGT eXchange Protocol (SXP)
connection from switches, routers, and firewalls to simplify access control list management and firewall rule
management elsewhere in the network and even do enforcement locally from the learned mappings for wireless access
control management providing software-defined segmentation.
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Figure 1: Sample topology showing a typical Wireless Local/FlexConnect deployment with Campus and Branch
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ISE Configuration

Cisco Identity Services Engine needs to be configured to assign a Security Group Tag dynamically as part of an
authorization rule. ISE can authorize devices coming through MAB or 802.1X based on attributes such as the role of
the user and/or device and assign a Security Group Tag dynamically.

Add Wireless LAN Controller in ISE

Step 1 Login to Cisco Identity Service Engine (ISE)

Step 2 Go to Network Devices in ISE by navigating to Administration > Network Resources > Network
Devices

Step 3 Click Add to add the new WLC in ISE

‘dscs’ Identity Services Engine Home  » ContextVisibility » Operations  » Policy [ERSGUNUIIENEUNE » Work Centers

» System  » Identity Management ¥ Network Resources ~ » Device Portal Management  pxGrid Services  » Feed Senice  » PassivelD  » Threat Centric NAC

~Network Devices  Network Device Groups  Network Device Profiles  Exernal RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Senvices
—
o
Network devices Network Devices
Selected 0 | Total 5 e’

Default Device ecseao | Ton s B G,

GRS Qyouicate | @olnport @Bt + | @ GeneratePAC | X 0dets + P ] |

lame ~  IP/Mask Profile Name Location Type Descrption
O 1s-DMZ-3850-1 10.1.100.11/32 & Csco @ Al Locations Al Device Types

O TS-DMZz-3650-1-BR  20.1.100.1/32 & Csco © Al Locations Al Device Types
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* Name | TS-DMZ-5520-WLC |

Description | |

| /(32|

* Device Profile % Cisco | v | &

Software Version :}

© | [ Set To Default |

© | [ Set To Defautt |

Step 4
Device Type and Location
) Network Devices List > TS-DMZ-5520-WLC
Network devices .
Network Devices
Default Device
*IP Address: | 10.1.100.15
* Network Device Group
Device Type IAII Device Types
Location [aJ Locations
Step 5

Configure the Radius Authentication Settings by typing a new Shared Secret

Type the Name of the WLC, IP Address and any Network Device Group information (optional) like

Note: The same Shared Secret needs to be configured while adding the Radius servers on the WLC

+ RADIUS Authentication Settings

Enable Authentication Settings
Protocol RADIUS

" shm sm [ R ALl L]

Enable KeyWrap []
* Key Encryption Key

* Message Authenticator Code Key

Key Input Format = ASCII

Show

Show

HEXADECIMAL

CoA Port l 1700

| | set To Defaut

Step 6 Configure any SNMP configuration (Optional)
Step 7 Now enable the Advanced TrustSec Settings
Cisco Systems © 2017
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v Advanced TrustSec Settings

¥ Device Authentication Settings

nlllollll
Cisco

Use Device ID for TrustSec

Identification

Device ld | TS-pMZ-5520-WLC

* Password |........

| Show |

¥ TrustSec Notifications and Updates

* Download environment data every l 1

* Download peer authorization policy every [ 1

* Reauthentication every I 1

* Download SGACL lists every I 1

[Days d
[Days d
[Days |
[Days d

Other TrustSec devices to trust this device

Send configuration changes to device Using ® CoA O CLI(SSH)

Ssh Key

M Advanced TrustSec Settings

Description

Device Authentication Settings

Use Device ID for TrustSec | M

Device Id | TS-DMZ-5520-WLC

This is automatically populated from the
Device Name if Use Device ID for SGA
identification is checked. This ID must match
the “cts device-id” command that is later
configured on the WLC.

Password | <####>

TrustSec authentication password. This must
match the password that is associated with the
“cts device-id” command

TrustSec Notifications and Updates

Download environment

Specifies the expiry time for environment data.
ISE returns this information when the WLC

authorization policy every

data every I Days queries for environment data. The default is 1
day
Specifies the expiry time for the peer
Download peer | Days authorization policy. ISE returns this

information to the device in response to a peer
policy request. The default is 1 day

Cisco Systems © 2017
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Specifies the dotlx re-authentication period.
ISE configures this for the supplicant and
returns this information to the authenticator.
The default is 1 day

Specifies the expiry time for SGACL lists. ISE
Download SGACL lists 1 Davs returns this information to the device in the
every y response to a request for SGACL lists. The

default is 1 day.

Reauthentication every | 1 Days

Specifies whether all the device’s peer devices
trust this device. The default is checked, which
means that the peer devices trust this device,
and do not change the SGTs on packets
arriving from this device. If you uncheck the
check box, the peer devices repaint packets
from this device with the related peer SGT.

Other TrustSec devices to &
trust the device

This configuration allows network device to
receive Per Policy Change of Authorization
push from ISE. When there is a policy change
(add/delete/update SGACL in Egress policy),
administrator can use Push button to initiate
CoA to network device. After receiving CoA
notification from ISE, network device queries
if there is any new egress policy configured in
ISE. If there is new policy, it downloads this
new policy immediately.

M Using ® CoA
Send configuration changes
to device

Step 8 Configure Device Configuration Deployment (Optional)

¥ Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates \

Device Interface Credentials

* EXEC Mode Username I admin ]

* EXEC Mode Password Show

Enable Mode Password [eeesesssss ] [ show ]

¥ Out Of Band (OOB) TrustSec PAC

Issue Date 21 Jan 2017 08:02:34 GMT
Expiration Date 21 Apr 2017 08:02:27 GMT
Issued By Network Device

| Generate PAC
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Device Configuration Deployment
'When selected, any IP/SGT Mappings defined
lude this devi h at ISE will be pushed to that device. This box
dIn(i uce t SIS echer en o should be unchecked for all those network
cploying secu rity Group devices where the static ISE mappings are
Tag Mapping Updates undesirable.
Device Interface Credentials
EXEC Mode Username | admin These are the c.redentials. for ISE to logiq to the
EXEC Mode Password | <####> 'WLC and configure static IP-SGT mappings.
Enable Mode Password | <####>
Step 9 Click Save

Active Directory Configuration in ISE

By retrieving the AD groups from the configured Active Directory in ISE the administrator would have an option to

assign a Security Group value based on the user role

Step 1
Sources > Active Directory

Step 2

il
cisco

Identity Services Engine

Home » Context Visibility » Operations 4

To add a new AD server in ISE navigate to Administration > Identity Management > External Identity

Click Add for a new connection with a Join Point Name and Active Directory Domain name and Submit

Policy ¥ Administration » Work Centers

» System  ~vlidentity Management = » Network Resources  » Device Portal Management

» Identities  Groups  External Identity Sources  Identity Source Sequences » Seftings

External Identity Sources Connection

pxGrid Services  » Feed Service P PassivelD  » Threat Centric NAC

vk~ v * Join Point Name [ TS-DMZ-AD
» [ Certificate Authentication Profile * Active Directory Domain [ cts.local
v __ Active Directory
<y TS-DMZ-AD
= :DAP
L obBC T
(L] RADIUS Token ol
(L) RSA SecurD

=1 SAML Id Providers

Step 1
and Password

Select all the ISE nodes and click Join to connect the nodes to the AD server. Provide the AD User Name

Cisco Systems © 2017
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Join Domain
Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name i /| Administrator

*Password| eeeseeseee

[ specify Organizational Unit i |

Step 2 Click OK to see the status Operational and Save the connection

» Identiies  Groups External Identity Sources  Identity Source Sequences  » Settings
———

External Identity Sources Authentication Domains Groups Attributes Advanced Settings
Gov = * Join Point Name [ T5-DMZ-AD |

» [ Certificate Authentication Profike * Active Directory Domain ~ cts.local d

v (53 Active Directory

O Join O Leave @ TestUser ﬁqumsbcTool SRgfresth:le

< TSDuz-AD]
2 LoaP . [ ISE Node a | ISE Node Role Status Domain Controller Site
{2 oosC [0 TS-DMZ-ISE-PAN.cts.local PRIMARY Operational ad.cts.local Default-First-Site-Name
{£5) RADIUS Token [0 TS-DMZ-ISE-PSN.cts local SECONDARY Operational ad.cts.local Default-First-Site-Name

Step 3 Now switch to the Groups tab and retrieve the AD groups from the AD server

Connection Authentication Domains |m Attributes Advanced Settings

Edit +Add v  Delete Group Update SID Values

[J | Name - SID

[ cts.locallUsers/Auditors 5-1-5-21-3886711971-2729146225-3080916020-1114
[J cts.locallUsers/Contractors S-1-5-21-3886711971-2729146225-3080916020-1116
[J cts.locallUsersiDomain Admins 5-1-5-21-3886711971-2729146225-3080916020-512
[0 ctslocallUsers/Domain Computers S-1-5-21-3886711971-2729146225-3080916020-515
[0 cts.locallUsers/Domain Users S-1-5-21-3886711971-2729146225-3080916020-513
[J cs.locallUsers/Employees S-1-5-21-3886711971-2729146225-3080916020-1113

Note: These AD Groups would be useful for the administrators in creating the Authorization policies based on user roles.
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TrustSec Work Centers

Since ISE 2.0 in admin UI there is new Work Centers with TrustSec where we can configure all the TrustSec settings
in ISE. That is a one-stop shop for all the TrustSec related activity. There is a new TrustSec Dashboard to view all the
Alarms, Active SGT sessions, Security Groups and NADs

Step 1 From ISE to navigate to TrustSec Work Centers go to Work Centers > TrustSec

Step 2 To view the TrustSec Dashboard navigate from ISE to Work Centers > TrustSec > TrustSec Dashboard

» Context Visbilty » Oparations » Policy

» Network Access  » GuestAccess  ~TrustSec  » BYOD  » Profler  » Posture » Devios Adminatration
vOvervew  » Components  » TrustSecPolicy PolcySets  » SXP » Troublestoot  Reports » Settings

o
SGT Sessions SGTs in Use | Alarms NADs in Use
Introduction [
[ o | [ o» | = [ o» | TmeFrane (A
35 - 6 . S C
m L v
Active SGT SesSionS i mostUsed | Least Used Alarms Quick View wao | sor
00000 I Name NAD Shew Latest Logs
tmzopre Gy I © Trustsec PAC validation failed NOGs
Contracsar Cp I 2
1P Address
Active Sessions
PAC Expiry
Last Policy Refresh
Last Authentication
Actve SGTS
‘ N N — | et Tt O
leem TrustSec Sesslons | NAD Activiey
sow [ 20 || 50 |[ 100 ] secomss The finer works with comgie(
Login Time » ldentity Details CoA Action  Security Group NAS 1P Address
2016-10-25 11:37: .71 emgb o % Employee_Gp 100.100.100.98
2016-10-25 11:35:31.181 emgd o % Employee_Gp 100.100.100.98
2016-10-25 11:22:45.742 00:S0-S6BAC11:5F o "” 4000_FO 100.100.200.95
2016-10-25 11:22:45.75 83:90:80:18:AF:01 o "', 4000_PO 100.100.100.95

Configure Security Groups in ISE

Security Group Tag is a unique 16-bit tag that is assigned to a unique role. It represents the privilege of the source user,
device, or entity and is tagged at the ingress of the Cisco TrustSec domain. SGTs can be assigned through any of the
following Endpoint Admission Control (EAC) access methods:

e 802.1X port-based authentication
e MAC Authentication Bypass (MAB)
e Web Authentication

Step 1 To view and add any new Security Groups in ISE navigate to Work Centers > TrustSec > Components >
Security Groups

Step 2 ISE 2.0 and above have pre-defined Security Groups configured in ISE like Employees, Contractors etc.
and assigned a SGT value

Cisco Systems © 2017 Page 10
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‘oiee’ ldentity Services Engine » Context Visibility » Operations » Policy » Administration m
» Network Access » Guest Access * TrustSec » BYOD » Profiler » Posture » Device Administration
» Overview » TrustSec Policy  Authentication Policy  Authorization Poicy  » SXP  » Troubleshoot  Reports  » Settings
m—
o
Security Groups

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

IP SGT Static Mapping

Security Group ACLs S Edt ofeAcd  Qulmport (o Export + )€ Delete ~ ) Push

Network Devices lcon Name ~ SGT (Dec / Hex) Description

O e O @ Auwditors 9/0009 Auditor Security Group
O @ svoo 15/000F BYOD Security Group
0O @ contractors $/0005 Contractor Security Group
O @ oevelopers 8/0008 Developer Security Group
O @ vevelopment_Servers 12/000C Development Servers Security Group
O @ eEmployses 4/0004 Employee Security Group
0O @ Guests 6/0006 Guest Security Group
O @ Network_Services 3/0003 Network Services Security Group
O @ rCi_Servers 14/000€ PCI Servers Security Group
00 @ Pont_of_Sale_Systems 10/000A Point of Sale Security Group
0 @ Production_Servers 11/0008 Production Servers Security Group
O @ Production_Users 7/0007 Production User Security Group
O @ Quarantined_Systemns 255/000F Quarantine Security Group
O @ Test_Servers 13/0000 Test Servers Security Group
(. @ TrustSec_Devices 2/0002 TrustSec Devices Security Group
0 2 unknown 0/0000 Unknown Security Group

Step 3 Click Add to add a new Security Group in ISE and Submit. ISE would automatically assign a Tag value

» Overview > Componenis » TrustSec Policy Authentication Policy Authorization Policy » SXP

L <
Security Groups Securit{’ Groups List = Web_Servers
Security Groups
IP SGT Static Mapping + Name
Security Group ACLS | web_Servers |
MNetwork Devices *lcon
Trustsec AAA Servers @ D -

= [
2 o

Description

S Kb
@V K
» b 0
Sl -

(N

Web Servers

Propagate to ACI
Security Group Tag (Dec/Hex): 16/0010

Generation I1d: 6

[ Reset |

Cisco Systems © 2017 Page 11



TRUSTSEC CONFIGURATION GUIDES CISCO.

Authentication and Authorization Policies in ISE

Step 1 Navigate to Policy > Authentication for the Authentication Policy. Here is a sample Authentication
policy for both MAB and Dot1X

Identity Services Engine Home » Context Visibiity » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Policy Type () Simple (3) Rule-Based

MAB M Wired_MAB OR
Wireless_MABAllow Protocols : Default Network Access  and
Default wse Internal Endpoints
Dot1X :Mf Wired_802.1X OR
Wireless_802.1XAllow Protocols : Default Network Access  and
Default use All_User_ID_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use : All_User_ID_Stores

Step 2 Navigate to Policy > Authorization for the Authorization Policy. Here is a sample Authorization policy
for employees, Contactors and Guest users.

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

I First Matched Rule Applies v

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions

Employees TS-DMZ-AD:ExternalGroups EQUALS cts locallUsers/Employees PermitAccess Edit| v
Contractors TS-DMZ-AD:ExternalGroups EQUALS cts locallUsers/Contractors PermitAccess Edit| v
Auditors TS-DMZ-AD:ExternalGroups EQUALS cts locallUsers/Auditors PermitAccess Edit| v

Step 3 Assign a security group to each of the Authorization rule based on the user role/device type like Employees

etc.
A Security Group
Authorization Policy vE . S
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order. Q Employees

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[First Matched Rule Apples -] \

» Exceptions (0)

tandard

Status Rule Name Conditions (identity groups and other conditions) Permissions

v [Errvloyees ' | Any &

PermitAc.

| TS-DMZ-AD ExternalGroups EQU

Contractors TS-DMZ-AD:ExternalGroups EQUALS cts locallUsers/Contractors P

IEmployees Q] =}

Auditors TS-DMZ-AD:ExternalGroups EQUALS cts locallUsers/Auditors P

Wireless Black List Default Blacklist Wireless_Access Bl

Cisco Systems © 2017 Page 12
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SGACL Configuration in ISE

Security Group Access Control Lists (SGACLSs) are the permissions that can control or restrict the operations that
users can perform based on the role of the user using the security group assignments instead of an IP address. We can
configure the SGACLs manually on the devices or on ISE administrative node by pushing to the respective network
devices through the TrustSec Policy Matrix. To configure the SGACLs on ISE:

Step 1 Navigate to Work Centers > TrustSec > Components > Security Group ACLs and click Add

ltlnlullo' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration v Work Centers

» Network Access P GuestAccess  vTrustSec = » BYOD » Profiler  » Posture
» Oveniew vComponents  » TrusiSecPolicy  Authentication Policy  Authorization Policy » SXP  » Troubleshoot Reports  » Seftings

(J

Security Groups Security Groups ACLs

Selected 0 | Total 7

IP SGT Static Mapping , =
JEdt gpbadd [QyDuicate Y Delete v | Push Show | Al |3
Security Group ACLs

Name a  Description IP Version
Network Devices O Alow IC P
Trustsec AAA Servers Permit only HTTP Traffic Pv4

Step 2 Give it a Name and the IP Version if it is IPv4, IPv6 or Agnostic (both). Add the Security Group ACL
Content with Permit and Deny using Protocols and Port Numbers. Here is a sample SGACL for your
reference.

Secunty Groups ACLS List > New Security Group ACLs
Security Group ACLS

* Name || BLO! ALWARE Generation ID: 0

Description

Security Groups

IP SGT Static Mapping

Secunty Group ACLs

Network Devices

Trustsec AAA Servers

IPVersion @ Pva O IPv6 O Agnostic

* Security Group ACL content | deny udp src dst eq domain

deny tcp src dst eq 3389

deny tcp src dst eq 1433

deny tep src dst eq 1521

deny tcp src dst eq 445

deny tcp src dst eq 137

deny tcp src dst eq 138

deny tep src dst eq 139

deny udp src dst eq snmp

deny tcp src dst eq telnet

deny tcp src dst eq www

deny tep src dst eq 443

deny tcp src dst eq 22

deny tcp src dst eq pop3

deny tcp src dst eq 123

deny tcp match-all -ack +fin -psh -rst -syn -urg
deny tep match-all +fin +psh +urg
perme tcp match-any +ack +syn
permt kmp

(e

Step 3 After adding the SGACL content click Save

Cisco Systems © 2017 Page 13
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TrustSec Policy Matrix in ISE

TrustSec Policy Matrix in ISE needs to be configured to enforce the policy on the APs, access and datacenter switches
(Cat6k, N1kv, N7k etc.) and routers using SGACLs. We can configure the SGACLs manually on the devices or on ISE
by pushing to the respective network devices. Through ISE you can centrally push the SGACLs to all the network
devices instead of typing manually on each and every switch. ISE also has a Policy Matrix view (customizable) with
the Source group tags and the Destination group tags where you can configure and push the SGACLs.

Step 4 Navigate to Work Centers > TrustSec > TrustSec Policy > Egress Policy and click Matrix to configure
the TrustSec policy Matrix in ISE

Here is a sample TrustSec Policy Matrix with Source, Destination groups and the SGACLs

Note: The below configured TrustSec Policy Matrix is just for your reference.

oscs Identity Services Engine Home Context Visibility Operations Solicy Administration ~Work Centers

» Network Access » Guest Access ~TrustSec » BYOD » Profiler » Posture

» Overview  » Components v TrustSec Policy  Authentication Policy ~ Authorization Policy  » SXP  » Troubleshoot  Reports  » Seftings

o Production Matrix Popuiated cels: 49 123
~ Egress Policy Jedt dpadd K Cear v Q) Deloy @ Monitor AI-Off  @olmport @uExport @ View v Show| Corporate v
Matrix 8' '§
Source Tree Destination » g ﬂ ) . ! R g
5 2 8 3 % 5 3 3 " 3
Destination Tree 5 g 8 -] e s g =
3 . * & = « = & = z =
Network Device Authorization o . . . -

4/0004 -------

12/000C -------

Step 5 Once the TrustSec Policy Matrix is configured click Deploy to push the SGACLs and their permissions to
the network devices.

Cisco Systems © 2017 Page 14
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"tsco dentity Services Engine ome ContextVisibility  » Operations olicy strafio ~Work Centers

» Network Access P GuestAccess  ~TrustSec = » BYOD » Profiler » Posture

» Overiew  » Components v TrustSecPolicy  Authentication Policy  Authorization Policy » SXP  » Troubleshoot Reports  » Seffings
—
0 Production Matrix Populated cels: 49 é
~ Egress Policy JEdt padd xaeav ® Monitor AL-Off | @olmport @oExport B View v Show | Corporate v
[ ; =
- - !‘ ? il ]
Source Tree Destnation» 3 3 2 . g . 5 . E o
Destination Tree % % ‘E § .g % 'g g 4 g % g :u 8
2 5 S @ 6= 8 = = I z 2
Network Device Authorization Source v 1 a2 2 ! ! ! !
v v v "~

4 Audtors

9/0009

v v v v
4 Contractors
5/0005

.
.
.

Step 6 After the Matrix is deployed look for the notifications messages (CoA) on the upper right corner. Push to
send any configuration changes to the network devices or click OK to acknowledge the notification

messages
dsco dentity Services Engine Home  » ContextVisibility ~ » Operations lic (EUILETEI  ~Work Centers
» Network Access  » GuestAccess  ~TrustSec = » BYOD » Profiler  » Posture :;::;‘:::é"::‘;lges;'r:ij;:0" ¢
» Oveniew  » Components  vTrustSecPolicy  Authentication Policy  Authorization Policy » SXP  » Troubleshoot  Reports  » Seftings devices, out of them
._ 4 successful notifications
0failed notifications =
~ Eqress Policy Production Matrix Popuiated cels: 49 @
at JEdt dpadd | Y Cear v Q) Deploy @ Monitor AI-OFf  @olmport @aExport 5 View v Show| Corpor:
: There are TrustSec configuration
Source Tree (§ changes that has not been nofified to
e " ! network devices. To notify the relevant m vi®
Destination » 3 5 1 z
£ o g . i E g § s 8 2 o
Network Device Authorization 8 g 2 § 2 8 A 8 8 g 8
i: : } 8 g = : i :
Source v 1 4 4 . ' ' .
v v v ~
&Auitn
9/0003

52 Contractors
5/0005
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WLC Configuration

In order to have TrustSec SGACL support on the APs, ensure that the WLC is running 8.4.100 or later code.

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Monitor Summary
Summary 50 Access Points Supported
» Access Points ot g Port2Portl o, » P NeJ (o7 Ne}
» Cisco CleanAir - OK a ‘ ‘ a ‘ ‘ U
) Statistics T a0 a0 Z
» coP —
» Rogues
Clients
i . Controller Summary Rogue Summary
Sleeping Clients Management 1P 10110045 /128
Multicast Address emmem e Active Rogue APs 200
» Applications igg‘:'::spm 1P 128.107.255.149 , ::/128 Active Rogue Clients 19
» Lync | Software version 8.4.2.75 | Adhoc Rogues 1
. Emergency Image R Wired Network 0
Local Profiling Version 8.1.102.0 ogues on Wired Networ
System Name TS-DMZ-5520-WLC .
Session Timeout []
Up Time 0 days, 0 hours, 21 minutes
System Time Thu May 18 07:16:20 2017
Redundancy Mode Disabled Top WLANSs
Internal Temperature +22C
802.11a Network Profile Name # of Clients
Enabled

State

802.11b/g Network

State Enabled

Mos<t Recent Tran<

TrustSec NDAC for Security Groups and SGACL Download

Any device that participates in the TrustSec (CTS) network requires to be authenticated and trusted. In order to
facilitate the authentication process new devices connected to TrustSec network under goes an enrollment process
called Network Device Admission Control (NDAC), where in the device obtains the credentials that is specifically
needed for device authentication and CTS environment data. The Wireless LAN Controller enrollment is initiated by
the WLC as part of PAC provisioning with ISE server. The WLC will initiate EAP-FAST and obtains a PAC. This is
accomplished by using the infrastructure of LOCAL-EAP EAP-FAST PAC-provisioning. The PAC obtained uniquely
maps to the Device ID

Step 1 From WLC navigate to Security > TrustSec > General

Step 2 Click the checkbox to enable CTS and provide the Device ID and Password which matches the Device ID
and Password of WLC in ISE under Device Authentication Settings configured under the Advanced
TrustSec Settings and click Apply

Note: The Device ID and Password should match with the configured credentials in ISE
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Saye Configuration ~ Ping Logout Refresh

il

cIsco MONITOR WLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security General Clear DevicelD | Refresh Env Data Apply
v AAA
General crs & Enable
» RADIUS
Authentication Device 1d TS-DMZ-5520-WLC ]
Accounting ‘
Fallback Password sessenee
DNS Inline Tagging (m}
Downloaded AVP
» TACACS+
LDAP Environment Data
Local Net Users
MAC Filtering Current State START
w Disabled Clients Last Status START
User Login Policies
i 1.Clear DevicelD will clear Device 10 and password
il o 2.Apply button will configure Device 1D and other parameters
» Local EAP

Advanced EAP
» Priority Order
» Certificate
» Access Control Lists

Wireless Protection
Policies

» Web Auth
General
SXP Conhg
Policy

Step 3 Click Refresh ENV Data to download the Security Group Name Table by the WLC from ISE. All the
Security Groups defined in ISE would be downloaded by the WLC.

Security General

Clear DevicelD I Refresh Env Data I Apply

» TACACS+

olicies

Policies
Local EAP
Advanced EAP
Priority Order
Certificate

v

vy vow

Access Control Lists

Wireless Protection
Policies

Web Auth

-

-

4

TrustSec

Local Policies
OpenDNS
Advanced

v v

crs
Device 1d
Password

Inline Tagging

Environment Data
Current State
Last Status
Environment Data Lifetime (seconds)

Last update time (seconds)

Environment Data expiry

Environment Data refresh

Security Group Name Table

:Unknown ~
TrustSec_Devices

10:Point_of_Sale_Systems v
11:Production_Servers

1.Clear DevicelD will clear Device ID and password

E4 enable
[Ts-omz-ss520-wiC
[eeseee

(m]

COMPLETE
START
86400

Mon May 15 23:28:16 2017

0:23:59:58 (dd:hr:mm:sec)

0:23:59:58 (dd:hr:mm:sec)

2.Apply button will configure Device 1D and other parameters

After successful PAC (Protected Access Credential) provisioning over a EAP-FAST TLS tunnel, WLC would now
start downloading SGACL policies from ISE. The WLC will download the specific SGACL as required based on
authenticated client SGT tag. Currently ISE supports SGACL policy download for given destination SGT (D-SGT)

from all known source SGT (S-SGT).

Step 4 Navigate to Security > TrustSec > Policy to see the downloaded SGACL policies on the WLC.

Cisco Systems © 2017
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v Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
Advanced EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth

v TrustSec
General

SXP Config

Local Policies

ISecurityI Entries 1 - 2 of 2 Refresh All
Total SGT Authorization Policy count 2
v AAA
General Number of Number of
S Policy Download clients with this Refresh Time Remaining to RBACLs for
w» RADIUS
A e o D-SGT Generation Id Status SGT Period(seconds) Refresh(seconds) D-SGT
t cati
Accounting Unknown-0 0x00 Success 0 86400 85131 0
liback <
?Nga Qefoult-63535 0x01 Success 0 86400 85137 1
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering

Note: Above screenshot shows the SGACL policies of default and unknown only being downloaded as there are no authenticated clients with SGTs
to download the respective SGACL policies.

Radius Configuration on WLC

The ISE PSNs need to be added as the Radius Servers in the WLC to authenticate the user sessions against ISE

Step 1

Step 2

From WLC navigate to Security > Radius > Authentication and Click New

Add the Server IP address of the ISE PSN and use the same Shared Secret configured in ISE, Enable the

Support for CoA and enable PAC Provisioning Click Apply

Security

ownloaded AVP
CS+

v Disabled o:ms
User Login Policies
AP Policies
Password Policies

Local EAP
Advanced EAP
Priority Order

-

v v

Certificate

Access Control Lists

-

Wireless Protection
Policies

Web Auth
TrustSec
Local Policies
OpenDNS
Advanced

v v

v -

MONITOR ~ WLANs

RADIUS Authentication Servers > Edit

Server Index

Server Address(Ipv4/Ipve)
Shared Secret Format
Shared Secret

Confirm Shared Secret
Key Wrap

Port Number

Server Status

CONTROLLER

a (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Saye Configuration  Ping  Logout Refresh

WIRELES! ECURITY MANAGEMENT COMMANDS HELP FEEDB A Home

<Back |

1
10.1.100.3

1812

[Enabled -

| Support for Con

[Enabled | |

Server Timeout

Network User

Management

Management Retransmit Timeout
Tunnel Proxy

Realm List

|2 | seconds
& enable
& enable
:2 seconds

O enable

l PAC Provissoning

Menable |

PAC Params
PAC A-ID Length
PAC A-ID
PAC Ufetime

1PSec

16 Clear PAC

520f06d!

79b39e8cd10" b

AN

Wed Jul 19 07:58:58 2017

a

Enable

Note: The PAC Params would be downloaded to the Wireless LAN Controller since we enabled the PAC Provisioning
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Step 3 From WLC navigate to Security > Radius > Accounting and Click New
Step 4 Add the Server IP address of the ISE PSN and use the same Shared Secret configured in ISE and enable
PAC Provisioning and click Apply
Security RADIUS Accounting Servers > Edit < Back Apply
- Af:cm[ Server Index 1
« RADIUS Server Address(Ipvd/Ipvé)  10.1.100.3
on Shared Secret Format ASCIl +
N Shared Secret [eee ]
DNS
Downloaded AVP Confirm Shared Secret [eee ]
» TACACS+
LDAP Port Number 1813
ty“;;‘:‘;;}y’:;” Server Status Enabl.ed v]
w Disabled Clients Server Timeout |2 | seconds
User Login Policies
AP Policies Network User M enable
Password Policies Tunnel Proxy D Enable
» Local EAP Realm List
Advanced EAP I PAC Provisioning ™ enable ]
» Priority Order
) Certificate PAC Params
» Access Control Lists PAC A-1D Length 16 Clear PAC
N Wireless Protection PAC A-ID £520f06d! 9b39e8cd1 2b
Policies
PAC Lifetime Sun Aug 13 23:24:20 2017
» Web Auth
1PSec [0 enable \
v TrustSec
SxXb Confi
Policy
Local Policies

WLAN Configuration on WLC

Step 1 From WLC navigate to WLANs and Edit the Corporate SSID

WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

CISCO MONITOR

WLANSs WLANSs > Edit 'Corp-DMZ'
v WLANs General | Security | QoS | Policy-Mapping [ Advanced |
WLANSs
egAdvanced Profile Name ICorp-DMZ l
Type WLAN
SSID [corp-DMz |
Status M Eenabled
Security Policies [WPA2][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)
Radio Policy All v
Interface/Interface
=5 |
Multicast Vlan Feature  [] Enabled
Broadcast SSID [ Enabled
NAS-ID [none
Step 2 Click on Security > AAA Servers and select the ISE PSN as the Authentication and Accounting Server
from the drop down
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CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Corp-DMZ'
Aot . General | Security | QoS | Policy-Mapping | Advanced |
» Advanced [ Layer2 | Layer3 | AAAServers |

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface [ Jenabled

Apply Cisco ISE Default Settings Cenabled

Authentication Servers Accounting Servers EAP Parameters
M Enabled M Enabled
IServer T [1P:10.1.100.3, Port:1812 w]| IP:10.1.100.3, Port:1813 « || Fratie =

Server 2 | None v || None v]

Server 3 [ None v][ None v I

Server 4 [ None v][ None v I

Server 5 |None +|[None v]

Server 6 |None +|[None v]

RADIUS Server Accounting
Interim Update ™M Interim lntervalD Seconds

Step 3 Click Advanced tab and Enable Allow AAA Override and select NAC State from the dropdown as ISE
NAC

Note: Cisco TrustSec Security Group Tag is applied only when AAA Override is enabled on the WLAN

Saye Configuration ~ Ping  Logout Refresh
alvaln
ciIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs WLANSs > Edit ‘Corp-DMZ’ < Back Apply
T AN [ | | QoS | Policy-Mapping |
~
» Advanced
IAIIow AAA Override [ Enabled I Drice
Coverage Hole Detection [ Enabled DHCP Server O override
Enable Session Timeout 9\ 1800
Session Timeout (secs) DHCP Addr. Assignment [ Required
Aironet IE
Eenabled AR
Diagnostic Channel 2  [Jenabled
Override Interface ACL  1Pv4 [None « 1Pv6 [None SoliTunnel O enabled
Layer2 Adl None
& - Management Frame Protection (MFP)
URL ACL None
P2P Blocking Action | Disabled vl MFP Client Protection 4 [ Optional
Client Exclusion 2 FEnabled [s0 DTIM Period (in beacon intervals)

Timeout Value (secs)

Ma: Allowed r

Cients 8 0 J 802.11a/n (1-255) [1 ]

Static IP Tunneling 2 Oenabled soz1b/gn(1-255) [1 ]

Wi-Fi Direct Clients ’—‘ et

policy [Disabled v

NAC State [ISE NAC

Maxamum Allowed | None

s By o 200 Load Balancin| ump nac t ”
< ISE NAC >

Foot Notes

1 Web Policy cannot be used in combination with IPsec

Step 4 If it is FlexConnect SSID then scroll down in the Advanced Tab and Enable FlexConnect Local
Switching to run WLAN in FlexConnect Local Switching mode

Step 5 Use ISE PSNis to profile the endpoints and users connecting to this SSID by enabling DHCP Profiling and
HTTP Profiling under the Radius Client Profiling
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Saye Configuration ~ Ping  Logout Refresh

alvaln
cisco

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANs WLANSs > Edit 'Remote-Corp-DMZ’ < Back Apply |
T AN | | Security | QoS | Policy-Mapping |

Client dle threshold Passive Client (] ~
» Advanced (oioo;;corob)e e 0 Bytes

Voice
Radius NAI-Realm a
Media Session Snooping Enabled
11ac MU-MIMO &

m]
Re-anchor Roamed Voice Clients O enabled
0

Off Ch: 1 S ing Def
annel Scanning Defer KTS based CAC Policy Enabled

Scan Defer Priority 01234567
Radius Client Profiling
0000484840

DHCP Profiling M

Scan Defer Time(msecs) 100 HTTP Profiling %]

FlexConnect Local Client Profiling

FlexConnect Local

Switching 2 £4 Enabled DHCP Profiling m}
HTTP Profiling m}

FlexConnect Local Auth 42 Enabled

s @ PMIP
lient 1P A

Learn Client IP Address Enabled PMIP Mobility Type (m]

Vian based Central O bled .

Switching 42 Enable PMIP NAI Type Hexadecimal

Central DHCP Processing  [] Enabled PMIP Profile [None ]

Override DNS 0O

ST PMIP Realm
NAT-PAT Enabled Univercal AP Admin Sunnort N

Step 6 Click Apply to save the changes to the SSID

Step 7 Repeat the steps 2 to 6 for the rest of the SSIDs in the network

FlexConnect Configuration on WLC and AP

Step 1 From WLC navigate to Wireless > FlexConnect Groups and Click New and add a name to the

FlexConnect group or use the default-flex-group

CISCO MONITOR WLANSs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

Wireless FlexConnect Groups > Edit 'default-flex-group’
¥ Access Points
All APs | Local

» Radios

DHCP | WLAN VLAN | WLAN AVC

default-flex-group I

80. »/g/n
Dual-Band Radios

l Group Name

Global Configuration VLAN Template Name [none

» Advanced Enable AP Local Authentication2 []
Mesh
FlexConnect AP
» ATF
RF Profiles AAA
FlexConnect Groups

TexConnest ACTE Server Ip Address [

FlexConnect VLAN

Templates Server Type Primary v

OEAP ACLs Shared Secret [ ]

LAl Confirm Shared Secret [ J
» 802.11a/n/ac

port Number oz ]
» 802.11b/g/n
- _Add |

» Media Stream
» Application Visibility

And Control Server Type Address Port

Lync Server UnConfigured Unconfigured o -]

Country UnConfigured Unconfigured o -]

Timers
> Netflow External Module Configuration
» Qos —

Step 2 Add the existing AP in the branch to the newly created FlexConnect Group by Navigating to Wireless >

All APs

Click the AP name for Details and from General Tab select the AP mode as FlexConnect

Page 21
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs > Details for Branch-AP
B General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced
w Radios
802.11a/n/ac General Versions
802.11b/g/n
Dual-Band Radios AP Name |Branch-AP I Primary Software Version 8.4.1.207
Global Configuration § - .
Location [default location I Backup Software Version 8.4.1.187
» Advanced
AP MAC Address 00:a2:ee:df:90:40 Predownload Status None
Besh Base Radio MAC 2c:d0:2d:e0:c4:c0 Predownloaded Version None
b/ ATE Admin Status Predownload Next Retry Time NA
RF Profiles AP Mode Predownload Retry Count NA
FlexConnect Groups AP Sub Mode Boot Version 1.1.2.4
FlexConnect ACLs
FlexConnect VLAN Operational Status 10S Version 8.4.1.207
Templates s -
Port Number Mini I0S Version 0.0.0.0
OEAP ACLs
_ Venue Group IP Config
Network Lists T -
» 802.11a/n/ac DUSLYES CAPWAP Preferred Mode Ipv4 (Global Config)
Ll DHCP Ipv4 Add 20.1.30.101
pv: ress .1.30.
» 802.11b/g/n e v
) Media Stream Language Name Static IP (Ipv4/Ipv6) O
S g Network Spectrum
N :zglg::'tlltorglwgblllty Interface Key A74E5C2349C70406ACEEDSTDCB7DTTCF  fo ool i e

Step 4 Now switch to the FlexConnect tab and enable VLAN support and add the Native VLAN ID of that

network
Wireless All APs > Details for Branch-AP
v LEEEles ) Credentials | Interfaces | High Availability | Inventory | FlexC )
All APs [ L 1 1 1 | I |
w Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios [Make VLAN AP Specific  +| Go |
Global Configuration
» Advanced {:C:;'““ce AP-Specific
Mesh 3
2 Native VLAN VLAN
I VANEEngs|
» ATF
- FlexConnect
[Tl Group default-flex-group \
FlexConnect Groups Name
FlexConnect ACLs WLAN AVC
FlexConnect VLAN e
Templates
OEAP ACLS VLAN Template Name none
Network Lists VLAN Name Id Mappings
» 802.11a/n/ac
» 802.11b/g/n PreAuthentication Access Control Lists
» Media Stream | wabAyth ation ACLs
» Application Visibility al Split Al
And Control
ntral P Proce: n
Lync Server
Layer2 ACLs
Country

Step 5 Click VLAN Mappings to map the specific WLAN VLAN mappings used by the FlexConnect AP. Select
the specific WLAN ID used by the AP and click Apply
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Wireless All APs > Branch-AP > VLAN Mappings < Back Apply
v Access Points
All APs AP Name Branch-AP
- R“f;, i Base Radio MAC  2c:d0:2d:e0:04:c0
802.11b/g/
Dual-Band Radios WLAN VLAN Mapping
Global Configuration
Make AP Specific Go
» Advanced pe - —I
Mesh [ Wean VLAN
1d SSID D NAT-PAT Inheritance
» ATF
(m Remote-Corp-DMZ 240 no AP-specific
RF Profiles
FlexConnect Groups
FlexConnect ACLs A
FlexConnect VLAN Centrally switched Wians
Templates WLAN 1d SSID VLAN 1D
OEAP ACLs
Network Lists AP level VLAN ACL Mapping
» 802.11a/n/ac Vian 1d Ingress ACL Egress ACL
» 802.11b/g/n 240 [none ] none v
» Media Stream Group level VLAN ACL Mapping
Application Visibility vian 1d Ingress ACL Egress ACL
>
And Control
Foot Notes
LyRc Server 1. Vian does not take effect for NAT-PAT enabled WLANs.
Country

Inline Tagging configuration on WLC

Inline tagging functionality is a SGT propagation mechanism by which a wireless controller understands the source
SGT (S-SGT). For Central Switching WLANSs or for Centrally Switched packets, Wireless LAN Controller performs
inline tagging for all packets sourced from wireless clients that reside on the WLC by tagging it with Cisco Meta Data
(CMD) tag. Inline tagging also involves WLC stripping off the CMD header from the packet to learn the S-SGT tag.
WLC then forwards the packet including the S- SGT for SGACL enforcement.

Note: For the FlexConnect SSIDs/WLANSs Inline Tagging is enabled directly on the Access Point running in FlexConnect mode

Step 1 To enable Inline Tagging on the WLC navigate to Security > TrustSec > General and click the checkbox
Inline Tagging and click Apply

Saye Configuration Ping Logout Refresh

MONITOR WIANs CONTROLLER WRELESS SECURITY GEMENT COMMANDS HELP FEEDBACK A Home
Security General Clear DeviceID | Refresh Env Data Apply
v AAA
Ger‘&[ra crs [ enable
v R us
cats Device 1d [rs-omz-ss20-wie
Password ceveee
I Inline Tagging [%] I
Environment Data
Current State COMPLETE
Last Status START

Password Policies

» Local EAP
Advanced EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection

¥ policies

» Web Auth
Cenaral

Local Policies

Environment Data Lifetime (seconds)

Last update time (seconds)

Environment Data expiry

Environment Data refresh

Security Group Name Table

0:Unknown ~

2:TrustSec_Devices
3:Network_Services
4:Employees
5:Contractors
€:Cuests
7:Production_Users
8:Developers
9:Auditors

10:Point_of_Sale_Systems v

11:Production_Servers

86400
Mon May 15 23:28:16 2017

0:04:42:43 (dd:hr:mm:sec)

0:04:42:43 (dd:hr:mm:sec)

» OpenDNS 1.Clear DevicelD will clear Device ID and password
B advanrad 2.Apply button will configure Device ID and other parameters
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TrustSec SXP configuration on WLC

SXP is a control plane protocol for propagating IP-to-SGT binding information across network devices that do not
have the capability to tag packets natively on the Ethernet frame. SXP uses TCP as the transport protocol, and the TCP
port 64999 for connection initiation. SXP uses Message Digest 5 (MDS5) for authentication and integrity check. It has
two defined roles —speaker (initiator) and listener (receiver).

Note: Wireless LAN Controller always operates in SXP Speaker mode. It supports SXPv2

Cisco TrustSec filters packets at the egress interface. During endpoint authentication, a host accessing the Cisco
TrustSec domain (the endpoint IP address) is associated with an SGT at the access device through Dynamic Host
Control Protocol (DHCP) snooping and IP device tracking. The access device transmits that association or binding
through SXP to Cisco TrustSec hardware-capable egress devices. These devices maintain a table of source IP-to-SGT
bindings. Packets are filtered on the egress interface by Cisco TrustSec hardware-capable devices by applying security
group access control lists (SGACLs). SXP passes [P-to-SGT bindings from authentication points to upstream devices
in the network. This process allows security services on switches, routers, or firewalls to learn identity information
from access devices.

Step 1 To configure SXP on the controller navigate to Security > TrustSec > SXP Config. The page lists the
SXP configuration details

Saye Configuration ~ Ping ~ Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security SXP Configuration Apply
v AAA Total SXP Connections 0
General i )
v RADIUS SXP State Enabled
Authentication
Accounting | sxp Mode Speaker |

Fallback
DNS
Downloaded AVP | oefautt Source 1P 10.1.100.15 |

Default Password sensen

Retry Period 120

Peer IP config

Peer IP Address [ ] ADD

Password Policies
» Local EAP
Advanced EAP
» Priority Order
» Certificate

Peer IP Address Source IP Address Connection Status

» Access Control Lists

Wireless Protection
Policies

» Web Auth

v TrustSec
GCenera

SXP Config
olicy

Local Policies
e Total SXP Connections—Number of SXP connections that are configured.
e SXP State— Status of SXP connections as either disabled or enabled.
e SXP Mode—SXP mode of the controller. The controller is always set to Speaker mode for SXP connections.

e Default Password —Password for MD5 authentication of SXP messages. We recommend that the password
contain a minimum of 6 characters.
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e Default Source IP—IP address of the management interface. SXP uses the default source IP address for all
new TCP connections.

e Retry Period —SXP retry timer. The default value is 120 seconds (2 minutes). The valid range is 0 to 64000
seconds. The SXP retry period determines how often the controller retries for an SXP connection. When an
SXP connection is not successfully set up, the controller makes a new attempt to set up the connection after the
SXP retry period timer expires. Setting the SXP retry period to O seconds disables the timer and retries are not
attempted.

o Peer IP Address—The IP address of the peer, that is the IP address of the next hop switch to which the
controller is connected. There is no effect on the existing TCP connections when you configure a new peer
connection.

e Source IP Address— The IP address of the source, that is the management IP address of the controller.
e Connection Status— Status of the SXP connection.

Step 2 Add the Default Password and the Peer IP address to which the WLC can send the IP-SGT mappings and

click Apply
Security SXP Configuration Apply

Total SXP Connections 0
SXP State [Enabled +
SXP Mode Speaker

I Default Password  |esesssse [
Default Source 1P 10.1.100.15
Retry Period 120

Peer IP config

[ Peer IP Address 10.1.100.4 l ADD

Peer IP Address Source IP Address Connection Statux

Local EAP
Advanced EAP
Priority Order

~

Certificate

Access Control Lists

Wireless Protection
Policies

Web Auth

v TrustSec
General
SXP Config
Policy

Step 3 The Connection Status moves from OFF to On to form a successful SXP peering with the network device
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TrustSec Global configuration for Access Points on WLC

Security

v AAA
General
- RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
« Disabled Clients
User Login Policies
AP Policies
Password Policies

SXP Configuration

Total SXP Connections 1

SXP State

SXP Mode

Default Password

Default Source 1P

Retry Period
Peer IP config

Peer IP Address

[Enabled <]
Speaker
[sesses
10.1.100.15

[120 ]

I

_Aop |

Peer IP Address Source IP Address Connection Status

» Local EAP 10.1.100.4 10.1.100.15 Off [~ ]
Advanced EAP
» Priority Order
» Certificate
» Access Control Lists
, Wireless Protection
Policies
» Web Auth
w TrustSec
General
SXP Config
Policy
Security SXP Configuration
> AAA Total SXP Connections 1
General
~ RADIUS SXP State [Enabled
Authentication
Accounting SXP Mode Speaker
A Default Password [eeseee
Downloaded AVP Default Source 1P 10.1.100.15
» TACACS+ .
LDAP Retry Period 120
Local Net Users
MAC Filtering Peer IP config
~ Disabled Clients Peer 1P Address ] |

User Login Policies
AP Policies
Password Policies

» Local EAP
Advanced EAP
Priority Order

Certificate

vy veuw

Access Control Lists

Wireless Protection
Policies

» Web Auth

w TrustSec
General
SXP Config
Policy

Peer IP Address
10.1.100.4

Source IP Address Connection Status

10.1.100.15

Oon

Wireless 8.4 allows an option to add TrustSec configuration globally for all the wireless access points. That includes

SGACL enforcement, SXP configuration (SXPv4) and Inline Tagging.

Note: Inline Tagging and SXP configuration for an Access Point is allowed only on APs running FlexConnect mode

Step 1

Cisco Systems © 2017

From WLC navigate to Wireless > Access Points > Global Configuration and look for TrustSec and
click TrustSec Config on the bottom right to add or modify any configuration
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Wireless AP Image Pre-download ssH 2
~ Access Points Download Prima _Download Backup | Global IPv6 UDP Lite?
All APs
« Radios Interchange I Abort Predownload UDP Lite %)

Hyperlocation Config Parameterss

Enable Hyperlocation m)
» Advanced Packet Detection RSSI Minimum (dBm) -100
Mesh g:..:::ounl Threshold for Idle Client o ]
» ATF o

NTP Server 10.1.200.10
RF Profiles N

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN

BLE Beacon Config Parameters

Templates Interval (1-10)Hz & [1 ]
OEAP ACLS Beacon 1D [Beacon1 |
Network Lists Delete Beacon [m}
» 802.11a/n/ac Beacon Status [Disable
» 802.11b/g/n wID lOOODODOQ-DDQO-DOOO-0000-0{
o~ Tx Attenuation(-52 to 0)dBm -fo ]
M Stream -
» Application Visibility TrustSec
And Control
Lync Server
Country
1. Flexconnect Ethernet Fallback config parameters are not applicable to APs having multiple Ethernet ports.
Timers 2. Teinet/SSH can be enabled in APs with non-default credentials only.
» Netflow 3. IPv6 UDP Lite is not applicable to Aps connected with CAPWAPV4 tunnel.
» QoS 4. Backup Primary/Secondary Controller IP Address cannot be cleared after configured.
5. Global Hyperfocation config applied will only impact APs that belong to default-group.
6. Interval is set to all BLE beacons.
7. Easy Config is only applicable to 10S AP 702/1530/1600/1700/2700/3600/3700.

Step 2 TrustSec Configuration page would be displayed which provides the option to configure SGACL

Enforcement, Inline Tagging, SXP Peer Config

Wireless All APs Trusted Security _<Back | _ Apply |
¥ Access Points
All APs TrustSec
w» Radios
802.
802.11b/g/n Sgadl Enforcement O
Dual-Band Radios Inline Taging O
Global Configuration
AP SXP State Disabled v
» Advanced
Default Password [eenees ] (ot configured)
Mesh
» ATF SXP Listener Min Hold Time (seconds) |90
!
RF Profiles SXP Listener Max Hold Time (seconds) |180
FlexConnect Groups SXP Speaker Hold Time (seconds) 120
FlexConnect ACLs Reconciliation Time Period (seconds) (120
FlexConnect VLAN
Templates Retry Period (seconds) 120
OEAP ACLs Peer Config
) peer 1P Addrss C—
» 802.11a/n/ac .
Password Default +
» 802.11b/g/n . .
N Local Mode Speaker
» Media Stream S
, Application Visibility _Aoo |
And Control
Lync Server Peer IP Address Password SXP Mode
Count
L/ 1.Inline tagging is supported in only Flex mode AP (Applicable to
Timers 11ac AP)
2.5XPv4(Listener/Speaker/Both) is supported in Flex,Flex+bridge AP
» Netflow (Applicable to 11ac AP)
» QoS

Step 3 Enable checkbox for SGACL Enforcement to push SGACL enforcement configuration to all the Access

Points running both local as well as FlexConnect mode
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Enforcement configuration will be pushed to Localflex/Flex+bridge/Bridge mode 11AC APs Are you sure you want to continue?

o] [ oo |

Enable checkbox for Inline Tagging to push Inline Tagging configuration to all the Access Points running
FlexConnect mode

Inline tagging configuration will be pushed only to flex mode 11AC APs Are you sure you want to continue?
[J Prevent this page from creating additional dialogs

o] [

Configure SXP settings of Access Points by enabling AP SXP State, Configure Default Password, Peer
IP Address information and Local Mode of the APs and click ADD and Apply to save
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Wireless All APs Trusted Security <Back | Apply
v Access Points
All APs TrustSec
v Radios
802.11a/n/ac
802.11b/g/n Sgacl Enforcement |~}
Dual-Band Radios Inline Taging (%)
Global Configura
| AP sxP State [Enabled ]|
» Advanced
Default Password [sesnes ‘_
Mesh
P o]
» ATF SXP Listener Min Hold Time (seconds) |90
RE Profiles SXP Listener Max Hold Time (seconds) [180
FlexConnect Groups SXP Speaker Hold Time (seconds) 120 |
FlexConnect ACLs Reconciliation Time Period (seconds)  [120
FlexConnect VLAN
Templates Retry Period (seconds) [120
OEAP ACLs Peer Config
= Peer IP Address 10.1.100.1
» 802.11a/n/ac
Password Default
» 802.11b/g/n
Local Mode Both v
» Media Stream
, Application Visibility _A0D |
And Control
Lync Server Peer IP Address Password SXP Mode
Country 10.1.100.1 Default Both [+ ]
e 1.Inline tagging is supported in only Flex mode AP (Applicable to
» Netflow 11ac AP)
2.5XPvi(Listener/Speaker/Both) is supported in Flex,Flex+bridge AP
» QoS (Applicable to 11ac AP)

The above SXP configuration would only be pushed to the Access Points running in FlexConnect mode.

Access Point Specific TrustSec configuration on WLC

Instead of configuring TrustSec globally for all the wireless access points you also have an option to configure Access
Point specific TrustSec configuration. That would overwrite the global configuration added before on the Wireless
LAN Controller. Local mode AP only allows SGACL enforcement whereas FlexConnect AP allows Inline Tagging
and SXPv4 along with enforcement.

Step 1 From WLC navigate to Wireless > Access Points for all the APs connected to the WLC

Step 2 Click on the AP Name for the Access Point Details

Step 3 In the AP Details click Advanced to go to TrustSec and TrustSec Config seen on the bottom right

_<sack | _ Apply |

All APs > Details for Campus-AP

General | Credentials | Interfaces | Migh Availability | Inventory | Advanced |

a:-8 Power Over Ethernet Settings

Wireless

w Access Points

Regulatory Domains

[US (United States) |

Country Code PoE Status Full Power
Cisco Discovery Protocol %] Pre-standard 802.3af switches []
AP Group Name LCAMPUS ~] Power Injector State O
s T ]
Statistics Timer 0 AP Core Dump
Oata Encryption o

Rogue Detection

AP Core Dump O enabled

AP Retransmit Config Parameters

2 Telnet [Global Config ]
2 ssu Giobal Config AP Retranemk Count o
TCP Adjust MSS (IPvé: 536 - 1363, IPvé: 1220 - 1331) [ e o
P— Ol (eabie VLAN Tagging
Network Lists
LED Flash State Ol (1-3600)seconds VLAN Tagging O enabled
» 802.11a/n/ac P e
fini mi onfiguration
» 802.11b/g/n O"‘“ - =
®0isabl mONS Snooping
» Media Stream reable Frabled
Link Lat ILAN
, Application Visibility mmchueriensi o tse|
And Control Enable Link Latency (] TrustSec
Lync Server AP Image Download TrustSec Confia
Country
Perform a primary image Perform a backup image
Timers on this AP on this AP
» Netflow
_Download Primary | _Download Backup |
Cisco Systems © 2017
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Step 4

For an Access Point running in Local mode have option for CTS Override and SGACL Enforcement

Wireless

v Access Points
All APs
« Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh

» ATF
RF Profiles
FlexConnect Groups

All APs > Campus-AP > Trusted Security

AP Name

Base Radio MAC

Campus-AP
00:22:10:f3:64:c0

Trusted Security

CTS Override

Sgacl Enforcement

Disabled +

1.Inline tagging is supported in only Flex mode AP (Applicable to

11ac AP)

2.5XPv4(Listener/Speaker/Both) is supported in Flex,Flex+bridge AP
(Applicable to 11ac AP)

FlexConnect ACLs
FlexConnect VLAN
Templates
OEAP ACLs
Network Lists
» 802.11a/n/ac
» 802.11b/g/n
» Media Stream

Application Visibility
And Control

Lync Server

Step 5 To modify click the drop down to enable CTS Override and click on the checkbox to enable SGACL

Enforcement and Apply
Wireless All APs > Campus-AP > Trusted Security < Back M|
v Access Points
All APs AP Name Campus-AP
SR Base Radio MAC  00:23:10:f3:64:c0
802.11a/n/ac
802.11b/g/n

Dual-Band Radios Trusted Security
Global Configuration

» Advanced CTS Override [M
Mesh Sgad Enforcement %]
» ATF

1.Inline tagging is supported in only Flex mode AP (Applicable to

RF Profiles 11ac AP)
2.5XPvd(Listener/Speaker/Both) is supported in Flex,Flex+bridge AP

FlexConnect Groups  (Applicable to 11ac AP)

FlexConnect ACLs

FlexConnect VLAN

Templates
OEAP ACLs
Network Lists
Step 6 For an Access Point running in FlexConnect mode have additional options to enable Inline Tagging and
SXP configuration along with CTS Override and SGACL Enforcement
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Step 7

Wireless

w Access Points

Global Configu

FlexConnect Groups
Ls

Application Visibility
Control

All APs > Branch-AP > Trusted Security

AP Name

OEAP ACLS

Trusted Security

AP SXP State

Default Password

Branch-AP

Base Radio MAC  2c:d0:2d:e0:04:c0

» Advanced CTS Override
Mesh Sgad Enforcement
» ATF Inline Taging
RF Profiles

Total AP SXP Connections

SXP Listener Min Hold Time (seconds)

SXP Listener Max Hold Time (seconds)

Network Lists
» 802.11a/n/ac
802.11b/g/n
Media Stream

Peer Config

And Peer IP Address
Lync Server Password
o Local Mode
Timers

> Netflow

» QoS

Peer IP Address Source IP Address Password SXP Mode Listener Status

ing is supported in only Flex mode AP (Applicable to

SXP Speaker Hold Time (seconds)
Reconciliation Time Period (seconds)

Retry Period (seconds)

Oefault
Speaker

ADD

< Back Apply |

[Disabled <]

Speaker status SXP Version

To modify click the drop down to enable CTS Override and click on the checkbox to enable SGACL

Enforcement and also Inline Tagging and click Apply

-

v v w

-

-

Wireless

v Access Points

All APs
w Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

Advanced
Mesh

ATF

RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs
Network Lists
802.11a/n/ac
802.11b/g/n

Media Stream

Application Visibility
And Control

Lync Server
Country
Timers
Netflow

All APs > Branch-AP > Trusted Security

AP Name Branch-AP

Base Radio MAC  2c:d0:2d:e0:04:c0

Trusted Security

CTS Override
Sgacl Enforcement

Inline Taging

Total AP SXP Connections

AP SXP State

Default Password

SXP Listener Min Hold Time (seconds)

SXP Listener Max Hold Time (seconds)

SXP Speaker Hold Time (seconds)

Reconciliation Time Period (seconds)

Retry Period (seconds)
Peer Config

Peer IP Address

Password

Local Mode

Default +
Speaker |

ADD

_<sack | | Apoly ||

%]

_*9

Disabled +

sensee

[0
180
120

[120
120

Step 8

Step 9

the Default Password.

Configure SXP settings on the Access Point by clicking the drop down to enable AP SXP State and add

Under Peer Config add the Peer IP Address information, Password either Default/None and Local Mode

of the AP with either Speaker/Listener/Both and click ADD and Apply to save it
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Wireless

¥ Access Points
All APs
» Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios

All APs > Branch-AP > Trusted Security

AP Name Branch-AP
Base Radio MAC  2c:d0:2d:e0:c4:c0

Trusted Security

Global Config
» Advanced
Mesh
» ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs
Network Lists
802.11a/n/ac
802.11b/g/n

Media Stream

Application Visibility
And Control

v v v

Lync Server
Country
Timers
Netflow

» Qos

v

CTS Override

Sgacl Enforcement

Inline Taging

Total AP SXP Connections

AP SXP State

Default Password

SXP Listener Min Hold Time (seconds)
SXP Listener Max Hold Time (seconds)
SXP Speaker Hold Time (seconds)

Time Period

Retry Period (seconds)

Peer Config
peer 19 Addess
Password
Local Mode Both v
_aoo |

Peer IP Address  Source IP Address Password

10.1.200.11 20.1.30.101 Default

SXP Mode
Both

Listener Status

On

Speaker status

On

SXP Version
4

Depending on the SXP Mode the respective status of SXP peer for Speaker/Listener or Both would move from Off

to On.

Wireless

¥ Access Points
All APs
» Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh

» ATF
RF Profiles

FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs
Network Lists
802.11a/n/ac
802.11b/g/n

Media Stream
Application Visibility
And Control

v v v

Lync Server
Country
Timers

» Netflow

» QoS

All APs > Branch-AP > Trusted Security

AP Name Branch-AP
Base Radio MAC  2c:d0:2d:e0:cd:c0

Trusted Security

CTS Override

Sgacl Enforcement

Inline Taging

Total AP SXP Connections

AP SXP State

Default Password

SXP Listener Min Hold Time (seconds)
SXP Listener Max Hold Time (seconds)
SXP Speaker Hold Time (seconds)
Recondiliation Time Period (seconds)

Retry Period (seconds)

Peer Config
Peer IP Address
Password
Local Mode Both v
_Aoo |

Enabled +

I"[QEJI

Enabled

120

Peer IP Address Source IP Address Password

10.1.200.11 20.1.30.101 Default

SXP Mode
Both

Listener Status

Oon

Speaker status

On

SXP Version
4
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Switch Interface Configuration for TrustSec

The Wireless LAN Controller and Access Points would be connected to the Switch Ports in general for network
connectivity. The following section will show the basic Switch Port configuration of the physical interfaces where
controller and AP is connected to. Apart from that, this section also shows Inline Tagging configuration needed on the
physical interfaces where WLC and FlexConnect AP is connected along with SXPv4 peer configuration between the
FlexConnect AP and Network Access Device (NAD).

Switch Port Configuration Connected to WLC

Below is the interface configuration of the switch port where the WLC is connected.

description "Connected to 5520-WLC"
switchport trunk native vlan 100
switchport mode trunk

Management interface IP address of the WLC would be from VLAN 100 network

Switch Port Configuration of Local Mode AP and FlexConnect AP

Below is the interface configuration of the switch port where the Access Point running in Local mode is connected.

description "Connected to Local Mode Campus-AP"
switchport trunk native vlan 30

switchport mode trunk

spanning-tree portfast trunk

IP address of the Local Mode Access Point would be from VLAN 30 network

Below is the interface configuration of the switch port where the Access Point running in FlexConnect mode

description "Connected to FlexConnect Branch-AP"
switchport trunk native vlan 230

switchport mode trunk

spanning-tree portfast trunk

IP address of the FlexConnect Access Point would be from VLAN 230 network

Switch Port Configuration of WLC interface for Inline Tagging

Below is the interface configuration of the switch port where the WLC is connected and Inline Tagging being enabled
on the trunk interface
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description "Connected to 5520-WLC"
switchport trunk native vlan 100
switchport mode trunk
cts manual

policy static sgt 2 trusted

CTS Manual enables TrustSec Inline Tagging on the trunk interface with manual mode of operation. Policy static
SGT 2 trusted command allows static SGT ingress policy on the interface and defines the trustworthiness of an SGT
received on the interface. With the trusted keyword the SGT value received in the Ethernet packet on this interface is
trusted and will be used by the device for any SG-aware policy enforcement or for purpose of egress-tagging and it
wouldn’t override with the configured SGT value (2).

Since adding SGT value in the Ethernet frame would have an additional overhead it is recommended to increase the
interface MTU value on the Inline Tagging enabled interfaces. Some of the network infrastructure would support this
Baby Giant frames (jumbo) but it is highly recommended to adjust the MTU value at least on the interfaces where the
WLC and APs are connected.

system mtu 1600
system mtu jumbo 1600

The default MTU value is 1500. The above commands once added would change the MTU value to 1600 on the
interfaces but it is recommended to reload the switch for those commands to take effect.

Note: Some of the platforms would require “system mtu jumbo 1600” to change the MTU value on the Gig and TenGig interfaces

Switch Port Configuration of AP interface for Inline Tagging

Below is the interface configuration of the switch port where the FlexConnect Access Point is connected and Inline
Tagging being enabled on the trunk interface.

description "Connected to FlexConnect Branch-AP"
switchport trunk native vlan 230
switchport mode trunk
spanning-tree portfast trunk
cts manual
policy static sgt 2 trusted

It is required to adjust the MTU value as recommended earlier in this section on the interface AP is connected. Below
is a sample configuration of a Gig interface with the adjusted MTU.
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GigabitEthernetl/0/24 is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 78da.6e3a.f418 (bia 78da.6e3a.f418)
Description: "Connected to FlexConnect Branch-AP"
MTU 1600 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

SXP Peer Configuration Connected to AP

Cisco Wireless Access Points (both Wavel and Wave?2) running in FlexConnect mode supports SXPv4 propagation.
SXPv4 allows SXP speaker role, SXP listener role and Both (SXP Speaker and Listener) modes of operation. It helps
in Loop detection and prevention with a built-in Keep Alive mechanism. Cisco Access Points from branch offices can
now learn and share Security Group membership information over an SGT eXchange Protocol (SXP) connection from
switches, routers, and firewalls to simplify access control list management and firewall rule management elsewhere in
the network and even do enforcement locally from the learned mappings for wireless access control management
providing software-defined segmentation. Below is a sample peer SXPv4 configuration of both IOS switch and NX-
OS switch.

cts sxp enable

cts sxp default password <####>

cts sxp default source-ip 10.1.100.1

cts sxp connection peer 20.1.30.101 password default mode local both

20.1.30.101 is the FlexConnect AP IP Address and 10.1.100.1 is the IP Address of the peer, which is an IOS device.

cts sxp enable

cts sxp node-id interface mgmtO

cts sxp default password <####>

cts sxp default source-ip 10.1.200.11

cts sxp connection peer 20.1.30.101 password default mode both vrf management

20.1.30.101 is the FlexConnect AP IP Address and 10.1.200.11 is the IP Address of the peer, which is an NX-OS
device.
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Use Cases on SGACL Enforcement on Access Points

Wireless Access Points running in both Local/FlexConnect mode now supports SGACL enforcement. This would help
in reducing the Malware propagation on wireless clients by blocking the Lateral movement. That is East-West wireless
segmentation using TrustSec. Earlier wireless releases would implement East-West segmentation (P2P) by forwarding
the wireless traffic to an upstream switch for enforcement. SGACL enforcement on the APs would simplify TrustSec
segmentation for wireless as it removes the need of an upstream device (switch).

Note: These use cases below are just for your reference.

East-West Segmentation using SGACL enforcement on Local Mode AP

This use case will walk you through the basic configuration to do East-West segmentation or micro-segmentation in
the campus using SGACL enforcement on the Access Point running Local Mode. When a wireless client is
authenticated to the network, Cisco Identity Service Engine (ISE) would push a Dynamic Security Group Tag based on
the Authorization Profile configured on ISE. Client classification happens at ingress by ISE that assigns a unique S-
SGT to the wireless client based on client identity. Wireless LAN Controller now receives the SGT associated with the
wireless client. WLC will treat client SGT as D- SGT and initiate download of SGACL policy names for the
destination from ISE. The SGACL policies downloaded will be all possible / known S-SGTs paired with the specific
client D-SGT. Once the Wireless LAN Controller downloads SGACLs from ISE, it caches and pushes the SGACL
policies associated with the D-SGT to the Access Point. Enforcement enabled Access Point only receives the policies
of the client Security Groups which are associated to the AP. Successful enforcement can be validated directly on the
Access Point with the SGACL counters.

Note: The below usecase covers SGACL enforcement only for the clients associated to a single AP. Inline Tagging needed to be enabled on the
WLC to enforce the policy between the wireless clients connected to multiple Local Mode Access Points.

Figure 2: Topology showing a wireless deployment in campus with SGACL enforcement on AP running Local mode
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The above topology shows four users Employeel, Employee2, Contractorl and Contractor2 from Campus connected
on a wireless network to a Local Mode Access Point. The AP (Campus-AP) physically connected to a wired switch
(Campus 3650) is associated to the WLC (5520 WLC) over CAPWAP. As soon as the endpoints connect to the
network they would be authenticated and authorized by cisco ISE and would be assigned an SGT dynamically based
on their role. The Access Point would have the IP-SGT binding information locally for those associated clients. WLC
downloads the SGACL policies (Block_Malware) from ISE and would push those SGACLs (shown in the topology) to
the AP (Campus-AP). By looking at the Source and Destination Group Tag and the downloaded SGACL policy
(Block_Malware), AP (Campus-AP) would enforce the policy and would block the malware propagation between the
Employees and Contractors.

Note: The basic ISE configuration and WLC configuration is not covered here as it was already shown in the above sections.

Step 1 Connect the Employeel PC to the wireless SSID in Campus

Step 2 The user Employeel would be assigned an Employees SGT (4) dynamically as per the Authorization
policy configuration earlier during the ISE configuration

Step 3 Once connected hop on to ISE and navigate to Operations > RADIUS > Live Logs to see the endpoint
details. Click on the Details icon below for all the session related information.

'2'.',';"; Identity Services Engine Home » Context Visibility v Operations » Policy » Administration » Work Centers
*RADIUS TC-NACLivelLogs »TACACS Reports » Troubleshoot » Adaptive Network Control
Live Logs  Live Sessions
Misconfigured Supplicants @ Misconfigured Network Devices RADIUS Drops © Client Stopped Responding @ Repeat Counter @
Refresh  Every 1 minute v|Show Latest 20 records v | Wrhin  Last24 hours N
CRefresh  OResetRepeatCounts 2 ExportTov Tritery v
Time Status Details Repeat Identity Endpoint ID Endpoint P. Authenticat Authorizati Authorization Profiles IP Address
x v
May 22,2017 03:42:36.818 PM o 0/ 50:56:8! 4 ):50:56:BF CA4L MWare-De Default>>M Default>> B PermitAccess 10.1.10.102
May 22,2017 034235714 PM (V) o 1 ):25:9C.F9.01:3A Linksys-Dev.. Default>>D... Default>>E... [Permitaccess Employees| 110.1.10.101)

Step 4 The Live Logs Details shows the all the endpoint details including the associated Security Group for that
endpoint

Step 5 To validate the Security Group assignment of the client Employeel on the WLC navigate to Monitor >
Clients and click on Client MAC Addr for the details
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Saye Configuration  Ping Logout Refresh

NITOR ~ WLANs NTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Ho
~
Monitor Clients > Detail < Back Link Test | _Remove |
] Max Number of Records [10 | [Clear AVC Stats|
» Access Points
Send CCX Req Display

» Cisco CleanAir
» Statistics General AVC Statistics
» CopP A
EasogRes Client Properties AP Properties

s

MAC Address AP Address

Sleeping Clients
Multicast

Applications

1Pv4 Address
1Pv6 Address

AP Name

AP Type 802.11bn

v

» Lync AP radio slot Id 0

Local Profiling WLAN Profile Corp-DMZ
WLAN SSID Corp-DMZ
Status Associated
Assoaciation 1D

802.11 Authentication

Reason Code
Status Code

Client Type CF Pollable

Client Tunnel Type CF Poll Request

Short Preamble

User Name

Port Number 1 pPecC Not Implemented

Interface corp Channel Agility Not Implemented
. Re-authentication 077

VLAN 1D 1 timeout -

Step 6 Scroll down and look at the Security Information for the CTS Security Group Tag assigned to the client
Employeel, which is 4 (Employees)

Monitor Clients > Detail

Summa
v Max Number of Records |10 | Clear AVC Stats |

» Access Points
» Cisco CleanAir
» Statistics General | AVC Statistics
» coP ) .
Security Information
» Rogues
Security Policy Yes
Clients Completed ==
Sleeping Clients Policy Type RSN (WPA2)
Multicast Auth Key Mgmt 802.1x
» Applications Encryption Cipher CCMP (AES)
» Lync EAP Type PEAP
Local Profiling SNMP NAC State Access
Radius NAC State RUN

CTS Security Group Tag 4 I

AAA Override ACL Name none

AAA Override ACL
Applied Status

AAA Override Flex ACL  none
AAA Override Flex ACL

Unavailable

Applied Status Unavailable
Redirect URL none

IPv4 ACL Name none
FlexConnect ACL Unavailabl
Applied Status avanabie

IPv4 ACL Applied Status Unavailable
IPv6 ACL Name none

IPv6 ACL Applied Status Unavailable

Step 7 Now connect the Employee2 PC to the wireless SSID in Campus

Step 8 The user Employee2 would be assigned an Employees SGT (4)
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Step 9 On ISE and navigate to Operations > RADIUS > Live Logs to see the endpoint details. Click on the
Details icon below for all the session related information.

cisco  ldentity Services Engine ome ¥ Operations istration » Work Centers

vRADIUS = TC-NACLivelLogs »TACACS Reports » Troubleshoot » Adaptive Network Control

LiveLogs  Live Sessions
S

Misconfigured Supplicants @ Misconfigured Network Devices RADIUS Drops @ Client Stopped Responding @ Repeat Counter @
o

0 1 0 0 0

Refresh  Every 1 minute v|Show Latest100records |v|Within  Last24 hours 4
TRefresh  ©ResetRepeatCounts A ExportTo~ Thilters v
Time Status Details Repeat Identity Endpoint ID Endpoint P. Authenticat Authorizati Authorization Profiles IP Address
’ Sy 4
May 22, 2017 04:22:56.779 PM [ e 0 20AA4B:620509 Linksys-Dev.. Default>>D... Default>>E... | Permitaccess Employees] [10.1.10.102 |
May 22, 2017 04:20:55.477 PM o o 0 employee1 00:25:9CF9:.01:3A Linksys-Dev. Default >> D. Default >> E PermitAccess Employees 10.1.10.101

Step 10 To validate the Security Group assignment of the client Employee2 on the WLC navigate to Monitor >
Clients and click on Client MAC Addr for the details

Save Configuration

Ping Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
. : " A
Monitor Clients > Detail < Back Link Test Remove
S Max Number of Records [10 | | Clear AVC Stats
» Access Points R —
General | AVC Statistics
» Cisco CleanAir —
L Client Properties AP Properties
» Statistics
» COP MAC Address 20:2a:4b:62:05:d9 AP Address 00:2a:10:f3:64:c0
» Rogues 1Pv4 Address AP Name
1Pv6 Address 0:114¢:c73e,
e AP Type
Sleeping Clients AP radio slot Id
Multicast WLAN Profile Corp-DMZ
» Applications WLAN SSID
b Lync Status
Local Profiling Assocation 1D
802.11 Authentication ~ Open System
Reason Code
Status Code
Client Type CF Pollable

Client Tunnel Type CF Poll Request

Short Preamble

plemented

User Name
Port Number 1 PBCC Not Implemented
Interface corp Channel Agility Not Implemented
. Re-authentication 148
VLAN 1D 10 timeout —
= Remaining
Quarantine VLAN ID 0 Re-authentication NA
CCX Version Not Supported LI
WED Stata WEP Enahla

Step 11 Scroll down and look at the Security Information for the CTS Security Group Tag assigned to the client
Employee2, which is 4 (Employees)
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Monitor Clients > Detail

Summa
v Max Number of Records |10 | Clear AVC Stats |

» Access Points
» Cisco CleanAir
» Statistics General | AVC Statistics
» coP ) .
Security Information
» Rogues
Security Policy Yes
Clients Completed e
Sleeping Clients Policy Type RSN (WPA2)
Multicast Auth Key Mgmt 802.1x
» Applications Encryption Cipher CCMP (AES)
» Lync EAP Type PEAP
Local Profiling SNMP NAC State Access
Radius NAC State RUN

CTS Security Group Tag 4 I

AAA Override ACL Name none

AAA Override ACL
Applied Status

AAA Override Flex ACL  none
AAA Override Flex ACL

Unavailable

Applied Status Unavailable
Redirect URL none

IPv4 ACL Name none
FlexConnect ACL Unavailabl
Applied Status avanabie

IPv4 ACL Applied Status Unavailable

IPv6 ACL Name none

IPv6 ACL Applied Status Unavailable

Step 12 Now from the WLC navigate to Security > TrustSec > Policy to see the newly downloaded SGACL
policies on the WLC for the Employees Security Group

Saye Configuration  Ping  Logout Refresh

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security Entries 1 - 3 of 3 Refresh All
Total SGT Authorization Policy count 3
v AAA
General Number of Number of
« RADIUS Policy Download clients with this Refresh Time Remaining to RBACLs for
Generation Id Status SGT Period(seconds) Refresh(seconds) D-SGT
Authentication
Accounting 0x00 Success 0 86400 33069 0
P 5
E;i‘]gacx 0x26 Success 2 86400 40690 7
Downloaded AVP 0x01 Success 0 86400 33069 1
» TACACS+

LDAP
Local Net Users
MAC Filtering

v Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
Advanced EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies
» Web Auth
v TrustSec
General
SXP Config

Local Policies

Step 13 Click on the D-SGT name Employees for the BLOCK_MALWARE SGACL pushed from ISE between
Employee Security Groups (S-SGT and D-SGT)
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Step 14

Step 15

Security SGACL > Detail
v AAA
General SGACL Name Block_Malware
» RADIUS
Authentication Generation 1d 0x05
Accounting . -
Fallback SGACL Policy Capability IPv4
DNS Number of ACEs Associated 19
Downloaded AVP
» TACACS+
LDAP ACEs List Info

Local Net Users

1. deny udp src dst eq domain )
MAC Filtering 2. deny tcp src dst eqg 3389
« Disabled Clients 3. deny tcp src dst eq 1433
User Login Policies 4. deny tcp src dst eq 1521
AP Policies 5. deny tcp src dst eq 445
Password Policies 6. deny tcp src dst eq 137
7. deny ¢t src dst eq 138
» Local EAP o ey ep :

. deny tcp src dst eq 139
9. deny udp sxc dst eq snmp
Advanced EAP 10. deny tcp src dst eqg telnet v

» Priority Order 11. deny tcp src dst eqg www

» Certificate
» Access Control Lists

Wireless Protection
Policies

» Web Auth

v TrustSec
General
SXP Config
Policy

Now look for the IP-SGT binding information on Access Point using the below command. The endpoints,
which are connected to the Campus-AP that got a SGT would be seen below

Campus-AP#show cts role-based sgt-map all
Active IPv4-SGT Bindings Information
IP SGT SOURCE
10.1.10.101 4 LOCAL
10.1.10.102 4 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings

Active IPv6-SGT Bindings Information

IP SGT SOURCE
fe80::2ce9:163b:f13e:55d8 4 LOCAL
fe80::b157:b9%a0:114c:c73e 4 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings
Campus-AP#

To verify the SGACL permissions between the S-SGT and the D-SGT use the below command on the
Access Point
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SGT DGT
4 4
5 4
9 4
11 4
12 4
14 4
16 4
65535 65535
SGT DGT
11 4 Per
12 4 Per
14 4 D
16 4 Per

65535 65535 Per

Campus-AP#

Permi
Permi

ACL

Block_Malware
Block _Malware
Allow_

ICMP
t_IP
t_IP

Deny IP

Permi
Permi

ACL
mit_IP
mit_IP
eny IP
mit_IP
mit_IP

t_IP
t_IP

IPv6 role-based permissions:

Campus-AP#show cts role-based permissions
IPv4 role-based permissions:

Block_Malware SGACL is downloaded to the AP and that would be invoked between the Employees (4) Security

Group

Step 16 Use the following CLI command on the Access Point to verify the SGACL content and the Access
Control Entries (ACEs)

IPv4 role-based

Allow_ICMP
rule 0:

Block_Malware
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

OCoOoONOTUIDNWNEFEO

tcp opt !psh &&

tcp opt urg

rule 10:
rule 11:
rule 12:
rule 13:
rule 14:
rule 15:

rule 16:

ACL:

Campus-AP#show cts access-lists

allow true && ip proto 1

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

tcp opt !

&&
&&
&&
&&
&&
&&
&&
&&
&&
&&
&&
&&
&&
&&
&&
&&
rst

deny true &&

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
&&
ip

proto
proto
proto
proto
proto
proto
proto
proto
proto
proto
proto
proto
proto
proto
proto
proto
tcp
proto

17 && ( dst port 53 )

&&
&&
&&
&&
&&
&&
&&

[e)le) I ex I ep N ep e M e)]

NAAAAAA

dst
dst
dst
dst
dst
dst
dst

port
port
port
port
port
port
port

3389 )
1433 )
1521 )
445 )
137 )
138 )
139 )

17 && ( dst port 161 )
6 && ( dst port 23 )

( dst port 80 )
( dst port 443 )
( dst port 22 )
( dst port 110 )
( dst port 123 )
tcp opt

&&
&&
&&
&&
&&
&&

OOy OOy

opt !syn &&
tcp opt fin &&

6 &&

lack && tcp opt fin &&
tcp opt lurg

tcp opt psh &&
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Step 17

CiIsCoO
rule 17: allow true && ip proto 1
rule 18: allow true && ip proto 6 && tcp opt ack || tcp opt syn
Permit IP
rule 0: allow true
Deny IP

rule 0: deny true

IPv6 role-based ACL:
Permit IP

rule 0: allow true
Deny IP

rule 0: deny true

Campus-AP#

Ping the Employee2 IP address from Employeel PC

C:\Users\employeel>ping 10.1.10.102

Pinging 10.1.10.102 with 32 bytes of data:

Reply from 10.1.10.102: bytes=32 time=4ms TTL=125
Reply from 10.1.10.102: bytes=32 time=3ms TTL=125
Reply from 10.1.10.102: bytes=32 time=7ms TTL=125
Reply from 10.1.10.102: bytes=32 time=5ms TTL=125

Ping statistics for 10.1.10.102:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 7ms, Average = 4ms

C:\Users\employeel>

Ping should succeed as the Permit ICMP is enabled in the SGACL. Similarly, if you would try to access the
Employee2 PC through any other port (ex: 137 etc..) then the access would be denied.

Step 18

Validate the SGACL enforcement on the Access Point through the SGACL Counters command. To
check the counters between the Employees Security Group (4) use the following command on AP.

Campus-AP#show cts role-based counters from 4 to 4
IPv4 ACL: Block Malware

Packets Allowed : 4

Packets Denied : 5

Campus-AP#

Deny counters (Packets Denied) are incremented above due to the Port Scan on Employee2 PC on port 137 and port

138.

Note: Similarly, repeat all the steps above to enforce the policy between the Contractors and Employees or between the Contractors. The above
steps only covered the enforcement between the employees.
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East-West Segmentation using SGACL enforcement on FlexConnect AP

This use case will walk you through the basic configuration to do East-West segmentation or micro-segmentation in
the branch network running FlexConnect deployment using SGACL enforcement on the Access Point running in
FlexConnect Mode. The FlexConnect access points (APs) can switch client data traffic locally and perform client
authentication locally. When a wireless client is authenticated to the network, Cisco Identity Service Engine (ISE)
would push a Dynamic Security Group Tag based on the Authorization Profile configured on ISE. Client classification
happens at ingress by ISE that assigns a unique S- SGT to the wireless client based on client identity. Wireless LAN
Controller now receives the SGT associated with the wireless client. WLC will treat client SGT as D- SGT and initiate
download of SGACL policy names for the destination from ISE. The SGACL policies downloaded will be all possible
/ known S-SGTs paired with the specific client D-SGT. Once the Wireless LAN Controller downloads SGACLs from
ISE, it caches and pushes the SGACL policies associated with the D-SGT to the Access Point. Enforcement enabled
Access Point only receives the policies of the client Security Groups which are associated to the AP. Successful
enforcement can be validated directly on the Access Point with the SGACL counters.

Note: This usecase covers SGACL enforcement only for the clients associated to a single AP. Inline Tagging or SXP needed to be enabled on the
FlexConnect AP to enforce the policy between the wireless clients connected to multiple FlexConnect Access Points.

Figure 3: Topology showing a wireless FlexConnect deployment with the enforcement on AP
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The above topology shows two users Employee3 and Employee4 from Branch connected on a wireless network to a
FlexConnect Access Point. The AP (Branch-AP) physically connected to a wired switch (Branch 3650) is associated to
the WLC (5520 WLC) over CAPWAP. As soon as the endpoints connect to the network they would be authenticated
and authorized by cisco ISE and would be assigned an SGT dynamically based on their role. The Access Point would
have the IP-SGT binding information locally for those associated clients. WLC downloads the SGACL policies
(Block_Malware) from ISE and would push those SGACLs (shown in the topology) to the AP (Branch-AP). By
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looking at the Source and Destination Group Tag and the downloaded SGACL policy (Block_Malware), AP (Branch-
AP) would enforce the policy and would block the malware propagation between the Employees and Contractors.

Note: The basic ISE configuration, WLC and AP specific configuration is not covered here as it was already shown in the above sections.

Step 1 Connect the Employee3 PC to the wireless SSID in Branch

Step 2 The user Employee3 would be assigned an Employees SGT (4) dynamically as per the Authorization
policy configuration earlier during the ISE configuration

Step 3 Once connected hop on to ISE and navigate to Operations > RADIUS > Live Logs to see the endpoint
details. Click on the Details icon below for all the session related information.

el Identity Services Engine H

ome » Context Visibility ~ Operations L » Administration » Work Centers

vRADIUS = TC-NACLiveLogs » TACACS Reports P Troudleshoot » Adaptive Network Control

Live Logs  Live Sessions
—

Misconfigured Supplicants ©@ Misconfigured Network Devices RADIUS Drops ©@ Client Stopped Responding @ Repeat Counter @

0 1 0 0 0

Refresh  Every 1 minute ~|Show Latest100records |v|Within  Last24 hours D
CRefresh  OResetRepeatCounts B ExportTow Tritery &
Time Status Details Repeat Identity Endpoint ID Endpoint P Authenticat Authorizati Authorization Profiles IP Address
x > /
May 23,2017 02 3.557 PM o a 0 Linksys-Dev Default >> D Default >> E L‘wl“\l

Step 4 The Live Logs Details shows the all the endpoint details including the associated Security Group for that
endpoint

Step 5 To validate the Security Group assignment of the client Employee3 on the WLC navigate to Monitor >
Clients and click on Client MAC Addr for the details

Saye Configuration Ping Logout Refresh
alialn

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

~
Monitor Clients > Detail < Back Link Test | _Remove
R —— Max Number of Records [10 +| | Clear AVC Stats
» Access Points
General | AVC Statistics

» Cisco CleanAir ~
» Statistics Client Properties AP Properties
> cop MAC Address 58:6d:8f:f0:bb:83 AP Address 2¢:d0:2d:e0:¢4:¢0
» Rogues 1Pv4 Address AP Name

Sleeping Clients AP radio slot Id

e, WLAN Profile Remote-Corp-DMZ
» Applications —— Yo
T Data Switching ocal
Sl Authentication entra
Status Associated
Association 10
802.11 Authentication pen Syster
Client Type Regular Reason Code
Client Tunnel Type Status Code
User Name CF Pollable
Port Number CF Poll Request
Flex VLAN Name management Short Preamble
VLAN ID 240 PBCC
Quarantine VLAN ID 0 Channel Agility
CCX Version Not Supported R
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Step 6 Scroll down and look at the Security Information for the CTS Security Group Tag assigned to the client
Employeel, which is 4 (Employees)

Monitor Clients > Detail
Summa
vy Max Number of Records |10 | Clear AVC Stats I
» Access Points
» Cisco CleanAir
» Statistics General | AVC Statistics |
» CoP i .
Security Information
» Rogues
Security Policy Yes
Clients Completed =
Sleeping Clients Policy Type RSN (WPA2
Multicast Auth Key Mgmt 802.1x
» Applications Encryption Cipher CCMP (AES
» Lync EAP Type PEAP
Local Profiling SNMP NAC State Access

Radius NAC State RUN

CTS Security Group Tag 4 I

AAA Override ACL Name none

AAA Override ACL
Applied Status

AAA Override Flex ACL  none
AAA Override Flex ACL

Unavailable

Applied Status Unavailable
Redirect URL none
IPv4 ACL Name none

FlexConnect ACL
Applied Status

IPv4 ACL Applied Status Unavailable

Unavailable

IPv6 ACL Name none

IPv6 ACL Applied Status Unavailable

Step 7 Now connect the Employee4 PC to the wireless SSID in Campus
Step 8 The user Employee4 would be assigned an Employees SGT (4)

Step 9 On ISE and navigate to Operations > RADIUS > Live Logs to see the endpoint details. Click on the
Details icon below for all the session related information.

‘dice’ dentity Services Engine Home » Context Visibility ~ Operations » Policy » Administration » Work Centers

YRADIUS = TC-NACLivelLogs »TACACS Reports » Troubleshoot » Adaptive Network Control

Live Logs Live Sessions
e

Misconfigured Supplicants @ Misconfigured Network Devices RADIUS Drops © Client Stopped Responding @ Repeat Counter @
o

0 1 0 0 0

Refresh  Every 1 minute V| Show Latest100records |v|Wrhin Last24 hours v
CRefresh  OResetRepeatCounts  JExportTov Triltery &~
Time Status Details Repeat Identity Endpoint ID Endpoint P Authenticat Authorizati Authorization Profiles IP Address
) S 74
May 23,2017 02:37:39.838 PM . a 0 CC Linksys-Dev Default>>D. Default >> E I PermitAccess Em:\‘:-i«esl l 20.1.10.102 l
May 23, 2017 02:30:33.557 PM [ ] o) ) employee3 FF0:BB:83 Linksys-Dev Default>>D. Default>> E PermitAccess Employees 20.1.10.101

Step 10 To validate the Security Group assignment of the client Employee4 on the WLC navigate to Monitor >
Clients and click on Client MAC Addr for the details
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CIsco MONITOR ROLLER

Monitor Clients > Detail

Summa
o Max Number of Records

Access Points

General | AVC Statistics

Client Properties

»

» Cisco CleanAir
» Statistics
»
»

WIRELESS

[10 ] | clear AVC Stats

SECURITY

Saye Configuration  Ping

HELP  EEEDBACK

AP Properties

lllllllll
CIsCO.

Logout B

cop MAC Address AP Address 4
Rogues 1Pv4 Address AP Name Br
1Pv6 Address AP Type
Sleeping Clients AP radio slot 1d
Multicast WLAN Profile Remote-Corp-DMZ
» Applications WLAN SSID Remote-Corp-DMZ
P Data Switching
Local Profiling Authentication
Status
Association 1D
802.11 Authentication o sterr
Client Type Reason Code
Client Tunnel Type Status Code
User Name CF Pollable
Port Number CF Poll Request
Flex VLAN Name Short Preamble
VLAN ID 240 PBCC
Quarantine VLAN ID Channel Agility
CCx Version ot Supported B8 authactication

Step 11 Scroll down and look at the Security Information for the CTS Security Group Tag assigned to the client

Employee4, which is 4 (Employees)

Monitor Clients > Detail
Summa
v Max Number of Records |10 | Clear AVC Stats |
» Access Points
» Cisco CleanAir
» Statistics General | AVC Statistics
» CDP ) _
Security Information
» Rogues
Security Policy Yes
Clients Completed ==
Sleeping Clients Policy Type RSN (WPA2)
Multicast Auth Key Mgmt 802.1x
» Applications Encryption Cipher CCMP (AES)
» Lync EAP Type PEAP
Local Profiling SNMP NAC State Access
Radius NAC State RUN

CTS Security Group Tag 4 I

AAA Override ACL Name none

AAA Override ACL
Applied Status

AAA Override Flex ACL  none
AAA Override Flex ACL

Unavailable

Applied Status Unavailable
Redirect URL none

IPv4 ACL Name none
FlexConnect ACL Unavailabl
Applied Status avanabie

IPv4 ACL Applied Status Unavailable

IPv6 ACL Name none

IPv6 ACL Applied Status Unavailable

Step 12 Now from the WLC navigate to Security > TrustSec > Policy to see the newly downloaded SGACL

policies on the WLC for the Employees Security Group
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Saye Configuration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COl NDS HELP FEEDBACK
Security Entries 1 - 3 of 3 Refresh All |
Total SGT Authorization Policy count 3
v AAA
General Number of Number of
« RADIUS Policy Download clients with this Refresh Time Remaining to RBACLs for
Generation Id Status SGT Period(seconds) Refresh(seconds) D-SGT
Authentication
Accounting 0x00 Success 0 86400 33069 0
FD“:;“" 0x26 Success 2 86400 40690 7
Downloaded AVP fault-65535 0x01 Success 0 86400 33069 1
» TACACS+

LDAP
Local Net Users
MAC Filtering

v Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
Advanced EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth

v TrustSec
General
SXP Config

Local Policies

Step 13 Click on the D-SGT name Employees for the BLOCK_MALWARE SGACL pushed from ISE between
Employee Security Groups (S-SGT and D-SGT)

Security SGACL > Detail
v AAA
General SGACL Name Block_Malware
« RADIUS
Authentication Generation Id 0x05
Accounting SGACL Policy C bili IPv4
Fallback olicy Capablity
DNS Number of ACEs Associated 19
Downloaded AVP
» TACACS+
LDAP ACEs List Info
Local Net Users 1. deny udp src dst eq domain ~
MAC Filtering 2. deny tcp src dst eqg 3389
- Dlsab|ed‘C|lehF§ 3. deny tcp src dst eq 1433
User Login Policies 4. deny tcp src dst eq 1521
AP Policies 5. deny tecp src dst eq 445
Password Policies 6. deny tcp src dst eqg 137
7. deny tcp src dst eq 138
» Local EAP 8. deny tcp src dst eq 139
9. deny udp sxc dst eq snmp
Advanced EAP 10. deny tcp src dst eqg telnet v
» Priority Order 11. deny tcp src dst eq www

» Certificate
» Access Control Lists

Wireless Protection
Policies

» Web Auth

w TrustSec
General
SXP Config
Policy

Step 14 Now look for the IP-SGT binding information on Access Point using the below command. The endpoints,
which are connected to the Branch-AP that got a SGT would be seen below
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Step 15

Branch-AP#show cts role-based sgt-map all
Active IPv4-SGT Bindings Information
IP SGT SOURCE
20.1.10.101 4 LOCAL
20.1.10.102 4 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings

Active IPv6-SGT Bindings Information

IP SGT SOURCE
fe80::4937:6a00:95a7:f00e 4 LOCAL
fe80::b129:aelf:c787:173b 4 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings
Branch-AP#

To verify the SGACL permissions between the S-SGT and the D-SGT use the below command on the
Access Point

Branch-AP#show cts role-based permissions
IPv4 role-based permissions:
SGT DGT ACL

4 4 Block_Malware
5 4 Block_Malware
9 4 Allow_ICMP
11 4 Permit_IP
12 4 Permit_IP
14 4 Deny_IP
16 4 Permit_IP
65535 65535 Permit_IP
IPv6 role-based permissions:
SGT DGT ACL
11 4 Permit_IP
12 4 Permit_IP
14 4 Deny_IP
16 4 Permit_IP

65535 65535 Permit_IP

Branch-AP#

Block_Malware SGACL is downloaded to the AP and that would be invoked between the Employees (4) Security

Group
Step 16

Use the following CLI command on the Access Point to verify the SGACL content and the Access
Control Entries (ACEs)

Cisco Systems © 2017 Page 49




TRUSTSEC CONFIGURATION GUIDES

lllll"ll
Cisco

Step 17

Branch-AP#show cts access-1lists
IPv4 role-based ACL:

Allow_ICMP
rule 0: allow true && ip proto 1

Block_Malware
rule 0: deny true && ip proto 17 && ( dst port 53 )
rule 1: deny true && ip proto 6 && ( dst port 3389 )
rule 2: deny true && ip proto 6 && ( dst port 1433 )
rule 3: deny true && ip proto 6 && ( dst port 1521 )
rule 4: deny true && ip proto 6 && ( dst port 445 )
rule 5: deny true && ip proto 6 && ( dst port 137 )
rule 6: deny true && ip proto 6 && ( dst port 138 )
rule 7: deny true && ip proto 6 && ( dst port 139 )
rule 8: deny true && ip proto 17 && ( dst port 161 )
rule 9: deny true && ip proto 6 && ( dst port 23 )
rule 10: deny true && ip proto 6 && ( dst port 80 )
rule 11: deny true && ip proto 6 && ( dst port 443 )
rule 12: deny true && ip proto 6 && ( dst port 22 )
rule 13: deny true && ip proto 6 && ( dst port 110 )
rule 14: deny true && ip proto 6 && ( dst port 123 )
rule 15: deny true && ip proto 6 && tcp opt !ack && tcp opt fin &&

tcp opt !psh && tcp opt !rst && tcp opt !syn & & tcp opt lurg
rule 16: deny true && ip proto 6 && tcp opt fin && tcp opt psh &&

tcp opt urg
rule 17: allow true && ip proto 1
rule 18: allow true && ip proto 6 && tcp opt ack || tcp opt syn

Permit IP
rule 0: allow true

Deny IP
rule 0: deny true

IPv6 role-based ACL:

Permit IP
rule 0: allow true

Deny IP
rule 0: deny true

Branch-AP#

Ping the Employee4 IP address from Employee3 PC

C:\Users\employee3>ping 20.1.10.102

Pinging 20.1.10.102 with 32 bytes of data:

Reply from 20.1.10.102: bytes=32 time=4ms TTL=125

Reply from 20.1.10.102: bytes=32 time=3ms TTL=125

Reply from 20.1.10.102: bytes=32 time=7ms TTL=125

Reply from 20.1.10.102: bytes=32 time=5ms TTL=125

Ping statistics for 20.1.10.102:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum

3ms,

Maximum

7ms, Average

4ms
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C:\Users\employee3>

Ping should succeed as the Permit ICMP is enabled in the SGACL. Similarly, if you would try to access the
Employee4 PC through any other port (ex: 137 etc..) then the access would be denied.

Step 18  Validate the SGACL enforcement on the Access Point through the SGACL Counters command. To
check the counters between the Employees Security Group (4) use the following command on AP.

Branch-AP#show cts role-based counters from 4 to 4
IPv4 ACL: Block Malware

Packets Allowed : 4

Packets Denied : 5

Branch-AP#

Deny counters (Packets Denied) are incremented above due to the Port Scan on Employee4 PC on port 138 and port
139.

User to Datacenter Access Control with Wireless APs using SXPv4 and Inline Tagging

The User to Datacenter (North — South) segmentation is the most widely deployed TrustSec usecase. The critical assets
part of the datacenter are protected through TrustSec Software-Defined Segmentation. The Use Cases could be as
simple as providing differentiated access to the shared servers/services like Production and Development to enabling
compliance for PCI, HIPAA and other regulations through segmentation. This particular usecase will go through
SXPv4 and Inline Tagging configuration on the FlexConnect Access Point. By enabling either Inline Tagging or SXP,
AP can share the S-SGT of the wireless clients to the enforcement points (Switch, ASA) in the datacenter. Once the
enforcement device receives the IP-SGT bindings from the AP, it would download the SGACL policies for the S-SGT
and D-SGT and would do the enforcement. FlexConnect AP could even enforce the policy locally (ingress filtering)
through Inline Tagging and SXPv4 supporting bi-directional SXP with both SXP Speaker as well as Listener mode.

Note: It is best practice to have AP run Speaker mode while SXP peering with the Datacenter devices due to the scaling limitations. In the large
enterprise networks, it is ideal to run SXP on WLC instead of AP to share the IP-SGT bindings for North — South Segmentation.

Below are some of the TrustSec scaling limitations on the Access Points for this release.
Max Active SGTs AP can support are 50 IP-SGT entries. Max SXPv4 sessions APs can peer are 5. MAX number of

SGACL policies an AP can support are 50. Max ACEs within a SGACL are 16. WLC can support 50 Source and 50
Destination SGTs for SGACL policy download.

Figure 4: Topology showing User to Datacenter segmentation with SXPv4 between AP and DC Switch
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Destination Employees Contractors Development IP Address
Source Servers
5520 WLC 10.1.100.15
Block_Malware  Block_Malware Allow_ICMP Permit_IP Branch 3650 20.1.100.11
Branch-AP 20.1.30.101
Block_Malware  Block_Malware Deny_IP Allow_Web
Nexus 1000v 10.1.200.11

Development Server 10.1.210.10
Development Allow_ICMP Deny_IP Permit_IP Block_Web

Servers Production Server 10.1.210.20

Production Permit_IP Allow_Web Block_Web Permit_IP Employee3 20.1.10.101
Servers Employee4 20.1.10.102

The above topology shows two users Employee3 and Employee4 from Branch connected on a wireless network to a
FlexConnect Access Point. The AP (Branch-AP) physically connected to a wired switch (Branch 3650) is associated to
the WLC (5520 WLC) over CAPWAP. The Access Point (Branch-AP) would have the IP-SGT binding information
locally for those associated clients. AP would share those local bindings to the DC switch (Nexus 1000v) using either
Inline Tagging or SXPv4. Classification of servers (Production and Development servers) in the datacenter connected
to Nexus 1000v is done through Port Profiles. Inside the Port profile configuration, the Security Group Tag is defined.
As a VM (server) is powered on and the vEthernet port on the Nexus 1000V comes up, IP device tracking is used to
learn the IP-SGT mapping of the servers.

The IP-SGT bindings from Nexus 1000v would then be advertised to other SXP peers (Branch-AP). It also receives
the mappings from its SXP peers (Branch-AP) which could be further used for policy enforcement purposes. ISE
pushes the SGACLs to Nexus 1000v. Nexus 1000v downloads only specific SGACLs relevant for its Security Groups.
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Once enforcement is enabled the RBACL configured for the SGT, DGT pair is applied on the egress. From the above
policy matrix Employees would be allowed to access the Production Server but would only have ICMP access to the
Development Server.

Note: The basic ISE configuration, TrustSec configuration on Nexus 1000v and AP specific configuration is not covered here.

Step 1 Here is the command on the Branch-AP to see the IP-SGT binding information of the endpoints, which are
connected and got a SGT

Branch-AP#show cts role-based sgt-map all
Active IPv4-SGT Bindings Information
IP SGT SOURCE
20.1.10.101 4 LOCAL
20.1.10.102 4 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings

Active IPv6-SGT Bindings Information

IP SGT SOURCE
fe80::4937:6a00:95a7:f00e 4 LOCAL
fe80::b129:aelf:c787:173b 4 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings
Total number of active bindings
Branch-AP#

Step 2 Here is the command on the Nexus 1000v to see the IP-SGT binding information of the Production and
Development Servers.

10.1.210.20 with an SGT 11 and 10.1.210.10 with an SGT 12 are learned through Device Tracking when the VM is
powered-on

Nexusl1lO0Ov# show cts role-based sgt-map

IP ADDRESS SGT VRF/VLAN SGT CONFIGURATION
10.1.210.10 12 vlian:210 Device Tracking
10.1.210.20 11 vlan:210 Device Tracking
NexuslO00v#

Step 3 FlexConnect AP in Branch as configured in the earlier sections (WLC & AP configuration) should have
either Inline Tagging or SXPv4 peering with the DC switch (Nexus 1000v) to send the IP-SGT bindings.
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Wireless

v Access Points
All APs

w Radios

802.11b/g/n
Dual-Band Radios
Global Configuration

» Media Stream

All APs > Branch-AP > Trusted Security

AP Name Branch-AP

Base Radio MAC  2c:d0:2d:e0:c4:c0

Trusted Security

< Back I Apply |I

» Advanced CTS Override [Enabled +
Mesh Sgadl Enforcement %]
» ATF Inline Taging =
RF Profiles Total AP SXP Connections 1
FlexConnect Groups AP SXP State [Enabled
FlexC ct ACLs
e Default Password [sesene
Templates
SXP Listener Min Hold Time (seconds) 90
OEAP ACLs 7
. SXP Listener Max Hold Time (seconds) 180 |
Network Lists B .
SXP Speaker Hold Ti second 120
» 802.11a/n/ac peaker Hold Time (seconds) L .
» 802.11b/g/n Reconciliation Time Period (seconds) ‘120 ]
Retry Period (seconds) [120 ]

Application Visibility | Peer confio
And Control Peer IP Address [10.1.200.11
Lync Server Password Default
e av Local Mode Both <]
Timers
» Netflow Lo
» QoS
Peer IP Address  Source IP Address Password SXP Mode Listener Status
10.1.200.11 20.1.30.101 Default Both On

Speaker status

On

SXP Version
4

10.1.200.11 is the IP address of the Nexus 1000v and 20.1.30.101 is the IP address of the Branch-AP

Step 4

Tags in ASIC or through data plane

Below is the inline tagging configuration on the switch port where the Branch-AP is connected to send the

switchport mode trunk
spanning-tree portfast trunk
cts manual

policy static sgt 2 trusted

description "Connected to FlexConnect Branch-AP"
switchport trunk native vlan 230

Note: Tags could be propagated to the enforcement switches using Inline Tagging or SXP or both. With Inline Tagging the CTS manual
configuration needs to be enabled between switch-switch links all the way to the DC switch.

Step 5 Here is the SXP configuration on the Nexus 1000v to form peering with the Branch-AP

cts sxp enable

cts sxp node-id interface mgmtO

cts sxp default password <####>

cts sxp default source-ip 10.1.200.11

cts sxp connection peer 20.1.30.101 password default mode both vrf management
Step 6 Here is the Inline Tagging configuration on the Nexus 1000v connected to an upstream DC switch.
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Step 7

switchport mode trunk

switchport trunk allowed vlan 1-3967,4048-4093

cts manual
policy static sgt 2 trusted
role-based enforcement

no shutdown

system vlan 200

state enabled

vmware port-group

port-profile type ethernet UPLINK-TRUNK

Now that SXPv4 with both SXP Speaker and Listener is configured on Branch-AP, all the bindings from
the Nexus 1000v are learned by the AP.

IP SGT SOURCE

10.1.210.10 12 SXP
10.1.210.20 11 SXP
20.1.10.101 4
20.1.10.102 4

LOCAL
LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings =
Total number of SXP bindings =
Total number of active bindings =

Branch-AP#show cts role-based sgt-map all
Active IPv4-SGT Bindings Information

Active IPv6-SGT Bindings Information

IP SGT SOURCE

fe80::4937:6a00:95a7:f00e 4
fe80::b129:aelf:c787:173b 4

IP-SGT Active Bindings Summary

Total number of LOCAL
Total number of active
Branch-AP#

bindin
bindin

LOCA
LOCA

gs
gs

L
L

Production and Development server IP addresses and the respective SGTs are learned by the Branch-AP through SXP

Step 8

Similarly, Nexus 1000v switch learns the IP-SGT bindings of the Endpoints from Branch-AP

IP ADDRESS SGT
10.1.210.10 12
10.1.210.20 11
20.1.10.101 4
20.1.10.102 4
Nexus1l000v#

NexuslO0Ov# show cts role-based sgt-map

VRF/VLAN
vlan:210
vlan:210
management
management

SGT CONFIGURATION
Device Tracking
Device Tracking

SXP peer:20.1.30.101
SXP peer:20.1.30.101
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Step 9 To check the SGACLs and its Permissions downloaded by Nexus 1000v from ISE, use the below CLI

80
80

80
80

command

NexuslO0Ov# show cts role-based policy

sgt:4

dgt:11 rbacl:Permit IP
permit ip

sgt:4

dgt:12 rbacl:Allow_ICMP
permit icmp log

sgt:5

dgt:11 rbacl:Allow_Web
permit tcp src eq 80
permit tcp dst eq 80
deny icmp log

sgt:5

dgt:12 rbacl:Deny IP
deny 1ip

sgt:11

dgt:11 rbacl:Permit IP
permit ip

sgt:11

dgt:12 rbacl:Block_Web
deny tcp dst eq
deny tcp src eq
permit icmp log

sgt:12

dgt:11 rbacl:Block_Web
deny tcp dst eq
deny tcp src eq
permit icmp log

sgt:12

dgt:12 rbacl:Permit IP
permit ip

sgt:any

dgt:any rbacl:Permit IP
permit ip

NexuslO00v#

Employees have full access to the production server but only ICMP (ping) access to the Development server

Step 10 Use the below CLI command to check the RBACLs (ACEs) on Nexus 1000v
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NexuslO0Ov# show cts role-based access-list
rbacl:Allow_ICMP
permit icmp log
rbacl:Allow_Web
permit tcp src eq 80
permit tcp dst eq 80
deny icmp log
rbacl:Block_Web
deny tcp dst eq 80
deny tcp src eq 80
permit icmp log
rbacl:Deny IP
deny 1ip
rbacl:Permit IP
permit ip
NexuslO00v#

Step 11 Ping the Production Server IP address from Employee3 PC

C:\Users\employee3>ping 10.1.210.20

Pinging 10.1.210.20 with 32 bytes of data:

Reply from 10.1.210.20: bytes=32 time=4ms TTL=125
Reply from 10.1.210.20: bytes=32 time=3ms TTL=125
Reply from 10.1.210.20: bytes=32 time=7ms TTL=125
Reply from 10.1.210.20: bytes=32 time=5ms TTL=125

Ping statistics for 10.1.210.20:
Packets: Sent = 4, Receijved = 4, Lost =
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 7ms, Average = 4ms

C:\Users\employee3>

0 (0% loss),

Ping should succeed as the default Permit IP is enabled in the policy.

Step 12 Similarly, if you would try to access the Production Server through Web (http/https), the access would be
allowed.
htp://10.1.20.20/ x 4 — o x
€)a e Qse e ¥ A O =
Corporate Production Server
- .
-
@@
fellmS- -
o ‘@ f@» ® -
oy = 2 -
i'b & Auvdior
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Step 13

Validate the SGACL enforcement on the Nexus 1000v through the SGACL Counters command. To
check the counters between the Employees Security Group (4) and the Production Servers Security
Group (12) use the following command.

Nexusl1l000v# show cts role-based counters

RBACL policy counters e led
Counters last cleared
Counters last updated on

rbacl:Allow_ICMP

permit icmp log [0]
rbacl:Allow_Web

permit tcp src eq 80 [0]

permit tcp dst eq 80 [0]

deny icmp log [0]
rbacl:Block Web

deny tcp dst eq 80 [0]

deny tcp src eq 80 [0]

permit icmp log [0]
rbacl:Deny IP

deny ip [0]
rbacl:Permit IP

permit ip [32]
Nexusl1lO00v#

The counters for Permit IP would be incremented when Employee3 try to access the ICMP or Web

Step 14

Now from Employee3 PC ping the Development Server IP address

C:\Users\employee3>ping 10.1.210.10

Pinging 10.1.210.20 with 32 bytes of data:

Reply from 10.1.210.10: bytes=32 time=4ms TTL=125
Reply from 10.1.210.10: bytes=32 time=3ms TTL=125
Reply from 10.1.210.10: bytes=32 time=7ms TTL=125
Reply from 10.1.210.10: bytes=32 time=5ms TTL=125

Ping statistics for 10.1.210.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 7ms, Average = 4ms

C:\Users\employee3>

Ping should succeed as the default Permit ICMP is enabled in the policy.

Step 15

Similarly, if you would try to access the Development Server through Web (http/https), the access would
be Denied as the policy only allows ICMP.
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i Problem loading page x BN

@ The connection has timed out

The server at 10.1.210.10 is taking too long to respond.

o The site could be temporarily unavailable

* If you are unable to load any pages, check your computer’s network connection.

usy. Try again in a few moments.

= )
we ¥ A0

o If your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the

Web.

Try Again

n_x
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Step 16 Validate the SGACL enforcement on the Nexus 1000v through the SGACL Counters command. To
check the counters between the Employees Security Group (4) and the Development Servers Security
Group (12) use the following command.

Nexusl1l000v# show cts role-based counters

The counters for Allow_ICMP would be incremented when Employee3 try to access the ICMP

RBACL policy counters enabled
Counters last cleared:
Counters last updated on
rbacl:Allow_ICMP

permit icmp log
rbacl:Allow_Web

permit tcp src eq 80

permit tcp dst eq 80

deny icmp log
rbacl:Block_Web

deny tcp dst eq 80

deny tcp src eq 80

permit icmp log
rbacl:Deny IP

deny 1ip
rbacl:Permit IP

permit ip
NexuslO0Ov#

[4]
(0]
(0]
(0]
(0]
(0]
(0]
(0]

(0]
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Debugs on ISE, WLC and Switch
Debug SXP on ISE

To Debug SXP connections and bindings in ISE, the debug needs to be turned on the dedicated SXP node.

Step 1 In ISE, navigate to Administration > System > Logging > Debug Log Configuration
Step 2 Select the ISE SXP node

Step 3 Edit to enable the ‘Log Level’ to debug for the following Components: SXP and Replication Tracker

Debusy Leg Configuraton NFO
Colloction Flters "
pert Nt INFO prrt policy decision request pro G bryer redated meiages
INFO PGkt Messages

Rephication-Deployment INFO Logper related to Deployment Registeration, Deregistration, Sync and In
Repication-XGrowp WARN Logger relsted to JGrovp Node State

| Repiication Tracker DEBUG L rephcation relrted debig mewaces |
repornt INFO Debug reports on MAT nodes
RubeEngine-Amritutes INFO Addtional rule evaluation atributes In audit logging at DEBUG
RubeEngine-Polcy-IDGroups INFO Addtional policy vs i group audit kgging ot DEBUG
runtime-AAA WARN AMA runtime messages (prrt)
rustirme-confiy WARN A runtime configuration messages (pert)
rustime-boQging WARN Qustomer logs center messages (pert)
sami NFO SAML messages
scep INFO SCIP kg messages
wGthinding INFO SGT binding
sporsorportal INFO Sponser portal debug Mmessages
SAes INFO Swiss protocol intemal messapes

| s DEBUG SXP Ustoner messages 1
TC-NAC INTO TO-NAC kg messages
e runtime INFO Vunerabidty Assesament Rurlime =ewiages
v senvice INFO Vuinerabilty Assessment Senice messages
ves INFO Contest directony debug messages

Step 4 To download the logs in ISE, navigate to Operations > Troubleshoot > Download Logs
Step 5 Select the ISE node (SXP)

Step 6 Select the Debug Logs tab and scroll down to the Debug Log
Step 7 Look for sxp debug log files

Debug CTS on WLC

To Debug CTS on WLC, enable the following debug commands.

(Cisco Controller) >debug cts ?

aaa Configure the CTS AAA debug options.

authz Configure the CTS SG-ACL download debug options.
capwap Debugs for CTS policy download over capwap messages
env-data Configure the CTS environment data debugs.

ha Configure the CTS HA debug options.

key-store Configure the CTS Key-store debug options.

provisioning Configure the CTS PAC Provisioning debug options.
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sgt Configures SGT debugging for upto 10 sgt
SXp Configures the CTS SXP debug options
Debug CTS on Access Point

To Debug CTS issues on the Switches, enable the following debug commands.

Campus-AP#debug cts ?
enforcement Enable CTS packet level enforcement debugging
parser Enable CTS ACL parser debugging
SXp Enable CTS SXP debugging

Additionally, the following commands is handy in troubleshooting all the client related issues on AP

Campus-AP#debug client trace all
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