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Interfacing with Cisco ISE
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Introduction
Cisco ISE is a software package providing policy management to control network access. The purpose of

this document is to explain how to configure and administer the Tellabs OLAN system to interface with
Cisco ISE.

Applies To
This document applies to all Tellabs OLAN systems running OLT SR29.2 and EMS SR30.0 or above. Earlier

releases do not fully support Cisco ISE and are limited to simple access via 802.1x.

Enforcing Policy on OLAN using Cisco ISE
Cisco ISE

Policy Service

Tellabs OLAN OLT

RADIUS Access-Request

Access-Accept/Reject

-} MAB Client
802.1x Client ~
E /

Cisco ISE, or Identity Services Engine is an application that is able to characterize systems that are

discovered on the network and apply policies based on rule sets. This allows more consistent application
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of policy across the network. It also allows application of policy based on the user login or device type

which allows for dynamic configuration and allocation of resources in real time.

The Tellabs OLAN system has added support for integration with Cisco ISE in the SR29.2 and above
releases. OLT Releases prior to SR29.2 can be used, but only for simple 802.1x and granting of access to
the network. Also since OLT SR29.2 added support for MAB authentication for phones and 802.1x
authentication for PCs on the same port, it is typically best to have OLT SR29.2 or above.

The OLAN PAE or Port Authentication Entity interfaces with Cisco ISE for two different protocols:

¢ RADIUS - Remote Authentication Dial In User Service. This interface allows a switch to
transparently forward credentials from a user to the RADIUS server for authentication. The
RADIUS Server will either grant access via an Access Accept or Access Reject. Radius also
supports a mechanism to pass back the name of the policy to apply to the port via the FILTER-
ID attribute.

e COA - Change of Authorization is an extension to the RADIUS protocol to allow additional
updates to a port. RADIUS suffers from only being triggered by authentication requests and

cannot send updates in real time to the port. COA allows updates of the port in real time.

COA which is in SR29.2 and above supports the following messages for additional control:
e Session Re-authentication - Force re-authentication of a port.
e Session Termination — Allows terminating a user immediately from the network. RADIUS only

can terminate a user when it attempts to re-authenticate after the re-authentication timeout.

Session Termination with Port Shutdown — Terminate a session and shut off the port

afterwards. This prevents further access after the session is terminated from that port. Admin is

required to manually admin the port up before it can be used again. This can be used in highly
secure areas to prevent further attempts to access the port.

e Session Termination with Port Bounce — Terminate the session and disable/re-enable the port
to restart authentication and restart with a new session.

e Session Policy Push — COA can push a new policy to a port at any time using the Session Policy
Push. This allows changes to take effect immediately rather than waiting for the next re-
authentication attempt from the Port.

e Session Re-authentication with rerun — Force Re-authentication with the configured

authentication method from the beginning. This is not supported by Tellabs in the current

release.

Session Re-authentication with last — Force Re-authentication using the last successful method

of authentication. This is not supported by the Tellabs system in the current release.

Additional general information on RADIUS authentication, support and configuration can be found in the
AppNote ENG-010428 Configuring Policy Via RADIUS Authentication. This document explains the basic
operation of RADIUS and how to use RADIUS to distribute policy via the RADIUS FILTER-ID attribute.

See Tellabs.com for more information about Tellabs Solutions 2
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The following table outlines the Tellabs OLAN product support for Cisco ISE Features:

Session Termination

Session Termination with port bounce
Session Termination with port shutdown
Session re-authentication

Session re-authentication with rerun
Session re-authentication with last
Session Policy Push CoA

URL Redirect (Dynamic

802.1x/MAB

Profiler without CoA

Profiler with CoA

Posture

Guest/BYOD

NN

B<B<BE<H

Cisco ISE Configuration for Tellabs OLAN

Cisco ISE documentation should always be consulted first to get the latest up to date information about
configuration of ISE features. This example configuration shows one example of how to configure ISE to
interoperate with Tellabs OLAN. This section only details configuration of components that are unique to
Tellabs OLAN. It does not cover full configuration of Cisco ISE and Cisco manuals and documentation

should be consulted for Cisco ISE configuration.

Load Tellabs RADIUS Dictionaries

In later versions of Cisco ISE, the Tellabs Dictionary will be included with the ISE install. If your Cisco ISE
instance does not include the Tellabs RADIUS Dictionary will need to be loaded.  You can determine if
the Tellabs Dictionary is loaded by looking at:

Policy->Policy Elements-> Dictionaries,

then expand the System Folder->Radius-> and double click on RADIUS Vendors, look for Tellabs

See Tellabs.com for more information about Tellabs Solutions 3
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RADIUS Vendors
J Edit SkAdd | Y Delete | guimport g Export
[] Name Vendor ID Description
] Airespace 14179 Dictionary for Vendor Airespace
[l Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucen
[l Aruba 14823 Dictionary for Vendor Aruba
[] Brocade 1588 Dictionary for Vendor Brocade
[l Ccisco 9 Dictionary for Vendor Cisco
[l Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM
[l Cisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN30
[l Hac 25506 Dictionary for Vendor H3C
[] HP 11 Dictionary for Vendor HP
(] Juniper 2636 Dictionary for Vendor Juniper
[] Microsoft 311 Dictionary for Vendor Microsoft
[l Motorola-Symbol 388 Dictionary for Vendor Motorola-Syn
[l Ruckus 25053 Dictiopary, for Vendor, Ruckus
@ Tellabs 1397 Dictionary for Vendor Tellabs j
] wispPr 14122 Dictionary for Vendor WISPr

If the Tellabs entry is missing, then the Tellabs ISE Dictionary will need to be added. It can be

downloaded from the Application notes section of the Tellabs Website.

Click on the Import button, choose the dictionary.tellabs file that was downloaded and add it to Cisco ISE.

You should then see the Tellabs dictionary listed.

Creation of Network Device Profile for Tellabs OLAN

ISE should first be configured to add a Network Device Profile for Tellabs. Tellabs OLAN is being added
to the Cisco ISE and in future releases of ISE this step should not be necessary. Additionally, the Tellabs

Application Notes site has a sample Tellabs Profile XML file that can be used to import.

The Tellabs Network Device File can be imported into Cisco ISE using the following procedure:

Administration-> Network Resources -> Network Device Profiles -> Import using the file "Tellabs-ISE-

Network-Device-Profilexml” downloaded from the Application Notes site.

See Tellabs.com for more information about Tellabs Solutions
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P System

» Network Devices

Network Device Profiles

4
¥

O 0O 00O CIELE LT O LIRSS

]
cisco

Identity Services Engine

b |dentity Management

Network Device Groups

Home » Context Visibility » Operations b Policy

* Network Resources » Device Portal Management  pxGrid Servic

MNetwork Device Profiles Exiernal RADIUS Servers RAD

Edit <=Add  [fyDuplicate g Import @ Cisco Communities Import @ Export Selected | € Delete Se

Name

4 Tellabs

1'1- Tellabs  Criginal

[=] AlcatelWired

(2] ArubaWireless

[+ BrocadeWired

&k Cisco

[ HPWired

[=] HPWired SNMP_CoA

[7) HPWireless
MotorolaWireless

il RuckusWireless

-

Description

Profile for Tellabs switches

Profile for Tellabs network access devices

Profile for Alcatel switches

Profile for Aruba wireless network access devices
Profile for Brocade switches

Generic profile for Cisco network access devices
Profile for HP switches

Profile for HP switches with no RADIUS CoA
Profile for HP wireless network access devices
Profile for Motorola wireless network access devices

Profile for Ruckus wireless network access devices

If you need to manually add the Network Device Profile, it can be added via: Administration->Network

Resources->Network Device Profiles menu using the Add button.

See Tellabs.com for more information about Tellabs Solutions 5
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Description | Profile for Tellabs switches
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£

lcon | -C.hange-i-con... '”.-S_et"To Defauit | i
Vendor Cisco
Supported Protocols
RADIUS v
TACACS+
TrustSec |

RADIUS Dictionaries Cisco Tellabs

Update the following fields in the Main section of the profile:
e Name: The profile should be named Tellabs.
o Description: Profile for Tellabs Devices
e Icon: Update with Tellabs icon.
¢ Vendor: Other
e  Supported Protocols: RADIUS
¢ RADIUS Dictionaries: Add Cisco, and Add Tellabs

The Tellabs Icon { is included here for use in the profile definition:

&

Tellabs_Icon.jpg

(Right Click, Packager Shell Object->Activate Contents, then save it or download this file from the
Application Notes Section of the web site.)

See Tellabs.com for more information about Tellabs Solutions 6
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Then update the following fields within the Templates Section:
» Authentication/Authorization

» Flow Type Conditions

¥ wired MAB detected if the following condition(s} are met :

i: |Radius:NAS-Port-Typs 0| = |Ethernet (]

i [Radius:Service-Type ©| = [call check Q| =

L Wireless MAB detected if the following condition(s) are met

% \Wired 802.1x detected if the following condition(s) are met -

i |Radius:NAS-Port-Type O = [Ethermnet ]

i |Radius:Service-Type 2| = |Framed ~]

I Wireless 802 1x detected i the following condition(s) are met

¥ Wired Web Authentication detected if the following condition(s) are met :

: [Radius:NAS-Port-Type 2| = [Ethernet 2]

|Rad|'us:5er~.r]ce—Type Q| = |Login ()

—! Wireless Web Autheniication detecied if the following conditionis) are met

e  Authentication / Authorization
o  Check Wired MAB detected if the following conditions are met:
= RADIUS: NAS-Port-Type = Ethernet
=  RADIUS: Service Type = Call Check
o  Wireless MAB/802.1X is unchecked as the wireless devices handle MAB and OLAN only
acts as transport not as the PAE.
o  Wired 802.1x detected if the following conditions are met
=  RADIUS: NAS-Port-Type = Ethernet
=  RADIUS: Service-Type = Framed
o  Wireless 802.1x is handled by the Wireless AP and is left unchecked.

See Tellabs.com for more information about Tellabs Solutions 7
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o  Wired Wed Authentication is checked and the following attributes set:
=  RADIUS: NAS-Port-Type = Ethernet
= RADIUS: Service-Type = Login
o  Wireless Web is provided transparently and is not a portion of the Tellabs Device
Profile and would be addressed by the Device Profile of the wireless devices.
e Host Lookup (MAB)
w Attribute Aliasing

831D
+ Host Lookup (MAB)
#| Process Host Lookup
¥ Via PAPIASCI
Check Password
#| Check Calling-Station-ld 2quals MAC Address
Via CHAP
Check Password
Check Calling-Station-1d equals MAC Address
¥ ia EAP-MDS
Check Password
#| Check Calling-Station-ld 2quals MAC Address
o  Check Process Host Lookup
=  Via PAP/ASCII
e Uncheck Check Password
e Check Check Calling-Station-ID equals MAC Address
=  Leave CHAP unchecked
= Via EAM-MD5
e Uncheck Check Password

e Check Check Calling-Station-ID equals MAC Address

e  Permissions

» Permisssions

¥ Sot VLAN

* IETF 802.1X Attributes

" Unique Attributes ¢

¥l set ACL [Radius:Filter1D ©|d

See Tellabs.com for more information about Tellabs Solutions 8
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o  Check Set VLAN

= Select IETF 802.1X Attributes
o  Check Set ACL

=  Select RADIUS:Filter-ID

See Tellabs.com for more information about Tellabs Solutions 9
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e CoA
= Change of Authorization (CoA)

Cob by RADIUS - |

* Default CoA Port | 3795 i
* Timeout Interval seconds

* Retry Count

Send Message-Authenticstor
Disconnect

¥ RFC517R

; |Radius:Acct—Terminate-Cause o = |Mmin Resst b |
' |Radius:Calling-Station-ID 2] =0 |
¥ Port Bounce
|Radius:ﬁcct—Termir;ate-Cause ' | = |Adm1n Resst -_~| = d}-
' |Radius:Calling-Station-ID o =o O - 4
i |Te||:abs:leabE—.WPair | = |suhscrit-er:C{:mmand=bcunce—hcs O == o
¥ Port Shutdown
 |Padius:Acct-Terminate-Cause | =|Admin Reset
|Radius:Calling-Station-1D 2] =0 O
|Te||'abs:Tellahs—A‘.-'Pair . | = |subscriber:ccmmand=disable—hos! \.-l
Re-authenticate
¥ Basic
' |Radius:Calling-Station-ID 2 =n O] = &
'|Te|[ab5:TEikahs—A\-'Pair | = |subscriheq':command=reauﬂ1ent:ic; | -— -4}-

See Tellabs.com for more information about Tellabs Solutions 10
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Rerun

Last

CoA Push

) RFC 5176

|[radius:Calling-Station-1D | =[o |

o Set to COA by RADIUS
= CoA Port: CoA Port is configurable and must agree with the Tellabs Network
Device setting. The default on Cisco ISE is 1700 (and for ISE versions 2.0, 2.1,
2.2, 2.3 MUST be 1700 when you have a distributed Cisco ISE Instance with
PANs and PSNs due to an ISE issue). The default in the standard and on
Tellabs equipment is 3799.
=  Timeout Interval 5
= Retry count 2
*= Enable Send Message-Authenticator
o  Check Disconnect
»  Check RFC5176
= Add RADIUS:Calling-Station-ID=0
= Add RADIUS:Acct-Terminate-Cause=Admin Reset
o  Check Port Bounce
*= Radius:Acct-Terminate-Cause = Admin Reset
* Radius:CallingStation-ID=0
= Tellabs:Tellabs-AVPair=subscriber:command=bounce-host-port
o  Check Port Shutdown
* Radius:Acct-Terminate-Cause = Admin Reset
*= Radius:Calling-Station-ID=0
* Tellabs:Tellabs-AVPair=subscriber:command=disable-host-port
o  Re-authenticate
= Check Basic
e Add Radius:Calling-Station-ID=0

e Tellabs:Tellabs-AVPair= subscriber:command=reauthenticate

See Tellabs.com for more information about Tellabs Solutions 1M
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o COA Push
= Check RFC5176
*= Add Radius:Calling-Station-ID=0

o Redirect

+ Redirect

TYPE | Dynamic URL

|Cisc-:::cisc-::—au—pair ) | . uri-redirect=5{URL}

Dynamic URL Parameter
®) Session ID
T) Client MAG Address

) None

Redirect URL Parameter Names

Client IP Address | |

Client MAC Address | client_mac |

QOriginating URL | redirect |

Session ID | sessionld |

szio [ wlen |

= Accept all the defaults
e Type: Dynamic URL
e  Cisco: cisco-av-pair: url-redirect=${URL}
e Select Session ID in the Dynamic URL Parameter
e Client IP Address: Blank
e Client MAC Address: client_mac
¢ Originating URL: redirect
e Session ID: sessionld
e SSID: wlan

Creation of Network Device for Tellabs OLAN

The Creation of a Network Device will allow Cisco ISE and the Tellabs OLT to communicate for the
purposes of authorizing users via the RADIUS interface. A Network Device needs to be created for
each OLAN OLT. Creation of a network device is done from the menu:

Administration->Network Resources->Network Devices->Add

See Tellabs.com for more information about Tellabs Solutions 12
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"dhey Identity Services Engine Context Visihiity  » Operations » Policy  [ERSERSTSIEUSN
¥ Systemn b dentity Menagament | v Metwork R &5 ¢ Device Ponal Management  paGnd Seraces  » Feed Senace » PasswelD  » Threat Centnc NAC
= Network Devices  Metwork Device Groups  Netwark Device Profies  External RADIUS Servers  RADIUS Server Sequences  MAC Manapers  External MOW » Location Semvices
L]
Netwaork devices Pesoks
Network

Defaull Device

* Device Profile | 4l Tellabs | » | @

Model Name [ - |
Software Version |:|
* Network Device Group

Device Tvpe: [Tellabs OLAN Ll S P

Location [ Locatiors © | [SetToDefault

e Name: Enter the logical name of the OLT here.
e Description: Enter the description of the OLT.
e |IP Address: Enter the management IP of the Tellabs OLT.
e Device Profile: Select the Tellabs Network Device Profile created earlier.
e Model Name: Leave Blank
e Software Version: Leave Blank
e Location: Set as appropriate to allow access at the appropriate locations.
e Device Type: Set as Tellabs OLAN
Then enter the RADIUS Authentication Settings:

See Tellabs.com for more information about Tellabs Solutions 13
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v RADIUS Authentication Settings

Enable Authentication Settings
Protocol RADIUS

* Shared Secret | 4ueee | [ Show |
Enable KeyWrap [ i
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

CoA Port | 37qg | | Set To Default |

e Radius Checkbox: Check the radius checkbox to enable a RADIUS interface to the Tellabs
OLT.

o Shared Secret: Enter the RADIUS secret/pre-shared key that will also be entered into the
Tellabs OLT and used for authentication of RADIUS requests.

e Enable Key Wrap: Leave Unchecked.

e Key Encryption Key: Leave blank.

¢ Message Authenticator Key: Leave blank

o Key Input Format: Key can be entered in either ASCII or Hex.

e CoA Port: CoA Port is configurable and must agree with the Tellabs Network Device Profile’s
setting. The default on Cisco ISE is 1700 (and for ISE versions 2.0, 2.1, 2.2, 2.3 MUST be 1700
when you have a distributed Cisco ISE Instance with PANs and PSNs due to an ISE issue).

The default in the standard and on Tellabs equipment is 3799.

See Tellabs.com for more information about Tellabs Solutions 14
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« SNMP Settings

* SNMP Version |5 v

* SNMP RO Community

Show |

SNMP Username

Security Level v

Auth Protocol -

2

Auth Password Show

Privacy Protocol -

Privacy Password Show

* Polling Interval | 600 | seconds (Valid Range 600 to 86400 or zero)

Link Trap Query
MAC Trap Query

* Originating Policy Services Node | cjgcoISE -

The SNMP settings are optional. At this time Cisco ISE does not make effective use of Tellabs

SNMP Data for profiling purposes.

SNMP Version: 2c.

SNMP RO Community: Type in the community string that was configured on the EMS on the
SNMP interface.

SNMP Username/Security Level/Passwords: Not needed in SNMP2c (note if SNMPv3
selected, this is required).

SNMP Polling Interval: Set to desired polling interval, recommend that minimum value is 600
seconds.

Link Trap Query: Check This.

MAC Trap Query: Check This.

Originating Policy Services Note: Select the name of the Cisco ISE PSN instance, in this

case it was named CiscolSE.

Creation of Network Device Type Tellabs OLAN

Under the Administration->Network Resources->Network Device Groups->All Device Types add a

network Device Group for Tellabs OLAN:

See Tellabs.com for more information about Tellabs Solutions 15
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‘hets Identity Services Engine Home » Operations » Policy COERTE  ~ Administration » Work Centers

» System  » Identity Management ~ MNetwork Resources » Device Portal Management  pxGrid Services  » Feed Senvice » |dentity Mapping

¥ Metwork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences NAC Managers  External MOM b Loc:

Network Device Groups Network Device Groups
|64 p] Selected 0 | Total3
= = fva-
ik e Edit =pAdd [fyDuplicate Delete »  Show [all '|| b1
v [ Groups T Descripti
Name e ription
> & All Device Types D o &
B, O cisco Switch Device Type Cisco Switches
. All Loc ations
O Tellabs OLAN Device Type Tellabs OLAN
O wee Device Type Wirsless LAN Controller

Network Device Groups = All Device Types > Tellabs OLAN

Network Device Groups

*Name [ Tellabs OLAN |

Description |Te||ab5 OLAN |

*TYPe | pevice Type

Then add all the Tellabs OLAN OLTs that are in the network to this Network Device Group:
Network Device Groups

*Name | Tellabs QLAN |

Description | Tallabs OLAN |

*T¥Pe | Device Type
Save Reset

Group's Network Devices
Selected O | Total § @r ﬁéﬁfa i

=‘E|':|Add v E[‘_‘jl'v’b-:e ¥ Remove to roct type Show | All "” ?
Name « | IP/Mask Dascription

] CORP-1150 10.50.0.50/32 CORP-1150

(] CORP-1150-SECOMDARY 172.28.128.92/32 CORP-1150-SECONDARY

(] DMW-NE146 172.28.125.146/32 DMW Tellabs OLAN 1134

[] DMW-NESGE 172.28.125.56/32 DMW Tellabs OLAN 1150

] DMW_NE21 172.28.126.21/32 DMW Tellabs OLAN 1134

Add Policy Set

See Tellabs.com for more information about Tellabs Solutions 16
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This section will demonstrate how to create a Policy Set that references the Network Device Group that
we just created. This allows you to associate a Policy Set with a specific Tellabs OLT Instance which was
specified above in the Network Device's Device Type. This allows separate treatment of policy for Tellabs

OLAN and more specifically for specific OLT Instances. This is located under Policy -> Policy Sets.

sk Identity Services Engine

Boicy Sefs | Broming Feetw  Cliem Provisoning  » Rolicy Elements

o ) [Define the Policy Sets by cantguring
Seroh policy names & cesrpons. ) | For Pulicy Expart go ta Admirisiratien

T X s rame

o e an e 128 hand sic {0 change the order
Folcy Siport Fage

‘Conamans

= ] “Tetane OLAN Py catfor Tesans OLAN Tests OLAN e
| Summary of Policies s
ot st o putces + Authentication Policy
T Global Exceptions
Auies s e B ws o Ve UAS OR Allow Protoccie © Defaut Netwark Acoess ang =
Wrmicis MAS
" B omn 152 AD_Then Local
B Aigomx u Vureq sz 1% OR AW POEDi - DA NEMOTK ACCRER ana e
Vireigie_WAS
B oemn 12 AD_Tren_Lacal
= B Amn o rea_Aamin Al Protocele - Defaut Netwatk Acoasa ana e
B e e AD_Then_Lozal
B CeteaRusromson)  AtowSrocds - DetmNelokAcosss  and uss el sers e
* Authorizstion Palicy
» Excaptions (0)
smne  Rusnams (COnaRON: (EnSy QIOUps andofer conaRons) Pemseon:
B e g compsnce S TELLABS-MRED-UNANONN em
_Unkndn
B e g van_comp TELLASS-WIRED-NOM- e
an CTMPLIANT
NonGompiar
B e v compsnt Taians v Usars 1ran  TELLABS-MRED-COMPLIANT il
‘Session PosturESiiue EQUALS Complant
Bl Telats Wred Adminkial ' OORPAMRED-TELLABS-ADMIN #o1 CORPAMRED-ADMINTRATIE o
w
@  Totave Cusst (Sponsared) ‘GusetType_Confractor (detautty ne Tekabs_Gussl Fiterid Eatie
B Tetate Gussl (Sel- O Gt Fion e TeEMNe GuesUEWeOW . Ele

Under the Policy -> Elements -> Condition -> Authentication -> Compound Conditions add an
Authorization Compound Condition for Tellabs-OLAN.

shabs. |dentity Services Engine

Home ¥ ConExVisney b Opemsans
Pollcy Set:  Profiing  Pogtwe | Chent Provieloring |~ Oolicy Ements

Ciclionares = Conditians ¥ Resuls
—

-]
TR Ausheniization Compound CondiBion Ligt > Teliabs-DLAN
Authentication Compound Conditions
Sample Conaitions: “Mame [Telabs-OLAN ]
EEmpaun o & mantition o maich mequests fram Tellabs OLAM saithes
Descriglion
+ Authorizathon
Fam Condition Name Exprassion
+ Posturs DEVICE, Devic [ | | 2 0mic=1e
= DEVICE:Device Type :

T, [ - JE=SS [ Al Device Types#Tellabs OLAN
¥ Common

Example Authorization Profiles with Filter-ID
This section will give several Authorization Profiles examples which demonstrate two different mechanisms
for using Filter-ID to configure the Service Profile on a UNI port of an ONT attached to the Tellabs OLT.

This Authorization Profile will give an example of selecting a specific service profile on the Tellabs OLAN
System.

See Tellabs.com for more information about Tellabs Solutions 17
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AlANCrESton Brofiss = Tellabs-FliteriD-Match-Examale
Authorization Profile

o R e —

Daecriptian | This profile will causs Tellabe OLT to o=sech for mafch for DATA in'beginning of profie name,

“AzoRsETYER [accese accept -]

Hetwork Diavies Profls 4 Tellabs[ | =

Sapdce Tempate [
Track Movement [

P3ssive |dentity Tracking [

* Common Tasks

[ DAL MName

O ace (Aiterm

O wien

[ wole= Domatn Pamiissien

* Advanced Atributes Settings

|Radtive:Fitter-10 O] = [TLAB:PROFILE-MATCH=DMTA ]

|Raciis:Filtmr-1D 2| = [TLa8-PROFE E-A0 =TEU 8RE-PE: ]

* Attributes Detsils
Arees Type = ADCESS ANTEAIT
Semion-Timeoul = 3500
Terminztion-Adion = RADDUS-Rague=f
Fittes-ID = TLAB:PROFILE-MATCH=DATA
Fiker-I0 = TLAE-PROFILE-ACL=TELLART-PERMIT-ALL
e Name: Name of the Authorization Profile.
e  Description: Enter a description of the profile.
e Access Type: Select Access Accept
¢ Network Device Profile: Tellabs
e Advanced Attributes Setting
o  Add RADIUS:Filter-ID=TLAB:PROFILE-MATCH= <Service Profile Name> where in this
example the service profile name to be communicated to the Tellabs OLT needs to be
with DATA for a successful profile match. As an example, it might match to Service
profile DATA-VLAN2995 that is in the NAC profile on the port.

= PROFILE-SVC does an exact match.

See Tellabs.com for more information about Tellabs Solutions 18
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=  PROFILE-MATCH will look for a profile that has the MATCH phrase at the
beginning.
= PROFILE-ACL will add an ACL Profile to the selected Service Profile so that
proper ACLs will be enforced on the line.
With this Authorization profile when a port is authorized, it will send back an Access-Accept message with
a MATCH PROFILE name of DATA and find the Service profile DATA-VLAN2995 as a match. This will

properly configure the port with all the proper service profile attributes.

Using Service Profile-Match for Generic Policies
The Tellabs OLAN system supports a vendor specific extension of the Filter-ID field to allow a more

generic method for configuring the system. This Filter-ID extension causes the system to do a search of
the profiles assigned to a port and look for a prefix match. The system will then assign the profile to the
Ethernet port. This allows for much more generic rules in RADIUS and policy engines like Cisco ISE to

remove knowledge of specific VLAN IDs.

The syntax for this is as follows:

TLAB:PROFILE-MATCH= <Service Profile Name Prefix>

Where <Service Profile Name Prefix> is the substring you want to match at the beginning of the profile
name. Then the service profiles would all be named based on their logical function rather than the

specific profile for that port. (ex. Camera, Data, Guest, Printer, Security, Video, Voice).

See Tellabs.com for more information about Tellabs Solutions 19
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Floor 2
Data VLAN 20
Phone VLAN 21

Floor 1
RN | i Data VLAN 10
: Phone VLAN 11

[

You might have for each floor of a building two VLANSs, one for Data, and one for phones. These VLANs

are specific to a geographic location, but logically there is a phone and data VLAN per floor.

In the EMS, all ports on the first floor would be assigned with a NAC profile with all VLANs used on that
floor.

See Tellabs.com for more information about Tellabs Solutions 20
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i Sl = Bl LT e A
4L Create Ethemet Port NAC Profile

Profile Mame |Floorl
Maximum Managed MACs (15 il
Access Violation

[[] Auto Disable

Auto Re-Enable Timeout (sec) E
Default WLAN

Enable Default WLAN

| 4

Data-Floorl
Service Profile Data-Floarz

[

Data-Phone
Dummy -1 -
Guest VLAN
[[] Enable Guest VLAN Startup Delay {sec}éé&
1eaM_1eeM -
11@-18 E
Service Profile 118-166 =
118-1681
118-1682 -
MAC Byvpass

[] Enable MAC Bypass Startup Delay (sec) %iﬁ

Auth Method [PAP (MAC as Credentials)
Username Password

PAE Dynamic Service
[[] Enable PAE Dynamic Serwice

Enable Filter ID Enable Tunnel

| Enable Egress VLAN ID

Authorization Failure

Apply ] [ Cancel
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Then assign floor 1 profiles to a NAC profile which you assign to ALL the ports on floor 1. You can
multi-click the profiles by <Ctrl> clicking them.
= = e S I P et ey — i
4L Create Ethemet Port NAC Profile ==
Profile Name |F1oorl | 12
Haximum Managed MACs |16
Access Violation
[[] Auto Disable Autc Re-Enable Timeout (sec) :3@3
Default WLAN
Enable Default VLAN
F

service Profile

Guest VLAN

service Profile

MAC Bypass

Auth Method

Username
PAE

[

PRINTER-MVE@2
PROD-1131-data-268

Phone-Floorl

Phone-Floor2

[[] Enable Guest VLAN

[[] Enable MAC Bypass

Enable Filter ID

Q05-Port@l- XChNel

|'|

-

Startup Delay {SEC]EQG

m

1eaM_1eeM
118-10
118- 180
118- 16801

1ia-1e82

m

Startup Delay (sec) %i@

PAP (MAC as Credentials)

Password

Dynamic Service

Enable PAE Dynamic Serwvice

Enable Tunnel

| Enable Egress VLAN 1D

Authorization Failure

Apply ] [ Cancel

See Tellabs.com for more information about Tellabs Solutions
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4 Profies =

ACL | DSCP Mapping| LLDP! NAC | PAEl F‘uEl PONI F‘artl RADIL!Sl RSTPl Service

Gle]x e ]olelolald]

Profile/Template List Attributes

(Brofile ianes | Profile Name Floorl B
Enseo_STB-1 * Maximum Managed MACs 16

FF-1VLAN ) )

EE-BVLAN Auto Disable Disabled
FF-ISP-NAC Dynamic Service

FF-NAC-288 Provisioning Methods

F=NAES LRGN Default-VLAN Enabled
Floorl

Gli-172-28-75-x-NNIPTV-noACL Data-Floorl
GW-4818- NN Phone-Floorl
G- 581 - NN

mn

GW-CEBR1_388M
GW-DV-GV-Dataandveice
GW-Fixed-DataandvVoice
GW-NNIPTV-VLAN1ES
GW-NVEe8-IPTV-data-voice
GW-NVE88-5V188-NNIPTV
GW-NV6B2-IPTV-data-voice e o
Gh-NVEBZunta-IPTV MAC-BYPASS Enabled
GW-NV683-IPTV-data-voice

Service Profiles

Startup Delay (sec) 38
GW-NV78@-untagged-NN L
GW-005-NV781-5v181 Authentication Method PAP (MAC as Credentials)
GW-0oS5-NV782-5V182 PAE-AUTH Enabled
thl-Doo Wvra3- U103 Filter ID Enabled
GW-V388-ACL i
GW-VLAN-2995-VOIP Tunnel VLAN Disabled
GW-VLANL-Up-untagged £ Egress VLAN ID Disabled
G- VLANTBZ- NNIPTV_dat.a i PAE-FATL Disabled
GW-VLANL@S5-NNIPTV _woice
GW-VT-mXCN =
S ——— T —

Enable either MAC Bypass (typically used for phones, printers, etc that don't properly handle 802.1x),
and/or PAE Dynamic Service. This will enable 802.1x on the port. If you have a PC and phone sharing
the port, you may need both enabled. Please consult the AppNote on RADIUS for further guidance on
detailed settings.

MAC Bypass

[#] Enable MAC Bypass Startup Delay (sec) :33
Auth Method PAP (MAC as Credentials) -
Username Password

PAE Dynamic Service

[#/] Enable PAE Dynamic Service
Enable Filter ID [[] Enable Tunnel

[[] Enable Egress VLAN ID
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Ports

m] UNI Status [ PO | Voice | Voice Status

AID User Label NAC Profile Port PoE R5TP PAE LLDP Admin State

Corp—Lnng—Hold—Time PoE_Enabled [CORP_RSTP_ENABLED |[CORP-PAE-Enabled |LLDP-PoE-Trim [Enabled |

Then from RADIUS you can just return a filter ID of either:
e  TLAB:PROFILE-MATCH=Data
e  Or TLAB:PROFILE-MATCH=Phone
The system will search for these prefixes for a match within the profiles assigned in the default VLAN

section of the NAC profile.

The user (or MAB MAC) will be authenticated to RADIUS. The Filter ID will be returned that corresponds
with that user. When the service profile reaches the OLAN system, it will search the port for a match on

the beginning of the profile name and apply the profile that matches. If it does not match, no action is

taken and the port remains without access.

Configuring Cisco ISE to use Profile Match
This section will illustrate how to create an Authorization Profile that supports a Profile Match operation.

This is located under Policy -> Policy Elements -> Results -> Authorization Profile.
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Ausinorizstion Praffes » Tellabs-Fliter]B-Match-Examale
Authorization Profile

“Mams | Tallsbs-SitarlD Match Exempie |

Dascrption | Thim proffe il cures Tedlsbe OLT o s=smch for mafch for DATA in' Deginning of profi= name.

“AcossE TYPE |aoress acceeT -]

Metwork Dievice Frofie o Teflabs| ~| =

Eapdee Tampatz [
Track Movament []

Passhve |dentity Tracking [

* Common Tasks

[J oAcL Mame
O act (Futeram)
[ wism

[ violee Damain Famission

* Advanoed Atributes Settings

|Radium Fitter-1D 2| = [nasProfiE-MaTcH=DaTe O]

[2adiue:Filter-1D | = [mas pror a0 =TRILARS PR O]

= Atkributes Details

Perees Type = A0CESS AOTEOT

Smmion-Timegul = 3800

Terminztion-Adion = RADIUS-Reguest

Flter-ID = TLAR:PROFILE-MATCH=DETA

Fifer-1D = TLAE-PROFILE-A0 =TEL L ARS-PERMIT-241

Authorization Profile attributes:
e Name: Enter Profile Name.
e  Description: Enter Profile Description.
e Access Type: ACCESS_ACCEPT
e Network Device Profile: Select previously created Tellabs Network Device Profile.
e Leave common tasks unchecked.
e Advanced Attributes Settings
o  RADIUSFilter-ID=TLAB:PROFILE-MATCH=DATA
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o  PROFILE-ACL will add an ACL Profile to the selected Service Profile so that proper ACLs

will be enforced on the line.

This will cause the OLT to look at all profiles configured in the Default VLAN section of the NAC profile
and find one that begins with the string "DATA", when it finds a match, that profile will be assigned. If
there is no match found, the MAC/802.1x device will not be connected to the network.

Allowed Protocols for Authentication
Tellabs supports all the allowed protocols defined in the current Default Network Access Profile and the

default profile can be used. This is located at Policy -> Policy Elements -> Authentication -> Allowed

Protocols -> Default Network Access

Allowed Protocols Services List > Default Network Access
Allowed Protocols

Name | pefault Network Access

Description | pafault Allowed Protocol Service

« Allowed Protocols

Verifying Selected Profile for a Port or Logged in User
You can verify the Service Profile that was assigned to a port in the Radius Accept-Accept message by

looking at the Dynamic Services menu item on an Ethernet Port.

Ports

W] UNI Status | PoN| veice | veice status]

PoE RSTP PAE LLDP Admin State
PoE_Enabled [CORP_RSTP_ENABLED |CORP-PAE-Enabled |[LLDP-PoE-Trim |Enabled
default default default default Disabled
default default default default Disabled
default default default default Disabled

Property

Dynamic Serwices

Profile and Admin State

Protocol

Select ONT in Tree

The dynamic services tab will show you the network VLAN that is assigned to the port from the services
profile, and the service profile that was selected. In this case Radius returned the profile name: DATA and
matched a profile named “DATA-NV2995" as the profile to be assigned to the port. This will be updated

dynamically based on whatever is returned from Radius.
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4L Ethemnet Port Services
Dynamic Services| -
NE IP Address J NE Target Ide... AID Network Vlan | Network Vian... Subscriber Vlan J Service Profile Name
172.28.125.146 DMW-1134-125.146 ETH1-1-1-2-4 2985 N/A untagged DATA-NVZ3395
Unigue VLAM Count: 1 Refresh ‘ | Close S

Troubleshooting Radius Requests
The first thing to remember about the radius requests is they will all go up the Management VLAN.

Ensure that you have a route from the management VLAN to the Radius server. If not, the EAPOL

requests will be blocked.

Authenticator

e | N
|
| ) .
PAE Statistics ‘ Diagnostics
Counters

There are two types of statistics for diagnosing what is going on with Radius authentication.
The PAE Statistics will cover the exchanges between the supplicant (end device) and the OLT for 802.1x.

The Diagnostics tab will contain the counters associated with the Radius Authentication exchange.

You can also use the PAE Counters to understand what is going on with the exchange between the
supplicant (end device), the OLT, and the Radius Server.
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You can get statistics for the PAE by going to the Ports View, right clicking on the port, and selecting PAE

Property from the right click menu.
| Ports

UNI [UNT Status | PON | Voice | vaice status|

AID User Label NAC Profile Port PoE RSTP PAE LLDP Admin State
ETH1-1-1-2-1 DMW-CORP- ... /Corp-Long-Hold-Time DMW-CORP... DMW-CORP-RSTP-... CORP-PAE-Enabled Corporate-L...Enabled
ETH1-1-1-2-2 DMW-CORP- . .. Corp-Long-Hold-Time DMW-CORP... DMW-CORP-RSTP-... CORP-PAE-Enabled Corporate-L... Enabled
ETH1I-1-1-2-3 DMW-CORP- ... Corp-Long-Hold-Time DMW-CORP... DMW-CORP-RSTP-... CORP-PAE-Enabled Corporate-L... Enabled

1-2-4 Long-Hold-Time [DMW-CORP. .. |DMW-CORP-RSTP-... |CORP-PAE-Enabled |Corporate-L,..|Enabled |

Property
Dynamic Serwvices

Profile and Admin State

Protocol 3 Port Authentication
Select ONT in Tree Spanning Tree

Link Layer Discovery

The Status Tab will give you the high level state of the Authentication Process:

Authenticator PAE State lets you know what the current state of the PAE State Machine

o Initialize - Generally a transient state. Can occur when the RADIUS server denies authentication,
the port's MAC is inoperable, or the state machine is initializing. Other transient states include
Disconnected, Connecting, Authenticating, Aborting, and Held. If any of these states are not
transient, contact your next level of support.

e Authenticated and Force Authentication - These states allow traffic to flow.

e  Force Unauthentication - blocks all traffic on the port.

The Backend Authentication State lets you know what is going on within the authentication process:
Displays the back-end authentication state received from the RADIUS server. Possible values
are:

e Request - The RADIUS server received an authentication request.

e Response - The RADIUS server has sent an authentication response.

e Success - RADIUS authentication succeeded.

e  Fail - RADIUS authentication failed.

¢ Timeout - Communication with the RADIUS server timed out.

e Idle - Following its initialization, the authenticator PAE is idle. It hasn't sent any authorization

requests yet.

e Initializing - The authenticator PAE is initializing.

The Authentication Controlled Port status lets you know whether the port is currently Authorized or

Unauthorized.

The Statistics Tab can be consulted to get more information to troubleshoot a connection.
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b pacProperty

| Configuration I Status E"St'é"'E':l".'Ef'{c

i Diagnosticsi

NE IP Address 172.28.125.146
NE Target Identifier |DMW-1134-125.146

AID [ETHI-1-1-2-4

Available MAC [28-D2-44-24-82-A7 =]

Received Frame Counter

EAPOL 21
EAPOL Start 1
EAPOL Logoft a
EAP Resp/Id .2
EAP Response 18
Invalid EAPOL (]

EAP length error |8

Transmitted Frame Counter

EAPOL {23
EAP Req/Id 3
EAP Request 128

Last EAPOL Frame Informaton

Version |81

Source 28-02-44-24-82-A7

[ Refresh ” Close J

If the Received EAPOL counter is incrementing it means the OLT received EAPOL requests from the
attached device on the port and is forwarding them to the Radius server. If the EAPOL counters are zero,
then no requests have been received from the end device. The first message sent from the Supplicant is
EAPOL Start, so this counter should be at least 1 if a request has been received. If this counter is zero,
ensure that 802.1x is enabled, and that the correct PAE profile is assigned to the port.  Please note
these counters are reset on every run of the state machine and the MAC will be zeroed when the state

machine starts over.

The Diagnostics Tab will give the results of the Radius / Authenticator exchanges between the OLT and
RADIUS. The most important counter to watch is the “Backend Authentication Successes” and “Fails” as

this will indicate whether the authenticator is allowing the supplicant access or not.
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4L PAE Property

| Configuration | Status | Statistics [Diagnostics

NE IP Address 172.28.125.146
NE Target Identifier |DMW-1134-125.146

AID [ETH1-1-1-2-2

Available MAC [28-D2-44-24-82-A7 -

Authentication Counters

Authentication Enters Connecting E! .ﬂ
Authentication EAP Logoffs While Connecting |8 (i}
Authenticaticn Enters Authenticating 2 :ﬂ
Authentication Success While Authenticating (2 i}
Authentication Timeout While Authenticating 9 :nﬂn
Authentication Failure While Authenticating 8 :0
Re-authentication While Authenticating e 'ﬂ
Authentication EAP-Starts While Authenticating 9 :ﬂ
Authentication EAP Logoff While Authenticating 9 :ﬂ-
Re-guthentication While Authenticated 11 i ]
Authenticaticn EAP-Starts While Authenticated B :ﬂ
Authentication EAP Logoff While Authenticated a (i ]
Backend Responses 28 :ﬂ
Backend Access Challenges IE :ﬂn
Other Backend Requests To Supplicant IS :ﬁ
Backend Mon MAK Responses From Supplicant E18 :ﬂ
Backend Authentication Successes 2 :ﬂ-
Backend Authentication Fails ] i}
Refresh J | Close

Other Applicable AppNotes
The following application notes should be consulted for further information relevant to RADIUS

implementation on the Tellabs OLAN OLT:
e ENG-010428 Configuring Policy via Radius Authentication
e ENG-010466 Multiple Radius Authentication Domains

Summary
The above configuration outlines Tellabs specific configuration. Outside of those elements the

configuration should follow typical Cisco ISE configuration rules.
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Technical Assistance
For further support, please contact the Tellabs 24/7 Technical Assistance Center (TAC) .

Take the next step. Contact Tellabs today.

+1.800.690.2324(24hrs) 18583 N. Dallas Pkwy

| ™
ﬁ’ te | Ia bS All other countries Dallas, TX 75287

+1 630 798 9900 USA

www.tellabs.com

TELXXXX 1/15
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