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Cisco Security Connector (CSC)

alvaln
cisco

Clsco Security Connector (CSC) Is a solution that was developed in conjunction with Apple that provides protection to users on enterprise-owned Apple IOS devices in supervised mode. The Apple and Cisco partnership is
the first of its kind to provide enterprise-ready Visibility and control for IOS users everywhere.

Anet-new, AP capability that Apple built for devices in supervised mode enables CSC to be transparent for end-users and complete for admin-users. End-users are not prompted to repeatedily authenticate, nor forced to use
a non-standard browser. They never experience delays or breaks in app usage nor see foreign geo content. Admin-users see all network activity via any app over any port o protocol by building upon IOS's content filtering
capabilities. The solution won't break apps by tunneling, proxying, and/or decrypting every network request

CSC supports two extensions:

1. Cisco Umbrella secures intemet access for IOS devices across all ports and protocols when on and off network, providing enterprises with visibllity and control for who goes where on the intemet. In particular, Umbrella
defends IOS users against phishing attacks and accidental browsing to bad sites. In turn, this protects data against exfiltration to malicious destinations, plus it provides security by encrypting intemet requests. Umbrella
enforces at the DNS layer, including support of IPv6-enabled cellular networks. In the Umbrella dashboard, mobile devices are separated for policies and reports.

2. Cisco Clarity provides visibility into all network connectivity from the device. Admins can audit all traffic flows by IOS users, apps, and system processes. In particular, this visibility is achieved before encryption by
leveraging IOS APIs to gain URL-level without SSL decryption—a with more apps using cert pinning. Clarity comrelates these flows into app and device trajectory views to facilitate incident
investigations, highlighting the most and least used apps used across all devices supervised by an organization—enabling admins and security personnel to identify policy Issues and security anomalies. The Clarity
portion of the AMP dashboard displays new app trajectory and report tabs for |OS devices to display this net new information. Just as with Umbrella, visibility is complete over any port or protocol, and supports IPv6.

MDM supervision was added by Apple in iOS 5 to allow greater control of enterprise-owned iOS devices similar to enterprise-owned Windows and Mac devices. Apple respects end-user privacy, so the Cisco Security
Connector can be used only on such supervised devices. The first release of CSC works seamlessly with the Meraki Systems Manager MDM, and others will be supported in later releases.

This demonstration Includes the Umbrella, Clarity, and Meraki components of the CSC solution, together with a simulated IOS device interactive demonstration. The demonstration is split into different scenarios that bulld up
the specific use cases which focus on the varlous use-cases and stages of the solution deployment. The scenarios use the various demonstration components as required

Use Case Use Case Highlights Demo Interfaces
Demo Guide Full step by step guide to this demo Demo Guide
CSC Overview Video Abrief video that provides an Introduction to CSC Video

Interactive 10S Device Demo Demonstrate how CSC helps businesses more effectively protect their  Interactive Demo

users on enterprise-owned Apple iOS devices in supervised mode

Umbrella Instant Demo Demonstrate how Cisco Umbrella provides the first line of defense Umbrelia
against threats on the Internet wherever users go.

AMP for Endpoints (Clarity) Instant Demo Demonstrate how Cisco Clarity provides visibility into all network Clarity
connectivity from the iOS supervised device, enabling admins to audit
all traffic flows by IOS users, apps, and system processes

Meraki Systems Manager Instant Demo Demonstrate how to deploy CSC through Meraki Systems Managerto  Meraki
10S devices in supervised mode, and then seamlessly provision the Demo Video
respective Umbrella and/or Clarity configurations with CSC on the
devices.

ZNTCSC TEREBICEERNTAULTWWSILEIZHYET,

TEISEDHIC. CSC Va—avDBEFTRT CSC DMEETA (6 PEDIBERETAH) EBELET . COETAHIZ
UFAT R=CDRDOVUINMDBELET, TEFCQUVINSEETIERTEHIELTEET,

TES

— —. = S a0 S~ =
B 3. CSCTEIVTAVY R—UDHoDBEE T DEE
Use Case Use Case Highlights Demo Interfaces
Demo Guide Full step by step guide to this demo
CSC Overview Video A brief video that provides an introduction to CSC
Interactive 10S Device Demo Demonstrate how CSC helps businesses more effectively protect their | Interactive Demo
users on enterprise-owned Apple iOS devices in supervised mode
Umbrella Instant Demo Demonstrate how Cisco Umbrella provides the first line of defense Umbrella
against threats on the internet wherever users go.
AMP for Endpoints (Clarity) Instant Demo Demonstrate how Cisco Clarity provides visibility into all network Clarity
connectivity from the iOS supervised device, enabling admins to audit
all traffic flows by iOS users, apps, and system processes.
Meraki Systems Manager Instant Demo Demonstrate how to deploy CSC through Meraki Systems Managerto | Meraki
iOS devices in supervised mode, and then seamlessly provision the Demo Video
respective Umbrella and/or Clarity configurations with CSC on the
devices.
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Use Case Use Case Highlights Demo Interfaces
Demo Guide Full step by step guide to this demo Demo Guide
CSC Overview Video . A brief video that provides an introduction to CSC | Video

Interactive 108 Device Demo Demonstrate how CSC helps businesses more effectively protect their _iﬁleraciive 6emu

users on enterprise-owned Apple i0S devices in supervised mode

Umbrella Instant Demo Demonstrate how Cisco Umbrella provides the first line of defense Umbrella
against threats on the internet wherever users go.

AMP for Endpoints (Clarity) Instant Demo Demonstrate how Cisco Clarity provides visibility into all network Clarity
connectivity from the i0OS supervised device, enabling admins to audit
all traffic flows by iOS users, apps, and system processes

Meraki Systems Manager Instant Demo Demonstrate how to deploy CSC through Meraki Systems Manager to | Meraki
i0S devices in supervised mode, and then seamlessly provision the Demo Video
respective Umbrella and/or Clarity configurations with CSC on the

devices.
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Use Case Use Case Highlights Demo Interfaces
Demo Guide Full step by step guide to this demo Demo Guide
CSC Overview Video A brief video that provides an introduction to CSC Video

Interactive 10S Device Demo Demonstrate how CSC helps businesses more effectively protect their | Interactive Demo

users on enterprise-owned Apple iOS devices in supervised mode

Umbrella Instant Demo Demonstrate how Cisco Umbrella provides the first line of defense Umbrella
against threats on the internet wherever users go.

AMP for Endpoints (Clarity) Instant Demo Demonstrate how Cisco Clarity provides visibility into all network Clarity
connectivity from the iOS supervised device, enabling admins to audit
all traffic flows by iOS users, apps, and system processes.

Meraki Systems Manager Instant Demo Demonstrate how to deploy CSC through Meraki Systems Managerto | Meraki
iOS devices in supervised mode, and then seamlessly provision the Demo Video
respective Umbrella and/or Clarity configurations with CSC on the
devices.
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17. POTAETARRLAR—EHEEIL. TIHILNTIHEERD 24 BED TR TOTITIETANRTINET, BN THNALRADT
ITAETAICERELTHE0I12, ERIDOT/ILA5EEIZH S [ID 247 (Identity Type)] D T D [E/ 1)L T34 X (Mobile
Devices)] Fxv¥ Ry R&&ERL. [EA (APPLY)] &9y ILET,

16. ENAIL TINARDT4ILRYLYT

Identity Type Select All

[ &3 Computers

0 Mobile Devices

APPLY

18. ZNEFNDITIX, B/AMIL TINLAMSD DNS BRERLTWET , TNEFNDITORDI4—ILRZEHRBALET .

a. T/INARA®D ID

b. ERShIFEE

c. FULavErEl.Javy.JoxY)

d. A7IV(CABEERATOVIENF-EBHICEEYT 5 tFa)T4 BHTIUTY)
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17. 7OTAETARRIER

Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_i0S_1 Mobile Devices
Demo_i0S_2 Mobile Devices
Demo_i0S_2 Mobile Devices
Demo_iOS_2 Mobile Devices
Demo_i0S_2 Mobile Devices
Demo_i0S_2 Mobile Devices
Demo_iOS_2 Mobile Devices
Demo_iOS_2 Mobile Devices
Demo_i0S_2 Mobile Devices
Demo_i0S_2 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices
Demo_iOS_1 Mobile Devices

log.umsns.com
ads.stickyadstv.com
pingma.qgg.com

oolite.org

pingma.gg.com

oolite.org
cgi.connect.qg.com
assets.bounceexchange.com
masralarabia.com

wisc.edu
sync.search.spotxchange.com
sync-jp.im-apps.net

tco
chart.apis.google.com.ref.ualibrary.org
adrta.com
pixel.adsafeprotected.com
insight.adsrvr.org
pingma.qgg.com
pingma.qgg.com
www.gplexdb.com
use-tor.adsrvr.org
timeinc.demdex.net
oolite.org

opsen-static.dolphin-browser.com

iugerfsodpSifiaposdfihgosurijffacwrwergwea.com

© Allowed

& Proxied

© Allowed

@& Proxied

© Allowed

® Proxied

© Allowed

& Proxied

© Allowed

© Allowed

© Allowed

© Allowed

© Allowed

© Blocked

© Allowed

© Allowed

& Proxied

© Allowed

© Allowed

© Allowed

© Allowed

© Allowed

& Proxied

© Allowed

© Blocked
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Blogs, Chat, News/Media, Portals

Blogs, Chat, News/Media, Portals

Blogs, Chat, News/Media, Portals

Educational Institutions

Business Services

URL Shortener

Malware

Software/Technology
Software/Technology

Business Services

Blogs, Chat, News/Media, Portals

Blogs, Chat, News/Media, Portals

Business Services

Business Services

Software/Technology

Malware, Phishing

Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM
Jan 8, 2018 at 2:00 AM

Jan 8, 2018 at 2:00 AM
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19. [i5% (Response)] DT T, ERAID T4 ILA5BEIZH S [FTOF T FH (Proxied)] Fvy RyIREH)vH L, [#EH (APPLY)] &4
JuoLET,

18. FAFILERD I IR

IDENTITY TYPE Mobile Devices %

FILTER BY: Q
Response Select All
O @ Allowed

[0 © Blocked

& Proxied

L] @ Allowed: Destination List

[0 @ Blocked: Destination List

20. ChT.Umbrella A>TV ob 7OXFIZTAFVENFEEROABARTSINET,

EVh: TOX L ESNEHEEARTINEBVNGE X R ESIZHHLR—FDOEARMZE. B% 7 BE(LAST 7 DAYS)] F/z1& [iBX 30
B (LAST 30 DAYS)] IZEELEY,

#:Umbrella DIREDVRARLIZHERALUADERIE, (URL BLUTFAIL LRI T)ELITRET 2HICTAFSSIET,
Umbrella ®HX42 L URL TAYY YRAMIEENSIHED URL ZRANT 2T R TORAMETAFLENFET, F U4 1(FE 10)
T oolite.orgiwhatsnew ~DY9%E5)9oF 5L TOVY R—URRFEN ., HA D Umbrella DA TIPzok TAXDIZEH>TT
OvyEnfzCeMmEnFEzLIZ, COTITAETA LAR—FTIE. ChoDTOXFEERERRTEET,

19. FOFIALER

RESPONSE | Proxied X IDENTITY TYPE Mobile Devices X

FILTER BY: Q Identity Identity Type Destination Action Categories Date & Time
Response Select All Mobile Devices match.adsrvr.org & Proxied Business Services Jan 8, 2018 at 2:00 AM =)
© Allowed =
Mobile Devices oolite.org & Proxied Jan 8, 2018 at 2:00 AM (o
© Blocked J
¥ # Proxied Mobile Devices ads. stickyadstv.com & Proxied Jan 8, 2018 at 2:00 AM w\:ljr
Demo_iOS_1 Mobile Devices oolite.org & Proxied Jan 8, 2018 at 2:00 AM )
Demo_iOS_1 Mobile Devices oolite.org & Proxied Jan 8, 2018 at 2:00 AM ()
Brotocol SelectAll | pemo_j0S_1 Mobile Devices assets bounceexchange.com # Proxied Jan 8, 2018 at 2:00 AM
| o HTTP =
. HTTPS Demo_iOS_2 Mobile Devices insight adsrvr.org # Proxied Business Services Jan 8, 2018 at 2:00 AM (=)
Demo_iOS_1 Mobile Devices oolite.org & Proxied Jan 8, 2018 at 2:00 AM )
Identity Type Select All Mobile Devices oolite.org & Proxied Jan 8, 2018 at 2:00 AM @
] & Computers
Mobile Devices oolite.org # Proxied Jan 8, 2018 at 1:00 AM
Mobile Devices x bidswitch.net & Proxied Software/Technology Jan 8, 2018 at 1:00 AM
Demo. Mobile Devices x bidswitch.net & Proxied Software/Technology Jan 8, 2018 at 1:00 AM ( AJ
Demo, Mobile Devices match adsrvr.org & Proxied Business Services Jan 8, 2018 at 1:00 AM ()
@ O Mobile Devices =
Demo Mobile Devices prnt.sc & Proxied Photo Sharing Jan 8, 2018 at 1:00 AM
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21, BREINIZRALDWOIDATIVERBALET (HBEE)
22. FEH =3y A=a—hi [LR—k(Reporting)] > [£F 2T+ 7UT4E T+ (Security Activity)] Z:ERLET

20. AnyConnect Umbrella B—3>4 %254 EDa—)L

Reporting

Security Overview

Activity Search
Destinations

ldentities

23. X aUTA TIOTAET4 LIR—REGERLEERBICE DWW T(TIAIILMNEIEIRD 24 BfE) . TR TOEF 1) TABEARUED
HMERRLET,

FEIRTOEF LI TAEAEARDTOVIENEDITTREHYFRA KI—DEFaYT4 HTITYOREITHLES), f=F=L.
BRICEHBRLEEDLR—IFTEIIRTDARNVNERRTEEY

21. ®FaT4 TOTAET« LiR—k

Security Activity

Q Search Security Activity

Advanced ¥
TIME ; G
All Security Activity (Last 24 Hours)
@ In the Last Hour
9 Last 24 Hours 150
9 Yesterday
£ This Week 199
B8 Last 30 Days
50
EVENT TYPE [
16:00 18:00 20:00 22:00 Nov 29 02:00 04:00 06:00 08:00 10:00 12:.00 14:00
€3 Antivirus
€) cisco AMP
| TAST 2T HOURS
@ Integration
) SECURITY CATEGORY (POTENTIALLY ALLOW
Security Category v SECURITY CATEGORY (POTENTIALLY... @ ALLOWED 96 Nov 20 2017 at 452 PM v
elnashra.com
[0 Group Events by Type SECURITY CATEGORY (COMMAND AN... @ BLOCKED o B T m— o
hzyxaqdr.bid o
RESEONSE INTEGRATION © BLOCKED
A ; ’ Branch Office Nov 29, 2017 at 4:51 PM v
Cisco AMP Threat Grid \ oY W
& Blocked
Allowed SECURITY CATEGORY (MALWARE) BLOCKED
© 2 3 : 0.8 Guest Wifi Nov 29, 2017 at 4:48 PM v
rea_|£)rotectqump.com

T5&.1EFHEOEMICHBIINET,
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25. FOTFIZRFRESN-FEHICDOVTHBALE T, CHIZELZDARUMIDWTHHRLTOET , BIRVMTERBELT. ARVFDTE
HEMERTCTEET,
26. ERIQFEHICOVWTHBALET . CCTIRBIBZERLIZY . ARV A4/ TELIIRBFICISCTIqIVE2EERTEET,

27. ID RAFIZIE TR AT avEHYEE AN, LIR—k R— L&D [35# (Advanced)] $BEITIE, BHED ID #RFTEZT,
CNIEENAMIL TIARIZTBHIELHTEET, [l (Advanced)] #91vIL T, [EEH KR FE (ADVANCED SEARCH)] Ry X
*REALET.

22. BEGRR

Q Search Security Activity Advanced ¥

28. [ID(Identity)] RYIR T, FOTAETARERELIR—FTEHRLIZENAMIL TNARD55 1 DOEFID A NEFRBLET, =&
ZIE Demo_iOS_1 &A AL, [EA(APPLY)] &0y ILET,

B 23. NS TNALRIZEBT4ILE)YT

ADVANCED SEARCH

Identity
Demo_iOS_1

Domain

29. LIR—FDFERIL BIRLEENASIL TNAALRIZEEL-EF )T ARVETEFINET,

30. ERI(ToIL245EE) OF vy Ry I REFERLT, [EX21)T+ 773V (Security Category)] #BBLET . T4y d AR+ %E
TANR)TLET,

24, 249 T4I4E

EVENT TYPE
€9 Antivirus
©) Cisco AMP
@ Integration
Security Category A
(J) Command and Control

(J Malware

Phishing

() Other Categories

Contains Dynamic DNS, Newly Seer
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31. EREOEHREIZ. ARVADALEDEREMD [Z4v 2% (Phishing)] 1INV ERBELET,

25. BRASNf=D4y2 0T ARV

SECURITY CATEGORY (MALWARE) © BLOCKED
iugerfsodp9ifjaposdfjhgosurijfaeWrw

Event Details (1 of 9)

Date & Time
Jan 6, 2018 at 1:00 PM

Destination

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

32. BFASNI-fEIBICRTRENDAAN VOB EDFHMBEHRALES .

Demo_iOS_1

Identity

Demo_iOS_1

Categories

Malware, Phishing

Internal IP

54.183.86.198

Mobile Device

Jan 6, 2018 at 1:00 PM AN

External IP

54.183.86.198

Result
Blocked

DNS Record Type
A

1 of 9 Requests

33. ZOTNARTIDHWEITEHDERNEEINTLSIGE. A TEDOMEENMSELADERERIO—)ILTEET . KERO B

[FAS U BEICRRSNET,

F—HOEEL. BHOEF1) T ATIVITHESNBEENHYET , LEOFITE. RIITKRFENF=HATIVEILIIFT
T ZD=D. TNV T 7T avwERETITHRER I TEL, TAA T4y 0T TOvITHOIERET HLFKITIEHY

FEA,

34. RE&IZ. FEF— 3> A=a—hi5, [LR—k(Reporting)] > [ID (Identities)] &9 voLET

26. [L7R—bk(Reporting)] > [ID (Identities)]

M Reporting

Security Overview
Security Activity
Activity Search

Destinations
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35. ID LIR—+ASEBEILET . mERFSNT= ID DURRRRRSNET,

FENAI TAARE DPEEICRTESNTOVENEELHY . A—DF2RI7O0—LLEITNIEERLRNIENHYET,

EVE:ID DURMNREWMES  URLD LDOBRERI4VRITTINARBZD A NEBFIBTEET,

27. ID LiR—bk

Reporting / Cor rt dCloud

el dentities g wsrsoons -

Q Ppearch... Advanced~

Most Active Identities 1-10 of 63
Identity Requests
Q Default Site 598,249
P NYC Office 374,792
] billyfuentesWa7 299,219
o johnathongravesXFu 299,163
] keilarobertsu7c 299,119
0 kayleighrogersgUs 299,060
0 briannecomptonV2x 299,020
AD 199,990
SLSO01-WINT7-2 199,980
SLS01-WIN7-1 198,279
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36. BIDFIETT TIZHEALIEZENASIL THALRADWVWT A DEFI(demo...) DANZERRIBLET . chIZE- T, RTINS ID

28. ENAIL TINARDI4ILER)T

Q

demq

Demo_iOS_2

Demo_iOS_1

All results with name like: demo

37.

29. TANRIITENFZENAIL TINMR

Q [NAME Demo i0S 1 % | |

Most Active ldentities

Q

]
(1T}

TR T T BENAIL TINAAD ID &9 vLET,

Identity

Default Site

NYC Office

billyfuentesWa7

Demo_iOS |

DYRMZBBENAIL TINARADSE 1 DB TR T ENFET,

Advancedv

CLEAR

Advancedv

38. ENAIL TINAREAD ID LIR—AEBEILET . L TOFIETHRASN TNSEEEIZDOLTERBALET,
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39. EDTSTIE. BEDBBICHESITRATOERDILURERL, HA. 7OV, LU TOFVEREZRFIL. TRhENRDRLUED
F—NR—LA%ERLTWET, SBIZ. ST LIZIE ID(FNRAR)DRRICTIT4I THo-BENRENET,

30. IDEXRYIST

Last Active: Jan 6, 2018 at 12:00 PM

DEC8 DEC 12 DEC 16 DEC 20 DEC 24 DEC 28 JAN 1 JAN 5

Blocked Blocked (Trend) @ Allowed Allowed (Trend) @ Proxied Proxied (Trend)

40. RIZ, O ID TRAERTENF=LEMDFEEE LMD X2 T4 ATITVERTLET . BEREFLVTABEE, F-ETATDIE
FEOVTNMIZTEEY, FEENFEELR—MIUIL TSI EERBALET (VIVITIREREHYFEEA)

41, TSIE T LR IDEEEHTI)THBICBEFEF R A, [TRTER...(VIEW ALL...)] UV U TYRMERERRTTEET (VUVIT D
DEIFHYEEA)

31. LfEmsEsEELEDOEFa)To AT

Top Destinations Top Security Categorie
SECURITY ALL ¥ Malware 31
Requests ¥ DNS Tunneling VPN 9
7 @ Phishing 7
6 % Potentially Harmful 6
s
5

3

VIEW ALL DESTINATIONS
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42. JREIZ.ZO ID TREXRTRLETRTOTITAETAM.ID LIR—FDEKREIZUAMENET , SHIZ,. COYRFERIEDTRTD
FOTAETAIHRET B IDHYET (DI T EREIEHYELTA) . BEEFI VI T HE, BBELKR—LERRTEET,

32. ID DREDTITAETA

Recent Activity for Demo_IiOS 1
Destination

s.yimg.com

ads.stickyadstv.com
www.bing.com
staticxx.facebook.com
www.yahoo.com

oolite.org

api.segment.io
sync.search.spotxchange.com
opsen-static.dolphin-browser.com

macxdvd.com

I VIEW ALL RECENT ACTIVITY I

43. CSC TE TV TAVY R—=VIZE2T. XD

Response

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

I59Y 4TERN-FEICLET,

External IP

54.

54.

54.

54.

54.

54.

54.

54.

54.

54

TE

183.86.198

183.86.198

183.86.198

183.86.198

183.86.198

183.86.198

183.86.198

183.86.198

183.86.198

183.86.198

Page:

1

Internal IP

Rows per page:
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Date & Time

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

Jan 6, 2018 at 12:00 PM

1-100f 100

SFIFAEBITLET . DTE S F A DI Umbrella #vai—K®D
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YUt 3,

Cisco Clarity # 2 afR—FTORYNT—9 FOTAETA DA R

Cisco Security Connector (CSC) &, Umbrella & Clarity £LV5 2 DD HLEIEHEEICERBITEE T, 2D FUA TIE. Clarity & AMP for
Endpoints Z Y aR—RICRHLTOAERELBTTVET,

Cisco Clarity [&. AMP for Endpoints %2 R—FD#FH LS TT . Zhh Clarity VNSRRI THA DI, i0S AD Cisco Security
Connector [EEBEDHDIT7AILICERELTTLVEL=6HTT, Cisco Clarity (. EDTNARBNTTVEFALTLEM (AT L
TOEREED) AV =R FERIFAVRSIRIYRN) LD ECTENLOT TUDEHRLTLSN ., FETNALANDOETEINHE

BETAOHDORARMERMLET,

FIIE

1. CSCTE SvTA42Y R=Uhb [Clarity] #9')v9 LT Clarity # v 2 R—FZE2EILET,

33. CSCFEIFVTAVY R—Y

Use Case
Demo Guide
CSC Overview Video

Interactive 10S Device Demo
Umbrella Instant Demo

AMP for Endpoints (Clarity) Instant Demo

Meraki Systems Manager Instant Demo

Use Case Highlights
Full step by step guide to this demo
A brief video that provides an introduction to CSC

Demonstrate how CSC helps businesses more effectively protect their
users on enterprise-owned Apple iOS devices in supervised mode

Demonstrate how Cisco Umbrella provides the first line of defense
against threats on the internet wherever users go.

Demonstrate how Cisco Clarity provides visibility into all network

all traffic flows by iOS users, apps, and system processes

Demonstrate how to deploy CSC through Meraki Systems Manager to
iOS devices in supervised mode, and then seamlessly provision the
respective Umbrella and/or Clarity configurations with CSC on the
devices.

[ ty

connectivity from the iOS supervised device, enabling admins to auditily

Demo Interfaces

Demo Guide
Video

Interactive Demo

Umbrella

Meraki
Demo Video

2. AMP for Endpoints # v afiR—RA, FILWISOH 2T TREILET . TDHLL [0S Clarity] #7909 ILES,

34. AMP #wy¥aik—K

b AMP for Endpoints

Dashboard  Analysisv  Outbreak Control v Management v
Dashboard
Dashboard Inbox Ov en Heat Map

31 .4% compromised

Compromises
Top

Company ABC End Users

Accounts v

Time Pe

Inbox Status

© 19 Require Attention

®31InProgress @ 2 Resol

Quarantined Detections
H2/70 Top

= Inbox

Company ABC End Users

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

A ? dCloud Instant Demo DO NOT CH... v

Search

Selectafilter V [# | Reset New Filter

riod | 14daysv | | RefreshAll | O Auto-Refresh = v

Cognitive Threat Analytics

Critical High v
0 3 O]

N Total
4
Vulnerabilities

Top Js/70

Company ABC End Users

AMP Threat Grid Analysis

0 Automatic Anal

0 Retroactive

Statistics

1.47 Million Files Scanned
53.5 Thousand Network Connections Logged
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3. [iOS Clarity] R—2IZ(E, RO I —FICk>TRIAFERAINEFHAEDBNT TV E, (FEAERTEINSZZENGLT TN R
PENET, CCTIEH. REREOTNARTHEATRETHRWVISIOR U —ERGEDREB 7T OFERKREIHNDBEELH
Y&EF,

3E: EEBO [i0S Clarity] 27 %8RI 5E., TIHILLDE 1—(F [REEEHSN =7 T (Most Observed Apps)] [THEYET,

35. [REEHRIN=7F) (Most Observed Apps)]

T AMP for Endpoints A ? dCloud Instant Demo DO NOT CH_. v
c1sco v e R DS LS,

Dashboard Analysisv  Outbreak Control v Managementv  Accounts v

Dashboard

Unseen Devices

,‘ 5
§ Most Observed w View all Unseen Devices
| ————
A =
=] Duet Display com. kairos.duet
"5 | 2 nn agia C NOAC40 1
N | 1 device P App Trajectory UDemo105_2 2018-01-05 09:15:18 COT
O0Demo_i0S_3 018-01-05 13:55:52 COT
HibyMus =
device 0D

Red Onion - Tor-powered web

com.gplexdb.azulbrowse

1 device

Dolphin Web Browser for iPad
com.dolphin.browser_pad

=0l o @

-Ad-Block Extension = =
PApp Tr
1 device
Safe Browsing Safar com.apple Safari SafeBrowsing
1 device V Anp T.dV‘E,_j_.;,.!
Unknown com.apple Safari
1 device P App Trajectory
10 |v e 1/1

F:COTETIE, CSISRRSNTVS 6 TTILAHYER A BECDOVRANMNIAGEYDRSICAY, EISBRBARTINTNETILY
2 RAVEGYBZ T, [RBEHRINTLVEL (Least Observed)] #ERLFET (ChinlE, RLBEDERITHELLICESICRET S
DENHDZTTITT),

RH) =23y MEBERAFELTRRSNTOET  Ea—(E, [RiFEREINI=7 7 (Recently Observed Apps)] % [RRSNTLVE
LT /31 R (Unseen Devices)] DEFHHE ., LEERDRY)—2ayhEFBE->TWSEENHYET,
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4. Red Onion Tor 75 HFITDWTHBALET . ChIFER TSV XAT, EBRET NI AL TRHEENRKBLEVATEEEDH
577UTY,

5. 2RT7IULESIYIL(LLITFIZERYT com.gplexdb.azulbrowse) . [77Y 5Pk (App Trajectory)] 9 wo LT, ZD7F
TV ['AIL 7T M52z (Mobile App Trajectory)] #EMRybLET (EHLWISHH 4T CRZEET),

36. mERRSIN=TT)

Dashboard

Dashboard Inbox Overview Events Heat Map i0S Clarity beta

Recently Observed Apps Unseen Devices
Most Observed w View all Unseen Devices

0 Demo_i0S_1 2 _01-08 07-28-3
3 Duet Display comn.kairos.duet i 2DIG01-05:0/28.34 COL
(/ A P App Trajectory 0 Dermio_i0S_2 2018-01-05 09:15:18 COT
ODemo_i0S_3 2018-01-05 13:55:52 COT

Demo iOS 4 01 .CQ-2
© HibyMusic com.hibymusic OB 108 2018-01-08 09:59:32 COT
1 device ¥ App Trajectory 0Demo_i0S_5 2018-01-02 09:35:41 COT

0 mock_bb5641b983e14def39d0_ios 2017-12-20 13:11:09 COT

il
Red Onion - Tor-powered web § . 3 0 mock_f00a264b51642bce7fed_jos 2017-12-21 18:46:22 COT

L 3 browser for anonymous browsings “,-co n.gplexdb.azulbrowse Lo S
O 2 9 ‘_:..r 9P’ XA et 8 0 mock_edcacd82f517dc9d96de ios  2017-12-21 18:47:03 COT

and darknet

1 device
=R I

Dolphin Web Browser for iP| ., - A
== -Ad-Block Extension
1 device Copy

Search

Safe Browsing Safari ! “yrsrgs i
obile rajecto
1 device ; PRl 4 B |

| View On App Store

Unknown com.apple.Safari
1 device P App Trajectory

6. [E/\IL 7T ST zHRY (Mobile App Trajectory)] ZER VLT BE. ZDTTVDTITAETAMNABRILINET . REZD
FTFVEHERALZ I0S TNRARE TIVIZES>TERIN - ERER T TEE T BETHNIE. KAV 12 AL LEYIVILT,
ZTOBATITONTVSEREZRRLET . BLENEENTVDRAUE 12 B4 LEV)VILET , CNIEZDOEATITHOA
EHFERL. ROV A X EZDOBRATORYNI—IEGOELRLET,

7. Demo_i0S_2 ELSBFIDT/NARDEITHDIKREND 1 %7 )7L T BRIDRAVEREET , 7T UDMTo- G OB EN
RRENFT, RTO—IL A9V L TFIZRRENBEEERDITET, HWMES X HOVWTHAADTNAREEIRLET, D
TFTEVAMN =23V Tl LUK ASLY Porkaporka.com AR RENET,
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37. BNAIUN T SO IMN)TTIVEERLTOSBIVURRA U

BEndpoints using this App

o 7 B s 0 m w13 w1 e w o w w ® v o2 s om 2 P ————
[ ] (] [ ] °
2018-01-02 2018-01-03 2018-01-04
I Dermo_i0S_2 (== === — 172 Network Connections

Spanning 4 hours
2018-01-02 00:08:48 COT

P Demo_i0S_2
5.39.64.7 (10)
:9001 (10)

184.100.144.118 (10)
:9002 (10)
213.32.119.219(7)
:443(7)
37.191.229.34 (10)
18443 (10)
porkaporka.com (16)
1(16)
193.24.209.70 (10)
:443 (10)
www.gplexdb.com (13)
[startup.html (13)
134.130.181.49 (10)
:9001 (10)

www.bing.com (8)
[search (4)

el o A e

8. [E/N\AIL 7T r5P IR (Mobile App Trajectory)] R—UF#ZRHO— )L B LT, FDTTID [RIbT—0 FALUFRE
(Network Domain Destinations)] ®JRARIEBLET . .com o ar%EEEL. porkaporka.com DIV ERDFTY VY

LEY,

38. BN TTY RSTIYRN RURT =D RAS VTR

[E] Network Domain Destinations ]

e a 2| i I H

B RemoteIP 5683 Connections

B .com 4039 Connections

B bing.com 306 Connections

B _bluekai.com 153 Connections

B bounceexchange.com 153 Connections
B cnn.com 125 Connections

B facebookcom 375 Connections

B gigya.com 125 Connections

@ google.com 152 Connections

B googlesyndication.com 278 Connections

B gplexdb.com 730 Connections

B _optimizely com 125 Connections

B porkaporka.com 755 Connections

B yahoo.com 305 Connections

B yimg.com 304 Connections
B .io 125 Connections

B .net 153 Connections

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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9. porkaporka.com @I rJANT, FMICHET HF A http://porkaporka.com ZIE—LFET,

39. RYNT—Y RAUFE  TIRRSNIF A

B .googlesyndication.com 278 Connections
B .gplexdb.eom 730 Connections
B _optimizely.corn 125 Connections
H porkaporka.com 755 Connections
# of connections Port URL Observed on

755 80 Y httpe//porkaporka com/ 1 Computer

10. URL ZF T ILT, ERESN Iz R— M OREF— LG EDBMERERRLET, COHEE HTTP R—bk 80 TF . URL ZE%E
OE—3 32, SOTITAETAIC— BT BT NARERRTHIELTEET, [BRFK (Search)] #9V)vILET,

40. URL OEE

B porkaporka.com 755 Connections

# of connections Port URL Observed on

755 80 I Y | http://porkaporka.com/ l 1 Computer

Host porkaporka.com
Port 80
.si.com 153 Connections '

Scheme = htt,
yahoo.com 305 Connections - P

.yimg.com 304 Connections Copy
3 .io 125 Connections |
Resource does not exist in the dataset |

3 .net 153 Connections VirusTotal & ‘

11. BMERFERIZIL. DL ALY porkaporka.com IZF7HEALzaVvE a—4F & T /A AN RSN ET , Demo_i0S_2 F/3
AREZTII)IILET,

41. Demo_iOS_2

bl AMP for Endpoints A (?) dCoudin

Cisco

Dashboard Analysisv  Outbreak Controlv ~ Managementv  Accounts v http://porkaporka.com/

Search Results

http://porkaporka.com/

(5 Computers with matching activity

LV Demo_i0S_2f— 2 matches — i0S 11.0 (iPhone SE) — $&% Company ABC End Users — f#Default iOS

(-2 Demo_i0S_4 — 2 matches — iOS 11.0 (iPhone SE) — w Company ABC End Users — L¥Default i0S

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 26/55 R—
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12. [T/AAR F52P Y1) (Device Trajectory)] #5 8L [Tor 7574 (com.gplexdb.azulbr) (Tor Browser (com.gplexdb.azulbr))] @
RIDRAUE €12 B4 LEBIRLET , porkaporka.com ~DFEEHEFEITTEL TLESLY,
13. URL porkaporka.com %)y L T, [AE—(Copy)] 9V ILET,
bl AMP for Endpoints A ? ) dCloud Instant Demo DO NOT CH...
cisco

Dashboard  Analysisv  Outbreak Controlv ~ Managementv  Accounts v Search

Device Trajectory

0 Demo_iOS_2 in group Company ABC End Users

com.gplexdb.azulbr... )
com.dolphin.br....pad .¥

[ e T O S [ W W W W< W— e W= W W= S— 8-0-0-0-6-6
P e PPP B T Lanre SRR -0
App: com.gplexdb.azulbrowse [8d5f754..] version 2.2.
Outgoing connection from tojhttp://porkaporka.com/}( Port) .
At 14:28:27, Tue Jan 2 201 1oct porkaporka.com
80
e ol http

VirusTotal &'

14. o+ A 2 TEAL= Umbrella B9 aR—RICBEBLET . DV FIAEFETEV AN —2a0 LTWEWNMEEIZK, &3
74 2 OBRADFIEIH S TS,

15. Umbrella &L aR—RDASY FEHF =230 AZa—(ERID/3IL) s, [FAE (Investigate)] #2)v I LET,

16. [FAZE (Investigate)] a2V —ILHEAEE T, [ (Search)] Ry o RIZ, (LEEDFIE 8 TaE—L7:z)porkaporka.com %
BEYATF T, [FAE (Investigate)] 29Uy oLET,

S CORAUIE, EXaTq RO —FEETDESIH SN =TS I TR ENRBLE=TSIHFIZE>TT RSN T
BEIZ(X. Umbrella I2&>TTAYIEN TSI T T, COYAMMITIL I T DIEIZEEMR TONTEY . REBOT7T)EHED
A—ENTDOHAMTHIEALTWET , SOKSIZL T, Clarity AMEHT B EEIED AN FRESNET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 27/55 R—
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42. Umbrella #vaii—FDRAE

Investigate

17.

18.

SEARCH  PATTERN SEARCH
e

‘ INVESTIGATE

‘ porkaporka.com

SEARCH IN GOOGLE ‘
SEARCH IN VIRUSTOTAL ‘

Details for porkaporka.com

This domain is currently in the Umbrella block list

DNS queries

DNS queries/hour

|
vl | A 1L AA A A " " AL AL N - A
6. Dec 8. Dec 10.Dec 12.Dec 14. Dec 16.Dec 18.Dec 20. Dec 22.Dec 24.Dec 26. Dec

Clarity %y aR—FIZRY. [iOS Clarity] #7 D FIZ$%H 5 [RiiE RS =7 1) (Recently Observed Apps)] DY RMZBUBEL
FY,

HibyMusic Z7FUISEBLET, Sh(E Wi-Fi #yb D —VB B TEEEBFSBEIENTESI2—Dv) 7IITT . ZOTTID [7
) FSP SR (App Trajectory)] 29I LT, [E/30 L 7T kS HR) (Mobile App Trajectory) ] ITBEE#EERYNET,

43. RAERSNIz7 ) :HiByMusic

Dashboard

Dashboard  Inbox ~ Overview Events  HeatMap | iOS Clarity 6w

Unseen Devices

Recently Observed Apps

HibyMusic
1 device

Red Onion - Tor-powered web

browser for anonymous browsing
and darknet
1 device

Dolphin Web Browser for iPad
= -Ad-Block Extension
1 device

Safe Browsing Safari

1 device

Unknown

1 device

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Most Observed v

Duet Display com kairos.duet
1 device ¥ App Trajectory

com.gplexdb.azulbrowse

¥ App Trajectory

com.dolphin.browser.pad
¥ App Trajectory

com.apple Safari SafeBrowsing

¥ App Trajectory

com.apple Safari
¥ App Trajectory

View all Unseen Devices

2018-01-08 07:28:34 COT
2018-01-05 09:15:18 COT
2018-01-05 13:55:52 COT
2018-01-08 09:59:32 COT
2018-01-02 09:35:41 COT
2017-12-20 13:11:09 COT
2017-12-21 18:46:22 COT
2017-12-21 18:47:03 COT
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19. COT7TVEFERLIZENACIL TNALRITERYRLIZRIC, RvRT—HEENHEIRA U 12 AL (FVR)EVYVILT
MEBERLET . BKOMAMIAZI2A 7 —2av A HHEEERLET RIS, COTTVEFERMIC, EHEZIET S Web

H—NEEBLET . RIEEHD 1 DTHS 121.41.41.64 IZXELET,

44. FIRAR ST THRY HiByMusic 7Y
SEndpoints using this App

Decé 7 ] ] 16 1

— 146 Network Connections *

Spanning 4 hours

2018-01-02 00:09:45 COT
P Demo_i0S2

stats.umsns.com (7)
Jsdkstats (7)

log.umsns.com (7)
[bar/get/55ead127e0f55ad4e9005ae0 {7}

ios.bugly.qg.com (13)
[rqdfsync (13}

pingma.qq.com (19)
[mstat/report (19)

fusion.qq.com (14)
[egi-binfgconn_share/check_app_limit.cgi
(14)

cgi.connect.qq.com (14)
/gqeonnectopenfopenapi/policy_conf
(14)

121.41.41.64 (7)
[index php (7)

apl.weibo.com (7)
[oauth2/getaid.json (7)

aloa.umena.com (19) Y,

20. [RvkT—% FAL2 585 (Network Domain Destinations)] (X~ 8—)L #r9>LT. 585 http://121.41.41.64/index.php # R DI+

EXRS
45. FA)DFURI—5 bSTxHMY

B Network Domain Destinations
e 8 12 | 1 | EXR 4
Remote IP 2291 Connections

B .64 430 Connections
B .41.64 430 Connections
B 414164 430 Connections
B 121.41.41.64 430 Connections

# of connections Port URL

i |
430 80 "‘ http://121.41.41.64/index php

B .com 6800 Connections

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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21. IO THLWVATZMRE, J85%k%E URL N—[CaE—LT. COT7TINT IR THAREM LN HLERERAELET .

46. http://121.41.41.64/index.php DFE

22. CO Web YAMHREDEILLDTHEA ., FAETTUNERLTOEDANDLNMSENEL T, FHLLRZZHIZ, EbIC
RENDERIENHYES

23. Clarity #vaiR—FDITSoH 2TIZRY., [RrvkT—9 KA DFE % (Network Domain Destinations)] TRYA—)L &
oL, .com 2o avERREALET,

24. *J')—% qg.com. bugly.qq.com. & &U ios.bugly.qg.com DIEIZEBLET,
B 47. 7TVORBESIIZFSDZIN
©Network Domain Destinations

| 12|

G T 1 T | [
9 @ sliz| (&

Remote IP 285 Connections

| .64 57 Connections

| B .ecom 1079 Connections
|

B .qg.com 625 Connections

B .bugly.qg.com 170 Connections
B ios.bugly.qq.com 170 Connectjons

# of connections Port URL Observed on

170 443 Y https://ios.bugly.qq.com/rgd/sync 1 Computer
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25. FSUTHRNJIZRTENSRYNT—H585% (2. HTTPS 58 TF .

3 :Clarity AVi0S 11 THEAT SR YET—Y APl DEMNF T, MHESLECTE HTTPS RyhT—9 7OTAETA~DEREEFSH

EMTEEY, Clarity (21, FS7497BIR(RAO—R) TR, FYRT—I8 G (AT =) ADERENHHEVNITEERZ THLS
ENEETY,

26. TESUTAVYT R—VIZROT. ROTE VFIFERATLET . MWD TE S FUFDHIZ Clarity F v aR—kDT 54
SIEBVFEEICLET,
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o)A 4. Umbrella B2/ R—KFTOENAIL ID RYS—

COUF)A L B AETENSIL 2—HFIZERAENS Umbrella DRSS —#gex TEV AN —2av LET, RUS—IE. ENSLIL
TNARERICTBIEL MDTATUTAT4 34T (AD —H, #*ybD—H A—35 avbEa1—4) LELITERT 526 TEET,

RIO—2F. Tavoshnf=tXxa)T4 AT, ATUYDRE. FASLVTOVYT YRME . FERENEFENET,

FIIR

1. CSCTEFUT4VY R—=TUh5, [Umbrella] 2%2')v9LT Umbrella &y aR—R#2ELET, T TISBHLTWSIEE. 759
YDATIZR-T. FEEDFIE 3 ITHEAFET,

48. CSC TE FvTAvI R—Y

Use Case

Demo Guide
CSC Overview Video

Interactive 10S Device Demo

Umbrella Instant Demo

AMP for Endpoints (Clarity) Instant Demo

Meraki Systems Manager Instant Demo

Use Case Highlights
Full step by step guide to this demo

A brief video that provides an introduction to CSC

Demonstrate how CSC helps businesses more effectively protect their
users on enterprise-owned Apple iOS devices in supervised mode

Demonstrate how Cisco Umbrella provides the first line of defense
against threats on the internet wherever users go.

Demonstrate how Cisco Clarity provides visibility into all network
connectivity from the iOS supervised device, enabling admins to audit
all traffic flows by iOS users, apps, and system processes.

Demonstrate how to deploy CSC through Meraki Systems Manager to
iOS devices in supervised mode, and then seamlessly provision the
respective Umbrella and/or Clarity configurations with CSC on the
devices.

Demo Interfaces

Demo Guide

Video

Interactive Demo

Umbrella

Clarity

Meraki
Demo Video

2. Umbrella 5y aiR—RKAEFHLLNTSHoH 2T TRREIL ., [MEE (Overview)] R—U AR TINET,
3. EROFES—ar A=a—%FERALT. [RUP—(Policies)] > [[R'J— U Rk (Policy List)] Z#:&IRLET .

49. [R1)>—(Policies)] > [[K')>— )R (Policy List)]

Destination Lists
Category Settings

Security Settings

Block Page Appearance

Bypass Users

Bypass Codes

Root Certificate

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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4. [E/3IL T/3L X (Mobile Devices)] ELVSRYS—ED)vI LT BERR—DICCOR) S —DFMERTLET

50. ENAIL TINARRYS—

Mobile Devices

A

é Identities zi'Pohcry Settings Jan % 20“‘18

o You are a read-only user and will not be able to save this policy. If you feel this Is a mistake, please contact your dashboard

admin for the correct permissions.

Policy Name

Mobile Devices

U 2 Identities Affected

Edit Identity

U 5 Destination Lists Enforced

U Security Setting Applied: Default Security Protection +

Intelligent Proxy

U Content Setting Applied: Moderate

isable

ADVANCED SETTINGS

O File Inspection Enabled

Disable

U Umbrella Default Block Page Applied

Preview Block Page

CANCEL

5. [822%%(+% ID(Identities Affected)] $815 T [ID D #wE (Edit Identity)] Z2)voILET , R —[EZENAIL TINALADLI—
HERIZWUhD ID ZA4FEEBITE T HHMMID) BRTEDZLITSEREL TSN, ZORYD—IZEEM THN TS ENSIL

FINARDEITEEL TS,

F:Umbrella # v aR—RICHARYEREEEFLLTOTAOLTVSH . MAITRTOERIRETEEE A,

FENAIL TINAR(E MDM EDFEBIZE->TREALE T, Y IDFEIEIZDNTIE. CSC DFTOESI=UF 12D THK-TLNSY

FUA 5 TSN TLETS,

51. ID ®ENAIL TINAR

What would you like to protect?

Select ldentities

4 AD Groups
&  ADUsers

AD Computers

-
ia  Metworks
0 Roaming Computers
1+ Sites
Metwork Devices
¥ 0 Maobile Devices
All ldentities

© 2018 Cisco and/or its affiliates. All rights reserved

2 Selected REMOVE ALL

0 Mabile Devices
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6. ZEBI®D [E/31I)L T /31X (Mobile Devices)] 9 vILET . MDM MoFOEDI= 5 EN=TOI7(ILIZTRTOENASIL T
NAZAMNRREINET,

52. ENAIL TIN(R

Select Identities

2 Selected REMOVE ALL
Mobile Devices
0 Demo_i0S_1
0 Demo_i0S_2
All igentutes / Mobile Devices

EANEL m

FEHEDENASI TNHAARERBIRTBILFTEFE A, RID—FBIRLETOT7AILTEICTRTOENSIL TS RISERSNET,

7. [FvrEtiL(CanceD] &9y ILT. RYL—BEHICRYFET,

8. [tE¥alT4EE@A- - (Security Setting Applied...)] $BE T [#&&E (Edit)] #9UvILET, X1 TAREICIE. FEDHTIVE
A5 I0vITENEITTES EREFADTOT7AIIZH>TELIFBERISERTESEH DO X217 hTIVHEEN
F3, COBE.BEDEXLTA ATITUIERINTLET, DFEY.,. ZORYS—TIE, ENSIL TNHRARADLI—FIZFINSD
tXal)T4 ATIVETOvIENEENSTETT,

53. X alT4%TE

I Default Security Protection + Inteligent... - |

CATEGORIES TO BLOCK ¢y

U Malware
U Newly Seen Domains
U Command and Control Calibacks

() Phishing Attacks

C Potentially Harmful Domains

[ ] e

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 34/55 R—
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9. [Fvrt(CanceD)] #U)vILET,

10. [A> T VERTE# A+ (Content Settings Applied...)] $Bi5 T [fR& (Edit)] €0y I LET A>TV T4 T OATIIE
ElE, ZZDENMI A—HFITHEASAET . ERFATOT7MIL(E. B, FEIXMELANILDO TRV @A T 5H . F=lE

HREBLANEERTEEY

54. AT TAINERIT DERTE

Limit Content Access

High

® Moderate

Low

Custom

ADVANCED SETTINGS

Categories to Block - Moderate

+Adware
«Dating
+Gambling
sLingerie / Bikini
+Pornography
«Sexuality

«Weapons

«Alcohol

+Drugs

«Hate / Discrimination
«Nudity

«Proxy / Anonymizer

«Tasteless

11. [FHM X7 LE%SE (Advanced System Settings)] 2 v7LET . ORI —IZ&>T. SafeSearch H3E/ ()L A—HFITERAS

NTNBIEITEBL TR,

3% :SafeSearch (&, Google. Bing. YouTube TRESN OV TFUVIZEASNET,

55. SafeSearch ME%

ADVANCED SETTINGS

Enforce SafeSearch

12. [F+v>t/L(Cancel)] &0y ILET,

CANCEL SET & RETURN

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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13. [ERAINB%E%k!) Xk (Destination Lists Enforced)] $i8 T [#R& (Edit)] 20Uy I LET . ARAALDIEFEHFRI/TAVIDYRET
DRV —IZERATEET . BEDYRNEEBMT Eh., FERIS—oH LW A EEEERLET, SBEVAMMIIE, KA,

IP. B&UY URL ZEHbNBIEITEEL T,

FEARAL URL 7YY YRME DY —ZAMERBFTES X 1) T4Z2BEATH-OICRIEET , hRAZL URL TAvIDHI
(oolite.org/whatsnew) [&. > F 17 1 TRENTLET,

56.

AR ADERTE

A13|.3-|"f Destination Lists | aoonewwist

e
e
e
e

P
v Q@
P
v

-~

Showing: All Lists *+ 10 Total
Allow Reddit
Bandwidth Hogs
Block All Russian & Chinese Sites
Block Apple

Fantasy Football

@ Global Allow List

Global Block List

Marketing Allow List

Dalicns Absirare

All Destination Lists

57. [#HIBR{+Z URL(Restricted URLs)] 7Av%o YRk

Q searc

EDIT LIST 2 Total

oolite.org/whatsnew

www_aeroflot.ru/ru-en/information/preparation

<All Lists /Restricted URLs

15. [F¥>tIL(Cance)] #V)vILET,

1 Allow Lists Applied

@ Global Allow List

4 Block Lists Applied

© Block All Russian & Chinese Sites
© Fanasy Football

© Global Block List

© Restricted URLs

1 Allow Lists Applied

@ Global Allow List

4 Block Lists Applied

@ Block All Russian & Chinese Sites
@ Fantasy Football

© Global Block List

© Restricted URLs

REMOVE ALL

CANCEL SET & RETURN

14. ERIOYRFTRYAO—)L 92 LT, [#IBR{E URL(Restricted URLs)] 7 AvY YARES)YILET .

CANCEL

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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16. 774 EEZE 1 BORETEDICLET . ERNCTHE T7MILIEH—F N—FT48 D AV TP & Cisco AMP [2E->THRE
Sh*Ed,

58. J7AILIRERE

U File Inspection Enabled

17. [ERAEhDHR4LL T OvY R— (Custom Block Page Applied)] $818i T [#RE (Edi)] #9V)voLET, T4 DT OYY
R=UDNZDRYS—DENA)L A—HFITHLTERSATEY . SSHDARITA RSN =T AvY R—TH(ERFADEDH
HBNIE)EIRTEFT BIRLE=TAYY R—PHITTILEL—TEFET,

FENANRF T L OB THRABLVRETEET,

59. JOvY R—UHRFE

Set Block Page Settings

® Use Umbrella's Default Appearance

Preview Block Page

Use a Custom Appearance

Choose an existing appearance

BYPASS USERS

BYPASS CODES

CANCEL SET & RETURN

18. [F+r> )L (Cance)] &0y ILET,

19. [Advanced Settings (G¥liZkE)] VU vILET, CSTAUTU IV TAXD L BET IR ELBA DT LB/ TEET,

T IO7ALBREEIP BOBRALGEDEED XU TAHEELX. 10TV TOFXFVITKREL. AOTIDIUS TOFEEDIZT
B, LEEOBIRITENAHYET AT RRELT. TRT, EF2UTo ARURDH, FIEIDRY D —IERRICLAEL, #BIRT S
&Y TEFET,
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60. EFFMERE

CANCEL

EVb:SSL EEEERAYTAEA. SSLAEBAEX. 7OEYa=4 JAtwAHIZ CSC 7TV EELIZENAIL TNRARIZAVA—ILE
N5, BNAIL FTINARIZEHoO—FRFEEIEERRTAREEHYEE A

20. [Fv>tz/L(Cancel)] &0yl T ERLIEzARI—EFLET,

21. CSCTE FUTAVY R=VIZR>T. RDTE VFIFERITLET . D TE S FUA D8I Umbrella F v 2aR—FD
T50Y 8TEBRVEFFICLET,
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Cisco Security Connector [FIREASIZSh TEY . Meraki Systems Manager hhSEHEIICEESNE T, 3 DT RTHOTH/A0—Hh
50 API YY) a— 3 % EFRAT 5545, Systems Manager [2&% CSC QRN COV)a1— 3> DfiEEER T 5550 &R CHHEA

Meraki Systems Manager #va7/R—KT®H CSC O70E

HETT . SOV FIATIE ROARITOVTHRALEYS
© Va—avDERAEDEREMETHIN(RFADETHEER)

N

vz

+  Meraki #y¥aR—KT CSC 7% i0S BEMT/N\ARIZT Y2 5FIE

FIIR

1. CSCTESVUTAVYT R—=UhL, [TEETHA (Demo Video)] #4') v LT, Meraki APl ¥—%ERALT 3 2NOY)a—ars

RSB TESAEETRT TEETAEEBLET,

61. CSC TE FVTAvY R—Y

Use Case
Demo Guide
CSC Overview Video

Interactive I0S Device Demo
Umbrella Instant Demo

AMP for Endpoints (Clarity) Instant Demo

Meraki Systems Manager Instant Demo

2. CSC TE SvTAvY R—IH5, [Meraki] £5')v57LT Meraki TE # v ah—REEELET, At Sh -BELRTINET,

3.

T Use Case Highlights
Full step by step guide to this demo
A brief video that provides an introduction to CSC

Demonstrate how CSC helps businesses more effectively protect their
users on enterprise-owned Apple I0S devices in supervised mode

Demonstrate how Cisco Umbrella provides the first line of defense
against threats on the internet wherever users go.

Demonstrate how Cisco Clarity provides visibility into all network
connectivity from the iOS supervised device, enabling admins to audit
all traffic flows by iOS users, apps, and system processes

Demonstrate how to deploy CSC through Meraki Systems Manager to
iOS devices in supervised mode, and then seamlessly provision the
respective Umbrella and/or Clarity configurations with CSC on the
devices.

[E¥ 217+ 2554 (Security Connector)] #vkTD—9%9)vILET,

Demo Interfaces

Demo Guide

Interactive Dem

Umbrella

Clarity

EUTOSUTAUT R=CORDOYIZZDTUTA0T R=UNRREINBIGE L. [FYbT—0 (networks)] #9)voL T, LTFIZR

LTWARTRITEDEIICLTIEELY,

Map Satellite # & Q

« 1 organization

© Organization

Tickets

ecurity Focused Demo 0

License Status License Expiration Networks *

1 06, 2020

Devices ©

Organizations
Add organization = ¥

MC O My O

70000000 2 2 3 0 0

© 2018 Cisco and/or its affiliates. All rights reserved
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62. Meraki DL ZE

Map Satellite | a o Q ‘ Hide table 3
+ > Networks Network tags Devices
Tag v Combine ~ Search... v 2networks Over the last week: 26 clients, 39.12 GB CsVy  #*
@4+ Name Usage Clients Tags Network type Network health € Devices Offline devices
©  security Connector Network 10.27 GB 2 Combined il [ || 3 0
@  Dynamic Access Control 2885GB 24 Combined | | 3 0

4. [VARTL RH—T+(System Manager)] 2 voL. [F 7 (Apps)] 0V ILET,

63. [V AT L THR—+ (System Manager)] @ [7 7Y (Apps)] A=a—

CONFIGURE

Clients General

Organization
Map g gs Owners

Remote desktop VPP Policies
Software DEP Geofencing
Command line Add devices Alerts

Summary Software installer

5. Cisco Security Connector 7 FU%E9yIL T, EDT/INA AN CSC MBI 2D DIEEERRLET

64. FOEYI= T ENF=TTY

App management Try the new version!

Edit scope v Delete v Push » ~  2apps 4+ Add new ~
[1 2 Hame* 0s Scope Tags +
1 1 c Cisco Securiv Conneclor i0s With ALL of

0 2 ' e ems Mansger 0s Al devices

#E: Systems Manager [&. Apple App Store. Google Play A7 EfEETHEMNTE, Fz. A—FDBISVRICEEDIFZAILETY
TO—KRL. 9597 ) r—2a  EBERITTESIVSVREBAV ISR IFvEFDIEETEET, CSC &, Systems
Manager MSIRMETEZEHOTTID 1 DICBELRNIEELTHRBAL TS,
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6. COFFTVTr—2avhETEFALTEDELSIZIOS TNIRIZDARBEININERFALET

65. CSC AU DHRE

9 Cisco Security Connector
N—

Details

Vendor: Cisco

Platform i0S

Description: This application is currently in limited availability and requires licenses for Cisco Clarity and/or Cisco Umbrella. Cisco Security Connector is
a new endpoint security solution providing unp d d visibility and for i d i0S devices running in supenvised
mode. It bring
View in the iTunes web catalog

Devices

Scope install o devices [winALLore plowngass <]

708 devices

Use VPP device assi [i] -y

Redemption codes None | Add

Options

EBR. TNANAR AT AD A—H G —TELUtEFa) T4 RU—2ET  EROL2T FFATavhbYET, @ta T+
F1)a—2arEFRAT5IET, Systems Manager [(ZIELWVT /A AN BT RT TV — a0 #MBTESEIIZLET,

7. [System Manager] > [MDM D% (MDM Settings)] &2JvoLET,

66. MDM &%

Organization

Remote desktop " VPP Policies

Software Geofencing
Command line Add devices Alerts

Summary Software installer

3 [B%5E (Settings) | R—VICTNAR TAT7A LD EIARFREINET , T/AAR TATZAIVIZIEEED T NI RADHRELHFIRENE
FNFET, T/NAR TOT7AILERICIY EF 7 TVERFEEIE, —HIZNNIVREhFER A,
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8. TAIFAIDTNAR 25 %FRALTIOS TNARICEFERIESN DI ELHBALET,
67. TINAR 25 DER
Profiles & settings

iE  Security Connector Profile

{E’} Profile configuration Type Meraki managed profile

@ Clarity Content Filter

Name Security Connector Profile
@ Umbrella DNS Proxy The name that will be shown to users
+ Add settings Description
Opticnal
Removal Policy @ | Allow users to remove this profile v
Scope Apply to devices: | with ALL of the following tags v]

Device tags

% Zi0S devices

Policy tags t policy tags S
Geofencing, Security policy, Schedule tags
User tags Configure user tags

Owner, Active Directory, ASM tags

S CSCEBIEMTIUr— 3 LR, CSC (X iI0S TNARLTODHYR—rENZ=80. COBEDT/INAAR FOT74)LIE i0S
TINARIZDOHEIESNFET,

9. [Clarity A>T Z4J)L4(Clarity Content Filter)] #4')v%LT. Clarity (AMP for Endpoints) 3>V —ILhs Ty 1SN =R E%
AR TRLET,

B 68. FOT7AILERTE
Profiles & settings

i=  Security Connector Profile

{E‘} Profile configuration

@ Clarity Content Filter I

\Y) Umbrella DNS Proxy

+ Add settings
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69. Clarity A>T J4ILAERTE

=  Security Connector Profile +

{g‘j Profile configuration
This feature is enabled through a special integration with Cisco AMP and Cisco Umbrella. Please visit either the

@ Ciarity Content Filter Cisco AMP or Cisco Umbrella console to get started.

@ Umbrella DNS Proxy
This payload was created by an AP call from the Cisco AMP Clarity dashboard. Please consider making any

+ Add settings changes via the Clarity dashboard to ensure proper configuration

Bundle ID com.cisco.ciscosecurity.apg

—— e "
Filter method Browser - Enable filtering for HTTP / HTTPS traffic.

Socket - Enable filtering for raw traffic.

Configuration Key T Value
affiliate_guid Text - 7e9d7d2a-b554-50f4-3ebb-d275f6f9aa30 }
business_guid Text - | a27f12c8-660-469d-a77d-88{339691973 ‘
org_admin_address Text - csc-beta@cisco.com ]‘
cloud_asn1_server_host Text - cloud-ios-asn.amp.cisco.com ‘
cloud_asn1_server_port Number - ‘443 ‘
janus_intake_server_url Text - | https://intake.amp.cisco.com/event/ ‘

FE:COERTEIL. Meraki APl F—Z N L TEEEINI=EEIZT AMP OVY— LS EEMICTILENELT. 2L, FIE 1 DETATE
SREASHELT=,

A FEAMYBEAILI—HFELTTIEALTNSH. APl F—IFZZOTE Ay ar—FIZERREINER A,

10. [Umbrella DNS B &< (Umbrella DNS Proxy)] %12 LT. Umbrella # v aiR—k o Fyiadhdy)1—a @ik
~LET,

70. FATFAILERTE

Profiles & settings

i£  Security Connector Profile

{g} Profile configuration

@ Clarity Content Filter

@ Umbrella DNS Proxy

+ Add settings
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1. Umbrella DNS 7O%L DHRE

~

iE  Security Connector Profile 4

£5%

Profile configuration
This feature is enabled through a special integration with Cisco AMP and Cisco Umbrella. Please visit either the
@ Clarity Content Filter Cisco AMP or Cisco Umbrella console to get started

This payload was created by an API call from the Cisco Umbrella dashboard. Please consider making any
i et changes via the Umbrella dashboard to ensure proper configuration
Use Certificate (v ]
App Bundle Id com.cisco.ciscosecurity.apg
Provider Bundle Id com.cisco.ciscosecurity.apg

Caonfiguration Key Type Value

organizationld Text v |22-1?513 |

regToken Text v |SQI'»Ib?RTEec»Q1N{i0l'v‘|0JElI!

* | 10.in-addrarpa

®  16.172in-addrarpa
® 17 172.in-addrarpa
*  18.172Zin-addrarpa
®  19.172.in-addrarpa

®  20.172in-addrarpa

ECOHEL. Meraki APl F—F N L THEHEINI-LEEIZ Umbrella £y ai—F s BEIMIZTILENELE, Chid. FIE 1 OE
TATEERBASNELT,

S .nARYERLI—YELTTIEALTWAT=H ., APl F—([EEDTE Fviarh—RIZIERTEhEH A,

11. TOTE L FUADHHEDHLLYELT, Meraki Systems Manager [ZE>THEED i0S T/AARIZxT S CSC 7TUDERIEET /N
REENAREICAEEVWSERERYEBLET,

EVb: ZOFERABIIE Cisco CSC 771 &IOS T/ RIZEH T A, i0S. Android. MacOS. LU Windows T /34 RIZE/NA )L
FINVEIAR—TS5AX 7)) DEFERGT5-OICRCEEZIO—IFRINDEEMMEIZHBALET,

X2 AROD APl ETAT S LA HEMEE BEAEAVAM—LEEEIZT S 3 DOELSHL RO TH/AS—HOHEENREEAT 51
HDRELFYET , BEHI MO MDM V21— aVZFAELTVWSAIEEEEHYFE T H. CSC BRAIL. Meraki Systems Manager @
BT EERITOYR—MZLY, D MDM OFEFBFBREIFLELLTAREMAHYET,

12. TESVTAVY R=VIZES>T. ROTE PFIVAEHITLET D TE > FUFDT=8HIZ Meraki SM F v aR—FD TS0
H AJERWNE=EFICLET,
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A 6. CSCT7F)EIOS DEXRE

ZDUFIVATIE,. CSC 7T BFRERFT 5=, i0S T/A1 R (Apple iPad) DA 250 T147 TEE. BERE—FTOTNARADE
BEEEERALEY,

IURA—HIE, RESNDHITHTLE CSC 7TIVIZTIERTIBEIHYEL AL, COUTIFTIEZOMED—HERTT D
ZENTEET,

FIE

1. CSCTEISVTAVYT R=UHS, [A25859T47 TE(Interactive Demo)] 2w oL T 410859747 TEEZRELET,
FTTITHALWTWSEE. RITLTWSISOYDATIZR-T. FIE 4 IZEHFT,

72. CSCTEIVTAVY R—

Use Case Use Case Highlights Demo Interfaces
Demo Guide Full step by step guide to this demo Demo Guide
CSC Ovenrview Video A brief video that provides an introduction to CSC Video
[ —r
Interactive 10S Device Demo Demonstrate how CSC helps businesses more effectively protect their FInteractive Demo
users on enterprise-owned Apple iOS devices in supervised mode | S )
Umbrella Instant Demo Demonstrate how Cisco Umbrella provides the first line of defense Umbrella
against threats on the internet wherever users go.
AMP for Endpoints (Clarity) Instant Demo Demonstrate how Cisco Clarity provides visibility into all network Clarity
connectivity from the iOS supervised device, enabling admins to audit
all traffic flows by iOS users, apps, and system processes
Meraki Systems Manager Instant Demo Demonstrate how to deploy CSC through Meraki Systems Manager to | Meraki
iOS devices in supervised mode, and then seamlessly provision the Demo Video
respective Umbrella and/or Clarity configurations with CSC on the
devices

2. IOS TNARDAVEZIT4T TERK FHLWISVY 2T TRELET . TEERRT BIZIE, [BE (Play)] REVEIIVIT S
MERRTZIVE DRI RORERDBHEIIVILET

73. AVBZ9T47 TEDRBEI1FD
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3. iPad MR—LBEEARTEINET . BE FEHORYIBBUNETL—TFIrENFET,

74. FyOERIT % iPad R—AEE

4. RyofEEMNS, BRID [CSCI 7T 7AavE 7 )vILET,

75. AytE—T 7T
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5. CSC77UNEHL. FDHh—L R—CHNRFTINET,

76. CSCiR—L R—=Y

Protection anywhere,
anytime

Providing deepe
for enterprise

sibility and control
W

Learn More

ned devices

Cisco Security Connector

<]

6. BATOEHRAREIVEVIVILT, 7TV —2a0vDN—2a0 B EICBET BIEHRETRT [BEE (About) | R—UERRLET,

77. [ (About] X—

Evh BEMNEL-GA. [BIREORE (Report a Problem)] 25w L TRY J7MIVERETEET . QY T7/ILIE. FROEF

A=) Ayt —DITRAAL, BEEEF IO RAITEFETEFT,

7. [BEE(About)] R—U D EIZHB [SET (Done)] 91 vIL T, CSC ih—L R—VIZRYZET,

8. [RT—AR(Status)] &9 vILT [RT—RR(Status)] R—UE#HEET,
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9. ZOHA.Umbrella & Clarity DAAD I TAT4MNTAEDI= Y sh AN ERINET,

78. [CSC RF—#%R(CSC Status)] R—%

ROAMING SECURITY

v Protected by Umbrella J

ENDPOINT VISIBUITY.

@ Protected by Clarity ]

Evk: H<FIBETIL. ¥ Umbrella TT 474, RIZ Clarity T T4 T4 T EVAN—3arLET, REICKELCTCIEZ 28 ES

BIENTEET,

10. [Umbrella IZ&k-> TR (Protected by Umbrella)] 221w LET , Umbrella R 7Sy 2 R—UHEEE Umbrella BEID A
RRINFET,

79. Umbrella RF5via R—

Umbrella

PROTECTION STATUS
IPv4 Status Protected

IPv6 Status Protected

DETAILS

Org ID 2341133

Device ID A0007CC0O3855978E

Device Labe! AugustTradeShow1

WiFi SSID Noble

WiFi BSSID 10:d:7f:e5:bc:f4

IPVA DETAILS
Network Available

Certificate Exchange Succeeded
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11. RERSNDRATF—EADEMIZ(E. IPv4 LU IPv6 fE. Umbrella org (27 H9R) . T/AC R D, SN = Wi-Fi, Umbrella )
VLN P, BEUIETAEFENEELET

12. ALYOORMEY)YILTRIA—IL FIULES,

13. Umbrella F5va R—2 0 £I2%H% [5ET (Done)] £4')vIL T, [CSC RAT—HZ(CSC Status)] R—UIZRYFETS

14. [Clarity [Z&> TR (Protected by Clarity)] #4') v LE T, Clarity 75w 2 R—UHEE, Clarity RO E#ANRRESNET,

80. Clarity RFSvyia R—=

CLARITY STATUS

Enabled

Registered

Provisioned

Connected

DETALS

Connec tor :}q:()

CADS

Cloud Host

Event Intake URL

Management URL

Policy

15. RINSNDRAT—RADFEMIZIL. 4 DDA RT—BADIREEE D ERE. KRS BLUT/AVTITONTOREHRAEFELTL
E3 8

16. ALY OXRINEY)vILTRYIO—IL BIULET,

17. [Clarity RF 53 2 (Clarity splash)] R—2 D EIZ$H5 [5E T (Done)] #4')v- LT, [CSC RT—4H X (CSC Status)] R—IZREY
E3 8

18. HRBEDHR—L REVEI)IVILT, TNARADKR—LEEIZRYET .

19. RIZ. BERE—FTTNIROEERTELZSHELET,

20. RyotElEA S, BRI [BRE (Settings)] 7A4aAVEI)VILET,

81. T/\AREXTE (Device Settings)

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 49/55 R—



Cisco dCloud
_________________________________________________________________________________________________________________________________|]

21. [ER7E (Settings)] A > R—U T, ELDHEH (AL UV BDBEFRRTRARTIND) EV v ILT BERE-FOHRAZRTRL
E3 2

82. TNAADER

iPad = 12:28 PM T3 7%
General
Settings
About
This iPad is supervised and managed by Erik's MDM Org. Software Update

Learn more about device supervision

Cisco AMP AirDrop
Apple ID, iCloud, iTunes & App Store
Handoff
Multitasking & Dock
Airplane Mode
Wi:Fi Noble Accessibility
Bluetooth On
gg Cellular Data Off iPad Storage
Background App Refresh
n Notifications
8 Control Center Restrictions Off
Do Not Disturb
Date & Time

83. TNARAMDEWR

Device Supervision

About supervision

Supervision gives institutions greater control over the iOS devices
they own. With supervision, your administrator can apply extra
restrictions like turning off AirDrop or preventing access to the
App Store. It also provides additional device configurations and
features, like silently updating apps or filtering web usage.

See what your administrator is supervising

Your administrator controls settings on your device by installing
profiles. If you want to see which features your administrator has
modified, you'll need to check your settings. Tap Settings >
General > Profiles & Device Management. If there is a profile
installed, tap on it to see which settings it modifies. To learn more
about the features changed by your organization, ask your
administrator.

Access to location and Internet activity

Your organization cannot access the location of your device
without using a feature called Managed Lost Mode. When this
mode is enabled, your device is first locked and only then can
your device administrator see its location. If your administrator
puts your device into Managed Lost Mode you will see a message
on the lock screen. If your organization has requested the location
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3¥:Cisco CSC IE, BEfRE—RTA U RAL—ILENT= I0S TINARETHOHYR—,SINFET BERE—FICBETHZDHBAMNT/NA X EIC
BULEE. TS RIZERE—FTEHYEE A,

22. £&® [T (Done)] #9')vI LT, [BXRE (Settings)] *—PIZRVET,

23. RI.HEDERREDVONEZEELET  [BRTE (Settings)] R—CDERIHEA LU CRBDERNED)YILT, RYVO0—L 5
IULET,

24, [T/IAAADEE (Device Management)] #2'vILET,
84. TNAREEHE
iTunes Wi-Fi Sync

Notifications

VPN
8 Control Center ——

i
‘ Device Management |
Do Not Disturb ;

< -

Regulatory

25. [Meraki &3 (Meraki Management)] *=a21—HBEFET,

85. Meraki B2

a0 v . E—TTY R

‘|< Device M.waqerm}m' Profile

Settings

@ Meraki Management
s vf.].:.:'. "L-v w. k's MOM Org

y “.meraki.com
v

Cisco AMP Meraki Systems Manager

Apple ID, iCloud, iTunes & App Store Mobile Device Management

2 Managed Apps

Web Content Filter
Device Identity Certificate
2 Certificates

Notifications

Remove Management

Control Center

Airplane Mode DNS Proxy
T‘ I —— —
Wi-Fi N More Details
Bluetooth — —
Apps
Q Cellular Data I —
‘ Restrictions ]

Do Not Disturb

B2k [3#8 (More Details)]. [7 7V (Apps)]. [#lIFR (Restrictions)] &35 3 DDIEBEETEVAN —2a T BIEFIE. HEIZIELTE
BTEEY,
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26. [£# (More Details)] Z9UvILET, KD AZ2—H5 [E/3( L T34 REHE (Mobile Device Management)] R—J#BEFEY,

86. E/NAI FTNAREHE

¢{ Meraki Management| Mobile Device Management

Settings
Server URL
vise Topic
| ) Use Development APNS
Cisco AMP Check-in URL

Apple 1D, iCloud, iTunes & App Store Sign Messages

Check Out
f; Airplane Mode

Wi-Fi

u Bluetooth ; . . .
List configuration profiles
m Cellular Data

Lock device and remove passcode

Add/remove configuration profiles
List provisioning profiles

c ificati S !
i Noti¥fications Add/remove provisioning profiles

@ Control Center List device information
Do Not Disturb List network information

List installed applications

27. EEROBEEIZHEH—MHGIERE. FICURMSN TV HERZHALES . ChoDEKEIF MDM TEREN ., T/ RITERSH
F9 . L&D [Meraki B (Meraki Management)] %' LT, [Meraki & (Meraki Management)] R—ZIZRYET .

28. [7F)7—32 (Apps)] E9UVILET,

T ERICRTIENDTATFAILDY ARZIE, Meraki & Umbrella OT7AE 3= DT NARIZT YL 1SN BELIIAENS
FNTOET, TNICIFRY S —EREDLFA 4 THEALIZESY., SSL REIZHEX Umbrella L—MEBRELSENFET,

EVb AR—Z N—%#F L TEE—HFELTIOI7MNLERTTEET . MITTDIBER—CDEBEDFEHEYVVILET,

87. Meraki B

More Details

Apps

Restrictions
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29. [77V(Apps)] R—UMBIEET . ZDT/ A X(Z[E MDM, Meraki SM 7)) (MDM B (IZHE) LU CSC ITLYEHSIS
2D2DF7TIRBYET,

88. [7FU(Apps)] R—Y

< Profile Apps

Settings

0 Cisco Security

(@) Meraki MOM

30. 1VRM=ILEHDTTIDHEBERTITDIZIE. TNENDOTT) TAAED I ILET . TUENDT—RT, LED [7T)
(Apps)1 &9 w oL T, [7FU (Apps)] R—UIZRYET,

89. Cisco x5« 77V
R BV AV )

< Apps Cisco Security

Cisco Security

This app is not restricted in any way.

90. Meraki MDM 7)

< AppS Meraki MDM

Meraki MDM

App and data will be removed when device is no longer managed

31. [FETZ7AIL(Profile)] ')y~ LT, [Meraki B2 (Meraki Management)] R—JIZRYE T,

91. Meraki B2

More Details

Apps

Restrictions
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32. [#IBR (Restrictions)] #9)vILET,
33. [#IBR (Restrictions)] R—L T [Web a7V 74JL%(Web Content Filter)] #9')voLET,

92. Webav7lw J4)L%

( Profile Restrictions

IZ‘Q\D Web content filter

34. [Cisco Security Content 7 JL% (Cisco Security Content Filter)] R—U M BEE T, CSC MBS SEZ(Z Umbrella Z/rL T
BRASNDHIROFMNRTINET,

93. Cisco £Fal)T« 2T T4ILA

< Restrictior Cisco Security Content Filter

Auto Filter Enabled

Plugin Bundle ID

35. [#IBR (Restrictions)] #41)w4 LT, [Meraki & (Meraki Management)] R—JIZRYET,

36. [Meraki & (Meraki Management)] X—I i, [T/ 31 XA EH (Device Management)] #9')vILTALL D [E%5E (Settings)]
R=UIZRED ., FBDHR—L REAVEIJVILTTNRARADFR—LBEEICRAZENTEET,

37. I3 TCSCTEIUTAVY R—=VIZROT MOEBEDTE SFIAERYBLET  MDTE L FIVFDIHIZ AV
8597147 TENRREINFTS0H 2T (FRAVFHICLTHEEFET,
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FED

B9 5&.1i0S 11, Meraki System Manager. Cisco Umbrella, & & U Cisco Clarity ##&9 4> Xa0fEFa)74 7—FT70
Fr(&.i0S A—VERETIRLBEINOUNRMEAEZTT , SNIE Apple DERKR 1110S TS RAITD, M—DTEEHEE
DEEMEEF2YT1 VY)21—230TT, Thid Apple £ XTEDBRAL/S—,F—2 v T AT IEEBRLERATLE,

Cisco Security Connector # B3 52ET 1 2O7TIT2 2D EF 1T BERMEBTEET,

1. i0S TNARMERYET—IDRNTAoA—2INMIER T IRIZIE OB EFRET /NI REBMLLARNILOFHIEHEATREEEF DD

EMTEFET,
2. AVVTUMRAERICE. BEICETIRAIEENF—LICRBMENET, F-. SSLESEAEMNCTHILL TTILAEKLTLDS
BREEEM T TEET,

EMEEEDFEY, Apple ELRANERLF-VYa1—2avh, TURI—HOEEEHHSELY, EBELI—FITXvyTE2H TN
BNEWSTEEZEBHKRLETS

Umbrella TIRESN TNDRL1—FNYT TIZHEET DB AITIE. FOEBRTRELZS>TUIVD iI0S T/NARIZIFEETLIRT -0
FIFFEELFE A, SBIZ, AMP for Endpoints D542 AFEITHIZ I0S T/AAREZEH=BEIZIX. Clarity TFDRELEETHL
3 TELT,

WERAIRMEEHEDOLANIVIZEDINT, —AFEIETEADRBEFHEAL. Meraki Systems Manager To—ALLR[ZY)a—avEEHA
BLUBRETEET,

RDRATVT

HEHRIZ POV for AMP., Umbrella. & U Systems Manager #8195
*  Umbrella

*  AMP

. Meraki Systems Manager

&I

« Ata-glance T—% >—Fk
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