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Use this checklist to help you make sure you perform all the necessary steps to completely install and configure your StealthWatch system, 
including the StealthWatch FlowReplicator™ (if applicable), the StealthWatch FlowSensor™ (if applicable), StealthWatch FlowCollector™, and 
StealthWatch Management Console™ (SMC). 

9 Step Task Reference or Path 

 1 Install each StealthWatch product. StealthWatch System Hardware Installation Guide 

 2 Configure your firewall to allow communications with the 
StealthWatch products. 

StealthWatch System Hardware Installation Guide 

 3 Change System admin and root Passwords StealthWatch System Hardware Installation Guide 

 4 Use the Appliance Setup Tool to configure the following settings 
for each appliance: 

 Host and domain information 
 DNS settings 
 NTP settings 

StealthWatch System Hardware Configuration Guide 

 5 After setting up the SMC, use the System Setup Tool to 
configure the following settings: 

 IP address ranges 
 Add FlowCollectors to system 
 Add FlowSensors 
 Configure SMTP Service (if applicable) 
 Configure SNMP Polling 
 Set Internet Access and proxy server (if applicable) 
 Activate license through the Download and License 

Center 

StealthWatch System Hardware Configuration Guide and 
Downloading and Licensing StealthWatch Products  
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9 Step Task Reference or Path 

 6 Launch the Appliance Admin interface for each 
product and configure these general settings: 

https://[product IP address] 
(For the SMC, click Administer this server after the above Web page 
loads.) 

   Configure the System Time  Configuration > System Time and NTP 

   Change the Admin Password  Configuration > Change Password 

   Configure the FlowSensor Application ID and 
Payload (if applicable) 

 Configuration > Advanced Settings 

   Configure Flow Replicator Rules (if applicable)  Configuration > Forwarding Rules 

 7 Launch the SMC client software from the Web App 
interface and configure the following settings: 

https://[SMC IP address] 

   Verify that the SMC is seeing traffic. In the Enterprise tree, right-click the domain, and then select  
Traffic > Domain Traffic from the pop-up menu. 

   Create an Admin User account Configuration > User Management  

   Add an Identity device (if applicable) In Enterprise tree, right-click Identity Services, and then select 
Configuration > Add StealthWatch ID Appliance or Add Cisco ISE. 

   Add SLIC Threat Feed feature (if applicable) In the Enterprise tree, right-click the StealthWatch Labs Intelligence 
Center branch and select Configuration > SLIC Threat Feed 
Configuration. 

   Place all default IP space for the network into 
the Catch All host group. 

SMC User Guide 
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