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INTRODUCTION

OVERVIEW

#l’

This is an installation and configuration guide for the UDP Director VE (also known
as FlowReplicator VE) in a network using vSphere Client v4.x or v5.x. Beginning
with v6.6.0, the FlowReplicator VE is called the UDP Director VE.

Note:

StealthWatch VE appliances that are running under VMware ESX v3.x are not
compatible with ESX v4.x. If you upgrade VMware to ESX v4.x, you must delete
your existing StealthWatch VE appliances and reinstall them.

For StealthWatch System physical appliances, see the StealthWatch System Hardware
Installation Guide and the StealthWatch System Hardware Configuration Guide.

Read this chapter to learn more about this guide and how to contact Lancope
Customer Support, if needed. This chapter includes the following sections:

» Audience

» Before You Begin

» About the UDP Director VE
» How to Use This Guide

Audience

The primary audience for this guide is administrators who need to install and
configure StealthWatch UDP Director VE (also known as FlowReplicator VE)
appliances. This guide assumes the audience has a basic familiarity with VMware
software.

Introduction 5
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Before You Begin

Use the information in this section to prepare for installing and configuring the
StealthWatch VE appliances. Note that the configuration is a two-part process using
first the vSphere client interface, and then the Appliance Administration (Admin)
interface. You can use the tables provided in this section to record settings you will
need to install and configure the StealthWatch VE appliances.

You need to install and configure your virtual appliances in the following order:

1. UDP Director VE (also known as FlowReplicator VE)

2.  FlowSensor VE

3. FlowCollector VE

4, SMC VE

If you do not follow this recommended order, when you set up the StealthWatch
system, the SMC VE may not properly collect data from the appliances and you will
have to set up each one separately.

CAUTION:

Be sure the time setting on the ESX server where you will be installing the virtual
appliances reflect the correct time. Otherwise, the appliances may not be able to
boot up.

Downloading the VE Software

Before you can complete the procedures in this guide, you must obtain the OVF (Open
Virtualization Format) file from the Download and Licensing Center. For instructions
on downloading the file for each appliance, see the Downloading and Licensing
StealthWatch Products document.

Resource Requirements

This section provides the resource requirements for the virtual appliances.

UDP Director VE (also known as FlowReplicator VE)

The UDP Director VE requires that the VMware server meets the following
specifications:

» 4GBRAM
» 50 GB disk space

Lancope recommends thick provisioning although thin provisioning can be
used if disk space is limited.

Introduction
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Information Needed for the vSphere Client Interface

ESX/vSphere
Server

Setting

UDP Director VE

Login User Name

Login Password

IP Address (Default = 192.168.1.2)
Netmask IP Address (Default = 255.255.255.0)
Gateway IP Address (Default = 192.168.1.1)

Information Needed for the Appliance Admin Interface

Setting UDP Replicator VE

IP Address (Default = 192.168.1.2)

Host Name

Network Domain Name

NTP Server IP Address(es)

DNS Server IP Address(es)

Note:

H / The password must be between 5 and 30 alphanumeric characters in
!

length with no spaces. You also may use the following special characters:

$.~1@#%_=7:0()

About the UDP Director VE

Using the same technology as the FlowReplicator appliance, the UDP Director VE
(also known as FlowReplicator VE) is a virtual appliance that serves as a central
collector for flow data generated by flow-enabled devices.

The StealthWatch FlowReplicator is a high-speed, high-performance UDP packet
replicator. The FlowReplicator is very helpful in redistributing NetFlow, sFlow,
syslog, or Simple Network Management Protocol (SNMP) traps to various collectors.

As it receives UDP packets from multiple sources, the FlowReplicator aggregates the
information into a single data stream. It then modifies the packets to appear as though
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they came from the original source, and sends the data to multiple destinations.
Network and security administrators define the rules by which aggregated information
is collected and distributed, based on source IP, destination IP and destination port.

How to Use This Guide

In addition to this introduction, we have divided this guide into the following chapters:

Chapter Description

Chapter 2, “Installing a Virtual Appliance.” How to install VE appliances on an ESX
server using vSphere Client v4.x or v5.x

Chapter 3, “Configuring the Virtual How to set up the virtual environment for the
Environment.” appliances

Chapter 4, “Configuring a Virtual Appliance.” | How to configure appliances to begin
processing traffic data

8 Introduction
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Documentation Icons
This guide uses the following documentation icons.
Icon Meaning Includes Information...
Tip Such as a shortcut or an easier way of performing a
certain task.
Note You may find useful as you use this document or the
% / StealthWatch System.
Important You must observe to prevent significant consequences,
(4\)‘ such as the malfunction of software.
Caution You must observe to prevent loss of data or damage to
t. hardware.
2 Warning You must observe to prevent risk of personal injury.

Abbreviations

The following abbreviations appear in this guide:

Abbreviations Definition

DNS Domain Name System (Service or Server)
dvPort Distributed Virtual Port

ESX Enterprise Server X

GB Gigabyte

IDS Intrusion Detection System

IPS Intrusion Prevention System

IT Information Technology

MTU Maximum Transmission Unit

NTP Network Time Protocol

OVF Open Virtualization Format

SMC StealthWatch Management Console

Introduction
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Abbreviations Definition

B Terabyte

UuID Universally Unique Identifier
VDS vNetwork Distributed Switch
VE Virtual Edition

VLAN Virtual Local Area Network
VM Virtual Machine

Other Resources

In addition to this guide, you may find these documents and online resources useful.

Related Documents

Please refer to your StealthWatch Documentation CD for information about
StealthWatch appliances and their installation and configuration.

Additional information is available in the Lancope Community Web site
(community.lancope.com/). If you do not have login access to the web site, send an
email requesting access to support@lancope.com.

NetFlow Ninjas Blog

Lancope’s NetFlow Ninjas blog at http://www.lancope.com/blog/ provides a wealth of
information about NetFlow, the NetFlow industry, and new StealthWatch features, as
well as tips and tricks on using StealthWatch.

StealthWatch Video Library

The StealthWatch online video library at
http://www.lancope.com/resource-center/videos/ showcases the benefits of
StealthWatch for network performance and security management.

Contacting Support

If you need technical support, please do one of the following:
» Contact your local Lancope partner.
» Send an email requesting assistance to support@]lancope.com.

P Call +1 800-838-6574.

4

Submit a case using the Support form on the Lancope Customer Community
web site (https://community.lancope.com)

You will need to provide the following information:

» Your name
» Your company name

» Location

Introduction
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Document Feedback

If you have comments about this document, please contact Lancope at
support@lancope.com. We appreciate your feedback.
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INSTALLING A VIRTUAL
APPLIANCE

OVERVIEW

2 Note:

/ For instructions on how to install a StealthWatch physical appliance, see the
StealthWatch System v6.5x Hardware Installation Guide.

This chapter describes how to install the virtual appliances using VMware vSphere
Client v4.x or v5.x.

w Note:

Make sure the time set on the ESX server where you will be installing the virtual
/ appliance reflects the correct time. Otherwise, the virtual appliances may not be
able to boot up.

CAUTION:

Do not install VMware Tools on a StealthWatch virtual appliance because it will
override the custom version already installed. Doing so would render the virtual
appliance inoperable and require reinstallation.

Installing a Virtual Appliance 13
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Process Overview

Installing a virtual appliance involves completing the following procedures, which we
discuss in this chapter:

1. Configuring Your Firewall for Communications
2.  Adding a Resource Pool
3. Installing the Virtual Appliance

14 Installing a Virtual Appliance
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CONFIGURING YOUR FIREWALL FOR

COMMUNICATIONS

In order for the appliances to communicate properly, you should configure the network
so that firewalls or access control lists do not block the required connections. Use the
diagram and tables shown in this section to configure your network so that the appli-

ances can communicate through the network.

Consult with your network administrator to ensure that the following ports are open
and have unrestricted access:

» TCP 22
TCP 25
TCP 389
TCP 443
TCP 2393
UDP 53
UDP 123
UDP 161
UDP 162
UDP389
UDP 514
UDP 2055
UDP 3514
UDP 6343

VvV vV vV vV VvV VvV vV vV VvV vV v v v

Communication Ports

The following table shows how the ports are used in the StealthWatch System:

From (Client) To (Server) Port Protocol
Admin User PC All appliances TCP/443 HTTPS
All appliances Network time UDP/123 NTP
source
Active Directory SMC TCP/389, LDAP
UDP/389
Cisco ISE SMC TCP/443 HTTPS
- continued -

Installing a Virtual Appliance
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From (Client) To (Server) Port Protocol
Cisco ISE SMC UDP/3514 SYSLOG
External log SMC UDP/514 SYSLOG
sources
FlowCollector SMC TCP/443 HTTPS
SLIC SMC TCP/443 or HTTPS
proxied
connection
UDP Director (also | FlowCollector - UDP/6343 sFlow
known as sFlow

FlowReplicator)

UDP Director (also | FlowCollector - UDP/2055* NetFlow
known as NetFlow
FlowReplicator)

UDP Director (also | 3rd party event UDP/514 SYSLOG

known as management

FlowReplicator) systems

FlowSensor SMC TCP/443 HTTPS

FlowSensor FlowCollector - UDP/2055 NetFlow
NetFlow

IDentity SMC TCP/2393 SSL

NetFlow Exporters | FlowCollector - UDP/2055* NetFlow
NetFlow

sFlow Exporters FlowCollector - UDP/6343* sFlow
sFlow

SMC Cisco ISE TCP/443 HTTPS

SMC DNS UDP/53 DNS

SMC FlowCollector TCP/443 HTTPS

SMC FlowSensor TCP/443 HTTPS

SMC IDentity TCP/2393 SSL

SMC Flow Exporters UDP/161 SNMP

User PC SMC TCP/443 HTTPS

*This is the default NetFlow port, but any UDP port could be configured on the exporter.

The following table is for optional configurations determined by your network needs:

From (Client) To (Server) Protocol

All appliances User PC TCP/22 SSH

16 Installing a Virtual Appliance
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From (Client) To (Server) Port Protocol

SMC 3rd party event UDP/162 SNMP-trap
management systems

SMC 3rd Party event UDP/514 SYSLOG
management systems

SMC Email gateway TCP/25 SMTP

SMC SLIC TCP/443 SSL

User PC All appliances TCP/22 SSH

The following diagram shows the various connections used by the

StealthWatch System. The ports marked as optional may be used according to your
own network needs.

Active
Directory

UDP/513

Stzalthwatch
IDentity
A

Cisco IBE

TCR/UDP

) 4

..UDP/35147

StealthWatch

Management Console

R 389 s
TCPf2393 _A-‘.‘-‘:;-# )

(sysiog)

Y
vy SLI®

L —

e a-—-a
A Ul .

StealthWatch
FlowSensor

A

SteslthW atch FlowCollector

A

SPAN/TAP <eses

| stesithwatch
i FlowReplicator

UDP/53

{dns)

UDPf123 (rtp)

(smtp - optional)

4 (syslog - optional)

[snmp-trap - optional)

o UDR/514 (syslog)
e UDP/162 [snmptrap - optional)

-" . -

l

UDP/123 (ntp)

TCP /443 [https

TCP /22 [ssh - optional)

Users

Exporters:
Routers and Switches

LUDF,/2055 (NetFlow)
UDF/E243 [ sFlow)

Installing a Virtual Appliance
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2 Note:

/ The screen images are for VMWare v5.0 and may appear slightly different from
. your screens, but the commands are the same.

18 Installing a Virtual Appliance



Lancope:

ADDING A RESOURCE PooL

A virtual appliance needs a resource pool with specific CPU and memory resources
allocated to it so that it can operate without affecting other virtual machines. This
procedure describes how to add a new resource pool with the proper allocations for a
StealthWatch virtual appliance.

Note:

If desired, you can use an existing resource pool for a virtual appliance. However,
/ you should examine this procedure to make sure the existing resource pool has
enough resources allocated to it for a virtual appliance to operate properly.

To add a resource pool for a virtual appliance on the ESX server where it will reside,
complete the following steps:

1. Launch the VMware vSphere client software. The Login dialog opens.
(¥ j\waarevSphﬂEC[E

vmware

VMware vSphere™

| Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

1P address / Mame: .0.80 -

User name: ||
Password: I

I™ Use Windows session credentials

Login I Close | Help |

2.  Enter the IP address of the ESX server and your login credentials, and then click
Login. The Getting Started page opens.

44080 - vSphere Cl
File Edit View Inventory Administration Plug-ins Help

a |Eﬁ Home b gf Inventory b [l Inventory (
i &
[] 0.80

VMDemoB0 lancope.com VMware ESXi, 4.1.0, 260247

[T Summary | Virtual Machines | Resource Allocation | Performance | Configuration | Local Users & Groups | Events | Permissions

close tab [{]
What is a Host?

A host is a computer that uses virtualization software, such Virtual Machines A
as ESX or ESX, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new

Host
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux

Installing a Virtual Appliance 19
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3.

20

In the Inventory tree on the left, right-click the ESX server IP address, and then
select New Resource Pool from the popup menu.

File Edit View Inventory Administration Plug-ins Help
E E |@ Home b g Inventory b [l Inventory
& &
E S E_T Mew Virtual Machine... Ctrl+N
@' New Resource Pocl... Ctrl+0
Enter Maintenance Mode
Rescan for Datastores...
Add Permission... Ctrl+P
@ Shut Down pS0
% Reboot 54
Report Summary... al
Report Perfformance...
Open in New Window...  Ctrl+Alt+N

The Create Resource Pool dialog opens.

Edit Settings

Mame: I\ancupez

[~ CPU Resources

Shares: INormaI ;I I 4000 ﬁ
Reservation: J— 0 E MHz
r-S

172 Expandable Reservation

Limit: —_— J 56636 = MHz

¥ Unlimited

[ Memory Resources

Shares: INormaI ;I I 1638-1Uﬁ
Reservation: - J— 81923: ME
A
172 Expandable Reservation
Limit: -—J 1776174 MB
I Unlimited

& Remaining resources available

In the Name field, type the name you want to use to identify this resource group.
Do not change any of the settings in the CPU Resources section.

In the Memory Resources section, do the following:

P Change the Reservation field as recommended in the chart for the appliance
in “Resource Requirements” on page 6.

» Change the Limit field to at least 4 GB (8 GB recommended).

Installing a Virtual Appliance



|
Lancope

» Click the Unlimited checkbox to clear it.

CAUTION:

Less than 4 GB of memory is not supported. If less than 4 GB is
allocated, a Low Memory alarm will be triggered, and no flows will be
stored in the database.

7.  Click OK. The resource pool appears beneath the ESX server on the Inventory
tree.

File Edit View Inventory Administration Plug-ins Help

ﬁ E |E} Home b g Inventory b [l Inventory
+

g @

=3 .0.80

lancope2

@& brad-rp
@& lancope / oI EL ey, Summary | Virtual Machines | Resource Allocation
@ [lancope2
g :;;‘:_'f’;f What is a Resource Pool?
3 belan-smc Resource pools can be used to hierarchically partition
{ Ichqubuntuol available CPU and memory resources of a host.
3 mary-fe-nf
3 mary-smc Creating multiple resource pools allows you to think morg
5 proteus_ESX about aggregate computing capacity and less about the
total capacity of the host. Ig addition, you do not need tg
S a B,
b el

8.  Select the resource pool, and then click the Resource Allocation tab to review
the CPU and memory resource allocations.

lancope2

Getting Started | Summary | Virtual Machines [RELMESEARIEIEIN, Performance | Tasks &Events | Alarms ' Permissions ' Maps

PU Memory
ConfiguredReservation: 0 MHz ConfiguredReservation: 8292 MB
Reservation Type: Expandable Reservation Type: Expandable
Used Reservation: 0 MHz Used Reservation: 0MB
AvailableReservation: 31960 MHz AvailableReservation: 39357 MB
View: CPU Memary Storage
Name | Reservation - MHz Limit - MHz | Shares | Shares Value | % Shares
T
Bl dip— "l

9.  Continue with the next section, “Installing the Virtual Appliance.”

Installing a Virtual Appliance 21
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INSTALLING THE VIRTUAL APPLIANCE

To install a virtual appliance on the ESX server and define the virtual appliance
management and monitoring ports, complete the following steps:

1. Unzip the virtual appliance software (OVF) file that you downloaded earlier.
2. On the vSphere client menu, click File > Deploy OVF Template.

File | Edit View Inventory Adminisi

New 3
Deploy OVF Template...

Export 3
Report 3

Browse VA Marketplace...

Print Maps

Exit

The Deploy OVF Template wizard opens.
B I~~~

Source
Select the source location.

Source
OVF Template Details
Name and Location
Host [ Cluster
Resource Pool
Disk Format Deploy from a file or URL

|Cs\sers\bfield\Documents\OVF files\GMC-VE-6.2.0-2012.02 »| | Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/DVD drive.

Ready to Complete

Help < Back | Next > | Cancel |

3. Click Browse, and then navigate to select the virtual appliance OVF file.

22 Installing a Virtual Appliance
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1) Deploy OVF Template

T
Lancope:

Click Next to display the OVF Template Details page.

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
End User License Agreement
Name and Location

Host / Cluster

Resource Pool

Disk Format

Ready to Complete

Product: Lancope SMC

Download size: 1.8GB

Size on disk: 3.1GB (thin provisioned)

50.0 GB (thick provisioned)

Description:

‘l‘ Help |

< Back | Next > I

Cancel |

=

Click Next. The End User License Agreement opens.

End User License Agreement
Accept the end user license agreements.

OVF Template Details

End User License Agreems
Name and Location

Host / Cluster

Resource Pool

Disk Format

Ready to Complete

B

YOU MUST CAREFULLY READ THE TERMS AND CONDITIONS OF THIS CLICK WRAP SOFTWARE
LICENSE AGREEMENT ("AGREEMENT") BEFORE INSTALLING OR USING THE SOFTWARE CR.
DOCUMENTATION (THE "SOFTWARE). BY CLICKING "ACCEPT ALL LICENSE AGREEMENTS™ BELOW
AND/OR OTHERWISE PROCEEDING WITH INSTALLATION OR USE OF THE SOFTWARE, YOU
ACKNOWLEDGE YOUR ACCEFTANCE OF THE TERMS AND COMDITIONS OF THIS AGREEMENT. IF
YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, THEN DO MOT CLICK
"ACCEPT ALL LICENSE AGREEMENTS™ BELOW AND DO MOT INSTALL OR USE THE SOFTWARE. IF
YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF AN ORGANIZATION, ALL REFERENCES
TO "CUSTOMER,™ "YOU™ OR "YOUR™ IN THIS AGREEMENT WILL MEAN COLLECTIVELY THE
ORGAMIZATION AND THE INDIVIDIUAL EMD USER. OF THE SOFTWARE. ALL REFERENCES TO
"LANCOPE™ OR "WE™ WILL MEAN LANCOPE, INC., A DELAWARE CORPORATION,

FOR GOOD AMD VALUABLE CONSIDERATION, THE RECEIPT AMD SUFFICIENCY OF WHICH ARE
ACKMOWLEDGED, LANCOPE AND CUSTOMER AGREE AS FOLLOWS:

1, License of Software. This is a license to the Software. The Software is provided to you subject
to the following terms and conditions which define what you can and cannot do with the Software,
as well as imitations on warranties and remedies.
2. Grant of License; Intellectual Property Rights.

2.1. License to Software. Lancope hereby grants to Customer a personal, non-transferable,
non-exdusive, world-wide, perpetual (except as limited by Section 9 below] license (with nao right to

€ [ r

sublicense) to (j) use the Software (with any updates, upgrades, changes or enhancements that

Accept I

| »

m

m Help

< Back Next >

Cancel |

4
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6.  After reviewing the information, click Accept, and then click Next. The Name
and Location page opens.

ECrramey T

MName and Location
Specify a name and location for the deployed template

Source Name:
QVF Template Details

End User License Agreement
Name and Location
Host / Cluster
Resource Pool
Disk Format
Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder.

Inventory Location:
Bl [ VC.lancope.local
LCHQ QA

m Help < Back | Next > I Cancel |

7.  If desired, change the name for the virtual appliance as it will appear in the
Inventory tree, and then click Next.

a. Ifthe Specify a Specific Host page opens, select the host or cluster where the
virtual appliance will reside.

Greeeromey W

Specify a Specific Host
On which host within the duster should the deployed template run?

Source

QVE Tem ‘fite e On dusters that are configured with VMware HA or Manual mode VMware DRS, each virtual machine must
End User License Agreement e asigned to a specific host, even when powered off.
Name and Location
[ Host / Cluster Select a host from the list below:
Specific Host Host Name |
Resource Pool 5] 018
pekro et

Ready to Complete

Choose a spedific host within the duster.

‘l‘ Help | < Back | Next > I Cancel |

24 Installing a Virtual Appliance
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b. Ifthe Host/Cluster page opens, select the host or cluster where the appliance

will reside.

Host | Cluster
On which host or duster do you want to run the deployed template?

Source
OVF Template Details

End User License Agreement
Name and Location

LCHQ QA

Efl] QA Testing Cluster

M
B 02
E Host [ Cluster
Spedfic Host
Resource Pool
Disk Format
Ready to Complete

< Back | Next > I Cancel

‘l‘ Help

8.  Click Next. The Resource Pool page opens.

) Deploy OVF Tem =

Resource Pool
Select a resource pool,

Source

OVF Template Details
End User License Agreement  Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
MName and Location machines and child pools share the resources of their parent pool.

Host / Cluster

Select the resource pool within which you wish to deploy this template.

Resource Pool = w
Datastore = & Appliances.
Disk Format & vs.10Group
Network Mapping @ v6.1Group
Ready to Complets & [v6.2Group|
@ V6.xReleased
& Desktops
@ servers
@ vMotionEven
@ vMotion0dd

Help < Back | Next > I Cancel

Installing a Virtual Appliance 25
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9.  Select the resource pool that you defined earlier, and then click Next.
a. Ifthe Datastore page opens, go to step 10.
b. If the Disk Format page opens, go to step 11.

10.  On the Datastore page, select where you want to store the virtual appliance, and

then click Next.
@ Deploy OVF Template [ -
Datastore
Where do you want to store the virtual machine files?
Source Select a datastore in which to store the VM files:
OVF Template Details v Capadty | Provisioned s - Thin Pravisioni A
:
End Lser License Agreement ame | apacity | Provisioned | ree | Type | Thin Provisioning | Access
Name and Location [ga-storage-isc. 557.75GE  331.01GE 28848 GB VMFS Supported Multip
Host / Cluster [ga-storage02] 299.75 GB 122,45 GB 177.30 GB VMFS Supported Multip
Resource Pool [ga-storagel3] 1.64TE  957.15 GB 78157 GB WMFS Supported Multip
Datastore [ga0i] 949.75GB  957.27 GB 190.03 GB VMFS Supported Multip
Disk Farmat [qa02] 94075GE  979.85GB  17L64GE VMFS  Supported Multip
Netwerk Mapping [dstastore1(2]]  460.25GB  42155G5  14160G3 VMF5  Supported Single
Ready to Complete
] n ] b
Help < Back | Next > I Cancel |

4
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The Disk Format page opens.

) Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Information about the selected datastore:

OVF Template Details
End User License Aoreement i datastore 1 (2)
Name and Location Capadty: 460.3 6B
Host / Cluster Free space:  141.6 GB
Resource Pool Select a format in which to store the virtual machines virtual disks:
D'?tiﬁ " Thin provisioned format
:l’z}\‘;r‘:rl:;:;ing The storage is allocated on demand as data is written to the virtual disks. This is
Ready to Complets supported only on YMFS3 and newer datastores, Other types of datastores might

create thick disks.
Estimated disk usage: 3.1GB

@ Thick provisioned format
All storage is allocated immediately.
Estimated disk usage: 50.0 GB

‘l‘ Help < Back | Mext > I Cancel |

Note:
4 The vSphere Client v5 has two thick-provisioned formats: Lazy Zeroed
/ and Eager Zeroed. Choose the one that best suits your disk storage
a

needs. Use the Thin Provision format only if your disk space is limited.
For further information, refer to your VMware documentation.

11.  On the Disk Format page, select Thick provisioned format, and then click
Next. The Network Mapping page opens.

) Deploy OVF Template

Network Mapping
What networks should the deployed template use?

Source

OVF Template Details Map the networks used in this OVF template to networks in your inventary
End User License Agreement

Name and Location Source Networks | DestinationNetworks |

Host / Cluster VM Network 0.0/19 |
Resource Pool

Datastore

Disk Format
MNetwork Mapping
Ready to Complete

Description:

The VM Network network

‘l‘ Help < Back | Mext > I Cancel |
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12. From the Destination Networks drop-down list, select a virtual appliance
management port.

) Deploy OVF Templ

Network Mapping
What networks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory
End User License Agreement
Mame and Location Source Networks | DestinationNetwarks

Host / Cluster VM Networc )
Resource Pool
Datastore
Disk Format
Network Mapping
Ready to Complete

P o
e P

13.  Click Next. The Ready to Complete page opens with a summary of the settings.
(G oo

Ready to Complete
Are these the options you want to use?

Source When you diick Finish, the deployment task will be started.

OVF Template Details Deroyment setings:

End User License Agreement = =

Name and Location OVF file: C:\Users\bfieldDocuments\OVF files\SMC-VE-6.2.0-2012.02.06. 2131-1-OVFYLancope
Download size: 1.3GB

:USt CIU?EFI Size on disk: 3.1GB

Resource Poo, Name: Lancope SMC

Datastore Folder: LCHG QA

Digk Format Host/Cluster: WM

Network Mapping Spedific Host: 0. 19

Ready to Complete Resource Pool: w6, 2Group
Datastore; datastorel (2)
Disk Format: Thick Provisioning
MNetwork Mapping: "M Network™ to ™ .0.0/19"
] I | r

‘l‘ Help < Back | Finish I Cancel |

4

14.  After reviewing the settings, click Finish. A progress dialog opens.

Deploying Lancope SMC

Deploying disk 1 of 1from C:\Users‘bfield"Documents\OWVF
files\SMC-VE-6.2.0-2012.02.06.2131-1-0VF\Lancope_SMC-disk 1 vmdk

l Cancel I

2 minutes and 31 seconds remaining
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15.  When the deployment is completed, click Close to close the progress dialog.
The virtual appliance appears in the Inventory tree.

e =
= [fa [ECHOGA]
] QA Testing Cluster
=l VMRS
B 0.18
Fi .0.19
E & Appliances
@ v5.10Group
@ v6.1Group
B @ v6.2Group
i Fs253-esx18
[ FS254-esx19
h Lancope FlowCallector MetFlow
——p (5| Lancope SMC
B nf -17-110
B b -17-101
£ sme- -17-120
ﬁ Vo.xReleased .
it

o

16. Have you completed all of the procedures in this chapter for all of the
FlowReplicators?
P If yes, continue with Chapter 3, “Configuring the Virtual Environment.”

P If no, return to “Adding a Resource Pool” on page 19 and repeat all of the

procedures in this chapter for the next virtual appliance. Then go to
“Configuring the Virtual Environment” on page 31.
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VISION TO SECURE, INTELLIGENCE TO PROTECT

CONFIGURING THE VIRTUAL
ENVIRONMENT

OVERVIEW

After you install the StealthWatch VE appliances, you are ready to configure the
virtual environment for them. This process involves completing the following
procedures as detailed in this chapter:

1. Configure the IP Addresses
2. Change the Default User Passwords
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CONFIGURE THE |IP ADDRESSES

To configure the IP addresses for a virtual appliance, complete the following steps:

32

1. Ifnecessary, launch the vSphere Client software and log in.The Getting Started
page opens.

B [ VClancope.local

= [fg LeHo oA
Bl QA Testing Cluster
B g v
F. 018
B 019

B @ Appliances
& v5.10Group
& v6.1Group
= @ v6.2Group
s FS253-esxi8
Iy FS254-esx19
) Lancope FlowCollector NetFlow
B
& nf- -17-110
B s+ -17-101
3 sme- -17-120
& V6. xReleased
@& Desktops
@ Servers
@ vMotionEven
@ vMotionOdd
-11-82
-11-83

=)
53 -11-84

a .20.20

PO . WS

[C L E=ch &y Summary | ResourceAllocation | Performance | Tasks &

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks
> Power on the virtual machine e

5 Edit virtual machine settings

configure.

. P

In the Inventory tree, select the StealthWatch virtual appliance you want to

On the Getting Started page, click the “Power on the virtual machine” link. You

may need to scroll down to see the link.

Note:

If the virtual machine does not power on and you receive an error
message about insufficient available memory, do one of the following:

P Increase the memory reservation limit for the appliance and its resource

pool.

P Increase the available resources on the system where the appliance is

installed.

P Decrease the memory allocation and reservation to 4 GB.

CAUTION:

Do not reduce the memory reservation so that it is lower than the
allocation, and never reduce the setting to less than 4 GB. For
guidance, see the chart for the applicable appliance in “Resource
Requirements” on page 6.
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4.  Click the Console tab. Allow the virtual appliance to finish booting up. The
virtual appliance Administrative IP Address page opens.

Note:

You may need to enable the Full Screen Mode (Ctrl+Alt+Enter) to view the
entire screen.

Click on the page, and then enter the IP address for the virtual appliance.

o

6.  Select OK, and then press Enter. The IP Netmask page opens with the default
network mask IP address.

7. Do the following:

P Accept the default value or enter a new one based on your environment.

» Select OK and press Enter to continue.
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The IP Broadcast Address page opens with the default broadcast IP address.

8. Do the following:

» Accept the default value or enter a new one based on your environment.

» Select OK and press Enter to continue.

The Gateway Address page opens with the default gateway server IP address.

L .

9. Do the following:

» Accept the default value or enter a new one based on your environment.

» Select OK and press Enter to continue.
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A page opens showing a summary of your entries.

Stealthlatch SMC Version 6.2.8 build 2812.82.86.2131-1 serial UMware-423535a36

System Configuration

IP Address="" 8 .1.11
NetMask=iii. 8 .255.8
Broadcast=1/" 8 .1.255
Gatewap=/" %.1.1

Are these the correct settings?

10. Review the information. Are the settings are correct?
P Ifyes, gotostep 11.
» Ifno, go to step 13.

11.  Press Enter. The system restart page opens.

System Configuration
Primary network parameters have been modified. Please note that
nodifying the settings for the primary network interface may
disable network access to this system which will require console
access to repair. This system will now be restarted to
implement these changes.

12. Press Enter. The system restarts and implements the changes. On completion, a
login prompt appears. Go to “Change the Default User Passwords,” next in this
chapter.

13. Select No and press Enter. The Administrative IP Address page opens. Repeat
steps 5 through 10 to make any necessary changes. The system restart page
opens.
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14. Press Enter. The system restarts and implements the changes. On completion, a
login prompt appears.

Setting up networking....
INIT: Entering runlevel: 2

Helcome to StealthHatch SMC Version 6.2.8

sMc-B1 login:

15. Press Ctrl + Alt to exit the console.

16. Go to “Change the Default User Passwords,” next in this chapter.
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CHANGE THE DEFAULT USER PASSWORDS

To ensure that your network is secure, you should change both the default passwords
of the sysadmin and root passwords on the
virtual appliance.

Changing the sysadmin Password
To change the sysadmin password, complete the following steps:
1. At the login page, do the following:
a. Type sysadmin (case-sensitive), and then press Enter.
b. When the password prompt appears, type lanlcope, and then press Enter.
2. On the System Configuration menu, select Password and press Enter.

System Configuration
Select one:

Management Change the Management Port Networking
assword Change the password for the current user

TrustedHosts Change the Trusted Hosts

Advanced Advanced Operations

<Cancel>

Important:

‘ \| If you change the trusted hosts list from the defaults, you must make
sure each StealthWatch appliance is included in the trusted host list for
every other StealthWatch appliance in your deployment. Otherwise, the
appliances will not be able to communicate with each other.
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A prompt for the current password appears below the menu.

Change the Management Port Networking

Change the password for the current user
Change the Trusted Hosts
Advanced Cperations

OK > <Cancel>

A

3.  Type the current password, and then press Enter.

The prompt for a new password appears.

Select one:
Change the Management Port Networking
Change the password for the current user
Change the Trusted Hosts
Advanced Advanced COperations
< O > <Cancel>

4.  Type the new password, and then press Enter.

Note:

The password must be between 5 and 30 alphanumeric characters in
length with no spaces. You also may use the following special characters:

L 4 $.~1@#%_=:.{})

#

Any password change must be different from the previous password by at
least four characters.
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5.  Type the new password again, and then press Enter. A message appears
indicating that the password was updated successfully.

<Cancel>

6.  Press Enter to return to the System Configuration Console menu.

7.  Continue with the next section, “Changing the root Password.”

Changing the root Password
To change the root password, complete the following steps:

1. On the System Configuration Console menu, select Advanced, and then press
Enter. The Advanced menu opens.

Syatem Configuration

Select one:

Management Change the Management Port Networking
Paszsy Change the password for the current user
Tru=stedHosts Change the Trusted Hosts

Ldvances dvanced Operations

<Cancel>
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2.  On the Advanced menu, select RootShell, and then press Enter. .

.0047-1 serial VMware-42354{

Restore System to its Factory Defaults
Refresh the System Image

Change Management Port Interface Settings
Expand Platform Data Storage

Open a Root Shell

3. Type the current root password, lanlcope, and then press Enter. The root shell
prompt appears.

rompt to open

4.  Type SystemConfig (case-sensitive), and then press Enter.

This returns you to the System Configuration menu so that you can change the
root password.

5.  Select Password, and then press Enter. The password prompt appears.

Select one:

Change the Management Port Networking

Change the password for the current user

E Change the Trusted Hosts
Advanced Advanced Operations

<Cancel>

Xt twWo prompts, typ
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VISION TO SECURE, INTELLIGENCE TO PROTECT

Type the new root password, and then press Enter. A second prompt appears
below the menu.

< OK > <Cancel>

WO prompts, type in the new

simple

A message appears indicating that the password was updated successfully.

When your password change is successful, type exit, and then press Enter. You
have now changed both of your default sysadmin and root passwords.

Press Ctrl+Alt to exit the console environment.
Have you completed all of the procedures in this chapter for all of the virtual
appliances?

» If yes, continue with “Configuring a Virtual Appliance.”

» If no, return to “Configure the IP Addresses” on page 32 and repeat all of
the procedures in this chapter for the next virtual appliance. Then, go to the
“Configuring a Virtual Appliance” on page 43.
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4

CONFIGURING A VIRTUAL
APPLIANCE

OVERVIEW

This chapter provides the procedures for configuring the virtual appliance to begin
processing traffic data. Once you have completed the steps in this chapter, the
installation and configuration process is complete.

Please refer to the checklist on page 6 for the information you will need before
proceeding.

Process Overview

Configuring a virtual StealthWatch appliance involves completing the following
procedures, which we discuss in this chapter:

1. Configuring the Individual Appliances
2.  Configuration through the Appliance Admin Interface
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CONFIGURING THE INDIVIDUAL APPLIANCES

44

Initial configuration of every appliance is done with the Appliance Setup Tool. The
first time you access the appliance the Appliance Setup Tool is displayed. Depending
on your system, you should configure the FlowSensors and FlowCollectors before the
UDP Directors (also known as FlowReplicators), and then, lastly, configure the SMC.
When you complete the initial setup for the SMC, the system setup tool opens and you
can configure your StealthWatch System.

Before you begin, gather the information detailed in “Before You Begin” on page 6.

Note:

Your screens may look slightly different from the ones presented here depending
on your environment.

To configure an appliance, complete the following steps:

1. Inthe address field of your browser, type https:// followed by the IP address of
the virtual appliance, and then press Enter.

2. The admin login page opens. Type admin and lan411cope (both case sensitive),
and then click Login. Go to step 4.

STEALTH
WATCH

By Lancope

FlowCollector for NetFlow VE
6.6.0

3.  For the SMC VE, the landing page opens.

STEALTH |
WATCH

Sign In

Vision to secure, = : User Hame
Intelligence to protect ™ = ‘ |

Password
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To log in, do the following:

User Name
‘ User Name &
Password
‘ Password & |

a. Inthe User Name field, type admin.

b. Inthe Password field, type lan411cope.
c. Click Sign In.

The Welcome page opens. Click Continue.

o~ N\
STEALTH
WATCH

By Lancope

Welcome to the StealthWatch Appliance Setup Tool!

- NTPa

For more information, refer

Continue =p
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The Management Network Interface page opens.

# stealthWatch Management Console VE

o g
— step1 Management Network Interface

=" Management Network Interface

5.  Review the settings you previously entered, and then click Next. The Host
Name and Domain page opens:

% stealthWatch Management Console VE

Host Name and Domain

entifying information for th

e Step 4:
NTP S
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In the appropriate fields, type the host name and the network domain name, and
then click Next. The DNS Settings page opens.

£ StealthWatch Management Console VE

pliance §

- ?f?_“ 5 DNS Settings

Delete DHS Server

# Review:
s

Click the + button, and then type the IP address of the DNS server. Click Next.
The NTP Settings page opens.

% StealthWatch Management Console VE

Appliance

NTP Settings

Delete NTP Server

po— |
a Step 4:
NTP Seftings

# Review:

You can accept the default setting or enter
another server by entering the IP address of
your NTP server or selecting a name by
clicking the list icon and selecting one from
the drop-down list.

NTP Server
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9.

10.

1.

Click Next. The Review page opens.

% stealthWatch Management Console VE

Review Your Settings

Management Network Interface “ Host Name and Domain

DNS Settings NTP Settings

NTP &
4 R i
Review Your Settings
Finalize O pestat ® s

Review your settings, and then click Apply. The confirmation dialogue opens.

This appliance will now restart. Are you sure
you want to continue?

Click OK. The Complete page opens.

# stealthWatch Management Console VE

liance

Complete

./ Review:
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13.
14,

15.

Lancoper

Allow a few minutes for your new system settings to take effect and then click
Next.When finished, the login page for the appliance opens or the SMC landing
page opens.

Enter the login credentials if needed, and then click Login.

Do you have any other appliances to configure?

P If yes, return to Step 1 and repeat this procedure for the next appliance.
Remember to configure the primary SMC last.

P If no, go to the next step.

Continue with the next section, “Configuration through the Appliance Admin
Interface.”
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CONFIGURATION THROUGH THE APPLIANCE
ADMIN INTERFACE

This section provides the following procedures to complete the configuration of a
virtual appliance using its Appliance Admin interface:

1.

2
3.
4.
5

Log in to the Appliance Administration Interface
Configure the System Time

Change the Admin Password

Configure UDP Director VE Rules

Restart the Virtual Appliance

Log in to the Appliance Administration Interface

To log in to the Appliance Administration (Admin) interface, complete the following
steps:

Note:

The supported browsers for StealthWatch are Internet Explorer version 9 and
later and Firefox version 3 and later.

50

In the address field of your browser, type https:// followed by the IP address of
the virtual appliance, and then press Enter.

STEALTH
WATCH

By Lancope

FlowCollector for NetFlow VE
6.6.0

In the Username field, type admin.

Configuring a Virtual Appliance



Lancope:

3. Inthe Password field, type the default password lan411cope.

Important:

C&;\‘ To help ensure security, change the admin password after you finish
configuring the virtual appliance (Configuration > Change
Password).

4.  Click Login. The Appliance Admin interface Home page opens.

ETE@“,:}E - StealthWatch Management Console VE ? | =
i Infol This page automatically refreshes every minute - last refreshed at 13:35:22
System
IP Address: 26 141
Host name: 16-6-sme-y Domain eng lancope local
name
Total Memory: 86
Load Average:  0.00, 0.03, 0.05
VM Server Memary: 1G reserved, unlimited
VM Server 1.02GHz reserved, unlimited
Free Memory: 343G CPU
Uptime: 2 days, 21:36:04
Version® 660
Build 2014.09.09 1223-1 Platform VMuware Virtual Platform
Serial No_- SMCVE-VMware-4,

5.  Continue with the next section, “Configure the System Time.”

Configure the System Time

To configure the Network Time Protocol (NTP) and system time (time zone) settings
on the virtual appliance, complete the following steps:

CAUTION:

Use the same NTP server used for the FlowCollectors and other
devices that feed information to the SMC.

Configuring a Virtual Appliance 51



Lancope

1.

52

On the Appliance Admin interface navigation pane, click the plus sign (+)
beside Configuration and then click System Time and NTP.

The NTP Server page opens showing the NTP server that you set in the initial
configuration using the Appliance Setup Tool.

System Time and NTP

A Warning: You should restart the system after applying changes to system time
settings.

NTP Server

Enable Metwork Time Protocol
NTP Server Delete
13.35 O
Select a NTP server to add:

Enter a server name to add:

=10

Time Zone

Scroll down to the Time Zone section of the page to configure the virtual
appliance system time.

R e T N e
Time Zone {
Current Server Time Zone: Etc/UTC i
Select Continent: |Z|
Select Country: |Z|
Select Timezone: |Z| ‘
. A,

Do the following:

» Select the Continent from the drop-down list.
» Select the Country from the drop-down list.
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» Select the Timezone from the drop-down list.

The Apply notice appears.

Time Zone

Current Server Time Ete/UTC
Zone:

Select Continent:

Morth America
Select Country: United States
Select Timezone: America/New_York — Eastern Standard Time [GMT-5]

Lancope

4.  Click Apply to make the changes permanent. The confirmation window opens.

Are You Sure?
You should restart the system immediately

after making changes to these settings. Are
you sure you wish to apply these settings?

Cancel

5. Click OK.

6.  Continue to the next section, “Change the Admin Password.”

Change the Admin Password

To help ensure the security of your network, change the default admin user password.

You will restart the system after this procedure.

To change your password, complete the following steps:

1. Inthe Appliance Admin interface navigation pane, click the plus sign (+) beside

Manage Users and then click Change Password.

N )
STEALTH
(WATEw

& Admin User

# Home
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The Change Password page opens.

Change Password

i Password Format (Case-Sensitive)
* Must be between 8 and 30 characters.
+ Must be different from the previous password by at least 4 characters._

Enter current password:
sesssnsane
Enter new passwaord:

Confirm new password:

2. Do the following in the applicable fields:

» Type the current password, lan411cope.

Note:

wy
: The password must be between 5 and 30 alphanumeric characters in
/ length with no spaces. You also may use the following special characters:

$.~@#%_=7.{}()

» Type the new password.
» Type the new password again to confirm it.

» To activate click the Apply button.

Change Password !}

i Password Format (Case-Sensitive)
= Must be between 8 and 30 characters.
» Must be different from the previous password by at least 4 characters.

Enter current password:

ssssssnnee
Enter new password:

ssssssse

Confirm new password:
ssssssss

|

3. Click Apply to change the password. The password change confirmation
appears.

Password successfully changed.

4.  Continue with the next section, “““Configure UDP Director VE Rules.”
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Configure UDP Director VE Rules

For the UDP Director VE (also known as FlowReplicator VE), you need to configure
the exporter to send flows to be forwarded to the [P address of eth0O. The FlowRepli-
cator will then forward these from ethO while preserving the original IP and MAC
address of each exporter for forwarded packets.

Note:

For promiscuous reception, Lancope recommends that you use a span filter for
all traffic of interest.

The network must allow traffic on the ports being used from the exporters to the
FlowReplicator and then to the receivers (ACLs).
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To configure the rules for the FlowReplicator, complete the following steps:

1. On the Admin Web interface menu, click Configuration > Forwarding Rules.

STEALTH |
WATCH
S

& Admir

Home

'ﬁ‘
#~ Configuration

Naming and DNS

The Forwarding Rules page opens.

Forwarding Rules

Rule
# Description Source IP Address:Port List Destination IP Address Destination Port Number Delete

& NFLOW All:2055 26.103 2055 0 [

.

SFLOW All:6343 26.105 6343

o P

2.  Inthe Description field, type a description of the rule.

3. Inthe Source IP Address:Port List field, type the IP address of the device that
sends data to the FlowReplicator followed by the port number through which the
data will be sent. Use the following syntax:

[IP address]:[Port Number] as in 10.201.1.41:2057

Note:
To receive all traffic from any device from a specific port, type
[ All:[port number]. For example, type All:3123 to receive all data
/ from port 3123.

= You can also use CIDR (Classless Inter-Domain Routing) notation to
enter a range of IP addresses. For example, type 172.200.1.0/
16:9000

4.  To add another entry, press Enter and type the next IP address and port number.
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In the Destination IP Address field, type the IP address of the device that
receives data from the FlowReplicator.

In the Destination Port Number field, type the port number for the receiving
device.

If you have more than one device sending data to the FlowReplicator to be
forwarded to another receiving device, click Add.

A new line appears where you can enter the settings. Repeat this step until you
have entered all devices for this FlowReplicator.

When finished, click Apply. The FlowReplicator Configuration screen refreshes
and the system updates the configuration file. Any errors appear at the top of the
screen.

Continue with the next section, “Restart the Virtual Appliance.”
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Restart the Virtual Appliance

To restart the virtual appliance, complete the following steps:

1. On the Appliance Admin interface menu, select Operations > Restart Appli-
ance.

The confirmation dialog opens.

Please Confirm

Are you sure you want to restart the
appliance?

It may take a while.

No | | Yes

2. Click Yes.

3. After restarting, the UDP Director VE will begin collecting data and sending it
to the configured destinations.
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