
Copyright 2021 Redouane Meddane. Consumers may download and use this document for personal use 
only. Downloading and editing this document for redistribution is prohibited. All rights reserved. 

1 

 

 

TACACS+ Protocol IOS Switch commands 

 and Cisco ISE Demystified 

 

Redouane MEDDANE 

CCSI 35458 
3 CCNP Collaboration Security and Enterprise 

www.ipdemystify.com 

 
 

 

 

 
 
 
 
 

http://www.ipdemystify.com/


Copyright 2021 Redouane Meddane. Consumers may download and use this document for personal use 
only. Downloading and editing this document for redistribution is prohibited. All rights reserved. 

2 

Device Admin using TACACS Scenario 1 
 

 

 
 
 
Activate the AAA process on the router: 
Configure the TACACS service with the following commands:  
 

SW-1(config)#aaa new-model 
SW-1(config)#aaa authentication login default group tacacs+ local 
SW-1(config)#aaa authorization config-commands 
SW-1(config)#aaa authorization exec default group tacacs+ local 

 

R1(config)#tacacs server ISE-SRV 
R1(config-server-tacacs)#address ipv4 192.168.1.254 
R1(config-server-tacacs)#key cisco 

 
Create Network Device Group  
Navigate to Administration > Network Resources > Network Device Groups.  
 
Click Add and Type San-Jose as the Name. 
Select All Locations in the Parent Group field. 
Click Save. 
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Click Add and Type New-York as the Name. 
Select All Locations in the Parent Group field. 
Click Save. 
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Add the routers as AAA Client in the Cisco ISE 
Navigate to Administration > Network Resources > Network Devices. The Network 
Devices window will open. 
 

 
 
In the right section window, click Add. The AAA Client window opens. 
In the Name field, type R1 as the name. 
In the IP Address field, enter 192.168.1.1/32. this the IP address of the router interface that 
will forward TACACS packets to Cisco ISE. 
From the Location drop-down menu, select New-York. 
 
To activate TACACS Authentication Settings, click the check box. 
In the Shared Secret field, enter a shared secret of cisco. 
Click the Submit button. 
 

 
 
Click Add once again. The AAA Client window opens. 
In the Name field, type R2 as the name. 
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In the IP Address field, enter 192.168.1.2/32. this the IP address of the router interface that 
will forward TACACS packets to Cisco ISE. 
From the Location drop-down menu, select San-Jose. 
 
To activate TACACS Authentication Settings, click the check box. 
In the Shared Secret field, enter a shared secret of cisco. 
Click the Submit button. 
 

 
 

 
 
Create two user groups. 
 
Navigate to Administration > Identity Management > Groups. 
Under the User Identity Groups, click Add. 
 

 
 
In the Name field, enter Admin-GR. 
Click Submit. 
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Create another User Identity Groups. 
In the Name field, enter Helpdesk-GR. 
Click Submit. 
 

 
 

 
 
Create Two users. 
  
Navigate to Administration > Identity Management > Identities.  
 

 
 
Create a user administrator with password Admin123. In the User Groups field, select 
Admin-GR. 
Click Submit. 
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Create a user helpdesk with password Help123. In the User Groups field, select Helpdesk-
GR. 
Click Submit. 
 

 
 
 
 

 
 
To add policy elements, navigate to Work Centers > Device Administration > 
Policy Elements > Results > TACACS Profiles.  
 
You will add two different TACACS profiles with different privilege levels. 
 
Click Add to create a new profile named Privilege_1 where the default 
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privilege level is 8, and maximum privilege level is 8. Click Submit. 
 

 
 

 
 
Add a second profile named Privilege_15, with a default privilege level 15 and maximum 
privilege level 15. Click Submit. 
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Navigate to Work Centers > Device Administration > Policy Elements > 
Results > TACACS Command Sets. Create two command sets, one with full access, and 
one with limited access to a specific set of commands. 
 
Click Add to create a new command set. Configure the name as CMD_Priv_15, and click 
the checkbox for Permit any command that is not listed below. 
 
Click Submit. 
 

 
 
Create a new command set named CMD_Priv_15 to permit the following commands: 
 
Configure terminal 
Show interface g0/0 
Show ip ospf database 
Show ip route 
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Click the Add button to add each command. After entering each command, make sure to 
click the checkmark at the end of the line to save the command. 
 

 
 
Click Submit. 
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For policy creation, navigate to Work Centers > Device Administration > Device Admin 
Policy Sets. 
 
Edit the default Policy Set named Default. 

 
 
Edit the Authentication Policy to use Internal Users as the Identity Store. 
Next edit the Authorization Policy, insert a new authorization policy above the Default 
authorization policy. 
 
Configure this new rule according to the chart below. 
 
Rule Name: Admin-AuthoZ 
Conditions: IdentityGroup Name EQUALS User Identity Groups:Admin-GR 
Command Sets: CMD_Priv_15 
Shell Profiles: Privilege_15 
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Now add an Authorization Policy for Helpdesk. Start by clicking the gear icon at the end of 
the Admin-AuthoZ policy, and choose Insert New Rule Below. Configure this new 
rule according to the chart below. 
 
Rule Name: Helpdesk-AuthoZ 
Conditions: IdentityGroup Name EQUALS User Identity Groups:Helpdesk-GR 
Command Sets: CMD_Priv_8 
Shell Profiles: Privilege_8 
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Return to your Admin PC, and use PUTTY to open an SSH session to R1 router 
(192.168.1.1). 
 
Login using the credentials administrator / Admin123. This should succeed. 
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Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization are successful. 
 

 
 
For the successful Administrator entry, click the Details icon, as shown above. You can 
analyze the details of each session. Some of the more pertinent information 
includes the Authorization details. 
 
The ISE TACACS Logs confirms Authentication and Authorization succeed, matching the 
correct Authorization Profile Privilege_15. 
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From Putty, type the show privilege command, you should see the level of 15. 
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Return to your Admin PC, and use PUTTY to open a SSH session to R1 router (192.168.1.1) 
Login using the credentials helpdesk / Help123. This should succeed. 
 
Type the show privilege command, the level should be 8. 
 

 
 
Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization are successful. 
 

 
 
For the helpdesk entry, click the Details icon, as shown above. You can analyze the details 
of each session. Some of the more pertinent information includes the Authorization details, 
as shown below. 
 
The ISE TACACS Logs confirms authentication and authorization succeed, matching the 
correct Authorization Profile Privilege_8. 
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Enable the debug aaa authorization command on the router R1. 
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From the SSH Session with helpdesk user, execute the show privilege and show version 
commands. 
 
The show privilege command is successfully executed even if the Command Sets 
CM_Priv_8 does not include this command, this is not what we should expect. 
 

 
 
The show version command is successfully executed, even if the Command Sets 
CM_Priv_8 does not include this command, this is not what we should expect. 
 

 
 
What’s wrong here ? 
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Let’s see the debugging on router R1, we can see that the router does not contact the ISE 
server for command authorization, the router shown that these commands are available at 
the privilege level 1, the higher privilege level 8 can also access the commands sets at lower 
level. 
 

 
 
Let’s enable the command authorization for level 1. 
 

R1(config)#aaa authorization commands 1 default group tacacs+ local   

  
for each command run on the CLI, the router will check with the TACACS server to confirm 
the user is allowed to run the command.  
Execute the show privilege command using the SSH session of helpdesk user, now the 
authorization failed. 
 

 
 
On the router R1, a request for authorization is sent to ISE server, since this command is not 
configured under the Command Sets CMD_Priv_8, the Helpdesk user is not allowed to type 
this command. 
 

 
 
Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization. 
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For the failed helpdesk entry, click the Details icon. You can analyze the details of each 
session. Some of the more pertinent information includes the Authorization details, as shown 
below. 
 

 
 



Copyright 2021 Redouane Meddane. Consumers may download and use this document for personal use 
only. Downloading and editing this document for redistribution is prohibited. All rights reserved. 

24 

 
 
Execute the show version command, now the helpdesk user is not able to execute this 
command, and the authorization failed. 
 

 
 
On the router R1, a request for authorization is sent to ISE server, since this command is not 
configured under the Command Sets CMD_Priv_8, the Helpdesk user is not allowed to type 
this command. You get the Post authorization status = Fail message from the output. 
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For the failed helpdesk entry, click the Details icon. You can analyze the details and see the 
Status, the Failure Reason and Root Cause. 
 
By attempting to use a command not permitted in the TACACS Command Set, results in 
failure 
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From the SSH session, execute the show ip ospf database command, since this command 
is included in the Command Sets CMD_Priv_8, the helpdesk user is able to run this 
command. 
 

 
 
The Post authorization status = PASS_ADD is displayed in the debug output. 
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The ISE TACACS Logs confirms authentication and authorization succeed, matching the 
correct Authorization Policy Helpdesk-AuthoZ. 
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Type the show ip route command from the SSH session, the command is executed 
successfully. 
 

 
 
The Post authorization status = PASS_ADD is displayed in the debug output. 
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The ISE TACACS Logs confirms Authentication and authorization succeed, matching the 
correct Authorization Policy Helpdesk-AuthoZ and correct Command Sets CMD_Priv_8. 
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Return to your Admin PC, and use PUTTY to open an SSH session to R1 router 
(192.168.1.1). 
 
Login using the credentials administrator / Admin123. 
 

 
 
Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization are successful. 
 

 
 
From the SSH session, execute the show running command, the authorization is successful 
because the administrator user has full access to all commands. 
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Let’s check the debug aaa authorization output, it seems that the router does not request 
the ISE server for command authorization. 
 

 
 
In the TACACS Live Logs, there is no authorization request received by the ISE server from 
the router R1. 
 

 
 
Let’s do a deep inspection, from the SSH session let’s execute the show ip route command, 
the action succeeds. 
 

 
 
Let’s verify the debug output, unlike with the show running command, the show ip route 
command authorization is sent to the ISE server.  The output shown Post authorization 
status=PASS_ADD. 
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Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization are successful. 
 

 
 
The ISE TACACS Logs confirms Authentication and Authorization succeed, matching the 
correct Authorization Policy Admin-AuthoZ and correct Command Sets CMD_Priv_15. 
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Let’s confirm, from the SSH session let’s execute the show ip ospf database command, the 
action succeeds. 
 

 
 
Let’s verify the debug output. The output shown Post authorization status=PASS_ADD. 
 

 
 
The ISE TACACS Logs confirms Authentication and Authorization succeed, matching the 
correct Authorization Policy Admin-AuthoZ and correct Command Sets CMD_Priv_15. 
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To confirm let’s execute the configure terminal command. 
 

 
 
From the debug output, the router shown that it does not request the ISE server for 
command authorization. 
 

 
 
The reason is that the show running and configure terminal commands are available at 
the privilege level 15 and the router is not yet configured to send the commands at the level 
15 to ISE server. 
 
Configure the router so that the Authorization for all commands at specified level 15 will be 
sent to ISE server 
 

R1(config)#aaa authorization commands 15 default group tacacs+ local 

 
From the SSH session, execute the show running command. 
 

 
 
Notice the debug output, the console message shown that the router sent a request for 
command authorization with Post authorization status=PASS_ADD. 
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The ISE TACACS Logs confirms Authentication and Authorization succeed, matching the 
correct Authorization Policy Admin-AuthoZ and correct Command Sets CMD_Priv_15. 
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Return to the SSH session and execute the configure terminal command. 
 

 
 
Notice the debug output, the console message shown that the router sent a request for 
command authorization with Post authorization status=PASS_ADD. 
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The ISE TACACS Logs confirms Authentication and Authorization succeed, matching the 
correct Authorization Policy Admin-AuthoZ and correct Command Sets CMD_Priv_15. 
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What about the commands at the global configuration mode? 
From the SSH session, access the global configuration mode. 
Type the router ospfv3 1 and ipv6 unicast-routing commands. 
 

 
 
From the console session, the router shown that no authorization request is sent to the ISE 
server, and a console message shown the authorization for config command are not enable. 
Config command authorization not enabled 



Copyright 2021 Redouane Meddane. Consumers may download and use this document for personal use 
only. Downloading and editing this document for redistribution is prohibited. All rights reserved. 

42 

 
 

 
 
To force the router to send a request to ISE server for command authorization at the global 
configuration mode level, enter the following command. 
 
R1(config)#aaa authorization config-commands 
 
From the SSH session, access the global configuration mode. 
Type the router ospfv3 1 and ipv6 unicast-routing commands. 
 

 
 
From the console session. 
 
Notice the debug output, the console message shown that the router sent a request for 
command authorization with Post authorization status=PASS_ADD. 
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The ISE TACACS Logs confirms Authentication and Authorization succeed, matching the 
correct Authorization Policy Admin-AuthoZ and correct Command Sets CMD_Priv_15. 
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Return to the SSH session, under the router configuration mode, execute the compatible 
rfc1587 command. 
 

 
 
From the console session. 
 
Notice the debug output, the console message shown that the router sent a request for 
command authorization with Post authorization status=PASS_ADD for the compatible 
rfc1587 command. 
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The ISE TACACS Logs confirms Authentication and Authorization succeed, matching the 
correct Authorization Policy Admin-AuthoZ and correct Command Sets CMD_Priv_15. 
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Advanced Device Admin TACACS Scenario 2 
 

 
 
Task: 

The user R1-user is allowed to access the router R1. The user R2-user should be denied. 
The user R2-user is allowed to access the router R2. The user R1-user should be denied. 
 
Activate the AAA process on the router: 
Configure the TACACS service with the following commands: 
  
R1: 
 

R1(config)#aaa new-model 
R1(config)#aaa authentication login default group tacacs+ local 
R1(config)#aaa authorization config-commands 
R1(config)#aaa authorization exec default group tacacs+ local 
R1(config)#aaa authorization commands 1 default group tacacs+ local 
R1(config)#aaa authorization commands 15 default group tacacs+ local 
R1(config)#aaa accounting exec default start-stop group tacacs+ 
R1(config)#aaa accounting commands 1 default start-stop group tacacs+ 
R1(config)#aaa accounting commands 15 default start-stop group tacacs+ 

 

R1(config)#tacacs server ISE-SRV 
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R1(config-server-tacacs)#address ipv4 192.168.1.254 
R1(config-server-tacacs)#key cisco 

 
R2: 
 

R2(config)#aaa new-model 
R2(config)#aaa authentication login default group tacacs+ local 
R2(config)#aaa authorization config-commands 
R2(config)#aaa authorization exec default group tacacs+ local 
R2(config)#aaa authorization commands 1 default group tacacs+ local 
R2(config)#aaa authorization commands 15 default group tacacs+ local 
R2(config)#aaa accounting exec default start-stop group tacacs+ 
R2(config)#aaa accounting commands 1 default start-stop group tacacs+ 
R2(config)#aaa accounting commands 15 default start-stop group tacacs+ 

 

R2(config)#tacacs server ISE-SRV 
R2(config-server-tacacs)#address ipv4 192.168.1.254 
R2(config-server-tacacs)#key cisco 
 

 
Create Network Device Group  
Navigate to Administration > Network Resources > Network Device Groups.  
 
Click Add and Type San-Jose as the Name. 
Select All Locations in the Parent Group field. 
Click Save. 
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Click Add and Type New-York as the Name. 
Select All Locations in the Parent Group field. 
Click Save. 
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Add the routers as AAA Client in the Cisco ISE 
Navigate to Administration > Network Resources > Network Devices. The Network 
Devices window will open. 
 

 
 
In the right section window, click Add. The AAA Client window opens. 
In the Name field, type R1 as the name. 
In the IP Address field, enter 192.168.1.1/32. this the IP address of the router interface that 
will forward TACACS packets to Cisco ISE. 
From the Location drop-down menu, select New-York. 
 
To activate TACACS Authentication Settings, click the check box. 
In the Shared Secret field, enter a shared secret of cisco. 
Click the Submit button. 
 

 
 
Click Add once again. The AAA Client window opens. 
In the Name field, type R2 as the name. 
In the IP Address field, enter 192.168.1.2/32. this the IP address of the router interface that 
will forward TACACS packets to Cisco ISE. 
From the Location drop-down menu, select San-Jose. 
 
To activate TACACS Authentication Settings, click the check box. 
In the Shared Secret field, enter a shared secret of cisco. 
Click the Submit button. 
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Create two user groups. 
 
Navigate to Administration > Identity Management > Groups. 
Under the User Identity Groups, click Add. 
 

 
 
In the Name field, enter New-York-GR. 
Click Submit. 
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Create another User Identity Groups. 
In the Name field, enter San-Jose-GR. 
Click Submit. 
 

 
 

 
 
Create Two users. 
  
Navigate to Administration > Identity Management > Identities.  
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Create a user R1-user with password Cisco1234. In the User Groups field, select New 
York-GR. 
Click Submit. 
 

 
 

 
 

 
 
Create a user R2-user with password Cisco12345. In the User Groups field, select San-
Jose-GR. 
Click Submit. 
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To add policy elements, navigate to Work Centers > Device Administration > Policy 
Elements > Network Condition > Device Network Conditions. You will add two different 
Device Network Conditions. Click Add to create a new Device Network Conditions. 
 
Enter as Name R1_IP_Address. 
In the Devices field, click the Insert Device button, then click the Select button.  
 

 
 
In the Select Device field, select R1, the Device Name condition identifies the devices added 
in the ISE, in this case R1 and R2. 
Click the Insert button and click Submit. 
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Click Add to create a new Device Network Conditions. 
Enter as Name R2_IP_Address. 
In the Devices field, click the Insert Device button, then click the Select button.  
 

 
 
In the Select Device field, select R2, the Device Name condition identifies the devices added 
in the ISE, in this case R1 and R2. 
Click the Insert button and click Submit. 
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Navigate to Work Centers > Device Administration > 
Policy Elements > Results > TACACS Profiles.  
 
You will add two different TACACS profiles with different privilege levels. 
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Click Add to create a new profile named R1_Priv_1 where the default privilege level is 15, 
and maximum privilege level is 15. Click Submit. 
 

 
 

 
 
Add a second profile named R2_Priv_15, with a default privilege level 15 and maximum 
privilege level 15. Click Submit. 
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Navigate to Work Centers > Device Administration > Policy Elements > 
Results > TACACS Command Sets. Create two command sets, with full access. 
 
Click Add to create a new command set.  
 

 
 
Configure the name as R1_Full_CMD, and click the checkbox for Permit any command 
that is not listed below. 
 
Click Submit. 
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Create a new command set named R2_Full_CMD, and click the checkbox for Permit any 
command that is not listed below. 
 
Click Submit. 
 

 
 

 
Create Network Device Group  
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Navigate to Administration > Network Resources > Network Device Groups.  
 
Click Add and Type ALL Routers as the Name. 
Select All Device Types in the Parent Group field. 
Click Save. 
 

 
 

 
 

 
 
Navigate to Administration > Network Resources > Network Devices. 
Edit the device R1, from the Device Type drop-down menu, select All Routers. 
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Edit the device R2, from the Device Type drop-down menu, select All Routers. 
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For policy creation, navigate to Work Centers > Device Administration > Device Admin 
Policy Sets. 
 

 
Create a new Policy Set named Policy-Device-Admin, Click the Plus icon or click the gear 
icon and select Insert new row above to create a new Policy Set above the Default Policy 
Set. 
 
Create a new Condition of Device: Device Type EQUALS All Device Types#ALL Routers. 
 

 
 
Create a new Condition of Device: Device Type EQUALS All Device Types#ALL Routers. 
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Select Default Device Admin from the Drop-Down Menu under Allowed Protocols/Server 
Sequence. 
Click Save. 
 

 
 

 
 
Next, edit the Authentication Policy. 
 

 
Use Internal Users as the Identity Store instead of All_AD_Join_Points. 
Click Done and click Save. 
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Next edit the Authorization Policy, insert a new authorization policy above the Default 
authorization policy. 
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Enter the name AuthZ-For-R1. 
Click in the Conditions field to create a new condition. 
 

 
 
Under Editor, define a condition as TACACS: User Equals R1-user. Click new with AND 
operator, define a condition as Network Condition: R1_IP_Address Equals True. 
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Select the following Results: 
Command Sets: R1_Full_CMD 
Shell Profiles: R1_Priv_15 
Click Save. 
 

 
 
Now add an Authorization Policy. Start by clicking the gear icon at the end of the AuthZ-For-
R1 policy, and choose Insert New Rule Below.  
Enter the name AuthZ-For-R2. 
 
Click in the Conditions field to create a new condition.  
Under Editor, define a condition as TACACS: User Equals R1-user. Click new with AND 
operator, define a condition as Network Condition: R1_IP_Address Equals True. 
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Select the following Results: 
Command Sets: R2_Full_CMD 
Shell Profiles: R2_Priv_15 
Click Save. 
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Return to your Admin PC, and use PUTTY to open an SSH session to R1 router 
(192.168.1.1). 
 
Login using the credentials R1-user / Cisco1234. This should succeed. 
 

 
 
Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization are successful. 
 

 
 
For the successful R1-user entry, click the Details icon. You can analyze the details of each 
session. Some of the more pertinent information includes the Authorization details. 
 
The ISE TACACS Logs confirms Authentication succeed matching the correct Default 
Authentication Policy of the Policy Set Policy-Device-Admin. 
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The ISE TACACS Logs confirms Authorization succeed, matching the correct Authorization 
Policy AuthZ-For-R1 and correct Tacacs Profile R1_Priv_15. 
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Return to your Admin PC, and use PUTTY to open an SSH session to R2 router 
(192.168.1.2). 
Login using the credentials R2-user / Cisco12345. This should succeed. 
 

 
 
Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization are successful. 
 
For the successful R2-user entry, click the Details icon. You can analyze the details of each 
session. Some of the more pertinent information includes the Authorization details. 
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The ISE TACACS Logs confirms Authentication succeed matching the correct Default 
Authentication Policy of the Policy Set Policy-Device-Admin. 
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The ISE TACACS Logs confirms Authorization succeed, matching the correct Authorization 
Policy AuthZ-For-R2 and correct Tacacs Profile R2_Priv_15. 
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Return to your Admin PC, and use PUTTY to open an SSH session to R1 router 
(192.168.1.1). 
Login using the credentials R2-user / Cisco12345. This should fail. 
 

 
 
Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization failed. 
For the failed R2-user entry, click the Details icon. 
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The ISE TACACS Logs confirms Authorization failed, matching the default Authorization 
Policy Default and default TACACS Profile Deny All Shell Profile. 
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Return to your Admin PC, and use PUTTY to open an SSH session to R2 router 
(192.168.1.2). 
 
Login using the credentials R1-user / Cisco1234. This should fail. 
 

 
 
Navigate to Operations > TACACS > Live Logs to see that the authentication and 
authorization failed. 
 
For the failed R1-user entry, click the Details icon. 
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The ISE TACACS Logs confirms Authorization failed, matching the default Authorization 
Policy Default and default Tacacs Profile Deny All Shell Profile. 
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