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What's coming up?
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Spotlight Awards

Get recognized by the Cisco Community
New Awardees every month!

First winners in 2022: cs.co/6016KBIA8

Stand out for your effort and commitment 
helping other members. Spotlight Awards
highlight outstanding members. Be the next 
recipient!

Now you can also nominate a candidate!
Click here

https://t.co/BORHMAXBww
https://app.smartsheet.com/b/form/ac1fbf0486574459ac87c23815d11fa7


© 2021  Cisco and/or its affiliates. All rights reserved. 4

Connect, Engage, Collaborate!

When you ask a 
Question and receive 
a correct Answer, 
accept it as a solution!

That helps other users 
find correct answers.

We all are sensitive to 
be highlighted.

Helpful votes motivate 
enthusiastic members 
by giving them a 
token of recognition! 
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Luis Silva
Presenter

Our Expert

Download the Presentation!

Scott Nishimura
Question Manager
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Polling Question 1

Do you know Cisco SecureX

A. Yes

B. No



Luis Silva

Customer Success Specialist

SecureX
Click to add text



Agenda

SecureX overview

2
Unify visibility 
with SecureX dashboard

4
Experience simplicity 
with SecureX threat response

5 Maximize efficiency 
with SecureX orchestration

1

3
Never lose context with 
SecureX ribbon
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A cloud-native, built-in platform experience within our portfolio

Introducing SecureX 

Your Infrastructure

SIEM/SOARIdentity

3rd Party/ITSM Intelligence

Cisco Secure

ApplicationsCloud

Network Endpoint

Your teams
ITOpsSecOps NetOps

Investigation
Remediation

Managed
Policy

Orchestration
Automation

Detection
Analytics

Unified Visibility
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SecureX unlocks value for your organization

[2] Source: Based on internal simulation[1] Source: TechValidate

Unified in one 
location for

visibility 

Maximized 
operational

efficiency

Integrated and 
open for

simplicity

Save 100 hours
by unifying visibility 
and automating 
your workflows2

85% reduction 
in time to respond 
and remediate to 
an attack2

In 15 minutes, 
you achieve real benefits 
using what you already 
have as it’s cloud-native

Included
with every Cisco 
Secure product 

In half the time, 
customers say they 
visualize threats within 
their environment1



Agenda

SecureX overview

2
Unify visibility 
with SecureX dashboard

4
Experience simplicity 
with SecureX threat response

5
Maximize efficiency 
with SecureX orchestration

1

3
Never lose context with 
SecureX ribbon
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SecureX sign-on

Adaptive, layered and simplified 
authentication

Duo’s Multi-Factor Authentication 
(MFA) integration with SecureX
sign-on means one push notification 
and one tap away from instant 
access

Easily manage and invite users to 
your organization
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A new level of visibility with SecureX dashboard

Understand what matters in one view across your security infrastructure

• Applications (left)
View, launch or trial the integrated 
products

• Tiles (middle)
Presents metrics and operational 
measures from the integrated products

• News (right)
Product updates, industry news, and 
blog posts
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SecureX threat response uses integration 
modules to integrate with Cisco Secure 
products and third-party tools.

Integration modules can provide 

enrichment and response capabilities.

Modules
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Polling Question 2

Which security product do 
you use in your enterprise?

A. Email security

B. Firewalls

C. Endpoints 

D. Cloud Security 
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SecureX integrations 
with Cisco Secure 
portfolio

Secure Endpoints

• Orbital 

• Malware analytics

Umbrella

Secure Firewall

• Defense Orchestrator

Secure Email Appliance

Secure Web Appliance

Secure Cloud Analytics

Secure Network Analytics

Secure Workload
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SecureX threat 
response:
Relay modules

SecureX

Arbitrary 3 party 

thing #n

Arbitrary 3rd party 

thing #n+1

Relay 

Server

Relay 

Server

Relay server translates from 3rd party data 
model and APIs to Cisco Threat Intelligence 
Model and SecureX APIs
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Relay

Arbitrary 
third party 
thing #n

Arbitrary 
third party 
thing #n+1

Relay Relay

Arbitrary 
third party 
thing #n+2

Customer 
Cloud

Customer 
DMZ

Third Party 
Infra

Relay

Supported 
third party 
thing #n

SecureX

Where do the relay servers live?
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SecureX threat 
response
Relay modules

Relay server translates from 3rd party data 
model and APIs to Cisco Threat 
Intelligence Model and SecureX APIs

Many available by default (examples below)

Write your own!

Templates and examples available on Github

• Abuse IPDB*

• APIVoid*    

• CyberCrime Tracker*

• Cyberprotect Threatscore*

• Farsight Security

• Google Chronicle

• Google Safe Browsing

• Google VirusTotal*

• Have I Been Pwned*

• Microsoft Graph Security

• Pulsedive*

• SecurityTrails

• See One Feed App*

• SpyCloud

• urlscan.io*

• Gigamon ThreatINSIGHT

• Qualys IOC

• Radware WAF and DDoS

• Signal Sciences 

• AlienVault OTX*

*Community/open source

https://developer.cisco.com/threat-response/
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Meaningful integrations with your investments 
not just a simple syslog data dump

ACI

UCS Director CloudCenter

Operational tools, 
intelligence sources, 
infrastructure protections 
and visibility

Third-party
security

Networking, 
collaboration, server/app, 
and multicloud
management platforms

Cisco 
infrastructure

IT service management,
and cloud/virtual and

DevOp platforms

Third-party 
infrastructure

Scripting/dev tools, 
system interfaces, data 
exchanges, and 
messaging protocols

General
infrastructure

HTTP SMTP SNMP
…and more!
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SecureX overview

2
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SecureX ribbon

SecureX ribbon allows you to carry the most relevant security 

context and threat intelligence with you across all products 

Transport framework for functionality: Take the capabilities of 

SecureX and your integrated products with you when you go to 
any other product console. Have all your best tools handy

Ties products together and provides unified experience and broad 

response capabilities across all the products

Cross-launch capability: Pivot into any other products from the ribbon

Ribbon apps: Brokered by SecureX, provided by SecureX and other 

products
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Never lose context with SecureX ribbon

Home
Casebook

Incidents

Query 
endpoints

Search

Find 
observables 
on page

Settings

Max/Min



Agenda

SecureX overview

2
Unify visibility 
with SecureX dashboard

4
Experience simplicity 
with SecureX threat response

5
Maximize efficiency 
with SecureX orchestration

7 Next step and resources

1

8 Appendix

6
Get contextual awareness 
with SecureX device insights

3
Never lose context with 
SecureX ribbon
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How true simplicity is experienced

Before: 32 minutes

2. Investigate incidents in multiple consoles
Product 
dashboard 1

Product 
dashboard 2

Product 
dashboard 3

Product 
dashboard 4

3. Remediate by coordinating multiple teams
Product 
dashboard 1

Product 
dashboard 2

Product 
dashboard 3

Product 
dashboard 4

1. IOC/alert

After: 5 minutes

SecureX threat 
response 
is integrated across your 
security infrastructure

SHA - 256

IP
Target endpoint

Email

Query intel 

and telemetry 
from multiple 

integrated products

Subject

Quickly visualize 

the Threat 
impact in your 

environment

Remediate

directly from 
one UI

In one view

Malicious
domain



Local sightings

Investigation Input Window

Relations Graph

Investigation Timeline

Observable Details Panel

Metrics Bar
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SecureX threat response

Use cases

• File-less malware 

• Phishing attacks

• Cryptomining

• Server-based attacks

• Ransomware

• Corporate espionage

• IoT attacks

• Data breaches

Incident ResponseThreat Hunting

Protect your 
organization against



28© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential 

SecureX threat response

Investigate with intelligence, context and response

Observables: 1 ) File hash, 2) IP address, 3) Domain, 4) URL, 5) Email addresses, etc.. 

Are these observables 
suspicious or malicious?

What can I do about
it right now?

Endpoint security 
Malware intelligence 
Internet intelligence

Intelligence Local security context

VirusTotal and 
other 3rd parties

Block destinations

Response actions

Block files

Isolate hosts

Have we seen these observables? Where?

Which endpoints connected to the domain/URL?

Endpoint security

Email security

Analytics

Cloud security

Network firewall

Secure Web 
Appliance
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SecOps

The process of consulting all 
the modules to find out what 
any of them know about the 
observable(s).

Enrichment
DNS

security
Etc..EPP NGIPS

EPP logs NGIPS
logs

DNS 
logs

Etc.

SecureX 
threat response

File
Analysis

Etc
.

IP
reputation

Domain
reputation
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SecOps

Enrichment
DNS

security
Etc.EPP NGIPS

SecureX 
threat response

EPP logs NGIPS
logs

DNS 
logs

Etc.

File
Analysis

Etc
.

IP
reputation

Domain
reputation

The process of consulting all 
the modules to find out what 
any of them know about the 
observable(s).
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SecOps

Enrichment
DNS

security
Etc.EPP NGIPS

EPP logs NGIPS
logs

DNS 
logs

Etc.

SecureX 
threat response

File
Analysis

Etc
.

IP
reputation

Domain
reputation

The process of consulting all 
the modules to find out what 
any of them know about the 
observable(s).
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SecOps

The process of leveraging 
the capabilities of SecureX-
enabled technologies to 
mitigate threats by acting on 
observables or targets

Response
DNS

security
Etc.EPP NGIPS

EPP logs NGIPS
logs

DNS 
logs

Etc.

SecureX
threat response

File
Analysis

Etc
.

IP
reputation

Domain
reputation
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SecOps

Respons
e

DNS
security

Etc.EPP NGIPS

SecureX 
threat response

EPP logs NGIPS
logs

DNS 
logs

Etc.

File
Analysis

Etc
.

IP
reputation

Domain
reputation
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Record-keeping

Point in time record of 
investigation

User-created

URL accessible

Set of observables

User-created

User notes

Pivot Menus and actions

Available across products

Security Event

System created

System triaged

User-managed

Snapshot Casebook Incident
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I’m a Cisco Secure customer with SecureX
threat response
My team can:

Answer questions faster 
about observables.

Block and unblock 
domains from threat 

response.

Isolate Hosts Hunt for an observable 
associated with a known 

actor and immediately see 
organizational impact.

Save a point in time 
snapshot of our 

investigations for further 
analysis.

Document our analysis
in a cloud casebook
from all integrated or

web-accessible tools,
via an API.

Integrate threat
response easily into 

existing processes and 
custom tools

Store our own threat intel 
in threat response private 

intel for use in 
investigations

See Incidents all in
one place

Block and unblock file 
executions from 
threat response
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Polling Question 3

Are you familiar with SecureX
Orchestration ?

A. Yes

B. No



Agenda

SecureX overview

2
Unify visibility 
with SecureX dashboard

4
Experience simplicity 
with SecureX threat response

5
Maximize efficiency 
with SecureX orchestration

1

3
Never lose context with 
SecureX ribbon
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I make automated playbook 
changes in minutes with a drag-
drop interface

My top 5 most frustrating tasks 
have all be automated

We have never communicated 
faster: Our approvals are automated

Maximizing operational efficiency 

After: I combined 9 tasks 
across 3 security tools, 2 
infrastructure systems, and 3 
teams in one keystroke!

Solution: Orchestrating 
security across the 
full lifecycle

Before: Repetitive, 
human-powered tasks

ALERT

task:
REMEDIATE

Cisco or 
non-Cisco 
infrastructure

Pre-built or customizable workflows

task

task

task task

while
loop

condition

Go To: 
SecureX threat response deep dive

Outdated 
playbook

Automation 
script that 
works 
“sometimes”

Playbook 

Integration 
script that no 
longer works
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Introducing SecureX orchestration

Process automation 
made simple with a 
no/low-code drag-
drop interface

Integrate

Unique turnkey approach to 
quickly integrate with other 
systems and solutions to 
expand your toolbox

Scale

Automation that scales 
infinitely and never takes a 
day off, delivering the same 
SLA around the clock

Investigate

Reduce research and 
response times with 
workflows and playbooks that 
execute at machine speed

Automate

Eliminate repetitive tasks and 
reduce MTTR to increase 
productivity and focus on 
mission-critical projects
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SecureX orchestration
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Automation vs orchestration
Automation
The ability to perform individual,
repetitive tasks.

“I need to deploy new services quicker; customer 
demand is drowning me.”

“I have repetitive tasks we are doing manually – I need 
to free up people to do other value-added work”

“I need a way to do more with less” (shrinking budgets)

“I have an aging workforce that I can’t replace with 
experienced network operators – I need to capture that 
IP into automated workflows.

Why do customers want to orchestrate?

Orchestration
The arrangement and coordination of automated 
and non-automated tasks, ultimately resulting in a 
consolidated process or workflow.

“I want to glue my systems together to 
achieve an end-to-end workflow that reflects 
our service life-cycle – request, 
implementation, sustainment, modification, 
decommissioning.”

“Vendors offer many management tools –
some do provisioning of services, others do 
monitoring – why can’t they be tied together 
as a solution?”

Why do customers want to automate?
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SecureX orchestration 
Remote
Available with SecureX release 1.73

• Orchestration remote extends Saas delivered 
functionality to your on-premise infrastructure

• Downloadable OVF deployment runs on VMware 
ESXi 5.5+

• Communicates with SecureX Orchestration over 
TCPS port 8883 – regional presence

• Use included atomics & workflows

… or create custom ones!

Benefits: Using orchestration remote the 
power of SecureX orchestration is extended 
to your on-premise infrastructure

* HTTP / REST Targets are supported at this time with more to be added in the future

Start

End

Target

Target

Target
Invoke

Response

~

1

2

N

Invoke

Response

Invoke

Response
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Analyst

SecureX orchestration

DNS EDRCASB CES

On-premises 
orchestration 

remote

Triggers 
playbook

Workflow 
executes 
API calls

Cloud assets

Other 
machines

REST API 
endpoints

NGFW

Identity 
Services 
Engine

On-premises assets



References to 
continue 
learning

• cisco.com/go/securex

• cs.co/SecureX_videos

• SecureX session at CiscoLive on-
demand: cs.co/SecureX_CiscoLive

• SecureX Academy: https://learnsecur
ex.cisco.com

http://cisco.com/go/securex
http://cs.co/SecureX_videos
https://cs.co/SecureX_CiscoLive
https://learnsecurex.cisco.com/
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Resources

cs.co/SecureX_integration_workflows

Integration documentation UI docs and proto tools GitHub

github.com/CiscoSecuritygithub.com/threatgrid/ctim/tree/master/doc

http://cs.co/SecureX_integration_workflows
https://github.com/CiscoSecurity
https://github.com/threatgrid/ctim/tree/master/doc
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SecureX threat response resources

• developer.cisco.com/threat-response/

• cs.co/SecureX_integration_workflows

• cs.co/CTR-API-labs

DevNet DevNet learning labs

https://developer.cisco.com/threat-response/
http://cs.co/SecureX_integration_workflows
http://cs.co/CTR-API-labs
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SecureX orchestration resources

cs.co/SXO_videos cs.co/SXO_docsdeveloper.cisco.com/securex/orchestration

Videos DevNet GitHub

http://cs.co/SXO_videos
http://cs.co/SXO_docs
https://developer.cisco.com/securex/orchestration/
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THANK YOU
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Submit Your 
Questions Now!

Use the Q&A panel to submit your questions, 
our expert will respond
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Ask Me Anything following the event

Now through Friday
January 28th, 2022

https://bit.ly/ama-securex

With 
Luis Silva

Luis Silva
Customer Success Specialist

CCIE #36825

https://bit.ly/ama-securex
https://bit.ly/ama-securex


Do you have any Comments?

Take our Survey!




