NAT Traversal NAT-T in IPSEC VPN
explained with wireshark
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RTR-Site2#sh run | s crypto

crypto isakmp policy 1

encr aes

hash md5

authentication pre-share

group 5

crypto isakmp key cisco address 100.1.1.1
crypto ipsec transform-set TR-IPSEC esp-aes esp-sha256-hmac
mode tunnel

crypto map CMAP 10 ipsec-isakmp

set peer 100.1.1.1

set transform-set TR-IPSEC

match address 100

crypto map CMAP

RTR-Sitel#

RTR-Sitel#sh run | s crypto

rypto isakmp policy 1

encr aes

hash md5

authentication pre-share

group 5

rypto isakmp key cisco address 200.1.1.1
rypto ipsec transform-set TR-IPSEC esp-aes esp-sha256-hmac
mode tunnel

rypto map CMAP 10 1psec isakmp

set peer 200.1.1

set transform-set TR IPSEC

match address 100

crypto map CMAP

RTR-Sitel#

One of the biggest concept in VPN Technologies is NAT Traversal, like NAT
Traversal in VOIP deployment with SIP Protocol, the history is always inside the
payload to solve the Incompatibility between NAT and IPSEC like the Incompatibility
between SIP protocol and NAT.

IPsec uses ESP to encrypt all packet, encapsulating the L3/L4 headers within an
ESP header. ESP is an IP pro

tocol but there is no port number (Layer 4). This is a difference from ISAKMP which
uses UDP port 500 as its UDP layer 4.

Because ESP is a protocol without ports and at the other side the L4 information the ,
The NAT device cannot change these encrypted headers and cannot perform PAT
translation at the L4 level.

Below the telnet packet captured from PC-1 to PC-2, the Source port 30206 and the
Destination Port 23 are encapsulated by ESP and both are encrypted. (I decrypted
the packet to see how it looks inside ESP after decryption at the RTR-Site2.

e Frotucsl  Length o
1 0600000 18 Loos 60 Reply

2 1.498948 18 Looe 68 Reply

38.864732 TP 114 30200 + 23 [SYN] Seq=8 Win=4128 Len=8 M55=536
4 8866726 1 £sP 114 ESP (SPI=Bx2cfB0O587)

5 8. 867551 10.1.1.10 10.2.2.10 Tcp 110 30206 + 23 [ACK] Seq=1 Ack=1 Win=4128 Len=0
G 8.867565 TELNET 122 Telnet Data ..

B 8.868752 1
9 .8.931588 200.1.1
18 8.931626 260.1.1
11 8.932286 10.1.1.18 10.2.2.18 TCP

Frame 6: 122 byte: ire (976 bits), 122 bytes captured (976 bits) on interface @
I, s

Ethernet cc:@9:10:19 (aazbbrcc:09:10:18), Dst: aa:bb:cc:B:30:18 {aa:bb:cc:00:30:18)
Intern 172.16.1.1, Dst: 288.1.1.1
| user 4588, Dst Port: 45689 @ With NAT Traversal, NAT Device can translate te Source Port 4500 as it's UDP Packet
[ 5
En ayload
Internet Protoco]l Versjon 4, Src: 16.1.1.16, Dst: X 1

|} _Transmission Control Protocol, Src Port: 38206, Dst Port: 23, Seq: 1, Ack: 1, Len: 12 |¢ Encrypted, NAT Device cannot decrypt to perform PAT Translation at L4 Lever
TeTnet
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Without NAT Traversal and new UDP Encapsulation of ESP packets with source port
4500 and destination 4500, the NAT Device cannot do anything.

It is clear NAT and IPSec are incompatible with each other, and to resolve this NAT
Traversal was developed. NAT Traversal adds a UDP header which encapsulates
the IPSec ESP header. As this new UDP header is NOT encrypted and is treated as
just like a normal UDP packet, the NAT device can make the required changes and
process the message,

NAT Traversal performs two tasks:

Step-1: Detects if both VPN Devices RTR-Site1 and RTR-Site2 support NAT-T
Step-2: Detects if there is a NAT device along the path. It's called NAT-Discovery.

Step-1 is performed in ISAKMP phase 1 (Main Mode ) through the messages one
and two as shown below between RTR-Site1 172.16.1.1 and RTR-Site-2 200.1.1.1.

Ho. Time Source Destination Protocal  Length Info
| 5 14.366759 172.16.1.1 208.1.1.1 TSAKMP 218 Identity Protection (Main Mode)|
6 14.373171 200.1.1.1 172.16.1.1 TSAKMP 156 Identity Protection (Main Mode)
7 14.378585 172.16.1.1 208.1.1.1 ISAKMP 382 Identity Protection (Main Mode)
8 14.390676 200.1.1.1 172.16.1.1 TSAKMP 482 Identity Protection (Main Mode)
0 14.481222 172.16.1.1 208.1.1.1 ISAKMP 138 Identity Protection (Main Mode)
16 14.482622 200.1.1.1 172.16.1.1 TSAKMP 122 Identity Protection (Main Mode)
11 14.468116 172.16.1.1 200.1.1.1 ISAKMP 218 Quick Mode
12 14.489821 200.1.1.1 172.16.1.1 ISAKMP 218 Quick Mode
13 14.418792 172.16.1.1 200.1.1.1 ISAKMP 186 Quick Mode
14 16.368026 10.1.1.18 18.2.2.18 ICMP 178 Echo (ping) request id=@x@@ed, seq=1/256, ttl=254 (no response found!)

Frame 5: 210 bytes on wire (168@ bits), 210 bytes captured (1688 bits) on interface @
Ethernet II, Src: aa:bb:cc:08:10:10 (aa:bb:cc:00:10:10), Dst: aa:bb:cc:00:30:10 (aa:bb:cc:08:30:18)
Internet Protocol Version 4, Src: 172.16.1.1, Dst: 280.1.1.1
User Datagram Protocol, Src Port: 580, Dst Port: 588
}v Internet Security Association and Key Management Protocol |
Initiator SPI: 6998es5d@fedsale
Responder SPI: G006000080002200
Next payload: Security Association (1)
Version: 1.8
Exchange type: Identity Protection (Main Mode) (2)
Flags: @x2@
Message ID: Bx00000000
Length: 168
Payload: Security Association (1)
|> Payload: Vendor ID (13) : RFC 3947 Negotiation of NAT-Traversal in the IKE |
Payload: Vendor ID (13) : draft-ietf-ipsec-nat-t-ike-@7
Payload: Vendor ID (13) : draft-ietf-ipsec-nat-t-ike-@3
Payload: Vendor ID (13) : draft-ietf-ipsec-nat-t-ike-@82\n

Ho. Time Source Destination Protocol Length Info
5 14.366759 172.16.1.1 200.1.1.1 ISAKMP 21@ Identity Protection (Main Mode)
| 6 14.373171 208.1.1.1 172.16.1.1 ISAKMP 150 Identity Protection (Main Mode) I

7 14.378505 172.16.1.1 200.1.1.1 ISAKMP 382 Identity Protection (Main Mode)
B 14.3908676 208.1.1.1 172.16.1.1 ISAKMP 4082 Identity Protection (Main Mode)
9 14.40@1222 172.16.1.1 200.1.1.1 ISAKMP 138 Identity Protection (Main Mode)
10 14.482622 208.1.1.1 172.16.1.1 ISAKMP 122 Identity Protection (Main Mode)
11 14.488116 172.16.1.1 200.1.1.1 ISAKMP 218 Quick Mode

12 14.489821 208.1.1.1 172.16.1.1 ISAKMP 218 Quick Mode

13 14.418792 172.16.1.1 200.1.1.1 ISAKMP 106 Quick Mode

14 16.368026 10.1.1.18 18.2.2.18 IcMp 178 Echo (ping) request id=@x@®dd, seq=1/256, ttl=254 (no response found!)

Frame 6: 150 bytes on wire (1280 bits), 158 bytes captured (1200 bits) on interface @
Ethernet II, Src: aa:bb:cc:89:38:10 (aa:bb:cc:88:308:18), Dst: aa:bb:cc:00:1@:18 (aa:bb:cc:00:10:18)
Internet Protocol Version 4, Src: 200.1.1.1, Dst: 172.16.1.1
User Datagram Protocol, Src Port: 580, Dst Port: 580
|V Internet Security Association and Key Management Protocol I
Initiator SPI: 6998ee5d@+Bd8426
Responder SPI: el2bb2@f5bale6d2
Next payload: Security Association (1)
Version: 1.9
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x0@
Message ID: 9xB0000000
Length: 108

Payload: Security Association (1)
I Payload: Vendor ID (13) : RFC 3947 Negotiation of NAT-Traversal in the IKE |
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If both devices support NAT-T, then NAT-Discovery is performed in ISKAMP Phase 1
through messages three and four as shown below.

How do the VPN Devices RTR-Site1 and RTR-Site2 detect that there is a NAT

device?

The answer is NAT-D payload, the RTR-Site1 device sent a NAD-ID payload, inside
the NAT-ID payload there are a hash of the Source IP address and port (172.16.1.1
and 500) and a hash of the Destination IP address and port (200.1.1.1 and 500).

The RTR-Site1 device (172.16.1.1) sends the following:

e A HASH of Source IP address and port (172.16.1.1 and 500):
ab18C4efb950c61f568a636561764e6f

e A HASH of Destination IP address and port (200.1.1.1 and 500):
8b44b859631968ceeb26b61430014fc6

5 14.366759 172.16.1.1 200.1.1.1 ISAKMP 218 Identity Protection (Main Mode)
6 14.373171 200.1.1.1 172.16.1.1 ISAKMP 158 Identity Protection (Main Mode)
| 7 14.378505 172.16.1.1 280.1.1.1 ISAKMP 382 Identity Protection (Main Mode) |
8 14.390676 208.1.1.1 172.16.1.1 ISAKMP 402 Identity Protection (Main Mode)
9 14.401222 172.16.1.1 208.1.1.1 ISAKMP 138 Identity Protection (Main Mode)
10 14.492622 260.1.1.1 172.16.1.1 ISAKMP 122 Identity Protection (Main Mode)
11 14.488116 172.16.1.1 208.1.1.1 ISAKMP 218 Quick Mode
12 14.499821 260.1.1.1 172.16.1.1 LSAKMP 218 Quick Mode
13 14.418792 172.16.1.1 208.1.1.1 ISAKMP 186 Quick Mode
14 16.368026 16.1.1.10 16.2.2.10 ICMP

Internet Protocol Version 4, Src: 172.16.1.1, Dst: 208.1.1.1
User Datagram Protocol, Src Port: 58@, Dst Port: 588

IV Internet Security Association and Key Management Protocol I

Initiator SPI: 6998ee5d@f0d8426
Responder SPI: el2bb28f5ba3et@?
Next payload: Key Exchange (4)

Version: 1.8

Exchange type: Identity Protection (Main Mode) (2)

Flags: @Bx0@

Message ID: Bx08000080

Length: 348

Payload: Key Exchange (4)
Payload: Nonce (18)

Payload: Vendor ID (13) :

RFC 3786 DPD (Dead Peer Detection)

Payload: Vendor ID (13) : Unknown Vendor ID
Payload: Vendor ID (13) : XAUTH

I- Payload: NAT-D (RFC 3947) (20)

Next payload: NAT-D (RFC 3947) (20)

Reserved: 0@

HASH of the address and port: 8b44b859631968ceeb26b61430014fc6 I

IV Payload: NAT-D (RFC 3047 20) I

Next payload: NONE / No Next Payload (@)

Reserved: 6@

Payload length: 2@

| HASH of the address and port: abl8cdefb958c61f568a636561764e6f |

178 Eche (ping) request id=0x@0@d, seq=1/256, ttl=254 (no response found!)

The RTR-Site2 (200.1.1.1) device responds with the following:

e A HASH of Source IP address and port (200.1.1.1 and 500):
8b44b859631968ceeb26b61430014fc6

e A HASH of Destination IP address and port (100.1.1.1 and 500):
66718a3d26322b74c7de2c87fb1ff4c9
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5 14.366759 172.16.1.1 200.1.1.1 ISAKMP 210 Identity Protection (Main Mode)

6 14.373171 200.1.1.1 172.16.1.1 ISAKMP 158 Identity Protection (Main Mode)

7 14 378505 172 16.1.1 260.1.1.1 ISAKMP 382 Tdentity Protection (Main Mode)
I I B8 14.390676 200.1.1.1 172.16.1.1 ISAKMP 482 Identity Protection (Main Mode)

9 14.401222 172.16.1.1 200.1.1.1 TSAKMP 138 Identity Protection (Main Mode)

10 14.402622 200.1.1.1 172.16.1.1 ISAKMP 122 Identity Protection (Main Mode)

11 14.408116 172.16.1.1 200.1.1.1 ISAKMP 218 Quick Mode

12 14.409821 200.1.1.1 172.16.1.1 ISAKMP 218 Quick Mode

13 14.410792 172.16.1.1 200.1.1.1 ISAKMP 106 Quick Mode

14 16.368026 10.1.1.10 10.2.2.10 P

Internet Protocol Version 4, Src: 200.1.1.1, Dst: 172.16.1.1

User Datagram Protocol, Src Port: 58@, Dst Port: 588
F Internet Security Association and Key Management Protocol

Initiator SPI: 6998eeS5d@fedsd2s
Responder SPI: el2bb2@fSba3etd2

Mext payload: Key Exchange (4)

Version: 1.0

Exchange type: Identity Protection (Main Mode) (2)
Flags: @x@e

Message ID: Ox60000000

Length: 360

Payload: Key Exchange (4)

Payload: Monce (1@)

Payload: Vendor ID (13) : CISCO-UNLITY 1.8

Payload: Vendor ID (13) : RFC 3786 DPD (Dead Peer Detection)

Payload: Vendor ID (13) : Unknown Vendor ID
Payload: Vendor ID (13) : XAUTH
| v Payload: NAT-D (RFC 3947) (20) |
Next payload: NAT-D (RFC 3947) (2@)
Reserved: @@

170 Echo (ping) request id=0x0@0d, seq=1/256, ttl=254 (no response found!)

Payload length: 20
IHASH of the address and port: 66718a3d26322b74c7de2c87fb1ffacd I

~ Payload: -
Next payload: NONE / Mo Next Payload (@)
Reserved: 0@
P length: 20

HASH of the address and port: 8b44b859631968cech26b61430814fch

The result is that the receiving device RTR-Site2 recalculates the hash based on the
Destination Peer IP Address 100.1.1.1 and Port 500 which is
66718a3d26322b74c7de2c87fb1ff4c9 and compares it with the hash it received
from RTR-Site1 which is ab18C4efb950c61f568a636561764¢e6f.

If they don’t match a NAT device exists. This is the case in our scenario, the values

are different.

Now RTR-Site1 and RTR-Site2 agree that a NAT Device exists along the path.
Now the NAT Device is discovered, still in the IKE 1 phase 1, RTR-Site1 will change
the UDP port 500 to UDP port 4500 as shown below in messages five and six.

Time Source Destination Protocol Length Info
5 14.366759 172.16.1.1 200.1.1.1 ISAKMP 210 Identity Protection (Main Mode)
6 14.373171 208.1.1.1 172.16.1.1 ISAKMP 158 Identity Protection (Main Mode)
7 14.378505 172.16.1.1 200.1.1.1 ISAKMP 382 Tdentity Protection (Main Mode)
8 14.398676 208.1.1.1 172.16.1.1 ISAKMP 482 Identity Protection (Main Mode)
- [[o24.201222 172.16.1.1 200.1.1.1 ISAKMP 138 Tdentity Protection (Main Mode) |

19 14.482622 2008.1.1.1 172.16.1.1 ISAKMP 122 Identity Protection (Main Mode)
11 14.468116 172.16.1.1 200.1.1.1 ISAKMP 218 Quick Mode
12 14.489821 2008.1.1.1 172.16.1.1 ISAKMP 218 Quick Mode
13 14.410792 172.16.1.1 200.1.1.1 ISAKMP 106 Quick Mode
14 16. 368026 18.1.1.18@ 18.2.2.1@ IcMP

17@ Echo (ping) request id=8x@eed, seq=1/256, ttl=254 (no response found!)

Frame 9: 138 bytes on wire (1164 bits), 138 bytes captured (1104 bits) on interface 8
Ethernet II, Src: aa:bb:cc:00:10:18 (aa:bb:cc:08:18:10), Dst: aa:bb:cc:008:30:10 (aa:bb:cc:00:30:18)

Internet Protocol Version 4, Src: 172.16.1.1, Dst: 200.1.1.1
User Datagram Protocol, Src Port: 4500, Dst Port: 4500
UDP Encapsulation of IPsec Packets
w Internet Security Association and Key Management Protocol
Initiator SPI: 6998ee5d@feds42o
Responder SPI: ellbb2@f5balecd2
Next payload: Identification (5)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: @x@l
Message ID: @xB0080080
Length: 92
Encrypted Data (64 bytes)
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No. Time Source Destination Protecol Length  Info

5 14.366759 172.16.1.1 200.1.1.1 ISAKMP 218 Identity Protection (Main Mode)
6 14.373171 200.1.1.1 172.16.1.1 ISAKMP 158 Identity Protection (Main Mode)
7 14.3785@5 172.16.1.1 200.1.1.1 ISAKMP 382 Identity Protection (Main Mode)
8 14.398676 200.1.1.1 172.16.1.1 ISAKMP 482 Tdentity Protection (Main Mode)
9 14.4981222 172.16.1.1 200.1.1.1 ISAKMP 138 Identity Protection (Main Mode)
10 14.402622 200.1.1.1 172.16.1.1 ISAKMP 122 Identity Protection (Main Mode) I
11 14.488116 172.16.1.1 200.1.1.1 ISAKMP 218 Quick Mode
12 14.489821 200.1.1.1 172.16.1.1 ISAKMP 218 Quick Mode
13 14.416792 172.16.1.1 200.1.1.1 ISAKMP 196 Quick Mode
14 16.3680826 18.1.1.1@ 18.2.2.18 IcMP 17@ Echo (ping) request did=8x800d, seq=1/256, ttl=254 (no response found!}

Frame 18: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Ethernet II, Src: aa:bb:cc:08:30:18 (aa:bb:cc:08:38:18), Dst: aa:bb:cc:88:18:18 (aa:bb:cc:00:10:18)
Internet Protocol Version 4, Src: 200.1.1.1, Dst: 172.16.1.1
User Datagram Protocol, Src Port: 450@, Dst Port: 4508
UDP Encapsulation of IPsec Packets
v Internet Security Association and Key Management Protocol
Initiator SPI: 6098ee5defodadlc
Responder SPI: el2bb28fSbalec2
Next payload: Identification (5)
Version: 1.8
Exchange type: Identity Protection (Main Mode)} (2)
Flags: 8x@1
Message ID: @x00000008
Length: 76
Encrypted Data (48 bytes)

Because the NAT-T, in IKE Phase 2 (IPsec Quick Mode) encapsulates the Quick
Mode (IPsec Phase 2) inside UDP 4500. After Quick Mode negociation is completed,
Phase 2 is now ready to encrypt the data and ESP Packets are encapsulated inside
UDP port 4500 as well, thus providing a port to be used in the NAT device to perform
port address translation.

No. Time Source Destination Frotocol  Length  Info

5 14.366759 172.16.1.1 200.1.1.1 ISAKMP 210 Identity Protection (Main Mode)
6 14.373171 200.1.1.1 172.16.1.1 ISAKMP 150 Identity Protection (Main Mode)
7 14.378585 172.16.1.1 200.1.1.1 ISAKMP 382 Identity Protection (Main Mode)
8 14.390676 208.1.1.1 172.16.1.1 ISAKMP 492 Identity Protection (Main Mode)
9 14.481222 172.16.1.1 200.1.1.1 ISAKMP 138 Identity Protection (Main Mode)
10 14.482622 208.1.1.1 172.16.1.1 ISAKMP 122 Identity Protection (Main Mode)
11 14.488116 172.16.1.1 200.1.1.1 ISAKMP 218 Quick Mode

12 14.489821 200.1.1.1 172.16.1.1 ISAKMP 218 Quick Mode

13 14.418792 172.16.1.1 200.1.1.1 ISAKMP 106 Quick Mode

14 16. 368026 16.1.1.18 10.2.2.18 ICMP 178 Echo (ping) request id=8x008d, seq=1/256, ttl=254 (no response found!)

Frame 11: 218 bytes on wire (1744 bits), 218 bytes captured (1744 bits) on interface @
Ethernet I1I, Src: aa:bb:cc:06:10:16 (aa:bb:cc:09:10:108), Dst: aa:bb:cc:08:30:10 (aa:bb:cc:08:30:18)
Internet Protocol Version 4, Src: 172.16.1.1, Dst: 200.1.1.1
User Datagram Protocol, Src Port: 4588, Dst Port: 4588
UDP Encapsulation of IPsec Packets
v Internet Security Association and Key Management Protocol
Initiator SPI: £998ee5d@fods426
Responder SPI: elZbb2@fSbaiecd2
Next payload: Hash (8)
Version: 1.8
Exchange type: Quick Mode (32)
Flags: @x@l
Message ID: @x7cd96d1@
Length: 172
Encrypted Data (144 bytes)

UDP encapsulation is used to hide the ESP packet behind the UDP header. So that
the NAT Device processes the ESP packet as a normal UDP packet.

In other words, RTR-Site1 encapsulates ESP packets inside UDP/4500 for Source
and Destination Ports. After this encapsulation, NAT device can now translate the
ESP packets. It will change the source port from 4500 to a random port and the
source |IP address from 172.16.1.1 to 100.1.1.1 and kept the destination port 4500
When a packet with source and destination port of 4500 is sent through a PAT device
(from inside to outside), the PAT device will change the source port from 4500 to a
random high port, while keeping the destination port of 4500.
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o T Source Destination Protzcad Length Info
1914462622  200.1.1.1 172.16.1.1 TSAKMP 122 Tdentity Protection (Main Mode)
1114488116  172.16.1.1 200.1.1.1 TSP 218 Quick Mode
12 14, 489821 172.16.1.1 ISAKMP 218 Quick Mode

15 16.371720 172.16.1.1 ESP 170 ESP (SPI-@xbd7e852b)
16 16.374853 269.1.1.1 ESP 178 ESP (SPI-8x982a8feb)
17 16.377292 172.16.1.1 EsP 178 ESP (SPI=gw6d7e852b)
1B 16.379578 172.16.1.1 280.1.1.1 ESP 178 ESP (SPI-@x902a8fe6) [Malformed Packet]
19 15.383026 99.1.1.1 172.16.1.1 ESP 178 ESP {SPI=8x5d7eB52b)
28 16. 384466 172.16.1.1 280.1.1.1 ESP 170 ESP (SPI=0x982aBfeb)
» Frame 14: 178 bytes on wire (1368 bits), 178 bytes captured (1362 bits) on interface 8
» Ethernet II, Src: bb 18:18 bt 18:18), Dst: 38:18 (oa:bb 18}
» Internct Protocol Version 4, Sre: 172.16.1.1, Dst: 208.1.1.1
g

n

tr_Encapsulating Security Paylosd |
ESP SPL: @x992a8fed (2418708454}
ESP Sequence: 1
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