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Description

This book is written for Network engineers working in the Security field and to prepare the
CCNP Security exam, it includes Cisco ASA Firewall, ASA with FirePOWER, Firepower
Threat Defense FTD, Web Security Appliance, VPN Technologies, Cisco ISE, Cisco
Umbrella and Layer 2 Security with practice labs in one book with a simple explanation
through 80 Scenarios.

About the Author:

Redouane MEDDANE is 3xCCNP Collaboration, Security and Enterprise certified and he is a
published author of some of the most important OSPF Protocol, Security and Collaboration
books in the world titled: OSPF Demystified With RFC, Network Security All-in-one, and Dial
Plan and Call Routing Demystified on CUCM, Cisco Meeting Server Deploy Implement
Maintain Cisco Collaboration Conferencing. He is also a blogger at ipdemystify.com and
writes articles about collaboration and security to demystify the most complex topics.

His books are known for their technical depth and accuracy especially the OSPF Demystified
With RFC book, which is considered as the best OSPF book in the world and named "One of
the best OSPF ebooks of all time" by BookAuthority It gives you a hint at the ability to explain
complex topics with remarkable ease.
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Lab 1: Auto NAT and Manual NAT

Inside INSIDE OUTSIDE Qutside
PC
_A— VLAN 1 VLAN 2
-[ l 101.1.024  gof €0/0 209.165.200.0/27
2 1 A
DMZ
VLAN 3
192.168.1.0/24
A0|

Server

s /7
=1
|

Configuration of Basic IP addressing:

ciscoasa#t show run interface vlan 1
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|

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.90
ciscoasa#

ciscoasa# show run interface vlan 2
|

interface Vlan2

nameif outside

security-level ©

ip address 209.165.200.1 255.255.255.224
ciscoasa#

ciscoasa# show run interface vlan 3
|

interface Vlan3

no forward interface Vlanl

nameif DMZ

security-level 50

ip address 172.16.1.1 255.255.255.0
ciscoasa#

Affecting of the physical interface to VLAN:

ciscoasa# show run interface e@/0
!

interface Etherneto/o

switchport access vlan 2
ciscoasa#

ciscoasa# show run interface e@/1
!

interface Etherneto/1

ciscoasa# show run interface e@/2
!

interface Etherneto/2

switchport access vlan 3
ciscoasatt
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By default the echo-reply ICMP is not allowed from a lower security to a higher
security, enable ICMP inspection in the policy-map global_policy:

ciscoasa(config)# policy-map global policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# inspect icmp

Enable access via ASDM:

ciscoasa(config)# username admin password cisco
ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.0 255.255.255.0 inside

Auto-nat Configuration:

DMZ Server requires a static translation when routed to the outside interface. The
translated ip address is 209.165.200.22:

[&]
w

Fe e e

m o o

[ R ]

O O 0
m

[}
B

ciscoasa(config)# object network DMZ-SRV
ciscoasa(config-network-object)# host 172.16.1.2
ciscoasa(config-network-object)# nat (DMZ,outside) static 209.165.200.22

Verify the object network DMZ-SRV:

ciscoasa# show run object
object network DMZ-SRV
host 172.16.1.2
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ciscoasa#

ciscoasa# show run nat

!

object network DMZ-SRV

nat (DMZ,outside) static 209.165.200.22
ciscoasa#t

From the DMZ Server connect to the Public Server:

€ 209.165.200.30 Search & B

OUTSIDE web Server

WELCOME!

Verification of the NAT translation of the DMZ Server, the auto-nat also called object
nat is placed in the Section 2:

ciscoasa# show nat

Auto NAT Policies (Section 2)

1 (DMZ) to (outside) source static DMZ-SRV 209.165.200.22
translate_hits = 4, untranslate_hits = 2

ciscoasa#

The inside network requires PAT when routed to the outside interface, the hosts in the
inside network share the same public IP address 209.165.200.20:

ciscoasa(config)# object network INSIDE-NETWORK
ciscoasa(config-network-object)# subnet 192.168.1.0 255.255.255.0
ciscoasa(config-network-object)# nat (inside,outside) dynamic 209.165.200.20

Verify the object network INSIDE-NETWORK:
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ciscoasa# show run object | excDMZ-SRV|host
object network INSIDE-NETWORK

subnet 192.168.1.0 255.255.255.0

ciscoasa#

ciscoasa# show run nat | exc DMZ-SRV|DMZ

I

object network INSIDE-NETWORK

nat (inside,outside) dynamic 209.165.200.20
ciscoasa#

From the inside host connect to the Public Server:

[ Opera

B 209.165.200.30 x ‘ -+

+ C #=  © 20916520030

OUTSIDE web Server

WELCOME!

Verify the nat rules:

ciscoasa# show nat

Auto NAT Policies (Section 2)

1 (DMZ) to (outside) source static DMZ-SRV 209.165.200.22
translate_hits = 8, untranslate_hits = 2

2 (inside) to (outside) source dynamic INSIDE-NETWORK 209.165.200.20
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translate_hits = 3, untranslate_hits = ©
ciscoasa#

The show xlate command shown that the inside host with 192.168.1.2 is translated to
209.165.200.20:

ciscoasa# show xlate

3 in use, 4 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice

NAT from DMZ:172.16.1.2 to outside:209.165.200.22

flags s idle ©:18:08 timeout 0:00:00

TCP PAT from inside:192.168.1.2/4066 to outside:209.165.200.20/41628 flags ri idle
0:00:02 timeout 0:00:30

TCP PAT from inside:192.168.1.2/4065 to outside:209.165.200.20/25933 flags ri idle
0:00:02 timeout 0:00:30

ciscoasa#

Manual-NAT configuration:

For DMZ server, configure a translation that should be used only when the destination
is the outside network 209.165.201.0/27 using the translated IP address
209.165.201.23:

ciscoasa(config)# object network OUTSIDE-NETWORK
ciscoasa(config-network-object)# subnet 209.165.201.0 255.255.255.224
ciscoasa(config-network-object)# exit

ciscoasa(config)# object network DMZ-MANUAL-NAT
ciscoasa(config-network-object)# host 209.165.201.23
ciscoasa(config-network-object)# exit

ciscoasa(config)# nat (DMZ,outside) source static DMZ-SRV DMZ-MANUAL-NAT
destination static OUTSIDE-NETWORK OUTSIDE-NETWORK

Verify the Manual NAT configuration:

ciscoasa# show run object id OUTSIDE-NETWORK

Network Security All-in-one
Cisco ASA FTD WSA Umbrella VPN ISE Layer 2 Security
All Right Reserved
13




object network OUTSIDE-NETWORK

subnet 209.165.201.0 255.255.255.224
ciscoasa#

ciscoasa# show run object id DMZ-MANUAL-NAT
object network DMZ-MANUAL-NAT

host 209.165.201.23

ciscoasa#

\I,-HAT destination static CUTSIDE-NETWORE OUTSIDE-NETWORE

ciscoasa# show run nat | inc DMZ

nat (DMZ,outside) source static DMZ-SRV DMZ-MANUAL-NAT destination static OUTSIDE-
NETWORK OUTSIDE-NETWORK

ciscoasa#

The show nat reveals that the Manual NAT configured previously is placed in the
section 1, this the default ASA behavior, the Manual NAT is more specific than the
auto-nat:

destination static OUTSIDE-NETW

ciscoasa# show nat

Manual NAT Policies (Section 1)

1 (DMZ) to (outside) source static DMZ-SRV DMZ-MANUAL-NAT  destination static
OUTSIDE-NETWORK OUTSIDE-NETWORK

translate_hits = @, untranslate_hits = 0@

Auto NAT Policies (Section 2)

1 (inside) to (outside) source dynamic INSIDE-NETWORK 209.165.200.20
translate_hits = 5, untranslate_hits = ©

ciscoasa#

For inside clients, configure a translation that should be used when accessing the
DMZ server on TCP port 8080, the inside hosts should use a single IP address
172.16.1.10 and the DMZ Server should see the port 80 instead of 8080:

ciscoasa(config)# object network DMZ_PAT
ciscoasa(config-network-object)# host 172.16.1.10
ciscoasa(config-network-object)# exit

ciscoasa(config)# object service HTTP_80
ciscoasa(config-service-object)# service tcp destination eq www
ciscoasa(config-service-object)# exit

ciscoasa(config)# object service HTTP_PROXY_PORT
ciscoasa(config-service-object)# service tcp destination eq 8080
ciscoasa(config)# nat (inside,DMZ) source dynamic INSIDE-NETWORK DMZ_PAT
destination static DMZ-SRV DMZ-SRV service HTTP_PROXY_PORT HTTP_80
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Verify the configuration of NAT:

- id HTTP_

=20 WWW

id HTTE P
EORT

ciscoasa# show run object id DMZ_PAT
object network DMZ_PAT

host 172.16.1.10

ciscoasa#

ciscoasa# show run object id HTTP_80
object service HTTP_80

servicetcp destination eq www
ciscoasa#

ciscoasa# show run object id HTTP_PROXY_PORT
object service HTTP_PROXY_PORT
servicetcp destination eq 8080
ciscoasa#

DMZ PAT destination static DMZ-

ciscoasa# show run nat | inc (inside,DMZ)

nat (inside,DMZ) source dynamic INSIDE-NETWORK DMZ_PAT destination static DMZ-SRV
DMZ-SRV service HTTP_PROXY_PORT HTTP_80

ciscoasa#

From the inside host connect to the DMZ Server using the link
http://172.16.1.2:8080:
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http://172.16.1.2:8080/

P opera B 172.16.1.2:8080 x

&« Cc ==  ®) 1721612

DMZ web Server

WELCOME!

Verifiy that the NAT translation:

destination stat UTSIDE-NETWCR S IDE-NETWORE

destination static DMZ-SRV DMZ ice HTTE

ciscoasa# show nat

Manual NAT Policies (Section 1)

1 (DMZ) to (outside) source static DMZ-SRV DMZ-MANUAL-NAT destination static
OUTSIDE-NETWORK OUTSIDE-NETWORK

translate_hits = @, untranslate_hits = ©

2 (inside) to (DMZ) source dynamic INSIDE-NETWORK DMZ_PAT  destination static
DMZ-SRV DMZ-SRV service HTTP_PROXY_PORT HTTP_80

translate_hits = 5, untranslate_hits = 2

Auto NAT Policies (Section 2)

1 (DMZ) to (outside) source static DMZ-SRV 209.165.200.22
translate_hits = 0, untranslate_hits = @

2 (inside) to (outside) source dynamic INSIDE-NETWORK 209.165.200.20
translate_hits = 6, untranslate_hits = 0@

ciscoasa#

Verify the translation using the show xlate:

, I — identity,

1 flags ri idl
flags ri idl
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ciscoasa# show xlate

5 in use, 8 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice
NAT from DMZ:172.16.1.2 to outside:209.165.201.23

flags s idle 0:02:24 timeout ©:00:00

TCP PAT from DMZ:172.16.1.2 80-80 to inside:172.16.1.2 8080-8080

flagssrlT idle 0:00:04 timeout 0:00:00

NAT from DMZ:172.16.1.2 to outside:209.165.200.22

flags s idle 0:03:24 timeout 0:00:00

TCP PAT from inside:192.168.1.2/4167 to DMZ:172.16.1.10/33081 flags ri idle
0:00:04 timeout 0:00:30

TCP PAT from inside:192.168.1.2/4166 to DMZ:172.16.1.10/11414 flags ri idle
0:00:04 timeout 0:00:30

ciscoasa#
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Lab 3: FTP Inspection Part-1

W ]
OUTSIDE

Inside ASA
PC
_A— VLAN 1

10.1.1.0/24

2
——

VLAN 2
e0/0 209.165.200.0/27

FTP inspection between outside PC and the DMZ server requirements. Drop all
commands except the get command.

First we configure a static translation for the DMZ Server

10st ] .1e8.1.10

at (DMZ, outsides)

ciscoasa(config)# object network DMZ-SERVER-PRIV
ciscoasa(config-network-object)# host 192.168.1.10
ciscoasa(config-network-object)# nat (DMZ,outside) static 209.165.201.10

Allow FTP traffic from outside PC to DMZ server:

ciscoasa (co

asa |

Hh
it
1
o
T
it
w

cp
eq ft
ed

ciscoasa(config)# object-group service FTP-TO-DMZ tcp
ciscoasa(config-service-object-group)# port-object eq ftp
ciscoasa(config-service-object-group)# port-object eq ftp-data
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ciscoasa(config)# access-1list OUT-TO-DMZ extended permit tcp host 209.165.200.30
object DMZ-SERVER-PRIV object-group FTP-TO-DMZ

ciscoasa(config)# access-group OUT-TO-DMZ in interface outside

list | incl OUT-TO

—list OUT-TO-DMZ lin

-list OUT-TO-DMZ line
-1i QUT-TO-DMZ line

roup ice
ject-group) #
bject—-group) #

ciscoasa(config)# object-group service FTP-TO-DMZ
ciscoasa(config-service-object-group)# service-object tcpeq ftp
ciscoasa(config-service-object-group)# service-object tcpeq ftp-data

ciscoasa(config)# access-list OUT-TO-DMZ extended permit object-group FTP-TO-DMZ
host 209.165.200.30 object DMZ-SERVER-PRIV

ciscoasa(config)# access-group OUT-TO-DMZ in interface outside

p FTP-TO-DMZ host 209.165.200.30 object DMZ-SERVER-PRIV (hitcnt=0)

OUT-TO-DMZ
t OUT-TO-DMZ

ftp (hitcnt=0)
ni C] 0. h . 1] .1 ftp-data (hitc
onfig) #

ciscoasa(config)# object-group service FTP-TO-DMZ
ciscoasa(config-service-object-group)# service-object tcp destination eq ftp
ciscoasa(config-service-object-group)# service-object tcp destination eq ftp-data

ciscoasa(config)# access-list OUT-TO-DMZ extended permit object-group FTP-TO-DMZ
host 209.165.200.30 object DMZ-SERVER-PRIV

ciscoasa(config)# access-group OUT-TO-DMZ in interface outside

FTP-TO-DMZ hos

ER-PRIV (hitcnt=0)

QUT-TO-DMZ line 1 0. h 52.1 .1 ftp (hitcnt=
OUT-TO-DMZ line 1 e 0. h . -] ftp-data (hitc
g) #

Creates an access-list named GLOBAL-FTP-DMZ to identify the flow coming from the
outside PC to the DMZ server and matches this ACL into the class-map FTP-

PROTECTION, then defines a policy-map type inspect FTP named FTP-POLICY and
reset with log all command except the get command:
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ciscoasa(config)# access-list GLOBAL-FTP-DMZ extended permit tcp any object DMZ-
SERVER-PRIV object-group FTP-TO-DMZ

nfig)# class-map FTP-PROTECTION
map) # match access-list GLOBAL-FTP-DMZ
cmap) #
map) # polic ap type inspect ftp FTP-POLICY
nfig-pmap)# parameters
-pmap-p) #
nfig-pmap—p)#
nfig-pmap—p)# m h BE=Y: mmand appe cdup help rnfr rnto pu
nfig-pmap-c) # >
nfig-pmap-c) #
nfig-pmap-c)# policy-map global policy
-pmap) # cl FTP—-PROTECTION
nfig-pmap-c)# inspect ftp strict FTP-POLICY

L
L
L
[
[

ooononon

0

0

ciscoasa(config)# class-map FTP-PROTECTION
ciscoasa(config-cmap)# match access-list GLOBAL-FTP-DMZ

ciscoasa(config)# policy-map type inspect ftp FTP-POLICY
ciscoasa(config-pmap)# parameters

ciscoasa(config-pmap-p)# mask-banner

ciscoasa(config-pmap-p)# mask-syst-reply

ciscoasa(config-pmap-p)# match request-command appecdup help rnfrrnto put stou
site dele mkdrmd

ciscoasa(config-pmap-c)# reset log

ciscoasa(config)# policy-map global policy
ciscoasa(config-pmap)# class FTP-PROTECTION
ciscoasa(config-pmap-c)# inspect ftp strict FTP-POLICY

Verify your configuration:

ciscoasa# show run class—map
!
class-map inspection default

match default-ins tion—-traffic

class—-map FTE-PROTECTION
match act s-1list GLOBAL-FTP-DMZ

ciscoasa#

ciscoasa# show run class-map

!

class-mapinspection_default
match default-inspection-traffic
class-map FTP-PROTECTION

match access-1list GLOBAL-FTP-DMZ
!

ciscoasa#
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ftp

ciscoasa# show run policy-map type inspect ftp

!

policy-map type inspect ftp FTP-POLICY

parameters

mask-banner

mask-syst-reply

match request-command appecdup help rnfrrnto put stou site dele mkdrmd
reset log

Configure an FTP policy to reset and log attempts to access the files with .exe and .txt
Create a regular expression class that include the following parameters:

Create and match a regular expression that matches all .txt files.
Create and match a regular expression that matches all .exe files.

ciscoasa( ¢ egex TXT-FILES
i asa(c i egex EXE-FILES

# class-map typs egex match—-any DMZ-REGEX

cmap) # match ex TXT-FILES
EXE-FILES

ciscoasa(config)# regex TXT-FILES "\.txt"
ciscoasa(config)# regex EXE-FILES "\.exe"
ciscoasa(config)t

ciscoasa(config)# class-map type regex match-any DMZ-REGEX
ciscoasa(config-cmap)# match regex TXT-FILES
ciscoasa(config-cmap)# match regex EXE-FILES

Let’s test out regular expression:

1S .

INFO: Regular expre: [ ceeded.
ciscoasa{confi

Verification:
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show run

LLY

EXE-FILES ™\.
casaf

ciscoasa# show run regex
regex TXT-FILES "\.txt"
regex EXE-FILES "\.exe"
ciscoasa#

ciscoasaf show run class-—-map type re
!
class-map type r ¥ match-any DMZ-BREGEX
match re : TET-FILES
match regex EXE-FILES
1

ciscoasa#

ciscoasa# show run class-map type regex
!

class-map type regex match-any DMZ-REGEX
match regex TXT-FILES

match regex EXE-FILES

!

ciscoasa#

Edit the FTP-POLICY inspection to match the configured regular expression inside the
ftp filetype, we should reset and log attempts to access these files.

ftp FTP-POLICY
nfig-pmap) # parameters
nfig-pmap-p) # match filetype regex class DMZ-REGEX

ciscoasa(config)# policy-map type inspec ftp FTP-POLICY
ciscoasa(config-pmap)# parameters

ciscoasa(config-pmap-p)# match filetype regex class DMZ-REGEX
ciscoasa(config-pmap-c)# reset log

ommand appe cdup help ranfr rnto put stou site dele mkd rmd

2% class DMZ-REGEX
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ciscoasa# show run policy-map type inspect ftp
!

policy-map type inspect ftp FTP-POLICY
parameters

mask-banner

mask-syst-reply

match request-command appecdup help rnfrrnto put stou site dele mkdrmd
reset log

matchfiletype regex class DMZ-REGEX

reset log

!

ciscoasa#

t

0, drop 0, re

appe cdup help rnfr rnto put stou site dele mkd rmd

class DMZ-REGEX

ciscoasa# show service-policy global inspect ftp

Global policy:
Service-policy: global policy
Class-map: inspection_default
Class-map: FTP-PROTECTION
Inspect: ftp strict FTP-POLICY, packet @, drop ©, reset-drop ©

mask-banner enabled
mask-syst-reply enabled
match request-command appecdup help rnfrrnto put stou site dele mkdrmd
reset log, packet ©
matchfiletype regex class DMZ-REGEX
reset log, packet ©
ciscoasa#

Verification:

From the outside PC access the DMZ server using the url ftp://209.165.200.10 and try
to download the file with .zip, the downloading is successfully:
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e et e g

& - (e mprmassanio (&[4 ] x][B sing

(¢ Favoris | <5 @) Sites suggérés ¥ @) Galerie de composants ... ~

& Racine FTP 20916520110 B~ &=

Racine FTP 4 209.165.201.10

Pour afficher ce site FTP dans "Exploratenr Windows, cliquez sur Page, puyr = < L
0% de ..J05%20Images?20for¥20GNS3 2 Téléchargement de fichiers pd | -
10/08/2015 12:00 Répertoire SRECYCLE.BIN Voulez-vous ouvrir ou enregistrer ce fichier ?
07/20/2015 12:00 6,565,736 ccsetupilT.exe
07/25/2015 12:00 41,128,904 Firefox Setup 39.0.exe N
. " lom : Uncompressed_[0S_Images_for GNS3.zip
07/20/2015 12:00 53,078,632 FoxitReader708.1216 prom || Recherche dinfomations surle fichier @ > -
11/24/2015 03:36 3 fop ict.tac ..ed_I0S_Images_for_GNS3zip de 209.165| Type : WinRAR ZIP archive, 179 Mo
11/24/2015 10:26 0 ftp.txt | De : 209.165.201.10
07/20/2015 12:00 66,807,049 GN53-1.3.7-all-in-one.exe| | Tempsrestant estimé
11/24/2015 03:40 Répertoire Logiciels Telécharger vers e l [ Enregistrer l [ Annuler
04/13/2011 12:00 454,656 Putty.exe Tau de transfert
08/30/2015 12:00 Répertoire System Volume Informatiol| []Femer cette boite de dialogue alafin du ] Toujours demander avant d'auvri ce type de fichier
07/20/2015 12:00 188,688,086 Uncompressed I0OS Images f
07/20/2015 12:00 4,021,144 USB Disk Security 6.5.0.0|
Quvrir & . Les fichiers téléchargés depuis Intemet peuvent &tre utiles, mais ce
| type de fichier présente un danger potentiel. N'ouvrez ou
k. n'enregistrez ce fichier que si vous &tes sir de son origine. Cluels
sont les risques 7

The ASA displays a log message to confirm that the access of .zip file is successfully:

Latest ASDM Syslog Messages

Oo*®?

Severity Date Time Sydog D Source IP Source Destination P Destina Description

i 6 Dec132015 0&:26:30 303002 209.165.200.30 43802 192.168.1.10 21 FTP connection from outside:209. 165.200,30/49802 to DMZ:192. 168, 1.10/21, user ict Retrieved file Uncompressed 105 Images for GNS3.zip

if Dec132015 06:26:30 302013 209.165.200.30 49814 192.168.1.10 53726 Builtinbound TCP connection 3388 for outside: 209, 165.200.30/43814 (209, 165,200, 30/43814) to DMZ:192. 168 1, 10/53725 (209,165,201, 10/53728)
i f Dec132015 06:26:29 302014 209.165,200.30 49813 192.168.1.10 21  Teardown TCP connection 3385 for outside:209, 165,200,30/43813 to DMZ: 192, 168, 1, 10/21 duration 0:00: 11 bytes 242 TCP FINs

i 6 Decl32nis 08:26:24 106015 209.165.200,30 49789 203.155.20L10 21 Deny TCP (no connection) from 209, 165,200, 30/49759 to 209, 165,201,10/21 flags ACK. on interface outside

Try another attempt with .doc file, the result is successful:

@@ > | &) #p//209165201 20/ MEIRIE

i Favoris | 9 @] Sitessuggérés v @] Galerie de composants ... ¥

L—‘ Connexion en cours.. ﬁ > &

Racine FTP a 209.165.201.10

Pour afficher ce site FTP dans "Exploratenr Windows, cliquez sur Page, puis sur Quvrir le site| Téléchargement de fichiers - =
Voulez-vous ouvrir ou enregistrer ce fichier ?
10/08/2015 12:00 Répertoire §RECYCLE.BIN
077202015 12:00 6,565,736 ccsetups07.exe Nom : CDM 2 08 28 Release Info.rtf
02/13/2013 12:00 187,965 CDM 2 08 28 Release Info.rtf @ . i -
07/25/2015 12:00 41,128,904 Firefox Setup 32.0.ex= Wrzs BREIEEDTEem e 2 =200, (RS
07/20/2015 12:00 53,078,632 FoxitReader708.1216 prom L10N Setup.exs De: 209.165.20L.10
1172472015 03:36 3 ftp ict.txt
11/24/2015 10:26 0 ftp.txt Ouvir | [ Enregister | [ Annuier
07/20/2015 12:00 66,807,048 GN33-1.3.7-all-in-one.exe
11/24/2015 03:40 Répertoire Logiciels ] Toujours demander avant douviir ca type de fichisr
04/13/2011 12:00 454,656 Puttv.exe
08/30/2015 12:00 Répertoire System Volume Information
07/20/2015 12:00 188, 689,086 Uncompressed IOS Images for GNS3.zip 4 Lesfichiers téléchargés depuis Intemet peuvent étre utiles, mais ce
07/20/2015 12:00 4,021,144 USS Disk Security 6.5.0.0.ex= I§ e e et e
= n'enregistrez ce fichier que si vous &tes siir de son origine. Quels
sont les risques ?
\ y

Latest ASDM Syslog Messages Oa&#

Severity Date Time SyslogID  Source IP Source DestinationIP  Destina Description

i 6 Dec 132015 0&:32:14 110002 209.165.200.30 49832 Failed to locate egress interface for TCP from outside: 209, 165.200.30/43832 to 80,254,145, 11880 o

i 6 Dec 132015 06:31:54 303002 209.165.200.30 49825 192.168.1.10 21 FTP connection from outside: 209, 165,200, 30/49825 to DMZ: 192, 168, 1. 10/21, user ict Retrieved file /CDM 2 08 23 Release Info.rtf
L6 Dec 132015 06:31:54 302013 209.155.200.30 49831 192,168,110 58885 Built inbound TCP connection 3402 for outside: 209, 165, 200,30/43831 (209, 165, 200, 30/49831) to DMZ: 192, 168, 1, 1058886 (209, 165, 201, 10/53586)
L6 Dec 132015 06:31:54 302014 209.155.200.30 49830 192.168.1.10 1 Teardown TCP connection 3401 for outside: 209, 165.200,30/49830 to DMZ: 192, 168, 1, 10/21 duration 0:00: 11 bytes 242 TCP FINs
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Try to access the .txt file and the attempt fails:

T [ 1 ' =) [

@t\ ) ® | @] ftp://209.165.201.10/Ftp20ict b

g Favonis | 93 @] Sites suggérés » @ | Galerie de composants ... -

‘& Internet Explorer ne peut pas afficher cette page ...

Internet Explorer ne peut pas afficher cette page Web

CSSayes la chose suivante :

Diagnostiquer les problémes de connexion

=) Informations

The ASA displays a log message of the failure:

Latest ASDM Syslog Messages Oa

Severity Date Time SysbgID  Source IP Source DestinationIP  Destina Description

i b Dec 132015 08:21:14 302013 209.165.200.30 49764 192.168.1.10 21 Buitinbound TCP comnection 3345 for outside: 209. 165.200.30/49764 (209. 165.200.30/49764) to DMZ: 192,168, 1.10/21 (209, 165,201, 10/21)

n

05 Dec132015 0&:20:14 303005 209.165.200.30 49760 192188110 21 SirictFTP inspection matched fletype regex dass DMZ-REGEX in policy-map FTP-POLICY, Reset connection from outside: 209, 165,200, 30/43760 to DMZ: 192,163, 1.,
i 6 Dec132015 08&:21:14 302013 209.165.200,30 49763 192188110 62516 Buitinbound TCP connection 3344 for outside: 209, 185,200,30/49763 (209, 165.200,30/43763) to DMZ: 122, 158, 1,10/62516 (209, 165,201, 10/62516)

From the outside PC open the command DOS and access the DMZ server using the
FTP command, try to delete a file in the DMZ server, the attempt fails as shown by the
following output:

>
»Htp 289 .165.281 .18
Connecté a 209.165.201.1@.
220-FileZilla Server B.7.53 beta
220—written by Tim Kosse {tim.kosselfilezilla-project.orgl
228
Utilisateur (282.165.201.18:<Cnoned> - Wlly

331 Password reguired for

Fichier distant Uncompressed 108 Images for| GHE3_zip
Connexion fermée par 1'hite distant.
ftp>
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Try to rename a file in the DMZ server, the attempt fails as shown by the following
output:

C:sUsers N Tomsaw>ftp 2689 .165.2681 .10

Connecté & 209 .165.201.18.

220-FileZilla Server B.2.53 heta

%%g—written by Tim Kosse <(tim.kossel@filezilla-—project.orglr
Utilisateur <Z209.165.2081_.18:<Cnone>>» :

331 Password required for

Mot de passe =

230 Logged on

ftp> rename

Mom d’origine Putty._exe

Mom de destination console.exe
Connexion fermée par 1'hite distant.
fFtp>

Access ASA to see the log message displayed:

Latest ASDM Syslog Hessages Og R
Severity Date Time SysbgID  Source IP Source Destination P Destina Description
i 6 Decl32is Dm4m4t 302014 209,185.200.30 493% 192.168.1.10 21 Teardown TCP connection 3728 for outside: 209, 15,200,30/43396 to DMZ:152, 168.1, 10/21 duration 0:00:52 bytes 362 Flow dosed by inspection .

Ho5 Dec132015 064741 303005 209,155.200.30 493% 192.168.1.10 21 StrictFTP inspection matched request-command anpe cdup help fr mta put stou site dele mkd rmd in policy-map FTP-POLICY, Reset connection from outside: 209...
i 6 Decl3Zois 0a47: 110002 209.165.200.30 49393 Failed tolocate egress interface for TCP from outside: 209, 165, 200,30/43898 to 80,254, 145, 11880 e

Finally verify the service policy using the show service-policy command:
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Lab 2: FTD NAT Policy

Firepower Threat
192.168.133.30/26 Defense
Client D
Inside Outside 192.0.2.2/24 - ‘
192.168.133.62/26 192.0.2.1/24 . Internet
GO/ fl G0/0 \ )

192.168.10.254/24
G0/2 DMZ

| ~*§

Configure a static default route for internet access, under devices-Device Management, edit the
managed device and go to routing section, click Add Route:

Overview Analysis Policies JiSVIal Objects AMP Intelligence Deploy £, System Help v admin

Device Management NAT VPN¥ QoS Platform Settings FlexConfig Certificatas

FTD-Training @ Cancel

Cisco Firepower Threat Defense for VMWare

Device m Interfaces  Inline Sets  DHCP

OSPF © AddRoute |
OSPFv3
RIP

eGP ¥ IPv4 Routes

» Static Route

() Multicast Routing
¥ IPv6 Routes

In the interface field, use the logical name outside as the outgoing interface and select any-
ipv4, any-ipv4 is equivalent to 0.0.0.0/0, the Gateway is the next-hop router 192.0.2.2, and click
OK:
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Add Static Route Configuration 2 X

Type: U IPv6
Interface® outside v
Available Network & o Selected Network
v >eard = any-ipv4 .|
= any-ipv4

&= IPv4-Benchmark-Tests

== IPv4-Link-Local

= IPv4-Multicast

= IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0-1

= IPv4-Private-192.168.0.0-
= IPv4-Private-All-RFC1918

= IPv6-to-1Pv4-Relay-Anycz

Gateway* 192.0.2.2 ML)
Metric: 1
Tunneled: (Used only for default Route)
Route Tracking: v
OK Cancel
FTD-Training
Cisco Firepower Threat Defense for VMWare
Device [ULTTTA Interfaces  Inline Sets  DHCP
OsPF
OSPFV3
RIP Network Interface Gateway Tunneled Metric Tracked
w]-lcd ¥ IPv4 Routes
> Static Route any-ipv4 outside 192.0.2.2 false 1

(J Multicast Routing
¥ IPv6 Routes

Under devices-NAT, create a new NAT policy named NAT-FTD, select the managed device you
want to apply the NAT policy from the Available Devices to Selected Devices:

Overview Analysis Policies JEGIEE Objects AMP Intelligence yeploy | System Help v admin

Device Management NAT VPN v Qos Platform Settings FlexConfig Certificates

) New Policy
| NAT Policy Device Type  Status \

e are no policies created. Add a new Firepower NAT Policy (or) Threat Defense NAT Policy
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New Policy ?

Name: NAT-FTD
Description:
Targeted Devices
Select devices to which you want to apply this policy.
Available Devices Selected Devices

] FTD-Training

Add to
Policy

Save Cancel

The NAT policy NAT-FTD is displayed, there are three sections, NAT Rules Before section 1,
Auto NAT Rules section 2 and NAT Rules After section 3, FTD supports the same NAT
configuration options as the Traditional Firewall ASA, so A NAT rule can be Auto-NAT or
Manual NAT, Auto-NAT Rule also called object NAT is commonly used to provide PAT or Port
Address Forwarding for inside networks, only the source IP address is translated, optionally,
you can translate the source port, NAT Rules Before or Manual NAT is more specific, more
flexible and more complex, This rule can match traffic based on source and destination IP
address and port as well as source and destination port. This why FTD stores the Manual rule
in the section 1 and Auto-NAT in section 2 when you use the show nat command. Note you can
configure a Manual Rule after Auto-NAT or NAT Rules After, this the section 3.

In this scenario you will configure an Auto-NAT rule for the 192.168.133.0/26 inside network, so
that the users can go to the internet using the IP address outside interface of the FTD, simply
configure PAT.

Click Add Rule, in the NAT Rule, select Auto NAT Rule and Type Dynamic to provide Port
Address Translation, you have an option to select static if you want your server to be
reachable from internet, if you select static you configure static NAT.

NAT-FTD O cancel

E es | [l Policy Assignments
i Filter by Device ] Add Rule
f0Original Packet 2 4 Translated Packet =,

#  Direction Type Source Destination  Original Original Original Translated Translated Translated Options
Interface ... Interface 0.. Sources Destinations Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules

¥ NAT Rules After

While on traditional ASA, you have to use nameif or the logical name in the NAT rules. On FTD,
you need to use Security Zones. This is used for matching traffic.
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Add NAT Rule

NAT Rule: Auto NAT Rule b
Type: Dynamic i

) (=g o0 -« Translation PATPool Advanced

Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)
=w zone_inside o aw zone_outside G
=a zone_dmz
=a Zone_inside Add to
Source
=u Zone_outside
Add to
Destination
oK Cancel

Translation has two sections. One is Original Packet, which is the conditions to match. The
other is Translated Packet, here you see the Translated Source, this is how to translate the
original source of the packet. The original packet is also called the Real Address.

The Translated Source may be the IP of the egress interface or an object. For example the IP
egress interface is the outside IP address of the FTD 192.0.2.1.

Add NAT Rule ki
NAT Rule: Auto NAT Rule v
Type: Dynamic W

Interface Objects 'I'nmhﬁnn PAT Pool  Advanced

Original Packet

Translated Packet

Original Source:* v Translated Source: Address

Original Port: v

OK Cancel

In the original Source create and add a Network Object for the inside network 192.168.133.0/26:
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New Network Objects

Name: PAT-INSIDE
Description:

[192.168.133.0/26
Format: ipaddr or ipaddr/len or
range (ipaddr-ipaddr)

Allow Overrides:

|| cancel |

For Translated Source, choose Destination Interface IP and click Save :

Add NAT Rule ? X
NAT Rule: Auto NAT Rule e
Type: Dynamic I* Enable
Interface Objects 'mam PAT Pool  Advanced
Original Packet Tr lated Packet
Original Source:* | PAT-INSIDE v Q Translated Source: Destination Interface 1P v
The values selected for Destination
Inud_'z:l Objects in 'Interface Objects’
Original Port: TCP v tab il beueed
Translated Port:
[ ok || Cancel |
NAT-FTD =] [ 8 cance
Enter Description
[] Policy Assignments
.
(4 Original Packet \f Translated Packet \
' NAT Rules Before
l Auto NAT Rules
# » Dyn. ;i zone_inside % zone_outside g8 PAT-INSIDE @@ Interface @ Ons:false o7
¥ NAT Rules After

Deploy the NAT policy :
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Deployments 0 Health Tasks

(1 total) 1 running Show History
FTD-Training Deployment - Device configuration generation in
progress. —

From CLI, verify the Auto-NAT configuration using the show run nat and the show run object
commands:

> shoW running-config nat
t

object network PAT-INSIDE
nat (inside,outside) dynamic interface

>

> show runmmning-config object
object network PAT-INSIDE

subnet 192.168.133.8 255.255.255.192
>

From the Inside PC, ping the ip address 8.8.8.8, the ping should be successful:

Command Prompt || @

Microsoft Windows [Uersion 6.1.76011]
ICopyright {(c)> 2889 Microsoft Corporation. All rights reserved.

IC:\Users\Adnin>ping 8.8.8.8

Pinging 8.8.8.8 with 32
Reply from 8.8.8.8
Reply from

Reply from

Reply from

(@xz loss).

IC:\Users\Admin>_

Verify that the ICMP packets are translated using the show nat command, and verify the
translate_hits counter increased:
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Lab 8: Intrusion Prevention System IPS Policy Scenario 1

FMC

Management Firepower
192.168.111.0/24 Threat Defense

i . 254
Inside Outside f
192.168.133.62/26 192.0.2.1/24  192.0.2.2/24 ’

G0lo Internet

Inside-PC
192.168.133.30/26

Kali Linux
192.168.133.40/26
DMZ Server
192.168.10.90/24

Variable sets represent commonly used values in the intrusion rules to identify source and
destination IP addresses and ports. To find the Variable sets, navigate to Objects > Object

Management. Click Variable Sets at the right, a default Variable Sets named Default-Set is
pre-defined, Edit the Default-Set Variable Sets.

Overview Analysis Policies Devices EUUEMEN AMP Intelligence

, System Help v admin|
Object Management Intrusion Rules

Notice that the values $SHOME_NET and $EXTERNAL_NET. These are variables. SNORT
uses these variables to represent the protected and the unprotected networks.

It's best practice to change these values to represent your network. You should create your
own Variable Set or than modifying the default set.
Edit EXTERNAL_NET.
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Edit Variable Set Default-Set

Name: | Default-Set

Description: |This Variable Set is system-provided.

This category is empty

AIM_SERVERS
DNS_SERVERS
EXTERNAL_NET
FILE_DATA_PORTS
FTP_PORTS
GTP_PORTS

HOME_NET

Network

Network

[64.12.31.136/32, 205.188.210.203/32, 6...]

HOME_NET

any

[HTTP_PORTS, 143, 110]

[21, 2100, 3535]
[3386, 2123, 2152]

any

From the Available Objects pane click (+) to create a new Network Object.

Edit Variable EXTERNAL_NET

Name: |EXTERNAL_NET

Type: Network

Available Networks &

[A Search by name or value

[T any
B IPv4-Private-All-RFC1918
2 any-ipvd
i any-ipvé
8 IPva-Benchmark-Tests
8 1Pva-Link-Local
58 1Pv4-Multicast
52 IPv4-Private-10.0.0.0-8
5 IPva-Private-172.16.0.0-12
52 1Pv4-Private-192.168.0.0-16
2 1Pv6-TPvd-Mapped
=8 1Pv6-Link-Local

Include
Exclude

5 IPv6-Private-Unique-Local-Addresses

5 IPv6-to-IPv4-Relay-Anycast
52 PAT-INSIDE

4
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In the Name field enter Inside-Network, in the Network field enter 192.168.133.0/24, your
internal network.

New Network Objects ? X

Name: Inside-Network

Descnption:

Network: 192,168.133.0/26|

Format: ipaddr or ipaddr/len or
range (ipaddr-ipaddr)
Allow Overndes:

Save Cancel

Click Exclude, the internal network 192.168.133.0/24 should not be considered as an
unprotected network.

Click Save.

Edit Variable EXTERNAL_NET

Name:

Type:
Available Networks € +) Included Networks (0) Excluded Networks (1)
, INSI & Inside-Network
{58! PAT-INSIDE
Network Add Network Add
Save Cancel

Edit HOME_NET.
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Edit Variable Set Default-Set ? X

Name: | Default-Set J

Description: | This Variable Set is system-provided.
You have unsaved changes m

EXTERNAL_NET Network IInside-Network &

DefaultVarsbles
AIM_SERVERS Network [64.12.31.136/32, 205.188.210.203/32, 6...] P
DNS_SERVERS Network HOME_NET P 4
FILE_DATA_PORTS Port [HTTP_PORTS, 143, 110] V4
FTP_PORTS Port [21, 2100, 3535] V&~
GTP_PORTS Port [3386, 2123, 2152] V &
HOME_NET Network any &
HTTP_PORTS Port [8300, 8040, 2231, 90, 6767, 443, 8983,...] V4 .
« | »

| save || cancel |

From the Available Networks, click Inside-Network, the network object you created earlier
then click Include, your internal network should by you protected network.
Click Save.
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Edit Variable HOME_NET ? X

Name:  |HOME_NET |

Type: Network v

Available Networks € Q Included Networks (1) Excluded Networks (0)
[4 net x| & Inside-Network @| |none

| § EXTERNAL_NET
5 TELNET_SERVERS

e |

| incude |

{ Exclude |

Network | Enter an IP address M V Network IEnIer an IP address I @

| swe || comce |
Review the values SHOME_NET and $SEXTERNAL_NET in the Default Variable Sets.
Click Save.

Edit Variable Set Default-Set ? X

Name: l Default-Set J

Description: | This Variable Set is system-provided.

You have unsaved changes m

Network !Inside-Network

RN
U v
&

HOME_NET Network Inside-Network

AIM_SERVERS Network [64.12.31.136/32, 205.188.210.203/32, 6...] &
DNS_SERVERS Network HOME_NET &
FILE_DATA_PORTS Port [HTTP_PORTS, 143, 110] 7=
FTP_PORTS Port [21, 2100, 3535] &=
GTP_PORTS Port [3386, 2123, 2152] &
HTTP_PORTS Port [8300, 8040, 2231, 90, 6767, 443, 8983,...] & .

Fs
v

[
!
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Click Yes to confirm the changes.

Save

9 This variable set is in use by an Access Control
Q policy. Modifying it may affect detection, and you
must reapply the policy before changes take effect.

Changes to the Default Set will also change the default
values in all other sets. Do you wish to continue?

| ves || No J

Navigate to the intrusion policy by clicking Policies > Access Control > Intrusion.
Create a policy by clicking Create Policy.

Name the policy IPS-Policy, and in the Base Policy field, choose Balanced Security and
Connectivity.

Check the Drop when Inline check box.

Note: if you uncheck this option, the FTD will act as an IDS.

Click Create Policy and Edit Policy.

Overview Analysis JEBITEEEN Devices Objects AMP Intelligence , System Help v admin

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v
Import/Export Intrusion Rules Access Control Network Analysis Policy

| . Compare Policies | | &) Create Policy

There are no policies defined. Click Create Policy to create a policy

Create Intrusion Policy ? X

Policy Information

Name * | 1PS-Policyl |
Description i ‘
Drop when Inline Cd
Base Policy I Balanced Security and Connectivity ¥ |

* Required

[ Create Policy l Create and Edit Policy l Cancel ]

Loading policy

|

Finalize Rules
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The IPS policy is edited.
Click the Firepower Recommendations option in the left panel of the window.

Overview Analysis JEBIISEEN Devices Objects AMP Intelligence System Help v admin

Access Control » Intrusion Network Discovery licati Ci i Actions v
Edit Policy: IPS-Policy

palc nformasin [CLAUTST IR e

I
Rules Name 1ps-Policy

Firepower Recommendations
Description
@ Advanced Settings
Drop when Inline £l
@ Policy Layers
W Base Policy |Balanced Security and Connectivity ¥ & Manage Base Policy

© The base policy is up to date (Rule Update 2016-11-29-001-vrt)

.1 This policy has 8504 enabled rules & Manage Rules
=+ 71 rules generate events A view
X 3433 rules drop and generate events A view

No rec have been generated. Click here to set up Firepower

| Commit Changes | | Discard Changes |

Click the Generate and Use Recommendations button.

Overview Analysis JENITEEEE Devic Objects AMP Intelligence System Help v admin v

Access Control » Intrusion  Network Discovery | Application Detectors  Correlation  Actions v
Edit Policy: IPS-Policy

P— Fropower Reconmended s Confauration e
Rules MNo recommendations have been generated.

[ Include all differences between recommendations and rule states in policy reports
@ Advanced Settings

Firepower Recommendations.
@ Advanced Settings

@ Policy Layers |_Generate and use Recommendations |

| Generate Recommendations

Setting Policy to Use Recommendations

—— 20 |

Determining recommendations

The system informs you with message that the recommendation generation process is
Successful. Click OK.

Success *

Policy is now using the generated
recommendations

ok |
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Overview Analysis ENINEEN Devices Objects = AMP  Intelligence

Deploy , System Help v  admin
Access Control » Intrusion  Network Discovery  Application Detectors  Correlation  Actions v
Edit Policy: IPS-Policy
Policy Information i ded Rules
Rules

& Firepower changed 30823 rule states for 4 hosts

= ts
Firepower Recommendations

nerate events

@ Advanced Settings disabled

@ Policy Layers Policy smmendations. Click to change recommendations

Julg

een recommendations and rule states in policy reports

Do Not Use Recommendations

Update Recommendations

Click Rule, you will find a list of intrusion rules that are available on the system.

You can perform a Rule Filter if you want to search and filter an intrusion rule
Locate the Rule that identifies an invalid ICMP reply packet.

Perform a string search, based on rule name. The one we are looking for here is undefined
packet.

Click show details.

Overview Analysis EUIEEER Devices Objects AMP Intelligence

, System Help v admin
Access Control » Intrusion Network Discovery Application Detectors Correlation

Actions v
Edit Policy: IPS-Policy
Policy Information Rules < Back
Rules Rule Configuration Fiter: [icmp reply
Firepower Recommendations Rule Content 0 selected rules of 12
@ Advanced Settings v L Al g O v .
Rule State Event Filtering Dynamic State Alerting Comments
@ Policy Layers

GID  SID Message o » WY OO
1 6128 MALWARE-BACKDOOR dkangel runtime detection - icmp echo reply client-to-server
1 7 0 ~ICHP Addres: efined code
1 386 PROTOC! ICMP Address Mask Rep
1 409 PROTOCOL-ICMP Echo Reply undefined code T

Microsoft Vulnerabilities
1 08

Microsoft Worms .
1 18473

Platform Specific
1 416 ed code

Preprocessors.
1 415 PROTOCOL-ICMP Information Rep N

Priority

Rule Update Show details K < 1of1 > 3

By default the state of the rule is Disabled.

There are three states which can be configured for a rule:
1. Generate Events: This option generates events when the rule matches the traffic.

2. Drop and Generate Events: This option generates events and drop traffic when the rule
matches the traffic.

3. Disable: This option disables the rule.

Update that and change it to Generate Events.
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Overview Analysis JLBIEEEN Devices Objects = AMP Intelligence oy , System Help v admin

Access Control » Intrusion Network Discovery  Application Detectors Correlation Actions v

Edit Policy: IPS-Policy

Policy Information/* Rules T
i Rule Configuration Filter: [1CMP reply *
Firepower Recommendations Rule Content 0 selected rules of 12

@ Advanced Settings iGntomoey, =v r- Qv o~ = Policy v
2pp-detect Rule State Event Filtering Dynamic State Alerting Comments

@ Policy Layers blacklist G SID Message « =y (@ L FENT .
browser-chrome 1 6128 MALWARE-BACKDOOR dkangel runtime detection - icmp echo reply client-to-server
beowmer-ficefox 1 387 PROTOCOL-ICMP Address Mask Reply undefined code

Hide details K < 1of1 3 M

(1:409) PROTOCOL-ICMP Echo Reply undefined code

browser-webkit

content-replace Summary This event is generated when a network host generates an ICMP Echo Reply with an invalid or undefined ICMP Code.
decoder s d

Rule State Disabled
exploit-kit Firepower Recommendations

file-executable Firepower Recommendation

file-flash
¥ Rule Overhead -

Classifications . )

@ Thresholds (0 © add
Microsaft Vulnerabilities
Picrasoft Worms Suppressions (0) © add
Platform Specific
Preprocessors @ Dynamic State (0) © rdd
Priority
Rule Update @ Alerts (0 @ Add SNMP Alert

Under the State option, select Generate Events and click OK.

Set rule state for "PROTOCOL-ICMP Echo Reply undefined code" 7 x

State Disabled v

oK | Cancel

Set rule state for "PROTOCOL-ICMP Echo Reply undefined code" 7 x

State Generate Events v

oK Cancel

Success x

Successfully set the rule state for 1 rule(s)

OK

The state now is set to Generate Events.
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Overview Analysis JEIECER Devices Objects = AMP Intelligence deploy System Help v admin

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: IPS-Policy

Policy Information. Rules < Back
Rules Rule Configuration Filter: [icmp reply
Firepower Recommendations Sule Content, 1 selected rule of 12
@ Advanced Settings Cetmaney = v ) A CRJ ' g v Policy v
app-detect Rule State Event Filtering Dynamic State Alerting Comments
@ Policy Layers blacklist GID SID Message a SR C R SONTR=
1 6128 MALWARE-BACKDOOR dkangel runtime detection - icmp echo reply client-to-server

1 387 PROTOCOL-ICMP Address Mask Reply undefined code .
Hide details K < 1of 1 > M
(1:409) PROTOCOL-ICMP Echo Reply undefined code
content-replace Summary This event is generated when a network host generates an ICMP Echo Reply with an invalid or undefined ICMP Code

decoder

- = Generate Events

Rule State -
exploit-kit Layer: My Changes
file-executable

file-flash

Firepower Recommendation

¥ Rule Overhead -

Classifications. _ N

@ Thresholds (0) O add
Microsoft Vulnerabilities
Microsoft Worms ® Suppressions (0 @ 2g
Platform Specific
Preprocessors @ Dynamic State (0) O add
Priority
Rule Update @ Alerts (0 O Add SNMP Alert

You can display the documentation about this rule. Very useful to understand the role of the
rule.

ruie

Summary

Impact

Detailed

Information

Attack
Scenarios

Ease of
Attack

False
Positives

alert icmp $SEXTERNAL_NET any -> $HOME_NET any (msg:"PROTOCOL-ICMP Echo Reply undefined code”; icode:>0; itype:0; metadata:ruleset
community; classtype:misc-activity; sid:409; rev:10; gid:1;

This event is generated when a network host generates an ICMP Echo Reply with an invalid or undefined ICMP Code.
Information-gathering. An ICMP Echo Reply message is sent in response to an ICMP Echo Request message. If the ICMP Echo Reply message reaches
the requesting host it indicates that the replying host is alive. Most OS’s (operating systems) will accept an ICMP Echo Reply message with an invalid

or undefined ICMP code set as a valid ICMP Echo Reply.

ICMP Type 0 Code 0 is the RFC defined messaging type for ICMP Echo Reply datagrams. This type of message is used to determine if a host is active
on the network.

Remote attackers my generate ICMP Echo Reply datagrams with invalid ICMP Codes in an attempt to cause faults in the applications or hosts
generating ICMP Echo Requests.

Numerous tools and scripts can generate this type of ICMP datagram.

None known

You can tune a rule with several options.

You can set thresholds that dictate how often an event is displayed, based on the number of
occurrences.

Use the Threshold option to configure a count to be more than 3, within 10 seconds for an
event to be generated.

Once the number of count has passed 3 then there will be one event generated within 10

seconds

Limit defines the maximum of events per time period that will be generated, if you want to
limit, not seen too events within specific time frame.

If you choose threshold, then you will define a number of counts that need to happen within a
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time period before an event is generated.

(1:409) PROTOCOL-ICMP Echo Reply undefined code
Summary This event is generated when a network host generates an ICMP Echo Reply with an invalid or undefined ICMP Code.

=» Generate Events
Rule State snerate Bven

Layer: My Changes
Firepower Recommendation
Rule Overhead ]
@ Thresholds (0) « Add
@ Suppressions (0 o) Add
@ Dynamic State (0) & Add

@ Alerts (0) ) Add SNMP Alert

Under the Thresholds section, click Add and enter the following parameters :
Type : Both

Tracked By : Source

Count: 3

Seconds : 10

Click OK

Set Threshold for "PROTOCOL-ICMP Echo Reply undefined code” 7

Type Both v
Track By Source v
Count 3
Seconds 10
OK Cancel
Click OK to complete.
Success

Successfully set the threshold for 1 rule(s)

OK

Dynamic state option, this is the system ability to track the rate of this event count and you
can define if the rate of count exceeds a certain value, than you want to change the way the
rule will react to the event. It to changes dynamically the Generate Event Action to Drop and
Generate Event action based on Specific conditions such as Count of events
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Track by rule, means regardless the source or the destination.
The Timeout define the period after which the rule state is reverted.

If the rate of the count of events 10 within 10 seconds is exceeded, FTD starts dropping

packets.

In other words we start dropping packets for a timeout 10 seconds before returning to the
originale state which is just Generate Event.

B Thresholds (1)
Type Count Seconds Track By
Both 3 Source O Delete
@ Suppressions (0) o Add
o Add

& Dynamic State (0)

There are no dynamic states for this rule

@ Alerts (0)

@ Comments (0)

@ Documentation

Under Dynamic State, click Add and enter the following parameters :

Tracked By : Rule
Rate : 10
Count/: 10 Seconds

New State : Drop and Generates Events

Timeout : 10

Click OK

Add Rate-Based Rule State for "PROTOCOL-ICMP Echo Reply undefinec

Track By
Network
Rate

New State Drop

Timeout

Destination ¥

Count / Seconds
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Add Rate-Based Rule State for "PROTOCOL-ICMP Echo Reply undefined code” 7 x

Track By | Rule v

Rate [10 ] Count / [10 ] Seconds
New State | Drop and Generate Events ¥ |

Timeout 110 |

Click OK to complete.

l OK l Cancel J

Success x
Successfully added the rate-based rule state for 1 rule(s)
ok |
You should have the following output.
Overview Analysis LTSN Devices Objects | AMP Intelligence . System Help v admin

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: IPS-Policy

P — - m

Rules RuloConfiguration
Firepower
@® Advanced Settings o
app-detect o
@ Policy Layers blacklist

browser-chrome

Filter: [icmp reply
1 selected rule of 12

—-v - v 0o O

<} [Policy v
Rule State Event Filtering Dynamic State Alerting Comments

v

21 5128 MALWARE-BACKDOOR dkange! runtime detection - icmp echo reply iient-to-server

browser-firefox @1 187 PROTOCOL-ICMP Address Mask Reply undefined code J

browser-ie

browser-ather [ ide detals | K ¢[ fof1>

e kit

Browser-web Both Source & Delete

content-replace

decoder ® Suppressions (0) @ add

exploit-kit

file-executable © Dynamic State (1) O add
Classifications Rule 10 Count / 10 Seconds Drop and Generate Events @ oelete
Microsoft Vulnerabilities
Microsoft Worms @ Alerts (0) © Add SNMP Alert
Platform Specific )
Preprocessors @ Comments (0) @ add

B8 Docu

Rule Update -

Under My Changes, you can view the modified rules. Now there is 1 rule with Generate

Events.

Click View at the left to edit the rule.
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Access Control » Intrusion
Edit Policy: IPS-Policy
Policy Information £,
Rules
Firepower Recommendations
Advanced Settings
© Policy Layers
@ My Changes
@ Firepower Recommendations

@ Balanced Security and Connectivity

Vel

Analy:

Access Control » Intrusion
Edit Policy: IPS-Policy

Policy Information./%s

Network Discovery

Policies [y
Network Discovery

Actions v

Application Detectors ~ Correlation

Name My Changes
Description
Sharing Allow this layer to be used by other policies
| Rules (1) & Manage Rules

= 1 rules generate events 4 View
X 0 rules drop and generate events 4 View
4 view

0 rules disabled

i Specific Threat Detection

Sensitive Data Detection Enabled Disabled @ Inherit
* Intrusion Rule Thresholds

Global Rule Thresholding Enabled Disabled ® Inherit
I External Responses

SNMP Alerting Enabled Disabled ® Inherit

Syslog Alerting Enabled Disabled ® Inherit

Color legend  Above = Below

Actions v

Application Detectors Correlation

Rules Rule Configuration Filter: [State:"Generate Events” x| 7
Firepower Pule Comtent 0 selected rules of 1
Category
@ Advanced Settings " v T [chd 0o Ov Layer: My Changes v
: app-detect Rule State Event Filtering Dynamic State Alerting Comments.

© Policy Layers blacklist w

(ELRChanoe) browser-chrome @ a 409 PROTOCOL-ICMP Echo Reply undefined code - r*O

Rules browser-firefox
browser-ie
Fire| er Recommendations
0 Firepow [ Hide details | Above  Below K < 1of1 > M

@ Balanced Security and Connectivity

browser-other
browser-plugins
(1:409) PROTOCOL-ICMP Echo Reply undefined code

browser-webkit

This event is generated when a network host generates an ICMP Echo Reply with an invalid or undefined ICMP Code.

content-replace Summary
decoder Rule State = Generate Events
exploit-kit

Firepower Recommendation
file-executable

file-flash _ Rule Overhead -
Classifications © Thresholds (1)
Microsoft Vulnerabilities _

s 4 n Source  Delete

Platform Specific
Preprocessors @ Suppressions (0) -
Priority
Rule Update © Dynamic State (1) ol

Click Policy Information in the left panel. From the Policy Information, click Commit

Changes.
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AMP  Intell

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: IPS-Policy

R emomaton e

Rules

Name 1PS-Policy
Firepower Recommendations
Description
® Advanced Settings
Drop when Inline L4
@ Policy Layers
© My Changes Iy Base Policy |Balanced Security and Connectivity ¥ & Manage Base Policy
o © The base policy is up to date (Rule Update 2016-11-29-001-vrt)
ules

R =i | This policy has 191 enabled rules & Manage Rules

=+ 5 rules generate events 4 View

© Balanced Security and Connectivity % 186 rules drop and generate events 4 View
(@ Firepower changed 30823 rule states for 4 hosts 4 View Recommended Changes

=+ Set 4 rules to generate events 4 View

K set 186 rules to drop and generate events 4 View

Set 30633 rules to disabled A view

Policy is using the rec Click to change rect dations
Last generated: 2018 Jul 9 08:52:47

This policy contains enabled preprocessor rules. Please read the rule documentation to ensure the preprocessors have the correct sattings for these rules

| commit Changes | | Discard Changes |

Click OK to complete.

Description of Changes ? %

iu OK Cancel I

Committing...

(P —

Gathering All Objects

Help v admin

Policies SV} AMP

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v
Import/Export Intrusion Rules Access Control Network Analysis Policy

| J# Compare Policies | | &) Create Policy

Mo access control policies use this policy 2015-07-09 09:12:09 ERs 8

1PS-Policy ves Policy not applied on any devices Modified by “admin”

Navigate to the Policies > Access Control > Intrusion.
Edit the FTD-ACP-Training access control policy.
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., System Help v admin

Overview Analysis JEBIEECE Devices Objects AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v
| © cancel

FTD-ACP-Training

Identity Policy: None

Prefilter Policy: Default Prefiter Policy SSL Policy: SSL-FTD

5] Policy Assignments (1]

Tz Inheritance Settings | [§]

LU Security Intelligence  HTTP Responses  Advanced

Show Rule Conflicts & & Add Category &) Add Rule  Sear

@ Filter by Device
w Mandatory - FTD-ACP-Training (1-1)

1 Internet Access
n. Add Rule or Add Category

Click Add Rule to add a mandatory rule in the access control policy that will use the IPS-
Policy intrusion policy.

Name the new Access Control Policy rule DMZ Access. Select the default Allow action so
that the matching traffic can be inspected using an IPS policy. Insert this access control

policy rule into the Mandatory section and above rule 1.
Under the Available Zones pane, select Zone_inside and click Add to Source. Select

Zone_outside and click Add to Destination.

Add Rule ? X
Name DMZ Access ¥ Enabled Insert |above rule gl 1
Action |« Allow v o
m Networks VLANTags .. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €& Source Zones (1) Destination Zones (1)
‘ y Search by name so3 Zone_inside B siuzone_dmz (]
soa ZOne_dmz
43 Zone_inside
sa% ZONne_outside " Addto
Source
Add to
| Destination |

Add | Cancel

Click the Inspection tab. In the Intrusion Policy drop-down box, choose the IPS-Policy.
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Add Rule
Name DMZ Access #| Enabled Insert | above rule vii
Action |« Allow v =
Zones Networks VLAN Tags .. Users Applications Ports URLs SGT/ISE Attributes O UM Logging  Comments
Intrusion Policy Vanable Set
1PS-Policy V| & Default Set v g
File Policy
None v
Add Cancel

Click the Logging tab and enable Log at Beginning of Connection and Log at End of
Connection. Leave the default of sending the events to the Event Viewer.

Click Add.

Add Rule
Name |DMZ Access # Enabled Insert | above rule i1
Action |« Allow > - &l
Zones Networks VLAN Tags .. Users Applications Ports URLs SGT/ISE Attributes Inspection QETTILYM Comments

#| Log at Beginning of Connection

#| Log at End of Connection

File Events:

Send Connection Events to:

¥ Event Viewer
Syslog
SNMP Trap

Add Cancel

Click Save.
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AMP  Inte

Access Control Network Discovery i e i Actions v
FTD-ACP-Training You have unsaved changes | =] save || € cancel
Enter Description
Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

Tg Inheritance Settings | [§] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Advanced
#A Filter by Device |_| Show Rule Confiicts & & Add Category @ Add Rule  Search Rules "

w Mandatory - FTID-ACP-Training (1-2)

1  DMZ Access & zone_inside .5 zone_dmz y y Any Any y y y  Allow J Ao s B
2 Internet Access Any Any Any Any Any Ay Any Any Any Any Any o Allow DAt &LE
w Default - FTD-ACP-Training {-)

There are no rules in this section. Add Rule or Add Category

Policies aEleSel) e AMP Intelligence € stem Help v admin

Access Control » Access Control Network Discovery icatis C i Actions v

FTD-ACP-Training | | @ cancel

tion

Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Tg Inheritance Settings | [B] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced
8 Filter by Device || Show Rule Conflicts & &) Add Category &) Add Rule | Search Rules

w Mandatory - FTD-ACP-Training (1-2)
1 DMZ Access < zone_inside . zone_dmz  An, An o Allow sl #LE
2 Intemet Access Any Any Any Any Any Any Any Any Any Any o Allow hAtaEoe &LE

w Default - FTD-ACP-Training (-)

There are no rules in this section. Add Rule or Add Category
Default Action Intrusion Prevention: Balanced Security and Connectivity v m

Deploy the Access Control Policy to the managed device.

Deploy Policies version:2019-07-09 04:17 PM ? X
2 FTD-Training 2015-07-09 03:22 PM
© Nat Policy: NAT-FTD

D Access Control Policy: FTD-ACP-Training

© -DNs Policy: DNS-policy

D i-Intrusion Policy: IPS-Policy

© L-1ntrusion Policy: Balanced Security and Connectivity
© |-File Policy: File-policy

© L-prefilter Policy: Default Prefilter Policy

© Network Discovery

© Device Configuration(Detsils)

Selected devices: 1
| Deploy || Cancel |

Network Security All-in-one
Cisco ASA FTD WSA Umbrella VPN ISE Layer 2 Security
All Right Reserved
51



Overview Analysis JEGIIEN Devices Objects = AMP  Intelligence Deploy , System Help v admin

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
FTD-ACP-Training © cancel
Prefilter Policy: Default Prefilter Polic SSL Policy: None Identity Policy: None

ettings | [F] Policy Assignments (1

LI security inteligence  HTTP Responses  Advanced

@8 Filter by Device Show Rule Conflicts 42 J Add Category J Add Rule

Source Dest Source Dest
# Name Zones Zones Networks. Networks VLAN Tags Users Applicati... Source P... DestPorts URLs ISE/SGT Action
Attributes

Default Action Intrusion Prevention: Balanced Security and Connectivity v m

From the Kali linux machine, execute the nping command to generate an invalid ICMP
packet with code 1, choose the count value 11, this value is higher than the count value
defined in the Dynamic State created earlier, the destination IP is the DMZ Server
192.168.10.90.

B root@kali: ~ =N

From the FMC, navigate to the Analysis > Intrusion > Events page. Click Table View of
Events. Your output should look similar to the one that is shown

Overview JEUENEEE Policies Devices Objects AMP Intelligence Deploy @ System Help v admin
Context Explorer ~ Connections v Intrusions » Events  Filesy  Hostsv  Usersv  Vulnerabilities v  Correlationw  Custom v  Lookup v  Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Events By Priority and Classification i
Drilldown of Event, Priority, and Classification > Table View of Events > Packet: W 2012-07-09 22:5%:10 - 2019-07-1 :>;1'>'d;:
No Edit Search
Ju v
Message ~ Priority Classification Count
} PROTOCOL-ICMP Echo Reply undefined code (1:409:10 low Misc Activity

View Copy Delete Review Download Packets

View Al Copy Al Delete All Review A Download All Packets

Analyze the following fields including Classification, Application Protocol, Application Risk,
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Ingress Interface, Egress Interface, Intrusion Policy, Access Control Policy, Access Control
Rule, and so on.

Notice the Inline Result field, which means that the packet is dropped.

Overview EUELEIEE Policies Devices Objects AMP Intelligence System Help v admin

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Lookup ¥ Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Events By Priority and Classification

2019-07-09 22:53:10 - 2018-07-10 00:07:
Drilldown of Event, Priority, and Classification > Table View of Events > Packets e 13

Expanding

» Search Constraints (Edit Search) Disabled Colum

Jump to... ¥

~ Time x Prigrity ¥ Impact ¥  Inline X  SourceIP X Source %  Destination *  Destination ¥ SourcePort/ X DestinationPort/ X  SSLStatus ¥ VLAN x
Result Country pid Country ICMP Type ICMP Code piod
g 2019-07-10 00:05:03 low 2 ¥ i 192.166.133.40 =i 192.166.10.50 0 (Echo Reply) /iemp  1/icmp Unknown (Unknown) 0
Page| 1 |of1 Displaying row 1 of 1 rows
View Copy Delete Review Download Packets
View Al Copy All Delete All Review All Download All Packets

Overview EUEIHEY Policies Devices Objects = AMP Intelligence Deploy System Help v admin

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation » Custom v Lookup v Search

® 10C %  Application ¥  Business X  Ingress *  Egress %  Device % Ingress % Egress %  Intrusion ®  Access Control X  Access Control ¥  Network Analysis Policy %
n Risk Relevance Security Zone Security Zone Interface Interface Policy Policy. Rule
Medium Medium zone inside zone dmz ETD-Training  inside dmz 1PS-Policy ETD-ACP-Training DMZ Access Balanced Security and Connectivit

From the Analysis > Intrusions > Events page, click Packets to get detailed information
about each event.

The Access Control Policy name, Access Control Rule name, Intrusion Policy name,
Intrusion Policy Rule syntax and so on.
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Lab 2: Transparent mode with WCCP and Access Policies

192.168.1.254
A
Cisco WSA
Web Security Appliance -

——
Cisco ASA
192.168.1.0/24

c12 =
192.168.1.1 -

114224 GIA
11.1.1/24

INTERNET

Client PC ;
———

192.168.1.10

Common approaches include the following:

WCCP: This is available on many network devices, including the Cisco ASA adaptive
security appliances, Cisco 10S routers, and switches. When you specify a WCCP device,
you need to configure additional settings on the appliance.

PBR: Routers can redirect HTTP and HTTPS traffic using PBR. However, PBR is
implemented in software and therefore can be resource-sensitive.

Layer 4 or 7 Switches: You can use a Layer 4 or Layer 7 switch to redirect traffic to the
Cisco WSA. When you specify a Layer 4 switch, you only need to specify that the appliance
is connected to an Layer 4 switch when you configure the appliance. You do not need to
configure anything else on the appliance.

Choose Network > Transparent Redirection.
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& Cisco Web Security Virtual .. %

Fichier Edition Affichage Favoris  Outils 7

c Logged in as: admin on WSA.Cisco.com
sl Cisco SO00V 9
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

M Reporting Web Security Manager System Administration
Interfaces Mo Changes Pending
I Transparent Redirection I
My Reports Routes
ONS ‘A Printable POF 5
Attention — /i You can customize this "My Reports” page by adding re High Availability ‘eports.
Some modules are added for you by default. The Over ym Monitor
> Overview. Internal SMTP Relay
Upstream Proxy
S exema 15 severs
Overview = Web Proxy Traffic Characteristics O Centificate CEEEETaT: ization
Average transactions per second in past minute: 0 = 3 =
g P. : P : Identification Services cPu: s53.5% A
Average bandwu.:lth (bps) ?n past mfnute: o Authentication RAM: 56.9% -_I
fwverage response time (ms) in past minute: 0 Identity Provider for Saas X .
. . . ) ging disk: 10.9% [ |
Total current connections: 0 Identity Services Engine
System Status Details

Time Range:

09 Jan 2017 08:00 to 10 Jan 2017 08:12 (GMT)

Overview > Total Web Proxy Activity Overview > Web Proxy Summary

4:8443/monitor/wsa_user_report®network

Ain -l a No datz was found in the selected time range
https://192.168.1.25

Click Edit Device.
Choose WCCP v2 Router from the drop-down that transparently redirects traffic to the
appliance.
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& Cisco Web Security Virtual ...

Fichier Edition Affichage Favoris  Outils 7

c Logged in as: admin on WSA.Cisco.com
stlialis Cisco SO00V ©
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

M Reporting Web Security Manager Security Services Metwork Systemn Administration

Mo Changes Pending
Transparent Redirection

Transparent Redirection Device

Type: | WCCP v2 Router

|::> Edit Device...

WCCP v2 Services
Add Service...

No WCCP services are defined. WCCP routing will not be operational until services are configured.

Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement

Configuring WCCP Services

Under WCCPv2 Services, click Add Service and add the following.
Service Profile Name: CCNPS

Dynamic Service ID: 90 (This is the number used to define this policy and is the ID used by
Cisco ASA to request the policy)

Port Numbers: 80,443 (In this policy, redirect ports are HTTP and HTTPS)
Router IP Addresses: 192.168.1.1 (ASA inside IP address)
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(& Cisco Web Security Virtual .. %

Fichier Edition Affichage Favoris  Outils 7

: I iek I : CiSCO SOOOV @ Logged in as: admin on WSA.Cisco.com
CISCO Web Security Virtual Appliance

My Favorites - Options - Support and Help -

M Reporting Web Security Manager Security Services Metwork Systemn Administration

Transparent Redirection

Transparent Redirection Device

Type: | WCCP v2 Router

Edit Device...

WCCP v2 Services

I

No WCCP services are defined. WCCP routing will not be operational until services are configured.

Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement

& Cisco Web Security Virtual ...

Fichier Edition Affichage Favoris  Outils 7

Add WCCP v2 Service

Error —

Errors have occurred. Please see below for details.

WCCP v2 Service

Service Profile Name: | [ccups |<:=

Service:

(O Standard service ID: 0 web-cache (destination port 30)
®  Dynamic service ID: 1-355 <:=
Port numbers: |30r443 |<=

A port must be a number from 1 to 65535,

(up to 8 port numbers, separated by commas)
(O] Redirect based on destination port
@] Redirect based on source port (return path)
For IP spoofing, define two services, one based on destination
port and another based on source port (return path).
@) Load balance based on server address
(7) Load balance based on client address

Applies only if more than one Web Security Appliance is in use.

Router IP Addresses: | (192.158.1.1 <:=
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Submit and commit your changes.

& Cisco Web Security Virtual ... *

Fichier Edition Affichage Favoris  Outils 7

Router IP Addresses: | [152,168.1.1 8

Enter either IPv4 or IPvS addresses; IP address families may not be combined within a single service
profile. Separate multiple entries with line breaks or commas.

Router Security: 0

Enable Security for Service

Passphrase:

The passphrase must be between 1 and 7 charscters long.
Confirm Passphrase: :

I Advanced: | Optional settings for customizing the behavior of the WCCP v2 Router.

> e
£

& Cisco Web Security Virtual .. %

Fichier Edition Affichage Favoris  Outils

o I iek I i CiSCO SOOOV @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

M Reporting Web Security Manager Security Services Metwork Systemn Administration
=:> Commit Changes »
Transparent Redirection
Transparent Redirection Device
Type: | WCCP v2 Router
Edit Device...
WCCP v2 Services
Add Service...
Service Profile Name Service ID | Router IP Addresses Ports Delete
[cenes [1o2:1e811 ] [s0,443 ] @
Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement
< >
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c @ Logged in as: admin on WSA.Cisco.com
«tlrals Cisco S000V
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

M Reporting Web Security Manager Security Services Metwork System Administration

Uncommitted Changes

Com Changes

You have uncommitted changes. These changes will not go into effect until you commit them.

Abandon Changes => Commit Changes

Comment {optional):

Copyright € 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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c @ Logged in as: admin on WSA.Cisco.com
sl Cisco SO00V
CISCO Web Security Virtual Appliance My Favorites - Ophtions - Support and Help -
A Reporting Web Security Manager Security Services Metwork System Administration

Transparent Redirection

Success — Your changes have been committed.

Transparent Redirection Device

Type: | WCCP v2 Router
Edit Device...

CCP v2 Services

Add Service...
Service Profile Name Service ID Router IP Addresses Ports Delete
CCNPS S0 192.168.1.1 80,443 ﬁ
Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement

< >
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Configure the WCCP v2 device to work with the Cisco WSA

Create an access-list of the traffic that needs to be redirected to WCCP. In the example,
HTTP and HTTPS traffic from the subnet 192.168.1.0/24 will be subjected of WCCP
redirection.

ciscoasa(config)#access-1ist REDIRECT permit tcp 192.168.1.0 255.255.255.0 any eq
80
ciscoasa(config)#taccess-1ist REDIRECT permit tcp 192.168.1.0 255.255.255.0 any eq
443

Create an access-list containing WCCP servers. In the example, access list contains WSA
host.

ciscoasa(config)#access-1list WSA permit ip host 192.168.1.254 any

Enable a WCCP service group and identifies the service to be redirected. Also defines which
cache engines participate in the service group, and what traffic should be redirected to the
cache engine.

The standard service is web-cache, which intercepts TCP ports 80 and 443 traffic and
redirects that traffic to the cache engines, but you can identify a service number between 0
and 254 (90 in this example).

ciscoasa(config)# wccp 90 group-list WSA redirect-list REDIRECT

Identifies an interface and enables WCCP redirection on the interface. In the example HTTP
and HTTPS traffic that enters the inside interface to a service group 90 is redirected.

ciscoasa(config)# wccp interface inside 90 redirect in

The final configuration of the Cisco ASA:

ciscoasa(config)#taccess-1ist REDIRECT permit tcp 192.168.1.0 255.255.255.0 any eq
80

ciscoasa(config)#taccess-1ist REDIRECT permit tcp 192.168.1.0 255.255.255.0 any eq
443

ciscoasa(config)#taccess-1list WSA permit ip host 192.168.1.254 any
ciscoasa(config)# wccp 90 group-1list WSA redirect-list REDIRECT
ciscoasa(config)# wccp interface inside 90 redirect in

To verify WCCP operation in the Cisco ASA Adaptive Security Appliance, use the show
wccep command and observe the number for Total Packets Redirected counter.

ciscoasa# sh wccp

Global WCCP information:

Router information:

Router Identifier: 192.168.1.1
Protocol Version: 2.0
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Service Identifier: 90

Number of Cache Engines: 1
Number of routers: 1
Total Packets Redirected: (%)
Redirect access-list: REDIRECT
Total Connections Denied Redirect: 0
Total Packets Unassigned: 1
Group access-list: WSA
Total Messages Denied to Group: 0
Total Authentication failures: 0
Total Bypassed Packets Received: (4]
ciscoasa#

Initiate HTTP traffic from Client PC and observe the counter again, which should be
increasing.

ciscoasa# sh wccp

Global WCCP information:

Router information:
Router Identifier: 192.168.1.1
Protocol Version: 2.0

Service Identifier: 90

Number of Cache Engines: 1
Number of routers: 1
Total Packets Redirected: 7080
Redirect access-list: REDIRECT
Total Connections Denied Redirect: (%]
Total Packets Unassigned: 27
Group access-list: WSA
Total Messages Denied to Group: 0
Total Authentication failures: (%]
Total Bypassed Packets Received: (7]
ciscoasa#

The sh weep 90 view command displays also if the redirection between the Cisco WSA and
the Cisco ASA is successfull:

ciscoasa# sh wccp 90 view

WCCP Routers Informed of:
192.168.1.1

WCCP Cache Engines Visible:
192.168.1.254

WCCP Cache Engines NOT Visible:
-none-
ciscoasa#
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Configure an Identity named Internal Network, which will be required to use Basic
authentication. The Identity named will be identified based on the IP subnet and by the HTTP
or HTTPS protocol.

Choose Web Security Manager > Identification Profiles. Click Add Identification Profile
link.

& Cisco Web Security Virtual ... %

Fichier Edition Affichage Favoris  Outils 7

«fralie Cisco SO00V

CISCO Web Security Virtual Appliance My Favorites -

@ Upgrade Available = Logged in as: admin on WSA.Cisco.com

Opticns - Support and Help -

Metwork System Administration

Reporting Web Security Manager Security Services

Authentication Mo Changes Pending
Identification Profiles

:| My Reports Saas Policies

Web Policies

‘A Printable POF 5

Attention — M Yo tion Poli yage by adding report modules from different reports.
So ecr?m Ion_ ‘_”aes lefault. The Overview page can be accessed from Monitor
~ | Routing Policies

Access Policies

Overview > Web Proxr  Data Transfer Policies Qverview > System Resource Utilization
Cisco Data Security X
£ B : minute: 0
Outbound Malware Scanning cru: 100.0% (NN
. I minute: 0
External Data Loss Prevention fminute RAM: 6B.1% -_I
© minute: 0
SOCKS Policies : Reporting / loaging disk: 12.8% |l
nections: 25
Cust Policy Elements -
. System Status Details
Custom URL Categories

Define Time Ranges and Quotas

Bypass Settings

L4 Traffic Menitor
09 Jan 2017 09:00 to' v san curs uz.ou (o

Time Range: [BEMY

Overview > Total Web Proxy Activity
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o ll-l I 1. Cisco SO00V @ | Upgrade Available = |
CISCO Web Security Virtual Appliance

Logged in as: admin on WSA.Cisco.com

My Favorites - Options - Support and Help -

A Reporting Web Security Manager Security Services Metwork System Administration

Mo Changes Pending
Identification Profiles

Client / User Identification Profiles

| Add Identification Profile... |=So——)

End-User

COrder ‘ Authentication / Identification Decision Acknowledgement

Transaction Criteria

Delete

Global Identification Profile

‘ Exempt from Authentication / User Identification

Not Available ‘
Edit Order...

User Identification Method: A Authentication h Transparent Identification

Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement

The Enable Identification Profile box should be checked by default.
Enter the Internal Network as the name.

Under the Membership Definition > Define Members by Subnet:
Enter 192.168.1.0/24 as the subnet.

Under Membership Definition > Define Members by Protocol:
Leave the HTTP/HTTPS box checked.
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Client / User Identification Profile Settings A

¥l Enable Identification Profile

Name: @

IInternaI Metwork |<‘.,=l

(e.g. my IT Profile)

Description:

Insert Above: | |1 (Global Profile) w

User Identification Method

Identification and Authentication: @ For additional options, define an authentication realm (see Network = Authentication)
or enable ISE (see Network = Identity Services Engine).

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet: 192.168.1.0f24| <:=

(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

& HTTR/HTTPS =i

[] Mative FTP

Define Members by Protocol:

I Advanced | Define additional group membership criteria.
v
=
< >

Click Submit then Commit the changes.

Choose Web Security Manager > Identification Profiles to verify the newly created
identity.
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c Upgrade Available = Logged in as: admin on WSA.Cisco.com
stliali Cisco SO00V ® . ]
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -
A Reporting Web Security Manager Security Services Metwork System Administration
Commit Changes =
Identification Profiles
Success — Settings have been saved.
Client [ User Ident
| Add Identification Profile
End-User
Crder | Transaction Criteria Authentication / Identification Decision Acknowledgement Delete
1 ;nl;a;tnal N‘iggulré‘a 10724 Exempt from Authentication / User Identification (global profile) &
ubnets: .168.1,
Protocols: HTTR/HTTPS
Global Identification Profile Exempt from Authentication / User Identification Not Available
Edit Order...

User Identification Method: A Authentication b Transparent Identification

Copyright € 2003-20156 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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c Upgrade Available = Logged in as: admin on WSA.Cisco.com
stlialis Cisco SO00V @

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

A Reporting Web Security Manager Security Services Metwork Systemn Administration

Identification Profiles

Success — Your changes have been committed.

Client / User Identification Profiles

| Add Identification Profile... |

End-User
Order | Transaction Criteria Authentication / Identification Decision Acknowledgement Delete
Internal Network oot - :
1 Subnets:  192.158.1.0/24 Exempt from Authentication / User Identification {glabal profile) i}
Protocols: HTTR/HTTPS
Global Identification Profile Exempt from Authentication / User Identification Not Available

Edit Order...

User Identification Method: A Authentication b Transparent Identification

Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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Cisco WSA access Policies determine how to treat HTTP requests. There are five sets of
access policy control settings:

Protocol and User Agents: This setting is for the port and protocol of the HTTP request (for
example: block FTP over HTTP).

URL Filtering: For each custom and predefined URL category, a specific action can be
specified.

Applications: You can block particular applications such as Yyahoo IM or WebEXx, or
classes of applications such as peer-to-peer. Also, you can impose bandwidth limits on
certain type of media.

Web Reputation and Anti-Malware Filtering: Leverages Cisco expertise and database of
web reputation and malware information.

From the Cisco WSA GUI, navigate to Web Security Manager > Access Policies.

& Cisco Web Security Virtual ... *

Fichier Edition Affichage Favoris  Outils 7

o Il' 'I I+ Cisco S000V @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

Reporting Web Security Manager Security Services Metwork System Administration

Authentication No Changes Pending

I Identification Profiles

Ide atior SaaS Policies

Web Policies
Success — YOUr € Decryption Policies

Routing Policies
Access Policies
Add Identification P/ Overall Bandwidth Limits

Data Transfer Policies End-User
Cisco Data Security =ntication / Identification Decision Acknowledgement Delete

Internal Net COutbound Malware Scanning
1 Subnets: 1€
Protocols:  HI

Order | Transaction C

1pt from Authentication / User Identification
External Data Loss Prevention (global profile) w

SOCKS Policies
Global Ident 1pt from Authentication / User Identification Mot Available
Custom Policy Elements

Edit Order... Custom URL Categories

Define Time Ranges and Quotas

Bypass Settings User Identification Method: A Authentication h Transparent Identification
L4 Traffic Menitor

Copyright € 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement

| https://192,168.1.254:8443/web_security_manager/authentication/identities®web_security_... i >

Click Add Policy and use these parameters:
Use the Policy Name of MY POLICY Access Policy.
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Under Policy Member Definition > Identifications Profiles and Users, choose Select One
or More Identification Profiles from the drop down box.

Under Identification Profile, choose Internal Network from the drop down box. Recall the
Internal Network identity was created previously.

& Cisco Web Security Virtual .. %

Fichier Edition Affichage Favoris  Outils 7

«tlialn Cisco SO00V

CISCO Web Security Virtual Appliance

@ Upgrade Available = Logged in as: admin on WSA.Cisco.com

My Favorites - Options - Support and Help -

M Reporting Web Security Manager Security Services Metwork System Administration
Mo Changes Pending
Access Policies
Add Policy... |« =]
Protocols and
Crder | Group User Agents URL Filtering | Applications Objects Anti-Malware and Reputation Delete
Global Policy o N P a Web Reputation: Enabled
Identification Profile: All No blocked items | Monitor: 75 Monitor: 365 | No blocked items Anti-Malware Scanning: Enabled
Edit Policy Order...
Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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"~
Access Policy: Add Group

Policy Settings

¥ Enable Policy

Policy Name: (7 IMY POLICY I<:

(e.g. my IT policy)

Description:

Insert Above Pelicy: | |1 (Global Policy) »

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | [Select One or More Identification Profiles ™| Q:

Identification Profile Authorized Users and Groups Add Identification Profile
=> Internal Network v Mo authentication reguired i

I Advanced | Define additional group membership criteria.

=p- S.omic |

Click Submit then Commit the changes.
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c @ Upgrade Available = Logged in as: admin on WSA.Cisco.com
sl Cisco SO00V
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -
N Reporting Web Security Manager Security Services Metwork Systemn Administration
:> Commit Changes »

Access Policies

Success — The policy group "MY POLICY" was added.

Policies

Protocols and
Order | Group User Agents URL Filtering | Applications Objects Anti-Malware and Reputation Dele

MY POLICY
1 Identification Profile: Internal Networl | (global policy) (global policy) | (global policy) | (global policy) (global policy) i}
All identified users

Global Policy
Identification Profile: All

Web Reputation: Enabled

No blocked items | Monitor: 79 Monitor: 365 | No blocked items |, oo hetpoo o STy Eves

Edit Policy Order...

Copyright © 2003-2016 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

The Cisco WSA acceptable use controls include a range of filtering capabilities for
downloaded web content. The two main areas of web usage controls are:

e Cisco Application Visibility.
e URL filters.

In the Cisco WSA GUI, choose Web Security Manager > Web Policies > Access Policies.
Click the (global) link under URL Filtering for the MY POLICY access policy.
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c @ Upgrade Available = Logged in as: admin on WSA.Cisco.com
«lialn Cisco SO00V
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -
A Reporting Web Security Manager Security Services Metwork Systemn Administration
Mo Changes Pending

Access Policies

Success — Your changes have been committed.
Add Policy...
Protocols and
Order | Group User Agents URL Filtering Applications Objects Anti-Malware and Reputation Dele
MY POLICY
1 Identification Profile: Internal Networl | (global policy) (global policy)l (global policy) | (global policy) (global policy) imj
All identified users
Global Policy 7 e P A Web Reputation: Enabled
Identification Profile: All No blocked items | Monitor: 73 Monitor: 365 | No blocked items Anti-Malware Scanning: Enabled
Edit Policy Order...

Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement

Block four predefined categories: Professional Networking, Social Networking, Streaming
Audio and Streaming Video.
Screen shot blocking Professional NetworkingURL category is shown below.
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Custom URL Category Filtering

No custom URL categories are defined. Add categories in the Web Security Manager = Custom URL Categories page.

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Cverride Global Settings
Global . -
Settings Blszk Monitor Wa{g@ Quota-Based | Time-Ba:
Category Select all | Select all | Select all | Select all | (Unavailable) | (Unavaila
Y FdreEd oonngins v = —
) Peer File Transfer vy — —
O Personal Sites V’ — —
O Photo Search and Images V’ — —
) politics vy — —
O Pornography V’ — —
I_G Professional Networking I m — —
) Real Estate v — —
) Reference v — —
O Religion V’ — —
€ Saas and B2B v — _
) safe for Kids v — —

<

Screen shot blocking Social Networking, Streaming Audio and Streaming Video.URL

category is shown below.
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Overall Web Activities Quota

No time and volume guota has been defined. Define time and volume guota in Web Security Manager = Define Time Ranges and Quotas.

Fichier Edition Affichage Favoris  Outils 7 x Ev
These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy. ~
Use Override Global Settings
Global . -
Settings Blszk Mogor Wa{g@ Quota-Based | Time-Ba:
Category Select all | Select all | Select all | Select all | (Unavailable) | (Unavaila
{_} Search Engines and Portals V’ — —
) sex Education v — —
O Shopping V’ — —
re Social Networking I I v I — _
) social Science v — —
O Society and Culture V’ — —_
O Software Updates V’ — —
O Sports and Recreation V’ — —
IG Streaming Audio I V’ — —
[ svcomne vires ] v, N -
O Tobacco V’ — —
2] Transportation of — —
]

Click Submit then Commit the changes.

Navigate to Web Security Manager > Access Policies to verify changed settings for URL

filtering ofMY POLICY access policy.
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o I iek I 1. Cisco S000V @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Ophtions - Support and Help -

A Reporting Web Security Manager Security Services Metwork Systemn Administration

Commit Changes =

Access Policies

Success — Settings have been saved.

Protocols and URL
Order | Group User Agents Filtering Applications Objects Anti-Malware and Reputation Delete
MY POLICY Block: 4
1 Identification Profile: Internal Metwork | (global policy) : {global policy) | (global policy) (global policy) i}

All identified users Monitor: 75

Global Policy 7 e — 3 Web Reputation: Enabled
Identification Profile: All No blocked items | Monitor: 73 | Monitor: 365 No blocked items Anti-Malware Scanning: Enabled
Edit Policy Order...

Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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c @ Upgrade Available = Logged in as: admin on WSA.Cisco.com
sl Cisco SO00V
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -
eporting eb Securi anager ecuri ervices worl vstemn Administration
R rti Web 5 ity M. Security 5 Net ke Syst Ad strati
Mo Changes Pending

Access Policies

Success — Your changes have been committed.
Add Policy...
Protocels and URL
Crder | Group User Agents Filtering Applications Objects Anti-Malware and Reputation Delete
MY POLICY Block: 4
1 Identification Profile: Internal Network | (global policy) Monit;nr' 75 {global policy) | (global policy) (global policy) o

All identified users

Global Policy 7 e — 3 Web Reputation: Enabled
Identification Profile: All Mo blocked items | Monitor: 73 | Monitor: 365 | No blocked items Anti-Malware Scanning: Enabled
Edit Policy Order...

Copyright © 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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The system Administration-Policy Trace tool allows you to test the the configured policy.

In the Cisco WSA GUI, choose System Administration > Policy Trace. Use these
parameters:

URL: www.facebook.com
Client IP Address: 192.168.1.10
Click the Find Policy Match link

& Cisco Web Security Virtual ... %

Fichier Edition Affichage Favoris  Outils 7

«tfrales Cisco SO00V

CISCO Web Security Virtual Appliance

(D Upgrade Available = Logged in as: admin on WSA.Cisco.com

My Favorites - Options - Support and Help -

Web Security Manager Security Services Metwork System Administration

Reporting

nges Pending
Policy Trace
Alerts
My Reports ©
Log Subscriptions Printable PDF &

Attention — A\ You can customize this "My Reports” page by adding report modules from d  Return Addresses
Some modules are added for you by default. The Overview page can be acc  S5L Configuration

= Overview.

Users
System Overview MNetwork Access
Overview > Web Proxy Traffic Characteristics Overview = System Res  System Time
Time Zone
Average transactions per second in past minute: 0 Time Settings

Average bandwidth (bps) in past minute: o
Configuration

Average response time {ms) in past minute: o B
Repor  Configuration Summary

Total current connections: 17 .
Configuration File

System Status Details Feature Key Settings

Feature Keys

Upgrade and Updates
Upgrade and Update Settings

Time Range:

10 Jan 2017 09:00 to 11 Jan 2017 09:44 (GMT)

System Upgrade

W System Setup
~

Overview > Total Web Proxy Activity

https://192.168.1.254:8443/monitor/wsa_user_report#systern_administration
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o I iek I 1. Cisco S000V @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Ophtions - Support and Help -

M Reporting Web Security Manager Security Services Metwork System Administration

Mo Changes Pending
Policy Trace

Destination

URL: | [www.facebook.com | <:

Client or User:

To represent a client by IP address, choose "No suthentication or Identification” and enter the IP
address below.

Authentication / Identification: [No authentication or identification w |

Client IP Address: [192.188.1.10 |<:

User Name: | |

I Advanced

(s Find Policy Match |

You should see that test transaction to www.facebook.com is matched against Internal
Network identity and MY POLICY access policy. Request is blocked based on URL
category, because MY POLICY access policy blocks Social Networking URL category.
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User Information

User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: None

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.2; WOWS4; Trident/6.0; MATEIS)

URL Check

WBRS Score: 5.9
URL Categery: Streaming Video

Policy Match

Cisco Data Security policy: Mone

Decryption policy: None

Routing policy: None

Identification Profile: Internal_Netwoer:
Access policy: MY_POLICY

Final Result

Request blocked
Details: Reguest blocked based on URL category <:

Trace session complete

In the Cisco WSA GUI, choose System Administration > Policy Trace. Use these
parameters:

URL: www.youtube.com
Client IP Address: 192.168.1.10
Click the Find Policy Match link
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o I iek I 1. Cisco S000V @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Ophtions - Support and Help -

M Reporting Web Security Manager Security Services Metwork System Administration

Mo Changes Pending
Policy Trace

Destination

URL: |www.y0utube.com |<:

Client or User:

To represent a client by IP address, choose "No suthentication or Identification™ and enter the IP
address below.

Authentication / Identification:  [No authentication or identification v |

Client IP Address: |192.163.1.1Q |<=

User Name: | |

I Advanced

[y Find policy Match |

https://192.168.1.254:8443/ default

You should see that test transaction to www.youtube.com is matched against Internal
Network identity and MY POLICYaccess policy. Request is blocked based on URL
category, because MY POLICYaccess policy blocks Streaming Video URL category.
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User Information

User Name: None

Authentication Realm Group Membership: None

Secure Group Tag Membership: None

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.2; WOWS4; Trident/6.0; MATEIS)

URL Check

WBRS Score: 5.9
URL Categery: Streaming Video

Policy Match

Cisco Data Security policy: Mone

Decryption policy: None

Routing policy: None

Identification Profile: Internal_Netwoer:
Access policy: MY_POLICY

Final Result

Request blocked
Details: Reguest blocked based on URL category <:

Trace session complete

Test the URL filtering on the predefined URL categories:
From the Host PC, open a browser and connect via HTTP to www.facebook.com. The
access should be blocked because the Social Networking category is blocked.
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& hitp/fwwwfacebookcom/ O~ B & | & Notification: Policy: URL Fil... %

Fichier Edition Affichage Favoris  Outils 7 x

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site
( hitp://www.facebook.com/ ) has been blocked because the web category "Social Networking” is
not allowed.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Tue, 10 Jan 2017 10:57:28 GMT
Usermame:

Source IP: 192.168.1.10==x

URL: GET http://www Tacebook. com/«< =
Category: Social Networking 2=
Reason: BLOCK-WEBCAT«—)
Notification: WEBCAT

From the Host PC, open a browser and connect via HTTP to www.myspace.com. The
access should be blocked because the Social Networking category is blocked.

& httpy/ fwww.myspace.com/ P~ B & || 2 Notification: Policy: URLFil... ¥

Fichier Edition Affichage Favoris  Outils 7 X

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site
( hitp/iwww.myspace.com/ ) has been blocked because the web category "Social Networking™ is
not allowed.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Tue, 10 Jan 2017 10:53:35 GMT
Usemame:

Source 1P: 192.168.1.10 <=

URL: GET http//www.myspace com/ -1
Category: Social Networking ===
Reason: BLOCK-WEBCAT <=1
Motification: WEBCAT

From the Host PC, open a browser and connect via HTTP to www.twitter.com. The access
should be blocked because the Social Networking category is blocked.
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B hitp:/fwanw twitter.com/ & Notification: Policy: URL Fil... *

Fichier Edition Affichage Favoris  Outils 7

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site ( httpJ//www twitter.com/ )
has been blocked because the web category "Social Networking” is not allowed.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Tue, 10 Jan 2017 10:54:08 GMT
Usemame:

Source IP: 192.168.1.10 <=1

URL: GET hitp:/iwww.twitter.com)/ <=
Category: Social Networkinge.::
Reason: BLOCK-WEBCAT <32
Notification: WEBCAT

From the Host PC, open a browser and connect via HTTP to www.youtube.com. The
access should be blocked because the Streaming Video category is blocked.

2 http://www youtube.com/ P~ 2 & || & Notification: Policy: URL Fil.., %

Fichier Edition Affichage Favoris Outils 7 x

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site
( hitpz/iwww._youtube.com/ ) has been blocked because the web category "Streaming Video" is
not allowed.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Tue, 10 Jan 2017 10:51:53 GMT
Usemame:

Source IP: 192 168.1.10 <=1

URL: GET http:.fa'\mwv.f.yomube.com:’<:‘,=
Category: Streaming Video

Reason: BLOCK-WEBCAT ]
Motification: WEBCAT

From the Host PC, open a browser and connect via HTTP to www.dailymotion.com. The
access should be blocked because the Streaming Video category is blocked.
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2 http://wunw.dailymotion.com/ 2 ~ B & || & Notification: Policy: URL Fil... *

Fichier Edition Affichage Favoris Outils 7 X ﬂv

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site
( http:/iwwwy. dailymotion.com/ ) has been blocked because the web category "Streaming Video"
is not allowed.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Tue, 10 Jan 2017 10:50:54 GMT
Usemame:

Source IP; 192.168.1.10 <%=

URL: GET hitp:/iwww._dailymotion. com/ ===
Category: Streaming Video

Reason: BLOCK-WEBCAT<=
Motification: WEBCAT

From the Host PC, open a browser and connect via HTTP to www.linkedin.com. The
access should be blocked because the Professional Networking category is blocked.

& hitp://wonw.linkedin.com/ £ ~ B ¢ || @ Notification: Policy: URL Fil.., *

Fichier Edition Affichage Favoris Outils 7 x

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site ( hitp//www linkedin.com/ )
has been blocked because the web category "Professional Networking” is not allowed.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Tue, 10 Jan 2017 10:53:00 GMT
Usemame:

Source IP: 192.168.1.10¢ﬂ=

URL: GET hitpz/iwww linkedin.com/=Ze—
Category: Professional Networking «4=—
Reason: BLOCK-WEBCAT«4=
Notification: WEBCAT

Verify blocked transactions in reports and web tracking messages:
There are two reports of interest related to URL categories:
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¢ URL categories report: This report gives composite information about which URL
categories are being used and which URL categories are being blocked.

o Users report: This report gives detailed information about which URL categories
have been visited or blocked for a particular user.

The URL category report is an example of many report types available for the web usage
control functionality. These reports are printable in PDFformat and can be exported in .csv
format.

From the Cisco WSA GUI, choose Reporting> Web Sites. In the Top Domains:
Transactions Blocked chart, you should see the blocked transaction different categories
being blocked.

@ Cisco Web Security Virtual .. >
Fichier Edition Affichage Favoris  Outils 7

o ll-l I 1. Cisco S000V @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

Web Security Manager Security Services Metwork Systemn Administration

Mo Changes Pending
[ My Reports

Overview
Users 'a Printable PDF &5

mize this "My Reports” page by adding report modules from different reports.
URL Categories i are added for you by default. The Overview page can be accessed from Monitor

Application Visibility

=
Anti-Malware

. ‘acteristics Qverview > System Resource Utilization
Advanced Malware Protection 4
File Analysis ctions per second in past minute: 0
) cru: 75.6% A |
AMP Verdict Updates : bandwidth (bps) in past minute: 1] .
Client Malware Risk Ram: 73.7% [ |

sponse time (ms) in past minute: 310

Web Reputation Filters Reparting / logging disk: 14.4% [

L4 Traffic Monitor

Total current connections: 7

System Status Details

SOCKS Proxy

Reports by User Location

Reporting Services
Wekb Tracking

10:41 (GMT)

Livity

w

Overview > Web Proxy Summary

https://192.168.1.254:8443/monitor/wsa_user_report¥rmonitor
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& Cisco Web Security Virtual ..

Fichier Edition Affichage Favoris Outils 7

" I Lol I . CiSCO SOOOV @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Ophtions - Support and Help -
A Reporting ‘Web Security Manager Security Services Network System Administration
No Changes Pending
Web Sites

P Printsble POF &

Time Range:

0% Jan 2017 11:00 to 10 Jan 2017 11:38 (GMT)

Top Domains: Total Transactions Top Domains: Transactions Blocked

bing.com dailymotion.com 4

104.192.108.134 twimg.com 20
360safe.com 7
akamaized.net 7
cisco.com 5
adnxs.com 5

taboola.com youtube.com 4

msn.com 209.170.97.237 1

yahoo com 1
Ipnt.fr teco 1

T T
200 300 o 10 20 30 40
Transactions Transacticns (V]
< >

From the Cisco WSA GUI, choose Reporting > URL Categories. In the Top URL
Categories: Blocked and Warned Transactions chart, you should see the blocked
transaction different categories being blocked.

Network Security All-in-one
Cisco ASA FTD WSA Umbrella VPN ISE Layer 2 Security
All Right Reserved
84



& Cisco Web Security Virtual ... %

Fichier Edition Affichage Favoris  Outils 7

o I iek I 1. Cisco S000V @ Logged in as: admin on WSA.Cisco.com

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

Web Security Manager

Security Services Metwork Systemn Administration

Mo Changes Pending
[ My Reports

Overview
Users A Frintable POF 5
Web Sites P P " R .

mize this "My Reports” page by adding report modules from different reports.

i are added for you by default. The Overview page can be accessed from Monitor
Application Visibility
—
Anti-Malware - o

-acteristics
Advanced Malware Protection
File Analysis ctions per second in past minute: 0

) P P cru: 75.6% [HE |

AMP Verdict Updates : bandwidth (bps) in past minute: 1] .
Client Malware Risk Ram: 73.7% [

sponse time (ms) in past minute: 310

Web Reputation Filters Reparting / logging disk: 14.4% [

L4 Traffic Monitor

Total current connections: 7

System Status Details

SOCKS Proxy

Reports by User Location

Reporting Services
Web Tracking

10:41 (GMT)

e oy _____|

w

Overview > Web Proxy Summary

https://192.168.1.254:8443/monitor/wsa_user_report¥rmonitor

& Cisco Web Security Virtual ...

Fichier Edition Affichage Favoris  Outils 7

c @ Upgrade Available = Logged in as: admin on WSA.Cisco.com
nlal Cisco SO00V . :
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -
Reporting Web Security Manager Security Services Metwork System Administration
Mo Changes Pending

URL Categories
‘4 Printable POF 5

Time Range:

09 Jan 2017 11:00 to 10 Jan 2017 11:01 (GMT)

Top URL Categories: Total Transactions Top URL Categories: Blocked and Warned
Transactions

Uncategorized URLs

Computers and Internet

Search Engines and Portals

Computer Security

Advertisements

Infrastructure and Content Delivery Netw...

Business and Industry

Social Networking

Social Metworking 039
Streaming Video /8
IPeressionaI Metworking I o7

o 20 40

Peer File Transfer

MNews

Transacticns

Transacticns
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Block two additonals categories: Games, Sport and Recreation.
From the Host PC, open a browser and connect via HTTP to www.skysports.com. The

access should be successful.

f._ Sky Sports - Sports Mews, .. X

€)@

www.skysports.com

Waiting for apv.configuration.minute.ly...

From the Host PC, open a browser and connect via HTTP to www.aol.com. Click in the
Games link then in the Play Now link. The access should be successful.
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a Games on AOL.com: Free... >

€) OFF wow aolcom/games/gm-=T & |[Q search fE 9+ A& =
= games . o<
AfOb

Game of the Day

Vegas World

Play Now

People are watching
Trending in tech: Stay up to date with the latest on AQL video

Watch Now

EDITORS PICKS

10x10!
Word Champs
GamePoint Bingo o

In the Cisco WSA GUI, choose Web Security Manager > Web Policies > Access Policies.
Click the (global) link under URL Filtering for the MY POLICYaccess policy.
Partial screen shot blocking Games category.URL category is shown below.
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& Cisco Web Security Virtual ... %

Fichier Edition Affichage Favoris Outils 7

Predefined URL Category Filtering A

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Cverride Global Settings
Global ) @ 3
Settings Block Monitor W‘arln ?. | Quota-Based | Time-Based
Category Select all | Select all | Select all | Select all | (Unavailable) | (Unavailable)
) Fashion — —
v ~
O File Transfer Services V’ — —_
O Filter Avoidance v" — —
) Finance v — —
) Freeware and Shareware vy — —
O Gambling V’ — —
IIG Games I I V’ I — —
) Government and Law vy — —
O Hacking V’ — —
O Hate Speech V’ — —
) Health and Nutrition vy — —
v
O Humor off — —

Cancel >

Overall Web Activities Quota

No time and volume guota has been defined. Define time and volume guota in Web Security Manager = Define Time Ranges and Quotas.

< >
Partial screen shot blocking Sport and Recreation category.URL category is shown below.
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& Cisco Web Security Virtual ...
Fichier Edition Affichage Favoris Outils 7 x Ev

Predefined URL Category Filtering A

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.
Use Cverride Global Settings
5(::_%?12'5 Block Monitor | Warn (2 | Quota-Based | Time-Based
: ©
Category Select all | Select all | Select all | Select all | (Unavailable) | (Unavailable)
-
) shopping v" — — A~
G Social Metworking V’ — —
) social Science vy — —
O Society and Culture V’ — —
O Software Updates V’ — —
“G Sports and Recreation I I V’ I — —
G Streaming Audio V’ — —
G Streaming Video V’ — —
) Tobacco v — _
O Transportation V’ — —
) Travel v — — v

Cance >

Overall Web Activities Quota

No time and volume guota has been defined. Define time and volume guota in Web Security Manager = Define Time Ranges and Quotas.

< 2>

Click Submit then Commit the changes.
Navigate to Web Security Manager > Access Policies to verify changed settings for URL
filtering ofMYPOLICY access policy.

Network Security All-in-one
Cisco ASA FTD WSA Umbrella VPN ISE Layer 2 Security
All Right Reserved
89



& Cisco Web Security Virtual ... %

Fichier Ed Affichage Favoris  Outils 7
c @ Upgrade Available = Logged in as: admin on WSA.Cisco.com
sl Cisco SO00V
CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -
M Reporting Web Security Manager Security Services Metwork System Administration
Mo Changes Pending

Access Policies

| Success — Your changes have been committed.

Add Policy...
Protocols and URL
COrder | Group User Agents Filtering Applications Objects Anti-Malware and Reputation Delete
MY POLICY Block: 7
1 Identification Profile: Internal Network | (global policy) i (global policy) | (global policy) (global policy) i}
- N Monitor: 73
All identified users
Global Policy 7 e — 3 Web Reputation: Enabled
Identification Profile: All No blocked items | Monitor: 75 | Monitor: 365 | No blocked items Anti-Malware Scanning: Enabled
Edit Policy Order...

Copyright € 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement

From the Host PC, open a browser and connect via HTTP to www.skysports.com. The
access should be blocked because the Sport and Recreation category is blocked.
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g Motification: Policy: URL F...

€« (D) www.skysports.com

[ Q, Search

wB O % #

This Page Cannot Be Displayed

Recreation” is not allowed.

codes shown below.

Based on your organization's access policies, access to this web site
{ hitp:/iwww. skysports.com/ ) has been blocked because the web category "Sports and

If you have questions, please contact your organization's network administrator and provide the

Date: Wed, 11 Jan 2017 10:59:11 GMT

Username:
Source IP: 192.168.1.10 ==

URL: GET http://www skysports.com/ «—]

Category: Sports and Recreation
Reason: BLOCK-WEBCAT =]
Notification: WEBCAT

From the Host PC, open a browser and connect via HTTP to www.aol.com. Try to access
the games section. The access should be blocked because the Games category is blocked.
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@ MNotification: Gateway Tim..,

' e ' (@  www.aol.com/games/play/flowplay/vegas-w c Q, Search

This Page Cannot Be Displayed

The system cannot communicate with the external server { www aol com ). The Internet server
may be busy, may be permanently down, or may be unreachable because of network problems.

Please check the spelling of the Internet address entered. If it is correct, try this request later.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

Date: Wed, 11 Jan 2017 10:24:32 GMT

Username:

Source IP: 192.168.1.10{::

URL: GET http:.-".-"'-nr-nr-;.r_aDI_cDm.-"games.-"pIay.-"flo'-nrpIay.-"vegas-‘-nrorld_r'<::
Category: Search Engines and Portals

Reason: UNKNOWHN

Notification: GATEWAY _TIMEOUT
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Lab 6: Identification Profile and Access Policies

LAB\jdoe Ei
10.1.1.130 et
———
LAB\white [
10.1.1.132 d |
10.1.1.0/24 wsa.lab.local N _—
AD-LAR N
10.1.1.250 1=
- Web Security
Active Appliance
Directory 10.1.1.13
lab.local

Create a new identification profile based on the AD Realm

Navigate to Web Security Manager > Identification Profiles. Select Add Identification
Profile.

« c @ © & https;//10.1.1.13:8443/web,_security_manager/authentication/identitie - @ N @ & =

(O upgrade Avalable = L : admin on wsa.lab.ocal

mmm B
€ISCO  Wab Security Virtual Applianc: My Favarites ns - Support and Help -

Cisco S000V

A Reporting Web Security Manager Security Services Network System Administration

Identification Profiles

End-User
Order | Transaction Criteria Authentication / Identification Decision Acknowledgement  Delete

Global 1dentification Profiie Exempt from Authentication / User Identification Not. Available

User dentification Method: & Authentication & Transparent Identification

Copyright € 2003-2018 Cisca Systems, Inc. All rights reserved. | Privacy Statement

Use the following informations:
Name: Lab Profile

Under the User Identification Method section, in the Identification and Authentication
field, select Authenticate Users option.

In the Authentication Realm field, select the AD1 Realm created previously, for the Select
Scheme option, select Use Basic setting.

In the Membership Definition section, in the Define Members by Subnet section enter the
inside Network 10.1.1.0/24 as a criteria to apply the Identification Profile.
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Click Submit and commit the configuration.

\D Cc @ @ & nitpsy/100.0

ithentication/identities

- @ ¥ n @ &

| Upgrade Avallable = | adm

on wsa.lab.local

My Favorites - - Support and Help -

n Reporting Web Security Manager Securty Services Network System Administration

Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Tdentification Profile
name: )| [Gabprofie
(e.g. my IT Profiie)
Description:

Insert Above: | [1 (Global Profile) ~|

user Identification Method

Identification and Authentication: (?) | [Authenticate Users ~]

Authentication Realm: | elect a Realm or Sequence: (7 AD1 ~
Select a Scheme:

Scheme setting aj

If a user fails authentication: [ support Guest privieges (7

Authorization of specific users and groups is defined in subsequent policy la
! n

(see web Security Manager > Decryption Policies, Ro s and Access Polici

Authentication Surrogates: (7
O1p Address

O persistent Cookie
O session Cookie
® No Surrogate

0 surrogate is selected, re-authentication will
Kerberos.

be available for

security_manager/authentication/identitie

- @ o e

L
r Insert Above: | |1 (Global Profile) ~ ‘

User Identification Method

Identification and Authentication: () | [Authenticate Users -

Authentication Realm: | seiect 5 Realm or Sequence: (7 AD1

Select a Scheme: Use Basic

Scheme setting applies to HTTP/HTTPS only.

1f & user fails authentication: [ Support Guest privieges (7

Authonization of specific users and groups is defined
(see Web Security Manager > Decryption Policies, Rou

subsequent policy layers
ing Policies and Access Palicies).

Authentication Surrogates: (?
Q1P Address

O persistent Cookie
© session Cookie
@ no surrogate

If no surrogate is selected, re-authenti
Kerberos.

1 will n

t be available for

Membership Definit

Membership is d

ined by any combination of the folk

Define Members by Subnet

wing options. Al Criteria must be met for the policy to take effect.

10.1.1.0/24

(exampies: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: | [ yrre/urres

[ wative FTP

¥ Advanced | Define additional group membership critenia.
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«thaln Cisco SO00V

CISCO Web Security Vinual Appliance

admin on wsa.lab.Jocal

- Support and Help -

A Reporting Web Security Manager Security Services Network System Administration

Identification Profiles

Warning — The policy group "Lab Profile’ was added.

Groups that do not require authentication should typically be ordered above authentication-based
qroups in the policy table for effective evaluation. Changing this order may require users to
authenticate, regardless of policy group settings

Client / User Identification Profiles

Add [dentification Profil...
End-User
Order | Transaction Criteria Authentication / Identification Decision Acknowiedgement  Delete
Lab profile & Authenticate:
1 | Subnets: 10.1.1.0/24 (global profie) 1]
Protocols:  HTTR/HTTPS Realm: AD1 (Scheme: Basic)
Global Identification Profile Exempt from Authentication / User Identification Not Available

user identification Method: dh Authentication BB Transparent identfication

Copynght € 2003-2018 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

< c o © & hitps//10.1.1.13:8443/web

ntication/identities Py

: a
wluili Cisco S000V o Leeros
CISCO Wet

Virtual Appliance My Fava

Commit Changes =

¥ @& =

s: admin on wsa.lab.Jocal

port and Help =

A Reporting Web Security Manager SECUrity Services Network ‘System Administration

Identification Profiles

Success — Your changes have been committed.

client / user Identification Profiles

Add Identification Profie...

End-User
Order  Transaction Criteria Authentiation / Identification Decision Acknowledgement Delete
Lab Profile & Authenticate:
1 | Subnets: 10.1.1.0/24 (global profile) @
Protocols: HTTP/HTTPS Realm: AD1 (Scheme: Bask)
Global Identification Profile Exempt from Authentication / User Identification Not: Available

User dentification Method: & Authentication & Transparent dentification

Copyright @ 2003-2018 Cisca Systems, Inc. All rights reserved. | Privacy Statement

Configure two access policies for two AD groups.

Navigate to Web Security Manager > Access Policies. Click Add Policy.

« c @ © & hitps//10.1.1.13:8443/web _security manager/proxy security/policy groups O+

i in
sthalne Cisco S000V (O Upgrade Avaiable

CISCO Web y Virtual Appliance My Fav

' m @& =

admin on wsa.lab.local

Support and Help -

A Reporting web Secunty Manager Secunty Services Network System Administration

Access Policies

Add Pokcy..
Protocols and
Order | Group User Agents URL Fiitering | Applications | Objects Anti-Malware and Reputation Delete

Web Reputation: Enabled

Global Policy . .
Identification profie: Ay | NO blocked ems | Monitor: 87 | Monitor: 356 | No blocked items el el Nl ey

Copyright © 2003-2018 Cisca Systems, Inc. All rights resarvad. | Privacy Statemant

In the Policy Name, enter the name Sales Policy.

Under the Identification Profiles and Users, select the Identification Profile Lab Profile

created previously. Choose Selected Groups and Users.
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Click No groups entered.

Under the Directory search completed, select LAB/Sales group in the AD1 Realm, select
the Add button and click Done.

« (<} © & hiips//10.1.1.13:844 B -9 v N @ @

_security_manager/pr

. Upgrade Available ¥ Logged in as: admin on wsa.lab.Jocal
«lialn Cisco S000V
My Favorites . Options « Support and Help «

CISCO  Web Security Virtual Appliance

Iy Reporting ‘Web Security Manager Security Services Network System Administration

Access Policy: Add Group

Policy Settings

Policy Name: (?) | [Sales Policy

IT palicy)

Descript

Insert Above Policy: | | 1 (Global Policy) ~

Policy Member

ip is defined by the comb n of the following aptions. must be met for the policy to take effect.

Identification Profiles and Users: | [Select Gne or More Identification Profiies -
Identification Profile Authorized Users and Groups Add Identification Profile
Lab Profile ~| | QAN Authenticated Users
® selected Groups and Users (7

Groups: No groups entered u
Users: No users entered

¥ Advanced | Define additional group membership criteria,

B -9 ¥ @O ¢

web_security_manage

« cC o @ & hitps//10.1.1.13:844

Access Policies: Policy "Sales Policy": Edit Groups

Aul d Gr

ve Directory

ups, omit the
y be used.

g entries fro
The search is case

he directory. For A
sitive. The wil

d character

., ind “DOMAIN\Group1
e used as the last character.

Select iters from the Directory Search ress Add to add t
s group that belongs to a trusted doma
Authorized Group fist, the duplicate

r @ group that is no " he directory). If group(s) are
be automatically

Realm: AD1

Directory Search: (7 Selected Groups
[adde | fasio D1

LAB\Sales

Directory search completed (48 matches).

LAB\Performance Log Users ~
LAB\Performance Monitor Users
LAB\Pre-windows 2000 Compatible Access
LAB\Print Operatars

LAB\Protected Users

LAB\RAS and IAS Servers

LAB'\RDS Endpoint Servers.

LAB\RDS Management Servers

LAB\RDS Remate Access Servers
LAB\Read-only Domain Controllers
LAB\Remote Desktap Users

LAB\Remote Management Users
LAB\Replicator Remave

LAB\Schema Admins

LAB\Server Operator:

LAB\Terminal Server License Servers
LAB\Users

LAB\WIndows Authorzation Access Group
LAB\WinRMRemateWMIUsers__
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« C o @ & https;//10.1.1.13:8443/web_security_manager/proxy_security/policy_groups B o @ &

sthalne Cisco SO000V
cISco v

urity Virtual Appliance

[.] Reporting Web Security Manager Security Services Network System Administration

Access Policy: Add Group
Enable Policy
Palicy Name: (?) | [Sales palicy

(e.g. my IT policy)

Description: |

Insert Above Policy: | | 1 (Global Policy)

Policy Member Definition

Membership is defined by the combination of the following options. Al criteria must be met for the policy to take effect.

Identification Profiles and Users: | | Select One or More Identification Profiles ~

Identification Profile Authorized Users and Groups Add Identification Profile

| Lab Profile ~| Al Authenticated Users

(® Selected Groups and Users (7
Groups:
Realm: AD1 W
LAB\Sales
Users: No users entered

b Advanced | Define additional group membership criteria.

« c @ @ & hitps//10.1.1.13:8443/web_security_manager/proxy_security/policy_groups - @ ¥ @& =

QOOV @ n in on wsa.lab.local

y Virtual Appliance My Help -

A Reporting Web Security Manager Security Services Network System Administration

Commit Changes »

Access Policies

Success — The palicy group "Sales Policy” was added.

Add Policy...
Protocols and
Order | Group User Agents URL Filtering  Applications | Objects Anti-Malware and Reputation | Delete

Sales Policy

1 | Identification Profile: Lab Profile | (global policy) | (global policy) | (global policy) | {global policy) | (global policy) o
1 groups (AD1\LAB\Sales)
Global Policy . . Web Reputation: Enabled
e No blocked rems | Monitor: 87 Monitor: 356 | No blaocked items | yr’ WEC SRl L ed

Copyright @ 2003-2018 Cisco Systems, Inc. All rights reserved. | Privacy Statement

Click Add Policy.
In the Policy Name, enter the name Contractors Policy.

Under the Identification Profiles and Users, select the Identification Profile Lab Profile
created previously. Choose Selected Groups and Users.

Click No groups entered.

Under the Directory search completed, select LAB/Contractors group in the AD1 Realm,
select the Add button and click Done.
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" Upgrade Avadable = e n wsa.lab.local
111, Cisco S000V g
CISCO Vet St T : | - rt and Hep -

'y Reporting Web Security Manager Security Services Netwark System Administration

Access Policy: Contactors

Enable Policy

Policy Name: (2] [Contactors Policy
(e.g. my |

Description:

Insert Above Policy: |1 (Sales Policy)

Policy Member Definition

mbership is defined by wing options. All criteria must be met for the policy to take effect

n of the f

Identification Profiles and Users: | Select One or More Identification Profies - |
Identification Profie Authorized Users and Groups Add Identification Profile
| Lab prafie ~| | Onn authenticated users
@ selected Groups and Users (7.

Groups: No groups entered o
Users: No users entered

b Advanced | Define

nal group membership criteria

alicy_groups 5]

« c o @ & httpsy

y_secu

'y Reparting Web Security Manager Security Services Network System Administration

s: Policy "Contactors Policy”: Edit Groups

Start typing a group name into the Directory Search field to see
domain name (for instance, type D¢ \
However, it cannot be used as the last character

ng entries
s

m the directory. For Active Dire groups, omit the
The seart sensitive. The wi

icard character "*" may be used.

Select items from the Direct
name (for instance, to add a Group that belongs rusted do
added that already exist in the Authorized Group list, the d

earch list and press Add to add them to the Authorized Groups
a group that is not yet av
automatically omitted.

Alternatively. you can type the entire
e in the directory). If group(s) are

Realm: ADL

Directary Search: (7 Selected Groups
Add »

i AD1
LAB\Centractors
Directory search completed (48 matches)

LAB\Administrators ~
LAB\Allowed RODC Password Replication Grou
LAB\Backup Operators

LAB\Cert Publishers

LAB\Certificate Service DCOM Access
LAB\Cloneable Domain Controllers

ryptographic Operators
LAB\Denled RODC Password Replication Group

LAB\Distributed COM Users

LAB\DnsAdmins

LAB\DnsUpdateProxy

LAB\Domain Admins Remove
LAB\Domain Computers

LAB\Domain Controliers

LAB\Domain Guests

LAB\Domain Users

LAB\ENterprise Admins

LAB\Enterprise Read-only Domain Controliers

LAB\Event Log Readers v

Click Submit and commit the configuration.
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© & hitps//101.1.13

eb_security_manager/proxy_security/policy_groups

sl Cisco S000V

CISCO Wab Security Virtual Appliance

[OJ Upcrade Avalable =

Lon @ @

Logged in as: admin on wsa.lab.local

A Reparting

L]

A Reporting

Wieb Security Manager Security Services Network System Administration

Access Policy: Contactors

Enable Policy

Policy Name: (7| [Contactors Pabey

(e.. my IT poiicy)
Description:

Insert Above Policy: | 1 (Sales Policy) -

Palicy Member Defi

Membership is defined by the combination of the

wing options. ANl criteria must be met for the policy to take effect.

Identification Profies and Users: | | Select One or More Identification Prafiles

Identification Profile Authorized Users and Groups Add Identification Profie

Lab Profile ~| | AN Authenticated Users

® Selected Groups and Users (2
Groups:
Realm: AD1 ]
LAB\Contractors
Users: No users entered

v Advanced  Define add

2l group membership

© £ hitps//10.1.1.13

web_security_manager/proxy_secur

fpolicy_groups
sthiatlis Cisco S000V
CISCO Web Security Virtual Appliance

Web Security Manager Security Services Network System Administration

Access Policies

Success — Settings have been saved.

Add Poiicy.
Protacols and
Order Group User Agents URL Filtering | Appiications | Objects Anti-Malware and Reputation  Delete
Contactors Policy
1 | Identification Profie: Lab Profie | (global policy) | (global policy) | (global policy) | (global policy) | (global policy) ]

1 groups (AD1\LAB\Contractors)
Sales Policy

2 Identification Profile: Lab Profile (global policy) (global policy) | (global policy) | (global policy) {global policy) a2
1 groups (AD1\LAB\Sales)

Global Policy . . ‘Web Reputation: Enabled

o orofle: Al No blocked tems | Monitor: 87 | Manitor: 356 | No blocked mems | JiEY LEECEIOL RS Ly

Edit Policy Order.

Copyright @ 2003-2018 Cisco Systems, Inc. All rights reserved. | Privacy Statement

//10.1.1.13:8443/

b_security_manager/proxy.s

ali. G

cisco

Reporting Web Security Manager Security Services Network System Administration

Uncommitted Changes

You have uncommitted changes. These changes will not go into effect until you commit them.

‘Comment (optional): |

Abandon Changes

Copynight §© 2003-2018 Cisco Systems, Inc. Al rights reserved. | Privacy Statement
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&« c @ © £ https//10.1.1.13:8443/web_security_manager/proxy_security/policy_groups v L n @& =

@
sco SO000V OB Uporade Avatable

al Appliance My

[.] Reporting Web Security Manager Security Services Netwark System Administration

Access Policies

Success — Your changes have been committed.

Add Folicy...
Frotocols and
Order  Group User Agents URL Fitering  Applications | Objects Anti-Malware and Reputation | Delete

Contactors Policy

1 | Identfication Profile: Lab Profile | (global policy) | (glabal policy) | (global policy) | (global policy) | (glabal policy) w
1 groups (AD1\LAB\CONtractors)
Sales Policy

2 | Idenufication Profile: Lab Profile | (global policy) | (glabal policy) | (global policy) | (glabal poiicy) | (glabial policy) -]
1 groups (AD1\LAB\Sales)

No blocked ftems | Monitor: 87 Monitor: 356 | No blocked items | /eb Reputation: Enabled

Global Policy
Identification Profile: ANl Anti-Malware Scanning: Enabled

Edit Policy Order...

Copynght © 2003-2018 Cisco Systems, Inc. All rights reserved. | Privacy Statement
Navigate to Web Security Manager > Access Policies.

In the Contractors Policy group, under the URL Filtering column, select the (global
policy).

For the Social Networking category, select the Block action.
Click Submit.

« ¢ @ © & hitpsy//10.1.1.13:8443/we

rity_manager/proxy_security/policy_groups i+ 1 ¥ n @& =

O Uporade Avaiable - Logged

My

(] Reporting Web Security Manager Security Services. Netwark System Administration

Access Policies

Success — Your changes have been committed.

Add Policy....
Protocols and
Order | Group User Agents URL Filtering  Applications | Objects Ant-Malware and Reputation | Delete

Contactors Policy
1 | idenuficanion Profike: Lab Profle | (global polcy) | (global policy) | (global policy) | (global polcy) | {global policy) w
1 groups (AD1\LAB\CONtractors)

Sales Policy
2 | idenuficanon Profike: Lab Profie | (global polcy) | (global policy) | (global policy) | (global polcy) | {global policy) w
1 groups (AD1\LAB\Sales)

No blocked ftems | Monitor: 87 Monitor: 356 | No blocked items | /eb Reputation: Enabled

Global Policy
Identification Profile: ANl Anti-Malware Scanning: Enabled

Edit Policy Order...

Copynght © 2003-2018 Cisco Systems, Inc. Al rights resarved. | Privacy Statemant
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« c @ @ & hitpsy/10.1.1.13:8443/web_security_manag yxy_security/url_categories_http?action = FormEdit&policy_group_type=http&CSRFKey=037 *+ & ¢ O &

»

'S Reporting Web Security Manager Security Services Network System Administration

Access Policies: URL Filtering: Contactors Policy

Custom and External URL Category Filtering

No custom and external URL categories are defined. Add categories in the Web Security Manager > Custom and External URL Categories page.

Predefined URL Category Filtering

Use Global Override Global Settings

Settings
Block Monitor ‘Warn (7. Quota-Based Time-Basad
=) e @ a ©
category select all select all select all select all (Unavaiable) (unavailable)
¥ Science and Technology - -

) Search Engines and Portals - -

©) sex Education

LKL
|
1

© shopping
© social Networking W) _ _
) social Sdence

) society and Culture
€ software Updates

) sports and Recreation
© Streaming Audio

©) Streaming Video

) Tobaceo

© Transportation

LYL LSS SL LS NS
I
1

© Travel

In the Sales Policy group, under the URL Filtering column, select the (global policy).
For the Streaming Video category, select the Block action.

Click Submit and commit the configuration.

&« [c R~ @ & hitpsy//10.1.1.13:8443

-9 ¥ in@ & =

manager security/policy

Iy Reporting Web Security Manager Security Services Network System Administration

Commit Changes »

Access Policies

Success — Sefttings have been saved.

Add Polcy...
Protocols and
Order | Group User Agents URL Fitering  Applications  Objects Anti-Malware and Reputation | Delete

Contactors Poli

1 | Identfication Profile: Lab Profile | {global policy) a‘;ﬂ:‘t:m‘ s | (global policy) | (glabal policy) (global policy) w
1 groups (AD1\LAB\Contractors) -
Sales Policy

2 | Identffication Profile: Lab Profile | (globial poicy) | (global policy) | (global policy) | (global palicy) | (global poby) ]
1 groups (AD1\LAB\Sales)
Glabal Policy . Wieb Reputation: Enabled
1dent tion Profile: All No blocked items  Moniti 7 Monitor: 356 No blocked items Anti-Malware Scanning: Enabled

Edit Policy Order...

Copyright: © 2003-2018 Cisco Systems, Inc. All rights reserved. | Privacy Statement
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<« c @

group_type=http&CSRFKey=037 *=» @ ¥ o e

No custom and external URL categories are defined. Add categories in the Web Security Manager > Custom and External URL Categories page.

Predefined URL Category Filtering
Use Global Override Global Settings

Settings
Block Monitor Warn (7 Quata-Based | Time-Based
] e @ [z] ©
Category Select all Select all Select all Select all (unavailable) | (unavailable)
€) saas and B2B - -
©) safe for kids
) sdence and Technology
©) search Engines and Fortals
€) sex Education
© shopping
) social Networking
) social Science
) society and Culture
) software Updates

€ sports and Recreation

A SL AN NL SIS SN NS
1
1

©) streaming Audio
€3 Streaming Video v — —
© Tobacco

© Transportation
© Travel

© weapons

€3 weh posring

AL NIL LN
|
|

10.1.1.13:8443/web_security_manager/proxy_security/policy_grou|

My Favorites - Options - Support and Help -

'y Reporting Web Security Manager Security Services Network System Administration

Access Policies

Success — Settings have been saved.

Protocols and
Order | Group User Agents URL Filtering | Applications  Objects Anti-Malware and Reputation | Delete
Contactars Policy -
1 | Identification Profile: Lab Profle  (global policy] | ot (global policy) | (global policy) | (global pakcy) o
1 groups (AD1\LAB\Contractors)
Sales Policy Block: 1
2 | Idenufication Profie: Lab profle | (global polcy) | perc ! o | (global polcy) | (glabal polcy) | (global polcy) ]

1 groups (AD1\LAB\Sales)

Glabal palicy o7 | . | Web Reputation: Enabled
Identification Profile: AN No blocked items | Monitor: B7 | Monitor: 356  No blocked items Anti-Malware Scanning: Enabled

Edit Policy Order.

Copyright © 2003-2018 Cisco Systems, Inc. All rights reserved. | Privacy Statement

« ¢ @ T £ hitps//10.1.1.13:8443  groups ] 4

Nager/proxy_security/pc

.
aliathi, Gisco SO0OV Upgrade Avallable

cisco v ecurt | Appliance

A Reporting Web Security Manager Secunty Services Network System Administration

Access Policies

Add Poiicy
Protocols and
order Group User Agents URL Filtering | Applications  Objects Anti-Malware and Reputation Delete

Contactors Policy ——

1 Identfication Profile: Lab Profle  (global policy) M;;mr g5 | (alobal palicy) | (global policy) (global policy) -1
1 groups (AD1\LAB\Contractors) :
Sales Policy Block: 1

2 Identification Profile: Lab Profle | (global polcy) | % % | (global pakcy) | (global palicy) | (global policy) ]

1 groups (AD1\LAB\Sales)

Reputation: Enabled

. Wb
No blocked items | Monitor: B7 | Monitor: 356 | No blocked items | oo SRSl CIEOTE

Copyright [ 2003-2018 Cisco Systems, Inc. All ights reserved. | Privacy Statement
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From jdoe-pc, open a browser, the user is prompted to enter a username and password, the
Identification Profile Lab Profile is configured previously to authenticate user via the AD1
Realm for the subnet 10.1.1.0/24. Use jdoe as a username and Cisco123 as a password
and try to access youtube using the url https://www.youtube.com, the site should be
blocked by the WSA since the Streaming Video URL category is blocked in the access
policy named Sales Policy and jdoe user belongs to the LAB\ Sales group.

The web page fails to load but there is no notification for jdoe user.

To display the default blocked page of WSA, we need https decryption.

@ https://www.youtube.com

< C G Effectuez une recherche sur Google ou saisissez une URL P e :

Ouvrir une session

Le proxy http://10.1.1.13:3128 nécessite un nom d'utilisateur et un mot de
passe.

Votre connexion a ce site n'est pas privée

Nom d'utilisateur jdoe

Mot de passe e

Ouvrir une session Annuler
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@ www.youtube.com X

<« C @ youtube.com W O

5]

Ce site est inaccessible

1l se peut que |la page Web a |'adresse https://www.youtube.com/ soit temporairement
inaccessible ou qu'elle ait été déplacée de facon permanente a une autre adresse Web.

ERR_TUNNEL_CONNECTION_FAILED

From jwhite-pc, open a browser, the user is prompted to enter a username and password,
the Identification Profile Lab Profile is configured previously to authenticate user via the AD1
Realm for the subnet 10.1.1.0/24. Use jwhite as a username and Cisco123 as a password
and try to access facebook using the url https://lwww.facebook.com, the site should be
blocked by the WSA since the Social Networking URL category is blocked in the access
policy named Contractors Policy and jwhite user belongs to the LAB\ contractors group.
The web page fails to load but there is no notification for jwhite user.

To display the default blocked page of WSA, we need https decryption.
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(=] X
r & mupsywanifacebook.com X G

< C  Q Effectuez une recherche sur Google ou saisissez une URL ¢ e :

Quvrir une session

Le proxy http://10.1.1.13:3128 nécessite un nom d'utilisateur €t un mot de
passe.

Votre connexion a ce site n'est pas privée

Nom d'utilisateur jwhite

Mot de passe cesennny

O ne session Annuler

' & www.facebook.com

< C ©® facebookcom % O

Ce site est inaccessible

1l se peut que |la page Web a I'adresse https://www.facebook.com/ soit temporairement
inaccessible ou qu'elle ait été déplacée de facon permanente a une autre adresse Web

ERR_TUNNEL_CONNECTION_FAILED
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Lab 1: Cisco Umbrella Basic Configuration

Umbrella
Roaming Client

\.F\\

Client PC
Admin PC

B

Umbrella
@208.67.222.222

o

Download the Umbrella Roaming Client.

Download Roaming Client

The roaming client protects laptops and desktops, on and off the network. Before
installing the roaming client, read through the documentation and prerequisites.

For your internal domains to resolve, you must add them to the internal domains
list. It's important to add them before you deploy!

Cisco Umbrella Roaming Client

Download Windows Client
Supported Versions: Windows Vista, 7, 8, 10

Download macOS Client
Supported Versions: macOS 10.11+

AnyConnect Umbrella Roaming Security Module

Cisco AnyConnect can be configured to enable an Umbrella Roaming Security module
which provides similar functionality to the roaming client. There are many deployment
options, and each requires the customized profile downloaded below. For full
documentation, read here.

Download Module Profile

The Umbrella module requires AnyConnect for Windows or macOS, version
4.3 MR1T minimum. 4.3 MR4+ is recommended.

The AnyConnect 4 x client download can be found here (requires contract).

Navigate to Deployments > Core Identities > Roaming Computers and click Roaming

Client.
Verify Roaming Client Operation.
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Umbrella Roaming Client (2.2.356.0)
IPv4 DNS status:
@ Protected
B Ercrpted
User ldentity:
IPv4 Address: 10.254.253.120
IPv6 DNS status (BETA):
& Not Required
@ Unencrypted
User ldentity
|Pv6 Address
IP Layer Enforcement status:
w Disabled
Details:
Last Connected: 35 min ago
Logging: Off
Client Name: Redouane
Organization Id: 3050180
Device Id: 010174809F5C3355

Fun Diagnostic Tool

Navigate to Deployments > Core Identities > Roaming Computers.
he hostname of the machine Redouane on which you installed the Umbrella roaming client,

status and policy applied, is listed.

srdumbrella.com,

Free Trial: You have 13 days lefl | VIEW PRICING & PURCHASE

alinals,  DEPloyments / Core identives
e i Roaming Computers e

n @

4
Roaming Client

@

£

2 Total

(] 'dentity Name a

O F5-Sever-1

O Redouane

Advanced

Offline

Protected & Encrypted at the DNS
@ Layer

Page: 1 »  Results per page: 10

From the Client PC, access the URL www.facebook.com.
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Roaming Computers are those that are protected by either the Umbrella Roaming Client, or the Umbrella Roaming Security module for AnyConnect. This
area of the Dashboard gives you the ability to deploy and manage your Roaming Computers. To deploy either agent type, click the * Download™ button in
the upper-right. Once installed, use the search to find computers and check the status of your clients. Each Roaming Computer can be expanded for more
detail about its state and tags can be added 1o group computers together.

17 hours ago v
26 minutes

v
ago
1-20f 2



<« c o © @ hilps//www facebookcom M n @O ¢

Adresse e mail ou mabile Mot de passe

Connexion

Avec Facebook, partagez et restez en contact I nscri ptlo n
avec votre entourage. C'est rapide et facile.
] : = 8
Date de naissance
17~ mar v 1905 ~| @
Genre

O Femme ©Homme O Personnaliseé @

s accopler
olitque d'uliisation des

From the Client PC, access the URL www.games.com.

<« X @ O & hy ww.aol.com/qam o n o ¢

Stay in the loop! Got breaking news and big stories on your NOTIFY ME

A#I. ‘l ‘ 2 Login/doin [ M

2R E > B &

® g

Lucky O' Wilds Top trending videos of the day

More To Explore

JK. Rowling Confirms a
Hermione Theory We
Suspected All Along

From the Client PC, access the URL www.4shared.com.
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< cC @ U & & nttps//www 4shared.com L a8 TR « 4 n @

4Shared Connexion S'inscrire

Trouvez, Stockez et Partagez Facilement

eléchargez, découvrez et partagez vos fichiers sans aucune difficulté!

ou

Charger des fichiers

Musique Vidéos Applis Images Liwres Tous les Fichiers

Create a policy based on the Machine s’ Hostname Redouane as a condition.

Navigate to Policies > Management > All Policies and click Add.

€« cC @ © & ~0 hitpsy/dashboard umbrella.com/o/3050 . managemen - @ i @ &

[P Free Trial: You have 13 days left,  VIEW PRICING 8 PURCHASE
)y Umbrella

albaln c= '-__ [+] =
© i All Policies @

Management

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also control
log levels and how block pages are displayed. Policies are enforced In a descending order, so your top policy will be applied before the second if they share
the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found in this article.

Al Policies

Policy Components

Sorted by Order of Enforcement

a : -
Default Policy Al Identities 3 Policy Settings ~ Mar 16, 2020

Select Roaming Computers, and the Client PC with the hosthame Redouane. Select and
then click Next.
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ashboard.umbrella.com/o/3050180/#/policies/manageme licies e @ [}

What would you like to protect?
Select Identities

0 Selected
Management

All Identities
Al Py
& AD Groups

Policy Gomponents

L AD Users
AD Computers
I Networks
Roaming Computers
@ Sites
I, Network Devices

Block Page Ag Mobile Devices

looooooaoao

CANCEL NEXT

Sorted by Order of Enforcement

& ¢ @ © @ © hitps//dashboard umbrella.com/o/30: /e nanagement/pol 3 n o ¢

asco All Policies e

Policy Tester

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if
they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found
in this article.
Management
All Po
Policy Components What would you like to protect?
Select Identities
0 Selected
jentities f Roaming Computers
[] = F5-Server-1

[ = Redouane
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3 c @ © @ = httpsy/dashboard umbrella.com/o/3050180/#/policie sgement/policie BT ] n o ¢

aleette ° agement
© Ui All Policies @

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if

they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found
in this article.

Management

Policy Compansnts What would you like to protect?
Select Identities
1 Selected REMOVE ALL
All Identites | Roaming Computers Redauane
O = Fs-Server-1

Redouane

In the policy wizard, select the Limit Content Access component, this feature will be applied
to the Client PC, then click Next.

o c @ @ & o hiy shboard umbrella.com/o/3050180/#/policies/management/policies r n O &

aliah, PO = ' - =
© & All Policies @

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced In a descending order, so your top policy will be applied before the second if
they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found
in this article.

Management
All Policies
Policy Components

What should this policy do?

Choose the policy components that you'd like to enable

Enforce Security at the DNS Layer
Ensure domains are blocked when they host malware, command and control, phishing, and more.

Inspect Files
Selectively inspect files for malicious content using antivirus signatures and Cisco Advanced Malware Protection

Limit Content Access
Block or allow sites based on their content, such as file sharing, gambling, or blagging

Control Applications
Block or allow applications and application groups for identities using this policy

Apply Destination Lists
Lists of destinations that can be explicitly blocked or allowed for any identities using this policy.

» Advanced Settings

CANCEL PREVIOUS EX‘

In the Limit Content Access, select the Custom option.
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Management

Al Policies

Policy Components

pearance

Management

All Pol

Policy Components

Destination Lists

Content Categories

Appearance

‘dasht j.umbrella.com

@ content

categories,

@® High
Moderate
Low
Custom
& =0 https//dashboard umbrella.com

© conent

Limit Content Access

Access to these sites will be restricted based on the type of content served by the pages of the site. For more information about
lick here

Block Pages

Categories To Block -High

Adult Themes
Alcohol

Classifieds

Drugs

Forums / Message boards
Games

Hate / Discrimination
Internet Watch Foundation
Nudity

Photo Sharing

Proxy / Anonymizer

Social Networking

Terrarism

Block Pages

Limit Content Access

Access 1o these sites will be restricted based on the type of content served by the pages of the site. Fi
categories, click here

Custom Setting

[}

Summary

Adwiare
Chat

Dating

File Storage

Gambling

German Youth Protection
Instant Messaging
Lingerie / Bikini

P2P [ File sharing
Pomography

Sexuality

Tasteless

Videa Sharing

CANCEL

PREVIOUS

- @ i

Summary

or more information about

High
Default Settings
CATEGORIES TO BLOCK SELECTALL
[0 Academic Fraud ] Adult Themes A
Moderate [ Adware [ Akcohal
[] Anime / Manga / Webcomic [] Ars
[ Astrology [ Auctions
[ Automative [ Bilogs
[ Business Services [ Chat
Low
[ Classifieds [0 Computer Security
[ Dating [] Digital Postcards
[ Dining and Drinking [ DI¥ Projects
[ Drugs [] Dynamic and Residential
@ custom [ Ecommerce / Shopping [] Educational Institutions
[ Fashion [ File Storage .
CANCEL PREVIOUS NEXT

Select the categories you want to block, Games, File Transfer Services, lllegal Downloads
and Social Networking, then click Next.
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d.umbrella.com/o/3050180/#/p —

o Content Block Pages Summary

Limit Content Access

Access to these sites will be restricted based on the type of content served by the pages of the site. For more information about
categories, click here

Management

Custom Setting

Al
High
N Default Settings
Policy Components
CATEGORIES TO BLOCK SELECTALL
~
[] Fashion [J File Storage
Moderate File Transfer Services [ Financial Institutions
[] Forums / Message boards [ ] Freeware and Shareware
[] Gambling Games
[] German Youth Protection [ ] Government
Hacking Hate / Discrimination
Low o o
[] Health and Fitness [J Humor
[] Hunting [J Megal Activities
[ Megal Downloads [J Infrastructure
[ Instant Messaging [J Intemet Telephony
@ custom [] Internet Watch Foundation [ IT-ADM
[ m-AGcom [ Jobs / Employment =
CANCEL PREVIOUS NEXT
< C o © & -0 hitpsy//dashboard umbrella.com/o/3050180/#/policie: I
o Content Block Pages Summary
Limit Content Access
Access to these sites will be resinicted based on the type of content served by the pages of the site. For more information about
categories, click her
Management
Al Pol Custom Setting
High
N Default Settings v
Policy Components
CATEGORIES TO BLOCK SELECT ALL
[ Proxy / Anonymizer [ Radio ~
Moderate [ Real Estate [ Religious
[[] Research / Reference [J SaaS and B2B
[] Safe for Kids [] Science and Technology
[J Search Engines [J Sex Education
[ Sexuality [ Social Networking
Low O] Social Science [ Society and Culture
[ Software Updates [J Software / Technology
O Spers [ Tasteless
[] Television [ Temorism
@ Custom [ Tobacco O Travel
[J URL Shortener [J Video Sharing
v
CANCEL PREVIOUS NEXT
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rd umbrella.com 1 policies/manager ; [ 4 N @

° Content ° Block Pages Summary

Set Block Page Settings
Define the appearance and bypass options for your block pages.

Managsment

All Pok @ Use Umbrella's Default Appearance
Al Policies

Block Page

Policy Componants
Use a Custom Appearance

Choose an existing appearance

BYPASS USERS

BYPASS CODES

CANCEL PREVIOUS NEXT

Sorted by Order of Enforcement

Default Polic v
efault Policy All Identities 3 Policy Settings Mar 16, 2020

si//dashboard.umbrella.com/0/3050180/#/policies/management/policie @

° Content ° Block Pages o Summary

Policy Summary

Policy Name
Managsment
Demo-Folicy|
Al Policies
Policy Componants U 1 Identity Affected 0 Destination List Enforced
Edit

No Security Settings Applied File Analysis Not Enabled
Enabl

‘] Content Setting Applied: Default Settings
l] Umbrella Default Block Page Applied
Edit  Preview Block Page
Edit  Disable

No Application Settings Applied
Enabl

» Advanced Settings

Navigate to Deployments > Core Identities > Roaming Computers.
Expand the Client PC Redouane, verify that the policy Demo-Policy is applied.
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jashboard umbrella.com/o/3050180/: . nagement/ - @ n O &

@

Free Trial:

iy, FRices Mansgement
cisco AH DOMC\ESO

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also control
log levels and how block pages are displayed. Policies are enforced in a descending order, so your top pelicy will be applied before the second if they share
the same Identity. To change the priority of your policies, simply drag and drop the policy In the order you'd like. More policy info can be found in this ariicle.

Policy Components

Sorted by Order of Enforcement
ination |

. -
Demo-Policy 1 Identity 1 Palicy Setting Mar 17, 2020

v
DEZITIREEY All Identities 3 Policy Settings  Mar 16, 2020

umbrella.com/o, o/# ments/core/roamingdevice: 4 4 In @

) | ] c
) Umbrella ) Offline
( F5-Server-1 21 hours ago v

Protected & Enc ted at the DNS
‘ ! e 42 minutes

(0 Redouan ® Layer N
- @ Lay a0
Core Identities

Roaming Computer Information

/

Roaming Comput Redouane

Redouane DESKTOP-12255ED

Windows 10 Umbrella RC Version: 2.2.356 42 minutes ago

Configuration

Security Information

@ Protected & Yes +Disabled 0 Demo-P

Tags:

© ADD TAG

DELETE CLOSE

Page: 1 “  Resullsperpage: 10 ~ 1-20f 2

Navigate to Policies > Management > All Policies, Click the Policy Tester to test the
policy Demo-Policy.
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« ¢ @ © & ~© hitps//dashboard umbrella.com ) policie Jement/policie - @ n o &

© U Al Policies o

Add Palicy Tester

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if
they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found
in this article.

Managemant

All P
Policy T

er
Policy Components B R
Test whether a destination will be allowed or blocked for an identty. If
Yyou receive results you don't expect or want, reorder or refine your
policies and run the test again. For more information, see Test a Policy.

Destinal

Identities

Redouane

ppearance

Destination

www facebook corm|

RESET RUN TEST

Under Identities, select the machine ‘ s hosthame Redouane, enter the URL
www.facebook.com, click Run TEST, in the Results section, you should see that the Access
is blocked by the policy Demo-Policy as expected.

L5 c @ @ & =0 hitpsy/dashboard umbrella.com 0180/#/policie gement/policie i+ w o e

kil P Maagemen: ° :
© &' Al Policies o

Add Policy Tester

Policies dictate the security protection, category setiings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if
they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found

in this article.
Management
AllP
Policy T Result »
Policy Components i
Test whether a destination will be allowed or blocked for an identity. If @ Destination was blocked due to a security setting
L you receive resuits you don't expect or want, reorder or refine
policies and run the test again. For more information, see Test a Policy. Triggered Identity: Redouane

i Destination: www facebook com
Identities
CNAMES: star-mini.c10r facebook com
Result: Destination was blocked due 1o a security setting
Category Setting: Defaull Settings

Categorization: Social Networking

Palicy Applied: Demo-Policy

Destination This identity was found in 2 policies. Out of these, Demo-Policy was
the higher ranked policy, so it was applied to the identity. The other
www facebock com policy was your default policy, which is always your lowest ranked

policy.

Under Identities, select the machine ‘ s hosthame Redouane, enter the URL
www.games.com, click Run TEST, in the Results section, you should see that the Access is
blocked by the policy Demo-Policy as expected.
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http://www.facebook.com/
http://www.games.com/

« Cc @ @ & -0 hipsy/dashboard umbrella.com olicies/management/policies - @ i @ &

bl P e S i
© i All Policies o

Add Policy Tester

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if
they share the same Identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found
in this article.

Policy Tester *

Test whether a destination will be allowed or blocked for an identity. If
you receive results you don't expect or want, rearder or refine your
policies and run the test again. For more inf

mation, see Test a Policy.

Identities

Redouane

Destination

WWW games.com

& =0 it sshboard umbrella.com/o,

ement/polici o @ o n o e

alval, 77 i
© i Al Policies o

Add

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if
they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found

in this article.
Management
All Py
Result *
Policy Components ; - . =
Test whether a destination will be allowed or blocked for an identity. If © Destination was biocked due to a security setting
you receive results you don't expect or want, reorder or refine your
policies and run the test again. For more information, see Test a Policy. Triggered identity: Redouane
- Destination: www.games.com
Identities
CNAMES: rc yahoo.com, src g03.yahoodns net
Result: Destination was blocked due to a security setting
= Category Setting: Defaull Settings
Categorization: Games
itk Policy Applied: Demo-Policy
Destination This identity was found in 2 policies. Out of these, Demo-Policy was
the higher ranked policy, so it was applied to the identity. The other
www.games.com policy was your default policy, which is always your lowest ranked

policy.

Under Identities, select the machine ‘ s hostname Redouane, enter the URL
www.4shared.com, click Run TEST, in the Results section, you should see that the Access
is blocked by the policy Demo-Policy as expected.
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http://www.4shared.com/

ent/pol - @ i @ &

d.umbrella.com/o,

| Policies @

cisco A

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if
they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found
In this article.

Managsment

Al Pol

Policy Components

Test whether a destination will be allowed or blocked for an identity. If
you receive results you don't expect or want, reorder or refine your
policies and run the test again. For more info 1, see Test a Policy.
Identities

Redouane
Destination

www.ashared com

Sorted by Order of Enforcement

n @ &

ashboard.umbrella.com/o/3050180/#/f ies/management/pol

e, PO nagement ° =
asco Al Policies @

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also
control log levels and how block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if
they share the same identity. To change the priority of your policies, simply drag and drop the policy in the order you'd like. More policy info can be found
in this article.

Management

Al Poli
Policy Tester Result *
Policy Componaents -
hoe Test whether a destination will be allowed or biocked for an identity. It © Destination was blocked due to a security setting
you receive results you don't expect or want. reorder o refine your
policies and run the test again. For more information, see Test a Policy Triggered Identity: Recouane
N Destination: www.4shared.com
Identities
Result: Destination was blocked due to a security setting
Category Setting: Default Settings
B Categorization: File Transfer Services
Policy Applied: Demo-Policy
Redouane
This identity was found in 2 policies. Out of these, Demao-Policy was
Destination the higher ranked policy, so it was applied to the identity. The other
policy was your default policy, which is always your lowest ranked
www.4shared com policy

Sorted by Order of Enforcement

From the Client PC, try to access the URLs www.facebook.com , www.games.com and
www.4shared.com . You should see the default Block Page displayed from Umbrella.
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http://www.facebook.com/
http://www.games.com/
http://www.4shared.com/

« c @ 0 & nu k.opendns.com/m =88 1666870678 15 ! gging =&nref RO IR+ L@ &

Cisco Umbrella

Ce site est bloqué a cause du filtrage du contenu.

www.facebook.com

Désolé, www facebook com a été bloqué par votre administrateur réseau

« ¢ e O an k.opendns.com/mainur ] 47 6915¢ Béuat erver=fra refs=&tagging=&nr -9 i I

Cisco Umbrella

Ce site est bloqué a cause du filtrage du contenu.
www.4shared.com
Désolé, www.4shared.com a été blogué par volre administrateur réseau.
File Transfer Services

> Details du diagnostic

€« C @ © & ny k.opendns.com/main 4 ] keeserver=fra198&prefs=&tagging =&unref - @ < I @O &

Cisco Umbrella

Ce site est bloqué a cause du filtrage du contenu.
WwW.games.com
Désolé, www.games.com a été blogué par votre administrateur réseau,
Games

» Détails du diagnosti

Navigate to Reporting > Core Reports > Activity Search, you should see the log about the
attempts blocked by Umbrella for the Client PC.
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ard umbrella.com, 50180/#/reports/activity?encod ters=JTdCITE

1IN w +m o e

Free Trial:

+ [ LAST 24 HOURS ~

© Ui Activity Search

ed~ CLEAR

Columns All Reguests ~

o -

LTER BY Q O

Response Select Results per page: 50 ~ 1-50

O o Allowed
] ® Blocked Identity identity Used by Policy @  Intsmal IP External IP >
] & Proxied

105.96.14.9

Top Identities

= Q 10596
Management Protocol Sele
O & HTTP = = 105.96.14.9E
O & HTTPS - a 105.96
W fa 105.96
Event Type Select All
www facebook com Redouane 105.96.14.98
O ¥ Antivirus s L o
O = Application Redouant www facebook com 10596.14.98
| BB Ctern ARID
<« ¢ @ @ & -0 https//dashboard.umbrella.com/o/305 orts/activity R L N @ €
Free Trial:
Core Reports. Jal £ LAST 24 HOURS
e il T Core Repo f = -
asco Activity Search o
0 Q Advanced v CLEAR &8 Columns All Requests
FILTE aq O
Response Select Al Resulls per page: 50 ~ 1-50
O © Allowed
O © Blocked ¢ Identity Used by Policy @  Internal IP External IP Actior Gategories >
[ = Proxied
Redouane o 2 198 © Blocked  Social Networking
Redouane ).254.253 498 @ Blocked  Social Networking
Management Protocol
O & HTTP Redouane 498 @ Blocked  Social Networking
£x -
00 & HITPS o uane 105961496 © Blocked  Social Neworking
& Redouane 05961498 @ Blocked  Social Networking
Event Type

Admin Audit

. Redouane 198 © Blocked  Social Networking
[ 3 Antivirus

O ™= Applicatior Redouane
] 20 AMP
[0 W Content Category .

1.98 @ Bic

Social Networking

Redouane

© Bloc!

Social Neworking
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Core Reports

Top Destinat

Top

Top Identit

Mana,

a-o dashboard umbrella.com, 1180/#/report - fiter ] ZWNOZWi ZHgIMI - @ 1y U
wlia]y, FEROMNG / Core + £ LAST 24 HOURS ~
e i Activity Search ‘ '
Schedule Download
o Q ed CLEAR BB Columns All Requests ~
e
FILTER BY Q v
Response [ sperpage: 50 * 1-4of4
Identity Destination dentity Used by Policy §  Internal IP Extarnal IP Action >
@ Proxied
H o =1 c O Redouane 254253120 10596.14.98 @ Blocked
O Redouans games._corm O Redouans 54.253.120 105.96.14.98 © Blocked
Protocol Select All
[ & HITP O Redouane .5 cor O Redouane 54 0 105961498 @ Alowed
00 & HTTPS O Redouane games cor O Redouane 20 © Allowed
< >

Event Type Select All
[ # Antivirus
O ™= Application
[ = Cisco AMP
[ % Content Category
[m] Destination List
a Integration

O &~ hitp srd.umbrella.com 1 reports/acti ¢ ye2v XRIUMF JIMjily LI+ ¢ L N @ ¢
R LI + £ LAST 24 HOUR!

© i Activity Search
Downiload
0 Q nced * CLEAR EE Columns All Requests «

Pl TS

FILTE Q o)

Response Select Al

O © Allowed

O e Blocked Identity Destination

O & Proxied

2 Redouane www.4shared.com

Redor www.4shai
Protocol Select Al
O & HTTP Redouane ared.com
[0 & HTTPS . pedouane

Redouane 33 4shared com
Event Type Selact Al

2 Redouane dc393.4shared

[ 4 Antivirus

[J & Application

[ = Cisco AMP

[ W Content Category

dc400 4shared com

dc612 dshared com
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Lab 1: Static VTI Point-To-Point tunnel

Tunnel 0
ip unnumbered fa0/0

192.0.2.0/24 192.51.100.0/24
Internet
Tunnel 0 Tunnel 0
ip unnumbered fa0/0 ip unnumbered fa0i0
Fa0/0 Fa0/0
Lo0: Lo0:
172.16.1.1 ‘_ Static VTI Point-to-Point Tunnel - 10.10.10.1/24

R1:

interface Lo@

ip address 172.16.1.1 255.255.255.0
!

interface FastEtherneto/o

ip address 192.0.2.1 255.255.255.0
no shutd

|

ip route 0.0.0.0 0.0.0.0 192.0.2.2

R2:

interface FastEtherneto/o

ip address 192.0.2.2 255.255.255.0

no shutd

!

interface FastEtherneto/1

ip address 192.51.100.2 255.255.255.0

no shutd

|

ip route 10.10.10.0 255.255.255.0 192.51.100.1
ip route 172.16.1.0 255.255.255.0 192.0.2.1

R3:

interface Lo©

ip address 10.10.10.1 255.255.255.0
!

interface FastEtherneto/o

ip address 192.51.100.1 255.255.255.0
no shutd

!

ip route 0.0.0.0 0.0.0.0 192.51.100.2
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Create an ISAKMP policy with the following parameters:
1. Authentication: pre-shared

Encryption algorithm: AES 128
Hash algorithm: SHA

Key exchange method: 14
Lifetime: 1 hour

aproNdN

R1(config)#crypto isakmp policy 10
R1(config-isakmp)#authe pre
R1(config-isakmp)#hash sha
R1(config-isakmp)#encr aes 128
R1(config-isakmp)#group 14
R1(config-isakmp)#lifetime 3600

R3(config)#crypto isakmp policy 10
R3(config-isakmp)#authe pre
R3(config-isakmp)#hash sha
R3(config-isakmp)#encr aes 128
R3(config-isakmp)#group 14
R3(config-isakmp)#lifetime 3600

On R1 create a PSK and bind it to the IP address of R3:

R1(config)#crypto isakmp key cisco address 192.51.100.1

On R3 create a PSK and bind it to the IP address of R1:

R3(config)#crypto isakmp key cisco address 192.0.2.1

On R1 and R3 create an IPsec transform set for user traffic protection. Use ESP with 128 bit
AES as the encryption transform, and use ESP with SHA (HMAC variant) as the authentication
transform:

R1(config)#crypto ipsec transform-set MYSET esp-aes esp-sha-hmac
R3(config)#crypto ipsec transform-set MYSET esp-aes esp-sha-hmac

Create an IPsec profile and include transform set in the profile:

R1(config)#tcrypto ipsec profile MYPROFILE
R1(ipsec-profile)#set transform-set MYSET

R3(config)#tcrypto ipsec profile MYPROFILE
R3(ipsec-profile)#set transform-set MYSET

On R1 create a new tunnel interface. Configure the interface to use the IP address of fa0/0.
Specify a tunnel source fa0/0 and a tunnel destination 192.51.100.1:

R1(config)#int tunnel ©

R1(config-if)#ip unnumbered fa@/@
R1(config-if)#tunnel source fa@/@
R1(config-if)#tunnel destination 192.51.100.1
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On R3 create a new tunnel interface. Configure the interface to use the IP address of fa0/0.
Specify a tunnel source fa0/0 and a tunnel destination 192.0.2.1:

R3(config)#int tunnel ©

R3(config-if)#ip unnumbered fa0/0
R3(config-if)#tunnel source fa0/0
R3(config-if)#tunnel destination 192.0.2.1

Specify IPsec as the tunnel encapsulation. Specify the traffic protection policy by referencing
the configured IPsec profile.

R1(config)#interface tunnel ©
R1(config-if)#tunnel mode ipsec ipv4
R1(config-if)#tunnel protection ipsec profile MYPROFILE

R3(config)#interface tunnel ©
R3(config-if)#tunnel mode ipsec ipv4
R3(config-if)#tunnel protection ipsec profile MYPROFILE

On R1 create a static route to 10.10.10.0/24:

R1(config)#ip route 10.10.10.0 255.255.255.0 tunnel @

On R3 create a static route to 172.16.1.0/24:

R3(config)#ip route 172.16.1.0 255.255.255.0 tunnel ©

On R1 and R2. Verify the ISAKMP Security Association using the show crypto isakmp sa
command, the status should be active:

Rl#tshow crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
192.0.2.1 192.51.100.1 QM_IDLE 1001 ACTIVE

IPv6 Crypto ISAKMP SA

R1#

R3#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
192.0.2.1 192.51.100.1 QM_IDLE 1001 ACTIVE

IPv6e Crypto ISAKMP SA

R3#

On R1 and R2. Verify the IPsec Security Association using the show crypto ipsec sa command.
Notice there are no packets encapsulated or de-encapsulated (encrypted or decrypted):

R1l#show crypto ipsec sa
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interface: Tunnel@
Crypto map tag: Tunnel@-head-0, local addr 192.0.2.1

protected vrf: (none)

local ident (addr/mask/prot/port):

remote ident (addr/mask/prot/port):

current_peer 192.51.100.1 port 500
PERMIT, flags={origin_is acl,}

#pkts encaps: @, #pkts encrypt: @, #pkts digest: ©

#tpkts decaps: 0, #pkts decrypt: @, #pkts verify: ©

#pkts compressed: 0, #pkts decompressed: ©

#pkts not compressed: 0, #pkts compr. failed: ©

#pkts not decompressed: 0, #pkts decompress failed: ©

#send errors 0, #recv errors 0

(0.0.0.0/0.0.0.0/0/0)
(0.0.0.0/0.0.0.0/0/0)

local crypto endpt.: 192.0.2.1, remote crypto endpt.: 192.51.100.1
path mtu 1500, ip mtu 1500, ip mtu idb FastEtherneto/o

current outbound spi: OxB49AA172(3030032754)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxBD1DEQ5F(3172851807)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: 1, sibling flags 80000040, crypto map: Tunnel@-head-©
sa timing: remaining key lifetime (k/sec): (4325414/3512)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)
spi: Ox53F6272C(1408640812)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: 3, sibling flags 80000040, crypto map: Tunnel®-head-©
sa timing: remaining key lifetime (k/sec): (4187316/3513)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxA551FC8C(2773613708)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: 2, sibling flags 80000040, crypto map: Tunnel@-head-©
sa timing: remaining key lifetime (k/sec): (4325414/3512)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

spi: OxB49AA172(3030032754)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
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conn id: 4, flow_id: 4, sibling flags 80000040, crypto map: Tunnel@-head-©

sa timing: remaining key lifetime (k/sec): (4187316/3513)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:
R1#

From R1, ping 10.10.10.1 (R3 router internal IP. The ping should be successful:

R1l#ping 10.10.10.1 source 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.10.1, timeout is 2 seconds:

Packet sent with a source address of 172.16.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 464/490/528 ms
R1#

On R1 verify the status of the IPsec SA again. Observe the packet count for encrypted and
decrypted increase by five packets. The static VTI point-to-point interface is operational:

R1l#show crypto ipsec sa

interface: Tunnel®
Crypto map tag: Tunnel@-head-0, local addr 192.0.2.1

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 192.51.100.1 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5
#tpkts compressed: 0, #pkts decompressed: ©
#pkts not compressed: 0, #pkts compr. failed: ©
#pkts not decompressed: 0, #pkts decompress failed: ©
#tsend errors 0, #recv errors 0

local crypto endpt.: 192.0.2.1, remote crypto endpt.: 192.51.100.1
path mtu 1500, ip mtu 1500, ip mtu idb FastEtherneto/o

current outbound spi: ©xB49AA172(3030032754)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: OxBD1DE@5F(3172851807)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 1, flow_id: 1, sibling flags 80000040, crypto map: Tunnel@-head-0

sa timing: remaining key lifetime (k/sec): (4325414/3444)
IV size: 16 bytes
replay detection support: Y

Network Security All-in-one
Cisco ASA FTD WSA Umbrella VPN ISE Layer 2 Security
All Right Reserved
128




Status: ACTIVE(ACTIVE)
spi: Ox53F6272C(1408640812)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: 3, sibling flags 80000040, crypto map: Tunnel@-head-©
sa timing: remaining key lifetime (k/sec): (4187315/3445)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxA551FC8C(2773613708)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: 2, sibling flags 80000040, crypto map: Tunnel@-head-©
sa timing: remaining key lifetime (k/sec): (4325414/3444)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

spi: OxB49AA172(3030032754)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: 4, sibling flags 80000040, crypto map: Tunnel@-head-0
sa timing: remaining key lifetime (k/sec): (4187315/3445)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:
R1#
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Lab 3: VPN Site-to-Site with dynamic IP

LoD Fa0/0
10.1.1.1/24 - A 14.0.0.0/24

Hub  StaticlP

Site to Site IPSec VPN with Dynamic IP

Lo0
10.2.2.2/24
Spoke
24.0.0.0/24 Dynamique IP P
Fa0/0
4
Lo0
10.3.3.324

Endpoint is typically used when we have a branch sites

which obtains a dynamic public IP from the Internet ISP. For example an ADSL connection.
One important note is that Site-to-Site VPN with Dynamic remote routers Public IP addresses
can only be brought up by the remote site routers as only they are aware of the Hubs router

Public IP address.

R1 the Hub has a static public IP address. R2 and R3 the spokes have a public dynamic IP

addresses.

Configure the IP addressing as illustrated in the topology:

R1:

interface Loopbacke

ip address 10.1.1.1 255.255.255.0
!

interface FastEtherneto/o

ip address 14.0.0.1 255.255.255.0
no shutdown

!

ip route 0.0.0.0 0.0.0.0 14.0.0.4

R2:

interface Loopbacke

ip address 10.2.2.2 255.255.255.0
!

interface FastEtherneto/0

ip address 24.0.0.2 255.255.255.0
no shutdown

!

ip route 0.0.0.0 0.0.0.0 24.0.0.4
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R3:

interface Loopback®

ip address 10.3.3.3 255.255.255.0
!

interface FastEtherneto/0

ip address 34.0.0.3 255.255.255.0
no shutdown

!

ip route 0.0.0.0 0.0.0.0 34.0.0.4

Configure NAT translation to translate the LAN networks connected to R1, R2 and R3. Exclude
traffic between LAN networks from NAT operation. Note on R2 and R3, only the traffic coming
from their LAN network to the R1's LAN network should be excluded.

R1(config)#ip access-1list extended NAT-ACL
R1(config-ext-nacl)#deny ip 10.1.1.0 0.0.0.255 10.2.2.
R1(config-ext-nacl)#deny ip 10.1.1.0 0.0.0.255 10.3.3.
R1(config-ext-nacl)#permit ip 10.1.1.0 0.0.0.255 any
R1(config)ip nat inside source list NAT-ACL interface FastEthernet@/0 overload

0.0.0.255
0.0.0.255

R2(config)#ip access-list extended NAT-ACL

R2(config-ext-nacl)#deny ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255
R2(config-ext-nacl)#permit ip 10.2.2.0 0.0.0.255 any

R2(config)ip nat inside source list NAT-ACL interface FastEthernet®/0 overload

R3(config)#ip access-1list extended NAT-ACL

R3(config-ext-nacl)#deny ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0.255
R3(config-ext-nacl)#permit ip 10.3.3.0 0.0.0.255 any

R3(config)ip nat inside source list NAT-ACL interface FastEthernet@/0 overload

Enable the NAT on Lo0 (inside) and fa0/0 (outside) interfaces.

R1(config)interface
R1(config-if)ip nat
R1(config)interface
R1(config-if)ip nat

Loopbacke
inside
fao/0
outside

R2(config)interface
R2(config-if)ip nat
R2(config)interface
R2(config-if)ip nat

Loopbacke
inside
fa0/0
outside

R1(config)interface
R1(config-if)ip nat
R1(config)interface
R1(config-if)ip nat

Loopbacke
inside
fao/0
outside

Configure Interesting Traffic:

R1(config)#ip access-1list extended VPN-TO-R2

R1(config-ext-nacl)#permit ip 10.1.1.0 0.0.0.255 10.2.2.0 0.0.0.255
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R1(config)#ip access-1list extended VPN-TO-R3
R1(config-ext-nacl)#permit ip 10.1.1.0 0.0.0.255 10.3.3.0 0.0.0.255

R2(config)#ip access-1list extended VPN-TO-R1
R2(config-ext-nacl)#permit ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255

R3(config)#ip access-1list extended VPN-TO-R1
R3(config-ext-nacl)#permit ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0.255

Configure Phase 1 ISAKMP:

For ISAKMP policy use the following parameters:
1-Encryption: aes

2-Hash: sha

3-Authentication: pre-share

4-Diffie-Helman: Group 1

On R1:

R1(config)#crypto isakmp policy 10
R1(config-isakmp)#encr aes
R1(config-isakmp)#hash sha
R1(config-isakmp)#authentication pre-share
R1(config-isakmp)#group 1

On R2:

R2(config)#crypto isakmp policy 1
R2(config-isakmp)#encr aes
R2(config-isakmp)#hash sha
R2(config-isakmp)#authentication pre-share
R2(config-isakmp)#group 1

On R3:

R3(config)#crypto isakmp policy 1
R3(config-isakmp)#encr aes
R3(config-isakmp)#hash sha
R3(config-isakmp)#authentication pre-share
R3(config-isakmp)#group 1

On R2 and R3, define the pre-shared key for authentication with the Hub R1 14.0.0.1:

R2(config)#tcrypto isakmp key cisco address 14.0.0.1

R3(config)#tcrypto isakmp key cisco address 14.0.0.1

Configure Phase 2 IPsec on Spokes R2 and R3:

On R2 and R3. Configure a transform set with AES encryption and SHA-HMAC for

authentication.
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‘Rz(config)#crypto ipsec transform-set TEST esp-aes esp-sha-hmac

R3(config)#crypto ipsec transform-set TEST esp-aes esp-sha-hmac

On R2 and R3. Configure a crypto map and attach the transform-set, the peer address of R1
and the ACL that defines the interesting traffic:

R2(config)#tcrypto map VPNMAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

R2(config-crypto-map)# set peer 14.0.0.1

R2(config-crypto-map)# set transform-set TEST

R2(config-crypto-map)# match address VPN-TO-R1

R3(config)#tcrypto map VPNMAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

R3(config-crypto-map)# set peer 14.0.0.1

R3(config-crypto-map)# set transform-set TEST

R3(config-crypto-map)# match address VPN-TO-R1

Attach the crypto map above to the Fa0/0 interface:

R2(config)#interface FastEtherneto/0
R2(config-if)# crypto map VPNMAP

R3(config)#interface FastEtherneto/0
R3(config-if)# crypto map VPNMAP

On R1, define the pre-shared key for authentication with the Spokes R2 and R3. We configure a
wildcard mask (0.0.0.0 0.0.0.0) for the pre-shared key

because we don’t know the public IP addresses of R2 and R3 since they a dynamic IP
addresses. R1 will accept isakmp requests from any router which has the correct pre-shared
key.

R1(config)#tcrypto isakmp key cisco address 0.0.0.0 0.0.0.0

Remember, R2 and R3 are configured previously with a static crypto map which was
referencing a peer IP address of R1 (14.0.0.1). Since the IP address of R2 and R3 are not
known, we need to configure a “Dynamic Crypto Map” which will be used in the “Static Crypto
Map”.

First on R1 configure two transform set with AES encryption and SHA-HMAC for
authentication. Note (we can use one transform set which will be used for encryption for both
R2 and R3):

R1(config)#crypto ipsec transform-set TEST-TO-R2 esp-aes esp-sha-hmac
R1(config)#crypto ipsec transform-set TEST-TO-R3 esp-aes esp-sha-hmac

Create a dynamic crypto map (DYNMAP-R2) and references the transform set "TEST-TO-R2"
and the ACL "VPN-TO-R2™:
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R1(config)#crypto dynamic-map dynmap-R2 10
R1(config-crypto-map)# set transform-set TEST-TO-R2
R1(config-crypto-map)# match address VPN-TO-R2

Create a dynamic crypto map (DYNMAP-R3) and references the transform set "TEST-TO-R3"
and the ACL "VPN-TO-R3"™:

R1(config)#crypto dynamic-map dynmap-R3 20
R1(config-crypto-map)# set transform-set TEST-TO-R3
R1(config-crypto-map)# match address VPN-TO-R3

Then create a static crypto map (VPNMAP) which uses the dynamic map configured
previously:

R1(config)#crypto map VPNMAP 10 ipsec-isakmp dynamic dynmap-R2
R1(config)#tcrypto map VPNMAP 20 ipsec-isakmp dynamic dynmap-R3

Attach the static crypto map (VPNMAP) to the fa0/0 interface:

R1(config)#interface FastEtherneto/o
R1(config-if)#crypto map VPNMAP

To test, deny the translation of ICMP packets in the ACL "NAT-ACL"

R1(config-ext-nacl)#ip access-list extended NAT-ACL
R1(config-ext-nacl)#21 deny icmp 10.1.1.0 0.0.0.255 10.

2.2.0 0.0.0.255
R1(config-ext-nacl)#22 deny icmp 10.1.1.0 0.0.0.255 10.3.3.0 0.0.0.255

R2(config-if)#ip access-list ext NAT-ACL
R2(config-ext-nacl)#15 deny icmp 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255

R3(config-if)#ip access-list ext NAT-ACL
R3(config-ext-nacl)#15 deny icmp 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0.255

Let's try a ping from R3 to the LAN network of the HUB with a the 100 interface as a source.
Note Only the Spoke routers R2 and R3 are aware of R1 public IP address (14.0.0.1) because it
is static, and therefore only the Spoke router can initiate the VPN tunnel.

R3#ping 10.1.1.1 sou 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Packet sent with a source address of 10.3.3.3

Success rate is 80 percent (4/5), round-trip min/avg/max = 220/246/272 ms
R3#

The ISAKMP has been established between R1 and R3:

R3#tshow crypto isakmp sa det
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - IKE Extended Authentication
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psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime
Cap.
1002 34.0.0.3 14.0.0.1 ACTIVE aes sha psk 1 23:58:55

Engine-id:Conn-id = SW:2
IPv6 Crypto ISAKMP SA

R3#

The IPsec SA is established between R1 and R3. Since one ICMP packet is lost, the number of
the encrypted/decrypted packet is 4:

R3#show crypto ipsec sa | s local|remote|pkts
Crypto map tag: VPNMAP, local addr 34.0.0.3
local ident (addr/mask/prot/port): (10.3.3.0/255.255.255.0/0/9)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: ©
#pkts not compressed: 0, #pkts compr. failed: ©
#pkts not decompressed: 0, #pkts decompress failed: ©
local crypto endpt.: 34.0.0.3, remote crypto endpt.: 14.0.0.1

R3#

On R1, the Hub has only one ISAKMP sa with R3, the ISAKMP sa is not yet negociated with R2:

Rl#tshow crypto isakmp sa det
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime
Cap.
1003 14.0.0.1 34.0.0.3 ACTIVE aes sha psk 1 23:54:06

Engine-id:Conn-id = SW:3
IPv6 Crypto ISAKMP SA

R1#

The IPses SA on R1 shown the same number of encrypted/decrypted packets (4) :

Ri1#show crypto ipsec sa | s local]|remote|pkts
Crypto map tag: VPNMAP, local addr 14.0.0.1
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local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.3.3.0/255.255.255.0/0/0)
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: ©
#pkts not compressed: 0, #pkts compr. failed: ©
#pkts not decompressed: 0, #pkts decompress failed: ©
local crypto endpt.: 14.0.0.1, remote crypto endpt.: 34.0.0.3

R1#

Let's try a ping from R2 with Lo0 as the source to the LAN network of R1:

R2#ping 10.1.1.1 sou 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Packet sent with a source address of 10.2.2.2

Success rate is 80 percent (4/5), round-trip min/avg/max = 172/220/252 ms
R2#

The ISAKMP sa has been established between R1 and R2:

R2#show crypto isakmp sa det
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime
Cap.
1002 24.0.0.2 14.0.0.1 ACTIVE aes sha psk 1 23:59:10

Engine-id:Conn-id = SW:2
IPv6 Crypto ISAKMP SA

R2#

The IPsec SA on R2 shown 4 four encrypted/decrypted packets, because one ICMP echo is
lost:

R2#show crypto ipsec sa | s local|remote|pkts
Crypto map tag: VPNMAP, local addr 24.0.0.2
local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#tpkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: ©
#pkts not compressed: 0, #pkts compr. failed: ©
#pkts not decompressed: 0, #pkts decompress failed: ©
local crypto endpt.: 24.0.0.2, remote crypto endpt.: 14.0.0.1
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R2#

R1 has now two ISAKMP sa with R2 and R3:

Rl#show crypto isakmp sa det
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime

Cap.

1004 14.0.0.1 24.0.0.2 ACTIVE aes sha psk 1 23:57:24
Engine-id:Conn-id = SW:4

1003 14.0.0.1 34.0.0.3 ACTIVE aes sha psk 1 23:48:25

Engine-id:Conn-id = SW:3

IPv6e Crypto ISAKMP SA

R1#

Now R1 has built two IPsec sa with R2 and R3:

Rl#tshow crypto ipsec sa | s local|remote]|pkts
Crypto map tag: VPNMAP, local addr 14.0.0.1

local

remote
#pkts
#pkts
#pkts
#pkts
#pkts

ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
encaps: 4, #pkts encrypt: 4, #pkts digest: 4

decaps: 4, #pkts decrypt: 4, #pkts verify: 4

compressed: 0, #pkts decompressed: ©

not compressed: 0, #pkts compr. failed: ©

not decompressed: 0, #pkts decompress failed: @

local crypto endpt.: 14.0.0.1, remote crypto endpt.: 24.0.0.2

local

remote
#pkts
#pkts
#pkts
#pkts
#pkts

ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
ident (addr/mask/prot/port): (10.3.3.0/255.255.255.0/0/9)
encaps: 4, #pkts encrypt: 4, #pkts digest: 4

decaps: 4, #pkts decrypt: 4, #pkts verify: 4

compressed: 0, #pkts decompressed: ©

not compressed: 0, #pkts compr. failed: ©

not decompressed: 0, #pkts decompress failed: ©

local crypto endpt.: 14.0.0.1, remote crypto endpt.: 34.0.0.3

R1#

The show crypto session command at R1 router displays all remote Spoke routers public IP

addresses:

R1#show crypto session
Crypto session current status
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Interface: FastEtherneto/o
Session status: UP-ACTIVE
Peer: 24.0.0.2 port 500
IKEvl SA: local 14.0.0.1/500 remote 24.0.0.2/500 Active
IPSEC FLOW: permit ip 10.1.1.0/255.255.255.0 10.2.2.0/255.255.255.0
Active SAs: 2, origin: dynamic crypto map

Interface: FastEtherneto/o
Session status: UP-ACTIVE
Peer: 34.0.0.3 port 500
IKEvl SA: local 14.0.0.1/500 remote 34.0.0.3/500 Active
IPSEC FLOW: permit ip 10.1.1.0/255.255.255.0 10.3.3.0/255.255.255.0
Active SAs: 2, origin: dynamic crypto map

R1#
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Lab 3: Advanced 802.1X Configuration

ISE Server
192.168.1.254

User jwhite should use the physical port Fao/2 VLAN1
. 192.168.1.1

A
Admin PC
192.168.1.10

The challenge is: A user jdoe is allowed to access the network only through the
physical port FastEthernet 0/1 of the switch and the user jwhite is allowed to access
the network only through the physical port FastEthernet 0/2.

The compound conditions is as follow:

If the ISE sees in the Radius Access Request sent by the switch the Subject Radius
User-Name Attribute = jdoe AND if ISE sees also the Port Radius NAS PORT Id
Attribute = FastEthernet 0/1 then the ISE will apply an appropriate Authorization
Profile. Otherwise ISE will deny the access, in other words if the user jdoe is
connected to another physical port, the ISE server will block the network access.

If the ISE sees in the Radius Access Request sent by the switch the Subject Radius
User-Name Attribute = jwhite AND if ISE sees also the Port Radius NAS PORT Id
Attribute = FastEthernet 0/2 then the ISE will apply an appropriate Authorization
Profile.

On Switch SW-1, configure radius service.

SW-1(config)#radius server ISE-RAD
SW-1(config-radius-server)#address ipv4 192.168.1.254
SW-1(config-radius-server)#key cisco

Enable AAA and create an 802.1X authentication method list.

SW-1(config)#aaa new-model
SW-1(config)#aaa authentication dot1x default group radius
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Enable 802.1X authentication globally on your switch.

| SW-1(config)#dot1x system-auth-control

Configure the switch for use RADIUS authorization.

| SW-1(config)#aaa authorization network default group radius

Configure the switch for RADIUS accounting.

SW-1(config)#aaa accounting dot1x default start-stop group radius

Configure the port for access mode.

SW-1(config)#int fa1/0/48
SW-1(config-if)j#switchport mode access

Enable 802.1X authentication on the ports Fa0/1 and Fa0/2.

SW1(config)#int fa0/1
SW1(config-if)#authentication port-control auto
SW1(config-if)#dot1x pae authenticator

SW1(config)#int fa0/2
SW1(config-if)#authentication port-control auto
SWH1(config-if)j#dot1x pae authenticator

Create Two users.
Navigate to Administration > Identity Management > Identities.

Create a user jdoe with password Cisco123.

‘dsee Identity Services Engine Home  » ConlextVisbiity  » Operatons b Policy o s License Warning &

»System  wldentityManagement b Network Resources  » Device Portal Management  pxGrid Services  # Feed Service  » Threat Centric NAC

videntities  Groups  Extemal ldentity Sources  Identity Source Sequences b Settings
o
Network / 1 > New Network Access User
Users
w Hetwork Access User
Latest Manual Network Scan Results

*Name | jdoe

status B Enabled v

Password Type: | Intemal Users
Password Re-Enter Password

| [eenerees | [ Generate Password |

J | [ Genesate Password | (i

| setect an tem
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~ Administration

» Threat Centric NAC

» System v ldentty Management b Metwork Resources b Device Portal Management  pxGrid Services b Feed Service
~Identites  Groups  External Identity Sources  Identity Source Sequences  » Seftings
o
Network Access Users List > New Network Access User
Users

w Network Access User
Latest Manual Network Scan Results

*Name [jwhite

states |[B Enabled v

w Passwords

Password Type: | nternal Users bl

Password Re-Enter Password

*Login Password | sesessans [ | | Generate Password |

Enable Password | [ | [ Generate Password | i

¥ User Information
¥ Account Options
¥ Account Disable Policy

* User Groups

Select an tem
=

Create a user jwhite with password Cisco1234.

Identity Services Eng

- Administration

» Threat Ceniric NAG

» System  ~ideniity Management b Network Resaurces  » Device Portal Management  pxGrid Services  » Feed Service
widentities  Groups  External Identity Sources  Identity Source Sequences b Setfings
L]
Users Network Access Users
| &
Latest Manual Network Scan Results a3 @ G,
JEdt deadd | Echange status | @olmport g Export » | 3¢ Delete » Ly Dupicate Show | Al Mk 3
Status Name « Desciption Frst Name Last Name Emai Address User Identty Groups Admin
[ @ Enabled jdoe John Doe
U @ Enabled jwhie
[ @ Enabled test

Create Network Device Group
Navigate to Administration > Network Resources > Network Device Groups.

Click Add and Type ALL Switches as the Name.
Select All Device Types in the Parent Group field.
Click Save.

Identity Services Ei

inistration

b System b identity Management = Network Resources b Device Portal Management  puGrid Services  # Feed Service  # Threat Centric NAC

» Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  Extemal MDM  » Location Services

Network Device Groups

All Groups Choose group ~
O Refresh 4 Add Duplicate Edit rash Show group members & Impot B Exportw BB Flat Table  o* Expand Al 4 Collapse All o~
O Mame Description No. of Network Devices

(m] All Device Types All Device Types

O  AlLocations Al Locations

O » IPSEC Deviee Is this a RADIUS
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Add Group

Name * ALL Switches
Description
Parent Group * All Device Types x v

License Warning &

nagers  ExternalMDM  » Location Senvices

Network Device Groups

All Groups Choose group ~

2 Refresh = Add A Import 2 Export= BB Flat Table #* Expand Al # Collapse All

Name Description No. of Network Devices

Add the Switch as AAA Client in the Cisco ISE

Navigate to Administration > Network Resources > Network Devices. The Network Devices
window will open.

In the right section window, click Add. The AAA Client window opens.
In the Name field, type SW-1 as the name of your switch.

In the IP Address field, enter 192.168.1.1/32. this the IP address of the switch interface that will
forward RADIUS packets to Cisco ISE.

From the Device Type drop-down menu, select All Switches.

To activate Radius Authentication Settings, click the check box.
In the Shared Secret field, enter a shared secret of cisco.
Click the Submit button.
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‘&l dentity Services Engine [ C i Op:  Admiristration

»System b Identity Management v Hetwork Resources b Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  Extemal MDM  » Location Services.
@  Hetwork Devices List > SW-1

Network Devices Network Devices

Defaut Device * Name [SW-1
Device Securiy Seftings Description

PAddess P [192188.11 [ =

* Device Profile | 4% Cisca| = &

ModelName [ ~]

* Network Device Group

Lecation Al Lacations 3 | | SerTo Defaur

IPSEC [no | | set To Defaut

Device Type [ALL Switches Set To Defaul

B . RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

*Shared Secret [geses | [Show

Navigate to Policy > Policy Sets.
Click the plus icon (+) to create a new Policy Set.

‘s Identity Services Engine: Home b ContextVisibity  » Operations (RGN * Administrafion b Work Cenlers License Warning A

Poicy Sets  Profiing  Posture  Chient Provisioning  » Policy Elements

Poicy Sefs

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions View

@  Defaut Default policy set Default Network Access ERg 14 & >

Enter Wired as the policy set Name.

"dedl \dentity Services Engine Home  » ContextVisbiity  » Operations + Administration License Warmning &

Policy Sets | Profing  Postue  Client Provisioning  » Policy Elements:

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View
/s O e + T * L >
@  Defau Defaul policy set Default Network Access x v [ 14 & >

Click in the Conditions field to create a new condition and treat the following
condition:

Click the words Click to add an attribute to select an attribute for the new
condition.

Click the Symbol Network device and select the following condition DEVICE:Device Type EQUALS
All Device Types#All Switches.

Assign the Allowed Protocols/Server Sequence named Default Network
Access.
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Click Save.

bl |dentity Services Engine

‘cisco Home » Context Visibility ~ » Operations

Policy Sets ~ Profing  Postwe  Client Provisioning  » Policy Elements

Policy Sets

+  Status Policy Set Name Description

s ©

@  Defaun Default policy sel

» Administration + Work C

Resetal Hitcourts ] Reset 1 Save §

Conditions Allowed Protocols / Server Sequence Hits  Actions View
o Default Network Access xv & »
Default Network Access xv 14 o >

bl dentity Services Engine

Home

Policy Sets  Profilng  Posture  Client Provisioning  » Policy Elements
Policy Sets
+ Status  Policy Set Name Description
@  wied
@  Defaul Default policy set

~ Policy Administrafion Work Centers canse W

ResetAll Hit
Conditions Allowed Protocols / Server Sequence Hits  Actions View
CJ  DEWICE Device Type EQUALS All Device Types#ALL Switches Default Network Access =~ 4 0 ke >
Default Network Access v * 14 >
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Lab 4: Guest Access With Self-Registered Portal

ISE Server
192.168.1.254

Fa0/24
Guest PC EI Fa0/3 Mgl F.0/2 IS0 Web Server
DHCP | 192.168.1.20
y -
4 Fa0/1 Int Vian 1 —
192.168.1.1

Z
Admin PC
192.168.1.10

Configure Authentication, Authorization and Accounting for DOT1X.

SW-1(config)#aaa new-model

SW-1(config)#aaa authentication dotlx default group radius
SW-1(config)#aaa authorization network default group radius
SW-1(config)#aaa accounting dotlx default start-stop group radius
SW-1(config)#aaa accounting network default start-stop group radius

Enable DOT1X globally.

SW-1(config)#dotlx system-auth-control

Configure an ACL that will be used to classify the traffic that will be redirected to WebAuth.
This ACL should permit all HTTP (TCP/80) and HTTPS traffic (TCP/443). All web traffic should
be redirected to the Web Authentication portal. The ACL will be forwarded by an authorization
profile configured later on the ISE.

SW-1(config)#ip access-list extended ACL-WEB-REDIRECT
SW-1(config-ext-nacl)# permit tcp any any eq www
SW-1(config-ext-nacl)# permit tcp any any eq 443
SW-1(config-ext-nacl)# deny ip any any
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configure radius service.

SW-1(config)#radius server ISE-RAD
SW-1(config-radius-server)#address ipv4 192.168.1.254
SW-1(config-radius-server)ttkey cisco

Configure the Switch to accept the Downloadable ACL sent by ISE.

SW-1(config)#radius-server vsa send authentication

The Guest PC is connected to interface fa0/3 on SW-1. Configure the following commands on

fa0/3 interface.

SW-1(config)#interface FastEtherneto/3

SW-1(config-if)#
SW-1(config-if)#
SW-1(config-if)#
SW-1(config-if)#
SW-1(config-if)#
SW-1(config-if)#
SW-1(config-if)#

switchport mode access
authentication order mab dotilx
authentication port-control auto
mab

dotlx pae authenticator

dotlx timeout tx-period 10
spanning-tree portfast

Generate an RSA key pair with modulus 1024, and enable HTTP and HTTPS services. The RSA
key pair is needed to support HTTPS connections. The switch must run the HTTP and HTTPS
services to be able to redirect users to Central WebAuth running on the Cisco ISE.

SW-1(config)#crypto key generate rsa
SW-1(config)#ip http server
SW-1(config)#ip http secure-server

Access the ISE GUI using the url HTTPS://192.168.1.254 .

Create Network Device Group
Navigate to Administration > Network Resources > Network Device Groups.

Click Add and Type ALL Switches as the Name.
Select All Device Types in the Parent Group field.
Click Save.

Network Device Groups

Al Groups Chaose group ~

NAC

vice Profiles  External RADIUS Servers

RADIUS

anagers  Extemal MDM  » Location Service:

& mpon B Expote BB FlatTable ” Expand Al # Collapse Al o~

Description No. of Network Devices
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https://192.168.1.254/

Add Group

Name * ALL Switches
Description
Parent Group * All Device Types x v

License Warning &

nagers  ExternalMDM  » Location Senvices

Network Device Groups

All Groups Choose group ~

2 Refresh = Add A Import 2 Export= BB Flat Table #* Expand Al # Collapse All

Name Description No. of Network Devices

Add the Switch as AAA Client in the Cisco ISE

Navigate to Administration > Network Resources > Network Devices. The Network Devices
window will open.

In the right section window, click Add. The AAA Client window opens.
In the Name field, type SW-1 as the name of your switch.

In the IP Address field, enter 192.168.1.1/32. this the IP address of the switch interface that will
forward RADIUS packets to Cisco ISE.

From the Device Type drop-down menu, select All Switches.

To activate Radius Authentication Settings, click the check box.
In the Shared Secret field, enter a shared secret of cisco.
Click the Submit button.
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‘&l dentity Services Engine [ C i Op:  Admiristration

»System b Identity Management v Hetwork Resources b Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  Extemal MDM  » Location Services.
@  Hetwork Devices List > SW-1

Network Devices Network Devices

Defaut Device * Name [SW-1
Device Securiy Seftings Description

PAddess P [192188.11 [ =

* Device Profile | 4% Cisca| = &

ModelName [ ~]

* Network Device Group

Lecation Al Lacations 3 | | SerTo Defaur

IPSEC [no | | set To Defaut

Device Type [ALL Switches Set To Defaul

B . RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

*Shared Secret [geses | [Show

Navigate to Policy > Policy Sets.
Click the plus icon (+) to create a new Policy Set.

‘s Identity Services Engine: Home b ContextVisibity  » Operations (RGN * Administrafion b Work Cenlers License Warning A

Poicy Sets  Profiing  Posture  Chient Provisioning  » Policy Elements

Poicy Sefs

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions View

@  Defaut Default policy set Default Network Access ERg 14 & >

Enter Wired as the policy set Name.

"dedl \dentity Services Engine Home  » ContextVisbiity  » Operations + Administration License Warmning &

Policy Sets | Profing  Postue  Client Provisioning  » Policy Elements:

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View
/s O e + T * L >
@  Defau Defaul policy set Default Network Access x v [ 14 & >

Click in the Conditions field to create a new condition and treat the following
condition:

Click the words Click to add an attribute to select an attribute for the new
condition.

Click the Symbol Network device and select the following condition DEVICE:Device Type EQUALS
All Device Types#All Switches.

Assign the Allowed Protocols/Server Sequence named Default Network
Access.
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Click Save.

License Warning 4

‘il Identity Services Engine Home  » ContextVisbilty  » Operations » Administration  » Work Centers

Policy Sets | Profiing  Posture  Client Provisioning  » Policy Elements

Policy Sets ResetAll Hitcounts @ m

Allowed Protocols / Server Sequence Hits  Actions View

+ Status  Policy Set Name Description Conditions
£ @ Ll DEVICE Device Type EQUALS All Device Types#ALL Switches Default Network Access x v 4 f. >
@  Defau Defaul policy set Default Network Access x v [ 14 o >

License Waming &

el Identity Services Engine iome Context Visibility Oy ons: ~ Palicy » Administration ¥ Work Centers

Polcy Sets  Profilng  Postre  Client Prowisioning  » Policy Elements

Policy Sets ResetAll Hitcounts

Allowed Protocols / Server Sequence Hits  Actions View

+ Status  Policy Set Name Description Conditions
@ Wired CJ  DEWICE Device Type EQUALS All Device Types#ALL Switches Default Network Access M 0 >
©@  Defaur Default policy set Defaull Network Access v+ 14 £+ >

Create Authentication Policy for the Wired connection.

Navigate to Policy > Policy Set > Wired
Edit the Policy Set.
Click the (+) symbol to create a new authentication policy.

License Warning &

“tusl Identity Services Engine b C siilty + Operations = Policy ¥ Administration bW

PolicySets | Profiing  Postwre  Client Provisioning  » Policy Elements

Policy Sets = Wired ResetAll Hitcounts.

Allowed Protocols / Server Sequence Hits

Status  Policy Set Name Description Gonditions
@  Wired L} DEVICE Device Type EQUALS All Device Types#ALL Swilches Default Network Access PRaE 3 0
# Authentication Policy (1)
+ Status  Rule Name Conditions Use Hits  Actions
A1_User_ID_Stores
@  Defaur 9 Fe

¥ Options

¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions

¥ Autharization Policy (1)

Enter the name Dot1X for Wired.

Click the (+) symbol to assign a condition to the rule.
Assign the condition Wired_802.1X.

Use the Identity Source Internal Users.
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» Work Centers

dentity Services Engine: Home G y Operations [N+ Administiaton

Poicy Sets  Profiing  Posture  Client Provisioning ¥ Policy Elements

Allowed Protocols / Server Sequence Hits

Policy Sets = Wired

Status  Policy Set Name Description Conditions
@  wied L DEVICE Device Type EQUALS All Device Types#ALL Swilches Default Network Access =~ 0
+ Authentication Policy (2)
+ Status Rule Name Conditions Use Hits  Actions
Internal Users
Ve @  Dottxfor Wired 4 &
¥ Options
All_User_ID_Stores
@ Default [} L+
» Options

¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
¥ Authorization Policy (1)

License Warning &

b identity Services Engine Home b C y  » Operations

PolicySets  Profiing  Posture  Client Provisioning b Policy Elements
ResetAll Hitcounts ] Reset @

Policy Sets = Wired
Allowed Protocols / Server Sequence Hits

Status  Policy Set Name: Description Conditions
@ . L] DEVICE Device Type EQUALS All Device Types#ALL Switches Detautt Network Access x v
& Authentication Policy (2)
+  Status Rule Name Conditions Use Hits  Actions
nternal Users uv
rd @ Dot for B wied_soz.1x o
¥ Options
DenyAccess -
y ®  Defaut 0 E e
> Options

¥ Authorization Policy - Local Exceptions
¥ Autherization Policy - Global Exceptions

¥ Authorization Policy (1)

o

Create a DACL which will control access prior to web authentication.
In ISE, navigate to Policy >Policy Elements-Results, Authorization >Downloadable ACLs.

Click Add.
Enter Web-Auth-ACL in the Name field.
Define the ACL entries as follow, make sure the connectivity toward ISE 192.168.1.254 is allowed,

also allow DHCP so that the PC can get an IP address. Optionally you can permit ICMP for
troubleshooting purposes.
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“ties Identity Services Engine o y v Operations  [RTNESN ) Admnistration

Policy Sets  Profling  Posture  Client Provisioning = Policy Elements

Dictionaries b Conditions Results

Downloadable ACL List = New Downloadable ACL
» Authentication
Downloadable ACL
~ Authorization * Name | Web-Auth-ACL
Authorization Profiles Descripbion
Downloadable ACLs
+ Profiling IPversion @iPvd OiPve O Agnostic 7
* DACL Gontent [JIBSHB8H permit ip any host 192.166.1 254
» Posture

0112 permit udp any Any &6 bootps
4314151 permit udp a0y 9 bootns &0y

¥ Client Provisioning BIT1818 permit icmp any any

¥ Check DACL Syntax

Submit Cancel

Create another DACL which will allow access to network after web authentication.
Click Add.
Enter Guest-ACL in the Name field, allow all traffic.

"dseo’ Identity Services Engine Home b G wsibity b Operations  [ERCSSIEH  + Administraton

PolcySets  Profling  Postwre  Client Provisioning | ¥ Policy Elements

Dictionaries b Conditions  + Results
o
Downloadable ACL List > New D ACL
+ Authentication
Downloadable ACL
~ Authorization * Name | Guest-ACL
Authorization Profiles Descripion
Dawnloadable ACLs
» Profiling IPversion @iPve OiPve O Agnostic

* DACL Content. [M2S488R permit ip any any
+ Posture s

*» Client Provisioning

* Check DACL Syntax

‘&l Identity Services Engine fome: C Yy » Operations + Administration b Work Centers License Warning &

Policy Sets  Profiing  Posture  Client Prowisioning  + Policy Elements

Dictionaries  » Conditions = Results

o
i Downloadable ACLs
» Authentication Selected 0 | Toal 8 @ 5 .
7 Ede o PyDupicats 3¢ Delete IS
 Authortzation / iy X showl %
[ Name Description
Authorization Profies O ACLAdmir
Downloadable ACLS O acL-Empoyee
G O oe IPV4_TRAFFIC Deny al ipv4 traffic
» Profili
" [] DENY_ALL_IPVE_TRAFFIC Deny al ipv6 waffic
b Posture O Guest-acl
[] PERMIT_ALL_IPV4_TRAFFIC Alow al ipv4 Traffic
» Client Provisioning [ PERMIT_ALL_IPVE_TRAFFIC Mowe al ipvé Traffic

[ web-Auth-ACL

Create an authorization profile for web authentication.
Navigate to Policy > Policy Elements > Results, Authorization > Authorization Profiles.
Click Add.

Configure these attributes:

Name: Web portal profile
Access Type: ACCESS_ACCEPT
DACL: Web-Auth-ACL

Note: This ACL controls traffic allowed prior to successful authentication of the user by Web Auth.
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Web Redirection: Centralized Web Authentication, ACL: ACL-WEB-REDIRECT, Value: Self-
Registered Guest Portal (Default)

Note: This ACL does not block traffic. It specifies which of the allowed traffic is redirected to the web
authentication portal.

Make sure the redirect ACL name matches exactly the ACL configured on the switch.
Click Submit.

iyt Identity Services Engine Home  +C

» Operations  [ERCWISHN  » Administration  » Work Centers License Waming &

Policy Sets  Profiing  Posture  Client Provisioning  + Policy Elements
Dictionaries  » Conditions  ~ Results

o
Authorization Profiles > New Authorization Profile

Authorization Profile

¥ Authentication

~ Authorization *Name [ web portal profie |
Authorization Profiles Deseription |
Dovnloadable ACLS " Access Type |ACCESS_ACCEPT -

» Profiling

Network Device Profle | #& Cisco v

bLEmeD Senice Template ]

*+ Client Provisioning Track Movement [ §

Passive dentty Tracking [

« Common Tasks

(] pacL Mame Web-Auth-ACL|

[ 1Pv6 DACL Name

sl |dentity Services Engine

‘cisca c Visiblity  » Operations [ERGSLICIN  » Administration  » Wark Centers License Warning &

PolicySets  Prafiing  Posture  Client Provisioning = Policy Elements
Dictionaries ~ » Condiions _ Resuts

(-]
Authorization Profiles > New Authorization Profile

Authorization Profile

» Authentication

~ Authorization *Name | web portal profie

Authorizabion Frofiles Description |

Downloadable ACLS “accessType [ACCESSACCEPT =]
Pl Network Device Profie &k Cisco| v| &
» Posture

Service Template []
» Client Provisioning Track Movement [7]

Passive Identity Tracking [

+ Common Tasks

[ voice Domain Permission

A web Redirection (CWa, MOM, NSP, CPP) i

Centralized Web Auth hd ACL ACL-WEB-REDIRECT Value | :gstered Guest Portal (defaul) = |

[ Display Gertiicates Renewial Message

Create an authorization profile for guest access after web authentication.

Navigate to Policy > Policy Elements > Results, Authorization > Authorization Profiles.
Click Add.

Configure these attributes:

Name: Guest profile

Access Type: ACCESS_ACCEPT
DACL: Guest-ACL.

Click Submit.
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Services Engine

PoicySets  Profiing  Postwre  Chient Provisioning |~ Policy Elements
Dictionaries  » Condtions _ ~ Results

Authorization Profiles > New Authorization Profile

Authorization Profile

= Authorization *MName | Guest Profie

b Authentication

Authorization Profiles Deseription |

Downloadable ACLs *Access Type [ACCESS ACCEPT -
» Profiing Network Device Profie | & Cisco =
+ Posture

Service Template [
+ Client Provisioning Track Movement [ §

Passive Identity Tracking [ i

* Common Tasks

[ pacL Name [Guest-nct

[11Pv6 DACL Name

Identity Services Engine

~ Policy
Policy Sets  Profiing  Posture  Chent Provisioning |~ Policy Elements.

Dictionanes ~ » Conddtions  ~ Results

o
i e Standard Authorization Profiles
For Policy Export go to Administration > Syste
- Authorization Selected 0 | Total 12 &
JEdt dpadd [yDupkcate ¢ Deiste Show [al -8
Autharizaton Profiles - -
[n! | Descrption
Downloadable ACLS =
v . .
Profiling O Defaul profiie used to blackist wreless devices. Ensure that you configure a BLAGKHOLE ACL on the Wiele
» Posture n Defauk profie used for Cisco Phones.
[ Cisco_Temporal_Onboard Onboard the device with Csco temporal agent
» Clie P s oni
O O Cisco_WebAuth Defauk Profile used to redrect users ta the CWA portal,
O employee-profie
O Guest Profie
[ NSP_Onboard Onboard the device wth Native Supplcant Provisioning
[ Non_Cisco_IP_Phones Defaut Profi used for Non Csco Phones.
O web portal profile
[ Denyas Defauit Profi cess type as Access-Reject
O Permitaccess Defaut Profik wth access type as Access-Accept

Navigate to Policy > Policy Sets. Edit the Policy Set named Wired.

Identity Services Engine

Folicy Sets ~ Profiling  Posture  Client Provisioning  » Policy Elements

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View
@  wied B DEVICE Device Type EQUALS All Device Types#ALL Switches Default Network Access ERdE o >
@  Defaut Default policy set Default Network Access x v 5 o3 >

Expand the Authorization Policy.
Scroll down until you see the Default Authorization Policy. In the Results (Profiles), select the
Authorization Profile Web portal profile.
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+Policy

Policy Sets ~ Profiing  Posture  Client Provisioning  » Policy Elements

@ Wired [=] Device Type EQUALS All Device Types#ALL Switches Default Network Access » v S &1
¥ Authentication Policy (2)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
¥ Authorization Policy (5)
Results
+
Stalus  Rule Name Conditions Profiles Security Groups. Hits  Actions
Employee AuthaZ M dentityGroup-Name EQUALS User identity Groups Emp-Group = Employee-profile + v
Admin AuthoZ & \dentityGroup Name EQUALS User dentity Groups Admin-Group x Admin-profile +* - = 11 &
A Radius UserName EQUALS jdoe
@ Jdoe AuthoZ AND = PermitAccess + -+ 1 o

B  RadusNAS-Portid EQUALS FastEthernel(/1

1 Radius-User-Name EQUALS jwhite
@ Jwhite AuthoZ AND *PermitAccess + ect f T+ 1 1
B Radius NAS-Portdd EQUALS FastEthemeti2

*Demccess + ect - * 4 o

Policy Sets  Profiing  Posture  Client Provisioning  # Policy Elements

@ Wired Ll  DEVICE Device Type EQUALS All Device Types#ALL Switches Default Network Access x v (4 61

¥ Authentication Policy (2)
¥ Authorization Policy - Local Exceptions

¥ Authorization Policy - Global Exceptions

W Authorization Policy (5)
Results
+
Status Rule Name Conditions Profiles Security Groups Hits Actions
@  Employes AuthoZ & identityGroup-Name EQUALS User Identity Groups-Emp-Group

Admin AuthoZ

& IdentityGroup Name EQUALS User Identity Groups-Admin-(

* Employee-profie

* Admin-profile

XL Radius User-Name EQUALS jdoe
@ sdoe Authoz AND * PermiAccess + .+ 3 o
[B  Radius NAS-Portid EQUALS FastEthemet0it

L Radius User-Name EQUALS jwhite
©  iwhite Authoz AND * PermitAccess + -+ 1 o
[ Radius NAS-Port4d EQUALS FastEthernetdi2

s @  Defaut * web portal profile + -+ 4 f e

Create an Authorization Policy for guest access.
Enter the name Guest Access.

Click in the Conditions field to create a new condition.
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-l Identity Services Engine

Policy Sets | Profing  Postwre  Chient Provisioning  » Policy Elements

@ Wired Gd  DEVICE Device Type EQUALS All Device Types#ALL Swilches Default Network Access x v 4 81
¥ Authentication Policy (2)
> ization Policy - Local
> i Policy - Global
 Authorization Policy (6)
Results
+
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
e + + lect f . -+
Employee AuthoZ M MenttyGroup Name EQUALS User identty Groups Emp-Group * Employee-profile + f v+
Admin AuthoZ & ientityGroup Name EQUALS User ldentity Groups-Admin-Group * Admin-prafile + lect f t ~ 1
A Radus User-Name EQUALS jdoe
@  JdoeAuthoZ AND * PermiAccess + lect f t ' o
Radius NAS-Portld EQUALS FastEthemet'1
L Radus-User-Name EQUALS jwhite
@  white AuthoZ AND *Permithccess + -+ 1 L3
B RadusNAS-Portdd EQUALS FastEthemet0r2

From the Library

Select the Guest_Flow condition and move it to the Editor.

Conditions Studio
Library

Search by Name

9 DaeREFRERAECLOE R

BYOD_is_Registered @

Catalyst_Switch_Local Web_Authenticat
ion

@

Compliance_Unknown_Devices
Compliant_Devices

EAP-MSCHAPv2

Guest_Flow

MAC_in_SAN

@
®
®
EAP-TLS 0]
@
@
®

Network_Access_Authentication_Passed

00D 0D 0D DO 0 @ @ @ m

Non_Cisco_Profiled_Phones

Editor

Click to add an attribute

Equals 2 Attribute value

New AND OR
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Conditions Studio
Library Editor
Search by Name Guest_Flow
0E0eenEFEEFACLOE S Set to 'Is not' @ Duplicate @
E BYOD_is_Registered @

Catalyst_Switch_Local_Web_Authenticat New AND OR

@
on

Compliance_Unknown_Devices
Compliant_Devices

EAP-MSCHAPv2

Guest_Flow

@

@

@

EAP-TLS @
@

MAC_in_SAN ®
@

Network_Access_Authentication_Passed

D0 000D Do

Non_Cisco_Profiled_Phones

IF you edit the Guest_Flow condition you see the Attribute Network Access: UseCase Equals
Guest Flow.

What does Guest Flow mean?

Guest-access authorization with ISE happens in two stages. The initial flow is a MAC authentication
Bypass (MAB), where ISE authorizes the endpoint for URL redirect to itself. This results in the web
traffic from the guest user’s device to be redirected to the ISE Guest portal. Note that at this stage, the
network device (switch or WLC) and ISE will track the endpoint’s network connection with a common
session ID. When a guest user logs in with

guest credentials, the guest user ID is merged with the existing MAB session. This part of the process
is termed as Guest Flow, where an existing MAB session gets guest user context appended to it.

2l Identity Services Engine Home Con sibiity  » Operations [ESRISMN ) Administration  » Work Centers License Waming &

Policy Sets ~ Profiing  Posture  Client Provisioning = Policy E

Dictionaries = Condtions  » Resuts
Library Gondilions Lirwy Edior
Smart Conditions
Network Access-UseCase

Time and Date

@ 0= Q@ B B @ k4
Profiling = E ) 10k E’ Equals v Guest Flow ME ]
RlESSS BYOD _is_Registerad Settols not' Duplicate @
» Network Conditions

Catalyst_Switch_Local_Web_Authentication
a8 i Mew =~ AND  OR

S| Compliance_Unknown_Devices
@ Compliant_Devices
S| EAP-MSCHAPV2

EAP-TLS

[ CuestFlow

Network Security All-in-one
Cisco ASA FTD WSA Umbrella VPN ISE Layer 2 Security
All Right Reserved
157



In the Results (Profiles), select the Authorization Profile Guest profile.
Click Save.

‘sl Identity Services Engine Home  » ConlextVisbiity — » Operations [ERISSUSUN » Administration  » Work Centers License Waming &

Policy Sets ~ Profiling ~ Posture  Clent Provisioning  » Policy Elements

@ wired G DEVICE Device Type EQUALS All Device Types#ALL Switches Default Network Access v

¥ Authentication Policy (2)
¥ Authorization Policy - Local Exceptions.

¥ Authorization Policy - Global Exceptions

¥ Authorization Policy (6)
Results
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
; @ B Guest Flow Guest Profile + T+

@ 4 IdentityGroup-Name EQUALS User Identity Groups:Emp-Group + v+

@ M IdentityGroup-Name EQUALS User Identity Groups Admin-Group Admin-profile + v - "
AL Radius User-Name EQUALS jdoe

@ AND PerméAccess + .- . .
[ Radius NAS-Portld EQUALS FastEthemet0/1
A Radius User-Name EQUALS jwhite

@ AND PermiAccess * v+ 1 o
[ RadiusNAS-FortId EQUALS FasiEthemeli2

There are two authorization rules for guest access; the Default rule redirects unknown endpoints to
the Web portal profile for presenting to a Guest portal, and the Guest Access rule is used after users
enter their credentials (Guest Flow). This grants them internet access (Guest Profile).

' Identity Services Engine Home b ConfextVisibilty  » Operations [REEUSEM § Administration  » Work Centers License Waming &

Policy Sets  Profiing  Posture  Client Provisioning  » Policy Elements

3 Authorization Policy - Global Exceptions

W Authorization Policy (6)

Results
+ "
Status  Rule Name Conditions Profiles Security Groups Hits  Actions.
@  GuestAccess B Guest_Fiow * Guest Profile + ~ i 0
Employee AuthoZ & IdentityGroup-Name EQUALS User denlity Groups Emp-Group x Employee-profile + ~ i
Admin AuthoZ & identityGroup Name EQUALS User Identity Groups: Admin-Group % Admin-profile + -+
L Radius User-Name EQUALS jdoe
@  JdosputhoZ AND *PermitAccess + v - 1 &
¥  Radius-NAS-Portld EQUALS FasiEthemet0/1
L Radius User-Name EQUALS jwhite
@ AND *PermiAccess + -l 1 o
B RadusNAS-Portid EQUALS FastEthemet0r2
@ Default *web portal profile +* ~ 4 L+ ]

Create a MAB Authentication Policy under the Policy Set Wired.

Edit Authentication Policy and create Rule for MAB method, use the predefined condition
Wired_MAB, this condition is based on two other conditions, this is what we call Compound
Condition, there are two attributes for MAB, the NAS Port Type Equal Ethernet attribute to identify
the media used by the endpoint, and Service Type Equal Call Check attribute to identify the
authentication method, Call Check means MAB method.

Note: for Dot1X, the Service Type is Framed.

Use the Identity Source Internal Endpoints.
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Identity Services Engine: Home e y O v RIS+ Admnistration

Policy Sets Profiling  Posture  Chent Prowisioning  » Policy Elements.

Allowed Protocols / Server Sequence Hits

Policy Sets = Wired

Status  Policy Set Name Description Conditions
@  wieg Ed  DEVICE-Device Type EQUALS All Device Types#ALL Switches Defaul Network Access - = 61
¥ Authentication Policy (3)
+  Status Rule Name Conditions Use Hits  Actions
Internal Uisers v
@  Dat1xfor Wired B wired_s0z1x N o
¥ Options
Internal Endpoints -
” @ we B wied_ms &
¥ Options
DenyAccess v
©  Defaur 8 o
¥ Options

In the authentication policy, MAB for unknown internal endpoints, select Continue, which allows guest
endpoints (which are unknown) to continue authentication and be authorized for redirection to the

guest portal.
Click Save.

"dsds’ Identity Services Engine onlext Visibiity b Operations » Administration

Policy Sets  Profiing  Posture  Client Provisioning  # Policy Elements

CIIETD €D €

Allowed Protocols / Server Sequence Hits

Policy Sets = Wired

Status  Policy Set Name Description Conditions
@ g DEWICE Dewice Type EQUALS All Device Types#ALL Switches Default Network Access ERE 81
W Authentication Policy (3)
+  Status Rule Name Gonditions Use Hits  Actions
Internal Users -
@  Dottxfor Wreg B wied_s02.1x 1 &+
¥ Options
Internal Endpoints -
¥ Options
I Auth fail
REJECT *
/s © we B wied uas &
If User not found
CONTINUE xw

i Process fai

DROP
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‘it Identity Services Engine Home c y b Operations [EAROSMN ) Adminisiration

Policy Sets ~ Profiing  Postwe  Client Provisioning  » Policy Elements

Policy Sets = Wired

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits
@ I DEVIGE Device Type EQUALS All Device Types#ALL Svitches Default Network Access xv
™ Autheniication Policy (3)
+ Status  Rule Name Conditions Use Hits Actions

ntemal Users

®  Dottxfor Wired =] i_802.1X o3
¥ Options
ntemal Endpoints x v

@ s B wired maB 0 &
¥ Options
DenyAccess % v

@  Defaur 18 o

¥ Options

On the Guest PC, disable the 802.1X supplicant, wait few seconds.

Navigate to Operations > Radius > Live Logs.

Notice the Guest PC with MAC 008c.fa29.b453 is authenticated with MAB and redirected to the web
portal, the Authorization Profile Web portal profile is applied.

Click Authentication Detail Report.

‘tseo’ Identity Services Engine Home b Conl y ERSETCl » Folcy b Administration

~RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control ~ Reports.

LiveLogs  Live Sessions

H its @ figured Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @
0 0 0 < 2
Refresh  Never ~|Show Latest20records | ~|Wikhin Last 30 minutes |~
O Refresh @ ResetRepeatCounts & Export Tov Y Fiter v (- 24
Time Status Details. Repeat Identity Endpoint ID Endpoint P. Authenticat. .. Authorizati . Authorizati IP Address Network Device
X v -
How 12, 2018 11:37-12 323 FM o -] H 00:8C FA 20 B4:53 00:8C FA 20 B4:53 Unknown Wired >> MAB ~ Wired >> De..  web portal pr 192.168.1.2
Hov 12, 2019 11:37 ] a
Now 12, 2018 11:36 ] 7y
How 12, 2019 11:3¢ -] - 00:8CFA 20 8453 Unknown Wired >> MAB  Wired >> De..  web portal pr
How 12, 2019 11:33:4 Fy
How 12, 2018 11 a Y 00:8CFA29 8453 Unknown Wied >>De . webpontal pr
How 12, 2019 11:32.10 10 -] -] 0:8C FA29 B4 e
Mov 12, 2019 11 o
Nov 12, 2018 11 a 00:8C:FA20:B4:53 Unknawn Wired >> Do Wired >> Ad Admin-profile

The Authentication Policy MAB and Authorization Profile Web portal profile are applied, in the
Results section the ISE is sending two attributes, an URL Redirection that starts with
https://ISE.lab.locall.......cwa, cwa means Centralized Web Authentication, the second attribute is
a Dacl called Web-Auth-ACL.
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https://ise.lab.local/....../cwa

Overview

Event 5200 Authentication succeeded
Username 00:8C:FA:29:B4:53

Endpoint Id 00:8C:FA:29:B4:53
Endpoint Profile Unknown

Authentication Policy Wired == MAB

Authorization Policy Wired == Default
Authorization Result web portal profile

Authentication Details

Source Timestamp 2019-11-12 23:36:17.279
Received Timestamp 2019-11-12 23:36:17.279
Policy Server ISE

Event 5200 Authentication succeeded
Username 00:8C:FA:29:B4:53

User Type Host

Endpoint Id 00:8C-FA:29:B4:53

Calling Station Id 00-8C-FA-29-B4-53
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UserName 00:8C:FA:29:B4:53

User-Name 00-8C-FA-29-B4-53
Class CACS:C0A80101000000190095AB64:I1SE/362840588/102
cisco-av-pair url-redirect-acl=ACL-WEB-REDIRECT

url-redirect=https:/ISE lab_local:8443/portal
/gateway?sessionld=C0AB80101000000190095AB64&
portal=27041710-2e58-11e9-98fb-00505687 75a3&action=cwa&
token=bb9b634884edbae6f59f8fd351cadled

cisco-av-pair

url-redirect=https://ISE lab_local-B443/portal
[gateway?sessionld=C0A80101000000190095AB64&
portal=27041710-2e58-11e9-98fb-0050568775a3&action=cwa&
token=47bec4alb56e1f30249822ad82c130c7

cisco-av-pair

cisco-av-pair ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-Web-Auth-ACL-5dcb3583
cisco-av-pair profile-name=Unknown
LicenseTypes Base license consumed

On the switch verify that the Dacl Web-Auth-ACL is downloaded.

Sw-1#sh 1ip access-1ists S Web-£ -ACL
Extended IP access Tist XACS! IP-web-Auth-ACL-5dcb3583 (p
10 permit ip any host 192.168.1.254

20 permit udp any any eq bootps
30 permit udp any eq bootpc any
40 permit icmp any any

5 Ir"al - l 'tl-

You can view the details of the authentication on the switch using the sh authentication session int
f0/3 command, notice the URL Redirect and the Dacl Web-Auth-ACL.
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From the Guest PC, t

to access the web server at http://192.168.1.20.

., Mouvel onglet
c @ | Q. 192.168.1.20 > | Q_ Rechercher n @ & =
£t Most Visited (E) Getting Started  #:% Cisco.com Login Page
~
Ees
& Rechercher sur le Web -
28 Sites les plus visités ~
wikipedia reddit @amazon twitter
A Eléments-clés ~
<>
+
Commencez a naviguer puis nous afficherons des articles,
des vidéos ou d'autres pages gue vous avez récemment
visités ou ajoutés aux margue-pages.
v
The Guest PC is redirected to the URL Redirect https://ISE.lab.locall....../.cwa, but the PC fails the
DNS Resolution.
X
A Adresse introuvable x
(— X @ @ https://iselab.local:8443/portal/gateway?sessionld=C0AB01010000001 ADO9ETEASS v & | Q Rechercher In @O & =

st Visites etting Started . Cisco.com Login Page
Most Visited D Getting Started 1% Ci Login Pag

Hum, nous ne parvenons pas
a trouver ce site.

Impossible de se connecter au serveur & I'adresse ise.lab.local.
Si I'adresse est correcte, voici trois autres choses que vous
pouvez essayer de faire :

® Réessayer ultérieurement.

® Vérifier votre connexion au réseau.

® Si vous étes connecté au travers d'un pare-feu, vérifier que
Firefox a la permission d'accéder au Web.

Réessayer

Since we don’t have a DNS server to resolve the URL Redirect to the IP address 192.168.1.254 of
ISE, we can override this by instructing the ISE to replace the hostname ISE.lab.local by its IP

address in the Authorization Profile of Web Redirection, so edit the Authorization Profile Web portal
profile.
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http://192.168.1.20/
https://ise.lab.local/....../cwa

Go to Policy > Policy Elements > Results, expand Authorization in the Left Menu. Expand
Authorization Profiles. Click on the Authorization profile Web portal profile. Scroll to Web
Redirection (CWA, DRW, MDM, NSP, CPP).

ity 1dentity Services Engine Home MW Administratio s Warning 4

Policy Sets  Profiing  Posture  Client Provisioning = Policy Elements

Dictionanies  » Condiions  ~ Results

L]
R Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
= Authorization Selected 0 | Tatal 12 & 3
JEdt JeAdd [yDupicate 3¢ Delete Show [l =I5
Authorization Profiles Jl: = ‘ &
L Name = Descrption
Downloadable ACLS
O Admin-profie
S O Biackhole_Wireless Default profie used to blacklst wreless devices. Ensure that you configure a BLACKHOLE ACL on the Wirele
» Possam O cisco_l Defaut profie used for Csco
[ cisco_Tem; Onboard the d mporal agent
+ Client Provisioning O Cisco wes Defaut Profie used to ers to the CWA portal
O Employee-profiie
O cue
[0 NSP_Onboard Onboard the device wth Native Suppicant Pravisioning
O Mon_Cisco_lP_Phones ised for Non Csco Phanes.
O web portal profile
[ DenyAccess Default Profie with access type as Access-Reject
U PermitAccess Default Profie with access type as Access-Accep

Place a check mark in the Static IP/Host name FQDN box. Enter the IP address of the ISE
192.168.1.254.

Click Save.

‘dseo’ Identity Services Engine c ity Operatior RIS b Administration b W

PolicySets  Profiing  Posture  Client Provisioning = Policy Elements

Dictionaries  » Conditions  ~ Results

Authorization Profiles > web portal profie

Authorization Profile

~ Authorization *MName | web portal profie

Description |

*» Authentication

Autharization Profiles
Downloadable ACLs * Access Type

+ Profiling

Network Device Profie |4 Cisco| v (@
LhEE Service Template []
+ Client Pravisioning Track Movement [ i

Passive identty Tracking [

« Common Tasks

Web Redirection (CWA, MDM, NSP, CPP) (i

Centralized Web Auth . ACL [ ACL-WEB-REDIRECT Value egistered Guest Portal (defaut) »

4 Display Cerificales Renewal Message
O static IPHost name/FQON

Suppress Profiler CoA for endpoints in Logical Profile
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gl Identity Services Engine Home  » ConlextVishilty b Operations » Administration  » Work Centers

Po Profing  Posture  Glient Provisioning ~ ~ Policy Elements
Dictionaries  » Conditions  + Results
o

' web portal profile
» Authentication ) )
Authorization Profile

~ Authorization *MName [ web portal profie
ion Profiles Description

Autharizatior
Type |ACCESS ACCEPT 4

&% Cisco v

Downloadable ACLs

* Profiling Network De:

+ Posture

ce Template [
+ Client Provisioning Track Movement []

Passive ldentty Tracking []

* Common Tasks
[ Web Redirection (CWA, MDM, NSP, CPP) i

Centralized Wi

Auth o ACL | ACL-WEB-REDIRECT Value | egstered Guest Portal (defauk) ~

Display Certificates Renewal Message

Static IP/Host name/FQDN 192.168.1.254

Suppress Profiler CoA for endpoints in Logical Profile

In the Attributes Details, you can verify the cisco-av-pair, for URL Redirect, the hostname
ISE.lab.local is replaced by the IP address 192.168.1.254.

¥ Advanced Attributes Settings

Select an item ‘ = ‘

¥ Attributes Details

Access Type = ACCESS_ACCEPT

DACL = Web-Auth-ACL

dsco-av-par = url-redirect-acl=ACL-WEB-REDIRECT

dsco-av-par = url-redirect=https://192.168.1.254:port/portal/gateway?sessionld=SessionIdValue&portal=27041710-2e58-11e9-98h-0050568775a3&days T oExpiry=value&action=cwa

Save Reset

From the Guest PC, disable and enable the Network Card.
On the Switch a console message is displayed with a successful mab authentication and
authorization.

The show authenti session int f0/3 command shown that the IP address 192.168.1.254 is sent by
ISE instead of ISE.lab.local.
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Navigate to Operations > Radius > Live Logs.

Notice the Guest PC with MAC 008c.fa29.b453 is authenticated with MAB and redirected to the web
portal, the Authorization Profile Web portal profile is applied.

Click Authentication Detail Report.

Home b Confext Visibity Op »Poicy b Administraton  » Work Centers
-RADIUS  Th c NACLivelogs b TACACS b Troubleshoot b Adaptive Network Cantrol  Reports
A o y (] DIUSDrops@®  Client St Responding @ R o
0 0 0 4 3a
Refresh  Neve Show | Late : | Withn
 Refresh € Reset Repeat Counts B Export To v ¥ ritere Qv
Time Status Details Repeat ... Identity Endpoint ID Endpaint P. Authenticat... Authorizati Authorization Profiles  IP Address Network De
x
Q
a Q
»_' a
a a
B &
a a
-] a
(-] a
a a
-] Q

From the Guest PC, try to access the web server at http://192.168.1.20.
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http://192.168.1.20/
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