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In distributed deployment, each node installs a self-signed certificate signed by the system
and has the Object Type : Certificate Authority. This certificate is unique in that it's self-
signed, essentially ensuring for its own authenticity. It doesn’t require validation from an
external or superior entity because it already sits at the top of the trust hierarchy.

This self-signed certificate is used by the following services admin, EAP authentication,
RADIUS DTLS and portals.

Below the list of the self-signed certificate used by each node. Each certificate has the
Common Name equal to the FQDN of the node.
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on' Certificat

Général Détails Chemin d'acces de certification

@g Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de l'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d'autorités de certification de la racine de confiance.

Délivré a: pan-mnt-p.collab.com

Délivré par pan-mnt-p.collab.com

Valide du 26/05/2024 au 25/05/2029

Installer un certificat...



&al Certificat

Général Détails Chemin d'accés de certification

Chemin d'accés de certification

sl pan-mnt-p.collab.com

Etat du certificat :

Afficher le certificat

Ce certificat racine de l'autorité de certification n'est pas de confiance car
i ne fait pas partie du magasin d'autorités de certification de racine de
confiance.

PAN-MNT-S.

Defautt self-signed saml server ¢

[0 erificate - CN=SAML_pan-mnt-  Not in use SAML_pan-mnt-s_collab.com SAML_pan-mnt-s.collab.com Sun, 26 May 2024 Fri, 25 May 2029
s.collab.com
OU=Certificate Services System
Certificate, CN=pan-mnt-s.colla Certificate Services Endpoint Su Sat. 26 May 2029 )
[m} b.com#Certificate Services Endp pxGrid pan-mnt-s.collab.com b CA- pan-mnts Sat, 25 May 2024 3 y .
oint Sub CA - pan-mnt-s#00003
OU=ISE Messaging Service,CN=
pan-mnt-s.collab.com#Certificat  ISE Messaging o Certificate Services Endpoint Su Sat 26May2020 M
[} e Services Endpoint Sub CA-pa Service PRIEANIES cokab con) b CA - pan-mnt-s Sek@alay iz ’ % .
n-mnt-s#00003
EAP Authentication,
O S‘j‘””" sefi-signed server certiic  yin. Portal, Defautt Portal Certficate Group o1, runt.c collab.com pan-mnt-s collab.com Sun, 26 May 2024 Fri, 25 May 2029
RADIUS DTLS .
Default self-signed saml server ¢
(m} ertificate - CN=SAML_pan-mnt- ~ SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p-collab.com
» psn-t
» psn-2
oR! Certificat X

Général Détails Chemin d'accés de certification

b“‘ Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de I'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d’autorités de certification de la racine de confiance.

Installer un certificat...

Délivré a: pan-mnt-s.collab.com

Délivré par pan-mnt-s.collab.com

Valide du 26/05/2024 au 25/05/202%

Dédaration de 'émetteur




oal Certificat

Général Détails Chemin d'accés de certification

Chemin d'accés de certification

bl pan-mnt-s.collab.com

Etat du certificat :

Afficher le certificat

Ce certificat racine de |'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de racine de

con

PSN-1.

» pan-mnt-s

Default self-signed saml server ¢

O  ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab com
2 EAP Authentication,
O ;)tzfauk SRR IEHES RS Admin, Portal, D:elaull RS SEE psn-1.collab.com psn-1.collab.com Sun, 26 May 2024 Fri, 25 May 2029
RADIUS DTLS &
Default self-signed saml server ¢
O ertificate - CN=SAML_psn-1.colla Not in use SAML_psn-1.collab.com SAML_psn-1_collab.com Sun, 26 May 2024 Fri, 25 May 2029
b.com
OU=Certificate Services System
Certificate, CN=psn-1.collab.com - Certificate Services Endpoint Su Sat, 26 May 2029 7
O #Certficate Services Endpoint S pxGrid psn-1.collab.com b CA-psn-1 Sat, 25 May 2024 L ly .
ub CA - psn-1#00003
OU=ISE Messaging Service,CN=
o psn-1.collab.com#Certificate Ser ISE Messaging psn-1.collab.com Certificate Services Endpoint Su Sat, 25 May 2024 Sat, 26 May 2029

vices Endpoint Sub CA - psn-1#0
0003

» psn-2

Service

b CA-psn-1




ol Certificat %4

Général Détails Chemin d'accés de certification

ba Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de I'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d‘autorités de certification de la racine de confiance.

Délivré a: psn-1.collab.com

Délivré par psn-1.collab.com

Valide du 26/05/2024 au 25/05/2029

Installer un certificat... Dédaration de émetteur

ol Certificat X
Général Détails Chemin d'accés de certification

Chemin d'accés de certification
b psn-1.collab.com

Afficher le certificat

Etat du certificat :

Ce certificat racine de |'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de racine de
confiance.,

PSN-2.

» pan-mnt-s

» psn-1

Default self-signed saml server ¢

[0  ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
Default seif-signed saml server ¢
[0  ertificate - CN=SAML_psn-2.colla Not in use SAML_psn-2.collab.com SAML_psn-2.collab.com Sun, 26 May 2024 Fri, 25 May 2029
b.com
EAP Authentication,
| Dt seisined servercentic i iy Default Portal Certicate Group > ouop oo B oo S Ry S5 Fri 25 May 2029
d RADIUS DTLS :
OU=Certificate Services System
Certificate,CN=psn-2.collab.com 2 Certificate Senvices Endpoint Su s [
O #Certificate Services Endpoint S ud penScuiab o b CA-psn-2 o2 iy 0t . Y .
ub CA - psn-2#00003
OU=ISE Messaging Service,CN=
g Psn2.colab.comiCertiicate Ser ISE Messaging —— Certiicate Services Endpoint SU g 5 1 2024 Sat, 26 May 2020

vices Endpoint Sub CA - psn-2#0 Service
0004

b CA-psn-2




o' Certificat

Général Détails Chemin d'accés de certification

@,g Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: psn-2.collab.com

Délivré par Certificate Services Endpoint Sub CA - psn-2

Valide du 25/05/2024 au 26/05/2029

Installer un certificat... Dédaration de ['émetteur

o' Certificat
Général Détails Chemin d'accés de certification

Chemin d'accés de certification
e psn-2.collab.com

Etat du certificat :

Ce certificat racine de |'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d'autorités de certification de racine de
confiance.

When you install Cisco ISE cluster, an internal PKI hierarchy is built. The certificate

management are centralized on the Primary PAN where you can create, delete and renew
the nodes certificates.

First the primary PAN has the Root CA certificate representing the top of trust hierarchy as
shown below.



on' Certificat

Général Détails Chemin d'accés de certification

@“ Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de l'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d'autorités de certification de la racine de confiance.

Délivré a: Certificate Services Root CA - pan-mnt-p

Délivré par Certificate Services Root CA - pan-mnt-p

valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de 'émetteur

X

oR! Certificat
Général Détails Chemin d'accés de certification

Chemin d'accés de certification
lon! Certificate Services Root CA - pan-mnt-p

Etat du certificat :

Ce certificat racine de |'autorité de certification n'est pas de confiance car
il ne fait pas partie du magasin d’autorités de certification de racine de
confiance.

The PAN has also a subordinate certificate called Certificate Services Nodes CA - pan-mnt-p
signed by its Root CA certificate as shown below.



o' Certificat X

Général Détails Chemin d’accés de certification

@g Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Node CA - pan-mnt-p

Délivré par Certificate Services Root CA - pan-mnt-p

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de ['émetteur

o' Certificat
Général Détails Chemin d'accés de certification

Chemin d'accés de certification

bn] Certificate Services Root CA - pan-mnt-p
(] Certificate Services Node CA - pan-mnt-p

Ancher le certoncat

Etat du certificat :

Ce certificat est valide.

In additon the Primary PAN generates a subordinate certificate called Certificate Services
Endpoint Sub CA — pan-mnt-p and it is signed by the Node Certificate of the primary PAN
called "Certificate Services Nodes CA - pan-mnt-p".



bl Certificat

Général Détails Chemin d'accés de certification

b“ Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - pan-mnt-p

Délivré par Certificate Services Node CA - pan-mnt-p

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de I'émetteur

ol Certificat
Général Détails Chemin d'accés de certification

Chemin d'acces de certification

bl Certificate Services Root CA - pan-mnt-p
~-[5] Certificate Services Node CA - pan-mnt-p
~-[25] Certificate Services Endpoint Sub CA - pan-mnt-p

Afficher le certificat

Etat du certificat :

Ce certificat est valide.



Identity Services Engi

Administration

Expiration Status

Fn, 26 May 2034
Fri, 26 May 2034

Fri, 26 May 2034

~System b identity Management b Network Resources  » Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAG
Deployment  Licensing v Certiicates  » Logging  » Maintenance ~ Upgrade  » Backup & Restore  » Admin Access  » Settings
——
o
» Certificate Management CA Certificates
~ Cartificate Authority / it |k dmport. | @ Export (X Deete || ) View | [ Refresh |
Friendly Name Status Trusted For Serial Number Issued To Issued By Valid From Expiration Date
Overview
Issued Certiicates = TR R TECIOD T T T T e a—
Enabled Endpoints jofrastructure  go' 4 54 &5 01 =7 g0 70 il Sat, 25 May 2024
Certiicate Authority Certficates
3524 7E 17 4AB54ACC Centficate Senices Node
P 2 Infrastructure, points. o = n Sq 5 May

Internal CA Settings At p#00003 ) Ecimblec R M Bk 95 2B 2F 05 9C 5€ 02 F5 e CA - pan-mnt-p ok, 26 May 2004

Cortiicats Tompialos cate Services Root g T .. JIFEAAEBD7ABAD93 Certficate Services Root  Certficate Services Root ..
O Ca- pan-mat-p#00001 Il Eriskisd Infrastructure Endpoints 1y 36 64 05 126CB292  CA - pan-mat-p CA - pan-mnt-p Sk 25 Moy 2024

Extemal CA Settings Centficale Services OCSP
] ?fi%n?er pan-mat. Enabled e oS e T oy CA sty Sat, 25 May 2024 Sat, 26 May 2029
» pan-mnt-s
» psn-i
> psn-2

When you register the secondary PAN two subordinate certificates are

generated.

Certfficate Services Node

59 2B 6E BB 0D 3F 48 EF

Certificate Services Node

Cerifficate Services Root

v M M 2
[:] CA - pan-mnt-s#00007 & Enabled Infrastructure, Endpoints 8264 BAOASF AF B7CF  CA- pan-mnts CA- pan-miitp Sat, 25 May 2024 Fri, 26 May 2034
Certificate Services Certificate Services
OE CO OF CO 47 AD 45 AF Certificate Services Node
O3 | Endpoint S;g CA - pan Enabled Infrastructure Endpoints 9108 D345 60 07 72 DF E‘r:fp-umt Sub CA - pan: CA-pan-mni-s Sat, 25 May 2024 Fn, 26 May 2034
Certificate Services OCSP
37712D9F 3B654970  Certificate Services OCSP  Certificate Services Node
| S;gggg:er - pan-mnt- Enabled Infrastructure Endpoints s 663 00 654 EDB2 1A Responder . panmits  GA-panmits Sat, 25 May 2024 Sat, 26 May 2029
» psn-1
» psn-2

Certificate Services Nodes CA - pan-mnt-s signed by the primary PAN Root CA.

on! Certificat

Général Détails Chemin d'accés de certification

m Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Installer un certificat...

valide du 25/05/2024 au 26/05/2034

Délivré a: Certificate Services Node CA - pan-mnt-s

Délivré par Certificate Services Root CA - pan-mnt-p




o' Certificat X
Général Détails Chemin d'accés de certification
Chemin d'accés de certification

Bﬁj Certificate Services Root CA - pan-mnt-p
i--[5] Certificate Services Node CA - pan-mnt-s

Afficher le certificat

Etat du certificat :
Ce certificat est valide.

Certificate Services Endpoint Sub CA - pan-mnt-s signed by the subordinate certificate
Services Nodes CA - pan-mnt-s.

o' Certificat X

Général Détails Chemin d’accés de certification

@a Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - pan-mnt-s

Délivré par Certificate Services Node CA - pan-mnt-s

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de ['émetteur



o' Certificat
Général Détails Chemin d'accés de certification

Chemin d'accés de certification
by Certificate Services Root CA - pan-mnt-p
] Certificate Services Node CA - pan-mnt-s
] Certificate Services Endpoint Sub CA - pan-mnt-s

Afhcher le certifhcat

Etat du certificat :
Ce certificat est valide.

In addition, a server or entity certificate is generated for the secondary PAN with the
Common Name equal to the FQDN pan-mnt-s.collab.com, this server certificate is signed by
the subordinate certificate Services Endpoint Sub CA - pan-mnt-s.collab.com.

on' Certificat

Général Détails Chemin d'accés de certification

@R Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: pan-mnt-s.collab.com
Délivré par Certificate Services Endpoint Sub CA - pan-mnt-s

Valide du 25/05/2024 au 26/05/2029

Installer un certificat... Dédaration de I'émetteur



o' Certificat
Général Détails Chemin d'accés de certification

Chemin d'accés de certification

0nJ Certificate Services Root CA - pan-mnt-p
{5 Certificate Services Node CA - pan-mnt-s
5] Certificate Services Endpoint Sub CA - pan-mnt-s
5] pan-mnt-s.collab.com

Etat du certificat :

Ce certificat est valide.

When you register the Policy Service Node PSN, each PSN node is provisioned a
subordinate certificate called Certificate Services Endpoint Sub CA and it is signed by the
Node Certificate of the primary PAN called "Certificate Services Nodes CA - pan-mnt-p".

In this example, the PSN-1 is provisioned with a subordinate certificate called "Certificate
Services Endpoint Sub CA - PSN-1".

o' Certificat

Général Détails Chemin d'accés de certification

@g Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - psn-1

Délivré par Certificate Services Node CA - pan-mnt-p

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de émetteur



R Certificat X

Général Détails Chemin d'acces de certification
Chemin d'acces de certification

byl Certificate Services Root CA - pan-mnt-p

-] Certificate Services Node CA - pan-mnt-p
-] Certificate Services Endpoint Sub CA - psn-1

Afficher le certificat

Etat du certificat :
Ce certificat est valide,

The PSN-2 is provisioned with a subordinate certificate called "Certificate Services Endpoint
Sub CA - PSN-2".

on! Certificat X

Général Détails Chemin d’accés de certification

m Informations sur le certificat

Impossible de vérifier ce certificat auprés d'une
Autorité de certification de confiance.

Délivré a: Certificate Services Endpoint Sub CA - psn-2

Délivré par Certificate Services Node CA - pan-mnt-p

Valide du 25/05/2024 au 26/05/2034

Installer un certificat... Dédaration de 'émetteur



on' Certificat

Général Détails Chemin d'accés de certification
Chemin d'accés de certification
Certificate Services Root CA - pan-mnt-p
(] Certificate Services Node CA - pan-mnt-p
-] Certificate Services Endpoint Sub CA - psn-2

Afficher le certificat

Etat du certificat :
Ce certificat est valide.

By default, each node uses the self-signed certificate for the following services: admin

access, EAP authentication, RADIUS DTLS and portals.

Identity Services Engine

~ Administration

» Feed Service  » Threat Centric NAC

v System | b identity Management  » Network Resources  » Device Portal Management  pxGrid Services
Deployment  Licensing v Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings
o
 Certificate Management System Certificates 4, For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
System Certificates / Ede | [ Generate Self Sgned Certificate. | (o Import | @ Export | (X Delete || )0 View
Trusted Certificates Friendly Name Used By Portal group tag Issued To Issued By Vaiid From Exprration Date
OU=Certiiicate Services System
Certific i Certficate Services s\ Sat 26
Cotiicale Shping Reg ests s o ’“ZﬂCN :g’e“r";l‘cz(“é”:u pxGrid pan-mnt-p.callab.com b“f;’{‘;; r:r“"pe Endpoint SU 551 25 May 2024 Sat, 26 May 2029
Certficate Periodic Check Settings oint Sub CA - pan-mnt p:JUM
e OU=ISE Messaging Service, CN=
» Certificate Authority pan-mnt-p.collab.com#Certificat  ISE Messaging Certficate Services Endpoint Su
g i te Servic Sat, 26 May 2024 sat, 26 May2020 (@
D ¢ Services Endpont SubCA-pa. Service Coal i i b CA - pan-mnt-p S 2
n-mnt-pH0000"
Defaul Si sami server ¢
O erificate ML_pan-mnt-  SAML SAML_pan-mnt-pcollabcom  SAML_pan-mnt-pcolabcom  Sun, 26 May 2024 Fri, 25 May 2029
p collab com
EAP Authentication,
ult sef-signed server c o Cenficats tay 20
O Demlsek sgned savercediio, b pn Default Portal Certficate GroUp. o, vy 1 colab.com pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 26 May 2029
RADIUS DTLS .
»> pan-mnt-s
» psn-1
» psn-2

Default self-signed saml server ¢

[0 ertificate - CN=SAML_pan-mnt-  Notin use
s.collab.com
OU=Certificate Services System

o Certificate, CN=pan-mnt-s.colla pxGrid

b.com#Certificate Services Endp
oint Sub CA - pan-mnt-s#00003
OU=ISE Messaging Service,CN=

pan-mnt-s.collab.com#Certificat  ISE Messaging

SAML_pan-mnt-s.collab.com

pan-mnt-s.collab.com

SAML_pan-mnt-s.collab.com

Certificate Services Endpoint Su
b CA - pan-mnt-s

Certificate Services Endpoint Su

Sun, 26 May 2024

Sat, 25 May 2024

Sat, 25 May 2024

Fri, 25 May 2029

Sat, 26 May 2029

Sat, 26 May 2029

D15 Sertices Endpoink Sub CA=pa. Senice pelbmeEs colab com b CA - pan-mnt-s
n-mnt-s#00003
EAP Authentication,
Defautt self-signed server certic Admin, Portal D?iau\( Portal Certficate Group pan-mnt-s.collab.com pan-mnt-s.collab.com Sun, 26 May 2024 Fri, 25 May 2029
ate i
RADIUS DTLS
Default self-signed saml server ¢
[J ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
» psn-t

> psn2




» pan-mnt-s

Default self-signed saml server ¢
() ertificate - CN=SAML_pan-mnt-
p.collabcom

SAML

SAML_pan-mnt-p.collab.com

SAML_pan-mnt-p.collab.com

Sun, 26 May 2024

Fri, 25 May 2029

Default self-signed server certific
o ate

EAP Authentication,
Admin, Portal,
RADIUS DTLS =

Default Portal Certificate Group

psn-1.collab.com

psn-1.collab.com

Sun, 26 May 2024

Fri, 25 May 2029

Default self-signed saml server ¢
[0 ertificate - CN=SAML_psn-1.colla

b.com

OU=Certificate Services System

Certificate, CN=psn-1.collab.com
0 #Certificate Services Endpoint S

ub CA - psn-1#00003

OU=ISE Messaging Service, CN=
O psn-1.collab.com#Certificate Ser

Not in use

pxGrid

ISE Messaging

SAML_psn-1.collab.com

psn-1.collab.com

psn-1.collab.com

SAML_psn-1.collab.com

Certificate Services Endpoint Su
b CA-psn-1

Certificate Services Endpoint Su

Sun, 26 May 2024

Sat, 25 May 2024

Sat, 25 May 2024

Fri, 25 May 2029

Sat, 26 May 2029

Sat, 26 May 2029

vices Endpoint Sub CA - psn-1#0 Service b CA - psn-1
0003
» psn-2
» pan-mnt-s
» psn-1
Default self-signed saml server ¢
[0  ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029
p.collab.com
Default self-signed saml server c
[0  ertificate - CN=SAML_psn-2.colla Not in use SAML_psn-2 collab.com SAML_psn-2.collab.com Sun, 26 May 2024 Fri, 25 May 2029
b.com
EAP Authentication, 4
O D(efaun self-signed server certific Admin, Portal, Default Portal Certificate Group psnd cobabeom pan colsbcom Sun, 26 May 2024 Fri, 25 May 2029
s RADIUS DTLS .
OU=Certificate Services System
O Certificate, CN=psn-2.collab.com pxGrid psn-2.collab.com Certificate Services Endpoint Su Sat, 25 May 2024 Sat, 26 May 2029

#Certificate Services Endpoint S

ub CA - psn-2#00003

OU=ISE Messaging Service, CN=

psn-2.collab.com#Certificate Ser
O vices Endpoint Sub CA - psn-2#0

0004

ISE Messaging
Service

psn-2.collab.com

b CA-psn-2

Certificate Services Endpoint Su
b CA - psn-2

Sat, 25 May 2024

Sat, 26 May 2029

We can instruct each node to use another system certificate such as the one used for pxGrid
which is signed by the Certificate Services Endpoint Sub CA of each node.

Primary PAN pan-mnt-p.

Services Engine

~ Administration

~System | Identity Management  » Network
~ Certficates
—_—

Deployment  Licensing

~ Certificate Management

System Certiicates
Trisied Centiicates Friendly Name Used By
OCSP Client Profile XIpSTaNE
OU=Certficate Senvices System
Certficate Signing Requests Certiicate CN=pan-mat-p.colla
b coméCaertiicale Services Endp PXO™
Certiicate Periodic Check Settings aint Sub CA - pan-mnl-p#00002
i OU=ISE Messaging Service,CN=
¥ Centificate Authority [y  Pan-mntp.colabcomeCerticat  ISE Messagng
& Services Endpoint Sub CA-pa  Service
n-mnt-p£00001
Default sef-signed sami server ¢
[0 etiicate - CN=SAML_pan-mnt-  SAML
p.collab com
. EAP Authentication
[ Detakschsgned sener coic o, b
iid RADIUS DTLS
» pan-mnt-s
> psat

»p

» Logging

Resources b Device Portal Management

» Maintenance  Upgrade

50-2

piGrid Services

» Backup & Restore

» Feed Service  » Threat Centric NAC

» AdminAccess  » Setiings

[/ Edx | {4 Generate Seif Signed Certiicate | (4 Import | (@ Export | (3¢ Dekete | (17 View |

System Certificates ), For disaster recovery i is recommended to export certificate and private key pairs of all system certficates.

Portal group tag Issued To Issued By
Centificate Services Endpoint Su
pan-mnt-p.collab com B CAL s ks
Centficate Services Endpoint Su
pan-mnt-p collab.com

SAML_pan-mnt-p.collab.com

Default Portal Certificate Group

pan-mnt-p.collab.com

b CA - pan-mnt-p

SAML_pan-mnt.

pan-mat-p.collab.com

Valid From

Sat, 25 May 2024

Sat, 25 May 202

Sun, 26 May 2024

Sun, 26 May 2024

Expiration Date

Sat, 26 May 2029

Sat, 26 May 2029

Fri, 25 May 2029

Fri, 25 May 2029




~System | » Identity Management b Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing _ ~Certficates  » Logging  » Mantenance  Upgrade  » Backup &Restore  » AdminAccess b Settings
T
o Issuer
~ Certificate Management
* Friendly Name | tficate, CN=pan-mnt-p.colab.com#Certificate Services Endpoint Sub CA - pan-mnt-p#00002 |
System Certiicates
Trusted Certficates Dexciobo; | J
O Cen e Subject  GN=pan-mnt-p callab com, OU=Certificate Services System Certficate
Certificate Signing Requests
Certiicate Periodic Check Settings Issuer  Certificate Services Endpoint Sub CA - pan-mnt.p
» Centificate Authority
Valid From  Sat, 25 May 2024 12:17:21 UTC
Valid To (Expiration)  Sat, 26 May 2029 12:17:21 UTC
Serial Number 26 G9 CA 28 11 DD 43 04 9F 97 28 31 52 A4 BD A6
Signature Algorithm ~ SHA2S6WITHRSA
Keylength 4096
Certificate Policies
Usage
Admin: € tificate 1o authenticate the ISE Admin Portal

[ EAP Authentication: Use certificate
[ RADIUS DTLS: Use certficate for
¥ pxGnd

e certificate for the pxGrid Controlles

Secondary PAN pan-mnt-s.

¥ pan-mnt-s
Default self-signed saml server ¢
O ertificate - CN=SAML_pan-mnt-
s.collab.com
OU=Certificate Services System
Certificate, CN=pan-mnt-s.colla
b com#Certificate Services Endp
oint Sub CA - pan-mnt-s#00003
OU=ISE Messaging Service, CN=
O pan-mnt-s._collab.com#Certificat

S twnneling

Not in use SAML_pan-mnt-s._collab.com SAML_pan-mnt-s.collab.com Sun, 26 May 2024
g Certificate Services Endpoint Su

pxGrid pan-mnt-s collab.com b CA - pan-mnt-s Sat, 25 May 2024

ISE Messaging Certificate Services Endpoint Su

pan-mnt-s.collab.com

Sat, 25 May 2024

e Services Endpoint Sub CA - pa Service b CA - pan-mnt-s
n-mnt-s#00003
EAP Authentication,
- fi
(] ;‘:a“" self-signed server certiic  »imin, Portal Defauk Portal Certificate Growp: 1, 1y < collab.com pan-mnt-s collab.com Sun, 26 May 2024
RADIUS DTLS .
Default self-signed saml server ¢
D ertificate - CN=SAML_pan-mnt-  SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024
p.collab.com
» psn-1
» psn-2
Usage

Fn, 25 May 2029

Sat, 26 May 2029

Sat, 26 May 2029

Fri, 25 May 2029

Fri, 25 May 2029

V| Admin: Use certificate to authenticate the ISE Admin Portal

[C] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
[ RADIUS DTLS: Use certificate for the RADSec server

v| pxGrid: Use certificate for the pxGrid Controller

__| SAML: Use certificate for SAML Signing

[ Portal: Use for portal

Renew Self Signed Certificate

Policy Service Node PSN-1.

» pan-mnt-s
¥ psn-1
Default self-signed saml server ¢

O ertificate - CN=SAML_pan-mnt-
p.coliab.com

Default self-signed server certific
0 e

Default self-signed saml server ¢
a ertificate - CN=SAML_psn-1.colla

b.com

OU=Certificate Services System
Certificate, CN=psn-1.collab.com

#Certificate Services Endpoint S

ub CA - psn-1#00003

OU=ISE Messaging Service,CN=

psn-1.collab.com#Certificate Ser
m} vices Endpoint Sub CA - psn-1#0

0003

» psn-2

SAML SAML_pan-mnt-p.collab.com SAML_pan-mnt-p.collab.com Sun, 26 May 2024

EAP Authentication,

Admin, Portal D_e(a“" itk Certiicete Coup psn-1.collab.com psn-1.coliab.com Sun, 26 May 2024

RADIUS DTLS L

Not in use SAML_psn-1_collab.com SAML_psn-1 collab.com Sun, 26 May 2024
Certificate Services Endpoint Su

pxGnd psn-1.collab.com b CA- psn-1 Sat, 25 May 2024

ISE Messaging
Service

psn-1.collab.com

Certificate Services Endpoint Su
b CA-psn-1

Sat, 25 May 2024

Fri, 25 May 2029

Fri, 25 May 2029

Fri, 25 May 2029

Sat, 26 May 2029

Sat, 26 May 2029

B B B8

<]



Usage

Admin: Use certificate to authenticate the ISE Admin Portal

[C] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

[J RADIUS DTLS: Use certificate for the RADSec server

V| pxGrid: Use certificate for the pxGrid Controller

|| SAML: Use certificate for SAML Signing

Portal: Use for portal

* Portal group tag [ Default Portal Certificate Group v] 7

Portal(s) using this tag By (D portal (defaut)

Certificate Provisioning Portal (default)
Hotspot Guest Portal (default)

My Devices Portal (default)

Sponsor Portal (default)

Renew Self Signed Certificate

Policy Service Node PSN-2.

» pan-mnt-s
» psn-1
¥ psn-2
Default self-signed saml server ¢
(m} ertificate - CN=SAML_pan-mnt-
p.collab.com
Default self-signed saml server ¢
[0  ertificate - CN=SAML_psn-2.colla
b.com
Default self-signed server certific
O
OU=Certificate Services System
Certificate, CN=psn-2 collab.com
#Certificate Services Endpoint S
ub CA - psn-2#00003
OU=ISE Messaging Service,CN=
sn-2.collab.co ertificate Ser
o psn-2.collab.com#Certifi S

vices Endpoint Sub CA - psn-2#0
0004

SAML SAML_pan-mnt-p.collab.com
Not in use SAML_psn-2.collab.com
EAP Authentication,
Admin, Portal, Dgaull BotalEciicate Lo psn-2.collab.com
RADIUS DTLS '
pxGrid psn-2.coliab.com
gE Messaglng psn-2.collab.com
ervice

Blacklist Portal (default)

Client Provisioning Portal (default)
MDM Portal (default)

Self-Registered Guest Portal (default)
Sponsored Guest Portal (default)

SAML_pan-mnt-p.collab.com Sun, 26 May 2024 Fri, 25 May 2029

SAML_psn-2.collab.com Sun, 26 May 2024 Fri, 25 May 2029

psn-2.collab.com Sun, 26 May 2024 Fri, 25 May 2029

e tlic2s Sevice= ERdpoRs SUlE Sy 904 Sat, 26 May 2029
b CA - psn-2

Certificate Services Endpoint Su

Sat, 26 May 2029
boAs Sat, 25 May 2024 at, 26 May

[ < [ < I < |

a



Usage

Admin:

[] EAP Authentication:

(] RADIUS DTLS:
pxGrid:
SAML:

Portal:

* Portal group tag | Default Portal Certificate Group v | ;

Portal(s) using this tag gy QD portal (default) Blacklist Portal (default)
Certificate Provisioning Portal (default) Client Provisioning Portal (default)
Hotspot Guest Portal (default) MDM Portal (default)
My Devices Portal (default) Self-Registered Guest Portal (default)
Sponsor Portal (default) Sponsored Guest Portal (default)

Renew Self Signed Certificate

The primary PAN is now using the system certificate for admin access and signed by its own
subordinate CA certificate called Certificate Services Endpoint Sub CA — pan-mnt-p.

Certificat

pan-mnt-p.collab.com

Nom du sujet

Unité organisationnelle Certificate Services System Certificate
Nom courant pan-mnt-p.collab.com

Nom de I'émetteur

Nom courant Certificate Services Endpoint Sub CA - pan-mnt-p

The secondary PAN is now using the system certificate for admin access and signed by its
own subordinate CA certificate called Certificate Services Endpoint Sub CA — pan-mnt-s.



Certificat

pan-mnt- Certificate Services Endpoint Certificate Services Certificate Services
s.collab.com Sub CA - pan-mnt-s Node CA - pan-mnt-s Root CA - pan-mnt-p

Nom du sujet

Unité organisationnelle Certificate Services System Certificate
Nom courant pan-mnt-s.collab.com

Nom de I'émetteur

Nom courant Certific Services Endpoint Sub CA - pan-mnt-s

The Policy Service Node PSN-1 is now using the system certificate for admin access/portals
and signed by its own subordinate CA certificate called Certificate Services Endpoint Sub CA
— psn-1.

Certificat

Certificate Services Certificate Services Certificate Services

psn-1.collab.com Endpoint Sub CA - psn-1 Node CA - pan-mnt-p Root CA - pan-mnt-p

Nom du sujet

Unité organisationnelle Certificate Services System Certificate

Nom courant psn-1.collab.com

Nom de I'émetteur

Nom courant

The Policy Service Node PSN-2 is now using the system certificate for admin access/portals
and signed by its own subordinate CA certificate called Certificate Services Endpoint Sub CA
— psh-2.



Certificat

Certificate Services Certificate Services Certificate Services

oy el
psn-2.collab.com Endpoint Sub CA - psn-2 Node CA - pan-mnt-p Root CA - pan-mnt-p

Nom du sujet

Unité organisationnelle Certificate Services System Certificate
Nom courant psn-2.collab.com

Nom de I'émetteur

Nom courant




