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Description:

Cisco Meeting Server brings premises-based video, audio, and web communication together
to provide effective collaboration and to provide an intuitive conferencing solution for users.

The Cisco Meeting Server is very secure, the services and applications running on the node
use the TLS protocol for communication. TLS allows Cisco Meeting Server nodes to
exchange digital certificates and public keys in order authenticate the other entity, exchange
symmetric encryption algorithms and the encrypted key to encrypt data transmitted between
the entities.

This book is a series of projects that helps you as a reference to deploy cisco meeting server
with the appropriate digital certificates in real environment either in new deployment or an
extension for an existing deployment.

Goals and Methods:

The idea behind this book is to provide a dedicated guideline for your real deployments and
projects, the goal is to explain with practice how to create and install digital certificates for
different deployment types "single combined and Resilient & Scalable deployment"

How to create a single Multi-SAN certificate where the same certificate can be deployed on
multiple servers and multiple services. and different certificates where each service requires
its own certificate, for WebAdmin, WebBridge, CallBridge and Database services, starting
with the appropriate CSR (Certificate Signing Request), how to populate the CN (Common
Name) and SAN (Subject Alternative Name) attributes with appropriate values in order to
successfully enable cisco CMS Services and to ensure successful SSL Handshake
negotiation. Also, how to prepare the certificates for Streamer, recorder, and scheduler
services.

In addition, you will learn in depth the call routing logic on Cisco Meeting Server with the
main tables -Incoming Rules- Outbound Rules- Forwarding Rules with chart call flow.

Cisco Meeting Server profiles are covered to determine functionality for groups in the system
for users, calls, and call legs.

How to integrate the Cisco CMS with different cisco collaborations components such as:

¢ Cisco Unified Communication Manager with appropriate Dial Plan to allow
telepresence systems or Cisco Jabber to join a meeting hosted on Cisco Meeting
Server.

e Cisco Expressway Series to provide WebRTC connection for external user in an easy
and secure fashion.

e integration with the Cisco Meeting Management and Cisco Telepresence
Management Suite to manage and schedule conferences.

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE
4



The Recorder and Scheduler services are covered with detailed implementation to allow
users to record and schedule meeting through the spaces, Streamer integration with Wowza
Streaming Engine for live streaming, integration of Cisco CMS as AdHoc conference bridge.

Access Method and coSpaces users are explained to allow customers to create different
roles and rights for different users when connecting to a space or a meeting, for example add
or remove participants, mute audio or video, or when there are only guests joined to the
space, they are all put in a lobby room waiting for the host or the owner to join in, in addition
Call Branding feature to customize the Cisco Web App and SIP calls such as customized
background picture and sign in logo or wav file for prompts according to the enterprise
activity.

Also important collaboration concepts are demystified with Wireshark such as the Accept
Replaces Header and Rerouting CSS for Call Bridge Group with atypical call flow, also one
of the most complex and important concepts in collaboration which are STUN, TURN and
ICE for NAT traversal through atypical call flow, why we started in the past with STUN then
we moved to TURN and finally why we added ICE, | gone in depth analysis to demystify
each protocol and to understand why we jumped from STUN to TURN.

How to read this book?

This book is a series of hands of labs, and there is no relationship between them, you can
start at any lab, from the last, the first or the middle, the purpose is to provide you a
granularity to freely switch between topics and go to the one you need in depth lecture and
understanding.

About the author

Redouane MEDDANE is 3xCCNP Collaboration, Security and Enterprise certified and he is a
published author of some of the most important OSPF Protocol, Security and Collaboration
books in the world titled: OSPF Demystified With RFC, Network Security All-in-one, and Dial
Plan Call Routing Demystified on CUCM. He is also a blogger at ipdemystify.com and writes
articles about OSPF, collaboration and security to demystify the most complex topics.

His books are known for their technical depth and accuracy especially the OSPF Demystified
With RFC book, which is considered as the best OSPF book in the world and named "One of
the best OSPF ebooks of all time" by BookAuthority.
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Project 1: Single-Combined Deployment Multi-SAN

Certificates
HQ-CUCM
PC2 PC-1 y DNS S
Meeting Web App Meeting Web App erver
( collab.com
n n AD Server
- - CA Server

10.1.5.0/24

Meeting Server

Meeting Management

O Eﬂ Eﬂ | DNS Server
i - - | lab.local
PC-5 PC4 PC-3 AD Server
Jabber Client Meeting Web App  Meeting Web App
HQ-CMS HQ-CMM
Cisco Cisco

Network Setting Configuration of Cisco Meeting Server

Log into HQ-CMS with default user admin and admin as password. After you log in, it asks
you to change the password.

Change the hostname.

acano>hostname hqg-cms

After this command, the CMS will ask you to reboot CMS in order to activate new hostname.
You can reboot the CMS with the reboot command.

acano>reboot
hg-cms>

Configure a static IP address and a gateway. In this command, a is the name of a interface.

hg-cms>ipv4 a add 10.1.5.20/24 10.1.5.29

You need DNS and NTP servers for CMS to work properly. Considering that they are already
up and running.

hg-cms>ntp server add 10.1.5.29
hg-cms>dns add forwardzone collab.com 10.1.5.27

Certificate Preparation for Cisco Meeting Server
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Certificate configuration is required for the Call Bridge, Web Bridge and Web Admin
services. Certificates should be signed by internal or external certificate authorities.

To generate a Certificate Signing Request (CSR) and private key locally, the following
command is used, | give the name cmscert.

hg-cms> .collab.com,webadmin.collab.com,hq-cms.collab.com,*.Tlab.local,10.1.5.20

Created key file cmscert.key and CSR cmscert.csr
CSR file cmscert.csr ready for download via SFTP
hg-cms>

hg-cms>pki csr cmscert CN:collab.com OU:CCNP O:Collaboration L:Hydra
ST:Algiers C:AL
subjectAltName:webbridge.collab.com,xmpp.collab.com,callbridge.collab.com,j
oin.collab.com,webadmin.collab.com,hq-
cms.collab.com,*.1lab.local,10.1.5.20,10.1.5.42,10.1.5.0/24

To retrieve the CSR, login to HQ-CMS using WinSCP.
Access the CA server 10.1.6.27.

Start the Certification Authority console, select Certificate Template. Right-click the
Certificate Template and select Manage.

Duplicate the Web Server template and configure the duplicate template to allow server and
client authentication.
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Configure the Template Name and Template display name of the duplicate template to
CMS and Cisco Meeting Server respectively.
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b Certificate Templates Console = 1= 28
File Action View Help
@ [E X 7]
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More Actions »

34 certificate templates
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File Action View Help
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34 certificate templates

On the Certificate Console, issue a new certificate template named CMS.

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE
11



File Action

View Help

e« 75| XE = H

5] Certification Authority (Local)
4 g collab-HQ-DC-CA
|| Revoked Certificates
[ Issued Certificates
[ Pending Requests
[ Failed Requests
|| Certificate Templates

Marme

Cisco Meeting Server
| Directary Email Replication

E Domain Contreller Authentication
H Kerberos Authentication

H EFs Recovery Agent

E Bazic R@S

E Domain Controller

E Web Server

H Computer

H User

& Subordinate Certification Authority
E Administrator

Intended Purpose

Client Authentication, Server Authentic...

Directory Service Email Replication

Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, ClL...
<All=

Microsoft Trust List Signing, Encrypting...

Access the CA server 10.1.5.27 GUI using the url http://10.1.5.27/certsrv.

Click Request a certificate and the click advanced request certificate.

Microsoft Active Directory Certificate Services collab-HQ-DC-CA

Wel

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you

communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending

request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Microsoft Active Directory Certificate Services -- collab-HQ-DC-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Edit the CSR in notepad and past the content. In the Certificate Template, select Cisco
Meeting Server.
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Microsoft Active Directory Cerlific: collab- HQ DC

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Request
box.

Saved Request:

BbBOV/475YEALC+71imZhfRIFI185HX213823MBm A
Base-64-encoded |4 24E 5ybt0T£Fdb/ CHAv/ F2Q0wKSNVavNLUVL FRE
cortificate request | ¥sLi zvn Luxyl J¥o/ TveabNETCHOVOAZFLDDE2VRY

(CMC or +ICOVEISwS LuSHFN: HOWAUSEbo225CTuEC) InZoMe

PKCS#100r  |hezg

PKCS #7) | ----- END GERTIFICATE REQUEST-----| v
< >

Certificate Template:
Cisco Meeting Server ~]

Additional Attributes:

Attributes.

Submit >

Select Base 64 Encoded and click Download certificate.

« c @ © & 10.1.6.27/certsrv/certinsh.asp h 4 @O & =

Microsoft Activi ificate Services

Certificate Issued

The certificate you requested was issued to you.

ODER encoded or ® Base 64 encoded

=] Download certificate
Download certificate chain
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Below the Certificate named cmscert after submitting the CSR to the CA.

iR Certificat X s Certificat X
Général Détails Chemin d'accés de certification Général Détails Chemin d'accés de certification
Afficher : <Tout> -
1§} Informations sur le certificat
Champ Valeur ~
Windows ne dispose pas des informations suffisantes oo i
pour vésiier ce'::e rﬁpa t = Valide jusqu'au dimanche 30 octobre 2022 13:...
- Objet collab.com, CCNP, Collaborati. ..
— |Cié publque RSA (2048 Bits)
_|Paramétres de dé publique 0500
Nom DNS=collab.com, Nom DN...
4| Identificateur de ladé dus... leb7dee14ce75558b534fa65f. .
41 Identificateur de dé de l'aut... ID de la dé=ae62c93e5f3718...
D d s ol | Printe ds distribeition ds 3§ [110nint ds distribetion ds la s ©
.Nm DNS=collab.com A
s N = .collab.
Délivré par collab-HQ-DC-CA N$ %Lﬁﬁfﬁiﬁﬁ i
Nom DNS=callbridge. collab.com
) ' INom DNS=join. collab.com
valide du 30/10/2020 auw 30/10/2022 Nom DNS=webadmin. collab.com
INom DNS=hqg-cms. collab.com
Nom DNS="=.lab.local
Adresse IP=10.1.5.20 it
Installer un certificat... Dédaration de 'émetteu Modifier les propriétés Copier dans un fichier...

A chain certificate is required to trust the cmscert certificate when you will enable webadmin,

callbridge.

A chain certificate is a single file (with an extension of .pem, .cer or.crt) holding a copy of the

Root CA’s certificate and all intermediate certificates in the chain.

To create a chain certificate, you need the Root CA or the CA’s certificate and a Subordinate

CA'’s certificate with the Common Name : collab.com.

To get a Subordinate CA’s certificate, we need to generate a CSR.

You can use openssl tool to generate a CSR with Common Name : collab.com.
If you did not install openssl, you can generate the CSR on Cisco Meeting Server.

Access the HQ-CMS GUI using the url https://10.1.5.20:445.

From the CLI, type the following command, the name of the CSR is adcert and the Common
Name is collab.com.

hg-cms>pki csr adcert CN:collab.com OU:CCNP O:Collaboration L:Hydra
ST:Algiers C:AL

Retrieve the CSR named adcert using WinSCP, access HQ-CMS using WinSCP, then copy
the adcert CSR into your PC.
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https://10.1.5.20:445/

& / - 2dmin@10.1.5.30 - Winscp

FFl (& 55 syncheoniser | B ¥ BRI | File = - Réglages de transfert Défaut - i@ -
B admin®1015.20 % [ Mowvelle session
Weve: - [ -F- & 002 T - Local Marguer Fichiers Commandes Session Options Distant Aide * - "
5 Nouveau = ~[4] i B Mouveau = ¥
ChUsersymad Desktop Lab CMSWY3Y !
Nom ° Taille Type Date de modification Nom ) Taille Date de modification Droits Propriét.
. Répertoire parent  30/10/2020 14:50:41 L
b CMsVE Dossier de fichiers  20/09/2020 135415 ACANO-MIB. bt 4KB 22/07/2020 124024 Fe=feof admin
|
| adcert.csr 2KE Fichier CSR 30/10/2020 11:2%:45 ACAND-5YSLOG-MIE.L. ZKB 22/07/2020 1241:16 r=-r=--- admin
adecert.key 2 KR Fichier KEY I0/10/2020 11:2%45 g| adcert.csr J0KB  30M10/2020 11:28:45 r--r--r-- admin
14 Ca-Chaincer 4 KB Fichier CER 3071072020 113520 adcerikey JUKE J0/10/2020 112245 r==r--r-- admin
|| [£ Cisco-Meeting-Server-.. 9761 KB Adobe Acrobat Do, L17/09/2020 22:20:01 audit Ge KB 30/10/2020 144539 ==F=+T admin
| |7 cmscert.cer 3 KB Fichier CER 3071072020 11:58:12 boot.json GKB 30/10/2020 104550 [ admin

Access the CA server 10.1.5.27 GUI using the url http://10.1.5.27/certsrv.

Click Request a certificate and the click advanced request certificate.

Microsoft Active Directory Certificate Services -- collab-HQ-DC-CA

Wel

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Microsoft Active Directory Certificate Services -- collab-HQ-DC-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Edit the CSR in notepad and past the content. In the Certificate Template, select
Subordinate Certification Authority.

Microsoft Active Directory Certificate Services - collab-HQ-DC-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such
as a Web server) in the Saved Request box.

Saved Request:

----- BEGIN CERTIFICATE REQUEST----- -
Base-84-encoded MIIC2DCCACACAQAWaZELMAKGAIUEBhMCQUWXEZAR [E

certificate request D3 AMBGNVBACMBUhSZHInMRYWFAYDVQQKDA1DbZ xS

[CMC or DR.RDQD5U}‘JRAHD§YDVGQIDAdEIbGdFZXJZHIIBIjRN

PKCS #10 or MIIBCgKCAQEAhafHIYUuwSqgGs4VmEEU3IT6Te6+m

PKCS #7) DHSapAw97cPShMalg2jk/QNskBwgkeM+PbeAdbge -
« m b

Certificate Template:
Subordinate Certification Authority ~

Additional

Attributes

Submit >

Select Base 64 Encoded and click Download certificate.
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Microsoft Active Directory Certificate Services collab-HQ-DC-CA

Certificate Issued

The certificate you requested was issued to you.

' DER encoded or © Base 64 encoded

E Download certificate
Download certificate chain

Below the the Certificate named adcert after submitting the CSR to the CA.

.n' Certificat x>

Général Détails Chemin d’accés de certification

1§} Informations sur le certificat

Windows ne dispose pas des informations suffisantes
pour vérifier ce certificat.

Délivré a : collab.com

Délivré par collab-HQ-DC-CA

Valide du 30/10/2020 au 30/10/2022

Installer un certificat... Dédaration de 'émetteur

[ ox ]

Access the CA server 10.1.5.27 GUI using the url http://10.1.5.27/certsrv.

Click Download a CA certificate, certificate chain, or CRL.

Microsoft Active Directory Certificate Services -- collab-HQ-DC-CA

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
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Select Base 64, then click Download CA certificate, name it Root-CA.

Microsoft Active Directory Certificate Services — collab-HQ-DC-CA

D load a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [collab-HQ-DC-CA]

Encodingmethod:
“DER
@ Base 64

Install CA certificate

Download CA certificate

Download CA certificate chain

Download latest base CRL

Download latest delta CRL

Below the CA’s certificate.

ah Certificat x

Geénéral Détails Chemin d'accés de certification

@ﬁ Informations sur le certificat

Vous ne pouvez pas faire confiance a ce certificat
racine de l'autorité de certification. Pour activer la
confiance, installez ce certificat dans le magasin
d'autorités de certification de la racine de confiance.

Délivré a: collabHQ-DC-CA

Délivré par collab-HQ-DC-CA

Valide du 30/10/2020 au 30/10/2025

Installer un certificat... Dédaration de 'émetteur

[ ox ]

Now the CA’s certificate and the Subordinate CA’s certificate with the Common Name :
collab.com are ready, we can create a chain certificate.
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To create a chain certificate, use a plain text editor such as notepad. All of the characters
including the ==--- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- tags need to be
inserted into the document. There should be no space between the certificates, for example
no spaces or extra lines between -----END CERTIFICATE----- of certificate 1 and -----
BEGIN CERTIFICATE----- of certificate 2. Certificate 1 will end with ----- END CERTIFICATE-
---- and the very next line will have -----BEGIN CERTIFICATE---- for certificate 2. At the end
of the file there should be 1 extra line. Save the file with an extension of .pem, .cer, or .crt.

Edit the certificate named adcert created previously with nodepad.

_'\ adcert - Bloc-notes

Fichier Edition Format Affichage Aide

MIIFaDCCBFCgAWIBAgI THEAAAANGYMKkMbYSTEAAAAAAAZ ANBEkGhkiGOWOBAQSF
ADBHMRMWEQYKCZImiZPyLGQBGRYDY29tMRYWFAYKCZIMiZPyLGQBGRYGY295bGF1
MRgWFgYDVQQDEW9]b2xsYWItSFETREMEQ@EWHhCNMJAXMDMWMTAYMZ Quihc NM Ix
MDMWMTAZMZQWW]BrMQswCQYDVQQGEWIBTDEQMAAGATUECBMHQWXNaWVY CZ EOMAWG
A1UEBXMFSH1kcmEXFjAUBgNVBAOTDUNVbGXhYm9yYXRpb24xDTALBENVBASTBEND
T1AXEZARBENVBAMTCmNVbGxhY15]jb20wggE iMABGCSqGSIb3DQEBAQUAALIBDWAW
EEEKAOIBAQCFp8f3157BKgAazhWZ/xTTvpN7r6bqwpNoUX4Z7xs4Pq5BgiasHLEM
T1gkDD3tw/mEXrkDa0T9A2yQHBCRWZzA9t4B1v1555wokzoYIOw37gCiAbc1s7IWH
EIIN+CWd1k7UCxdeImle8g3Ry99DXHIthpxK0o9relbvaeria/HUWcGS88aaparet
ZX/WRRpPxSzzICTAYkQ3q/3rznxfKiWeijhfHcCfEXZ1eiZuY25GUbecLulICe+WP
NXUhIxMeblnj8Bal/MncFzO+c+Q1s8jHVcG1de0o6cX+d3YB1SThTZIZNdVjKorQ
PaA9FUg+1ry5eU0OMNS 1vHWWSHTSqrec TAEMBAAG g INMI ICT ZAVBENVHREED jAM
gepjb2xsYWIuY29tMBOGALUdDEQWBBSKr5r+HOVR5rnepUNrC@BGVDKEBTATBENY
HSMEGDAWEBSUYSk+XzcYr4spzKlws1nZOuUAsAZCBYgYDVRETBIHCMIG/MIGBOIGS
0IG2hoGzbGRhcDovLy9DTj1jb2xsYWItSFEtREMEQOESQ@49aHELZGMSQO49QOBRQ
LENOPVB1YmxpYyUyMEtleSUyMFN1cnZpY2Vz LENOPVNlcnZpY2Vz LENOPUNvbmZp
Z3VyYXRpb24sREMIY29sbGFiLERDPWNVbTOJZXI@aWZpY2FeZVI1ldmojYXRpb25M
axNeP23hc2U/b231gZWNeQ2xhc3M9Y1IMRG1ZdHIpYNV@aWoUUGSpbnQwg cAGCCSG
AQUFBWEBBIGZMIGWMIGtBEggrBgEFBQcwACaBOGXKYXAGLY8VQR49Y295bGFiLUhR
LURDLUNBLENOPUFJQSXDTj1QdWIsaWM1MjBLZXkIMJBTZXI2aWN1lcyxDTj1TZXI2
aWNlcyxDTj1Db25mawWd1lcmF@aWouL ERDPWNVbGxhYixEQz1jb28/YOFDZXI0aWzZp
Y2FOZT9iYXN1P29iamVjdENSYXNzPWN1cnRpZmljYXRpb25BdXRob3IpdHkwGQY]
KwYBBAGCNXQCBAweCgBTAHUAYgZBDAE EWDWYDVROTAQH/ BAUWAWEB/ ZAOBENVHQSB
AT8EBAMCAYYwWDQYJIKoZThvcNAQELBQADEEEBACXLNSVN3gqia7Gg3/8exynHCrXGs
TqfpocyeGoGz2+EtDmepHUchoqydprXzzFemhgloNblnmaul3V349JHPqtOzXL+K
Bf36jDGERTtFINAIKO1tbZKZBYWys5Mk1aUlwUAQRx/ 7k/kLZf8VGgVO7wZus3ql
MfYZejvQmmiEfABZsOPKidd+5whMiXY3Svo7wilB6DYULXAZE/APWFRBhhFpaZru
Eaf+MBtFWIZSDVBTZLrrUj9aBZ6vsQQ4ovEtKkNtSh2ko3ETKWuil73vh1sosegt
290h9mUSI3MNI6SKBePYK1IJIkVDMTL6tvy6v2zKEJWQVNOMrcL1TAvwbtM=
fffff END CERTIFICATE-----

Edit the Root-CA certificate with nodepad.

| Root-CA - Bloc-notes
Fichier Edition Format Affichage Aide

MIIDATCCALGEAWIBAEIQQOVVE6]IbLOAr793gTKWSZANBEkghkiGOW@BAQSFADBH
MRMWEQYKCZImiZPyLGQBGRYDY29tMRYWFAYKCZImiZPyLGQBGRYGY29sbGFiMRgw
FgYDVQQDEW9 jb2xsYWItSFELREMEQOEWHh CNMJAXMDMWMTAwMDMyWhcNMJUXMDMw
MTAXMDMyWjBHMRMWEQYKCZImiZPyLGQBGRYDY29tMRYWFAYKCZImiZPyLGQBGRYG
Y29sbGFiMRgWFEYDVQQDEWY jb2xSYWItSFELREMEQOEWEEEiMAGGCSQGSIb3DQER
AQUAAATBDWAWEZEKAOIBAQCWCcymLcAqhQ7MGUTXQThv/eiURq/ szwOIiscpetngm
GOLkg526gqbR8b5+DACTy0ax1VZvqK98KmVC528GPCTDMMzDOUN61UeklsTHZTLiN
53z8KMRNTKL/maktblmg/Hase+0yzqjLIBMt/JUrunLwLvHAOSUpKgHMSKAWI 7D
1+sczPm@44wzZS5s7nIZMANQZ T/ puYAsoHSrilUWMoo35zUDaI3nX8zCyb8IDHINy1
TtokibWw]jsQOubEO37WIEM74DTpRTsaAPONn24sLgkle/x9GVX1+jUVmQTg+UKLT
u3iRhlateqek5ch3n+KwB7QQUFSUAbLBIWMRhv1xMpv2 LAEMBAAGUTBPMASGALUd
DWQEAWIBhjAPBENVHRMBATSEBTADAQH/MBOGALUADEQWBBSUYSk+XZCYr4spzKiw
s1nZouAsAzAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiGOWeBAQSFAAOCAQEAA]TS
hFR5TwWYD+kE+zYelwBgzoVOXsRzQUYLRe@18t56807VuyD+/TOyLUTVQbBQ+czgZ
nexvs5G7kveQQkne8vfEvaioykPLjZvMZxIS6dITQ3ZAVSSSVDAJROBlGwW+pOCMra
EXSpwaXrinyau/Jro5tSjChgxQ+jiloTsQdlo7wWQgv7t4B/ZIF52RIeB/sSr7Ruf
2KLOYQFRT fWwUHA+1116Ko+blu8+EvyLP1+3QdatyBTRDBohg9Nc9InRo65D03NF+
58eLujPPl@2AHPN+mQzV1o0WMzxvce6dCleSsGMLIGP3I3I0NRCRFFd40I/XfMP
/BRjmexhxXalHgfzZyQ==

————— END CERTIFICATE-----

Past the adcert certificate first and then past the Root-CA certificate at the end, save the file
with .cer extension. Name it CA-Chain.cer.
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Project 2: Scalability and Resilience Deployment Multi-SAN
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10 Configure TurnServers using CMS API

11. Active Directory integration with CMS
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14. Configuration of Cisco Meeting Management
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17.Test Scheduled Conference
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20.Appendix : DNS Records

WeNOORWON=

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE
19




Basic configuration of Cisco Meeting Server

Log into CMS-A with default user admin and admin as password. After you log in, it asks
you to change the password.

Change the hostname.

acano>hostname cms-a

After this command, the CMS will ask you to reboot CMS in order to activate new hostname.
You can reboot the CMS with the reboot command.

acano>reboot
cms-a>

Configure a static IP address and a gateway. In this command, a is the name of a interface.

cms-a>ipv4 a add 10.1.5.40/24 10.1.5.252

You need DNS and NTP servers for CMS to work properly. Considering that they are already
up and running.

cms-a>ntp server add 10.1.5.29
cms-a>dns add forwardzone lab.local 10.1.5.19

Repeat the same steps for CMS-b.

Log into CMS-b with default user admin and admin as password. After you log in, it asks
you to change the password.

acano>hostname cms-b

acano>reboot

cms-b>

cms-b>ipv4 a add 10.1.5.41/24 10.1.5.252
cms-b>ntp server add 10.1.5.29

cms-b>dns add forwardzone lab.local 10.1.5.19

Configuration of Cisco Meeting Server Cluster
Database Clustering

Prepare certificates

For database you need to generate two CSRs with the corresponding private keys, the client
and the server.

Use one CMS to generates these two CSRs, once you get the server and client certificates
from your CA, copy the two certificates with their private keys to the second CMS-b using
WinSCP.

Let's start with cms-a which is the Master Database.
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For Server certificate use the following command, give a name for example dbcert, it is

important to put the CN to the FQDN of the Master Database cms-a and the SAN to the
second cms-b, if you have multiple CMS, add their FQDN in the same line. For example:
cms-b.lab.local,cms-c.lab.local,cms-d.lab.local.

cms-a>pki csr dbcert CN:cms-a.lab.local OU:CCNP O:Collaboration L:lab
ST:local C:US subjectAltName:cms-b.lab.local

Certificate

General | Details | Certification Path

OR Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: cms-a.lab.local

Issued by: ad-lab

Valid from 9/ 26/ 2020 to 9/ 26/ 2022

Learn more about Eeriificates

| Install Certificate... Issuer

S certificate e Sy
| General  Details | Certification Path |
Show [-(.MI:- v]
Field Value -
L1 Subject Aternative Name DNS Name=cms-a.lab.loc...
fii] Subject Key Identifier a4 db 9e 21 d9 07 61 ea ...
Cl_]_ Authority Key Identifier  KeylD=84 62 bf 43 4e 27 ...
1] CRL Distribution Points [1]CRL Distribution Point:...
lii] Authority Information A... [1]Authority Info Access: ... =
l5i] Certificate Template Inf... Template=1.3.6.1.4.1.31...
lii] Enhanced Key Usage Client Authentication (1.3...
1] Application Policies [1]Application Certificate ... -

DNS Name=cms-a.lab.local
DNS Name=cms-b.lab.local

Statement

Learn more about certificate details

Copy to File...

[ 0K

For Client certificate use the following command, give a name for example dbclt.

cms-a>pki csr dbclt CN:postgres

When generating Certificate for client, use the same template as the database certificate

(Client and Server authentication).

Below example of the Client Certificate named dbclt after submitting the CSR to the CA.

Deploying Certificates Cisco Meeting Server

Redouane MEDDANE
21




Certificate RS Certificate &

General | petails | certification Path . General| Details | certification Path|
Show | Extensions Only v
SR Certificate Information 1
Field Value -
This certificate cannot be verified up to a trusted |5 Subject Alternative Name DNS Name=postgres
certification authority. [ii] subject key Identifier d0 69 2d f0 e7 48 62 84 ...

-EALIIHOYIT)' Key Identifier KeylD=84 62 bf 43 4e 27 ...
{5 CRL pistribution Points [1]CRL Distribution Foint:...
[y Authority Information A... [1]JAuthority Info Access: ...
[ Certificate Template Inf... Template=1.3.6.1.4.1.31...

1

[i3]Enhanced Key Usage Client Authentication (1.3...
[ | Application Policies [1]Application Certificate ... -

Issued to: postgres

DNS Name=postgres
Issued by: ad-lab

Valid from 9/ 26/ 2020 to 9/ 26/ 2022

Install Certificate... Issuer Statement Edit Froperties Copy to File...

Learn more about Certificates Learn more about certificate details

o ]

Certificate configuration is required also for the Call Bridge, XMPP, Web Bridge and
Web Admin services. Certificates should be signed by internal or external certificate
authorities.

In a Single Server deployment the certificate should have the server FQDN as the Common
Name (CN), in Cluster deployment, | use the domain name as the Common Name lab.local
and the certificate must have the Subject Alternate Name (SAN) attributes, for example.
XMPP, Join (WebRTC) etc.

To generate a Certificate Signing Request (CSR) and private key locally, the following
command is used, | give the name 1cert.

cms-a>pki csr 1lcert CN:lab.local OU:CCNP 0O:Collaboration L:lab ST:local
C:US subjectAltName:webbridge.lab.local,xmpp.lab.local,
callbridge.lab.local,join.lab.local,webadmin.lab.local,cms-a.lab.local,cms-
b.lab.local,*.lab.local

Below the Certificate named 1cert after submitting the CSR to the CA.
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Certificate A Certificate &

|| General Demis[cmﬁc"ﬁ"” Fath | | | General| Details | certification Path|

Show | Extensions Only =

|
oR Certificate Information | .
| Field value -
[ subject Alternative Name DNS Name=lab.local, DN...
{ii]5ubject Key Identifier 16 19 c9 af fb 01 60 ad 3...
: G Authority Key Identifier  KeylD=84 62 bf 43 4e 27 ...
I

This certificate cannot be verified up to a trusted
certification authority.

[ii] CRL Distribution Points [1]CRL Distribution Point:...
[z Authority Information A... [1]Authority Info Access: ...
[ Certificate Template Inf... Template=1.3.6.1.4.1.31...

{5 ]Enhanced Key Usage Client Authentication (1.3...

{1 Application Policies [1]Application Certificate ... =
Issued to: lab.local

DNS Name=lab.local -

DNS Name=webbridge.lab.local
DHS Name=xmpp.lab.local
DHS Name=callbridge.lab.local
DNS Name=join.lab.local

Valid from 9/ 26/ 2020 to 9/ 26/ 2022 DNS Name=webadmin.lab.local
DNS Name=cms-a.lab.local
DNS Name=cms-b.lab.local
DHS Name=".lab.local

Issued by: ad-lab

[Install Certificate... ssuer Statement Edit Properties Copy to File...

Learn more about certificates Learn more about cartificate details
| Ok OK

A chain certificate is required for Webbridge3 in version 3, it is a single file (with an extension
of .pem, .cer or.crt) holding a copy of the Root CA’s certificate and all intermediate
certificates in the chain.

To create a chain certificate, use a plain text editor such as notepad. All of the characters
including the ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- tags need to be
inserted into the document. There should be no space between the certificates, for example
no spaces or extra lines between ----- END CERTIFICATE----- of certificate 1 and -----
BEGIN CERTIFICATE----- of certificate 2. Certificate 1 will end with ----- END CERTIFICATE-
---- and the very next line will have ----- BEGIN CERTIFICATE---- for certificate 2. At the end
of the file there should be 1 extra line. Save the file with an extension of .pem, .cer, or .crt.

A chain certificate is required to trust the cmscert certificate when you will enable webadmin,
callbridge.

A chain certificate is a single file (with an extension of .pem, .cer or.crt) holding a copy of the
Root CA’s certificate and all intermediate certificates in the chain.

To create a chain certificate, you need the Root CA or the CA’s certificate and a Subordinate
CA'’s certificate with the Common Name : lab.local.

To get a Subordinate CA’s certificate, we need to generate a CSR.
You can use openssl tool to generate a CSR with Common Name : lab.local.
If you did not install openssl, you can generate the CSR on Cisco Meeting Server.

From the CLI, type the following command, the name of the CSR is adcert and the Common
Name is lab.local.
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hg-cms>pki csr adcert CN:lab.local OU:CCNP O:Collaboration L:Hydra
ST:Algiers C:AL

Retrieve the CSR named adcert using WinSCP, access CMS-A using WinSCP, then copy
the adcert CSR into your PC.

Access the CA server 10.1.5.19 GUI using the url http://10.1.5.19/certsrv.

Click Request a certificate and the click advanced request certificate.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Edit the CSR in notepad and past the content. In the Certificate Template, select
Subordinate Certification Authority.

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such
as a Web server) in the Saved Request box.

Saved Request:

Base-84-encoded MIICZDCCACACAQAwazELMAKGAIUEBhMCQUwWXEZAR |=
certificate request D3AMBGNVBACMBUS ZHIhMRYWFAYDVOOKDA1Db2xs
(CMC or DARDQOSOMRAWDGYDVOQIDAGBbGApZXIzMIIBIJAN
PKCS #10 or MITBCQKCAQEAhafHIYyUuwSqgGs4VmfEU3T76Te6+m
PKCS #7) DHSapAw97cPShMalg2]k/QNskBugkcM+EbeAdbde ~

< il 3

Certificate Template:
Subordinate Certification Authority ~

Additional Attributes:

Aftributes:

Submit >

Select Base 64 Encoded and click Download certificate.

Certificate Issued

The certificate you requested was issued to you.

DER encoded or @ Base 64 encoded

g Download certificate
Download certificate chain
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http://10.1.5.19/certsrv

cms-a> pki Tist
User supplied certificates and keys:
lcert.key
lcert.csr
lcert.cer
Bundle-CA.cer
dbcert.key
dbcert.csr
dbclt.key
dbclt.csr
dbcert.cer
dbclt.cer
fullchain.cer
cms-a>

ms-b> pki Tist
ser supplied certificates and keys:
lcert.cer
1cert. key
Bundle-CA.cer
dbcert.cer
dbcert. key
dbclt.cer
dbclt. key
ullchain.cer
ms-b>

Enabling the Web Admin Service

By default, Web Admin listens on HTTPS port of 443. However, we will enable the Web
Bridge for conference users and this service will be available on the default HTTPS port 443.
To enable both services to co-exist, we will configure Web Admin to listen on port 445.

On CMS-A, specify the interface and HTTPS port 445 for the web interface.

cms-a>webadmin listen a 445

For the certificate to be used, specify the certificate 1cert created in previously with the
relevant key.

‘cms—a>webadmin certs l1lcert.key lcert.cer

Route HTTP requests to HTTPS.

‘cms-a>webadmin http-redirect enable

Finally activate the web admin service.

‘cms-a>webadmin enable

Verify that the webadmin service is running is using the webadmin command.
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ms-a> webadmin
Enabled : true

LS listening interface : a

LS listening port : 445

ey file : lcert.key

ertificate file : lcert.cer
A Bundle file : Bundle-CA.cer
TTP redirect : EnabTled

: webadmin running

Repeat the same steps for CMS-B.

‘cms-b>webadmin listen a 445

‘cms—b>webadmin certs l1lcert.key lcert.cer

Route HTTP requests to HTTPS.

‘ cms-b>webadmin http-redirect enable ‘

Finally activate the web admin service.

‘ cms-b>webadmin enable ‘

ms-b> webadmin
Enabled : true

LS Tlistening interface : a

LS Tistening port : 445

ey file : lcert.key

ertificate file : lcert.cer
A Bundle file : Bundle-CA.cer
TTP redirect : Enabled

: webadmin running

Cluster Database Configuration

From the CMS-A CLI, specify the database client and server certificates created previously
and named dbcert and dbclt. The Bundle-CA certificate is added to verify the validity of the
client/ server certificates.

cms-a>database cluster certs dbcert.key dbcert.cer dbclt.key dbclt.cer
Bundle-CA.cer

Specify which interface to use for the database clustering.

cms-a>database cluster localnode a

Initialize the master database.
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cms-a>database cluster initialize

From the CMS-B CLI, specify the database client and server certificates created previously
and named dbcert and dbclt. The Bundle-CA certificate is added to verify the validity of the
client/ server certificates.

cms-b>database cluster certs dbcert.key dbcert.cer dbclt.key dbclt.cer
Bundle-CA.cer

Specify the interface to use.

cms-b>database cluster localnode a

Connect CMS-B to the master database CMS-A.

cms-b>database cluster join cms-a.lab.local

On both CMS-A and CMS-B, Verify the status of the database cluster.

cms-a> database cluster status
Status : Enabled

Nodes:

10.1.5.50 (me) : Connected Primary

10.1.5.51 : Connected Replica ( In Sync )
Node 1in use : 10.1.5.50

Interface D a

Certificates
Server Key : dbcert.key
server Certificate : dbcert.cer
Client Key : dbclt.key
Client Certificate : dbclt.cer
CA Certificate : Bundle-CA.cer

Last command : 'database cluster 1initialize' (Success)

cms-a>
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tus
: Enabled

: Connected Primary
10.1.5.51 (me) : Connected Replica ( In Sync )
ode 1in use : 10.1.5.50

Tnterface i a

ertificates

Server Key : dbcert.key
Server Certificate : dbcert.cer
Client Key : dbclt. key
Client Certificate : dbclt.cer

CA Certificate : Bundle-CA.cer

"database cluster join cms-a.Tlab.Tlocal’ (Success)

Cluster Call Bridges Configuration

Configure callbridge on CMS-A to listen on the interface a.

‘cms—a>callbridge listen a

Specify the certificate 1cert created in previously with the relevant key.

‘cms-a>callbridge certs 1lcert.key 1lcert.cer Bundle-CA.cer

Restart the callbridge

‘cms—a>callbridge restart

Repeat the same steps for CMS-B.

‘cms-b>callbridge listen a

‘cms-b>callbridge certs 1cert.key 1lcert.cer Bundle-CA.cer

‘cms—b>callbridge restart

Verify the callbridge on both CMS-A and CMS-B.

ms-a> callbridge

Listening interfaces : a
none
lcert.key
lcert.cer

none
: Bundle-CA.cer
2W trusted certs : Bundle-CA.cer
allbridge cluster trusted certs : hone
ms-a>
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cms-b> callbridge

Listening interfaces : a
Preferred interface : none

Key file : lcert.key
Certificate file : lcert.cer

Address ! hone

CA Bundle file : Bundle-CA.cer

C2W trusted certs : Bundle-CA.cer
Callbridge cluster trusted certs I hone

cms-b>

Webbridge 3 Configuration

From the CMS-A CLI, enter the following commands.

webbridge3 https 1listen a:443

webbridge3 https certs lcert.key fullchain.cer
webbridge3 c2w listen a:9999

webbridge3 c2w certs lcert.key fullchain.cer
webbridge3 c2w trust Bundle-CA.cer

webbridge3 enable

: HTTPS Key and certificate pair match
HTTPS full chain of certificates verifies correctly
C2w Key and certificate pair match

c2w full chain of certificates verifies correctly
wWebbridge3 enabled

ms-a> callbridge trust c2w Bundle-CA.cer

ms-a>

ms-a> callbridge restart
Tisten interface configured
Key and certificate pair match
certificate verified against CA bundle
c2w trust bundle parsed.

Repeat the same commands on CMS-B.

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE
29



cms-b> webbridge3 https Tisten a:443

cms-b> webbridge3 https certs lcert.key fullchain.cer
cms-b> webbridge3 c2w Tisten a:9999

cms-b> webbridge3 c2w certs lcert.key fullchain.cer

cms-b> webbridge3 c2w trust Bundle-CA.cer

cms-b> webbridge3 enable

SUCCESS: HTTPS Key and certificate pair match

SUCCESS: HTTPS full chain of certificates verifies correctly
SUCCESS: C2W Key and certificate pair match

SUCCESS: C2W full chain of certificates verifies correctly
SUCCESS: Webbridge3 enabled

cms-b>

cms-b> callbridge trust c2w Bundle-CA.cer

cms-b> callbridge restart

SUCCESS: 1listen interface configured

SUCCESS: Key and certificate pair match

SUCCESS: certificate verified against CA bundle

SUCCESS: c2w trust bundle parsed.

cms-b>

On both CMS-A and CMS-B, verify the webbridge3 configuration.

cms-a> webbridge3

Enabled . true
HTTPS Interface whitelist 1 a:443
HTTPS Key file : lcert.key
HTTPS Full chain certificate file : fullchain.
HTTP redirect : Disabled
C2W Interface whitelist 1 a:9999
C2W Key file : lcert.key
C2W Full chain certificate file : fullchain.
C2W Trust bundle : Bundle-CA.
Beta options : hone

: true
HTTPS Interface whitelist 1 a:443
HTTPS Key file : lcert.key
HTTPS Full chain certificate file : fullchain.
HTTP redirect : Disabled
C2W Interface whitelist :a:9999
Cc2w Key file : lcert.key
C2W Full chain certificate file : fullchain.
C2W Trust bundle : Bundle-CA.
Beta options I hone
cms-b>

On the web GUI of the CMS-A navigate to Configuration > Cluster.
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&« C o @ & https://cms-a.lab.local:445/authenticate.htmi?url=%2findex html R 4 mn o =

mie
cisco

Login

Username:  admin|

Please enter password: sssssses

Under the section Call Bridge Identity, enter a Unique name for this Callbridge: cms-a.
Click Submit.

Under the section Clustered Call Bridge, add each Call bridge unique name to the cluster
including this node. In our scenario add cms-a in Unique name section. Under the Address
section add https://10.1.5.50:445. Add cms-b in Unique name section. Under the Address
section add https://10.1.5.51:445.

« e @ @ @ httpsy/cms-alab.locataas/cluster_config.htm B -9 mno £
dlra]n
cisco

Call Bridge identity

Unique name  cms-a
Peer link bit rate
Participant limit
Submit

Clustered Call Bridges

Peer link SIP domain

[ | cms-b https://10.1.5.51:445 connection active; time since last heartbeat: 8 seconds Ledit]
[T | cms-a hitps://10.1.5.50:445 [this Call Bridge] Ledit]
| Add New | Reset |
1
Delete |

CMS Outbound Calls and Incoming Calls

The call routing on CMS involves a three call routing different tables.
Order of call processing

1. Incoming Call Matching Table
2. Incoming Call Forwarding Table
3. Outbound Call Table

The only exception would be for CMS initiated calls (either CMS directly for TelePresence
Management Suite (TMS) scheduled outbound calls or CMA client calls out) in which the call
forwarding table is bypassed.

Below the chart flow.
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https://10.1.5.50:445/

Match Spaces

call ﬁ Incoming Call Table IVR

Lync

No match
Reject
(Default)

Forward
Reject

Forwarding Call
Table

Forward
With optional

Outgoing Call Table rewriting domain

Route the Call based Route the Call based on SIP DNS

on configured SIP SRV Record
Proxy to use field (_sips._tcp /_sip._tcp /_sip._udp)

Incoming Call Table

= 2

jsmith@lab.local

HQ-CUCM

> BH 10.1.5.0/24

r
- SIP Trunk

jdoe@lab.local

B

£ \

This is the first step in the process in which CMS determines whether the inbound call is
destined for the Cisco Meeting Server itself and would need to process on it further or
whether it is a call destined for a different system in which CMS is the agent that interworks
the call and handles both the media and signaling (f.e. Skype gateway calls to Standard SIP
endpoints or vice versa).

It checks if the domain part of the incoming URI matches the incoming matching table or not.
If it does match, it is able to route the call to space, user, IVR or do a Lync conference
lookup.

For example. When a user registered to HQ-CUCM wants to join this meeting, he dials
meet@demystify.com, the call is sent to the call control HQ-CUCM, a SIP route pattern with
domain routing demystify.com should be configured on HQ-CUCM that points to the SIP
Trunk to CMS Cluster (the configuration will be done later), the CMS lookup the host portion
@demystify.com for a matching in the Incoming Calls Table and a Domain name
demystify.com exists, then the CMS lookup the User portion meet@ to find a matching in
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the Spaces Table and a space with User Portion URI exists, finally the user joins the meeting
named Demystifying Everything Meeting.

<« c @ © @ nttpsy//cms-alablocal:445/incoming_calls html o@E 9%

el
cisco

User: admin ¥

Status W

Incoming call handling

Call matching
Domain name Targets spaces Targets IVRs Targets Lync Targets Lync Simplejoin
1| ems-b.labJocal 10 yes yes no no no [edit]
| | ems-a.lab.local 5 yes yes no no no [edit)
|| demystify.com 4 yes yes no no no [edit]
0 yes ~ yes ~ no - no - Add New || Reset |

1

Call forwarding

Forward Caller ID Rewrite domain Forwarding domain

Domain matching pattern

0 reject use dial plan no - Add New | Reset
il
cisco

Status ¥ Configuration ¥ Logs ¥ User: admin W
Space configuration
Filter | Envoyer

] URI user part Secondary URI user part Additional access methods call ID Default layout

[ | Demystifying Everything Meeting | meet 1111 not set [edit]

[J | cbronson Mesting Space cbronson.space 3002 not set [edit]

[ | kdouglas Meeting Space kdoughas space | 3003 | not set [edit]

[J | pnewman Meeting Space phewman.space 3001 not set [edit]

I | not set v| | AddNew | Reset

To understand how Cisco Meeting Server processes the calls through the three tables. Let’s
dial jdoe@mylab.local from jsmith jabber client, the call is sent to the HQ-CUCM, the call
control HQ-CUCM has a SIP Route Pattern with domain routing mylab.local that points to
CMS-A.

v ..'james smith
t Available

O, jdoe@mylab.local

fo
‘N

5:29 PM !:u

Views: | All

L Unknown

Unknown

= | Type: | All

5:24 PM k—b
Recents

|

Voice

Messages

Meetings
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<& Cc @ © & hitpsy/hg-cucm.lab.local/ccmadmin/sipRoutePatternEdit.do?key=ac8ccSce-47h9-b731-070f-255239dbcagg  »o* w ¥y N @D ©® =

aliln Cisco Unified CM Administration WEIEEREI Cisco Unified CM Administration

€IS€0 4 cisco Unified Communications Solutions admin Search Documentation ~ About  Logoyl
System v  CallRouting ~  Media Resources ~  Advanced Features v Device v Appl v  User ~  Buk ~ Hep ~
SIP Route Pattern Configuration LEEICLRNTER Back To Find/List ¥ | Go

B Save x Delete Copy |:‘;= Add New

(@ Status: Ready ‘

[ Pattern
Pattern Usage Domain Routing
1Pv4 Pattern™® mylab.local
1Pv6 Pattern
Description
Route Partition < None > -
SIP Trunk/Route List* RL-CMS-AB - (Edit)

[ Block Pattern

~ Calling Party Ti

[Tl use caling Party's External Phone Mask

calling Party Transformation Mask

Prefix Digits (Outgoing Calls)

Calling Line 1D Presentation® Default -

calling Line Name Presentation®  Default A

In the SIP Trace of CMS-A, we can see that since the call did not match any incoming rule
with domain name mylab.local. The CMS-A goes to the Call Forwarding Table.

The Forwarding Table does not have any rule or a reject rule, then the event log does not
explicitly show this. CMS-A just informs us that the call did not match a Destination URI in
other words any space, user, IVR or Lync meeting.

« e @ © @ htipssams alablocala45/log Qo @ +rmoe £
]

cisco
Status ¥ Configuration ¥  Logs ¥ user: admin v
Filter Show all messages. ~ [ Submit [download as text] [clear]

2021-02-06 05:17:08.415 Info. 792 log me cleared by "admin”

2021-02-06 05:19:01.098 Info call 12: incoming SIP call from “sip:jsmith@lab.local” to local URI "sip:jdoe@mylab.local”
2021-02-06 05:19:01.099 Info call d1528b90-d557-4076-affe-6956201eaf96 transferred from "jsmith@lab.local" to "jsmith@ lab.local;x-cisco-number=51003"
2021-02-06 05:19:01.118 Info call 12: destroying API call leg 00000000-0000-0000-0000-000000000000

Incoming Call Forwarding Table

If the call did not match any of the rules on the incoming call matching table, it goes through
the second table called the call forwarding table. This is domain based only, you can block
calls to certain domains or allow calls to certain domains.

Let’s configure a Call Forwarding Rule with the Domain matching pattern mylab.local. The
Rewrite Domain option allows you to rewrite the domain of the inbound call to a different
one and changes the To header of the SIP message as well. To ensure that the
idoe@lab.local jabber client will ring, the domain dialed mylab.local must be changed to
lab.local.
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« ¢ @ © & htips s-a.lablocal:445/incoming_calls.htm @ .- [+ +ymoe F
mim

CiIsco
Stalus W Configuration ™ Logs W' User: admin W

Incoming call handling

Call matching
Targets spaces Targets Lync Simplejoin

cms-b lab.local 10 yes yes no no no [edit]

cms-alab.local 5 yes yes no no no fedit]

demystify.com 4 yes yes no no no fecit]

0 yes = yes = o o - Add New

| Delete
1
Call forwarding

Domain matching pattern Caller ID Rewrite domain Forwarding domain
mylab local 1 forward use dial plan yes lab.Jocal [edit)
0 reject use dial plan ~ no - Add New  Reset

Let’s try another call from jsmith jabber client to jdoe@lab.local by dialing
jdoe@mylab.com.

The SIP Trace shown that an inbound call with domain mylab.com is received from
jsmith@lab.local to jdoe@mylab.local but without a match on the incoming call table
(either on spaces, users, IVR or Skype conferences), next the CMS-A lookup the Call
Forwarding Table.

A match is found with the domain matching pattern mylab.local to process the call.

In the SIP Trace, the Forwarding Call line shows the modification of the domain. It displays
the modification of mylab.local domain to lab.local domain.

But when the CMS-A lookup the Outbound Calls Table, there is no match and the outgoing
call fails.

« G @ © @ httpsy/cms-a lablocal:445/log htm 0 ~@Ua N D @ :
2021-02-06 05:41:52.344 Info SIP trace #0>: Max-Forwards: 70

2021-02-06 Info SIP trace #0>: To: <sj local>; tag 7

2021-02-06 : Info SIP trace #0>: From: <sip:jsmith@Iab.local>;tag=4535~ff65ech6-14ac-4ddd-95ab-Foce Fchecea-20645834

2021-02-06 05:41:52.345 Info SIP trace #0>: Allow: INVITE,ACK,CANCEL, OPTIONS, INFO,BYE, UPDATE REFER, SUBSCRIBE, NOTIFY, MESSAGE

2021-02-06 05:41:52.345 Info SIP trace #0>: Server: Acano CallBridge

2021-02-06 05:41:52.345 Info SIP trace #0>: Content-Length: 0

2021-02-06 05:41:52.345 Info SIP trace #0>: END OF MESSAGE

2021-02-06 05:41:52.345 Info [<cal 1: incoming SIP call from "sip:jsmith@lab.ocal” to local URI "sip:jdoe@mylab.local” |

2021-02-06 05:41:52.346 Info call 213b1e23-7d21-4645-8243-be12502 1bbe7 from Jocal” to local;x-cisco-number=51003"
2021-02-06 05:41:52.381 Tnfo forwarding call to sip:jdoe@mylab.local' to ‘jdoe@lab local”_|

2021-02-06 05:41:52.381 Info conference Be5ac371-ae07-4804-0f5a-f909b6¢ 2c40: locked due to lack of lock consensus

2021-02-06 05:41:52.381 nfo conference BeSac371-3607-48d4-0f5a-f¥909b6c 2c40: lock state has changed to locked

2021-02-06 05:41:52.381 Info API call leg £274f18c-a3db-4515-8f83-0f0884aa3bch In call 8e5ac371-ae07-48d4-0f5a-fa900b6c2¢40 (API call c4dcfb69-6bb0-490f-be57-0233dfGed2f)
2021-02-06 05:41:52.381 Info configuring call e274f18c-a3db-4515-8f83-0f9884aa3bch to be deactivated

2021-02-06 05:41:52.381 Info conference Be5ac371-a607-4Bd4-0f5a-f3900b6c 2040 has control/media GUID: 6bb3ba0b-df79-4656-8c2e-66e06500610
2021-02-06 05:41:52.382 Info call 2: outgoing SIP call to "jdoe@lab.local”

2021-02-06 05:41:52.382 Info DINS trace: resolving "lab.local” (SRV "_sips._tep", dnsType:1) for call 2

2021-02-06 05:41:52.382 Info qured - API call leg e274f18c-a3db-4515-8f83-9f9884aadbch with SIP call ID "3ffff955-8627-42b9-804b-112458b50fb6"
2021-02-06 05:41:52.389 Info (SRV "_sips._tcp") for call 2 failed

2021-02-06 05:41:52.389 Info Jocal” (tis:1, dnsType:1) for call 2

2021-02-06 05:41:52.392 Info DINS trace: resolution of "lab.local (ts:1) for call 2 succeeded; results: 1

2021-02-06 05:41:52.392 Info NS trace: resolution of "lab.local (ts:1) for call 2 using 10.1.5.19:5061

2021-02-06 05:41:52.392 Info SIP trace #1>: allocated for outgoing encrypted connection to 10.1.5.19:5061

2021-02-06 05:41:52.392 Info SIP Server Minimum TLS version configured to be 1.2

2021-02-06 05:41:52.396 Info SIP trace #1>: outgoing connection to 10.1.5.19:5061 failed, code 111

2021-02-06 05:41:52.396 Info SIP trace #1>: shutting down...

2021-02-06 05:41:52.396 Info call 2: falling back to unencrypted control connection...

2021-02-06 05:41:52.396 Info DS trace: resolving "lab.Jocal” (SRV "_sip._tcp”, dnsType:1) for call 2

2021-02-06 05:41:52.398 Info DINS trace: resolution of "lab.local” (SRV "_sip._tcp™) for call 2 failed

2021-02-06 05:41:52.399 Info DN trace: resolving "lab.local” (tis:0, dnsType:1) for call 2

2021-02-06 05:41:52.400 Info DNS trace: resolution of "lab.local" (tis:0) for call 2 succeeded; results: 1

2021-02-06 05:41:52.400 Info DNS trace: resolution of “lab.local” (tis:0) for call 2 using 10.1.5.19:5060

2021-02-06 05:41:52.401 Info SIP trace #2>: allocated for outgoing connection to 10.1.5.19:5060

2021-02-06 05:41:52.401 Info SIP trace #2>: outgoing connection to 10.1.5.19:5060 failed, code 111

2021-02-06 05:41:52.401 Info DNS trace: resolving “lab.local” (SRV *_sip._udp", dnsType:1) for call 2

2021-02-06 05:41:52.401 Info SIP trace #2>: shutting down...

2021-02-06 05:41:52.403 Info DNS trace: resolution of “lab.local” (SRV *_sip._udp®) for call 2 failed

Outbound Call Table
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This is the last table in the call routing logic of Cisco Meeting Server that makes the call out
to different server. In other words CMS will use an outbound rule to send the call to another
call control for example Cisco Unified Communication Manager or Cisco Expressway-C.

To better understand let’s take another scenario:

—

User jdoe@lab.local is registered using Cisco Jabber to HQ-CUCM.

2. Active Directory is integrated to CMS Cisco Meeting Server and the user

jdoe@lab.local is NOT imported into CMS.

Another user join a conference using a web browser.

4. An administrator tries to add the user jdoe@Ilab.local to meeting using the "Add
Participant” option in Cisco Meeting Management CMM.

5. The CMS will try to find an Outbound Call Rule with Domain lab.local and the SIP
Proxy to use (in this case 10.1.5.15) to route out the call, an Outbound Call Rule is
similar to SIP Route Pattern on CUCM.

6. The HQ-CUCM will receive the call and find that the user jdoe@Ilab.local is

registered and the Client Jabber rings.

w

Therefore to allow the CMS-A to route out or to send a call to any domain for example
lab.local, the Outbound Calls Table is there to accomplish this task after the Incoming Calls
Table and Call Forwarding Table checked respectively.

In case you match a rule with the Behavior set to Stop, the call does not go through the rest
of the table after that match and the call has failed if that SIP Proxy failed to route the call for
example. When that setting would be set to Continue, you could allow for a fallback to a
different route or different node in the cluster.

Let's add Outbound Call Rule, in the Domain, enter lab.local, in the SIP proxy to use,
enter the IP address of HQ-CUCM 10.1.5.15, we can use hg-cucm.lab.local. The CMS will
query the internal DNS Server to resolve the IP address of HQ-CUCM.

« c o © & httpsy/cms-alablocal445/outboun Tt oBg 9w ¥y N O @ =

e
Cisco

Status W Configuration ¥ Logs ¥
Outbound calls

Filter

Envoyer

SIP proxy to use Local contact domain Local from domain Trunk type Encryption Tenant  Call Bridge Scope
Standard SIP ~ Stop - 0 Auto - Add New | Reset
- 1
Dial Transforms
| | Type Match Expression Transform Expression Priority Action
Raw = ] Accept - Add New | Reset
Delete
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« c o © & httpsy/cms-alab.local:445/outbound_calls.htmi o8 - o ¥ in @ ® =
N

cisco
Status ¥ Configuration ¥ Logs ¥ User: admin ¥

Outbound calls

Filter Envoyer |
SIP proxy to use Local contact domain Local from domain Trunk type i ori Encryption  Tenant  Call Bridge Scope
lab.local 10.1.5.15 <use local contact domain> | Standard SIP Stop 0 Unencrypted no <all> [edit]
| | Swndardstp - | Swp - | 0 Auto - Add New | Reset
Delete

1

Dial Transforms
] Type Match Expression Transform Expression Priority Action
Raw - [ Accept - Add New | Reset

Delete:

Let’s try another call from jsmith jabber client to jdoe@lab.local by dialing
jdoe@mylab.com..

The SIP Trace shown that after a non-matching in the Incoming Calls Table, the CMS-A
lookup in the Call Forwarding Table and find a match for mylab.local, it applies the
transformation of the Host part of the URI of the destination jdoe@mylab.local, from
mylab.local to lab.local. Caller ID of the Call Forwarding Rule is set to use Dial Plan
option. There are two options here that can be set on the forwarding rules. Either it is set to
pass through and then no modification is made on domain of the outbound INVITEs or it is
set to use dial plan which allows the system to modify the domain of the inbound call to a
different one as per the Outbound Calls rules, in this case the Call Forwarding Rule with
Caller ID set to Dial Plan will modify the destination domain mylab.local to lab.local in
order to match the Outbound Call Rule configured with a domain lab.local.

The outgoing connection successful line confirms that a match is found in the Outbound
Calls table.

<« cC @ © @ nttps//ems-alablocal:445/log htr Q - w LN D@
20010206 | 05:48:16.667 | Info SIP trace #0>: Max-Forwards: 70

0010206 | 05:48:16.667 | Info SIP trace #0>: To: <sip:jdoe@mylab.local> tag=7eec1aa40b6111bd

20010206 | 05:48:16.667 | Info SIP trace #0>: From: <sip:jsmith@lab local> tag=4701~ffSeché-14ac-4ddd-05ab- FcocTfchecea- 20645644

0010206 | 05:48:16.687 | Info SIP trace #0>: Allow: INVITE,ACK CANCEL, OPTIONS, INFO,BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE

2010206 | 05:48:16.687 | Info SIP trace #0>: Server: Acano CallBridge

010206 | 05:48:16.687 | Info SIP trace #0>: Content-Length: 0

0210206 | 05:48:16.687 | Info SIP trace #0>: END OF MESSAGE

0010206 | 05:48:16.688 | Info call 7: incoming SIP call from “sip:smith@lablocal” to local URI "sip: ]

010206 | 05:48:16.689 | Info call Oc445ca3b07-425c-83d5-00f3d974344c ransferred from “jsmith@lab.local to “jsmith@lab local;x-cisco-number=51003"
0210206 | 05:48:16.718 | Info conference 0d3cAbc)-2379-419e-9915-66ea3bc3b2ed locked due to lack of lock consensus

0010206 | 05:48:16.718 | Info conference 0d3cAbc)-2379-419e-9915-66ea3be3h2e9: lock state has changed to lacked

0010206 | 05:48:16.719 | Info API cal leg 71felfb3-de70-4c7c-934d-44202362a673 in call 0d3cabc0-2379-419e-0915-66ea3bcib2ed (API call 9583b050-413F-475d-9F19-56331bfbacda)
0010206 | 05:48:16.719 | Info configuring call 71fe1fb3-de70-4c7c-934d-442023fa2673 to be deactivated

0010206 | 05:48:16.719 | Info conference 0d3cAbc)-2379-419e-9915-66ea3be3h2ed has controljmedia GUID: d6fce2c0-86c4-4alc-b71a-aeffae0dc253
20210206 | 05:48:16.719 Info

0010206 | 05:48:16.720 | Info <IP trace #5> allocated for outgoing connection to 10.1.5.15:5060

0010206 | 05:48:16.720 | Info call 8: configured - API call leg 71fe1b3-de70-4c7c-934d-442023faa673 with SIP call ID "c185558b-F117-4993-a21F d676abd8090"
0010206 | 05:48:16.720 | Info SIP trace #5>: outgoing connection successhul, 10.1.5.50:40472 to 10.1.5.15:5060

20010206 | 05:48:16.725 | Info SIP trace #5>: outgoing SIP TCP data to 10.1.5.15:5060 from 10.1.5.50:40472, size 3664:

20010206 | 05:48:16.725 | Info SIP trace #5>: BEGINNING OF MESSAGE

0010206 | 05:48:16.725 | Info SIP trace #5>: INVITE sip:jdoe@lab.local SIP/2.0

20010206 | 05:48:16.725 | Info SIP trace #5>: Via: SIP/2.0/TCP 10.1.5.50:5060;branch=29hG4bK4572b1813r39880085839c37306445a

0010206 | 05:48:16.725 | Info SIP trace #5>: CallD: c185556b-f117-4993-a21F-fd676abdB030

20010206 | 05:48:16.725 | Info SIP trace #5>: CSeq: 237647857 INVITE

0010206 | 05:48:16.725 | Info SIP trace #5>: Max-Forwards: 70

0010206 | 05:48:16.725 | Info SIP trace #5>: Contact: <sip:jsmith@10.1.5.50;transport=tcp>

0010206 | 05:48:16.725 | Info SIP trace #5>: To: <sip:jdoe@lab.ocal>

0010206 | 05:48:16.725 | Info SIP trace #5>: From: "jsmith” <sip:jsmith@10.1.5.50>;tag=fc2751367deda711

0010206 | 05:48:16.725 | Info SIP trace #5>: Allow: INVITE, ACK,CANCEL, OPTIONS, INFO, BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE

0010206 | 05:48:16.725 | Info SIP trace #5>: Supported: times, X cisco-callinfo

0010206 | 05:48:16.7%6 | Info SIP trace #5>: Session-Expires: 1800

20210206 | 0548:167%6 | Info SIP trace #5>: Min-SE: 90

0010206 | 05:48:16.7%6 | Info SIP trace #5>: User-Agent: Acano CallBridge

20210206 | 0548:1672%6 | Info SIP trace #5>: Content-Type: application/sdp

0210206 | 0548:167%6 | Info SIP trace #5>: Content-Length: 3091

20010206 | 05:48:16.7%6 | Info SIP trace #5>: v=0

As mentioned for Call Forwarding Table, for Caller ID field, there are two options here that
can be set on the forwarding rules. Either it is set to pass through and then no modification
is made on the From header of the outbound INVITEs or it is set to use dial plan which
allows the system to modify the From header as per the outbound rules.
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Below there is an outbound dial plan rule to lab.local (as after the rewrite domain on the call
forwarding table). Notice the From header jsmith@10.1.5.50 (IP of the CallBridge) with
Caller ID set to Dial Plan. The Contact header jsmith@10.1.5.50 is always adapted as
CMS CallBridge.

< c o © & nttpsy//ems-alablocal:445/log i o - N D@
2021-02-06 05:48:16.687 Info SIP trace #0>: Max-Forwards: 70

2021-02-06 05:48:16.687 Info SIP trace #0>: To: <sip:jdoe@mylab.local> tag=7eec 1aad0b611 1bd

2021-02-06 05:48:16.687 Info SIP trace #0>: From: <sip:jsmith@lab local>;tag=4701~ff65ech6-14ac-4ddd-05ab- 7ccc Ffcbecea-20645844

2021-02-06 05:48:16.687 Info SIP trace #0>: Allow: INVITE, ACK,CANCEL,OPTIONS, INFO, BYE,UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE

2021-02-06 05:48:16.687 Info SIP trace #0>: Server: Acana CallBridge

2021-02-06 05:48:16.687 Info SIP trace #0>: Content-Length: 0

2021-02-06 05:48:16.687 Info SIP trace #0>: END OF MESSAGE

2021-02-06 05:48:16.688 Info call 7: incoming SIP call from "sip:jsmi local" to local URT local”

2021-02-06 05:48:16.689 Info call Ocdd5ca3-b0B7-425c-83d5-00F1d974344c transferred from "jsmith@lab.local" to “jsmith@lab.local;x-cisco-number=51003"
2021-02-06 05:48:16.718 Info forwarding call to 'sip:idos@mylab.local' to ‘jdoe@lab. local

2021-02-06 05:48:16.718 Info conference Od3c4bed-2379-419e-0915-66ea3bc3b2ed: locked due to lack of lock consensus

2021-02-06 05:48:16.718 Info conference Od3c4bed-2379-419e-9915-66ea3bc3h2e9: lock state has changed to locked

2021-02-06 05:48:16.719 Info AP call leg 71felfb3-de70-4c7c-934d-442023faa673 in call 0d3cdbe0-2379-419e-0915-66ea3bc3b2ed (AP call 9583b055-413f-475d-9f19-5633 1bfbacda)
2021-02-06 Info configuring call 71fe1fh3-de70-4c7c-934d-442023faa673 to be deactivated

2021-02-06 Info conference Od3c4bed-2379-419e-9915-66ea3bc3b2ed has control/media GUID: défee2c0-86c4-4alc-b7 1a-aefBaedc 253
2021-02-06 Info call 8: outgoing SIP call to "jdoe@lab.local”

2021-02-06 Infa SIP trace #5>: allocated for outgoing connection to 10.1.5.15:5060

2021-02-06 Info call 8: configured - API cal leg 71fe1fb3-de70-4c7c-934d-442023faa673 with SIP call ID "c185558b-F117-4993-a21f-fd676abd8050"
2021-02-06 Infa SIP trace #5>: outgoing connection successful, 10.1.5.50:40472 to 10.1.5.15:5060

2021-02-06 Infa SIP trace #5>: outgoing SIP TCP data to 10.1.5.15:5060 from 10.1.5.50:40472, size 3664:

2021-02-06 Infa SIP trace #5>: BEGINNING OF MESSAGE

2021-02-06 Infa SIP trace #5>: Via: SIP[2.0/TCP 10.1.5.50:5060;branch 725 1813F3

2021-02-06 Info SIP trace #5>: Cal-ID: c185558b-f117-4993-a21f-fd676abdB090

2021-02-06 Infa SIP trace #5>: CSeq: 237647857 INVITE

2021-02-06 Info SIP trace #5>: Max-Forwards: 70

2021-02-06 Info SIP trace #5>: Contact: <sip:jsmith@10.1.5.50;transport=tcp>

2021-02-06 Info SIP trace #5=: To: <sip:jdoe@lab.local>

2021-02-06 Info SIP trace #5>: From: "jsmith" <sip:jsmith@10.1.5.50>;tag=fc2751367de%a711

2021-02-06 Info SIP trace #5=: Allow: INVITE,ACK,CANCEL, OPTIONS,INFO, BYE, UPDATE,REFER, SUBSCRIBE, NOTIFY, MESSAGE

2021-02-06 Info SIP trace #5>: Supported: timer, X-cisco-callinfo

2021-02-06 Info SIP trace #5>: Session-Expires: 1800

2021-02-06 Info SIP trace #5>: Min-SE: 90

2021-02-06 Info SIP trace #5>: User-Agent: Acano CallBridge

2021-02-06 Infa SIP trace #5: Content-Type: application/sdp

2021-02-06 Infa SIP trace #5>: Content-Length: 3001

2021-02-06 Infa SIP trace #5>: v=0

Let's change the Caller ID in the Call Forwarding Rule to pass through. With pass through,
there would not be any modification on the From header as shown below jsmith@lab.local.
The Contact header is still set to jsmith@10.1.5.50 as CMS starts a new callLeg and thus
must add in a Contact header to itself.

€ e @ © @ hitpss/cms-slablocal 445 incoming calls himl 08 -9 srmmooe £
i
cisco

Status w  Configuration ¥ Logs ¥ p——

Incoming call handling

Call matching
Domain name Targets spaces Targets Lync Simplejoin
cms-b Jab.local 0 yes yes no no no [ecit]
cms-alab.local 5 yes yes no no no [edit]
demystify.com 4 yes yes no no no [edit]
yes = yos = o v o - | Add New | Reset
1
[ Detete |
Call forwarding

Domain matching pattern i Forwarding domain
mylab local 1 forward pass through yes ab.local [edit]
0 reject ¥ use dial plan ~ no -
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< ¢ @ © & httpsy/cms-alablocal:445/log htr Q 9% @ e

2021-02-06 05:53:18.896 Info SIP trace #0>: Call-1D: B50faDD0-10001-fae-93f492a@10.1.5.15

2021-02-06 05:53:18806 | Info SIP trace #0>: CSeq: 101 INVITE

2021-02-06 05:53:18.896 Info SIP trace #0>: Max-Forwards: 70

2021-02-06 05:53:18896 | Info SIP trace #0>: To: <sipjdoe@mylab.local > tag=27eal8d24d38c219

2021-02-06 05:53:18.896 Info SIP trace #0>: From: <sip:jsmith@lab.local>;tag=4817~Ff65ecb-14ac-4ddd-95ab-7ccc Fichecea- 20645848

2021-02-06 05:53:18896 | Info SIP trace #0:: Allow: INVITE,ACK,CANCEL,OPTIONS, INFO,BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE
2021-02-06 05:53:18.896 Info SIP trace #03: Server: Acano CallBridge

2021-02-06 05:53:1889% | Info SIP trace #0>: Content-Length: 0

2021-02-06 05:53:18.896 Info SIP trace #0>: END OF MESSAGE

2021-02-06 05:53:188% | Info call 9: incoming SIP call from "sip: local" to local URT "sip:j Jocal”

2021-02-06 05:53:18.896 Info call 74840af7-6c09-460d-2536-ac0a7a9f1778 transferred from "jsmith@lab.local" to "jsmith@lab.local;x-cisco-number=51003"
2021-02-06 055318009 | Info forwarding call to 'sip:jdoe@mylab.local' to 'jdoe@lab.local

2021-02-06 05:53:18.909 Info conference 0209fa1d-8935-438a-b2da- 783b81f4b7ea: locked due to lack of lock consensus

2021-02-06 05:53:18909 | Info conference 0209fald-8935-438a-b2da- 783b81f4b7ea: lock state has changed to locked

2021-02-06 05:53:18.910 Info API call leg 30deb6bS-7021-4fd6-afac-960ef5a251cd in call 0209fald-8935-438a-b2da- 783bB114b7ea (AP] call Sbib7F2c-6490-426b-bf16-1048135a38a4)
2021-02-06 05:53:18910 | Info configuring call 30deb6bs-7021-4fd6-afac-960ef5a251cd to be deactivated

2021-02-06 Info conference 0209fald-8935-438a-b2da- 783b8114b7ea has control/media GUID: a45107d1-b5e0-46b7-a73e-S6cabBebdact
2021-02-06 | Info call 10: outgoing SIP call to “jdoe@lab.Jocal”

2021-02-06 Info SIP trace #6>: allocated for outgoing connection to 10.1.5.15:5060

2021-02-06 | Info call 10: configured - API call leg 30deb6b5-7021-4fd6-afac-960efSa251cd with SIP call ID “d6d3012f-431f-431c-8769-a430b2dbe631"
2021-02-06 Info SIP trace #6>: outgoing connection successful, 10.1.5.50:41010 to 10.1.5.15:5060

2001-02-06 05:53:18914 | Info SIP trace #6>: outgoing SIP TCP data to 10.1.5.15:5060 from 10.1.5.50:41010, size 3665:

2021-02-06 05:53:18.914 Info SIP trace #6>: BEGINNING OF MESSAGE

2021-02-06 05:53:18914 | Info SIP trace #6>: INVITE sip:jdoe@lab.local 51P/2.0

2021-02-06 05:53:18.914 Info SIP trace #6>: Via: SIP/2.0/TCP 10.1.5.50:5060;branch=29h 51df1f 2b:

2021-02-06 05:53:18914 | Info SIP trace #6>: Call-1D: d6d3012f-431f-431c-8769-a430b2dbe631

2021-02-06 05:53:18.914 Info SIP trace #6>: CSeq: 1322907044 INVITE

2021-02-06 05:53:18914 | Info SIP trace #65: Max-Forvards: 70

2021-02-06 05:53:18.914 Info SIP trace #6>: Contact: <sip:jsmith@10.1.5.50;transport=tcp> |

2021-02-06 05:53:18914 | Info SIP trace #6>: To: <sip;jdoe@lab.local>

2021-02-06 05:53:18.914 Info SIP trace #6>: From: "jsmith” <sip:jsmith@lab.local>;tap=28681b956a2d0a%4

2021-02-06 055318914 | Info SIP trace #6>: Allow: INVITE,ACK,CANCEL,OPTIONS, INFO,BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE
2021-02-06 05:53:18.914 Info SIP trace #6>: Supported: timer,X-cisco-callinfo

2021-02-06 055318914 | Info SIP trace #6>: Session-Expires: 1800

2021-02-06 05:53:18.914 Info SIP trace #63: Min-SE: 90

2021-02-06 0553:18914 | Info SIP trace #6>: User-Agent: Acano CallBridge

2021-02-06 05:53:18.914 Info SIP trace #6>: Content-Type: application/sdp

The Local From Domain and Local Contact Domain in the Call Outbound rule can be filled
in to point to another domain redouane.com and meddane.com respectively. This then
reflects the change on From jsmith@redouane.com and Contact header
jsmith@meddane.com of the outbound SIP INVITE.

Let’'s modify the Caller ID of the Incoming Call Rule to use dial plan.

&« c @ oa e lab.local - D @ =
i
CISCO  Cisco Expressway-C m
Status  System  Configuration  Applications  Users  Maintenance A Y HeR o= Logout
Zones You are here: Configuration * Zones * Zones
DefaultZone Detault zone [ 0 kbps oft on View/Edit
CElcp-10.1.5.1¢ Meighbar 0 0kbps oft Active Enabled search rules: 1 View
Unified Communications traversal 0 0 kbps on Active No sea fiew/Edit
Zone-to-CMS Heighbor o Okbps oft Active Enabled search rutes: 1 View/Edit
New Select all Hide generated dems

Cisco Expressway Unifed Edge

For users or guests to use the Cisco Meeting Server web app when outside the corporate
network, access through the firewalls needs to be provided using the Cisco Expressways to
proxy the WebRTC traffic from outside to in. The Cisco Expressway-E will proxy the HTTPS
traffic back through an SSH tunnels to the Cisco Expressway-C. The Cisco Expressway-C
will then route the traffic to an internal Web Bridge. For the Cisco Meeting Server web app to
be able to access Web Bridge3.0 the Expressways must be running version X12.6 or later
and if the Cisco Meeting Server web app is to use the Cisco Expressway-E TURN server
then the TURN option key must be installed

WebRTC proxying can be used on the same Expressway pair that is used for Mobile and
Remote Access (MRA), Business to Business (B2B) communication and any Microsoft
Integration. The only service that WebRTC proxying cannot coexist with is Jabber Guest.
Jabber Guest requires a dedicated pair of Expressways.
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WebBridge Expressway-C ‘.
Turn Server ( iNTERNET*) EO

Expressway-E

In an environment where the Cisco Expressways are proxying the HTTP traffic from outside
to in, the external DNS server would route the Web Bridge URL from the browser of the
external user to the Cisco Expressway-E. The Cisco Expressway-E would pass the traffic to
the Cisco Expressway-C via the SSH tunnel that is established between them. The Cisco
Expressway-C would use the internal DNS server to connect to one of the internal Web
Bridges and forward the traffic. The Web Bridge would then treat the incoming traffic in the
same way it would if the Cisco Meeting Server web app was inside the firewall. It would
forward the necessary requests to the Call Bridge for processing such as user authentication,
call requests and serve pages and manage the WebRTC connections back to the Cisco
Meeting Server web app via the Expressways.

Internal DNS Public DNS

Lab.local png Request Lab.public
DNS Request

IP of join.lab.publi
or join.lab.public IP of join.lab.public
0.1.5.20
— 41.1.1.20
WebRTC Sign-in

Through Traversal WebRTC Sign-in
Zone MRA Through HTTPS https://join.lab.public

10.1.5.20
Cisco CMS Expfessway-m\l Y
WebRTC | £ =5\ M L,
Sign-in E (INTERNET ) -
Tl-:]'lr'OI'LIJDgSh A F . % Expressway-E N J
- Unif’ed
Co - i
‘m Media WebRTC Client
Media  © Sign 1 ~°"® MRA
> 41.1.1.20
Turn Server
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Status ¥ Configuration ¥ Logs ¥

General configuration

User: admin ¥

TURN Server settings
TURN Server address (CMS)
TURN Server address (CMA)

Usemame

Password

Confirm password

Lync Edge settings
Server address
Username

Number of registrations

IVR telephone number

VR

IVR numeric ID 860000
Joining scheduled Lync conferences by 1D not allowed ~

External access

Web Bridge URI  https://join.lab.public

Submit | ‘

N
CISCO  Cisco Expressway-C
System  Configuration

Cisco Meeting Server

Meeting Server configuraticn

Apphications

The Web Bridge URI should match the Guest account client URI.
rwosT—————

Users  Maintenance

Enable ~ |

« Join iab public

A 7 Hep o= Logout

ommunications * Cisco Meeting Server

Configuring the Expressway-C will require enabling CMS meeting server web proxy and
changing the guest account client URI.

On the web GUI of the Expressway-C expc1, navigate to Configuration > Unified

Communications > Cisco Meeting Server.

Change the Meeting Server Web Proxy from Disable to Enable.

Enter join.lab.public in the Guest account client URI. This Guest account client URI
should be resolved to the IP addresses of the CMS-1 and CMS-2 (10.1.5.50 and 10.1.5.51).

<« c @

alaln
CISCO  Cisco Expressway-C

Staws  System  Configuration
Cisco Meeting Server

Wmeeting server contiguration

Meeting Server Web Proxy

sme] o)

€« ¢ @

alualn
CISCO  Cisco Expressway-C
System  Configuration
Cisco Meeting Server
Meeting Server configuration
Meeting Server Web Proxy

Guest account chent URI

@ & nttpsi//ex

Applications

Applications

c1lab.local/cmsproxylookup

Users  Maintenance

Disabie ~ |

tpsi//expcl.lablocal/cmsproxylookup

Users  Maintenance

Enable v |

& join 1ab pubiic

- @R

You are here: Configuration » Unifie:

L @ =

A 7 Hein 04 Logout

mmunications * Server

v @ T

@ =

& 7 Heip. (0w Logout

You are here: Configuration » Unified Communicalions » Cisco Meeling Server

save| seie
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<« cC @ ©a 2 1lab.local/cmsproxylockup i ¥ In @ =

€ISCO  Cisco Expressway-C m

Status System Configuration Applications Users Maintenance

el 0= Logoul
Cisco Meeting Server You are here: Confguraton * UNMied COMMUNICANons * CISCo Meetng Server
b Success The address join lab public resolved successfully The local cache has the following changes: Inserted 10 1551, 101550, 101540, 101541
Meating Server configuration
Enable + i

# join.jab public

Name Address Priority Wieight Status
join b public 101551 o

join lab public 101541
join lab.public 10.1.5.40 - - Failed

Configure the Expressway-E as the TURN server.
Why we do we need TURN? What is STUN TURN and ICE?

Before looking at the details of the different protocols and standards, it is important to
understand why they are needed. ICE, STUN, and TURN are used to establish a MEDIA
connection between two devices on different networks separated by firewalls and NAT
servers. They do not apply to signaling between devices which means that if you cannot
establish a signaling connection between the two devices then ICE, STUN and TURN are
irrelevant. There must be a signaling connection established and only then will the devices
attempt to establish a media connection.

The issues with NAT and collaboration media connections occurs during the signaling. The
media IP address and port of each stream is shared inside the SDP messages during call
setup. So even when a packet has the source addresses changed by NAT, the media
information inside the SDP messages remains the same. When the called device receives
the SIP message, it doesn'’t try streaming the media to the source address on the received
SIP packet but to the IP media addresses inside the SDP message which is the internal
address of the device and therefore the media connection cannot be established. To
overcome this issue ICE, STUN and TURN are used.

Source: 41.1.1.1: 50300
Destination: 15.41.2.1: 50230

Expressway-C Expressway-E
y z SDP Payload
IN IP4= 10.1.5.50

INTERNET

PAT
15.41.2.1

=
'
=

10.1.5.50 = Signaling Source: 41.1.1.1: 50300
. Destination: 192.168.1.10: 50230 n
Source: 10.1.5.50: 50100 L3 —_—» Media b,
Destination: 15.41.2.1: 50230 SDP Payload A

IN IP4= 10.1.5.50 192.168.1.10

Media with L3 destination
IP 10.1.5.50 NOT routable

SDP Payload L7

IN IP4=10.1.5.50

How are they used to traverse media through a Firewall and override the issue caused by
Network Address Translation (NAT)? What is the role of each protocol? What are the
differences? How the interaction occurs between STUN, TURN and ICE.
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Let’s start by looking at Session Traversal Utilities for NAT (STUN). The sole purpose of
STUN is for a device behind a firewall to discover what its NAT'd address and port are when
it sends UDP traffic outside. A STUN server is installed outside the firewall and the device
inside sends a STUN request to the STUN server.

Before sending the INVITE, the calling endpoint jdoe starts a session with the STUN server
to obtain its own client NATed IP 15.1.2.1 and port 19100.

Sre: 15.1.2.1: 19100 Src: 10.10.1.1: 19200
Dst: 20.0.13.1: 3478 Dst: 20.0.13.1: 3478

Stun Allocation Request Stun Allocation Request
At what Address At what Address
do you see me do you see me

The calling jdoe solicits the STUN
server to obtain its
own Public IP.

Dst: 15.1.2.1: 19100 Source Port 19200

SL. L1 s

STUN Server EIEPINREREEIVE 1.2, 10.10.1.1

Expressway-E I see you at = 5 jdoe @ n
{ § -2

15.1.2.1: 19100

___—----'—J

Source Port 19888
10.10.2.1

NAT IP
jsmith n
=

Public IP
20.0.131

13.1.2.1

The client NATed IP 15.1.2.1 and port 19100 are sent in the SDP INVITE.
The INVITE is then forwarded by Expressway-E, Expressway-C, and Unified CM toward the
called MRA device jsmith.

Src: 10.10.1.1: 19200
Dst: 20.0.13.1: 3478

Stun Allocation Request
At what Address
do you see me

NAT IP Source Port 19200

Src: 15.1.2.1: 19100
Dst: 20.0.13.1: 3478

Stun Allocation Request
At what Address
do you see me

The calling jdoe solicits the STUN
server to obtain its
own Public IP.

Dst: 15.1.2.1: 19100
STUN Server IO IRERBEIS 151.2.1 101011
Expressway-E I see you at . n

15.1.2.1: 19100 ( -

Public IP
20.0.13.1

SIP INVITE to jsmith@lab.public
IP4 15.1.2.1 Media Port 19100

INVITE forwarded to

Exp-E, Exp-C and CUCM.
Source Port 19888

10.10.2.1

Unified CM [ F==43
B8 B N SIP INVITE to jsmith@lab.public 1.2, jsmith D)
INVITE forwarded to IP4 15.1.2.1 Media Port 19100 -

Called Device jsmith.
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When the called device jsmith receives the SIP INVITE from jdoe, it starts communicating
with the Expressway-E STUN server in order to obtain its own Client NATed IP 13.1.2.1 and
port 1988
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Project 3: Multiple Certificates with Multiple CA Servers

CallBridge Certificate
signed by CA-1 Server

CA-1 Server lab.local CA-2 Server collab.com

WebBridge Certificate
signed by CA-2 Server

-

10.1.5.20

10.1.5.61

CMM

104 5.60 CallBridge Scheduler WebBridge
o CALLBRIDGE cer WEBBRDGE-CHAIN.cer
CB-Bundle.cer S e WB-C2W-Bundle.cer

The CallBridge, Scheduler and WebBridge services are running in the same node.

1.

ok ow

10.

The CallBridge service should use the CA-1 Server to sign the CallBridge certificate
called CALLBRIDGE.cer.

The WebBridge service should use the CA-2 Server to sign the WebBridge certificate
called WEBBRIDGE .cer.

The CallBridge must use the subordinate CA generated from CA-1 Server.

The WebBridge must use the subordinate CA generated from CA-2 Server.

Create a Bundle CA Called CB-Bundle.cer for CallBridge service using the
Subordinate CA and Root certificate of CA-1 server.

Create a Bundle CA called WB-C2W-Bundle.cer for WebBridge service using the
Subordinate CA and Root certificate of CA-2 server.

Create a chain certificate called WEBBRIDGE-CHAIN.cer for WebBridge3 using the
previous subordinate CA, the Root certificate of CA-2 server and the WebBridge
certificate.

Make sure that the CallBridge service will trust only the WebBridge certificate chain
signed by only the certificate WB-C2W-Bundle.cer.

Make sure that the WebBridge service will trust only the CallBridge's certificate
signed by only the CB-Bundle.cer certificate.

Enable the Scheduler, Since the Scheduler is required to run on a server which also
has a colocated Callbridge, it is possible to use the Callbridge certificate and C2W
trust cert for the Scheduler service, but a chain certificate is required for Scheduler,
therefore bundle the certificates CALLBRIDGE.cer and CB-Bundle.cer used
previously for CallBridge to create chain certificate SCHEDULER-CHAIN.cer.

Create a CSR named CALLBRIDGE for the CallBridge.
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cmsl>
cmsl> pki csr CALLBRIDGE CN:cmsl.lab.local subjectAltName:10.1.5.61,callbridge.lab.local

Created key file CALLBRIDGE.key and CSR CALLBRIDGE.csr
CSR file CALLBRIDGE.csr ready for download via SFTP

Created key file WEBBRIDGE.Kkey and CSR WEBBRIDGE.cCSr
CSR file WEBBRIDGE.csr ready for download via SFTP

CSR file SuborcCB.csr ready for download via SFTP
cmsl>

Generate a CSR named SuborWB for a Subordinate CA of the CA Server collab.com.

cmsl>
cmsl> pki csr SuborwB CN:collab.com OU:CCNP O:Collaboration L:SJ ST:CAL C:US

Created key file SuborwB.key and CSR SuborwB.csr
CSR file SuborwB.csr ready for download via SFTP
cmsl>

From the CA Server lab.local. Submit the CSRs named SuborCB and CALLBRIDGE to
generate the certificates, use the Certificate Template Subordinate Certificate Authority,
and Client and Server Authentication CMS respectively.
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
box.

Saved Request:

=== == === === ==g == == g= ey =

2FQEZ551YLgxX@ixuXhFuBxLWWBx2+ZjeS4jzo9d ™
Base-64-encoded | HvOtRVCMNYLz7zN61@6VghprefUmT3knDoAGt1re
certificate request | TQMySNVAEF90538T2gH9GHo1 kXyQVN3L3cLBcFKO

{(CMC or blk=

PKCS#10or  |[----—- END CERTIFICATE REQUEST-----

PKCS #7): v
< > /4

Certificate Template:
| Subordinate Certification Authority v |

Additional Attributes:

Attributes:
Y

| Submit > |

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
box.

Saved Request:

=== == = = =rm == ==y == =g =

2FQEZS51YLgxX@ixuXhFuBxLWWBx2+ZjeS4jz09d
Base-64-encoded | HVOtRVCMNYLz7zN6106VghprefUmT3knDoAGt1re
certificate request | IQMySNVAEF90545I12gH9GHoikXyQVN3L3cLBcFK@

(CMC or Fle=

PKCS#10or  |[----- END CERTIFICATE REQUEST-----

PKCS #7): v
< > 4

Certificate Template:

| Client and Server Authentication CMS v |

Additional Attributes:

Attributes:
Y

| Submit = |

Save the certificates with the name Subordinate-CB.cer and CALLBRIDGE.cer
respectively.
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2 Z

Subordinate-CB CALLEBRIDGE

From the CA Server collab.com. Submit the CSRs named SuborWB and WEBBRIDGE to
generate the certificates, use the Certificate Template Subordinate Certificate Authority,
and Client and Server Authentication CMS respectively.

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
box.

Saved Request:

i = === ==a == il — T R

2FqEZS51YLgxX@ixuXhFuBxLWWBx2+ZjeS4jzo9d ™
Base-64-encoded | HvOtRVCMNYLz7zN61@6VghprefUmT3knDoAGt1re
certificate request | IQMySNVAEF90530I2gH9GHoikXyQVN3L3cLBcFK®

{CMC or bik=

PKCS#10or  |[----- END CERTIFICATE REQUEST-----

PKCS #7): v
< > 4

Certificate Template:
| Subordinate Certification Authority v |

Additional Attributes:

Attributes:
Y

| Submit > |
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
box.

Saved Request:

————————r——————— e

2FQEZS51YLgxX0ixuXhFuBxLWWBx2+ZjeS4jz09d
Base-64-encoded | HVOtRVCMNYLz7zN6106VghprefUmT3knDoAGt1rO
certificate request| TQMySNVAEF90545T2gH9GH01kXyQUN3L3cLBCFK@

(CMC or Fle=

PKCS#10or  |[---—- END CERTIFICATE REQUEST-----

PKCS #7):. v
< > 4

Certificate Template:

| Client and Server Authentication CMS v |

Additional Attributes:

Attributes:
Y

| Submit = |

Save the certificates with the name Subordinate-WB.cer and WEBBRIDGE.cer
respectively.

iz iz

Subordinate-WE WEBBRIDGE

Download the Root Certificates of lab.local and collab.com.
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CA-lab.local CA-Collab.com

Create a bundle CA for CallBridge.

Use a plain text editor such as notepad. Past the SuborCB.cer certificate first and then past
the CA-lab.local.cer certificate at the end, save the file with .cer extension. Name it CB-
Bundle.cer.

v
CB-Bundle

Create a bundle CA for WebBridge.

Use a plain text editor such as notepad. Past the SuborWB.cer certificate first and then past
the CA-collab.com.cer certificate at the end, save the file with .cer extension. Name it WB-
C2W-Bundle.cer.
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Project 4: Scalability and Resilience Deployment Certificates
Advanced Scenario

Database Database Database
CallBridge CallBridge CallBridge CallBridge
Recorder WebBridge WebBridge WebBridge WebBridge
Streamer Scheduler
CMM CMS5 CcMS4 CMS1
= Live
LY Streaming
ullTube
__ N
' ™
)
™~
1015024 1[G -2  INTERNET )
j
- i
N —
19 A6 .
WebRTC ~ WebRTC jsmith jdoe ) S0
jabber jabber DNS Server BR-CUCM BR-CUP
Active Directory
CA Server
NFS Server
lab.local

Requirements:

e CMS1, CMS2 and CMS3 are planned to run a cluster database, CallBridge and
WebBridge.

o CMS1 must be configured with the Scheduler service.
CMS4 must be added with the CallBridge and WebBridge services.
CMS5 must be configured with the Recorder and Streamer services.

Cluster Database Configuration between cms1 cms2 and cms3
WebAdmin CallBridge and WebBridge Certificates

Enabling the Web Admin Service

Enabling the CallBridge service

Enabling the WebBridge 3 service

CallBridge cluster configuration

Active Directory integration

Cisco Unified Communication Manager Dial Plan

Cisco Meeting Server Dial Plan

10 Integration of new node cms4 with CallBridge and WebBridge without the database
11. Enabling the Recorder and Streamer services on a dedicated server
12. Enabling the Scheduler service

©CONOARWN =

Cluster Database Configuration between cms1 cms2 and cms3

For the server certificate, you can use a multi-SAN certificate containing all the database
server FQDN in the SAN attribute reducing thus the certificate management by using a single
certificate for all nodes and all services.

For the client certificate, the Common Name (CN) must be set to postgres. When a server
database receives a client certificate, they check that the CN field is equal to postgres to
validate the authentication.

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE
51




For database we need to generate two CSRs with the corresponding private keys, the client
and the server.

Use one CMS to generates these two CSRs, once you get the server and client certificates
from your CA, copy the two certificates with their private keys to all nodes using WinSCP.

For Server certificate use the following command, give a name for example dbcert, it is
important to put the CN to the FQDN of the Master Database ems1 and the FQDN of the
slaves in the SAN. For example: cms1.lab.local in the Common Name, cms2.lab.local and
cms3.lab.local in the SAN.

cms1>pki csr dbcert CN:cmsl.lab.local OU:CCNP O:Collaboration L:lab
ST:local C:US subjectAltName:cms2.lab.local,cms3.1lab.local

For Client certificate use the following command, give a name for example dbclt.

cms1>pki csr dbclt CN:postgres

On CMS1.

Configure the database client and server certificates created previously and named dbcert
and dbclt. The Root-CA certificate is added to verify the validity of the client/ server
certificates. Specify which interface to use for the database clustering and initialize the
master database.

cmsl>database cluster certs dbcert.key dbcert.cer dbclt.key dbclt.cer Root-
CA.cer

cmsl>database cluster localnode a

cmsl>database cluster initialize

On CMS2 and CMS3.

Configure the database client and server certificates created previously and named dbcert
and dbclt. The Root-CA certificate is added to verify the validity of the client/ server
certificates, specify the interface to use, connect cms2 and cms3 to the master database
cms1.

cmsx>database cluster certs dbcert.key dbcert.cer dbclt.key dbclt.cer Root-
CA.cer

cmsx>database cluster localnode a

cmsx>database cluster join cmsl.lab.local
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cms2>
cms2> database cluster join cmsl.lab.local
WARNING!!!
Are you sure you wish to join this node to an existing database cluster? (Y/n)
The contents of this node's database will be destroyed!
The callbridge and web administration will restart at the end of this procedure.
NOTE: This node is already in a cluster.
Knowledge of all nodes in the old cluster will be removed
Server certificate/key validated..
Client certificate/key validated..
Please wait...
Join started...
cms2>

cms3>

cms3> database cluster join cmsl.lab.local

WARNING!!!

Are you sure you wish to join this node to an existing database cluster? (Y/n)

The contents of this node's database will be destroyed!

The callbridge and web administration will restart at the end of this procedure.
Server certificate/key validated..
Client certificate/key validated..

Please wait...

Join started...

cms 3>

On both cms1, cms2 and cms3, Verify the status of the database cluster.

The database status on CMS2 and CMS3. The status shown ERROR Cannot find primary
node in cluster.

cms2>

cms2> database cluster status i i i
Cannot find primary node in cluster
Error

Disconnected
None

Interface :a
verifyMode : verify-ca

Certificates
Server Key : dbcert.key
Server Certificate : dbcert.cer
Client Key : dbclt.key
Client Certificate : dbclt.cer
CA Certificate : Root-CA.cer

Last command :| "database cluster join cmsl.lab.local' (Failed)

cms2>
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cms3>

cms3> database cluster status
Cannot find primary node in cluster

ERROR
Status

Nodes:
10.1.5.61
Node in use

Interface
VerifyMode

Certificates
Server Key
Server Certificate
Client Key
Client Certificate
CA Certificate

Last command

cms3>

Error

Disconnected
None

a

verify-ca

dbcert. key
dbcert.cer
dbc1t. key
dbclt.cer
Root-CA.cer

‘database cluster join cmsl.lab.local® (Failed)

CMS2 and CMS3 fail to connect to the primary node CMS1. So what’s wrong here? let’s
check the logs using the syslog follow command on CMS 2 and CMS3.

The output of CMS2’s log indicates the message CMS1: error could not translate host
name “cms1 to address.

CMS2 tries to resolve the server's name CMS1 but cannot find the IP address 10.1.5.61.

Sep 24 16:35:32.833 user.info cms2
ry failure in me resolution|

Sep 24 16:35:34.775 user.info cms2
node(s) up (10.1.5.61)

Sep 24 16:35:34.848 user.info cms2
ry failure in name resolution|

Sep 24 16:35:36.851 user.info cms2
ry/failure in name resolution]|

Sep Z4 16:35:3/./8Z USer.into cms2
node(s) up (10.1.5.61)

Sep 24 16:35:38.839 user.info _cms2
ry| failure in name resolution|
ACCMSZ>

cms2>

sfpool:
sfpool:
sfpool:
sfpool:
sfpool:
sfpool:

Health check cmsl: error (up
Failover Monitor: Unexpected
Health check|cmsl: error (up
Health check|cmsl: error (up
Failover Monitor: Unexpected

Health check|cmsl: error (up

= 1): could not translate host name "cmsl" to address: Tempora
roll call discrepancy; failover saw 0 connected node(s) (), 1
= 1): could not translate host name "cmsl" to address: Tempora
= 1): could not translate host name "cmsl" to address: |Tempora
roll call discrepancy; failover saw 0 connected node(s) (O, 1

= 1): could not translate host name "cmsl" to address: Tempora

The output of CMS3’s log indicates the message CMS1: error could not translate host
name “cms1 to address.

CMS3 tries to resolve the server's name CMS1 but find the IP address 10.1.5.61.

Sep 24 16:36:48.034 user.info cms3
ry failure in name resolution|

Sep 24 16:36:48.947 user.info cms3
node(s) up (10.1.5.61)

Sep 24 16:36:50.020 user.info cms3
ry failure in name resolution|

Sep 24 16:36:51.960 user.info cms3
node(s) up (10.1.5.61)

Sep 24 16:36:52.035 user.info cms3
ry failure in name resolution|
ACcms3>

cms3>

sfpool:
sfpool:
sfpool:
sfpool:
sfpool:

Health check|cmsl: error (up
Failover Monitor: Unexpected
Health check|cmsl: error (up
Failover Monitor: Unexpected

Health check|cmsl: error (up

= 1): could not translate host name "cmsl" to address:|Tempora
roll call discrepancy; failover saw 0 connected node(s) (O, 1
= 1): could not translate host name "cmsl" to address: Tempora
roll call discrepancy; failover saw 0 connected node(s) (O, 1

= 1): could not translate host name "cmsl" to address:|Tempora

To solve the issues, we need DNS A record to resolve the name CMS1 to the IP address
10.1.5.61. Fortunately, Cisco Meeting server allows to create a DNS RR record to resolve
the server’'s name locally.

On CMS2 and CMS3, add a DNS RR record using the following commands.

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE

54



cms2:>
cms2:>
cms2> dns add rr "cmsl. IN A 10.1.5.61"
cms2:>
cms2:>

dns add rr "cmsl. IN A 10.1.5.61"

Now let’s verify the database status on CMS2 and CMS3.
The output show that both are in the Connected status to the primary node CMS1 10.1.5.61.

But both nodes CMS2 and CMS3 fails to connect to each other.

cms2>
cms2> database cluster status
Status : Enabled

Nodes:
10.1.5.61 : Connected Primary
10,1,5,62 (me) :_Connected Replica ( In Sync )
10.1.5.63 : Disconnected

Node 1n use . 10.1.5.61

Interface T a

VerifyMode : verify-ca

Certificates
Server Key : dbcert.key
Server Certificate : dbcert.cer
Client Key : dbclt.key
Client Certificate : dbclt.cer
CA Certificate : Root-CA.cer

Last command : 'database cluster join cmsl.lab.local’ (Success)

cms2>
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cms3>

cms3> database cluster status

Status

Nodes:
10,1.5.61
10.1.5.62
10.1.5.63 (me)
Node in use

Interface
VerifyMode

Certificates
Server Key
Server Certificate
Client Key
Client Certificate
CA Certificate

Last command

cms3>

: Enabled

Connected Primary
Disconnected

Connected Replica ( In Sync )
10.1.5.61

a
verify-ca
dbcert.key
dbcert.cer
dbclt. key
dbclt.cer
Root-CA.cer

'database cluster join cmsl.lab.local' (Success)

Let’s verify the logs on CMS2 and CMS3.

CMS2 cannot find the IP address 10.1.5.63 of the hostname CMS3.

Sep 24 16:47:44.425 user.info cms2
ry failure in name resolution|
Sep 24 16:47:44.864 user.info cms2
hode(s) up (10.1.5.61,
46.427 user.info cms2
name resolution]|
47.887 user.info cms2
hode(s) up (10.1.5.61,
:47:48.418 user.info cms2
ry failure in name resolution|
Sep 24 16:47:50.421 user.info cms2
ry failure in name resolution|
Sep 24 16:47:50.910 user.info cms2
and cms2), 3 node(s) up (10.1.5.61,

128.256 user.info cms3
de(s) up (10.1.5.61,
396 user.info cms3
name resolution]
130.415 user.info cms3
ry failure in name resolution|
Sep 24 16:48:31.271 user.info cms3
and cms3), 3 node(s) up (10.1.5.61,
Sep 24 16:48:32.414 user.info cms3
ry failure in name resolution|
ACcms 3>
cms3>

sfpool: Health check cms3: error (up = 1): could not translate host name "cms3" to address: Tempora

sfpool: Failover Monitor: Unexpected roll call discrepancy; failover saw 2 connected node(s) (cmsl
10.1.5.62 and 10.1.5.63)
sfpool: Health check cms3: error (up = 1): could not translate host name "cms3" to address: Tempora

sfpool: Failover Monitor: Unexpected roll call discrepancy; failover saw 2 connected node(s) (cmsl
10.1.5.62 and 10.1.5.63)

sfpool: Health check|cms3: error (up = 1): could not transTate host name "cms3" to address:| Tempora
sfpool: Health check|ems3: error (up = 1): could not translate host name "cms3" to address: Tempora

sfpool: Failover Monitor: Unexpected roll call discrepancy; failover saw 2 connected node(s) (cmsl
10.1.5.62 and 10.1.5.63)

sfpool: Failover Monitor: Unexpected roll call discrepancy; failover saw 2 connected node(s) (ecmsl
10.1.5.62 and 10.1.5.63)
sfpool: Health check|cms2: error (up = 1): could not transTlate host name "cms2" to address: |Tempora

sfpool: Health check|cms2: error (up = 1): could not translate host name "cms2" to address: |[Tempora

sfpool: Failover Monitor: Unexpected roll call discrepancy; failover saw 2 connected node(s) (cmsl
10.1.5.62 and 10.1.5.63)
sfpool: Health check cms2: error (up = 1): could not translate host name "cms2" to address: Tempora

On the primary node CMSH1, verify the database status, we can see that the primary node
fails to connect to CMS2 and CMS3.
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cmsl>
cmsl> database cluster status

Node 1n use

Interface

VerifyMode

Certificates

Server Key
Server Certificate
Client Key
Client Certificate

Enabled

Connected Primary
Disconnected
Disconnected
10.1.5.61

a
verify-ca

dbcert.key
dbcert.cer

dbclt.key
dbclt.cer

CA Certificate E Root-CA.cer
Last command "database cluster initialize' (Success)

cmsl>

Let’s check the logs on CMS1. The same issue is displayed, CMS$1 fails to find the IP
addresses of the server's name CMS2 and CMS3.

Sep 24 16:46:50.723 user. wnfo cmsl sfpool: Failover Monitor: Unexpected roll call discrepancy; failover saw 1 connected node(s) (cmsl)
, node(s) up (10.1.5.61, .1.5.62 and 10.1.5.63

Sep 24 16:46:51.149 user. ano cmsl sfpool: Health check | cms2: error (up = 1): could not translate host name "cms2" to address: |Tempora
ry failure 1in name resolution|

Sep 24 16:46:52.212 user.info emsl sfpool: Health check cms3: error (up = 1): could not translate host name "cms3" to address: |Tempora
ry failure 1in name resolution|

Sep 24 16:46:53.167 user.info cmsl sfpool: Health check cms2: error (up = 1): could not translate host name "cms2" to address: Tempora
ry failure 1in name resolution|

Sep 24 16:46:53.736 user.info ecmsl sfpool: Failover Monitor: Unexpected roll call discrepancy; failover saw 1 connected node(s) (cmsl)
, 3 node(s) up (10.1.5.61, 10.1.5.62 and 10.1.5.63)

Sep 24 16:46:55.195 user. info cmsl sfpool: Health check ecms2: error (up = 1): could not translate host name "cms2" to address: Tempora
ry failure 1in name resolution|

ACecms1>

cmsl>

To solve the issues, we need to add two DNS RR Records on CMS1 to resolve the server’s
name of CMS2 and CMS3. Configure the following commands as shown below
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Project 5: Streamer Service Certificates with Wowza Media
Server

Wowza Media Server

amm— ) HQ-CUCM
i : jdoe-pc DNS Server
Meeting Web App lab.local Live
@n AD Server Streaming
/ g" CA Server YUU 'I'uhe
128 A5 L

10.1.5.0/24 == INTERNET )
29

B BHe EHe ==
e S S -
Admin-PC cmayer-pc jsmith-pc °
Meeting Web App -
HQ-CMS
Cisco

Meeting Server Meeting Management

The new streamer component requires to listen to SIP connections, the streamer server must
have a valid certificate for TLS connection.

Configure the listening interface of the streamer and the SIP TCP and TLS ports to listen on
using the following command.

hg-cms> streamer sip listen a 6000 6001

Configure the certificates to be used for the SIP streamer. Specify the key file, certificate, and
CA trust bundle.

‘hq—cms> streamer sip certs cmscert.key cmscert.cer Chain-CA.cer

Optionally select the quality for streaming

‘hq—cms> streamer sip resolution 720p

streamer sip Tisten a 6000 6001
streamer sip certs cmscert.key cmscert.cer Chain-CA.cer

streamer sip resolution 720p
tls sip trust Chain-CA.cer

Enable the streamer. All message must show "SUCCESS" as below displayed below.

hg-cms> streamer enable
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streamer enable
Key and certificate pair match

certificate verified against CA bundle
Streamer enabled

Verify the streamer status.

hqg-cms>

hg-cms> streamer

Enabled 1 true
interfaces : tcp a:6000, tls a:6001
key file : cmscert.key
certificate file . cmscert.cer

CA Bundle file : Chain-CA.cer
Resolution 1 720p
traffic trace : Disabled
call Limit -
hqg-cms>

Configuring the Stream URI via the API.

Once the new SIP streamer is enabled, it can be configured and used in the Call Bridge
using the sipStreamerUri AP| parameter specified in the API call profile object.

On the web GUI of the CMS navigate to Configuration > API.
In the Filter section, type “callprofile”
Click the Create new button to create a new CallProfile or edit the existing profile and

populate the following information.

e streamingMode: select manual from the drop menu
e sipStreamerURI: stream@cms-str.lab.local

Status ¥ Configuration ¥ Logs ¥ User: admin W
API objects
This page shows a list of the objects supported by the APL. Where you see a B control, you can expand that section to either show a list of objects of that specific type or the details of one specific section of configuration.
Allow delete | Disallow delet
Filter (2 of 131 nodes) s

Require delete confirmation
/api/vl/callProfiles <

1-1(of1) show all - Create new Table view | XML view

/api/vl/callProfiles/<id>
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Object configuration
recordingMade  manual
streamingMode manual

Uri_stream@cms-strlab. local

Write this object to */api/vl/system/profiles”

/api/v1/callProfiles/1204f56e-3028-4e6d-bbcd-062781193ad3

participantLimit ]
locked [ <unset> v
recordingMode [ manual | - present
streamingMode () manual v |- present
passcodeMode [ | <unset> v
passcodeTimeout [
gatewayAudioCalloptimization [ | <unset> v
lyncConferenceMode () | <unset> v
lockMode [ | <unset> v
sipRecorderUri [ record@cms-rec.lab.local - present
sipStreamerUri [ | stream@cms-str.Jab.local - present
muteBehavior [] | <unset> v
messageBannerText [
chatAllowed  [] | <unset> v
raiseHandEnabled [ | <unset>
notestllowed [] | <unset> v
captionsAllowed ] | <unset> v
backgroundBlurAllowed [ | <unset> v
Modify

Add the created callProfile above to the /system/profiles. This is a global configuration and
the configured "sipStreamerUri" will be used for streamer operation.

Click return to object field.

In the Filter section, type “system”.

Click the View or edit button for system profiles.

Then select Choose Next to the field for callProfile, and then Select the callProfile
previously created

Click Modify.

Status ¥ Configuration ¥ Logs ¥ User: admin ¥
API objects

This page shows a list of the objects supported by the APL. Where you see a I control, you can expand that section to either show a list of objects of that specific type or the details of one specific section of configuration.

Fllter (17 of 131 nodes) Allow delete || Disallow delete

Require delete confirmation

fapifvi/system/alarms b
/api/vl/systen/cdrReceiver b
/api/vl/system/cdrReceivers b
/api/vl/system/cdrReceivers/<id>
/api/vl/aystem/configuration/cluster &
/api/vi/aystem/database ¥
/api/vl/system/diagnostics P
/api/vl/systen/diagnostics/<id>
/api/vl/system/diagnostics/<id>/contents
/api/vl/system/licensing
/api/vl/system/load »
/api/vl/system/multipartylicensing ¥
fapi/vl/system/mu A ing/:
/api/vl/system/profiles 4

1Licenses b

View or edit Table view | XML view

Object configuration
no data fields present for this object

/api/vl/system/profiles/effectiveNebBridgeProfile b
Japi/vl/system/status &
/api/vl/system/timedLogging »
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Status W Configuration W Logs W User: admin ¥
« return to object list
Japi/v1/system/profiles

Related objects: [api/v1/system ct

Table view | XML view |

o data flelds present for this object

Japi/v1/system/profiles
calllegprofile [ | || Choose |
albrofie (1] | choose
dimfProfile () | || choose|
userProfile [ || choose|
=] | choose
O || choose|
compatibiltyProfile [ | | choose|
diallnSecuritybrofile [ | || choose |
webBridgeProfile (] | || choose |
Modify
@ CMS - Morzilla Firefox - m} X

O & https://10.1.5.42:445/api_id_selector.htm|?id=id_callProfile&checkbox=include_id_callProfile Y8 =

callProfile object selector

Please select the callProfile object to use in this configuration operation.
110 1) Table view XML view

object id
Select| 1204f56e-3028-4e6d-bbcd-062781193ad3

Status ¥ Configuration ¥ Logs ¥ User: admin ¥

« return to object list
Japi/v1/system/profiles

Related objects: [api/v1/system/profile: ctl

Table view | XML view |

Object configuration
no data fields present for this object

/apifv1/system/profiles
callLegProfile [ | Choose.
callProfile 1204156e-3028-4e6d-bbed-062781193ad3 || Choose.
dtmiProfile (] [ choose.
userProfile ] [ Choose.
wBrandingProfile [ [ Choose.
callBrandingProfile [ | Choose
compatibilityProfile [ [ Choose
dialnSecurityProfile [ [ Choose.
webBridgeProfile [ | Choose

Modity
« return to object list
fapifvl/system/profiles

Related objects: /api/v1/system/

Table view | XML view |

callProfile 1204f56e-3028-4e6d-bbed- 062781193ad3

Japi/v1/system/profiles
calllegprofile ) [ choose.
callProfile [ 1204f56e-3028-4e6d-bbed-062781193ad3 || Choose - present

dimfProfile [ [ Choose
userprofile [ | choose.
wrBrandingProfile (] | Choose:
callBrandingProfile ] [ Choose.
compatibityProfile (] [ Choose
dialinSecurityProfile [ | Choose
n] | Chonse

vty
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Status ¥ Configuration ¥ Lags ¥ User: admin ¥

API objects
This page shows a list of the objects supported by the AP Where you see a » control, you can expand that section to either show a list of objects of that specific type or the detalls of one specific section of configuration.

delete| Disallow del
Filter (17 of 131 nodes) Allow Disallow delete

Require delete confirmation

/api/vl/system/alarms »
fapifvl/system/cdrReceiver b
/api/vl/system/cdrReceivers b
/api/vl/system/cdrReceivers/<id>
/api/vl/system/configuration/cluster »
/api/vl/system/database »
/api/vl/systen/diagnostics »
/api/v1/system/diagnestics/<id>
/api/vl/system/diagnostics/<id>/contents
fapi/vl/system/licensing W
fapifvi/system/load b
/api/vl/system/multipartylicensing b
Japi/vl/syst: 1 icensing lLicenszes b
/api/vl/system/profiles

View or edit Table view | XML view

Object configuration
callProfile 1204f56e-3028-4e6d-bbed-062781193ad3

/api/vl/system/profiles/effectivenebBridgeProfile b
/api/vi/system/status b
/api/vi/system/timedLogging ¥

Live Streaming with Twitch

In the Filter section, type “cospace”.
Click the object ID for jdoe Meeting Space.

Modify the space to add “StreamURL”. The 'streamURL' in the following format:
rtmp://52.223.195.116/app/live_756394105_XImtBGbdzZyBqUi4rYTmyVCk2oirYM

Click Modify.

Status ¥ Configuration ¥ Lags ¥

User: admin ¥
API objects
This page shows a st of the objects supported by the APL Where you see a » control, you can expand that section to either shaw  list of objects of that specific type or the details of ane specific section of configuration.
Filter (30 of 131 nodes) Allow delete | Disallow delete

Require delate confirmation

/api/vl/cospaceBulkParametarSets b
/api/vl/cospaceBulkParametersSets/<id>
/api/vl/cospaceBulksyncs b
/api/v1/cospaceBulksyncs/<id>
/api/vl/cospaces 4

1-7(of7) Fiter| |Createnew| | Table view [ XML view
autoGenerated
806bad14-205-44ec-a1ed-48a1 6Beladl Collaboration Space 11001 11001 false
03887600-3195-4d3F-bi7fe-3a262h049c2d cmayer Meeting Space cmayerspace 51004 true
3{050270-3d7c-4fed-Be67-74967bcad537 escifo Meeting Space esdlfo.space 51009 true
eedeeel-28fe-4a57-D0d6-Oe6icSce72abd ezola Meeting Space ezola.space 51008 true
0ded3322-6df5-4cbd-2a08-14db67fBb3ca Jdoe Meeting Space Jdoe.space 51001 true
4b636(Bd-3e0f-dce5-8943-d1534c7126b Jsmith Meeting Space Jsmith.space 51003 true
da2e54a1-0c0d-466d-053F-639506601c jwhite Meeting Space Jwhite.space 51002 true
/api/vl/coSpaces/<id>

/api/vl/coSpaces/<id>/accessMethods
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/apifvl/coSpaces/0ded3322-6df5-4cb9-aa98-14db67f8b3ca

userProvisionedCoSpace [ GUID (none available)
name [ |jdoe Meeting Space - present.
ui [ jdoe.space (URI user part) - present
secondaryUri  [] (URI user part)
callld [ 51001 - present
wifag O
passcode [
defaultlayout [ | <unset> -
tenant [ Choose
callLegProfile  [] | 7129d09a-4cal-42f0-al2a-e96f4b09ce3f Choose | - present
callProfile [ | 1204f56e-3028-4e6d-bbed-062781193ad3 || Choose | - present
callBrandingProfile [ Choose
dialinSecurityProfile [ Chaose
defaultAccessMethod [ GUID (none available)
requireCallld (] | <unset> v
secret [ | KBsBNAYW6sNIRfgaeh9ROW - present
regenerateSecret [ | <unset>
nonMemberAccess [ | true v - present
ownerdid [ | jdoe@lab.local - present.
streamuUrl rtmp://52.223.195.116/appflive_756304105_duRbtEd | (URL) - present
ownerAdGuid ] GUID (none available)
meetingScheduler ()
panePlacementHighestimportance [
panePlacementSelfPaneMode [ | <unset> v
panePlacementActiveSpeakerMode [ | <unset> v
Modify
Status W Configuration ¥ Logs ¥ user: admin ¥

« return to object list
/apifv1/coSpaces/0ded3322-6df5-4cb9-aa98-14db67f8b3ca

Related objects: /.

-2 !
6lf5-4ch0-2308-14db6718h 3
JE wes{0ded3322-6df5-4ch9-aa08-14db678h 3c

Ided33:

Object configuration
name jdoe Meeting Space
autoGenerated true
url jdoe.space
callld 51001
callLegProfile  71294095-4caf-42f0-a1 2a-e96f4h09ce3f
callProfile  1204f56e-3028-4e6d-bhed-062781193ad3
nonMemberAccess  true
ownerld d53948af-0931-4499-9680-91752bedd153
ownenlid jdoei@lab.local
streamUrl  rtmp://52.223.195.116/appflive_756394105_duRbtEdvtMoUtzragMznyFwrvaGFaH
secret  K6sBNAYWGsNIRfgaehORCw
numAccessMethods 1

Configure an outboundDialPlan rule to match the domain used in streamerUri to route.

On CMS GUI navigate to Configuration > Outbound calls.
Create a new Outbound rules with the following informations:

e Domain: cms-str.lab.local

e SIP proxy to use: 10.1.5.42:6000
e Encryption: Unencrypted

e click And New

e Domain: cms-str.lab.local

e SIP proxy to use: 10.1.5.42:6001
e Encryption: Encrypted

e click And New

For SIP streamer, if default ports for SIP (5060,5061) are not used, then It is mandatory to
specify ports in the configuration of the streamer and include the following port number to
connect to the "sip proxy to use" field when outboundDialPlanRule is configured for the
service.
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Status ¥ Configuration ¥ Lags ¥ User: admin ¥

Outbound calls

Filter Envoyer

L | SIP proxy to use Local contact domain Local from domain

[ | cms-strlab.local 10.1.5.42:6000 <use local contact domain> | Standard SIP Stop 3 Unencrypted no [edit]

[ | cms-strlab.local 10.1.5.42:6001 <use local contact domainz Standard SIP Stop 2 Encrypted no [edit]

[ | cms-reclab.local 10.1.5.42:8443 | <use local contact domain> | Standard SIP Stop 1 Auto no [edit]

[ | <match all domains> <none; call directly> <use local contact domainz Standard S1P Stop ] Auto no [edit]

| | [stondordstp v | (stop  v] |0 Auto v Add New | Reset

1

Delete
Dial Transforms

] Type Match Expression Transform Expression Priority Action

Raw v 0 Accept - Add New | Resat

Delete

From the jdoe-pc, access the jdoe space and click the Join button.

M e

jdoe Meeting Space

john doe's Home

Last login 2021-12-29 at 21:34. See details

My scheduled meetings See more

You have no upcoming scheduled meetings.

My spaces

jdoe Meeting Space
jdoe.space

Participants (1) x | @
A In meeting a
john doe
Space default | You 8]
2 )
You are the only participant

Ar
e
<3

Live Streaming with Wowza Media Server

By default, Wowza Streaming Engine requires that RTMP-based encoders such Cisco
Meeting Server provide a source username and password before they can connect to a live
application and publish a live stream. Complete the following steps to create a source
account and manage source authentication.
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First to connect to Wowza Streaming Engine Manager, from the Admin-PC, open a web
browser and type the url http://10.1.5.128:8088.

2 c QO & o+ 10.151288088/enginemanac b ® & @ =

[ Autres marque-pages

b Wowza Streaming Engine
ANAGER

Sign In

admin

media systems

# Wowza Streaming Engine & Applications +

Performance Warning! You are currently usi

Welcome to Wowza Streaming Engine! server s runving n 2 producton enronment

the Java Settings page

Trial License (Expires Feb 22, 2022) - 32 days left

Status
Ready to Purchase?
Connections incoming and outgoing Usage cPu, Memory, Heap and Disk
Buy Now
1
Application Connection Settings
Use the following setiings to publish a stream to the Wowza Streaming Engine server:
Total [
Host - Server 169.254.103.25
4 1
Host - Port 1935
Application A live application name on this server
Stream Name The stream name you want to use
Server Uptime Features
Login A valid source user name and password
Since 21 Jan 2022 08:56:29 PM Transcoder: Licensed
DRM: Licensed
nDVR: Licensed
. Getting Started With Applications
Test Video
Wowza Streaming Engine uses applications to deliver streaming content. An application
is a set of settings for live or video-on-demand (VOD) streaming. Either use the
To play an on-demand test video, click Test Playback. » Test Playback preinstalled default applications or go to the Add Application page to easily create and

configure new applications.

Live Applications

In Wowza Streaming Engine Manager, click Server and then click Source Authentication.

Click Add Source.

Add Source UserName : cmsuser and Password : cisco. Click Add. This account will be
used later on the cospaces of Cisco Meeting Server. This source account is used to
authenticate connections from Cisco Meeting Server to live applications in Wowza Streaming
Engine.
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Project 6: Scheduler Service Certificates

HQ-CUCM
CMAYER-PC JDOE-PC " DNS Server
Meeting Web App Meeting Web App ‘ (= lab.local
\ —_— [r— -
| E ®) n AD Server
/.. /-. CA Server
A5
10.1.5.0/24 = ="
.29
2

Bo EHo B oo

\

jsmith pperez spaille °
Jabber Client Jabber Client Jabber Client 9

HQ-CMS

HQ-CMM
Cisco Cisco
Meeting Server Meeting Management

Version 3.3 introduces the ability to schedule meetings and see upcoming meetings in web
app. Web app users can schedule meetings, modify the scheduled meetings, and notify
participants via email. Scheduler is a new component that enables scheduling meetings, and
is enabled by the new scheduler MMP commands.

When the scheduler is enabled, it makes API requests to the Call Bridge over the loopback
interface. It is therefore a requirement that the scheduler is deployed on a Meeting Server
which is also hosting a Call Bridge. It is not possible to configure the scheduler to use a
remote Call Bridge.

C2W connections are established to each Web Bridge similar to how the Call Bridge also
establishes a C2W connection to each Web Bridge. No explicit configuration is required to
enable connection between the scheduler and Call Bridge, because this happens
automatically over the loopback interface. Similarly, the C2W connections are all automatic
but it is necessary to configure a trust bundle between the scheduler and Web Bridges.

Verify the appropriate certificates are uploaded to the Cisco CMS.

hqg-cms>

hg-cms> pki Tist

User supplied certificates and keys:
Chain-CA.cer

cmscert.cer
cmscert. key
Root-CA.cer
CMS-Chain.cer
hqg-cms>

Verify the CallBridge service is enabled.
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hq-cms>

hg-cms> callbridge

Listening interfaces : a

Preferred interface : hone

Key file : cmscert.key
Certificate file : cmscert.cer

Address ! hone

CA Bundle file : Chain-CA.cer

C2W trusted certs : Chain-CA.cer
Callbridge cluster trusted certs : hone

hqg-cms>

Verify the WebBridge3 service is enabled.

hq-cms>

hqg-cms> webbridge3

Enabled : true

HTTPS Tlistening ports and interfaces : a:443

HTTPS Key file : cmscert.key
HTTPS Full chain certificate file : CMS-Chain.cer
HTTPS Frame-Ancestors : none

HTTP redirect : Disabled

C2wW 1istening ports and interfaces 1 a:9999

C2w Key file : cmscert.key
C2W Full chain certificate file : CMS-Chain.cer
C2W Trust bundle : Chain-CA.cer
Beta options : hone

hqg-cms>

Configure the scheduler to use the certificate.

‘hq—cms> scheduler c2w certs cmscert.key CMS-Chain.cer

It is necessary for the scheduler to be able to trust each Web Bridge it connects to. Upload a
trust bundle which contains each Web Bridge certificate, via SFTP.

Configure the scheduler using the command.

hg-cms> scheduler c2w trust CMS-Chain.cer

The scheduler has its own HTTPS interface which if enabled, can be used to configure
scheduler meetings using the scheduler APIs.

Configure the HTTPS server listen interface using the command.

‘hq-cms> scheduler https listen a 9445

Configure a certificate key pair for the server using the command:

‘hq-cms> scheduler https certs cmscert.key CMS-Chain.cer
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scheduler https Tisten a 9445
scheduler c2w trust CMS-Chain.cer

scheduler https certs cmscert.key CMS-Chain.cer
scheduler c2w certs cmscert.key CMS-Chain.cer

To enable the Scheduler to send email notifications via the SMTP with Auth Login, configure
the email server to listen on a specified port for the SMTP protocol, enable the SMTP server
to support Auth Login, and configure a user account for authentication. This account
configured on the MMP must have appropriate permissions to be able to send emails on
behalf of web app users.

Configure the email server and port, and et the email protocol to SMTP.

hg-cms> scheduler email server smtp.gmail.com 25
hg-cms> scheduler email protocol smtp

From version 3.4 meeting invites can be sent to all the participants from a common email
address. The MMP command scheduler email common-address <address@mail.domain>
"<Display name>" configures the common email address and a display nhame on the Meeting
Server. The Scheduler sends the meeting invites from the common email address to the
participants.

If the common email address is left blank, the Scheduler sends the email invites from the
organizer's email address.

To enable the Scheduler to send email notifications via the SMTP, configure the email server
to listen on a specified port for the SMTP protocol.

hg-cms> scheduler email common-address rmeddane@gmail.com ipdemystify

scheduler email server smtp.gmail.com 25
scheduler email protocol smtp

scheduler email common-address rmeddane@gmail.com ipdemystify

Set the username to be used for authentication.

hg-cms> scheduler email username rmeddane
Please enter password:

Please enter password again:

hg-cms>

hqg-cms> ]
hqg-cms> scheduler email username rmeddane
Please enter password:

Please enter password again:
hqg-cms>
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Enable the Scheduler.

hg-cms> scheduler enable

SUCCESS: HTTPS Key and certificate pair match

SUCCESS: HTTPS full chain of certificates verifies correctly
SUCCESS: C2W Key and certificate pair match

SUCCESS: C2W full chain of certificates verifies correctly
WARNING: Email trust store not configured

SUCCESS: scheduler enabled

hg-cms>

scheduler enable

HTTPS Key and certificate pair match

HTTPS full chain of certificates verifies correctly
C2w Key and certificate pair match

c2w full chain of certificates verifies correctly
Email trust store not configured
scheduler enabled

Check the configuration and status of the scheduler service using the following command.

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE
69




Project 7: Access Methods CoSpace Users, Blast Dial and
AdHoc

Access Methods and CoSpace Users

BR-CUP BR-CUCM
Guest-PC Jdoe-PC
Meeting Web App  Meeting Web App B3]

Bo  Ho

Active Directory
DNS Server
lab.local

10.1.5.0/24 —=g=—
29 ¥

- -

R QA
jsmith pperez
Jabber Client Jabber Client
CMS1 CMM
Cisco Cisco

Meeting Server Meeting Management

You want in some deployment different URIs or call-IDs are used by guest and host
participants to join a meeting, and different rights or privileges, for example add or remove
participants, mute audio or video, or when there are only guests joined to the space, they are
all put in a lobby room waiting for the host or the owner to join in.

To do this on Cisco Meeting Server, we need a combination of CallLegProfile and
AccessMethods.

Navigate to Configuration > API. Ensure that the spaces were created from the imported
Active Directory users. Ensure that the Call ID fields are populated, each Call ID represents
the Meeting ID of the corresponding space.

Status ¥ Configuration ¥ Lags % User: admin ¥

API objects
“This page shows a list of the objects supported by the APL Where you see a b control, you can expand that section to either show a list of objects of that specific type or the details of one specific section of configuration.

Allow delete
fiterfcospacd ] (30 of 131 nodes) e e ot

Require delete confirmation

/api/vl/cospaceBulkParaneterSets b
/api/vl/cospaceBulkParameterSets/<id>
/api/vl/cospaceBulkSyncs B
/api/v1/cospaceBulkSyncs/<id>
/apifvl/coSpaces 4

1-5(of 5) Filter | Create new Table view | XML view

3e0a3e09-d670-4333-0618-4818b0a4a0d6 cmayer Meeting Room

cmayer.room 51004 true delete
eC2c0451-8C37-4bcl-a4c5-cdOf3b871aR3 jdoe Meeting Room Jdoe.room 51001 true delete
8e893ca3-65ca-42be-b568-de3a32c6207 Jsmith Meeting Room Jsmith.room | 51003 true delete
04cabd5c-5e21-47ea-behb-39576455025 fwhite Meeting Room juehite.room 51002 true delete
78041 2ef-0254-4acf-a3a1-5ch60b0e2b50 | test space 2001 | 2001 | false delete

On CMS1 GUI navigate to Configuration > API.
In the Filter section, type “CallLegProfiles”. Click Create New.

Deploying Certificates Cisco Meeting Server
Redouane MEDDANE
70




Status ¥ Configuration ¥ Logs ¥ User: admin ¥

API objects

This page shows a list of the objects supported by the APL Where you see a b contral, you can expand that section to elther show a list of abjects of that spedific type or the detalls of one specific section of configuration

Fllter (11 of 131 nodes) Allow delete | Disallow delele

Require delete confirmation

fapijvl/calllegProfiles 4

none show all v Creats new Table view | XML view

object id needsActivation name
no objects of this type are present, or none match any filters that may be in use

Japi/vl/calllegProfiles/<id>
fapi/vi/calllegProfiles/<id>/usage
/apijvl/calllegs b

fapifvl/calllegs/<id>
fapifvi/calllegs/<id>/calllegProfileTrace
fapi/vl/calllegs/<id>/cameraControl
fapi/vi/calllegs/<id>/generateKeyframe
Japi/vl/calls/<id>/calllegs
Japi/vl/ealls/<id>fcalllegs/<id>
/api/fvl/par <id>/calllegs

Set the following settings :

e needActivation = true

e endCallAllowed = false

e disconnectOthersAllowed = false
o addParticipantAllowed = false

¢ muteOthersAllowed = false

¢ videoMuteOthersAllowed = false
o muteSelfAllowed = false

o videoMuteSelfAllowed = false

Give a name of Guest for this Call Leg Profile.

Status ¥ Configuration ¥ Logs ¥ User: admin ¥
« return to object list

/apifvl/callLegProfiles

needsAdtivation true ~
defaultiayout [ | <unset> v
participantlabels [ | <unset> v
presentationDisplayMode [ | <unset> v
presentationContributionAllowed [ | <unset>

presentationViewingAllowed [ | <unset>
endCallAllowed false
disconnectOthersAllowed false
addParticipantAllowed false
muteOthersAllowed false
videoMuteOthersAllowed false
muteSelfAllowed false
videoMuteSetfAllowed false
changelayoutAllowed
joinToneParticipantThreshold
leaveToneParticipantThreshold

<[lefleflsllell<|l<]l<]]<][<

<unset>

Click Create New to create a second CallLegProfile.
Set the following settings:

¢ needActivation = false
e endCallAllowed = true
e disconnectOthersAllowed = true
e addParticipantAllowed = true
¢ muteOthersAllowed = true
e videoMuteOthersAllowed = true
¢ muteSelfAllowed = true
e videoMuteSelfAllowed = true
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Give a name of Owner for this Call Leg Profile.

The needsActivation parameter is very important here for the guest/host behavior since if
set to true, the participant is unable to receive audio and video or join to join a meeting until
one or more activator (host) participants join.

Status ¥ Configuration ¥ Logs ¥ User: admin ¥
« return to object list

/apifvl/callLegProfiles

needsActivation false v
defaultlayout [ | <unset> ~
participantLabels [] | <unset> ~
presentationDisplayMode [ | <unset> v
presentationContributionAllowed ] | <unset> v
presentationViewingAllowed [ | <unset> v
endCallAllowed tue v
disconnectOthersAllowed true v
addParticipantAllowed tue v
muteOthersAllowed true v
videoMuteOthersAllowed true v
muteSelfAllowed true ¥
videoMuteSelfAllowed true v
changelayoutAllowed [ | <unset> v
JoinToneParticipantThreshold [
leaveToneParticipantThreshold [
Status ¥ Configuration ¥ Logs ¥ User: admin ¥
« return to object list
/api/v1/callLegProfiles
1-2(of2) show all v Table view | XML view

chidb7fed-ad8b-4fdc-82c8-4aclicedclelc false Owner
eldba72a-b01a-4e81-861b-2002867d6616 true Guest

Navigate to Configuration > API.
In the Filter section, type “CoSpaces”. Locate the John Doe Space for example. Click on
the Object ID.

Status W Configuration W Logs ¥ User: admin ¥
API objects
This page shows a list of the objects supported by the APL Where you see a b control, you can expand that section to either show a list of objects of that specific type or the detalls of one specific saction of configuration

Disallow del
Ao ] (0 0f 131 nodes) Allow delete | | Disallow delete

Require delete confirmation

Japi/v1/cospaceBulkParameterSets b
fapi/vl/cospaceBulkParameterSets/<id>
fapi/v1/cospaceBulkSyncs »
fapi/v1/cospaceBulkSyncs/<id>
/api/vl/coSpaces 4

1-5(of5) | Filter Create new Table view | XML view
autoGenerated
3e9a2e09-d670-4333-9618-48180%4a0d6 cmayer Meeting Room anayer.room 51004 true
ec2c94al-8c37-4bcl -a4cs-cd9f3b87Ma83 jdoe Meeting Room jdoe.room 51001 true
8e893ca3 65ca-42be-b568-de3a32c6(207 jsmith Meeting Room | fsmith.room | 51003 | true
a4 4 jwhite Meeting Room Jwhite.room 51002 true
78b4126F-0254-4ack-a3a1-5ch60bGe2b50 test space | 2001 | 2001 | false

In the CallLegProfile field, click the Choose button.

A new window appears, click the Select button and select the CallLegProfile named Guest.
Optionally, set the passcode 1234 to authenticate the guests who trying to access John
Doe’s space.
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/apif/v1/coSpaces/ec2c94al-8c37-4bcl-adc5-cdIf3b87fa83

userProvisionedCoSpace [ GUID (none available)
name [ jdoe Meeting Room - present
wrii [ jdoe.room (URI user part) - present
secondaryUri () (URT user part)
s 0 — S
e (@ Q & nttpsi//cms1 lab.Jocal:445/api_id_selectorhtml?id =id_calll egProfile&checkbox=include_idc ¥ =
passcode 1234 R
defaultiayout [ | <unset> v callLegProfile object selector
s S Please select the callLegProfile object to use in this configuration operation.
callLegProfile  [] Choose.
callprofile [ Choose 1-2(0f2) showall v Table view | XML view |
callBrandingProfile [ Choose.
ETESEL (8 Choose Select | c6db7fe8-ad8b-4fdc-82c8-4aelcedcle1c false
R . S (Roe vl Select| e0dba72a-b01a-4e81-861b-2b92867d6616 true Guest
requireCallid [ | <unset> v | .
secret ) CWiptUf 6atgRzq0h0i6pwa - present
regenerateSecret [ | <unset> v |
nonMemberaccess [ | true v |- present
ownerdid [ jdoe@lab.local - present
streamrl [ (URL)
ownerAdGuid [ GUID (none available)
meetingScheduler ()
panePlacementHighestimportance [
panePlacementSelfPaneMode  [] | <unset> ~ |
pa [ <unset> ~|
Modify
Japifvl/coSpaces/ec2c94al-8c37-4bcl-a4c5-cd9f3b87fa83
userProvisionedCoSpace [ GUID (none available)
name [ |jdoe Meeting Room - present
wi [ | jdoe.room (URI user part) - present
secondaryUri [ (URT user part)
alid [J]51001 - present
cdrfag [
passcode 1234
defaulttayout [] | <unset> v
tenant [ Choose
callLegProfile e0dba72a-b01a-4e81-861b-292867d6616  Choose
allProfile [ Choose
callBrandingProfile [ Choose
diallnSecurityProfile [ Choose
defaultAccessMethod [ GUID (none available)
requireCallld [ | <unset>
secret [ | CWptUF.6qtgRzq0h9I6pwa - present
regenerateSecret [ | <unset> v
nonMemberAccess [ | true v |- present
ownerdid [ jdoe@lab.local - present
streamurl ] (URLY
ownerAdGuid [ GUID (none available)
mestingScheduler [
panePlacementHighestimportance [
panePlacementSelfPaneMode  [] | <unset> v
panePlacementActiveSpeakerMode [ | <unset> v
Modify |

In the Related Objects, select the accessMethods.

Status ¥ Configuration W Logs ¥ User: admin ¥
« return to object list
/apifvl/coSpaces/ec2c94al-8c37-4bcl-a4c5-cd9f3b87fa83

Related objects: (api/y1/coSpaces
{apifv/coSpaces/ec2ci4al-8c37-4bc] -adc5-cd9f3bB7fBI accessMethods
{apifv /coSpaces/ec2co4al-8c37-4bc] -adc5-cd9F3bB7fB3/ coSnacelsers
[apifv1 fcoSpaces) -8c37-4bc]-a4c5- {disonostics
[8pifv1/coSpaces/ec2c94al-8c37-4bcl -a4cS-cdof3b8 7fal ilLryvit

Table view | XML view

name jdoe Maating Room
autoGenerated true
uri jdoe.room
callld 51001
calllegProfile e0dha72a-b01a-4e81-861b-2b0PB67d6616

nonMemberAccess true
ownerld 4b2d57ce-079b-4911-8a84-75f457dGecBE
ownerdid jdoe@lab Jocal
searet CWptUT.6qtgRzq0h9i6pwg

In the CallLegProfile field, click the Choose button.
A new window appears, click the Select button and select the CallLegProfile named Owner.
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In the uri field, enter 71001, this is the URI user part as shown below.
In the callld, enter 71001, this is the Meeting ID the owner of the space will use to join John
Doe’s space instead of 51001.

Japifv1/coSpaces/ec2c94al-8c37-4bcl-adc5-cd9f3b87faB3/accessMethods

Related objects: [apilv1/coSpaces
{apifv1jcoSpacesiec2cd4a1-8c37-abe -adc5-odOf3ba a8

none | Fitter Table view | XML view

object id uri callld passcode name:
1o objects of this type are present, or none match any filters that may be in use

Japi/vl/coSpaces/ec2c94al-8c37-4bcl-a4c5-cd9f3b87faB3/accessMethods

url 71001 (URI user part) QO A htps/emstJablocal445/api id_selectorhtmli?id=id_callLegProfile&icheckbox=include id ¢ T8 =
ind & 71001 Z 5
il L callLegProfile object selector
passcode [
- O Please select the callLegProfile object to use in this configuration operation.
calllegprofile  [) Choose
1-2(0F2) showall v Table view | XML view
il : il
regenerateSecret [ | <unset> v object id
R | Select | c6db7fes-ad8h-4fdc-B2c8-taeOcedchelc false Owner
Eopatacalil 1 Select | e0dba72a-b01a-1e81-861h-2h92867d6616 true Guest
diallnSecurityProfile  [] Choose X
| Create

/apifv1/coSpaces/ec2c94al-8c37-4bcl-a4c5-cd9f3bB7fa83/accessMethods

Related objects: /api/v1{coSpaces

[api/vljcoSpaces/ec2c4al-8c37-4bc ]l -a4cs-cdIf3b8 783
none | Filter | | Table view | XML view

object id i callld passcode
no objects of this type are present, or none match any filters that may be in use

/apifvl/coSpaces/ec2c94al-8c37-4bcl-adc5-cd9f3b87faB3/accessMethods
ui & 71001
callid 71001
passcode [
name [
callLegProfile c6db7fes-adsb-4fdc-82cB-4aelcedclelc || Choose
secret
regenerateSecret
scope
impartance
dialinSecurityProfile

(URT user part)

<unset> v
| <unset> v

LISCE I

]

From the Jdoe-PC, open a web browser and type the URL https://join.collab.com. Click
Sign in and connect using the username jdoe@lab.local.
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https://join.collab.com/
mailto:jdoe@lab.local

O G =0 htipsy/join.collab.com/en-Us/home v

Q
@

l"'lll'l | W“’s’@
CIBED . m

IPdemystify Meeting

S

o QO G ¥ httpsy/join.collab.com/en-US/f L %g ¥

INr
CISCO

IPdemystify Meeting

Sign in to web app

jdoe@Ilab.local

a @ 2019-2021 Cisco anc/or its affiliates. Al rights
reserved

i
cisco

At the left, click jdoe Meeting Room.
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Q a =D collab.com,

bt

jdoe Meeting Room

john doe's Home

Last login 2022-08-06 at 1452, See details

My spaces
jdoe.room@collab.com

bl
@Help e

You should see two access methods to join the jdoe’s space, Role 1 is the access method
with a CallLegProfile Guest.

Or you can provide the video address with the URI format so that the guest user can join the
meeting using Cisco Jabber or video endpoint such as Cisco Telepresence endpoint.

To dial into the jdoe meeting:
With Role 1 as Guest:
e by dialing to jdoe.room@collab.com URI using Video Endpoints

e by entering the call-ID value 51001 via web browser (Cisco Meeting web app) with
passcode 1234

With Role 2 as Owner:

e by dialing to 71001@collab.com URI using Video Endpoints
e by entering the call-ID value 71001 via web browser (Cisco Meeting web app)
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mailto:71001@collab.com

€ (o] O & =0 o collab.com 4 o @

il
1 i Members (1
< jdoe Meeting Room M @
jdoe Meeting Room Q
o
john doe
Join information @
Role 1 =
Join link https:/fjoin.collab.com/meeting/51001?secret=oDerP4zcyWgHxbXpQGSM_A  Copy
Meeting ID 51001
Passcode ssse O
Visibility Everyone

Video address jdoe.room@collab.com

Role 2 =)
Join link https:/fjoin.collab.com/meeting/710017secret=Tn7q.Fulx5USoctYOLuUgA Copy

Meeting ID 71001

Passcode None

Visibility Owner only

Video address 71001 @collab.com

From the Guest-PC, open a web browser and type the URL https://join.collab.com. Click
the Join a meeting button.

i [¢] Cat join.collab.com/en-GB/hor i ® =

o, T
CISCo =

IPdemystify Meeting

Join a meeting

)

Enter the Meeting ID 51001 with passcode 1234.
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Project 8: Cisco CMS Web Server Hosted Branding

BR-CUP BR-CUCM

Guest-PC Jdoe-PC
Meeting Web App Meeting Web App

e THEo

Active Directory
DNS Server
Web Server

lab.local

10.1.5.0/24 ==
29 ¥

Q O

-

jsmith pperez
Jabber Client Jabber Client

CMS1 CMM
Cisco Cisco
Meeting Server Meeting Management

Call Branding feature on Cisco Meeting Server provides the ability to customize the Cisco
Web App and SIP calls such as customized background picture and sign in logo or wav file
for prompts according to the enterprise activity.

On the web server, create a folder called Branding.

LA A L wwwroot [= 1o =
Home Share View - 0
:(-) -t | ., » ThisPC » Local Disk (C:) » inetpub » wwwroot » v O | | Search wwwroot » |

¢ Favorites MName “ Date modified Type Size
B Desktop . aspnet_client 06-May-20 11:38 File folder
& Downloads 4-Aug-22 12:34 File folder
= Recent places | crnayer 12-5ep-21 23:58 PNG image 238 KB

|| iis-85 28-Mar-20 16:23 PNG image 98 KB

1 This PC 2 iisstart HTML Docurment 1KB
#m Desktop [ inetpub - Shortcut Shortcut T1KB
| Documents || jdoe 12-Sep-21 23:58 PNG image 5195 KB
& Downloads || jsmith 12-Sep-21 23:58 PNG image 296 KB
o Music B jwhite 12-5ep-21 23:58 PNG image 63T KB
= Pictures || pperez PNG image 94 KB
H Videos || web.config CONFIG File 1KB
i, Local Disk (C:)
—a CMS5_Recorder (E:)

"h Network

11 items 4= =l

On the previously created folder, create the following subfolders:
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e Call_customization
e [nvitation_Template
e lvr_customization

o Webapp_client

1M This PC
j Desktop
_E Documents
j Downloads
_ﬂ Music
E Pictures
i Videos
£, Local Disk (C3)
—a CMS5_Recorder (E:)

f! Network

4 items

Home Share View v @
@ - 1 |_L| « Local Disk (C:) » inetpub » wwwroot » Branding » w C,| | Search Branding o |
* Favorites Mame Date modified Type Size
esktop all_customization -Aug- : ile folder
B Deskt Call 02-Aug-22 00:29 File fold
4 Downloads nvitation_Template -Aug- : ile folder
|| Download | Templ 04-Aug-22 11:21 File fold
“E Recent places L ivr_customization 02-Aug-22 00:29 File folder
| webapp_client 04-Aug-22 11:38 File folder

Copy the appropriate wav files and the background image into the subfolder
call_customization.

Home Share View v @
@ - 1 |_j.| <« inetpub » wwwroot » Branding >I Call_customization I v O | | Search Call_customization 0 |

7} Favorites MName - Date modified Type Size el
B Desktop [=] background 08-Feb-22 13:22 JPEG image 161 KB
j Downloads D call_branding.wav 02-Mar-20 10:58 WAV File 167 KB
5l Recent places D call_join.wav 02-Mar-20 10:58 WAV File T1KE
D call_join_confirmation.wav 02-Mar-20 10:58 WAV File 86 KB

1M This PC D call_outgoing_welcome.wav 02-Mar-20 10:58 WAV File S9 KB =
b Desktop | cospace_joinwav 02-Mar-20 10:58 WAV File 7IKE
__E Documents D cospace_join_confirmation.wav 02-Mar-20 10:58 WAV File 21KB
j Downloads D cospace_outgoing_welcome.wav 02-Mar-20 10:58 WAV File 121 KB
__ﬁ Music D disconnected. wav 02-Mar-20 10:58 WAV File T4KB

__EI Pictures D locked_you_are_waiting.wav 14-Nov-18 06:538 WAV File 356 KB ]
|8 Videos || meeting_ended.wav 02-Mar-20 10:58 WAV File 55 KB
a Local Disk (C:) D meeting_recorded.wav 02-Mar-20 10:58 WAV File 81 KB
—u CMS5_Recorder (E) D meeting_recording_ended.wayv 02-Mar-20 10:58 WAV File TOKB
D meeting_streamed.wav 02-Mar-20 10:58 WAV File T3KB
€ Network || meeting_streaming_ended.wav 02-Mar-20 10:58 WAV File 65 KB
D meeting_unlocked.wav 02-Mar-20 10:58 WAV File 199 KB
D only_participant.wav 02-Mar-20 10:58 WAV File 368 KB
D passcode_entry.wav 02-Mar-20 10:58 WAV File 102 KB
D passcode_incorrect_final_attempt.wav 02-Mar-20 10:58 WAV File 103 KB
D passcode_incorrect_goodbyewav 02-Mar-20 10:58 WAV File T8 KB

D passcode_incorrect_try_again.wav 02-Mar-20 10:58 WAV File 93 KB el

47 items =i
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Copy the invitation template text file into the subfolder Invitation_Template.

Home Share View v 0
@ > 1 |_L| <« inetpub » wwwroot » Branding >I Invi‘tation_TempIateI v 0| | Search Invitation_Template 2 |
¢ Favorites MName Date modified Type Size
B Desktop D invitation_template 04-Aug-22 11:31 Text Document 1KB
j Downloads

&l Recent places

1M This PC
j Desktop
,E Documents
j Downloads
,ﬂ Music
,ﬁl Pictures
|8 Videos
&, Local Disk (C)
—w CMS5_Recorder (E:)

f! Metwork

1item

==

Copy the appropriate wav files and the background image into the subfolder

ivr_customization.

Home Share View v @
@ - 1 | | <« inetpub » wwwroot » Branding >I ivr_custorization I v O | | Search ivr_customization r |

7} Favorites Mame * Date medified Type Size

B Desktop ivr_background 07-Feb-22 21:20 JPEG image 17KB

|l Downloads | iwr_id_entry.wav 02-Mar-20 10:58 WAV File 112 KB

(E Recent places D ivr_id_incorrect_final_attempt.wav 02-Mar-20 10:58 WAV File 102 KB

D wr_id_incerrect_goodbye.wav 02-Mar-20 10:58 WAV File 110KB

1M This PC D ivr_id_incorrect_try_again.wav 02-Mar-20 10:58 WAV File 131KB

i Desktop | iwr_timeout.wav 02-Mar-20 10:58 WAV File 36KB

,_E Documents D ivr_welcomewav 02-Mar-20 10:58 WAV File 63 KB

j Downloads

,_D Music

,_EI Pictures

|8l Videos

i, Local Disk (C:)
—a CMS5_Recorder (E)

f! Metwork

7 items
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Files of the subfolder webapp_client must be compressed with zip extension.

Home Share View v B
@ - ¢ |_L| « inetpub » wwwroot » Branding >I webapp_clientl v G| | Search webapp_client o |
¢ Favorites Name Date modified Type Size
B Desktop I n“reb_branding I 04-Aug-22 11:38 WinRAR ZIP archive 185 KB|
.j. Downloads

‘5l Recent places

1M This PC
._E Desktop
._E Documents
.j. Downloads
,_D Music
._EI Pictures
B Videos
i, Local Disk (C:)
a CMS_Recorder (E:)

?' MNetwork

1 item

File Commands Tocls Favorites Optiens Help

SR OOime \0 0 & =

Add Extract To Test View Delete Find Wizard Info YirusScan Comment SFX

T |n web_branding.zip - ZIP archive, unpacked size 189,676 bytes

MName *

Size Packed Type

File folder

lcon 08-Feb-22 15:39  EF93C487
| sign_in_backgro... JPEG image 08-Feb-22 153:24  40DE5BCD
B sign_in_logo.png PNG image 07-Feb-22 21:28  B8313F3F
D text_strings.json J50M File 16-Feb-22 20:53  5FBY929F1

Total 189,676 bytes in 4 files
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Access the CMS GUIS, navigate to API configuration, edit the webbridge Profiles.

In the resourceArchive field, past the URL
http://10.1.5.19/Branding/webapp client/web branding.zip.

Status ¥ Configuration ¥ Logs %

User: admin ¥
API objects
This page shows a list of the objects supported by the APL. Where you see a & control, you can expand that section to either show a list of objects of that specific type or the detalls of one specific section of configuratian.

F\Iter (13 of 131 nodes) Allow delete | Disallow delete

Require delete confirmation

/api/vl/system/profiles/effectiveliebBridgeProfile &
api/vl/tenants/<id>/effectivelebBridgeProfile
api/vi/webBridgeProfiles/<id>
/api/v1/webBridgeProfiles/cid>/ivrNunbers

Japi/vl/ idg iles/<id>/i <id>
fapifvi/ g iles/: 2
/api/v1/webBridgeProfiles/<id>/webBridgeiddresses/<id>
/api/vl/webBridges ¥

/api/vl/webBridges/<id>
/api/v1/webBridges/<id>/effectivelebBridgeProfile
/api/vl/webBridges/<id>/status

/api/v1/webBridges/<id> /1
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http://10.1.5.19/Branding/webapp_client/web_branding.zip

