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1 Introduction

This document provides three options and instructions for creating a VCS certificate

1.1 Release Notes

Table 1 - Release Notes

Technical Change Title(s) of Affected Section(s) Changes Made By Date

2 Creating a VCS Certificate
The three options for creating a VCS certificate are:

o Create a certificate request by downloading and installing openssl or whatever application is used to
generate certificate requests by the enterprise and requesting cert from your CA

e Create a certificate request using the openssl that is already present on the VCS(with caveats) to use
with your CA

o Create a self-signed certificate if certificate authority not required

2.1 Downloading and installing application

To create a certificate by downloading and installing either openssl or whatever application is used to
generate certificate requests, complete the following steps:

1. Download OpenSSL, browse to the command line, and open the application.
http://www.openssl.org/ (Link to download OpenSSL)

Copyright © 2011 Cisco Systems, Inc.



http://www.openssl.org/

VCS Certificate Creation

-

FENEERTST

BN Ch\Windows\system32\omd.exe - openssl -
i

Microsoft Windows [Uersion 6.1.76881
Copyright (c>» 28089 Microsoft Corporation. A1l rights reserved.

C:~Users~johburne>cd>
C:vrcd~openss1sbin

| - ’ |

Figure 1 - Windows\system32\cmd.exe - openssl|

2. Atthe OpenSSL prompt, type:
genrsa -out privatekey.pem 1024

NOTE: The name privatekey.pem is the name of the privatekey you are generating. This could be
cocacolaprivkey.pem for example.

3. If you've installed openssl on your windows pc, the privatekey.pem file will be stored in the bin
directory

4. Atthe OpenSSL prompt type:
req -new -key privatekey.pem -out certcsr.pem
certcsr.pem is the certificate request submitted to your certificate authority (CA).

NOTE: For clarity purposes, the name could be cocacolacertcsr.pem
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5. Answer the questions in the certificate request. The common name must be the FQDN of the VCS.
See the following example.

Do not enter a challenge password. Leave this blank.

BN C\WYindows'system32omd.exe - cpenssl|

i
C:“Uzers“johburne >cd“openss1shin

sOpenSSLlsbinopenssl
Open5S5Ly genrsza —out exampleprivkevy.pem 1824
Loading *screen’ into random state — done
Generating RS5A private key, 1824 hit long modulus

++++++

unable to write ‘random state’

e iz 65537 (Bx18661>

OpenS5L» regq —new —key exampleprivkey.pem —out examplecertcsr.pem

You are about to be asked to enter information that will be incorporated
into your certificate request.

llhat vou are about to enter is what iz called a Distinguished Mame or a DH.
There are guite a few fields but wvou can leave some hlank

For zome fields there will be a default value.

If you enter *.". the field will he left hlank.

Country Mame <2 letter codel [AUI:US

State or Province Wame (full name> [Some—Statel:UA

Locality Mame <eg. city? [1:Reston

Organization Mame <eg, company? [Internet Widgits Pty Ltdl:Cisco Systems
Organizational Unit Hame <{eg. section> [1:TTG

[llCommon Mame Ceg,. YOUR name? [l:example.vcs.cisco.com

Email Address [1:-johburnelcisco.con

6. Go to the bin directory and find the certcsr.pem file that you generated. This is your certificate
request.

7. Open the file with notepad or wordpad or notepad ++
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8. As shown in the following example, copy the entire certificate, including the beginning and ending
certificate lines to paste into the certificate request page of your CA.

Ede [dn Zearch Yiew Fommt Language Seingr Macro Run  TedfX Pluges Window 7
IHe an‘-ﬁl‘&_}ﬁ D2C 8% !lﬁ-qfi':a’ltjl. OROE 8 ~ ™o

o

mmm:hmn 12¥28UY29LNITBI) !
uzmmmxmtuummmq xm/mmnmm |

=we==END CERTIFICATE m—-—l

nb char 1 1074 Ln:18 Colr34 Sel:1073

Figure 2 - OpenSSL

If your CA is Microsoft, you need to have an admin login to take you to this page. If your CA is
another company, have them take you to the certificate request page
10. To paste the request you copied into the certificate request page, complete the following steps:

a. Go tothe Certificate Services page of your CA.

9.
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b. Onthe Wecome page, select Req uest a Certificate.

‘i"l Favorites | 5 @) LV11-IPvd Addressing - .. [ Suggerted Stes » @ Web Siice Gallery » @ oneTANDBERG - Home

| 59 « @ nttp/iwwwtandberg.com... @ Microsoft Active Direct... X Baov B v 0 e v Pagev Safetyv Toolsw @+

Microsoft Active Durectory Cendficat e I1SCO CA Home

Welcome

Use this Web site to request a certficate for your Web browser, e-mail client, or other program. By using a certificate, you
can venfy your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other secunty tasks.

You can also use this Web site to download a certificate authority (CA) centificate, certificate chain, or cerntificate revocation
list (CRL), or to view the status of a pending request,

For more information about Active Directory Certificate Services, see Active Directory Cerificate Senaces Documentation
Select a task:

@ Intemet | Protected Mode: On

Figure 3 - Microsoft Active Directory Certificate Services

c. Onthe Request a Certificate page, select submit an advanced certifcate request.

" -

Bl Edt Vew Favoitys Tool™ Hep

& Favorites | g @) LVI1-IPvd Addressing ... [ Suaaested Sites w @) Web Shice Gallery v @) oneTANDBE
55~ @8 http//www.tandberg.com... @ Microsoft Active Direct.. X

Microsoft Active Directc

Request a Certificate

Select the cenificate type:

Cate ral |)—,,;-‘

Figure 4 - Request a Certificate
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d. Onthe Advanced Certificate Regiest page, select Create and submit a request to this CA.

L  Microsoht Actve Directoy Cerbficate Services - Windows Internet Explore provided by Csco.
KR 2 oiinsebcrnestinbergmbicatsncarnrandog | 53|49 | x 2 Googie

Ede Edet  View Fyeontes Jools Help
| o Fovortes | g @) WVIL- P Addressing - .. [ Soageited Stes w ) Wb Sce Gatery v ) oneTANDBERG - Home

E2 + 8 g/ fwacrandberg com... | 8 Microoft Active Direct. X BB - v Pgev Skye Toohe @ "

-

Microsoft Actin ector tficot v NAF SDONEW \ Home

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Cick one of the followang options 1o

@ Internet | Protected Mode: On

Figure 5 - Advanced Certificate Request

e. Onthe Submit a Certificate Request or Renewal Request page, paste the request you copied
into the Saved Request space.
== ctve Divectory Certcate Services - Wndows Internet xploer provided by Cico
<2
, View Fywortes Tools Help
| ok Fworter i B AVIL- PV Rddeessing - .. [BJ Sugaeitnd e v @ Web Sice Gatlery v @) one TANDBERG - Home
§ |2 - 8 bepspsandbergcom...| 8 Mcrosoht Actie Diec.. X B-8 -0 @ - by Sy~ Tk~ @ "

Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-ancoded CMC or PKCS #10 centificate request or PKCS #7
renewal raquest generated by an extemal source (such as a3 Web server) in the Saved Request box

Saved Req

|
Base-64-encoded
cedificate request

Cantificate Template:
Adrrerustrator

CAddBinm sl Anrikbistee:
Done & Internet | Protected Mode: On

Figure 6 - Submit a Certificate Request or Renewal Request
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f. Under Certificate Template, select the dropdown menu and select Web Server.

Microsoft Active Directory Cenificate Services - chabrowl2-DC-CA,

Submit a Cerificate Request or Renewal Request

To submit a saved request to the CA, paste a base-Gd-encoded ChC

Saved Request:

Baze-bd-encoded
certificate request
(CHIC or

FKCS #10 or
FKCS &)

Certificate Template:

YWeb Server E]
Adminigtrator
Additional Attriby Basic EFS ‘
EF= Recovery Agent
Lser
Subordinate Cedification Authori

Attributes:

Webh Serser
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VCS Certificate Creation

g. The following example shows the Certificate Request or Renewal Request.with the beginning and
ending lines pasted mto it.

ervices - Windows | -,_.....(,._.. \J.r:.
aidin aneb e S

E,"! AE‘,',' e Fyorias: Took™ Lide
w2 Favoettes | g ) LVIL- 1P Addressing - .. | Suggested Ster v @) Web Sice Gallery v @) oneTANDBERG - Home g Internet Explorer cannot d..

I 8. & hetp/fwww.tandberg.com... €8 Microsoft Active Direct... * P2~ B - 0 v Bagev Sifetyv Toosv @~

Microsolft Actve Diract erificate Servics NAEBCADNEW-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64.encoded CMC or PKCS #10 certificate request or PKCS #7 renewal
request generated by an extemnal source (such as a Web server) in the Saved Request box

Saved Request:

coTRimO7cZg2 UFDndQLBCIovZua+x 1CnS BeTYSLE
Basebdencoded G7BRquARZVSE7190hKUINDSQPzuSVOLESS1gYLip
cortificate reques! SFM467BH1IQEzaHvdmzSSE IJSSHURQGObVPVEL LGS
(CMC or ZOBBCEOKmEOZVEVE Y Zncpal tso=
PKCS #10 or
PKCS #)

Certificate Template:
Web Server

Additional Attributes:

@ Intemet | Protected Mode: On

Figure 7 - Submit a Certificate Request or Renewal Request

11. Onthe Certlflcate Issued page select Base 64, then Download certificate.

' b‘! ﬁ‘ﬁ Yiew Favorites Tooks Lelp
or Favorites o B WVA1-BNAAddressing - ... K] Suageited Ser v ) Web Sice Gallery v 8 one TANDBERG - Home | Internet Explorer cannot ...
3\3 | @ hitpe/oewmtandberg.com... | €8 Microsoft Active Direct.. X Piov B v 0 me v Pagev Dfeyw Toohv @ 7
0 Internet Explorer has blocked this site from using an ActveX control in an unuh manner, As 3 result, this page might not duplay correctly,

Microsoft Active Directory Centficate Servnce NAEBCADNEW-CA Home

Certificate Issued

The certificate you requested was 1ssued 10 you

) © DER encoded or @ Base 64 encoded
[Ronnioad cadificate |
Download cenificate chain

@ Internet | Protected Mode: On

Figure 8 - Certificate Issued
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The certificate is issued in .cer format, which is fine for the VCS. You can change this to .pem format.

12. After you have both the private key and the certificate for the VCS, you need the CA certificate.

a. Go back to the main CA webpage and select Download a CA certificate, certficate chain, or
CRL.

\*mr—-—’uw(.n— —y
SN

,fiwonux s B WI-1PwWAddressing - .. K] Suggested Stes w @) Web Sice Gallery » @) oneTANDBERG - Home 8 | Internet Explorer cannot d...

S5 v @8 W/ feeww tandberg com. pwmmm x P v B v 0 s v Pigev Sfetyv Toolv @~

Microsoft Actree Direct enificate Saracs NAEBCADNEW-CA Home

Welcome

Use this Web site to request a cerbficate for your Web browser, e-mail chient, or other program. By using a certificate, you can
venfy your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of
cemficate you request, parform other secunty tasks.

You can also use this Web site to download a certificate authonty (CA) centificate, certificate chain, or certificate revocation list
(CRL), or to view the status of a pending request

For more information about Active Directory Cemficate Senices, see Active Dire

Select a task:

€ Internet | Protected Mode: On

Figure 9 - Main Certificate Authority Page
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b. Onthe Download a CA Certificate, Certificate Chain, or CRL, select Base 64.

ok Favorites | s @) LVIL- IPvE Addressing . [ Suggeited Sees v 8 Wb Sice Gallery v 8 oneTANDBERG - Home @ Internet Explorer cannot d..

# Irternet Explorer has blocked this site from wsing an ActiveX control in an unsafe manner. As 2 result, this page might not display comrectly,

£ http/imaebcadnew.tandberg.int/certsny/certcarc ap 'é 21 ‘7J A 'f' Google P~

55 = @ htp/iwwwandberg.com.., 48 Microsoft Active Dvect.. X P2 v B ~ 1 & v Pagev Sfety~ Toolsv @~

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authonty, install this CA cartificate chain

To download a CA certificate, cemificate chain, or CRL, select the certificate and encoding method

CA centificate:

cisco-NAEBCADNEW-CAJ

Encoding method:

DER
o Base 64

Dovnload CA cetificate

& Intemet | Protected Mode: On

Figure 10 - Download a CA Certificate, Certificate Chain, or CRL

13. You can load the CA certificate to the VCS in .cer format or convert to .pem. Either works.

2.2 Use openssl already present on the VCS

(First the caveat: You can use openssl on the VCS to generate a certificate request for a CA, but cluster
names cannot be used because the application lacks the ability to add an alternate subject name to the
certificate request. So the local openssl on the VCS cannot be used if the certificate produced is to set
up connectivity via TLS over a sip trunk that involves more than one name, i.e. Lync interop using OCS
relay )

As shown in the following example:

1.
2.

Log into the VCS as root.
Move to the application prompt and type openssl

Copyright © 2011 Cisco Systems, Inc.
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After you are in the application, as shown in the following example, instead of the file names that | used
starting with chabrow?2, you can name these files whatever you want, just leave the extension the same.

The following “Is” command where used is not required but shows that the relevant files were created and
are present in the current directory.

GENERATING THE PRIVATE KEY=

OpenSSL> genrsa -out chabrow2.pem 1024
Generating RSA private key, 1024 bit long modulus
et

....... +H++++

e is 65537 (0x10001)

OpenSSL> exit

~#

~#

~#

~#ls -lart

total 2596

drwxr-xr-x 3 root root 4096 2010-11-17 10:12 app
drwxr-xr-x 5 root root 4096 2011-03-04 10:07 proxy-registration
drwxr-xr-x 2 root root 4096 2011-10-17 04:50 web
drwxr-xr-x 2 root root 4096 2011-10-17 04:50 lib
drwxr-xr-x 2 root root 4096 2011-10-17 05:00 certs
drwxr-xr-x 2 root root 4096 2011-12-16 11:57 images
drwxr-xr-x 4 root root 4096 2011-12-16 11:57 thl
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drwx------ 2 root root 16384 2012-02-23 16:00 lost+found
drwxr-xr-x 23 root root 4096 2012-02-23 16:00 ..

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 ivy

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 bramble
drwxr-xr-x 4 root root 4096 2012-02-23 16:03 management
drwxr-xr-x 6 root root 4096 2012-02-23 16:03 upgrade
drwxr-xr-x 4 root root 4096 2012-02-23 16:04 log
drwxrwxrwx 5 root root 4096 2012-02-23 16:05 crash
drwxr-xr-x 10 root root 4096 2012-02-23 16:19 provisioning
-rw-r--r-- 1 root root 1007478 2012-03-21 10:27 xlite-test.pcap
-rw-r--r-- 1 root root 1536670 2012-03-21 10:40 xlite-test.pcap2
drwxr-xr-x 8 root root 4096 2012-04-03 13:40 etc

-PW------- lrootroot 635 2012-04-03 14:21 .bash_history
drwxr-xr-x 15 root root 4096 2012-04-10 09:07 persistent
-rW------- 1 root root 1024 2012-04-10 09:35 .rnd

-rw-r--r-- 1 root root 887 2012-04-10 09:35 chabrow2.pem
drwxr-xr-x 19 root root 4096 2012-04-10 09:35.

THE FOLLOWING COMMAND USES THE ABOVE CREATED KEY TO PRODUCE THE CERTIFICATE

REQUEST.

OpenSSL> req -new -key chabrow2.pem -out chabrow2certcsr.pem

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:NC

Locality Name (eg, city) [J:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco
Organizational Unit Name (eg, section) [J:TAC

Common Name (eg, YOUR name) []:vcsl.chabrow?2.local < (PLEASE NOTE NEEDS TO FULLY
RESOLVABLE FQDN HERE)

Email Address [J:chabrow2@cisco.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name [J:

OpenSSL> exit

~#

~#

~#ls -lart

total 2600

drwxr-xr-x 3 root root 4096 2010-11-17 10:12 app

drwxr-xr-x 5 root root 4096 2011-03-04 10:07 proxy-registration
drwxr-xr-x 2 root root 4096 2011-10-17 04:50 web

drwxr-xr-x 2 root root 4096 2011-10-17 04:50 lib

Copyright © 2011 Cisco Systems, Inc.
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drwxr-xr-x 2 root root 4096 2011-10-17 05:00 certs
drwxr-xr-x 2 root root 4096 2011-12-16 11:57 images
drwxr-xr-x 4 root root 4096 2011-12-16 11:57 tbl

drwx------ 2 root root 16384 2012-02-23 16:00 lost+found
drwxr-xr-x 23 root root 4096 2012-02-23 16:00 ..

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 ivy

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 bramble
drwxr-xr-x 4 root root 4096 2012-02-23 16:03 management
drwxr-xr-x 6 root root 4096 2012-02-23 16:03 upgrade
drwxr-xr-x 4 root root 4096 2012-02-23 16:04 log
drwxrwxrwx 5 root root 4096 2012-02-23 16:05 crash
drwxr-xr-x 10 root root 4096 2012-02-23 16:19 provisioning
-rw-r--r-- 1 root root 1007478 2012-03-21 10:27 xlite-test.pcap
-rw-r--r-- 1 root root 1536670 2012-03-21 10:40 xlite-test.pcap2
drwxr-xr-x 8 root root 4096 2012-04-03 13:40 etc

-rW------- lrootroot 635 2012-04-03 14:21 .bash_history
drwxr-xr-x 15 root root 4096 2012-04-10 09:07 persistent
-PW------- 1rootroot 1024 2012-04-10 09:35 .rnd

-rw-r--r-- 1 root root 887 2012-04-10 09:35 chabrow2.pem
-rw-r--r-- 1 root root 696 2012-04-10 09:41 chabrow2certcsr.pem
drwxr-xr-x 19 root root 4096 2012-04-10 09:41 .

THE FOLLOWING COMMAND DISPLAYS CONTENTS OF CERTIFICATE REQUEST—

~ # more chabrow2certcsr.pem

----- BEGIN CERTIFICATE REQUEST-----
MIIByDCCATECAQAwgYcxCzAIJBgNVBAYTAIVTMQswCQYDVQQIDAJOQzEMMAOGALUE
BwwDUIRQMQ4wDAYDVQQKDAVDaXNjbzEMMA0GALUECWWDVEFDMRwwGgYDVQQDDBN2
Y3MxLmNoYWJyb3cyLmxvY2FsMSEwHwYJKoZlhveNAQKBFhJjaGFicm93MkBjaXNj
by5jb20wgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGJA0GBANphU8KVa3iPHOOAY+SF
8XVhA+CyY82XHgGhx6H28/ID+{77UVIFV8Yfe+9KfumjFLBWCKgPZVXPPdNslau4
89Zdn6LDZb+M2qTWWJZB33+3kWFqL7rMElyYLhLarJZy7maAGSkFT2QHSZhllcpR
wbzV95wYd/7yhk7RvLbl+gSLAgMBAAGgADANBgkghkiGOWOBAQUFAAOBgQA/H+Xi
aBPGo0r3j942UcoNwMiO10pJ/SWUusprlIEEOpR+Excii3kRgyOASjWOI5JwFtCvP
rYkudiw2Iz69t1c9ilPMWBMXUuiauLC6clinxruCPp+I83xCIt0fgyUHIY Ppf5173
5YQBVOOE1S2mQ6C/ITOtSQG/ao3Kt/aWYlcGgQ==

~#
~#
~#

3. As shown in the following example, copy the entire certificate, including the beginning and ending

certificate lines to paste into the certificate request page of your CA.
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fle Ede Sewch \iew Fommt Language Sefingi Macro Run TedfX Pluges Window 1
il EHB 3 B dDRIDC|IMR 22 BB ([BD| @ =58 R -

| 8 et | B s’ 1 cencupem |

nb char: 1074 Ln:18 Colr34 Sel: 1073

Figure 11 - Openssl already present on the VCS

4.

5.

If your CA is Microsoft, you need to have an admin login to take you to this page. If your CA is
another company, have them take you to the certificate request page
To paste the request you copied into the certificate request page, complete the following steps:

c. Gotothe Certificate Services page of your CA.
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d. Onthe Wecome page, select Req uest a Certificate.

‘i"l Favorites | 5 @) LV11-IPvd Addressing - .. [ Suggerted Stes » @ Web Siice Gallery » @ oneTANDBERG - Home

| 59 « @ nttp/iwwwtandberg.com... @ Microsoft Active Direct... X Baov B v 0 e v Pagev Safetyv Toolsw @+

Microsoft Active Durectory Cendficat e I1SCO CA Home

Welcome

Use this Web site to request a certficate for your Web browser, e-mail client, or other program. By using a certificate, you
can venfy your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon
the type of certificate you request, perform other secunty tasks.

You can also use this Web site to download a certificate authority (CA) centificate, certificate chain, or cerntificate revocation
list (CRL), or to view the status of a pending request,

For more information about Active Directory Certificate Services, see Active Directory Cerificate Senaces Documentation
Select a task:

@ Intemet | Protected Mode: On

Figure 12 - Microsoft Active Directory Certificate Services

e. Onthe Request a Certificate page, select submit an advanced certifcate request.

" -

Bl Edt Vew Favoitys Tool™ Hep

& Favorites | g @) LVI1-IPvd Addressing ... [ Suaaested Sites w @) Web Shice Gallery v @) oneTANDBE
55~ @8 http//www.tandberg.com... @ Microsoft Active Direct.. X

Microsoft Active Directc

Request a Certificate

Select the cenificate type:

Cate ral |)—,,;-‘

Figure 13 - Request a Certificate
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f. Onthe Advanced Certificate Reqiest page, select Create and submit a request to this CA.

L  Microsoht Actve Directoy Cerbficate Services - Windows Internet Explore provided by Csco.
KR 2 oiinsebcrnestinbergmbicatsncarnrandog | 53|49 | x 2 Googie

Ede Edet  View Fyeontes Jools Help
| o Fovortes | g @) WVIL- P Addressing - .. [ Soageited Stes w ) Wb Sce Gatery v ) oneTANDBERG - Home

E2 + 8 g/ fwacrandberg com... | 8 Microoft Active Direct. X BB - v Pgev Skye Toohe @ "

-

Microsoft Actin ector tficot v NAF SDONEW \ Home

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Cick one of the followang options 1o

@ Internet | Protected Mode: On

Figure 14 - Advanced Certificate Request

g. Onthe Submit a Certificate Request or Renewal Request page, paste the request you copied
into the Saved Request space.
== ctve Divectory Certcate Services - Wndows Internet xploer provided by Cico
<2
, View Fywortes Tools Help
| ok Fworter i B AVIL- PV Rddeessing - .. [BJ Sugaeitnd e v @ Web Sice Gatlery v @) one TANDBERG - Home
§ |2 - 8 bepspsandbergcom...| 8 Mcrosoht Actie Diec.. X B-8 -0 @ - by Sy~ Tk~ @ "

Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-ancoded CMC or PKCS #10 centificate request or PKCS #7
renewal raquest generated by an extemal source (such as a3 Web server) in the Saved Request box

Saved Req

|
Base-64-encoded
cedificate request

Cantificate Template:
Adrrerustrator

CAddBinm sl Anrikbistee:
Done & Internet | Protected Mode: On

Figure 15 - Submit a Certificate Request or Renewal Request
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h. Under Certificate Template, select the dropdown menu and select Web Server.

Microsoft Active Directory Cenificate Services - chabrowl2-DC-CA,

Submit a Cerificate Request or Renewal Request

To submit a saved request to the CA, paste a base-Gd-encoded ChC

Saved Request:

Baze-bd-encoded
certificate request
(CHIC or

FKCS #10 or
FKCS &)

Certificate Template:

YWeb Server E]
Adminigtrator
Additional Attriby Basic EFS ‘
EF= Recovery Agent
Lser
Subordinate Cedification Authori

Attributes:

Webh Serser
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i. The following example shows the Certificate Request or Renewal Request.with the beginning and
ending lines pasted into it.

ervices - Windows | -,_.....(,._.. \J.r:.
aidin aneb e S

E,"! AE‘,',' e Fyorias: Took™ Lide
w2 Favoettes | g ) LVIL- 1P Addressing - .. | Suggested Ster v @) Web Sice Gallery v @) oneTANDBERG - Home g Internet Explorer cannot d..

I 8. & hetp/fwww.tandberg.com... €8 Microsoft Active Direct... * P2~ B - 0 v Bagev Sifetyv Toosv @~

Microsolft Actve Diract erificate Servics NAEBCADNEW-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64.encoded CMC or PKCS #10 certificate request or PKCS #7 renewal
request generated by an extemnal source (such as a Web server) in the Saved Request box

Saved Request:

coTRimO7cZg2 UFDndQLBCIovZua+x 1CnS BeTYSLE
Basebdencoded G7BRquARZVSE7190hKUINDSQPzuSVOLESS1gYLip
cortificate reques! SFM467BH1IQEzaHvdmzSSE IJSSHURQGObVPVEL LGS
(CMC or ZOBBCEOKmEOZVEVE Y Zncpal tso=
PKCS #10 or
PKCS #)

Certificate Template:
Web Server

Additional Attributes:

@ Intemet | Protected Mode: On

Figure 16 - Submit a Certificate Request or Renewal Request

6. On the Certlflcate Issued page select Base 64, then Download certificate.

E# Yew | Favorites . Tooks kielp
;';‘ant‘u 1 e lﬁl-NMd«umg- K Guggeied Ster v g Web Sice Gallery v 2] oneTANDBERG - Home & Internet Eqplorer cannot d..
88 | 8 vitp/ fwwwtandberg.com... 48 Microsoft Active Direct.. X Miov B vt mm v Pagev Dfeyv Toosv @v
0' ternet Explorer has blocked this site from using an ActiveX tomolmwumm manner, As 3 result, thes page might not duplay correctly,

Micraosoft Active Directory Cenificate Serwce NAEBCADNEW-CA Home

Certificate Issued

The cemificate you requested was 1ssued 10 you

| A] © DER encoded or ® Base 64 encoded

m

[+ anwmmd Mode: On

Figure 17 - Certificate Issued
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The certificate is issued in .cer format, which is fine for the VCS. You can change this to .pem format.

7. After you have both the private key and the certificate for the VCS, you need the CA certificate.

a. Go back to the main CA webpage and select Download a CA certificate, certficate chain, or
CRL.

\*mr—-—’uw(.n— —y
SN

,fiwonux s B WI-1PwWAddressing - .. K] Suggested Stes w @) Web Sice Gallery » @) oneTANDBERG - Home 8 | Internet Explorer cannot d...

S5 v @8 W/ feeww tandberg com. pwmmm x P v B v 0 s v Pigev Sfetyv Toolv @~

Microsoft Actree Direct enificate Saracs NAEBCADNEW-CA Home

Welcome

Use this Web site to request a cerbficate for your Web browser, e-mail chient, or other program. By using a certificate, you can
venfy your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of
cemficate you request, parform other secunty tasks.

You can also use this Web site to download a certificate authonty (CA) centificate, certificate chain, or certificate revocation list
(CRL), or to view the status of a pending request

For more information about Active Directory Cemficate Senices, see Active Dire

Select a task:

€ Internet | Protected Mode: On

Figure 18 - Main Certificate Authority Page
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b. Onthe Download a CA Certificate, Certificate Chain, or CRL, select Base 64.

= a Ll [ Mssvaeal
6 Mxcrosoft Actrve Directory Certificate Services - Windows Intemet Explorer provided by Cisco. RSN

- Shenes Ay A = = — -

2| 4 | x J29 Google s

o Favorites | s @) LVIL- PV Addressing < . [ Suggeited Saes v ) Web Sice Gallery v @) oneTANDBERG - Horne 8 Internet Explorer cannot d..

| S z
@ Irternet Explorer has blocked this site from using an ActiveX control in an unsafe manner. As 2 result, this page might not display comectly,

H2 = @ hpesiwwwsandberg.com... @8 Microsoft Active Direct... X 22 v B v 0 sm v Pagev Sifetyv Tookv @~

Microsoft Active Diract

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authonty, install this CA cartificate chain
To download a CA certificate, cemificate chain, or CRL, select the certificate and encoding method

|

|

!

|

' CA centificate:

I [cisco-NAEBCADNEW-CA)
|

Encoding method:
DER
© Base 64
Dovmload CA certificate
Dovmload CA cemficate chain

# Done O'lntmuermemd Mode: On ] T 0% -

Figure 19 - Download a CA Certificate, Certificate Chain, or CRL

8. You can load the CA certificate to the VCS in .cer format or convert to .pem. Either works.

An easy way to accomplish this is to use winscp to connect to the VCS using root as shown in the
following example and move the private key file from the VCS to your local pc

Winscp can be downloaded for free at below link --

http://winscp.net/download/winscp438setup.exe
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I h tandberg - root@14.80.98.165 - WinSCP

VCS Certificate Creation

Local Mark Files Commands Session Options Rernote Help
& - M ES e @ iy > - i =S root@14.90.08.165 - =
| My documents - &5 o3 3 | e | tandberg - &5
C:AUzershchabrow2hDocuments Atandberg
MName Ext Size  Type Changed Aty Marne Ext Size  Changed Rights Owner
& . Parent directory  4/10/2012 ... r = . 2{2372012 005, rowxr-xr-x root
J cache File falder 3872012 4., sh app 111772010 10n.. rower-ser-3 roat
W ety Bluizic File folder 12/21/2011.. sh . bramble 2232012 &3, ruwer-r-x roat
= Iy Pictures File folder 12/2142011.. sh | certs 10/17/2011 50, ruer-ser-x¢ root
B My Videos File folder 12/21/2011... sh . crash 22302012 205, rasraErng root
J MyConnectFiles File folder 2f21fe01e L. Jetc 47372012 L4lid.,  ruwcr-xr-x root
 Users File falder 12/2142011... Jimages 12/16/2011 1L, ruwer-sr-x root
|#| bookmarks.html 37,836 Firefox Docum..,  2/3/2012 1., a Ly 2232012 &3, ruwer-xr-x roat
|| chabrow?.pem 237  PEM File 471042012 .. a ik 10/17/2011 45,0 ruweer-aer-x roat
| chabrowdcert.pem 936 PEM File 471042012 .. a Jlog 22372012 &4 ruer-r-x root
|| chabrowZcertcsr.pem G396 PEM File 471042012 .. a J lost+found 22372012 4005, paee------ root
B Defaultrdp 2,034 Remote Deskto.. 4/4/2012 2. ah / management 2{2372012 035, roxr-xr-x root
| desktop.ini 402 Configuration ... 12/29/201L.. ash J persistent 471072012 2075, ruwer-xr-x root
| GoFlexHomelnstaller.... 716 TextDocument 4372012 1. a | provisioning 22372012 410, ruwer-r-x roat
proxy-registration 342011 10:07x.. ruer-ser-x root
L thl 127162011 11.., poeer-xp-x root
Jupgrade 2f2372012 030, ruxr-xr-x root
Jwreb 10/17/2011 4:5.., root
|| bash_histary 635 4372012 2213, e roat
L |.rnd 1024 4/10/2012 9:45:.  p------- roat
|| chabrowd.pern 887 471042012 9:35:.. Aoe-r--r-- root
|| chabrowicert.pem 936 4/10/2012 9:45:.,  nne-r--r-- root
|| chabrowZcertcsr.perm 696 41072012 3:4L:..  rwe-r--r-- root
|® | xlite-test.pcap L007.478  3/21/2012 10:2...  rw-r--r-- root
| |xlite-test.pcap L536,670 3/21/2012 1004, rwy-r--r-- roat
0B of 43527 B in0of 13 0B of 2,438 KiB in 0 of 24
# F2Rename | F4Edit E3 F5 Copy 11 F6 Mowe [ F7 Create Directory 3< F8 Delete [F F9 Properties M. F10 Quit
=] SCP 56

[ m ey ) i

Figure 20 - WinSCP

9. After you have both the private key and the certificate for the VCS, you need the CA certificate.
a. Go back to the main CA webpage and select Download a CA certificate, certficate chain, or

CRL.
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Y an-y;) Wt m_»_ ~.(ln{‘ﬁ 1
O —— I © B
ok Favorites | g @ LV11-1Pve Addressing - .. [ Suggested Stes v @) Web Sice Gallery v @) oneTANDBERG - Home 8| Internet Explorer cannot d... -
‘ss”of.ww.mmmm.'.wwmm. x| M- ~ L3 e v Pagev Sfetyv Toohv @~

Microsoft / e Direct entéicate Serace NAEBCADNEW.-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using & certificate, you can
venfy your identity 1o people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of
cerficate you request, perform other secunty tasks.

You can also use this Web site to download a certificate authority (CA) centificate, certificate chain, or certificate revocation list
(CRL), or to view the status of a pending request

For more informaton about Active Directory Cemificate Semices, see Active Dire

Select a task:

@ Internet | Protected Mode: On

Figure 21 - Main Certificate Authority Page
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b. Onthe Download a CA Certificate, Certificate Chain, or CRL, select Base 64.

,;hvontu w e - NMdmmg - B Suggoted Sees v @] Web Sice Gallery v 2] omYNDBERG Hoene gmfmbvhtnctmud

52 = | @ hup/iwww.tandberg.com.., 48 Microsoft Active Duect.. X ’} ﬂ T e gage - $|my - Tgoh v B
‘J lnumet Explorer has blocked this site from using an ActiveX control in an unule manner. As 2 result, this page mlgm not display correctly,

Microsoft /

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authonty, install this CA certificate chain

To download a CA certificate, cemificate chain, or CRL, select the certificate and encoding method

CA centificate:

# [cisco-NAEBCADNEW-CA]

Encoding method:

DER
© Base 64

@ ‘!Qtln& | Protected Mode: On
Figure 22 - Download a CA Certificate, Certificate Chain, or CRL

10. You can load the CA certificate to the VCS in .cer format or convert to .pem. Either works.
You can also load the private key and VCS Certificate provided via the VCS web interface.

2.3 Creating a self-signed certificate
On the OpenSSL interface on the VCS, you need to login as root.

If you want to create a self-signed certificate, you follow the same steps with one exception. Instead of
sending the certcsr.pem file to a CA, you process the file yourself, and you can use the openssl right
there on the VCS if you so choose.
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Figure 23 - Login Screen on VCS

NOTE: Once logged in as root (you cannot be logged in as admin), instead of the file names shown in
the following example--starting with chabrow2--name these files whatever you want. However,
you must leave the extension the same.

The following “Is” command, where used, is also not required but done to show that the relevant files
were created and are present in the current directory.

GENERATING THE PRIVATE KEY=

OpenSSL> genrsa -out chabrow2.pem 1024
Generating RSA private key, 1024 bit long modulus
I ok o ok o ot

....... +4+++++

e is 65537 (0x10001)

OpenSSL> exit

~#

~#

~#

~#Is -lart

total 2596

drwxr-xr-x 3 root root 4096 2010-11-17 10:12 app
drwxr-xr-x 5 root root 4096 2011-03-04 10:07 proxy-registration
drwxr-xr-x 2 root root 4096 2011-10-17 04:50 web
drwxr-xr-x 2 root root 4096 2011-10-17 04:50 lib
drwxr-xr-x 2 root root 4096 2011-10-17 05:00 certs
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drwxr-xr-x 2 root root 4096 2011-12-16 11:57 images
drwxr-xr-x 4 root root 4096 2011-12-16 11:57 tbl

drwx------ 2 root root 16384 2012-02-23 16:00 lost+found
drwxr-xr-x 23 root root 4096 2012-02-23 16:00 ..

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 ivy

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 bramble
drwxr-xr-x 4 root root 4096 2012-02-23 16:03 management
drwxr-xr-x 6 root root 4096 2012-02-23 16:03 upgrade
drwxr-xr-x 4 root root 4096 2012-02-23 16:04 log
drwxrwxrwx 5 root root 4096 2012-02-23 16:05 crash
drwxr-xr-x 10 root root 4096 2012-02-23 16:19 provisioning
-rw-r--r-- 1 root root 1007478 2012-03-21 10:27 xlite-test.pcap
-rw-r--r-- 1 root root 1536670 2012-03-21 10:40 xlite-test.pcap2
drwxr-xr-x 8 root root 4096 2012-04-03 13:40 etc

-PW------- lrootroot 635 2012-04-03 14:21 .bash_history
drwxr-xr-x 15 root root 4096 2012-04-10 09:07 persistent
-PW------- 1rootroot 1024 2012-04-10 09:35 .rnd

-rw-r--r-- 1 root root 887 2012-04-10 09:35 chabrow2.pem
drwxr-xr-x 19 root root 4096 2012-04-10 09:35.

THE BELOW COMMAND USES THE ABOVE CREATED KEY TO PRODUCE THE CERTIFICATE
REQUEST.

OpenSSL> req -new -key chabrow2.pem -out chabrow2certcsr.pem

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:NC

Locality Name (eg, city) [J:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco
Organizational Unit Name (eg, section) [J:TAC

Common Name (eg, YOUR name) []:vcsl.chabrow?2.local < (PLEASE NOTE NEEDS TO FULLY
RESOLVABLE FQDN HERE)

Email Address [J:chabrow2@cisco.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

OpenSSL> exit

~#

~#

~#ls -lart

total 2600

drwxr-xr-x 3 root root 4096 2010-11-17 10:12 app

drwxr-xr-x 5 root root 4096 2011-03-04 10:07 proxy-registration

Copyright © 2011 Cisco Systems, Inc.

29



VCS Certificate Creation

drwxr-xr-x 2 root root 4096 2011-10-17 04:50 web
drwxr-xr-x 2 root root 4096 2011-10-17 04:50 lib

drwxr-xr-x 2 root root 4096 2011-10-17 05:00 certs
drwxr-xr-x 2 root root 4096 2011-12-16 11:57 images
drwxr-xr-x 4 root root 4096 2011-12-16 11:57 tbl

drwx------ 2 root root 16384 2012-02-23 16:00 lost+found
drwxr-xr-x 23 root root 4096 2012-02-23 16:00 ..

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 ivy

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 bramble
drwxr-xr-x 4 root root 4096 2012-02-23 16:03 management
drwxr-xr-x 6 root root 4096 2012-02-23 16:03 upgrade
drwxr-xr-x 4 root root 4096 2012-02-23 16:04 log
drwxrwxrwx 5 root root 4096 2012-02-23 16:05 crash
drwxr-xr-x 10 root root 4096 2012-02-23 16:19 provisioning
-rw-r--r-- 1 root root 1007478 2012-03-21 10:27 xlite-test.pcap
-rw-r--r-- 1 root root 1536670 2012-03-21 10:40 xlite-test.pcap2
drwxr-xr-x 8 root root 4096 2012-04-03 13:40 etc

-rW------- lrootroot 635 2012-04-03 14:21 .bash_history
drwxr-xr-x 15 root root 4096 2012-04-10 09:07 persistent
-PW------- 1rootroot 1024 2012-04-10 09:35 .rnd

-rw-r--r-- 1 root root 887 2012-04-10 09:35 chabrow2.pem
-rw-r--r-- 1rootroot 696 2012-04-10 09:41 chabrowZ2certcsr.pem
drwxr-xr-x 19 root root 4096 2012-04-10 09:41 .

BELOW COMMAND SIMPLY DISPLAYS CONTENTS OF CERT REQUEST—

~ # more chabrow2certcsr.pem

----- BEGIN CERTIFICATE REQUEST-----
MIIByDCCATECAQAwWQYcxCzAIJBgNVBAYTAIVTMQswCQYDVQQIDAJOQzEMMAOGALUE
BwwDUIRQMQ4wDAYDVQQKDAVDaXNjbzEMMA0oGA1UECWwWDVEFDMRwWwGgYDVQQDDBN2
Y3MxLmNoYWJyb3cyLmxvY2FsMSEwHwY JKoZIhveNAQkBFhJjaGFicm93MkBjaXNj
by5jb20wgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGJA0GBANphU8KVa3iPHOOAY+SF
8XVhA+CyY82XHqGhx6H28/ID+77UVIFV8Yfe+9KfumjFLBWCKgPZVXPPdNslau4
89Zdn6LDZb+M2qTWWJZB33+3kWFqL7rMElyYLhLarJZy7maAGSkFT2QHSZhllcpR
wbzV95wYd/7yhk7RvLbl+gSLAgMBAAGgADANBgkghkiGOWOBAQUFAAOBgQA/H+Xi
aBPGo0r3j942UcoNwMiO10pJ/SWUusprlIEEOpR+Excii3kRgyOASjWOI5JwFtCvP
rYkudiw21z69t1c9ilPMWBMXUuiauLC6clinxruCPp+I83xCItofgyUHIYPpf5173
5YQBVOOE1S2mQ6C/ITOtSQG/ao3Kt/aWwYIcGgQ==

----- END CERTIFICATE REQUEST-----

~#

~#

~#

NOW YOU CAN RUN THE COMMAND TO USE THE KEY YOU GENERATED KEY ALONG WITH THE
GENERATED CERT REQUEST TO CREATE A CERT. YOU DO NOT HAVE TO BE AT THE OPENSSL
PROMPT TO RUN THIS COMMAND AS PER BELOW. THE DAYS VALUE BELOW CAN BE
WHATEVER PERIOD THE CERT SHOULD BE GOOD FOR —

~ # openssl x509 -req -days 360 -in chabrow2certcsr.pem -signkey chabrow2.pem -out
chabrow2cert.pem

Signature ok
subject=/C=US/ST=NC/L=RTP/O=Cisco/OU=TAC/CN=vcs1.chabrow?2.local/emailAddress=chabrow2@ci
sco.com
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Getting Private key

~#

~#

~#ls -lart

total 2604

drwxr-xr-x 3 root root 4096 2010-11-17 10:12 app

drwxr-xr-x 5 root root 4096 2011-03-04 10:07 proxy-registration
drwxr-xr-x 2 root root 4096 2011-10-17 04:50 web

drwxr-xr-x 2 root root 4096 2011-10-17 04:50 lib

drwxr-xr-x 2 root root 4096 2011-10-17 05:00 certs
drwxr-xr-x 2 root root 4096 2011-12-16 11:57 images
drwxr-xr-x 4 root root 4096 2011-12-16 11:57 tbl

drwx------ 2 root root 16384 2012-02-23 16:00 lost+found
drwxr-xr-x 23 root root 4096 2012-02-23 16:00 ..

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 ivy

drwxr-xr-x 2 root root 4096 2012-02-23 16:03 bramble
drwxr-xr-x 4 root root 4096 2012-02-23 16:03 management
drwxr-xr-x 6 root root 4096 2012-02-23 16:03 upgrade
drwxr-xr-x 4 root root 4096 2012-02-23 16:04 log
drwxrwxrwx 5 root root 4096 2012-02-23 16:05 crash
drwxr-xr-x 10 root root 4096 2012-02-23 16:19 provisioning
-rw-r--r-- 1 root root 1007478 2012-03-21 10:27 xlite-test.pcap
-rw-r--r-- 1 root root 1536670 2012-03-21 10:40 xlite-test.pcap2
drwxr-xr-x 8 root root 4096 2012-04-03 13:40 etc

-rW------- lrootroot 635 2012-04-03 14:21 .bash_history
drwxr-xr-x 15 root root 4096 2012-04-10 09:07 persistent
-rw-r--r-- 1 root root 887 2012-04-10 09:35 chabrow2.pem
-rw-r--r-- 1 root root 696 2012-04-10 09:41 chabrow2certcsr.pem
drwxr-xr-x 19 root root 4096 2012-04-10 09:44 .

-rW------- 1rootroot 1024 2012-04-10 09:45 .rnd

-rw-r--r-- 1 root root 936 2012-04-10 09:45 chabrow2cert.pem

BELOW COMMAND DISPLAYS CONTENTS OF THE CERT—
~ # more chabrow2cert.pem
----- END CERTIFICATE-----
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PLEASE NOTE THAT ALTHOUGH PRODUCED ON THE VCS, THE VCS WILL NOT AUTOMATICALLY
APPLY THE CERT. YOU NEED TO GO INTO THE VCS WEB INTERFACE AND POINT TO THE
CREATED KEY FILE (DETAILS ON NEXT PAGE) AS WELL AS THE CREATED CERT FILE.

Therefore, in this example case, the file names you are uploading to VCS are chabrow?2.pem, which is
the name of the key file and chabrow2cert.pem which is the file name of the certificate file. However,
these will be whatever you named them when you created them.

PRIVATE KEY FILE = chabrow2.pem
SERVER CERTIFICATE FILE = chabrow2cert.pem

CISCO  Cisco TelePresence Video Communication Server Control

Status  System  VCS i A ?Hen 0% Logout
Security certificates Vou et here: hairtenance » Certificate manaemert + Security certficatt
Trusted CA cerfificate
Select the fils cortaining trusted C4 cerificates e |
€A certficate PEM File _Shisw CA cerlficats

Upload CA certificate | Reset to default CA ceriificate

Server certificate data

Selectthe server private key fie Bromse, |
Selectthe server cerificate fle Bromse, |
Server certificate PEM File _Show server certificate

Currently loaded cerificate expres on A 282029

Uploadl server certficals data | Resetto defaul server certificate

Figure 24 - Security certificate
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An easy way to accomplish this is to use winscp to connect to the VCS using root as shown in the

following example
Winscp can be downloaded for free at below link --

http://winscp.net/download/winscp438setup.exe

Move the files from the VCS to your local PC, point to them using the above VCS interface, then select

the “Upload server certificate data” button

"B, tandberg - root@14.80.98.165 - WinSCP [=]=] =
Local Mark Files Commands Session Options Remote Help
o ERR | 5 Default - @ - S = | rootD14.80.98.165 =
| My documents - &5 , tandberg - &5 :Eg
C:AUzershchabrow2hDocuments Atandberg
Mame Eut Size Type Changed Aty Marne Ext Size Changed Rights Ouvner
& . Parent directory  4/10/2012 ... r = . /2372012 H00:., ruwer-xr-x roat
J cache File falder 3872012 4., sh L app 112772010 10e.. ruwer-aer-x roat
W bty Busic File folder 1272172011, sh . bramble 22352012 03, raner-xr-x root
= Iy Pictures File folder 12/21/2011.. sh | certs L0/17/2011 50, ruwcr-xr-x root
B My Wideos File folder 12/21/2011.. sh J crash 2/2372012 055, rewcrancro root
J MyCaonnectFiles File falder 2212012 ... S etc 47372012 Ledlid, ruwer-r-x roat
 Users File falder 12/21/2011... Jimages 12/16/2011 10, ruwer-aer-x roat
|#| bookrmarks.html 37836 Firefox Docum.., 2372012 1. a L vy 2232012 &3, ruer-r-x root
|| chabrowi pem 387 PEM File 471042012 .. a /b 10/17/2011 45, roecr-xr-x root
|| chabrow2cert.pem 935 PEM File 471072012 .. a Jlog 2f2372012 04 rocr-xr-x root
|| chabrow2certcsrperm 695 PEM File 4102012 .. a Jlost+found /2372012 £00:., rae------ roat
B2 Defaultrdp 2,054 Remote Deskto...  4/4/2012 2. ah / management 2232012 &3, ruwer-r-x roat
| desktop.ini 402 Configuration ... 12/29/201L.. ash | persistent 471072012 907w, ruer-r-x root
|| GoFlexHomelnstaller..., T16 TextDocument  4/3/2012 1. a | prowvisioning 22372012 4119, reeer-xr-x root
| proxy-registration 3472011 100075 - root
s thl 12/16/2011 110, pser-r-x roat
Jupgrade 2232012 &3, ruwer-r-x roat
Juveh 107172011 45, paeer-xr-x root
L | bash_history 635 4372012 2213, nw------- root
L nd 1024 4/10/2012 9:450.,  rw------- root
|| chabrow2.pem 287 4710/2012 3:35:.. Aee-r--r-- roat
|| chabrowlcert.pem 936 4/10/2012 3:45:..  poe-r--r-- roat
|| chabrowZcertcsrpem 696 471042012 9:4L:..  poe-r--r-- root
|®| xlite-test.pcap L007,47T8 32172012 12, rae-r--r-- root
| |xlite-test.pcap 1536670 3/21/2012 1004, rw-r--r-- root
0B of 43527 Bin0of 13 0B of 2483 KiB in 0 of 24
& F2 Renarne | F4Edit 23 F5 Copy 13 F6 Move =5 F7 Create Directory 3¢ F8 Delete 557 FO Properties WL F10 Quit
=] SCP 51006

[=d=pyata)ii]

Figure 25 - WinSCP
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To confirm that your created certificate is being used and not the default, look at the expiration date and
confirm that it matches what was configured for the new cert.

NI
CISCO  Cisco TelePresence Video Communication Server Starter Pack Express

Status  System  VCS

%) tislp

o Logout

Certificate

Security certificates

Trusted CA certificate

Select the file containing trusted CA cerlificates Bowse. | i

CA certificate PEM File _Show CA cedificate
Upload CA cerfificate | _Resetto defaul CA certificate

Server certificate data

[Bromse- | &
Bowse. | 1

PEM File _Show server cerlificate

((Currertly loaded certificate expires on Jun 13 2014 =,

Uplosd server cedificate data | _Reset to defsul server cedificate:

Related tasks

Set up certificate revocation lsts (CRLE)

Figure 26 - Server certificate date
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3  APPENDIX -- LYNC/OCS INTEROP

If a certificate is needed for OCS/Lync interop as outlined in the following excerpt taken from the
deployment guide:

“OCS/Lync gateway”: Generate and load private key, root certificate,
and server certificate onto “OCS/Lync gateway” VCS Control (not
needed if using a TCP connection)

Obtain and load Root CA certificate, server certificate and private key into the Cisco VCS.

Note: For mutual TLS authentication the server certificate must be capable of being used as a client
certificate as well.

Either a single server certificate can be created to cover the “OCS/Lync gateway” cluster, or a server
certificate can be created for each Cisco VCS. If the “OCS/Lync gateway” is a non-clustered VCS then
use the section “Server certificate for each Cisco VCS”

Details on how to create certificates for VCS are documented in “Cisco VCS Deployment Guide —
Certificate creation and use with Cisco VCS".

Single server certificate that can be loaded into each cluster peer:

The certificate must specify:

= Subject name: the VCS cluster's FQDN (DNS Local hostname concatenated with DNS Domain),
e.g.ocsves.ciscotp.com

= Subject Alternate Name: a comma separated list of the VCS peers’ routable FQDNs
e.g. ves01.ciscotp.com, ves02.ciscotp.com

Server certificate for each Cisco VCS:

A certificate must be created for each “OCS/Lync gateway” VCS; the certificate must specify:
= Subject name: the VCS peer's FQDN e.g. ves01.ciscotp.com

and if it is part of a cluster:
= Subject Alternate Name: the VCS cluster's FQDN, e.g. ocsvcs.ciscotp.com

Load the certificates:

Load the certificates on the Security certificates page (Maintenance > Certificate management >
Security certificates):

Please see the following guide for details on certificate creation

http://www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/config guide/Cisco VCS Certificate Cr
eation_and Use Deployment Guide.pdf

In addition, as the VCS is treated by the Lync Server as a "Trusted Application Server" please reference
below as well for Micrsoft instructions on creating a certificate for "Trusted Application Servers".

http://msdn.microsoft.com/en-us/library/hh347354.aspx
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4 Glossary

Term
Definition of the word. Definition of the

word.

Term 2
Definition of the word. Definition of the

word.

Copyright © 2011 Cisco Systems, Inc.

37



