Introduction

This document describes how to setup WireShark as a temporary MCU Syslog server for troubleshooting. Even
though this guide is written towards use with an MCU, the same principals apply to all devices using WireShark as a

temporary Syslog server.

Contributed by Matt Limbrick, Cisco TAC Engineer.

Requirements

Cisco recommends that you have knowledge of these topics:

*  Wireshark "display filters" and "capture filters"
¢ Codian MCU menu navigation

Components Used

The information in this document is based on these software and hardware versions:

*  Windows 7 VM hosting Wireshark (ver 1.12.7) IP: 14.80.98.182
¢  Codian 8510 MCU ver 4.5(1.55) IP: 14.80.76.9

The information in this document was created from the devices in a specific lab environment. All of the devices
used in this document started with a cleared (default) configuration. If your network is live, make sure that you
understand the potential impact of any command.



Wireshark as a Syslog server

WireShark is a network protocol analyzer that allows you to run packet captures on a computer running the
application. As WireShark can be used to capture all types of traffic, it can be handy to use for a temporary Syslog
server when you are without one. Most of the time, customers will already have this tool installed on their PC which
prevents having to find and download a syslog server and get approval. To get started, you will 1st need to
download and install WireShark

https://www.wireshark.org/download.html

The simplest way to use Wireshark is to point the Syslog configuration of your device to a PC running Wireshark.
Use the "display filter" of "syslog" to see the results and then export this data as a packet capture or as a text file.

As you can see below, | have captured a SIP call connecting to a conference and then disconnecting. At this point, 1
do not have the log levels turned up so there is minimal details here.
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Fitter: syslog [+] Bpression... Clear Appy Save
No. Time Source Destination Protocol Length Info
499 2015-12-11 16:13: 14.80.76.9 14.80.98.182 Syslog 115 USER.NOTICE: Dec 11 16:20:36 mse8510-76-9 SIP Incoming call from 14.80.98.175:5061
500 2015-12-11 16:1 14.80.76.9 14.80.98.182 Syslog 117 USER.NOTICE: Dec 11 16:20:36 mse8510-76-9 CONFERENCE new incoming SIP participant 11
501 2015-12-11 16:1 14.80.76.9 14.80.98.182 Syslog 129 USER.NOTICE: Dec 11 16:20:36 mse8510-76-9 CONFERENCE participant 11 name set to "SX20 ISDN Link" ‘
502 2015-12-11 14.80.76.9 14.80.98.182 Syslog 133 USER.NOTICE: Dec 11 16:20:36 mse8510-76-9 CONFERENCE participant 11 is joining conference "mlimbric”
503 2015-12-11 14.80.76.9 14.80.98.182 Syslog 143 USER.NOTICE: Dec 11 16:20:36 mse8510-76-9 CONFERENCE activating H.239 channel (H.263 640 x 480) for "mlimbric"
510 2015-12-11 14.80.76.9 14.80.98.182 Sys1og 146 USER.WARNING: Dec 11 16:20:37 mse8510-76-9 RTCP call 11: Processing unencrypted RTCP messages for handler 3533¢
511 2015-12-11 2 14.80.76.9 14.80.98.182 Sys10g 146 USER.WARNING: Dec 11 16:20:37 mse8510-76-9 RTCP call 11: Processing unencrypted RTCP messages for handler 3533¢
681 2015-12-11 . 619908000 14.80.76.9 14.80.98.182 Sys1og 174 USER.WARNING: Dec 11 16:20:40 mse8510-76-9 API unable to handle XML RPC request device.query from 14.80.99.146]
1098 2015-12-11 :13.387608000 14.80.76.9 14.80.98.182 Syslog 191 USER.NOTICE: Dec 11 16:20:55 mse8510-76-9 CONFERENCE destroy SIP participant 11, "SX20 ISDN Link". Reason: par
1099 2015-12-11 16:14:13. 387611000 14.80.76.9 14.80.98.182 Sys1og 136 USER.NOTICE: Dec 11 16:20:55 mse8510-76-9 CONFERENCE removing participant 11 from conference "mlimbric" 1
1102 2015-12-11 16:14:13.614361000 14.80.76.9 14.80.98.182 Sys1og 126 USER.NOTICE: Dec 11 16:20:55 mse8510-76-9 CONFERENCE deactivated H.239 channel for "mlimbric”
2117 2015-12-11 16:14:49.793596000 14.80.76.9 14.80.98.182 Sys10g 174 USER.WARNING: Dec 11 16:21:31 mse8510-76-9 API unable to handle XML RPC request device.query from 14.80.99.146]
3592 2015-12-11 16:15:41.033580000 14.80.76.9 14.80.98.182 Sys1og 174 USER.WARNING: Dec 11 16:22:23 mse8510-76-9 API unable to handle XML RPC request device.query from 14.80.99.146]



Using WireShark with an MCU as a Syslog server

To use WireShark as a Syslog server, you want to 1st be sure that the computer hosting WireShark is able to receive
packets from the MCU. To do so, start WireShark with "display filter" of "icmp". From the (MCU > Network >
Connectivity tab), type the IP of the computer hosting WireShark and click on "Test Connectivity". (i.e.
14.80.98.182)
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host: mse8510-76-9 login: admin

Home Status Network Settings Streaming Conferences Users Endpoints Gateways Gatekeeper Logout Logs Help

Home > Network > Connectivity

Port A Port B DNS Routes Services SNMP QoS SSL certificates Connectivity

Remote IP address:14.80.98.182
Remote host 14.80.98.182 Outbound interface: Ethernet A

Tost connectivity | |PIng 1: time=0ms TTL=127
Ping 2: time=1ms TTL=127
Ping 3: time=1ms TTL=127
Ping 4: time=1ms TTL=127
Route 1: time=0ms host=14.80.76.1
Route 2: time=1ms host=14.80.98.182 (route complete)

In the WireShark application you should now see the ICMP (ping) packets from the MCU (i.e. 14.80.76.9) while
using the "display filter" of "icmp".
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Filter: icmp ?‘Exp«snen." Clear Apply Save
No. Time Source Destination Protocol Length Info
119 2015-12-11 2. 589633000 14.80.76.9 ICMP 60 Ecl

DECPADD. g eply
120 2015-12-11 . 589706000 14.80.98.182 14.80.76.9 ICMP 50 echo (ping) reply 1d=0x0038, seq=1/256, ttl=128 (request in 119)

217 2015-12-11 .590714000 14.80.76.9 14.80.98.182 1CMP 60 Echo (ping) request 1d=0x0038, seq=2/512, tt1=254 (reply in 218)
218 2015-12-11 16:31:04. 590808000 14.80.98.182 14.80.76.9 1CMP 50 echo (ping) reply 1d=0x0038, seq=2/512, tt1=128 (request in 217)
308 2015-12-11 . 591050000 14.80.76.9 14.80.98.182 IcmP 60 echo (ping) request 1d=0x0038, seq=3/768, ttl1=254 (reply in 309)
309 2015-12-11 . 591152000 14.80.98.182 4.80.76.9 ICMP 50 echo (ping) reply 1d=0x0038, seq=3/768, tt1=128 (request in 308)
395 2015-12-11 16: . 590688000 14.80.76.9 ICMP 60 Echo (ping) request 1d=0x0038, seq=4/1024, tt1=254 (reply in 396)
396 2015-12-11 16: . 590754000 14.80.98.182 .80.76. 1CMP 50 echo (ping) reply 1d=0x0038, seq=4/1024, tt1=128 (request in 395)
498 2015-12-11 16:31:10.791710000 14.80.76.9 14.80.98.182 1CMP 60 Echo (ping) request 1d=0x0038, seq=6/1536, ttl=1 (reply in 499)
499 2015-12-11 16:31:10.791790000 14.80.98.182 14.80.76.9 1CMP 50 echo (ping) reply 1d=0x0038, seq=6/1536, tt1=128 (request in 498)

Now that you have verified packets from the MCU can route to the computer hosting WireShark, we can configure
the syslog settings of the MCU (or other device) to point to WireShark. On the MCU, go to (MCU > Logs > Syslog
tab) and apply the IP address of the computer hosting WireShark (i.e. 14.80.98.182), then click "Update syslog
settings". The option for Facility value is ok to leave as "1 - user level".
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Cisco host: mse8510-76-9 login: admin

Home Status Network Settings Streaming Conferences Users Endpoints Gateways Gatekeeper Logout Logs Help

Home > Logs > Syslog
Event log Event capture filter | Event display filter Syslog H.323/SIP log Audit log CDR log Feedback receivers Call Home

Configured receiver hosts

Host address 1 14.80.98.182 packets sent: 9606

Host address 2
Host address 3
Host address 4
Facllity value 1 - user level a
Update syslog settings




Now with this done and a "display filter" of "syslog", you should be able to see events start to appear in WireShark
such as below. You can also point multiple devices' syslog configuration to the same PC running WireShark and
later filter all the collected data by IP address. This may be helpful when you are trying to track 2 different devices
and want to be able to match up which event happened in which specific order real time.

ceo4am
Fikter: syslog
No.

ime
499 2015-12-11
500 2015-12-11
501 2015-12-11
502 2015-12-11
503 2015-12-11
510 2015-12-11
511 2015-12-11
681 2015-12-11
1098 2015-12-11
1099 2015-12-11
1102 2015-12-11
2117 2015-12-11
3592 2015-12-11

. 845392000
. 846260000
. 846810000
. 846964000
. 850893000
. 092196000
.134164000
. 619908000
. 387608000
. 387611000
. 614361000
. 793596000
. 033580000

. 80.

.80.
.80.
.80.
.80.
.80.
.80.
. 80.
.80.
.80.
.80.
. 80.
.80.

[ Captur T SO Wircshark 1127 (v1.12.7-0-g7fcB078 from master-112)]

file Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
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.182
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W x B |
. Clear Apply Save
Protocol Length Info

syslog
syslog
syslog
sSyslog
syslog
syslog
Syslog
syslog
Syslog
syslog
syslog
Syslog
syslog

115
117
129
133
143
146
146
174
191
136
126
174
174

USER. mse8510-76-9 SIP Incoming call from 14.80.98.175:5061

USER. mse8510-76-9 CONFERENCE new incoming SIP participant 11 ‘
USER. mse8510-76-9 CONFERENCE participant 11 name set to "SX20 ISDN Link" ‘
USER. mse8510-76-9 CONFERENCE participant 11 is joining conference "mlimbric”

USER. mse8510-76-9 CONFERENCE activating H.239 channel (H.263 640 x 480) for "mlimbric”
USER. 7 mse8510-76-9 RTCP call 11: Processing unencrypted RTCP messages for handler 3533¢

USER.
USER.
USER.
USER.

7 mse8510-76-9 RTCP call 11: Processing unencrypted RTCP messages for handler 3533¢
0 mse8510-76-9 API unable to handle XML RPC request device.query from 14.80.99.146;
: Dec 11 16:20:55 mse8510-76-9 CONFERENCE destroy SIP participant 11, "Sx20 ISDN Link". Reason: par
: Dec 11 16:20:55 mse8510-76-9 CONFERENCE removing participant 11 from conference "mlimbric”

USER. : Dec 11 16:20:55 mse8510-76-9 CONFERENCE deactivated H.239 channel for "mlimbric"

USER. Dec 11 16 1 mse8510-76-9 API unable to handle XML RPC request device.query from 14.80.99.146
USER.WARNING: Dec 11 16:22:23 mse8510-76-9 API unable to handle XML RPC request device.query from 14.80.99.146

These are the basic steps to configure WireShark as a Syslog server for any device.



Advanced configurations

On an MCU, the Event Logs only contain the last 1999 lines of logs which overwrite and cycle through with the
newest entries. If you need to enable Trace level of debug logging, you may fill up this log in a couple minutes
depending on the event you are trying to monitor. This is the benefit of a Syslog server. It will take all the logs you
send it and keep them without overwriting. (Please see your specific Syslog server documentation to further
validate).

To best make use of WireShark as a Syslog server, there are settings we can configure to minimize packet capture
size. Typical syslog messages are UDP using port 514. As such, we can create a "Capture Filter" in WireShark to
only capture packets destined for UDP port 514. Do begin, in WireShark, go to (WireShark > Capture > Options)

A “Local AT CONNECRON [ITESRaE T A2 (v112.7-0-g7fc8978 from master-1.12)]

'Eile Edit View Go Capture Analyze Statistics Telephony Tools | I

© ©® 4 B o | © Interfaces... i<l ) F & ‘

) @ Options... Ctri+K
Filter: syslog 4 st CtrieE 3 Express
No. Time o Stop Ctri+E i@ Destir
117 2015-12-1] _ __ B0.76.9 14.¢
_’nm & B RO /6. 14
Capture Filters...

-
| & Refresh Interfaces

In the field next to the "Capture Filter" button, type "udp port 514 and host <ip of wireshark>" i.e. 14.80.76.9. If the
syntax is correct, the field should highlight green. If so, click Start. If we want to capture syslog event from multiple
IP addresses, just use "udp port 514" as a "capture filter". That way you can sort the data later as desired.

r
M Wireshark: Capture Options l:‘:’ ‘GE'
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [Mig] Capture Filter
Local Area Connection
V] fea0-38ScaBeTed 3674 Ethemnet enabled 262144 2 udp port 514 and host 14.80.76.9 =

148058182
m

7] Capture on allinterfaces

{Manage Interfaces
V| Use promiscuous mode on all interfaces
Capture Filter:  udp port 514 and host 14.80.76.9| z] Compile selected BPFs
Capture Files Display Options
File: Browse... [¥] Update list of packets in real time
- _ [# Automatically scroll during live capture
Use multiple files 7] Use pcap-ng format
[¥] Hide capture info dialog
Next file every 1 megabyte(s
Next file every 1 minute(s Name Resolution
Ring buffer with |2 files [#] Resolve MAC addresses
Stop Capture Automatically After... [T] Resolve network-layer names
i 1 packet(s 1 PG [7] Resolve transport-layer name

- [¥] Use external network name resolver
1 file(s) 1 minute(s;




Now with the "capture filter" above applied, Wireshark will only capture UDP packets from 14.80.76.9:514. All
other packets will be ignored. Notice there is no "Display Filter" needed as we are already filtering which packets to

capture. We can now safely run the WireShark capture for several hours without worry of size as we are only
capturing a minimal amount of packets.

lm.mponm and host 1480769) [Wireshark 1127 (v112.7-0-g7¢cB978 from master-112)] EREES
File Edt View Go Capture Analyze Statistics Telephony Iooks Intemals Help

coam: BEXR Aacss*aT72EFE QAN ADB% B

Filter: [+] Expression... Ciear Apply Save

No. Time Source Destination Protocol Length Info
1 2015-12-11 17:00:54. 519633000 14.80.76.9 14.80.98.182 Syslog 174 USER.WARNING: Dec 11 17:07:36 mse8510-76-9 API unable to handle XWL RPC request device.query from 14.80.99.146;
2 2015-12-11 17:01:20. 416439000 14.80.76.9 14.80.98.182 Syslog 178 USER.WARNING: Dec 11 17:08:02 mse8510-76-9 API unable to handle XML RPC request cdrlog.enumerate from 14.80.99
3 2015-12-11 17:01:45.646274000 14.80.76.9 14.80.98.182 syslog

174 USER.WARNING: Dec 11 17:08:27 mse8510-76-9 API unable to handle XML RPC request device.query from 14.80.99.146:



Enable increased MCU logging

There are times where we will want to run a test for an extended period with increased log levels, for instance a SIP
call. Typically the H.323/SIP logs (MCU > Logs > H.323/SIP Logs) when enabled will capture most of the dialog
needed (also know as Protocol logs depending on MCU version), but if more detail is needed, we can enable Event
Capture Filters for specific issues. This will increase the Event log output, which is what is sent to the Syslog server.
H.323/SIP (or Protocol) logs are only stored locally and are not sent to the syslog server. TelePresence MCU's have
the ability starting in 4.1(1.79) to transfer the Protocol logs to a HTTP(S) client (not covered in this article). For
more details please see the article below: (Cisco Internal)

https://techzone.cisco.com/t5/Conferencing/How-to-capture-extended-Protocol-Logging-for-TelePresence-

Server/ta-p/836459

When in need to increase debug logging, go to (MCU > Logs > Event Capture Filters).

( ) @ https//
\6/

Cisco

14.80.76.9/event_log_capture_filter.html

Home > Logs > Event capture filter

Configured logging levels
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host: mse8510-76-9 login: admin

Home Status Network Settings Streaming Conferences Users Endpoints Gateways Gatekeeper Logout Logs Help

Event log Event capture filter  Event display filter Syslog H.323/SIP log Audit log CDR log Feedback receivers Call Home

You should normally leave all capture levels at the default "Errors, warnings and information™ setting. You should only use more detailed capture levels on specific sub-sy under from Cisco
support when troubleshooting specific issues.

Sub-system capture levels
API_Errors, warnings and information

AUDIO _ Errors, warnings and information
AUDIT _ Errors, warnings and information

AUTO_ATTENDANT _Errors, warnings and information

[Of RNl o]

BANDWIDTH = Errors, warnings and information

By default, all logging is set to "Errors, warnings and information" (EWI). This is the log level that should be set for
normal use. When in need to increase logging, you will want to select "Errors, warnings, information and trace"
(EWIT). Once you have made your selection, click "Update Settings". You will be prompted to confirm your
selection as this may effect performance. Ideally you would want to run these log levels when there is low system
utilization. As you see below, I have enabled SIP debug levels to (EWIT) and have a warning next to it (after
updating the settings) to inform this may affect system performance. Keep in mind if there is an issue, there is
usually good reason we need to run these traces.

SESSION
SHELL

SIP

SNMP
T_MANAGER

Errors, warnings and information
Errors, warnings and information
Errors, warnings, information and trace

Errors, warnings and information

(S o o of o)

Errors, warnings and information

warning: may affect system performance

Note: Please be sure to set the log levels back to (EWI) once done testing.



Now looking at Wireshark, we will have a lot more activity, especially when running another SIP call as before. As
you can see below, a lot more details are logged on the MCU. Keep in mind this is not a port span of the MCU, so
you will not see the entire SIP dialog messages as you will in the Protocol logs, but this will display how the MCU
processes these messages internally. If you want to capture the SIP dialog messages, use the Protocol logs or a port
span.

A o PO s 07 Wrehet 17 RO g@Rten el o

File Edit View Go Capture Analyze Statistics Telephony Tools [ntemals Help
coamag BN Aa¢ss»9T2@F D #DB% @

Fikter: [+] pression... Ciear Apply save
Protocol Length Info
Brotocol Aanth_efe

Starting new INVITE server transaction
mse8510-76. starting invite server transaction - transport = TLS
36:53 mse8510-76-9 SIP Handling INVITE request

1
1.
1

30:11. 687057000 14.80.98.182 102 USER.INFO: Dec 11

7:30:11. 687679000 14.80.98.182 syslog 179 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from "<sip:sx20@mlimbric.tmspe.lab;gr=urn:uuid:9713d447-7e34-558c-b84
7:30:11. 687680000 14.80.98.182 syslog 168 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from ""Sx20 ISON Link" <sip:sx20@mlimbric.tmspe.lab>;tag=f8d7ffcbafsc
7:30:11. 687681000 14.80.98.182 syslog 130 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from "<sip:6650@m1imbric.tmspe.lab>"

7:30:11. 687682000 14.80.98.182 Syslog 130 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from "<sip:6650@m1imbric.tmspe.lab>" r
7:30:11. 687683000 14.80.98.182 syslog 147 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from ""Sx20 ISON Link" <sip:sx20@mlimbric.tmspe.lab>" 3
7:30:11. 687684000 14.80.98.182 Syslog 133 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Registration handle 40020002 found in incoming request

7:30:11. 687684000 14.80.98.182 syslog 284 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from "<sip:proxy-call-id=5dfea511-d3c0-4d50-8644-9d70b3638c78@14.80.9
7:30:11. 687685000 14.80.98.182 Syslog 117 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Sending response 100 Trying no content I
7:30:11. 687686000 14.80.98.182 syslog 130 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from "<sip:6650@m1imbric. tmspe.lab>"

7:30:11. 688184000 14.80.98.182 Syslog 115 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Sent 100 Trying to 14.80.98.175:5061

7:30:11. 688186000 14.80.98.182 Syslog 101 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Handling Incoming call

7:30:11. 688187000 14.80.98.182 Syslog 127 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Found exisiting TCP handle for 14.80.98.175:5061

7:30:11. 688187000 14.80.98.182 syslog 118 USER.INFO: Dec 11 mse8510-76-9 SIP Route 2 for c00b0000 Tinked to 00001e8e

7:30:11. 688188000 14.80.98.182 syslog 92 USER.INFO: Dec 11 mse8510-76-9 SIP Analysing SDP

7:30:11. 689103000 14.80.98.182 Syslog 117 USER.NOTICE: Dec 1. 3 mse8510-76-9 CONFERENCE new incoming SIP participant 12

7:30:11. 689104000 14.80.98.182 syslog 129 USER.INFO: Dec 11 mse8510-76-9 SIP Matching: name = SX20 ISDN Link, IP = 14.80.96.149

7:30:11. 689105000 14.80.98.182 Syslog 129 USER.NOTICE: Dec 1. 3 mse8510-76-9 CONFERENCE participant 12 name set to "SX20 ISDN Link™

7:30:11. 689352000 14.80.98.182 syslog 102 USER.INFO: Dec 11 mse8510-76-9 SIP New connection accepted

7:30:11. 689354000 14.80.98.182 Syslog 115 USER.INFO: Dec 11 mse8510-76-9 SIP Have local singlling ip = 14.80.76.9

7:30:11. 689354000 14.80.98.182 syslog 96 USER.INFO: Dec 11 mse8510-76-9 SIP MCU not ready yet

7:30:11. 689361000 14.80.98.182 Sy: mse8510-76-9 SIP has r ived updated remote identity information "Sx20 ISDN Link™ <sip:sx20@mlimb




Saving the WireShark data

After you stop the capture, having collected the data you were looking for in WireShark from the syslogs, you can
export as a new packet capture or text file. In WireShark, go to (File > Export Specified Packets...). This is typically
used when you have a large capture and you want to export currently showing packets displayed on screen from a
specific "Display Filter". If you have only a "Capture Filter" enabled, you can save the WireShark capture as a
normal pcap file (File > Save As...).

To Export to a text file, I recommend (File > Export Packet Dissections > as "CSV" (Comma Separated Values
packet summary) file...) format

A Local RTeS COnECtON (UTp PO O SR host 14.80.760) [Wireshark 112.7 (v112.7-0-g7/cB978 from master-112)]

»Eile Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

[ Open... a0 e DT 2 QAP B
Open Recent »
Merge.. [+] epression... Clear Apply Save
Import from Hex Dump... Destination Protocol Length Info
1. 0U. 0. 10z Sysi10y Tus USER. inFu. wec
¥ Close CrkeW | 14.80.98.182 syslog 119 USER.INFO: Dec
® save Ctdes | 14.80.98.182 syslog 143 USER.NOTICE: Di
- 14.80.98.182 syslog 109 USER.INFO: Dec
Save As... Shift+Cti+S | 14.80.98.182 syslog 151 USER.INFO: Dec
File Set , | 14.80.98.182 syslog 168 USER.INFO: Dec
14.80.98.182 syslog 123 USER.INFO: Dec
Export Specified Packets... 14.80.98.182 syslog 151 USER.INFO: Dec
Export Packet Dissections » as "Plain Text" file... f
Export Selected Packet Bytes... CtrleH as "PostScript” file...
Export PDUs to File... 25 "CSV" (Comma Separated Values packet summary) file...
Export SSL Session Keys... 35 "C Arrays” (packet bytes) file...
EEeies=s | asXML- “PSML" (packet summary) file...
& Pprint.. Cui+P 25 XML - "PDML" (packet details) file... {
) 14.80.98.182 Syslog 114 USER.INFO: Dec
| @ Quit CtieQ | 14.80.98.182 syslog 123 USER.INFO: Dec

I find it is easier to look at and closely resembles the WireShark display output when viewing with Excel.

ﬂri”_

wireshrk out csv.csv - Microsoft Excel (Unlicensed Product)

Home | Insert  Pagelayout  Formulas  Data  Review  View
’ 5 AN F=E=¥ =t . §4 | Normal Bad Go *
2
. B 7/ U o » - A == 2 $ - :]
Clipboard Font Alignment Number Styles Cells
Al v S | No.
4] B Cc D E F G H ! J K L M N o P Q R S ill; u

1 [No.  Irime  source DestinaticProtocol Length Info

2 1 30:08.6 14.80.76.9 14.80.98.1 Syslog 109 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP QUEUE_RX: MSG_TCP_PDU_RX_NOOBJ

3 2 30:08.6 14.80.76.9 14.80.98.1 Syslog 122 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<sip:14.80.76.9:5060>"

4 3 30:08.6 14.80.76.9 14.80.98.1 Syslog 139 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<sip:14.80.94.11>;tag=c68632a0594c0939"

5 4 30:08.6 14.80.76.9 14.80.98.1 Syslog 115 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Received out-of-call OPTIONS request

6 5 30:08.6 14.80.76.9 14.80.98.1 Syslog 139 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<s .80.94.11>;tag=c68632a0594c0939"

7 6 30:08.6 14.80.76.9 14.80.98.1 Syslog 122 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<si .80.76.9:5060>"

8 7  30:08.6 14.80.76.9 14.80.98.1 Syslog 122 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<sip:14.80.76.9:5060>"

9 8  30:08.6 14.80.76.9 14.80.98.1 Syslog 102 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Received option request

10 9  30:08.6 14.80.76.9 14.80.98.1 Syslog 90 USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP Sent 200 OK

1 10 30:11.7 14.80.76.9 14.80.98.1 Syslog 109 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP QUEUE_RX: MSG_TCP_PDU_RX_NOOBJ

12 11 30:11.7 14.80.76.9 14.80.98.1 Syslog 130 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP URI from ™ tmspe.lab>"

13 12 30:11.7 14.80.76.9 14.80.98.1 Syslog 168 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from ""SX20 ISDN Link" ic.tmspe, ;tag: 7ffcl

14 13 30:11.7 14.80.76.9 14.80.98.1 Syslog 104 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Allocated handle c00b0000

15 14 30:11.7 14.80.76.9 14.80.98.1 Syslog 115 USER.NOTICE: Dec 11 17:36:53 mse8510-76-9 SIP Incoming call from 14.80.98.175:5061

16 15 30:11.7 14.80.76.9 14.80.98.1 Syslog 126 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Connection c00b0000 received Request PDU INVITE

17 16 30:11.7 14.80.76.9 14.80.98.1 Syslog 130 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP URI from " ic.tmspe.lab>"

18 17 30:11.7 14.80.76.9 14.80.98.1 Syslog 118 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Route 0 for c00b0000 linked to 0000190

19 18 30:11.7 14.80.76.9 14.80.98.1 Syslog 118 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Allocated server transaction. 179 free

20 19 30:11.7 14.80.76.9 14.80.98.1 Syslog 117 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Starting new INVITE server transaction

2 20 30:11.7 14.80.76.9 14.80.98.1 Syslog 131 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Starting invite server transaction - transport =TLS

2 21 30:11.7 14.80.76.9 14.80.98.1 Syslog 102 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Handling INVITE request

23 22 30:11.7 14.80.76.9 14.80.98.1 Syslog 179 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP URI from ™ tmspe. 713d447-7e34-558¢-b847-0702170f22df>"

24 23 30:11.7 14.80.76.9 14.80.98.1 Syslog 168 USER.INFO: Dec 11 17:36:53 mse8510-76-9 SIP Extracting URI from ""SX20 ISDN Link" ic.tmspe, ;tag: 7ffcl "




Alternatively, to export the capture as a text file, go to (File > Export Packet Dissections > as "Plain Text" file...).

!Eile Edit View Go Capture Analyze Statistics Telephony Tools Intemals Hel

B3 Qpen.. G0 Ko -9@?;3\‘6
Open Recent 4 i
Merge... B Expression

| Import from Hex Dump... Destination Protocol
1. 00, 56. 102 Sys 10y

¥ Close CreW | 14, 80.98.182 syslog

= .c | 14.80.98.182 syslog

- Save ) CurleS | J4.80.98.182 syslog
Save As... Shift+Ctrd+S | 14.80.98.182 syslog

14.80.98.182 syslog

oS * | 14.80.98.182 syslog

| Export Specified Packets... 14.80.98.182 syslog
Export Packet Dissections » | 14.80.98.182 Syslog

E 14.80.98.182 syslog
Export Selected Packet Bytes... ot [ e e i
Export PDUs to File... 14.80.98.182 syslog

e  Export SSL Session Keys... 14.80.98.182 syslog
Export Objects » | 14.80.98.182 syslog

o 14.80.98.182 syslog
§ & print. Cti+P | 14.80.98.182 syslog
. 14.80.98.182 syslog

i @ Quit CtvQ | 14.80.98.182 syslog
7:30:12.016824000 14.80.76.9 14.80.98.182 syslog

This view is not formatted as clean as the CSV format

T Syelog MECETREREEO EEGEQEEVP_>—,____.........._........n-n-—-nnn2H D DHn+R?'\t}DBDWiintDo}D=D}D=DDnA o\ oW\t oonrnwor0n”noAiiooooooo—onn—W"onAmmUUUTET O =

File Edit Format View Help

No.

Destination
14.80.98.182

Frame 1: 109 bytes on wire (872 bits), 109 bytes ca tured (872 b1(s) on interface 0
ethernet II, Src: Cisco_39 0 (00:14:1c:39:6d:80. e_f1:b0:f1 (00:0c: 29 £1:b0:f1)
Internet Protocol version A src 14.80.76.9 (14.80.76. 9). Dst 14 80 98.182 (14.80.98.182)
User Datagram Protocol, Src Port: 514 (S 4), Dst Port: 514 (514)
sysIgg message: USER.INFO: Dec 11 17:36:50 mse8510-76-9 SIP QUEUE_RX: MSG_TCP_PDU_RX_NOOBJ
acilit y: uszl - random user- 1eve1 messages (1)
S, 110 = Level - informational
Message: Dec 11 17: 36550 ms8910-76-6 515 qu:u:_ax MSG_TCP_PDU_RX_NOOB]

protocol Length Info

Time Source
1 2015-12-11 17:30:08.639869000 14.80.76.9 syslog 109

Time Source Destination
2 2015-12-11 17:30:08.640144000 14.80.76.9 14.80.98.182

Frame 2: 122 bytes on wire (976 bits), 122 tes <3 tured (976 bits) on interface 0
Ethernet II, src: Cisco_39:6d:80 (oo 14 1c: g Ost: vmware_f1:b0:f1 (00:0c:29:f1:b0:f1)
Internet protocol version 4, src: 0.7613 (14 806 9), Dst: 14.80.98.182 (14.80.98.182)
User Datagram Protocol, Src Port: s1 ( 4), Ost port: 514 (514)
sSys1 nessage USER INFO: Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<sip:14.80.76.9:5060>"
8800 = Facility: USER - random user-level messages (1)

= Level: INFO - informational (6)

Message Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<sip:14.80.76.9:5060>"

protocol Length Info
syslog 122

No. Time source Destination

protocol Length Info
3 2015-12-11 17:30:08.640147000 14.80.76.9 14.80.98.182 1

syslog 139

Frame 3: 139 bytes on wire (1112 bits), 139 bytes captured (1112 bits) on interface 0
Ethernet II, Src: Cisco_39:6d:80 (00: 14:1c:39:64: 80), Dst: vmware_f1:b0:f1 (00:0c:29:f1:b0:f1)
Internet Protocol version 4, src: 14.80. 76 9 (14.80. 76. 9), Dst: 14.80.98.182 (14.80.98.182)

User Datagram Protocol, Src Port: 514 Dst Port: 514
1

USER. INFO:

USER. INFO:

USER. INFO:

Dec 11 17:36:50 mse8510-76-9 SIP QUEUE_RX: MSG_TCP_PDU_RX_NOOBJ

Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from

“<sip:14.80.76.9:5060>"

Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from “<sip:14.80.94.11>;tag=c68632a059%4c

514
Syslog message: USER.INFO: Dec 11 17: 36 50 Mse8510-76-9 SIP Extracting URI from "<sip:14.80.94.11>;1ag=c68632a0594c0939"
000°1;
= Facﬂlty USER -

o random user-level messages (1)
o... .110 = Level: INFO - informational
Message: Dec 11 17:36:50 mse8510-76-9 SIP Extracting URI from "<sip:14.80.94.11>;tag=c68632a0594¢0939"



