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Email - Vetor #1 de
Ameacas

Como combater com Cisco Secure Email e sua integracao com Cisco XDR Threat Response

Heitor Silva - heisilva@cisco.com
Technical Solutions Architect
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Importancia de Email Security para o
mercado

Relevancia Cisco no mercado de Email
Security

Simplicidade Operacional
Resposta Rapida e Integrada

Cisco Secure Email & XDR Threat
Response

Q&A



Por que Email Security?




Email vetor #1 de ameacas
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10 Principais Tipos de Ameacas

&

— AN “en®
Business Email Ransomware Accounts Malware Phishing
Compromise Compromise
Data breach Advanced Insider threat 0-day Exploit
Persistent
Threats
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Algumas estatisticas do field ...

tem inicio atraves

de um email com

um anexo, URL ou
conjunto de
Instrucoes.

CCCCC

$52.8

Bilhoes
de perdas por
phishing, bussiness
email compromise,
contas

comprometidas e
spoofing em 2022.

300K

Reclamaco

sobre e%%ues de
phishing contabilizados
somente em 2022



A grande onda de migracao para nuvem !!!

Adogao em massa de servicos de correio electronico em nuvem por empresas publicas e privadas

~
2 /%

2020

Az @

Exchange
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! Gartner, Survey Analysis: Google and Microsoft Battle It Out in a Growing Cloud Email Market
2 Gartner, Market Guide for Email Security

Market Share



A postura de utilizar camada Unica de protegéo € inerentemente insegura !

Os invasores visam burlar as protecoes de seguranga do Microsoft 365, € muito importante
que se tenha uma camada adicional de protecao. Gartner recomenda adogao de um “ICES -
Integrated Cloud Email Security®, que vai alem das protecdOes tradicionais da plataforma de
correio em nuvem e complementa o SEG- Secure Email Gateway com visibilidade das
mensagens internas e capacidades de remediagao.



Q ‘ ‘ Built-In

Protection
Internet

Recomendacao Email Security - Gartner
B
User

Cloud Email Platform +—
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Relevancia Cisco no mercado de Emaill
Security



Cisco Secure Email - Entre os lideres nas ultimas 6 avaliagcoes do
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Vulnerability Discovery

Visibilidade inigualavel

Network Ny Web

Para proteger mais, VoCcé necessita ver mais..

Threat Traps Endpoint

- O conjunto de dados mais diversificado
- Parcerias estratégicas
- ldentificagao pro-ativa de problemas Data Sharing § G2 Cloud

Email
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Cobertura completa ao ciclo de vida de uma
ameaga

Incidentes

£ =

Temp

O
Desconhecido/Direciona Emergente Conhecido Amplamente
do Conhecido



uIioCO occCUulic Clillall — I-’f()[e(;'d() Clll CdllladaUdos Pdid O
vetor #1

Connection and Content Filtering Virus & Malware Filtering Content Filtering Anti-Phishing
. Connection . . . Threat

Reputation o L File File Graymail Content Outbreak
2 Filtering SER HiEing CASE RIS Reputation Analysis Detection Filtering Filtering DEBIER
2 Connector
Ke)
c .
= Host and IP . ’ - File types, Control ) 9-12 hr lead Metadata &

filtering via Doma_m gS!EOtItDIIEIEIJ\)I Muét_' kB|°Ck SHA-based behavioral marketing, _Admm time on zero- behavioral

SBRS & ref_;|3tut§t|on & DMARC verdict nown file blocking indicators, social and (CI|EnTVFe§ rF”éeDs) day analytics
ETF litering scanning viruses sandboxing bulk outbreaks

didy XDR

Protection

_ Message Brand Detection, Investigation, Remediation
Multi- DNSSEC Block Qutbound Inspect Pl encryption via  : protection, & Threat ,\% n ment
verdict checks known malware & sensitive Cisco Secure :  SPF, DKIM €at lvlanageme
scanning TLSA viruses scanning content Email :  &DMARC
Encryption : management

Header Analysis Virus & Malware Filtering Anti-Phishing & BEC

URL Defense Clawback

[
K<)
i 9 Mal
_ IP, Domain and URL File File Anti-Spam & Uﬂadtgzlafé}ﬁ;affd SN croymal | URtmewie | oo | Secue
kel Reputation i i i . < i [Eredng) Retrospection & Al
2 p Reputation Analysis Gray Mail Yara rule analysis s Unsubscribe | g Remediation | " pemadiation Training
§ 2 Link URL click
a . ) File types Integration N = in clic Post deliver End user
M : meth o o . y o
ii?r?onslglsaf?ﬁgzlts SHA-based behavioral with spam anaige tﬁé icr‘w(tj;r:toof [a} validation & tracking e @ i training +
igtglli —— file blocking indicators, & junk —— ‘g’ unsubscrib and verdict phishing
< sandboxing folders a e reporting changes i  simulations
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Simplicidade Operacional



Cisco Secure Email agrega valor as organizacoes

Rapidez
Simplicidade Operacional Visibilidade e Protegéo Completa Agilidade para identificar e remediar
® ®: ‘®:
Protecao de correio eletronico integrada ao Cisco Talos
* Implantagao Simplificada - Todas Mensagens - Rapidez na Identificacdo e
V' Ativagao v Andlise Avancada Remediagao
v~ Configuragao v Pesquisa Detalhada v Identifica contas sob ataque
v" Administragao v Todos os Fluxos v Remediac¢ao simples

"sen’ SECURE 2025 oisco andlor i af o v~ XDR Threat Response



Visibilidade completa e protecao para todos 0s
fluxos

Secure Email Gateway Cisco Secure Email Threat Defense

Modifica e filtra mensagens de entrada e Visibilidade completa para mensagens

saida que atravessam o perimetro , .
9 P de entrada, saida e internas.

Internet }—c )
N
Email Gateway Microsoft 365 Cisco Secure
Email Threat

Defense

CISCO S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved



Cisco Secure Email modelos de adocao

Flexivel para se adequar ao seu ambiente

On-Premise

Appliances Virtuais

‘dsth’ SECURE

@
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0

Hybrid

Appliances Virtuais
+

Cloud (SaaS)

>

Cloud
100% Cloud (SaaS)



Ativacao simples em 2 etapas

B® Microsoft

Autorizar AP Perr_nissions requesteq _
Review for your organization

This application is not
your organization.

d by Microsoft or

This app would like to:
\~ Read mail in all mailboxes
v Read organization information

v Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy

it. The i has not i links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

SECURE

sco and/or its affiliates. All rights reserved

para Microsoft 365

—

Criar
Regra de
Journal

new journal rule

Apply this rule...

*Send journal reports to:

Name:

l Cisco Secure Email Threat Defense

*If the message is sent to or received from...

[Apply to all messages] ‘

*Journal the following messages...

All messages v ‘

Save | | Cancel

2



Secure Email

E A Cybel aliale
Threat Defense bomes - iMssssgess  lneighizty A % @ O opersecTech | peype
Policy: CyberSec Tech Save and Apply
Message Source
Journal Address Secure Email Gateway (SEG) Messages Analysis
Microsoft 365 Configure Microsoft 365 to send journals to Secure Email Threat Defense. For details, see v 2
e the Cisco Secure Email Threat Defense User Guide No SEG is present ~ Pivoeion ot Wamages icoming
i Select direction(s) of to be ically analyzed. Analyzingan & Outgoing
(> Internal Journal Address: Use Cisco SEG default header internal message will also include any extemnal recipients that are included. ® intemal
3 03a309df-7565-4a27-af11-a48abceabedd@mail.cmd.cisco.com X-lIronPort-RemotelP
@ Outgoing
Use Custom SEG header Direction of Attachments ® Incoming
Gateway &
5 Select direction(s) of to be dynamically analyzed. Outgoing
o bl Attachments will be sent to Cisco Secure Malware Analytics for analysis. & Internal
Spam and Graymail
@) On
Analyze or remediate Spam and Graymail.
Visibility &
o Domains (1 auto iated, 2 total) Update List Automated Remediation Policy @) On
Remediation
Domains are imported to help determine message directions. Domains can be excluded from Automated Remediation Policy. These actions apply to all selected domains
Microsoft 365 Authentication —
. ]} - ati i Q Search
Read/Wite () Apply Auto-Remediation to all domains earc X ‘ —— s e —

« Visibility

* On-demand remediation Threats Threats include messages flagged as Business Email Compromise (BEC), Scam,
« Automated remediation Malicious, or Phishing.
(optional) (7} cybersectechday.onmicrosoft.com

+ EML Download

® cybersectechday.com.br
‘ Move to Quarantine

Spam Spam includes messages with unwanted content, including undesirable URLs.

O [ No Action

« Visibility
+ No remediation
* EML Download

Graymail Graymail is mail that has been determined to be marketing, social, or junk.

[ No Action

") Do not remediate Microsoft Safe Sender messages with Spam or Graymail verdicts.
] Apply auto-remediation to domains not in the domain list above.

‘ases’ SECURE

2023 Cisco and/or its affiliates. All rights reserved 22



Resposta Rapida e
Integrada



Categorizacgao, identificacao de Riscos e Téecnicas

tJ Phishing Aug 29 2022 6:54 AM EST
Graymail Marketing Social Bulk Spam

Message ID: <DBAP192MB0922B7E041EE132AB799B689CFF39@ingencorporation.com>

Verdict Details

Category F 1
Fraud Advance Fee Fake Company ATO Phishing dnedry@ingencorporation.com E]
Scam Extortion Charity Romance Investment
. Business Risk
Lottery Employment Inheritance Money Mule

Credential Don Nedry

REQUEST FOR CREDENTIALS

Message segment ‘Please login to avoid

" " account deletion’ contains a request for
|dentity Brand Spoof/Cousin ATO (external) e i
Compromise Payroll Gift Card W

Business Email

Compromise . e OR AT
Subject text is often associated with
business email compromise (BEC)
MALICIOUS FILE
Cred Stealer Crypto Miner Ad/Spyware BN S
I\/Ialware note.html (SHA256: 1daa049e1da5292f...) |Q 76.97.162.228 [1]
Malicious URL Bot/Phish Kit Viral Trojan / CN

X-Ori I
Email contains 3 words with confusable 76.97.162.228 @
unicode usage. Words: alert, message,

password

il
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Reducao de risco: Remediacao

Detectamos uma URL suspeita o que fazer?

Quem mais recebeu esta mesma URL?

Quais ferramentas estao disponiveis se eu utilizo Microsoft 3657

O qgue fazer se a mensagem foi movida?

O que fazer se esta mensagem foi encaminhada?

‘aseb’ SECURE o 2025 Cisco andjor s affiates. Al righis |



Economize tempo: pesqguisa, classificacao e
remediacao

- Pesquise instantaneamente por
observaveis relevantes -

Messages | Q search URL, subect ne, recpient P |

Home  Messages Insights v & % @ O Cisco-pariner

its’ SECURE

Start [ Dec 24,2022 1240PM  |GMT-3 End: Jan 23, 2023 12:40 PM GMT-

- Sintaxe de pesquisa simples o mmen s 55

0> Eeams 130232023 11:50 AM GMT-3 Estadio " br @ Manchetes | Os golpistas do 8 de janeiro ¢ a farsa em Brasiia @ incoming

° S e m U Sa r fe rra m e nta S C O m p | eXE 0 [gmens s pors Py —— . pimoPameins sl
o> |@m=m; 1an 23 2023 09:48 AM GMT-3 Heitor Siva @ FW: Esportes | Abel Fereiradispensa apostas & deseia fogadares prontos’ para o Palmeitas nternal

M -l- 0> @sm 13023 2023 09:48 AM GMT-3 Heitor L P Esones | Al e ipen oot e s ogaces o s o el @ Ovgang

0> @eams 120232023 05:48 AM GMT-3 Estado 4 & Espores | Avel Fereia dspensa apestas  dese fogadores prontas para o Palmeias @ ieeing

- Power Shell e I R

0> |°Mab:\ms 130232023 09:34 AM GMT-3 Heitor . & FW: PMEE| Por  Ougang

- Compliance Search o> (i pre—

0> e 0232023 0534 AN T3 i 5 FULPUE o sl

. . > 2 Gaymai Jan 23 2023 09:34 AM GMT-3 Estadio & PNE | Por @ incoming

- Sem envolver especialistas -
0> @Neunl Jan 232023 08:35 AM GMT-3 Heitor o & FW: Poliica | Assim como reuniu o poder civi, Lula tem de unir as Forgas Amadas pré-democracia nternal

. . F_— 7 s 0> |=Bsc a0 23 2023 08:35 AM GMT-3 Heltor Sita @ FW: Poiica | Assim como reuni o poder civ, Lus tem de uni as Frgas Amadas pré-democracia © Ougang

- Visibilidade dos usuarios afetadc. . .-
0> mEewyms 3 232023 08:35 AM GMT-3 Estadio o o & Poltica | Lula tem de unir as e @ incoming

0> I:a&c sn23 M GMT-3 & & &N Interral

dseh’ SECURE o202

r its affiliates. All rights re
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Pesquisa e remediacao rapidas, guando 0os minutos sao valioso

' < Cisco Secure Email Threat Defense < 5 min

Office 365: Message Trace, Compliance Search, PowerShell EeaEalelys

\

/
" 2 para pesquisa e
X correcao de
Reducdo de| mMensagens em
temoo caixas de correio
\_ P

J

alraln
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(‘ Secure Email G m. iRk A ¥ @ O CyberSecTech

’ Threat Defense ' SECURE
—
Messages | Q search URL, subject line, recipient, IP Month [ Custom | Start: | Oct 02,2023 2:47PM | GMT-3 End: Oct9, 2023 2:47 PM GMT-
o Toe,Oct3 o Wed, Oct & o Tho, Ot 3 o i, Oct o o Sot. 0ct7 o 5un, Octa « Mon, Oct s
THREATS BEC 2 " 105 105 m MESSAGES Outgoing 73
Scam M ] H Mixed 0
4 6 Phishing 2 E é 7 2 9 Intemal 61
Malicious 31 ., - —- iy i ) _ - = E Incoming 595
) 12pm  Gpm 12am  Gam  12pm  Gpm 12am  Gam 12pm  6pm  12am  6Gam  12pm  Gpm 12am  6am 12om  Gpm 12am  6am  12pm  6pm  12am  6am  12pm  6pm 12am  6am 12pm
Quarantine 21
A
Search Results (729 messages) Latest results as of: Oct 09 2023 02:47 PMGMT-3 | 4 v
(] Verdict Action Rule Received Sender (Display Name/Friendly From) Recipients Subject Direction
o> Graymail Oct 09 2023 11:54 AM GMT-3 The New York Times i imes.com> com.br & Upshot: Being paid in beer? Try our history quiz @ Incoming
o> Graymail Oct 09 2023 11:16 AM GMT-3 The New York Times i com> heitor.sil com.br & Extreme Weather: Finish selecting your places 0 Incoming
o> Graymail Oct 09 2023 11:14 AM GMT-3 The New York Times i imes.com> com.br & Extreme Weather: Finish selecting your places @ incoming
0> Graymail lk Oct 09 2023 11:11 AM GMT-3 The New York Times imes.com> com.br & Extreme Weather: Finish selecting your places @ Incoming
o > Graymail Oct 09 2023 10:53 AM GMT-3 Splash UOL | SplashTV co. i com.br & Ledo Lobo: Mércia (se) Fu... em A Fazenda 15 0 Incoming
o > Graymail Oct 09 2023 10:53 AM GMT-3 Splash UOL | SplashTV .co... il com.br & Ledo Lobo: Marcia (se) Fu... em A Fazenda 15 0 Incoming
o > Graymail Oct 09 2023 10:53 AM GMT-3 PagBank & UOL | Por dentro da Bolsa i i com.br & Guerra, feriados e indicadores afetam mercado 0 Incoming
o> Graymail Oct 09 2023 10:53 AM GMT-3 PagBank & UOL | Por dentro da Bolsa i i com.br & Guerra, feriados e indicadores afetam mercado 9 Incoming
0> Graymail Oct 09 2023 10:32 AM GMT-3 PagBank & UOL | Por dentro da Bolsa i com.br & Guerra, feriados e indicadores afetam mercado 0 Incoming
o > Graymail Oct 09 2023 10:32 AM GMT-3 PagBank & UOL | Por dentro da Bolsa i heitor.sil com.br & Guerra, feriados e indicadores afetam mercado G Incoming
0> Graymil Oct 09 2023 10:14 AM GMT-3 VivaBem UOL com.br> or & Fruta engorda? Veja como consumi-Ias do jeito certo! @ Incoming
0> Graymail Oct 09 2023 10:14 AM GMT-3 VivaBem UOL <vi com.br> i com.br & Fruta engorda? Veja como consumi-las do jeito certo! 0 Incoming
o> Graymail Oct 09 2023 10:14 AM GMT-3 VivaBem UOL com.br> il com.br & Fruta engorda? Veja como consumi-las do jeito certo! 0 Incoming
0> Graymail Oct 09 2023 09:56 AM GMT-3 VivaBem UOL <vi com.br> heitor.sil com.br & Fruta engorda? Veja como consumi-las do jeito certo! 0 Incoming
Q> Graymail Oct 09 2023 09:32 AM GMT-3 Stu Sjouwerman <ssjouwerman@knowbed.com> rcorrea@cybersectechday.com.br & Open-Source Intelligence (OSINT): Learn the Methods Bad Actors Use to Hack Your Organization
“IOO?‘ | per page <

‘ases’ SECURE

affiliates. All rights
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Cisco Secure Email & XDR Threat
Response



Cisco XDR Threat Response & Secure Email

Threat Resporse

Entenda o e-mail como um vetor de ameacga,
visualizando os relacionamentos de

q mensagem, remetente e alvo no contexto de
uma ameaca

uma ameaca se espalhou entre os elementos

Pesquise varios enderecos de e-mail, assuntos
e anexos de uma so6 vez para entender como
da rede

[eee ] Expanda a visibilidade das suas operagées

—  de Cyber Security para e-mails e outros
W T  artefatos associados as ameacas

il
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Integracao Cisco Secure Email & XDR

- Agora vocé pode colocar em quarentena, mover ou apagar mensagens com
um observavel especifico diretamente dos menus dinamicos XDR em
produtos integrados.

- Os observaveis dos quais vocé utilizar sao:

- E N d e rego d e email | &) SecureX | Threat Response _ estgse  Sraprors ncents  naonce

eeeeee

- ID de mensagem
- Assunto

- Nome de arquivo
- |P do remetente
- SHA 256

- URL

cisco SECURE © 2023 Cisco and/or its affiliate All rights reservec
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