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Introdugao ao Protocolo
302.1x

Caracteristicas 802.1AE e
suas Vantagens

MACSec vs IPSec

802.1x Session Hijacking e
MACSec

AGENDA




Fundamentos de
AAA



Authentication, Authorization and
Accounting

' 802.1X / MAB / WebAuth

Valida a identidade
do hospedeiro

Accounting

Documenta as

Define ao que um atividades tomadas
hospedeiro pode acessar
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Operacao de um Servidor RADIUS

RADIUS = Remote Authentication Dial-In User Service

Endpoint Network Device AAA Server
(Supplicant/Client) (Authenticator) (Authentication Server)
802.1X RADIUS
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SSL / IPsec .

RFC2865 : RADIUS
RFC2866 : Accounting
RFC3579 : EAP Support

RFC5176 : CoA Support

Identity Store(s)

@ ODBC

E&YAY SecurlD®

Token Server
<>SAML 2.0

> {} OAuth



Fundamentos IEEE 802.1X

Endpoint
(Suplicante/Cliente)

. N .
Credentials: 1

Dispositivo de Rede
(Autenticador)

- Certificate -
- Password EAP-Start - RADIUS
- Token 4 TR R E R R E E E N R RN

° > 4-_;

tensible Authentication Protocol

[E EAP

RADIUS

DOMAIN\bob

(Servidor de Autenticacao)

AAA Server
Identity Store(s)

ISE

| | ] RADIUS: ACCESS-REQUEST
RADIUS SERVICE-TYPE: FRAMED

EAP: EAP-RESPONSE-IDENTITY
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v Attribute Value Pairs
» AVP: 1=11 t=User—Name(1): employeel
AVP: 1=3 t=Chargeable-User-Identity(89): \000
AVP: 1=6 t=Location-Capable(131): Civix-Location(1)
AVP: 1=19 t=Calling-Station-Id(31): b8-44-d9-34-e8-71
: 1=6 t=NAS-Port(5): 4
1=49 t=Vendor-Specific(26) v=ciscoSystems(9)
1=30 t=Acct-Session-Id(44): 58a28ffb/b8:44:d9:34:e8:71/0
1=6 t=NAS-IP-Address(4): 192.168.202.61
1=7 t=NAS-Identifier(32): wlc-1
1=12 t=Vendor-Specific(26) v=Airespace, Inc (formerly 'Black Storm Networks')(14179)

vVvYyy

vVvyVvyVvyYvyy
>
<
o
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: 1=6 t=Framed-MTU(12): 1300

v
> .
< 1
U

1=6 t=Tunnel-Type(64) Tag=0x00: VLAN(13)
: 1=6 t=Tunnel-Medium-Type(65) Tag=0x00: IEEE-802(6)

1=4 t=Tunnel-Private-Group-Id(81): 30

1=45 t=EAP-Message(79) Last Segment[1]

: 1=74 t=State(24): 333743504d5365737369616e49443d633061386361336430...
: 1=18 t=Message-Authenticator(80): 2f9604fd5e7141e3436719b6188e516F

vVVvyVYyVvYVvYYVvY)
>
<
o




O que € 802.1AE?

- Media Access Control (MAC) Security
- Padrao IEEE 802.1AE - 2006 para protecao criptografica forte da Camada 2
- Mitiga atagues de snooping e spoofing
- Protege a confidencialidade e a integridade dos dados em transito
- Incluindo STP, CDP, OSPF, etc.
- Criptografa o trafego e permite a inspeg¢ao por dispositivos confiaveis

- Protege a comunicagao de componentes confiaveis na LAN

- Depende de s02.1X para gerenciamento de chaves, autenticacao e controle de
acesso

» Projetado para implantagao incremental
- Proteja primeiro os dispositivos mais vulneraveis
- Minimiza o impacto na rede
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{[H macsec
No. Time Source Destination Protocol Lengtt Info
271 132.452784 Dell_94:b6:00 IPv4mcast_16 MACSEC 86 MACsec frame
274 132.456720 Dell_94:b6:00 Cisco_9f:f7:73 MACSEC 110 MACsec frame
275 132.495125 Dell_94:b6:00 Cisco_9f:f7:73 MACSEC 153 MACsec frame
276 132.517129  Del},_94:h6:00 Cisco_97:17:73 MACSEC 122 MAC™ ¢ e 574 110 bytes on wire (880 bits), 110 bytes captured (88@ bits) on interface en6, id 0
277 132.541629 Dell_94:b6:00 Cisco. 9f:17:73 MACSEC 164 MAC . i
Section number: 1
Interface id: 0 (en6)
| .
280 132.893203  Dell_94:b6:00 Cisco_9f:f7:73 MACSEC 108 MAC Interface name: en6
281 133.192649  Dell_94:b6:00 Cisco_9f:7:73 MACSEC 106 MAC Interface description: USB 10/100/1000 LAN
Encapsulation type: Ethernet (1)
Arrival Time: May 24, 2023 11:27:22.824615000 -03
285 133.234611 Dell_94:b6:00 Cisco_9f:f7:73 MACSEC 106 MAC [Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1684938442.824615000 seconds
[Time delta from previous captured frame: 0.002696000 seconds]
294 134.238558 Dell_94:b6:00 Cisco_9f:f7:73 MACSEC 106 MAC [Time delta from previous displayed frame: 0.002696000 seconds]

- Captura pacotes 802.TAE

Source: Dell_94:b6:00 (f0:4d:a2:94:b6:00)
Address: Dell_94:b6:00 (f0:4d:a2:94:b6:00)

[Time since reference or first frame: 132.456720000 seconds]

Frame Number:

Frame Length: 110 bytes (880 bits)

Capture Length: 110 bytes (880 bits)

[Frame is marked: Falsel

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:macsec:data]
Ethernet II, Src: Dell_94:b6:00 (f0:4d:a2:94:b6:00), Dst: Cisco_9f:f7:73 (00:00:0c:9f:f7:73)

Destination: Cisco_9f:f7:73 (00:00:0c:9f:f7:73)

Address: Cisco_9f:f7:73 (00:00:0c:9f:f7:73)

274

e@. tiiv vivw avew wew. = LG bit: Globally unique address (factory default)
(/] « «x.. = IG bit: Individual address (unicast)

ve@. tiiv viww eves wew. = LG bit: Globally unique address (factory default)
vare 22e@ viuh vies weww wews = IG bit: Individual address (unicast)
Type: 802.1AE (MACsec) (@x88e5)
802.1AE Security tag
0010 11.. = TCI: @x@b, VER: @Ox@0, SC, E, C
Q... .... = VER: 0x0
.0.. .... = ES: Not set
1. o... = SC: Set
++@ .... = SCB: Not set
. 1... = E: Set
1.. = C: Set

. ..00 = AN: 0x0
Short length: @

Packet number: 18
System Identifier: Dell_94:b6:00 (f0:4d:a2:94:b6:00)

Port
ICV:

Identifier: @
09d985bf27af4b82bc4098817de394ba

Data (66 bytes)

Data:

59bf7¢c15b777262300c6c4fc5bfadd94af15f6b85805fed9122631223¢c0c05691F7324d6..

[Length: 66]



O Resumidamente,

802.1AE é sobre protecao salto a salto

- Modelo salto-a-salto vs ponta-a-ponta
-Pacotes sao decriptados na interface de entrada
-Pacotes sao encriptados na interface de saida

- Permite que a rede continue com suas fungoes de switching e
roteamento

Decrypt at Ingress Encrypt at Egress

01101001010001001 . 01101001010001001

256bit AES GCM Encryption

256bit AES GCM Encryption
( 01001010001001001000101001001110101

| e ES GCM Encryption
0010011101010 (| FYTTTTTTEEES Cerrr -

10001001001000




Estrutura de um Frame 802.TAE para LAN

Authenticated Authenticated )
Encrypted
Header
DMAC | SMAC | 802.1Q 802 1AE CMD | Ethertype Data ICV | CRC

0x88e5

Os quadros sao criptografados e protegidos com um valor de verificacao de integridade (ICV)

O MACsec Ethertype é 0x88e5 (definido pelo IEEE 802.1AE)

O MTU de IP é ajustado automaticamente para acomodar a tag MACsec de 32 B
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Taxa de Transteréncia MACSec e IPSec

link
BW
(FD)

FD =

Link speed = MACsec Encryption Speed <1
I

(minus Overhead)

100+ Gbps ======

~40Gbps ====3 |

/ '
:—) Link speed # IPsec Engine Max

time ——————>»

| ink Speed
MACsec Encryption Speed
mmmmen  |Psec Encryption Speed

Full Duplex

Se uma implementacao exigir que todo
o0 trafego que sai/passa pelo roteador
precisa ser criptografado, a taxa de
transferéncia do roteador agora sera
restrita ao desempenho do mecanismo
IPsec.

MACsec, como 0 nome indica, € a
criptografia da camada MAC e oferece
criptografia igual a das taxas de porta
Ethernet (1/10/40) bidireccionalmente,
independentemente do tamanho do
pacote tamanho do pacote,
executando a fungao de criptografia na
camada fisica (PHY) da porta Ethernet.



AN MACsec

Encripta todo o trafego apos o header 802.10)

t3 * G

Switch Switch Roteador Roteador Roteador Switch

---------------------------------------------------------------------- Onde podemos usar o LAN
MACsec?

T

Instituicdbes Financeiras Sede Campus
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Building A Building B

Dark Fiber g
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Troca de Pacotes 802.TAE

EAPoL : EAP Request

EAPoL : EAP Response

EAPoL : EAP Success

A 4

EAPoL -MKA: Key Server

EAPoL -MKA: Key name, SAK
EAPoL -MKA: SAK installed

Encrypted MACSec data

EAPoL -MKA: MACSec compatible

Encrypted MACSec data

\ 4

ldentity Foward to AAA

A

Access Challenge

Access Request

X1¢08 434

|

VN
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Comaracao MACSec com IPSec

WAN MACsec IPsec

Requisitos do link

Requer circuitos Metrok EVC dedicados para conexao L2
entre locais

Facilmente comutado entre tipos de link

Desempenho da
criptografia

Linerate (1 Gb/s, 10 Gb/seg, 40 Gb/seg, 100 Gb/seq)

Limitado pelo mecanismo de criptografia.

Impacto na ativagao

Sem impacto na velocidade de criptografia

Menor taxa de transferéncia e criptografia

Por
dimensionamento

Limitado por recursos de hardware

Altamente escalavel

Taxa de
transferéncia

Linerate (1 Gb/s, 10 Gb/seg, 40 Gb/seg, 100 Gb/seg)

Taxa de transferéncia agregada (taxa de transferéncia
+ taxa de criptografia)

Facilidade de Uso

Configuragao simples

Opgoes complexas disponiveis, mas configuracao
complexa.

Monitoramento de
camada 3

Nao visivel para monitoramento de camada 3, com
excegao de cabecalhos de camada 2 e tags VLAN/MPLS.

Monitoramento de camada 3 e altamente visivel
disponivel

Compatibilidade
NAT/PAT

Cabecalho de camada 3 inacessivel, portanto,
incompativel com NAT no link.

Funciona com solugdes NAT




802.1x

]
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Topologia

cisco © 2024 Cisco and/or its affiliates. All rights reserve

d.

HQ-01-SW-01
10.0.1.32

C9300-48P

HQ-01-SW-E2 g HQ-01-SW-E1
10.0.138.37 = / 10.0.138.33

C9200-24P |2 E C9200-24P

- s MC
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Mikrotik ‘ -

+=C9115AX]I  C9120AXI
.

-

Anyconnect



' Ajudando as empresas na protecao contra ataqu...
Reposted from Fernando Z. » Tmo « ®

Invasao de Redes

-xemplo do
Atague

Com um estabilizador de energia

Estabilizador de energia invade redes

cisco © 2024 Cisco and/or its affiliates. All rights reserved.



Mikrotik

Para desempenhar o papel de um
dispositivo externo colocado entre o
switch e o dispositivo, foi usado um
Mikrotik RouterBOARD, que interrompe o
link destinado ao endhost e € controlado
externamente por um usuario nao atento
na rede.

cisco © 2024 Cisco and/or its affiliates. All rights reserved.
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MAC Address
Spoofing

O board Mikrotik tem a capacidade de
descobrir e re-apropriar para suas
interfaces, o endereco MAC do endhost.
Depois de executar essa acao, € possivel
inserir pacotes na comunicagcao se
passando pelo computador afetado.

il , o .
cisco © 2024 Cisco and/or its affiliates. All rights reserved.

Interface <etherd:>

General

Ethernet  Loop Protect  Owerall Stats

REX

Type:

MTL:

Actual MTL:
L2 MTL:

baw L2 MTL:
MAC Address:
ARP:

ARF Timeout:

R= Stats Ok,
Cancel
Ethernet Apply
10 Dizable
1500
1556 Cornrnent
076 Tarch
FO:40:42:94:BE:00 Cable Test
enabled | Blink

Reset MALC Address

FHeszet Counters




[=]|E3

General | Advanced Start
Fing To: |10.0.1351 Stop
802 1 X Interface: | bridge ¥ | A Cloze
" ARF Fing Mew Window
Packet Count: -
7 Tirneout; | 1000 Mz
Usando apenas 802.1x, &
possivel que o dispositivo _ —
. . Seq# - |Host Time Reply Size |’ Status -
invasivo acesse a rede e seus 102 10,0151 Ims 50 .
103 10.0.135.1 Oz alll
recursos. 104 10.0.135.1 Oz alll
105 10.0.135.1 2z alll
106 10.0.135.1 Tmz alll
107 10.0.135.1 Tz a0
1028 10.0135.1 Tz a0
109 10.0.135.1 Tz a0
110 10.0.135.1 Tz a0
111 10.0135.1 Tz a0
112 10.0135.1 Tz a0
113 10.01385.1 Tz alll
114 10.0.135.1 Tz alll
115 10.0.135.1 Tz alll
116 10.0.135.1 Tz alll
117 10.01385.1 Tz alll
118 10.0135.1 Tz alll
119 10.0.135.1 Oz alll
120 10.0.135.1 Tz alll

-
127 itemz | 121 of 121 packets... | 0% packet logs Min: O mz Syg Tme  (Maw 26 ms I

e
ICII S.CIO' © 2024 Cisco and/or its affiliates. All rights reserved.



MACSec

Depois de mudar para o perfil
MACSec, nao € mais possivel
Interagir com a rede de forma
significativa para o invasor.

e
ICII S.C|O' © 2024 Cisco and/or its affiliates. All rights reserved.

Fing

General | Advanced

Fing To

Interface

- 1001351
:  bridgel
ARP Ping

32 items

Facket Count:

Timeaout; (1000

Seq# Host

12 10.0.135.1
13 10.0.135.1
14 127.0.0.1
15 10.0.135.1
16 10.0.135.1
17 127.0.0.1
18 10.0.135.1
19 10.0.135.1
20 127.0.0.1
21 10.0.135.1
22 10.0.135.1
23 127.0.0.1
24 10.0.135.1
25 10.0.135.1
26 127.0.0.1
27 10.0.1351
28 10.0.135.1
29 127.0.0.1
a0 10.0.135.1

M A0 0124

Time

tirmeaut
tirmeaut
928mz
timeout
timeout
339ms=
timeout
timeout
932ms
tirmeout
tirmeout
359ms
tirmeout
tirmeout
334ms
timeout
timeout
A348ms
timeout
Firmm it 3

Feply Size

fa

fa

fa

=

=

=

0 of 32 packets rec... | 100% packet logs

Start

Stop

*|
4

Cloze

M

M ew Window

| Status

timeout
timeout
host unreachable
birmeout
birmeout
host unreachable
birmeout
birmeout
host unreachable
birmeaut
birmeaut
hosgt unreachable
birmeaut
birmeaut
hosgt unreachable
birmeaut
birmeaut
hoszt unreachable
birmeaut
Firm = 3

»



Referéncias

- Guia de configuracao MACsec e MKA:

https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-
mka-support- Enhance.html

- 802.1AE MACsec White Paper:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Se
curity/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf

- Innovations in Ethernet Encryption

https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Se
curity/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-mka-support-enhance.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-mka-support-enhance.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-mka-support-enhance.html
https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf

DOr acompanhar a sessao

e boa quinta!
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