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O que é SSE?

Solucao SSE da Cisco

Demo - visao usuario rapida
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Arquitetura

Demo - visao usuario completa

Demo - Experience Insights



@Gille & 5S




Fadiga, atrito e repeticao na experiencia do usuario
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Objetivo esperado

Prote¢cao usuario remoto

> Acesso seguro e transparente
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Protecao de todos 0S acessos em uma

solucao

Accesso a
internet

Accesso as
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Facil, experéncia sem atrito
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Demo time

Passo 1 Passo 2
Autenticar Trabalhar

Private apps

ZTNA

VPN Secure
@ SR Access
‘ SaaS

Traditional apps
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SaaS apps

@ | Direct

Internet apps

Simplesmente funciona. Sem drama, sem confusao.
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Apresentando Cisco Secure Access

Modernize sua defesa com seguranga convergente em cloud baseada em zero trust
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Dispositivos gerenciada Solugao SSE mais completa para A0S SaaS

€ Nao gerenciados

acelerar sua jornada SASE
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Demo
VIsao do usuario rapida
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Arquitetura
Cisco Secure Access
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Architecture Overview et

Breakout (unmonitored internet and trusted SaaS)

Managed
Endpoint

Unmanaged

ooo
ooo

el

On Premise,
Users, Devices
& Things

© | —

Client based

Access —3

IPsec

Cisco Secure Access —— g

. BINS) SWG DLP CASB NAT
Clientless @ r <
Access B— rivate
Auth l,"’ ]‘D I — Applications

—

—

= @@ INCINEIREEN]

Public/Private
Resource Cloud

== —3:11%
MFA Device §

L Users .

L3/4/7
i Support Posture | Services Route Firewall connector or
' and Health | WALS) Backhaul VPN

Optional ( () R
_
Secure Access PoPs
DC/Colo/
Branch
How ' — Apps —

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Users: Remote Connectivity

Cisco Secure Client
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Managed Endpoint
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Unmanaged Endpoint

+«— |Internet Traffic
+«— Private Traffic

AnyConnect VPN
- Authentication & Posture @ Connect time
> DTLS Tunnel

- Carry Internet & Private Traffic (All ports & protocols)
> SAML, (+) Cert, & (+) Multi-Cert Authentication

ZTNA Module

- Authentication & Posture per session

- QUIC tunnel (MASQUE proxy)

- Carry Private Traffic (All ports & protocols)
> SAML Auth + Auto re-new

Web Roaming Module
- Device Enrollment (profile)
- Carry Internet Web Traffic (80/443)

Clientless ZTNA
- Accessible from any browser that supports SAML/Cookies
- Request based posture (geolocation, browser version, OS)
> Web Apps Only
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Apps: Private Applications

Network Tunnel

- |IPsec Backhaul

- Static or BGP based routing
- Auto Failover/ Redundancy

IPsec
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Outbound . . Resource Connector (RC)
\ T “ DTLS Tunnels { > Software deployment (VM or Cloud Instance)
1 ( - Deploy closest to application
. A [_\[_\ - Qutbound connectivity (no holes in firewall)
( 0« > Auto failover / load balancing
Apps
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Apps: Internet/SaaS Applications
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Trusted SaaS/Bypass
- Bypass inspection for trusted web apps
- route traffic directly from host to internet
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Secure Internet Access

> All traffic filtered through Secure Access

- Branch traffic routed via IPsec tunnel

- Remote user traffic acquired via Secure Client
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- Secure Private Access

Demo Via VPN

Via ZTNA (Client Based)
Via ZTNA (Clientless)

Experiéncia do usuario

completa - Secure Internet Access
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Monitorando a experiéncia do usuario remoto

C E na rede doméstica? ) C E no WiFi) C E no provedor? )
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( E no endpoint? ) Security-as-a-Service SaaS i . -
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POWERED BY

Apresentando Experience Insights ThousandEyes@

Otimize a produtividade dos usuarios fornecendo
detalhes sobre a experiéncia, acelerando a
deteccgao e resolucao de problemas.

» Performance do endpoint - CPU, memory, Wi-Fi

« Performance da rede - entre endpoint e Secure
Access

« Performance de aplicagcboes SaaS populares
« Monitoramento de ferramentas de colaboracao
« Eventos especificos do usuario
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DEemMo
Monitoramento de experieéncia do
usuario
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