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IGMP and PIM

Multicast on Cisco WLC

Common Scenarios

Demo



Do you know the differences between
PIM Dense Mode and PIM Sparse Mode?

A. Yes
B. No
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IGMP vs PIM

IGMP:
v Hey ALL | need this traffic!!
v I no longer need it!!

v' Does anyone need it? g—

v' | have a guy who needs it!!
v' | don’t have anyone interested!
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k. IGMP is for Layer 2 ik

‘ PIM is for Layer 3
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IGMP Snooping

Without it, Multicast is just like broadcast! (Not recommended to disable!)

Remember?

IGMP: / IGMP Membership Report (known as IGMP Join)
v Hey ALL | need this t—rfa_fﬂgﬂ//v IGMP Explicit Leave
v

| no longer need it!!
v" Does anyone need it? , |GMP Membership Query (Sent by the mrouter of
the segment OR the IGMP Querier)

conft
—I int vlan x

ip pim <s/d> mode

- or

conft

Video stream IGMP Leave ip igmp snooping querier

10 239.1.1.1 10 239.1.1.1
b ]
e e —
e | -
"4 1 h O\ _? N -
(OV" IGMP Join | :
cop! rop! t0239.1.1.1 Drop! oo

D ‘ o 10 239.1.1.1



PIM Modes - PIM Overview

- There are neighborships
- PIM packets are sent to 224.0.0.13

Remember??
PIM: / PIM Join

v" | have a guy who needs it!!
v | don’t have anyone interested! —  P|M Prune

e <- PIM Neighbors —e
L3 Link ~
SN




PIM Modes - Dense Mode

Flood and prune

Easy to deploy

Nice for small networks

Not optimal, therefore not recommended for large

deployments
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PIM Modes - Sparse Mode

Requires an RP (Rendezvous Point)

All PIM routers will register with the RP and ask him for mcast traffic
Design may get complicated due to RPF (Reverse Path Forwarding

Recommended for large de

ployments
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PIM Modes - Sparse/Dense Mode

- If there is an RP uses Sparse Mode
- If there isn’t an RP uses Dense Mode

I



Are you using Multicast on your wireless
network?

A. Yes
B. No




Multicast on WLC



Multicast on WLC

 WLC does not do PIM, only IGMP.
« (Configuration is extremely straightforward

Cisco

Controller

General
Icons
Inventory
Interfaces
Interface Groups
Multicast
» Network Routes
» Redundancy
» Internal DHCP Server

MONITOR  WILANs CONTROLLER  WIRELESS

Multicast
Enable Global Multicast Mode |#|
Enable IGMP Snooping |#]

IGMP Timeout (30-7200 secands)
IGMP Query Interval (15-2400 seconds)

Enable MLD Snooping (]

MLD Timeout {30-7200 seconds)

MLD Query Interval {15-2400 seconds)

All rights reserved. Cisco Confidential
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AP Multicast Mode 1

AP Multicast Mode 4

OR

Multicast ¥ | 239.1.1.1

Multicast Graup Address



CADWAD HEADER. 210111 D-101313

" CAPWAP HEADER S:10.1.1.1 D:10.1.1.4
— ORIGINAL PACKET
ORIGINAL PACKET ST T D: 239.12.152.10
QRIGINAL DACKET 192108 T TO0=" © -
MCAST VIDED

192.168.1.100

10.1.1
-239.12.152.m
AP Multicast Mode 1 Unicast ¥ E- e ’
I

CIsCo MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HE

192.168.1.100

Controller General 10.1.1.1
E. 2301219210 gy
General >
Name ams-wlc01 -
Icons
802.3x Flow Control Mode Disabled ¥ —
Inventory
LAG Mode on next reboot Enabled T (LAG Mode is currentl
Interfaces
Broadcast Forwarding Disabled T
Interface Groups . .
AP Multicast Mode 2 Multicast ¥ |/239.1.1.1 Multicast Group Address G HIE- DA S 1ol 5 2589111
Multicast
S: D:239.12.152.10
192.1 1.1
ORIGINAL PACKET 92168.1.100

MCAST VIDEO




Multicast on WLC - Modes

CIsCco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HE
Controller General
et Name ‘ams-w\cul |
Icons
802.3x Flow Control Mode
Inventol
27 LAG Mode on next reboot (LAG Mode is currentl
Interfaces
Broadcast Forwarding

Interface Groups

AP Multicast Mode 1 ‘ Multicast ¥ H239.1.1.L Multicast Group Address

Multicast

IGMP JOIN 239.1.1.1

192.168.1.100

° APS JOIﬂ the mUlUCaSt grOUp. A 2 152,10
. =l — <Y
« GOAL: Ensure mcast traffic can flow between ’

tThlg_vac mgmt and the AP VLANS — N1 ’Lj
: ’ AT XD ,
« Same VLAN? No problem** — — 10114

» Different VLAN? PIM required s 02391215210

ORIGINAL PACKET 192.168.1.100

MCAST VIDEO

y*kor%e‘me‘mb?r the case wheq you have 2+,$\{Yitc‘he‘3ﬁ



Common Scenarios



YESHlere is where PIM does its part.
=l =l Now the swr[ch asks itself, does

Common scenarios O O

u‘.q NAARGH G
] VIVE 2 89Uy :
UIBlond Y

who wﬁ? Jzaffic

VLAN 30 or&BQcﬁgﬁq@Q WLC-mgmt

? Cast traffic to 239 8
NOW What |GMP Snooping.. is encargulgfedr\?vltlﬁanCA i ip pim sparse-dense
HOVV W||| t ve aguy on vmmsrcWLC MGMT and3j
How t %O | ﬂ-ﬂ @eds the traffic AP L3 @ L3 @
ge 8 0.60.60” QOO0 vian A G'i(}ﬂ]~ Gio/1 61'0}"0~
cotifEraite maninal S
[}
1 Vian B

ip multicast-routing
! VLAN 20 - WLC MGMT

o
%
VLAN 30 - AP MGMT Z
R%

Interface vlan 20 —
description WLC-mgmt = VLAN 50 - WLAN 1

\6}
~
v, I. N vian C -
ip pim e-dense VLAN 60 — WLAN 2 —
VLAN 70 - WLAN 3

Via VLAN 30

ntf YWk@azd -Mcast, \We need to

|f j AP Multicast Mode £ Multicast
PPN LO PO S/UaBuOo T I\ V T 11l

BU@RWPH@%WF@@HWQ?? s "-:'\%, =

Pzéﬁadeé@ﬂm:APWAP header and the
1 orfindiANBA packet is delivered

Remember??




Because APs are not in
the same VLAN as the
WLC Mgmt, we need to
enable PIM (L3 mCast)
at the AP VLAN and the
WLC Mgmt VLAN

L3

v S \d >\ [ “'. Vi (6
. . ’ 20,50,60 ?DE Vian A G“’f"“~ 1 '
configure terminal Gin/1

Gio/1  Gio/So
[}

G

. . . configure terminal L3
?p multicast-routing 1 00 1 Vian B
' . . . S
Interface Vlan 20 —— VLAN 20 - WLC MGMT ip multicast-routing JNgHN
description WLC-Mgmt = VLAN 30 - AP MGMT E’ : . @) vian c
Interface Vlan 30 L
ip pim sparse-dense = VLAN 50 - WLAN 1 L ) ] !
' VAN 60 - WLAN 2 description AP-VLAN
Interface Vlan 30 —— VLAN 70 - WLAN 3 I 30 ip pim sparse-dense I 30
description AP-VLAN ‘_\ IGMP Join
ip pim sparse-dense _ ‘ Vf\%m';o

AP Multicast Made £ Multicast ' Multicast Group Address




Common scenarios

What’s the issue here?

configure terminal

1

ip multicast-routing

1

Interface Vlan 20
description WLC-Mgmt
ip pim sparse-dense

1

Interface Vlan 30
description AP-VLAN
ip pim sparse-dense

VLAN 20
VLAN 30
VLAN 50
VLAN &0
VLAN 70

— WLC MGMT
AP MGMT
- WLAN 1
— WLAN 2
WLAN 3

configure terminal
30 |

ip multicast-routing

!
ﬁlntarface Vlan 30

description AP-VLAN
ip pim sparse-dense




configure terminal
r 1

CO MiMmMon scena r| OS E ? %p multicast-routing

Interface gi0O/1

ip pim sparse-dense
Interface gi0/0
ip pim sparse-dense

TO CARRY MULTICAST BETWEEN
THE WLC MGMT AND THE APs A e
MGMT WE NEED PIM IN ALL
INTERFACES IN THE PATH.

VLAN 30

THEY ARE MARKED WITH @

vian A Gi0/0

20,50,600,70

configure terminal
1

configure terminal

!

ip multicast-routing

!

Interface Vlan 20
description WLC-Mgmt

ip pim sparse-dense
!

ip multicast-routing
VLAN 20 WLC MGMT 1

VLAN 30 - AP MGMT 57 Interface Vlan 30

VLAN 50 - WLAN 1 - description AP-VLAN
VLAN 60 - WLAN 2 ip pim sparse-dense
VLAN 70 - WLAN 3 !

Interface Vlan 30 Interface Vlan B
description AP-VLAN ip pim sparse-dense
ip pim sparse-dense

1

Interface Vlan A
description L3-Link
ip pim sparse-dense




- = =
Common scenarios .I
Once PIM is enabled on all the
interfaces between the AP and VLAN 60
WLC, we need to enable PIM

between the Mcast source and the
WLC.

VLAN 30

20,50,60,70 vlan A Gi0/f0

Otherwise the WLC doesn’t receive

the stream and has nothing to

forward to the APs.

VLAN 20 — WLC MGMT
VLAN 30 - AP MGMT
VLAN 50 - WLAN 1
VLAN 60 - WLAN 2
VLAN 70 - WLAN 3

Now that we know mCast .
is configured let’s see = =
how the flow is.

= &
S / / /



Common scenar

As no one has asked for the
traffic it’ll be dropped at the
switch

Let’s say, clients on via
and /0 are requesting t

mcast traffic.

Now, because the WLC has IGMP Snooping
enabled, it knows there are clients on VLAN
50, and 70 that need the traffic. He will
create an MGID for each vlan and ask for
that traffic on those VLANS.

Unless you have the multicast VLAN feature
enabled ©

- m—— mm - — - - — o —

NOTE: We assume PIM is configured where needed.

General | Security | QoS | Policy-Mapping  Advanced

Profile Name HERE
Type WLAN
551D HERE
Status Enabled
Security Policies [WPAZ][Auth{PSK)] )(OD\- —
(Modifications done under security tab will appear——
an C
o "Opy
Radio Policy B02.11a only ¥ © mCasttraffic to
230.12.12.12
Interface/Interface Group(G) |wlan_trusted v (Multicast Source)
naple
Multicast Interface wlan_trusted
Brogdrast 5510 Y~ Enabled
IGMP Join
NAS-ID none 239.12.12.12
Via VLAN 70




Common scenarios

Let’s say, clients on vlan 50
and /0 are requesting the
mcast traffic.

IGMP Join
239.12.12.12
Via Vlan 50 and 70

WLC will request the traffic
on VLAN 50 and 70.

VLAN 60

M‘_' E
Sesevel ) o 50,60,70

30
m— WLAN 20 - WLC MGMT

Also, as the switch is running = VLAN 30 - AP M@MT
PIM, it will ask its neighbors for = VLAN 50 - WLAN 1
the traffic on all the PIM — VLAN 60 - WLAN 2
enabled interfaces if Dense = VLAN 70 — WLAN 3
Mode or to the RP if Sparse
Mode. (PIM Join)

IGMP Join

239.12.12.12

Via VLAN 50

VLAN 30

L3

vian A Gi0/0

Hey PIM neighbor
me any traffic you
receive for
239.12.12.12

NOTE: We assume PIM is configured where needed.

Now the Switch IGMP Snooping table is
filled so the mCast traffic to
239.12.12.12 is sent through the port
on the specified VLANs

(show ip igmp snooping groups)

Hey PIM neighbor, send
me any traffic you
receive for

wSQ.QJZI—Wé

Gio/1 Gi0/0

.

, send

Hey PIM neighbor, send —
me any traffic you 4_ E
receive for
239.12.12.12

—

mCast traffic to
239.12.12.12
(Multicast Source)

IGMP Join
239.12.12.12
Via VLAN 70




Common scenarios

Let’s say, clients on vlan 50
and /0 are requesting the
mcast traffic.

IGMP Join
239.12.12.12
Via Vlan 50 and 70

NOTE: We assume PIM is configured where needed.

VLAN 60

L | ‘
Oh, Ok, my outgoing interface list

ys | should send the traffic to
VLAN 36239.12.‘]2.12throughGiO/O
(show ip mroute)

_

L3 ‘i;ii!’
vian A Gi0/0 ~

BUT my IGMP snooping table
says it is only required through

L3

Gio/1 Gi0/0

20,50,600,70
S i

Oh, Ok, my outgoing interface list says |
should send the traffic to 239.12.12.12

through Vlan 50 and Vlan 70 the trunk to the WLC
(show ip mroute)
m— VLAN 20 - WLC MGMT
m— VLAN 30 - AP MGMT
— YLAN 50 - WLAN 1
m——  VLAN 60 - WLAN 2
— YWLAN 70 - WLAN 3
IGMP Join
239.12.12.12
Via VLAN 50

Oh, Ok, my outgoing interface list
says | should send the traffic to
239.12.12.12 through Gi0/0

(show ip mroute)

_

.

Oh, Ok, I have

mCast traffic to

239.12.12.12..
Here it is

Gin/1

mCast traffic to
239.12.12.12
(Multicast Source)

IGMP Join
239.12.12.12
Via VLAN 70




NOTE: We assume PIM is configured where needed.

Common scenarios

Src: (WLC Mgmt)

Dst: 239.1.1.1 (WLC mCast

Let’s say, clients on vian 50

—
= CAPWAP
- HEADER
[ |

ORIGINAL
PACKET

Src: Server P
(mCast source)

Dst: 239.12.12.12 (Original
mCast traffic)

VLAN 30

and 70 are requesting the
mcast traffic.

MGID VLAN 50 Destination 239.1.1.1

L3

vian A Gi0/0
—
Oh, Ok, my outgoing

interface list says |
3 should send the traffic to

20,50,600,70
MGID VLAN 70 Destination 239.1.1.1 G—

»
»

BUT my IGMP snooping table for
VLAN 30 saysiit is only required

Then the WLC will send a singl Iticast
en the will send a single multicas through downlink

packet for each MGID. 239.1.1.1 through Vian
With Source WLC management and Destination _ 30andVlan A
239.1.1.1 VLAN 20 — WLC MGMT

VLAN 30 - AP MGMT
VLAN 50 - WLAN 1
VLAN 60 - WLAN 2
VLAN 70 WLAN 3

MGID = same VLAN + same mCast Group

AP Multicast Mode 4 Multicast ™ ||239.1.1.1 Multicast Group Address

ORIGINAL Src: Server IP Dst: 239.12.12.12 (Original

PACKET (mCast source) mCast traffic) IGMP Join
239.12.12.12
This is how the packet headers look at this Via VLAN 50
point

_

-

This is how the packet headers look at this

Oh, Ok, my outgoing

interface list says | should

send the traffic to

239.1.1.1 through Gi0/1

Oh, Ok, my outgoing
interface list says | should
send the traffic to

239.1.1.1 through Vlan 30
\ 4

_

T 3

Gio/1 Gi0/0
—l

mCast traffic to
239.12.12.12
(Multicast Source)

IGMP Join
239.12.12.12
Via VLAN 70




Did you know the importance of the
Multicast configuration on your wired
network before this session?

A. Yes
B. No




Demo



Network Diagram

Trunk

PIM DENSE MODE:

GigabitEthernet0/1.2687
GigabitEthernet0/1.2688
GigabitEthernet0/1.2689
GigabitEthernet0/1.2690

Mcast server
239.5.6.200

-

SSID: WLAN1
VLAN 2689

9 Cisco and/or its af ates. All rights re

=
a

MGMT VLAN
AP VLAN

CLIENT VLAN 2689
SERVER VLAN 2690

WLC management 2687 172.16.94.80
AP 2688 172.16.95.104
Capwap Multicast group 239.2.2.19
SSID WLAN1 2689 172.16.96.0/24
Server 2690 172.16.97.29
Multicast service stream 239.5.6.200

2687
2688




Use the Q&A panel to submit your
questions, our expert will respond
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