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Cisco Community – Ask Me Anything

Migrating Existing Networks to Cisco ACI
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With 
Tuan Nguyen 
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Cisco Community Live – Spanish event

Prepárate para los cambios en las certificaciones de Cisco
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With 
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Become an event Top Contributor!

Participate in Live Interactive 
Technical 
Events and much more
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Rate content at the Cisco Community

Rate documents, 
Videos & blogs!

Help us to recognize the quality content in the community

Encourage and acknowledge people who 
generously share their 

time and expertise
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Download Today’s Presentation
http://bit.ly/eventslides-nov19

Thank You For

Joining Us Today!

http://bit.ly/eventslides-nov19
http://bit.ly/eventslides-nov19
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Use the Q&A panel to submit your 
questions and the panel of experts 
will respond.

They will be answered eventually

Submit Your Questions Now!

Please take a moment to complete 
the survey at the end of the webcast



Jhosbell Verdesca – Customer Success Specialist – Cisco DNA Center CCIE#58023
Estefania Pacheco – Technical Consulting Engineer - Wireless

November 19th 2019

Community Live event 

How Multicast with WLC really 
works?
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Agenda

Demo

IGMP and PIM

Multicast on Cisco WLC

Common Scenarios
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PollingQuestion 1

Do you know the differences between 
PIM Dense Mode and PIM Sparse Mode?

A. Yes

B. No
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IGMP and PIM
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IGMP vs PIM

IGMP is for Layer 2
PIM is for Layer 3

IGMP: 
✓ Hey ALL I need this traffic!!
✓ I no longer need it!!
✓ Does anyone need it? 

PIM:
✓ I have a guy who needs it!!
✓ I don’t have anyone interested!

L2 Link
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IGMP Snooping

IGMP: 
✓ Hey ALL I need this traffic!!
✓ I no longer need it!!
✓ Does anyone need it? 

Remember?
IGMP Membership Report (known as IGMP Join)

Without it, Multicast is just like broadcast! (Not recommended to disable!)

IGMP Explicit Leave 

IGMP Membership Query (Sent by the mrouter of 
the segment OR the IGMP Querier)

Video stream 
to 239.1.1.1

IGMP Join
to 239.1.1.1

IGMP Leave
to 239.1.1.1

X

IGMP Join
to 239.1.1.1

Drop!

conf t
int vlan x
ip pim <s/d> mode

or

conf t
ip igmp snooping querier

mRouter Port
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PIM Modes – PIM Overview

- There are neighborships
- PIM packets are sent to 224.0.0.13

PIM:
✓ I have a guy who needs it!!
✓ I don’t have anyone interested!

Remember??

PIM Join

PIM Prune

L3 Link

<- PIM Neighbors ->
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PIM Modes – Dense Mode
- Flood and prune
- Easy to deploy
- Nice for small networks
- Not optimal, therefore not recommended for large 

deployments
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PIM Modes – Sparse Mode
- Requires an RP (Rendezvous Point)
- All PIM routers will register with the RP and ask him for mcast traffic 
- Design may get complicated due to RPF (Reverse Path Forwarding)
- Recommended for large deployments
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PIM Modes – Sparse/Dense Mode
- If there is an RP uses Sparse Mode
- If there isn’t an RP uses Dense Mode
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PollingQuestion 2

Are you using Multicast on your wireless 
network?

A. Yes

B. No
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Multicast on WLC
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Multicast on WLC

• WLC does not do PIM, only IGMP.
• Configuration is extremely straightforward

OR
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10.1.1.2

10.1.1.3

10.1.1.4

10.1.1.2

10.1.1.3

10.1.1.4

192.168.1.100

CAPWAP HEADER S: 10.1.1.1 D: 10.1.1.2

ORIGINAL PACKET

S:
192.168.1.100

D: 239.12.152.10

MCAST VIDEO

CAPWAP HEADER S: 10.1.1.1 D: 10.1.1.3

ORIGINAL PACKET

S:
192.168.1.100

D: 239.12.152.10

MCAST VIDEO

CAPWAP HEADER S: 10.1.1.1 D: 10.1.1.4

ORIGINAL PACKET

S:
192.168.1.100

D: 239.12.152.10

MCAST VIDEO

10.1.1.1

192.168.1.100
10.1.1.1

239.12.152.10

239.12.152.10

Multicast on WLC - Modes

CAPWAP HEADER S: 10.1.1.1 D: 239.1.1.1

ORIGINAL PACKET

S:
192.168.1.100

D: 239.12.152.10

MCAST VIDEO
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10.1.1.2

10.1.1.3

10.1.1.4

192.168.1.100
10.1.1.1

239.12.152.10

Multicast on WLC - Modes

CAPWAP HEADER S: 10.1.1.1 D: 239.1.1.1

ORIGINAL PACKET

S:
192.168.1.100

D: 239.12.152.10

MCAST VIDEO

IGMP JOIN 239.1.1.1

IGMP JOIN 239.1.1.1

IGMP JOIN 239.1.1.1

• APs join the multicast group. 
• GOAL: Ensure mcast traffic can flow between 

the WLC mgmt and the AP VLANs
• TIP: 

• Same VLAN? No problem**
• Different VLAN? PIM required

**Remember the case when you have 2+ switches
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Common Scenarios
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Common scenarios

239.60.60.60

IGMP Join 
239.60.60.60
Via VLAN 60

IGMP Snooping.. 
“Oh I have a guy on VLAN 
60 who needs the traffic 
for 239.60.60.60”

IGMP Join 
239.60.60.60
Via VLAN 60

IGMP Snooping.. 
“Oh I have a guy on 
Gi0/1 and VLAN 60 
who needs the traffic 
for 239.60.60.60”

mCast traffic to 
239.60.60.60
Via VLAN 60

Now what?...
How will the WLC 
send the traffic to 
the client?

If Mcast-Unicast, no problem.. 
BUT with more than 50 APs it 
may overload the WLC

If Mcast-Mcast, We need to 
make sure we can carry mcast
traffic between the WLC mgmt
and the AP mgmt VLANs. 

How to do it? Simple

configure terminal

!

ip multicast-routing

!

Interface vlan 20

description WLC-mgmt

ip pim sparse-dense

!

Int vlan 30

description AP-Vlan

ip pim sparse-dense

IGMP Join 
239.1.1.1

Via VLAN 30

IGMP Snooping.. 
“Oh I have a guy on 
Gi0/2 and VLAN 30 
who needs the traffic 
for 239.1.1.1”

mCast traffic to 239.60.60.60
is encapsulated within CAPWAP Via VLAN 20. 

With src WLC MGMT and dest 239.1.1.1.

Here is where PIM does its part. 

mCast traffic to 239.1.1.1 received 
on VLAN 20. 

PIM enabled on vlan 20? 

YES! 

Remember? 

ip multicast-routing

!

Interface vlan 20

description WLC-mgmt

ip pim sparse-dense

Now, the switch asks itself, does 
someone needs this traffic on VLAN 
20? (IGMP) or on any other VLAN? 
(PIM)

YES!!

The APs in VLAN 30 do need the 
traffic! But wait, how does the switch 
know that? 

IGMP Join 
239.1.1.1

Via VLAN 30

Remember??

The AP removes the CAPWAP header and the 
original mCast packet is delivered
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Common scenarios
Now, what if the mCast source 
is the Server on VLAN C at the 
remote site?

Same thing, let’s go over the 
process. 

Let’s say, this time clients on 
vlan 50 and 70 are 
requesting the mcast traffic. 

First step, the APs join the 
mCast group configured at 
the WLC 239.1.1.1

IGMP Join 
239.1.1.1

Via VLAN 30

configure terminal

!

ip multicast-routing

!

Interface Vlan 20

description WLC-Mgmt

ip pim sparse-dense

!

Interface Vlan 30

description AP-VLAN

ip pim sparse-dense

Because APs are not in 
the same VLAN as the 
WLC Mgmt, we need to 
enable PIM (L3 mCast) 
at the AP VLAN and the 
WLC Mgmt VLAN

configure terminal

!

ip multicast-routing

!

Interface Vlan 30

description AP-VLAN

ip pim sparse-dense
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Common scenarios

configure terminal

!

ip multicast-routing

!

Interface Vlan 20

description WLC-Mgmt

ip pim sparse-dense

!

Interface Vlan 30

description AP-VLAN

ip pim sparse-dense

configure terminal

!

ip multicast-routing

!

Interface Vlan 30

description AP-VLAN

ip pim sparse-dense

What’s the issue here? 
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Common scenarios

configure terminal

!

ip multicast-routing

!

Interface Vlan 20

description WLC-Mgmt

ip pim sparse-dense

!

Interface Vlan 30

description AP-VLAN

ip pim sparse-dense

!

Interface Vlan A

description L3-Link

ip pim sparse-dense

configure terminal

!

ip multicast-routing

!

Interface gi0/1

ip pim sparse-dense

Interface gi0/0 

ip pim sparse-dense

configure terminal

!

ip multicast-routing

!

Interface Vlan 30

description AP-VLAN

ip pim sparse-dense

!

Interface Vlan B

ip pim sparse-dense

TO CARRY MULTICAST BETWEEN 
THE WLC MGMT AND THE APs 
MGMT WE NEED PIM IN ALL 
INTERFACES IN THE PATH.

THEY ARE MARKED WITH 
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Common scenarios
Once PIM is enabled on all the 
interfaces between the AP and 
WLC, we need to enable PIM 
between the Mcast source and the 
WLC. 

Otherwise the WLC doesn’t receive 
the stream and has nothing to 
forward to the APs. 

Now that we know mCast
is configured let’s see 
how the flow is.
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Common scenarios

NOTE: We assume PIM is configured where needed.

mCast traffic to 
239.12.12.12

(Multicast Source)

As no one has asked for the 
traffic it’ll be dropped at the 
switch

Let’s say, clients on vlan 50
and 70 are requesting the 
mcast traffic. 

IGMP Join 
239.12.12.12
Via VLAN 50

IGMP Join 
239.12.12.12
Via VLAN 70

CAPWAP

CAPWAP
Now, because the WLC has IGMP Snooping 
enabled, it knows there are clients on VLAN 
50, and 70 that need the traffic. He will 
create an MGID for each vlan and ask for 
that traffic on those VLANs. 

Unless you have the multicast VLAN feature 
enabled ☺
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Common scenarios

NOTE: We assume PIM is configured where needed.

mCast traffic to 
239.12.12.12

(Multicast Source)

Let’s say, clients on vlan 50
and 70 are requesting the 
mcast traffic. 

IGMP Join 
239.12.12.12
Via VLAN 50

IGMP Join 
239.12.12.12
Via VLAN 70

WLC will request the traffic 
on VLAN 50 and 70. 

IGMP Join 
239.12.12.12

Via Vlan 50 and 70

Now the Switch IGMP Snooping table is 
filled so the mCast traffic to 
239.12.12.12 is sent through the port 
on the specified VLANs 
(show ip igmp snooping groups)

Also, as the switch is running 
PIM, it will ask its neighbors for 
the traffic on all the PIM 
enabled interfaces if Dense 
Mode or to the RP if Sparse 
Mode. (PIM Join) 

Hey PIM neighbor, send 
me any traffic you 
receive for 
239.12.12.12

Hey PIM neighbor, send 
me any traffic you 
receive for 
239.12.12.12

Hey PIM neighbor, send 
me any traffic you 
receive for 
239.12.12.12
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Common scenarios

NOTE: We assume PIM is configured where needed.

mCast traffic to 
239.12.12.12

(Multicast Source)

Let’s say, clients on vlan 50
and 70 are requesting the 
mcast traffic. 

IGMP Join 
239.12.12.12
Via VLAN 50

IGMP Join 
239.12.12.12
Via VLAN 70

IGMP Join 
239.12.12.12

Via Vlan 50 and 70
Oh, Ok, I have 
mCast traffic to 
239.12.12.12.. 

Here it is

Oh, Ok, my outgoing interface list 
says I should send the traffic to 
239.12.12.12 through Gi0/0

(show ip mroute)

Oh, Ok, my outgoing interface list 
says I should send the traffic to 
239.12.12.12 through Gi0/0

(show ip mroute)

Oh, Ok, my outgoing interface list says I 
should send the traffic to 239.12.12.12

through Vlan 50 and Vlan 70
(show ip mroute)

BUT my IGMP snooping table 
says it is only required through 

the trunk to the WLC
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Common scenarios

NOTE: We assume PIM is configured where needed.

mCast traffic to 
239.12.12.12

(Multicast Source)

Let’s say, clients on vlan 50
and 70 are requesting the 
mcast traffic. 

IGMP Join 
239.12.12.12
Via VLAN 50

IGMP Join 
239.12.12.12
Via VLAN 70

Then the WLC will send a single multicast 
packet for each MGID. 

With Source WLC management and Destination 
239.1.1.1

MGID = same VLAN + same mCast Group

MGID VLAN 70 Destination 239.1.1.1

MGID VLAN 50 Destination 239.1.1.1

CAPWAP 
HEADER

Src: (WLC Mgmt) Dst: 239.1.1.1 (WLC mCast
group)

ORIGINAL
PACKET

Src: Server IP 
(mCast source)

Dst: 239.12.12.12 (Original 
mCast traffic)

This is how the packet headers look at this 
point

ORIGINAL
PACKET

Src: Server IP 
(mCast source)

Dst: 239.12.12.12 (Original 
mCast traffic)

This is how the packet headers look at this 
point

Oh, Ok, my outgoing 
interface list says I 

should send the traffic to 
239.1.1.1 through Vlan

30 and Vlan A

BUT my IGMP snooping table for 
VLAN 30 says it is only required 

through downlink 

Oh, Ok, my outgoing 
interface list says I should 

send the traffic to 
239.1.1.1 through Gi0/1

Oh, Ok, my outgoing 
interface list says I should 

send the traffic to 
239.1.1.1 through Vlan 30
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PollingQuestion 3

Did you know the importance of the 
Multicast configuration on your wired 
network before this session? 

A. Yes

B. No



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Demo
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Network Diagram

Mcast server
239.5.6.200

Trunk

MGMT VLAN     2687

AP VLAN           2688

CLIENT VLAN   2689

WLC management 2687 172.16.94.80

AP 2688 172.16.95.104

Capwap Multicast group 239.2.2.19

SSID WLAN1 2689 172.16.96.0/24

Server
Multicast service stream

2690 172.16.97.29
239.5.6.200

PIM DENSE MODE:
GigabitEthernet0/1.2687

GigabitEthernet0/1.2688

GigabitEthernet0/1.2689

GigabitEthernet0/1.2690

SERVER VLAN 2690

SSID: WLAN1
VLAN 2689
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Submit Your 
Questions Now!

Use the Q&A panel to submit your 
questions, our expert will respond
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Ask Me Anything following the event

Now through Friday November 22th 2019

http://bit.ly/ama-nov19-2019

With 
Estefania & Jhosbell

© 2019

Estefania Pacheco
Technical Consulting Engineer

Jhosbell Verdesca
Customer Success Specialist

CCIE #58023

http://bit.ly/ama-nov19-2019
http://bit.ly/ATE-Tetration
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Twitter

• @Cisco_Support

http://bit.ly/csc-twitter  

Facebook

• Cisco Community

http://bit.ly/csc-facebook

Collaborate within our Social Media

Learn About Upcoming Events

http://bit.ly/csc-facebook
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We invite you to review our
Social Media Channels

• Cisco Community

• http://bit.ly/csc-linked-in

LinkedIn

• Cisco Technical Support

App

Learn About Upcoming Events

• Cisco Community

• http://bit.ly/csc-youtube

YouTube

http://bit.ly/csc-linked-in
https://www.youtube.com/watch?v=LKW61EwIXNs
http://bit.ly/csc-youtube
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Comunidade da Cisco 
Portuguese

Сообщество Cisco
Russian

Comunidad de Cisco 
Spanish

シスココミュニティ
Japanese

思科服务支持社区
Chinese

Cisco has support communities in other languages!
If you speak Spanish, Portuguese, Japanese, Russian or Chinese we invite you to participate & collaborate

NEW
Communauté Cisco

French

https://community.cisco.com/t5/comunidade-da-cisco/ct-p/comunidade-portugues
https://community.cisco.com/t5/%D1%81%D0%BE%D0%BE%D0%B1%D1%89%D0%B5%D1%81%D1%82%D0%B2%D0%BE-cisco/ct-p/russian-community
https://community.cisco.com/t5/comunidad-de-cisco/ct-p/comunidad-espanol?lang=es
https://community.cisco.com/t5/japan/ct-p/japanese-community
http://www.csc-china.com.cn/
https://community.cisco.com/t5/communaut%C3%A9-cisco/ct-p/communaute-francais
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View Upcoming Sessions Schedule
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Thank you for Your 
Time!

Please take a moment to complete 
the survey

© 2019
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Thank you for participating, you earned a discount!

Redeem your 35% discount offer by entering code: CSC when checking out.
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