Introduction

This document explains how to configure the Wireless LAN controller (WLC) for Extensible
Authentication Protocol (EAP) authentication with the use of an external RADIUS server such as ACS
5.2.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

e Have basic knowledge of the WLC and Lightweight Access Points (LAPs).
e Have functional knowledge of the AAA server.
e Have thorough knowledge of wireless networks and wireless security issues.

Components Used
The information in this document is based on these software and hardware versions:

Cisco 5508 WLC that runs firmware release 7.0.220.0.

Cisco 3502 Series LAP.

Microsoft Windows 7 Native Supplicant with Intel 6300-N Driver Version 14.3.
Cisco Secure Access Control Server (ACS) that runs version 5.2.

Cisco 3560 series switch.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this
document.

Network Diagram

This document uses this network setup:



Wireless LAN Controller
Management Interface IP : 192.168.75.44

Layer 3 Switch

ACS 5.2 - 192,168.150.24

LT

S5ID: goa
WPA2-AES-B02.1x

= )=

userl (PEAP-mschapv2) user2 (EAPFAST)

These are the configuration details of the components used in this diagram:

The IP address of the ACS (RADIUS) server is 192.168.150.24.

The Management and AP-manager Interface address of the WLC is 192.168.75.44.

The DHCP servers address 192.168.150.25.

VLAN 253 is used throughout this configuration. Both users connect to the same SSID “goa”.
However user1 is configured to authenticate using peap-mschapv2 and user2 using EAP-FAST.

e Users will be assigned in vlan 253.

VLAN 253: 192.168.153.x/24. Gateway: 192.168.153.1
VLAN 75:192.168.75.x/24. Gateway: 192.168.75.1

Assumptions:

Switches are configured for all Layer 3 vlans.
DHCEP server is assigned a DHCP scope.



Layer 3 connectivity exists between all devices in the network.
Lightweight AP is already joined to the WLC.

Each vlan has /24 mask.

ACS 5.2 has a Self Signed Certificate installed.

Configuration Steps
This configuration is separated into three categories:

1. RADIUS Server Configuration
2. WLC Configuration
3. Wireless Client Utility Configuration

RADIUS Server Configuration

Configuration on Radius server is divided into 4 steps.

a) Configuring Network Resources.
b) Configuring Users.

¢) Defining Policy Elements.

d) Applying Access Policies.

ACS 5.x is a policy-based access control system. i.e ACS 5.x uses a rule-based policy model instead of
the group-based model used in the 4.x versions.

The ACS 5.x rule-based policy model provides more powerful and flexible access control compared to
the older group-based approach.

In the older group-based model, a group defines policy because it contains and ties together three types
of information:

o Identity information—This information can be based on membership in AD or LDAP groups or a
static assignment for internal ACS users.
Other restrictions or conditions—Time restrictions, device restrictions, and so on.

e Permissions—VLANSs or Cisco IOS privilege levels.

The ACS 5.x policy model is based on rules of the form:

If condition then result

For example, we use the information described for the group-based model:
If identity-condition, restriction-condition then authorization-profile.

So this gives us flexibility to limit under what conditions the user is allowed to access the network and at
the same time what authorization level is allowed when specific conditions are met.

a) Configuring Network Resources.



In this section, we configure the AAA Client for the WLC on the RADIUS Server.

This procedure explains how to add the WLC as a AAA client on the RADIUS server so that the WLC
can pass the user credentials to the RADIUS server.

Complete these steps:
1. From the ACS GUI, click Network Resources.

2. Then Click Network Device Groups.
3. Click Location = Create (at the bottom )

] = acsadmin  SALIL-ACS52 (Primary})  LogOut About Hel

cisco Cisco Secure ACS

71 Network Resources

Filter: |

| Wateh if: |

Location

[~ Mame
™ AllLocations Al Locations

~  Description

4. Add the required fields and Click submit.

'::Ills'éloh Cisco Secure ACS

&

g1 Network Resources
Device Group - General

MName:
Location - ILM
Description: [| A8 Devices
s Parent  [a) Locations select |

# = Required fields

5. It should look like :




cisco Cisco Secure ACS

“z1 Network Resources
Location Filter: I :Iv Match it I :lv —IGO M

[~ Name « Description

[T ~Allocations Al Locations
r LAB LAB Devices

6. Now, Click Device Type -> Create

'::Ills'élc:' Cisco Secure ACS

;1 Network Resources

Device Group - General
2 Name: I 5508

Device Type Description: |Wireless LAN Controller

= Parent: |2l Device Types
% = Required fields

7. Click Submit. Once completed it should look like :



cisco Cisco Secure A

» to My Workspace
% Network Resources
+ Metwork Device Groups

Network Resources = Metwork Device Groups > Device Type

Filter: | | maten if x| co | -

Location
Network Devices and AAA Clients I Name » Description
Default Network Device

[T~ Al Device Types  All Device Types

» 38 Users and Identiy Stores r 5508 Wireless LAN Controller

» G Policy Elements
» [ 5 Access Policies
» [, Menitoring and Reports
» B System Administration

8. Next, Network Resources > Network Devices and AAA Clients.
9. Click Create and fill in the details as below.

acsadmin  SALIL-ACS52 (Primary)  LogOut About Hel

alvafn
cisco Cisco Secure Al

MNetwork Resources > Network Devices and AAA Clignts = Create

s Mame: [y c-6508

Description: |W\re\ess LAN Controller

Network Device Groups
|anatmn |AII Locations:LAB Select I
|Demce Type |AII Device Types 5508 Select I

» @3 Users and Identity Stores

IP Address Authentication Optiol
» &b Policy Elements en " .
Ey . % Single IP Address ¢ IP Range(s) b TACACS+ |~
» L Access Polic v RADIUS v

» [ Monitoring and Reports = IP: [192.168.75.44

» B, System Administration

# Shared Secret: lmscn—
CoA port | 1700
™ Enable KeyWrap
Key Encryption Key: l—
Message Authenticator Code Key: l—

Key Input Format ©~ ASCIl ' HEXADECIMAL

# = Required fields

10. Click Submit. Page should look like below.

il Il- |I 1 o acsadmin SALIL-ACS52 (Primary)

cisco Cisco Secure A

71 Network Resources

Metwork Resources > Network Devices and AAA Clients

+ Metwork Device Groups
e Filter: [ 1 Maten it | o Gol<w
Device Type - ; -
Name IPiMask NDG:Location NDG:Device Type Description
Network Devices and AAA Clients ul - 2B B
Default Network Device I wiLCc-5508 192 168.75.44/32  All Locations:LAB All Device Types'5508  Wireless LAN Controller
External RADIUS Servers
» 4B Users and Identity Stores

» G Policy Elements
» [ Access Policies
» Monitoring and Reports
» &, System Administration




b) Configuring Users.

In this section, we will create local users on ACS. i.e userl and user2. Both users are assigned in group
called “Wireless Users”.

1. Click Users and Identity Stores =>Identity Groups = Create

cisco Cisco Secure ACS

yl

General

v+ Users and Ildentity Stores 2 Mame: |Wire|ess Users

Identity Groups

Description: |Wi reless Users authenticating over wireless

% Parent: |All Groups Select |

# = Required fields

'lcllls'éloh Cisco Secure ACS

Identity Groups

v+ Users and ldentity Stores Filter Iﬁ T lﬁ Go | -

[~ Name « Description
[T ~All Groups Identity Group Root
r Wireless Users  Wireless Users authenticating over wireless

3. Next step is to create users userl and user2 and assign it to group “Wireless Users”.
4. Click Users and Identity Stores =>Identity Groups = Users = Create



il
cisco Cisco Secure A

» @ My Workspace

Users and ldentity Stores = Internal identity Stores > Users > Create

acsadmin SALIL-ACS52 (Primary) Log Out

» 14 Network Resources

6.

General
Users and Identity St
= S # Name Jusert Status: [ Enabled ~| ©
Description:  [PEAP:mschapy2 users

#t |dentity Group: |A1I Groups:Wireless Users

» External Identity Stores

Password Information

fooeee ]

Certificate Authorities Password must
eilnEle i T R Rl & Contain 4 - 32 characters
Identity Store Sequences
» G Policy Elements “ Password:
» [ Access Palicies # Confirm
Password

» ] Monitoring and Reports

» B3 System Administration

User Information

# = Required fields

5. Similarly Create user2.

alafn
cisco Cisco Secure A

> @ Wy Workspace

I Change password on next login

There are no additional identity atiributes defined for user records

Users and identity Stores = Internal ldentity Stores > Users » Create

Select | @

Enable Password Information
Password must:
® Contain 4 - 32 characters

Enable Password: I
Confirm I—

Password:

acsadmin  SALIL-ACS52 (Primary)

Log Out

» 141 Network Resources

General

Users and ldentity Stores
ity # Name:

Description

#¢ |dentity Group: |AH Groups:Wireless Users

|useﬁ2
[EAPFAST user

Status: [Enabled ~| ©

Select <

» External Identity Stores
Certificate Authorities
Cerlificate Authentication Profile

Password Information
Password must:
® Contain 4 - 32 characters

Identity Store Sequences

+ G Policy Elements 2 Password:
» [ Access Policies # Confirm
Password:

» [, Monitoring and Reports
» b2 System Administration

6. Finally, the page should look like :

alvaln
cisco Cisco Secure A

» 1 My Workspace

™ change password on nextlogin

User Information
There are no additional identity atiributes defined for user records

# = Required fields

Users and Identity Stores > Internal identity Stores > Users.

Enable Password Information
Password must
® Contain 4 - 32 characters

Enable Password:
Confirm l—

Password:

acsadmin

SALIL-ACS52 (Primary)

Certificate Authorities
Certificate Authentication Profile
Identity Store

» G Policy Elements

¢) Defining Policy Elements.

Verify Permit Access is set.

» (42 Network Resources p U Showing 1-20f2 | 50
Fitter: | | Match it =]l G~
I Staius User Name + |dentity Group Description
[l (2] userd All Groups:Wireless Users  PEAP:mschapv2 users
|l (o] user2 All Groups:Wireless Users  EAPFAST user



|l|l|l|l| acsadmin

cisco Cisco Secure ACS

SALIL-ACS52 (Primary)

» £ My Workspace Policy Elements > Authorization and Permissions > Network Access > Authorization Profiles
» [} Metwork Resources

» @B Users and Identity Stores

Filter: | x| maten if: | ia| il -

[~ HName «  Description
| | [ PermitAccess

Authorization Profiles

» [ Access Policies
> Monitoring and Reports
3 % System Administration

d) Applying Access Policies

In this section we will select which Authentication methods are to be used and how the rules are to be
configured. We will create rules based of above steps.

1. Access Policies=> Access Services—> Default Network Access—> Edit: "Default Network Access"

"I'lllll xﬂ— acsadmin 54

cisco Cisco Secure ACS

» o My Workspace
» [} Network Resources

Access Policies > Access Services » Default Network Access = Edit: "Default Network Access”

| General || Allowed Protocols |
General
Name: |Defau|t Network Access

» 3B Users and ldentity Stores
» G Policy Elements
i#. Access Policies

Description: |Defau|t Network Access Service

Senice Type: I Metwork Access 'l

Palicy Structure
Default Network Access 2 Identity

> Monitoring and Reports
» B System Administration

2. You can Select which EAP method you would like wireless Clients to Authenticate. In our
example, we will use PEAP- MSCHAP-V2 and EAP-FAST.

™ Group Mapping
W Authorization




Access Policies » Access Services » Default Network Access » Edit: "Default Network Access”

[ Gonera || Atowed Proocols |

V¥ Process Host Lookup
Authentication Protocols

¥ [ Allow PARIASCII

-

™ mllow CHAP
» ¥ Allow MS-CHAP
» ¥ Allow MS-CHAP2

» ¥ Allow EAP-MD5

» ¥ allow EAP-TLS
» [ Allow LEAP
» ¥ allow PEAP

» ¥ Allow EAP-FAST

I Preferred EAP pratacol ILEAF' I

#. Access Policies » [ AlowLEAP

~ M mlowPEAP

PEAF Inner Methods
=+ Default Network A
¥ Allow EAP-MS-CHAPV2

v Allow Password Change Retries:

.

¥ Allow EAP-GTC

I Allow Passward Change Retries: |1

~ [ Allow EAP-FAST
EAP-FAST Inner Methods
¥ Allow EAP-MS-CHAPVZ
I Allow Password Change  Retries: [3
¥ Allow EAP-GTC
¥ Allow Passward Change Retries: |3_
I¥ Allow TLS-Renegotiation
& Use PACS ' DontUse PACS

Tunnel PAC Time To Live: a0 Days -

Proactive PAC update will occur after |10 % of PAC Time To Live has expired

I Allow Anonymous In-Band PAC Provisioning
¥ Allow Authenticated In-Band PAC Provisioning

I Server Returns Access Accept After Authenticated Provisioning
™ Allow Machine Authentication

Machine PAC Time To Live: |1 IWseks hd

™ Enable Stateless Session Resume
Authorization PAC Time To Live: |1 Hours vI
—

I Preferred EAP protacol | LEAP >

3. Click Submit.
4. Verify Identity group that you have selected. In our case we will use Internal Users which we
created on ACS and then save changes.




1] l I Il I - . acsadmin SALIL-ACS52 (Primary)

cisco Cisco Secure ACS

ies » Access Services » Default Network Access » identity

Next verify the Authorization Profile under :
Access Policies 2 Access Services = Default Network Access = Authorization.

You can customize under what conditions you will allow user access to network and what
authorization profile (attributes) you will pass once authenticated. This granularity is only
available in ACS5.x . In our example we have selected Location,Device Type, protocol, identity
Group, EAP Authentication Method.

M ’7 acsadmin  SALIL-ACSS2 (Primary)  LogOut About Hel

cisco Cisco Secure ACS

Access Policies > Access Services » Default Network Access > Authorization

Policy| E: lion Policy
- Filter: | Status | Match if: | Equals | | Enabled hd Clear Filter Go | =
#, Access Policies I =l I =l I =l _I
Conditions Results -~
I~ Status Name ) o Hit Count
NDG:Location Time And Date Authorization Profiles
No data to display
[ [ 19216815024 | https://192.168.150.24/acsdmin/PolicylnputAction.do 1)

Customize Conditions

Available: Selected

‘Compound Condition ;I NDG Location ;l
Device Filter - B |NDG:Device Type .y
Device IP Address —{ |Protocol

Device Port Filter _< Identity Group A
Eap Tunnel Building Method Eap Authentication Method

End Station Filter

System:UserName >y v
Time And Date —

UseCase ] vl
Was Machine Authenticated hd ;l

oK Cancel
= [T Default Ifno rules defined or no enabled rule matches.  Permit Access 0
Create... \'I Duplicate... \'I Edit Delete I A | Move to... | A | I Customize |I Hit Count I




=

Click OK in the window. Save Changes.

Next step is to create Rule. If no Rules are defined Client is allowed access without any
conditions.

Click Create > Rule -1. This Rule is for users in group “Wireless Users”

.l||.|||. » ‘7 acsadmin SALIL-ACS52 (Primary) Log Out About Hef
Cisco Secure ACS .

Cisco

vt My Workspace Access Policies » Access Services > Default Network Access » Authorization

» i) Network Resources
» @3 Users and Identity Stores

- § oy e e G
% Filter: | Status 1‘

A Policie:
#. Access s [ [] 19216815024 _ hitps://192.168.150.24/acsadmin/PolicylnputAction.do ‘f‘rl

y| Exception Policy

I~ Staus Name
ML

No data to display General
MName: |Ru\e—1 Status: | Enabled  v|

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.

Conditions
¥ NDG:Location: | in ;”AJI Locations:LAB Select
¥ NDG:Device Type: | in L”AJI Device Types:5508 Select
W Protacol: Imatch ;”Rad\us Select

2 |dentity Group: | in vﬁl GroupsWireless Users > Select

™ Eap Authentication Method: |-ANV-

You may select multiple authorization profiles. Attributes
defined in multiple profiles will use the value from the first
profile defined.

Select Deselect
'n
g

OK I Cancel Help
= [ Default Ifr
Create. |v| Duplicate |v| Edit Delete | A I Move to | v | Customize Hit Count

Save changes. The page should look like as below. If you want users not matching the conditions
to be denied then edit the default rule to say “deny access”.

acsadmin

SALIL-ACSS2 (Primary)  LogOut About

":Illsl;.lc;' Cisco Secure ACS

» 4 My Workspace Access Policies > Access Services > Default Network Access > Authorization

» (1) Network Resources

» @3 Users and |dentity Stores

» G Policy Elements
#, Access Policies

Policy| E: lion Policy

LI Clear Filter Go | =

LI Match if. | Equals

=] [Enabled

Filter: | Status

Conditions Results

Status  Name N . y —_— -

NDG:Location NDG:Device Type Protocol Identity Group Eap AL Method Profiled
(2] Rule-1  inAll Locations:LAB  in All Device Types:5508  match Radius  in All Groups:Wireless Users  -ANY- Permit Access
Authorization|
| »
Default Ifno rules defined or no enabled rule malches. Permit Access
Create_ | ~| Duplicate |-| Edit Delete | ~ | Move to | v | Customize Hit Count

Save Changes Discard Changes




10. Last step is to do define Service Selection Rules. Use this page to configure a simple or rule-
based policy to determine which service to apply to incoming requests. We will have the
following rule based in our example.

Log Out About H

acsadmin SALIL-ACS52 (Primary)

il
cisco Cisco Se

» i My Workspace Access Policies > Access Services > Service Selection Rules

3 MNetwork Resources
f&l o Single result selection ' Rule based result selection

Service lion Policy

» & Users and Identity Stores

4 % hakEleRenls Filter: | Status ;l Match if: | Equals ;l | Enabled ;l Clear Filter Go | &
Conditions Results
[T Status  Name Hit Count
Protocol Sernvice
" i O (2] Rule-1  match Radius Default Network Access 0
= @ Default Network Access 2 (2] Rule-2  match Tacacs Default Device Admin 0
Identity
Authorization
» i deleteme

» [, Monitoring and Reports
» & System Administration

WLC Configuration
This configuration requires these steps:
e Configure the WLC with the Details of the Authentication Server

e Configure the Dynamic Interfaces (VLANS)
e Configure the WLANSs (SSID)

Configure the WLC with the Details of the Authentication Server

It is necessary to configure the WLC so it can communicate with the RADIUS server to authenticate the
clients, and also for any other transactions.

Complete these steps:

From the controller GUI, click Security.
1. Enter the IP address of the RADIUS server and the Shared Secret key used between the RADIUS

server and the WLC.
This Shared Secret key should be the same as the one configured in the RADIUS server.


http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008076317c.shtml#wlc1
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008076317c.shtml#wlc2
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008076317c.shtml#wlc3

Sawe Configuration ~ Ping  Logout Refr

CIsco MONITOR W ONTROLLER ~ WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New < Back Apply
v AAA

Server Index (Priori 1 =
General ¢ )
» RADIUS Server IP Address |192.163.150.24
Authentication
Accounting Shared Secret Format ASCIL =
el Shared Secret [sssss
» TACACS+
LDAP Confirm Shared Secret [sssee
Local Net Users
MAC Filte
frerng Key Wrap r (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Disabled Clients

User Login Policies Port Number 1812

AP Policies
Password Policies Server Status m
» Local EAP Support for RFC 3576 [Enabled -]
» Priority Order Server Timeout lz_ seconds
» Certificate Network User ¥ Enable
» Access Control Lists Management ¥ Enable
Wireless Protection IPSec [T Enable
Policies
b Web Auth
b Advanced

Configure the Dynamic Interfaces (VLANS)

This procedure explains how to configure dynamic interfaces on the WLC.
1) From the controller GUI, under the Controller > Interfaces window, the dynamic interface is

configured.

Save Configuration  Ping Logout Refr

el
cisco

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT CQOMMANDS HELP FEEEDBACK

Controller Interfaces > New

General Interface Name  [vian253
Inventory VLAN Id [2s3
Interfaces

Interface Groups
Multicast
Network Routes
Internal DHCP Server

v v

Mobility Management
Ports

NTP

chp

* v v

Advanced

2) Click Apply on this window.
3) This takes you to the Edit window of this dynamic interface (VLAN 253 here).
4) Enter the IP Address and default Gateway of this dynamic interface.



CIsCco MONITOR ~ WLANs
Controller Interfaces > Edit
General
LT General Information
Interfaces

CONTROLLER

WIRELESS

SECURITY

Interface Groups Interface Name

Multicast MAC Address

Network Routes .
Configuration

vlan253

00:24:97:69:63:cf

-
-
0

» Internal DHCP Server
» Mobility Management Guest Lan

Ports Quarantine
b NTP Quarantine Vlan Id
LA Physical Information
b Advanced

The interface is attached to a LAG.

Enable Dynamic AP

MANAGEMENT

Management r
Interface Address
WVLAN Identifier 253

IP Address
Netmask

Gateway

192.168.153.81
255.255.255.0
192.168.153.1

COMMANDS HELP FEEDBACK

Sawe Configuration  Ping  Logout Refr

< Back

Apply

DHCP Information

Primary DHCP Server

192.168.150.25

Secendary DHCP Server

Access Control List

ACL Name none _»

Note: Changing the Interface parameters causes the WLANSs to be
temporarily disabled and thus may resuit in loss of connectivity for
some clients.

5) Click Apply.
6) Interfaces configured should look like :

' I " I ' Save Configuration ~ Ping  Logout Refrd
' ' '
CIsSco MONITOR  WLA| CONTROLLER ~ WIRELESS  SECURITY AGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces New...
General
Inventory Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management
i o management 75 192.168.75.44 Static Enabled
Interface Groups service-port N/A 0.0.0.0 Static Mot Supported
Multicast wirtual /A 1111 Static Mot Supported
Network Routes vlan253 253 192.168.153.81 Dynamic Disabled
» Internal DHCP Server
» Mobility Management
Ports
b NTP
» CDP
» Advanced

Configure the WLANSs (SSID)

This procedure explains how to configure the WLANS in the WLC.
Complete these steps:
1. From the controller GUI, choose WLANs > Create New in order to create a new WLAN. The
New WLANSs window is displayed.

2. Enter the WLAN ID and WLAN SSID information.



You can enter any name to be the WLAN SSID. This example uses “goa” as the WLAN SSID.

Save Configuration Bing Logout Refrd

el
cisco

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

WLANs WLANSs > New

A4 WLANs
Type
WLANs i
N Advanced Profile Name Igaa

S5ID |gea

ji)

3. Click Apply in order to go to the Edit window of the WLAN goa.

Save Configuration ~ Ping  Logout Refres

Cisco MONITOR  WLANs NTROLLER ~ WIRELESS  SECURITY  MAMAGEMENT OMMANDS HELP  EEEDBACK
WLANs WLANS > Edit 'goa' < Back Apply
b WLANs General ‘|’ Security ‘|’ QoS T Advanced ‘|
WLANS
M ST Profile Name goa
AP Groups
Type WLAN
551D 003
Status ¥ Enabled I
Security Policies [WPA2][Auth(802.1X + CCKM)]

(Medifications done under security tab will appear after applying the changes.)

Radio Palicy All -
Interface/Interface lﬁ
I Group(G) vlan2s53 hd

Multicast Vlan Feature [ Enabled

Broadcast SSID [¥ Enabled

Save Configuration  Ping  Logout Refr

CIsco MONITOR  WLANSs TROLLER ~ WIRELESS CURITY  MAMAGEMENT MMAMDS  HELP  EEEDBACK
WLANs WLANS > Edit 'goa’ < Back Apply
i WLANs | General I Security QoS T Advanced ‘|
WLANS
- .
» Advanced Layer2 | Layer3 | AAA Servers |
Layer 2 Security & | WPA+WPAZ =

[~ 10MAC Filtering

WPA+WPA2 Parameters

WPA Policy r
WPA2 Policy W
WPA2 Encryption Maes  T1ke

Auth Key Mgmt 802.1X+CCKM




cisco

ONTROLLER ~ WIRELESS

Save Configuration  Ping

Logout Refres|

WLANs

- WLANS
WLANs

» Advanced

cisco

WLANSs > Edit 'goa’

< Back

Apply

[ Galerall Security QoS ‘|' Advanced ‘|

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ Enabled

LDAP Servers

Server 1 | None 'I

Server 2 | None -I

Server 3 | None 'I

web-auth user

Authentication Servers Accounting Servers
V' Enabled ¥ Enabled
Server 1 [1P:192.168.150.24, Port:1812 ~| [None ~|
Server 2 [ None =] [none -]
Server 3 [None 1 [mone -]
Local EAP Authentication
Local EAP Authentication [~ Enabled

Authentication priority order for

Not Used

2l

Order Used For Authentication

MONITOR ~ WLANs

CONTROLLER

WIRELESS SE GEMENT

MMANDS ~ HELP

iguration  Bing Logout Refres|

WLANSs

- WLANs
WLANS

v Advanced
AP Groups

Wireless Client Utility Configuration — PEAP — mschapv2 (userl)

WLANSs > Edit "goa’

< Back

Apply

Allow AAA Owerride
Coverage Hole Detection

Enable Sessicn Timeout

6 ‘General ‘|’ Security T QoS I Advanced ‘I
—

I” Enabled
[¥ Enabled
=

Aironet IE

Diagnostic Channel
1PV6 Enable 2
Override Interface ACL
P2P Blocking Action

¥ Enabled
" Enabled
-

Nene -
Disabled -I

| Client Exclusion £

| Enabled |

Maximum Allowed
Clients 2

Static IP Tunneling 2

Ea—

™ Enabled

Off Channel Scanning Defer

Scan Defer Priority

Scan Defer Time(msecs)

<

01234567
rcrrrFrr

100

DHCP

DHCP Server ™ override

IDHCPAddr. Assignment ¥ Required

Management Frame Protection (MFP)

IMFP Client Protection 2 | Disabled - I

DTIM Period (in beacon intervals)

802.11a/n (1-255) |1
802.11b/g/n (1 - 255) [1

NAC

NAC State | None h

Load Balancing and Band Select

Client Load Balancing r

Client Band Select & r

Passive Client

In our test client we are using Windows 7 Native supplicant with Intel 6300-N card running 14.3 driver
version. It is recommended to test using latest drivers from Vendors.

Creating a Profile in WZC — Windows Zero Config:
1. Control Panel = Network and Internet > Manage Wireless Networks.

2. Add

3. Click manually create network Profile.



How do you want to add a network?

E‘ Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your computer. You need to know the network name (5510) and
security key (if applicable).

Create an ad hoc network
This creates a tempeorary network for sharing files or an Internet connection

4. Add the details as configured on the WLC. SSID is case sensitive.
5. Click Next




K& ! Manually connect to a wireless networ

Enter information for the wireless network you want to add

Metwork name; goa

Security type: ’WPA.Z— Enterprise

Encryption type: ’AES - ]

Security Key: | | [ | Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

| Net || Cancel

6. Click Change Connection Settings to double check our settings.



@ |Lr.|:|: ‘-E'T a

Successfully added goa

< Change connection settings
Open the connection properties so that [ can change the settings.



7. Make sure you have PEAP enabled.
goa Wireless Metwork Properties

secuty

Security type: | WPA2Enterprise

Encryption type: [AES

Choose a network authentication method:

Microsoft: Protected EAF (PEAF) - Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

H Cancel




goa Wireless Metwork Properti

Security type: | wPA2-Enterprise -

Encryplion type: [.AES v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) -

Remember my credentials for this connecs
time I'm logged on

Advanced settings

ok J[ concel

8. In our example, we are not validating Server certificate. If you check this box and are not able to
connect, try disabling the feature and test again.



s e N

When connecting:

Validate server certificate

|:| Connect to these servers:

Trusked Root Certification Authorities:
AAA Certificate Services
AddTrust External CA Root E'
Class 3 Public Primary Certification Authaority

Class 3 Public Primary Certification Authority

DigiCert Assured ID Root CA

DigiCert High Assurance EV Root CA

DST Root CA X3

1| i |

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Secured password (EAP-MSCHAP v2) - I Configure... I ‘
Enable Fast Reconnect

Enforce Metwork Access Protection
Disconnect if server does not present cryptobinding TLY
Enable Identity Privacy | |

9. Optionally, you can use Windows credentials to login. However in our example we are not going
to use that. Click OK.

EAP MSCHAPY2 Properties ‘ X

When connecting:

Automatically use my Windows logon name and

password (and domain f any).

o] (o]

10. Now Click Advanced settings to configure Username and Password.



gc:a Wireless Network Properties

seaty

Security type: | WPA2 Enterprise v

Encryption type: [AES - ]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) ~|| setiings

Remember my credentials for this connection each
time I'm logged an

Advanced settings




poetny O e

802.1X settings | 302,11 settings

| Specify authentication mode:

[Useral.iﬂlmﬁmﬁm "] I Save credentials I

[ |Delete credentialz for all users

Enable single sign on for this network

i@ Perform immediately before user logon

Perform immediately after user logon

Maxirmum delay (seconds);

Allow additional dialogs to be displayed during single
sign on

[ ] This network uses separate virtual LANs for machine
and user authentication

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

| ok || cancel

Your Client utility is ready to connect for userl.



Wireless Client Utility Configuration — EAPFAST (user2)

In our test client we are using Windows 7 Native supplicant with Intel 6300-N card running 14.3 driver
version. It is recommended to test using latest drivers from Vendors.

Creating a Profile in WZC — Windows Zero Config:
1. Control Panel > Network and Internet > Manage Wireless Networks.
2. Add
3. Click manually create network Profile.

- u-'jj:q._ nually connect to a wireless networl

L

| How do you want to add a network?

AL¥ Manually create a network profile

“S2. This creates a new network profile or locates an existing network and saves a profile
for the netwerk en your computer. You need to know the network name (5510) and
security key (if applicable).

& Create an ad hoc network
This creates a ternporary network for sharing files or an Internet connection

4. Add the details as configured on the WLC. SSID is case sensitive.
5. Click Next



K& ! Manually connect to a wireless networ

Enter information for the wireless network you want to add

Metwork name; goa

Security type: ’WPA.Z— Enterprise

Encryption type: ’AES - ]

Security Key: | | [ | Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

| Net || Cancel

6. Click Change Connection Settings to double check our settings.



() ! Manualh to a wireless networ

L

Successfully added goa

< Change connection settings
Open the connection properties so that [ can change the settings.

7. Make sure you have EAP-FAST enabled.
Note: By default WZC does not have EAP-FAST as authentication method. You have to
download utility from third party vendor. In our case since it is Intel card, we have Intel proset
installed on the system.



Connectic I Security I

Security type: | WPA2 Enterprise

Encryption type: [AEE

Choose a network authentication method:

‘Cism; EAP-FAST vi
Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAF)

Cisco: LEAP

Cisco: PEAP

Intel: EAP-5IM

Intel: EAP-TTLS

Intel: EAP-AKA

[ Advanced settings ]

I[ Cancel




goa Wireless Metwork Properties | 2 |

Security type: | WP A2 Enterprise -

Encryplion type: [AES v]

Choose a network authentication method:
| Cisco: EAP-FAST

Remember my credentials for this conneddd
time I'm logged an

Advanced settings

ok || cancel

8. Enable “Allow automatic PAC provisioning” and make sure “validate Server certificate is
unchecked.



EAP-FAST Properties . 2 28 J

p— = - ——— | o —

-User Credentials | Authentication I About|

Use anonymous outer identity  anonymous

IUse Protected Access Credentials (PAC)
Allow automatic PAC provisioning

PAC Authority:

[None v] [ Impart...

[] validate server certificate

Connect to only these servers:

Trus_teu:l Rook Certificate Autharity

[] aaA certificate Services -
[] addTrust External CA Root E|
[7] class 3 Public Primary Certification Authority

[ class 3 Public Primary Certification Authority

[7] Digicert Assured ID Root CA

|:| DigiCert High Assurance EV Root CA

[] DST Root CA X3 -

Do not prompt user to authorize new servers or frusted certification authorities,

9. Next, Click User credentials. Enter the credentials of user2. Optionally, you can use Windows
credentials to log. However in our example we are not going to use that.



EAP-FAST Properties Léu

= e T

() Use certificate on this computer

() Use one-time password
(7 Use Windows username and password

(7 Prompt automatically for username and password

(@ lse saved username and password

Username: users

Password:

Confirm password: Y

10. Click OK to complete the steps.



| Connection I Iser Credenﬁals

Select authentication method:

[An!_f method Configure ...

Enable Fast Reconnect
[| Enable Posture validation

| ok || cancel || Heb

Your Client utility is ready to connect for user2.

Note: When user? is trying to authenticate, radius server is going to send a PAC. Accept the PAC to
complete the authentication.

L'.E Automatic PAC provisioning is enabled for this profile,

=== However, a valid PAC that matches the server to which
the client is connecting could not be found. Do you
wish to obtain a new security credential (PAC)?

> (=%




Verification

Verify- userl-(peap-mschapv2)

WLC GUI : Monitor = Clients = Select the MAC address.

" || " || . Saye Configuration  Bing  Logout Refre
CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Monitor Clients > Detail < Back Link Test | _Remove
Summary
» Access Points Client Properties AP Properties
» Cisco CleanAir MAC Address 00:24:d7:2e:f1:98 AP Address 2c:3f:38:c1:3c:f0
b Statistics IP Address 192.168.153.107 AP Name 3502e
» CDP Client Type Regular AP Type 802.11an
» Rogues User Name userl I WLAN Profile goa |
Clients Port Number 13 Status Associated
Multicast Interface vlan253 Association 1D 1
VLAN ID 253 802.11 Authentication Open System
CCX Version CCXv4 Reason Code 1
E2E Version E2Evi Status Code 0
Mobility Role Local CF Pollable Not Implemented
Mobility Peer IP Address  N/A CF Poll Request Not Implemented
[ Folicy Manager State RON | Short Preamble Mot Implemented
ﬁraur"::ggu":‘e"t Frame Mo PBCC Mot Implemented
UpTime (Sec) 12 Channel Agility Not Implemented
Power Save Mode OFF ﬁ':;:[‘a”t‘““”” 86365
BT
6.0,9.0,12.0,18.0,24.0,36.0,48.0,54. timeout
Data RateSet 0 WEP State WEP Enable

Security Information

T e
Policy Type RSN (WPA2)
Encryption Cipher CCMP (AES)
EAP Type PERP

SNMP NAC State Access
Radius NAC State RUN

WLC Radius Stats:

(Cisco Controller) >show radius auth statistics
Authentication Servers:

Server IndeX.......cccoevvvvvencnencennn 1

Server Address........ccecoeeeeeeienieneenen. 192.168.150.24
Msg Round Trip Time..............cceenneenee... 1 (mSeC)
First Requests........ccovevveiveveeieenenn, 8

Retry Requests.......cccccveeeveecneienineennne, 0

Accept Responses........cccceevevevieenennnn 1

Reject Responses........cccceveeveneveeneennen. 0

Challenge Responses..........c.cceeveereennnn 7
Malformed Msgs.......cccccvvveeeciercrnncrnnnn. 0



Bad Authenticator Msgs..........ccccceeueennen. 0
Pending Requests.......cccecvvecveereeveenen. 0
Timeout Requests........cccocveeeeererennnnne. 0
Unknowntype MSgS......c.cccoeeeveeneneenennn. 0
Other Drops.......cccceevveeveeciencieeveennenn 0

ACS Logs:

1) View the Hit counts:
If you are checking logs within 15 minutes of authentication, make sure you refresh the HIT
count. On the same page, at the bottom you have a tab for “Hit Count”.

.l||.l|l| - _)7— acsadmin SALIL-ACS52 {Primary) Log Out  About
Cisco Secure ACS ;

CIsco

» i My Workspace Access Policies » Access Services » Service Selection Rules
Network Resources
&  Single result & Rule
» @B Users and |dentity Stores
pazaRolio Ele Filter: |Statu5 LI Match if: | Equals LI | Enabled LI Clear Filter Go | =
#, Access Policies
Conditions Results
I stalus Name . Hit Count
Protocol Senice
envice Selection Rules
i O e Rule-1  match Radius Default Network Access [ 1
= e Rule-2  match Tacacs Default Device Admin 0

. A

» [,.] Monitoring and Reports
3 &, Bystem Administration

el s _” acsadmin  SALIL-ACS52 (Primary)  LogOut About He
Cisco Secure ACS .

cisco

» 4 My Workspace Access Policies > Access Services > Default Network Access > Authorization

» [} Network Resources

» @} Users and Identity Stores

» Gy Policy Elements
#. Access Policies

Policy| Exception Policy

| matenif [Equals  ~] [Enables  ~| ClearFiter | Go | =

Fiter: | Status

Conditions Results ;
Name Hit Count
MDG:Location MDG:Device Type Protocol Identity Group Eap Authentication Method Authorization Profiles
Rule-1  inAll Locations:LAB  in All Device Types 5508 match Radius  in All Groups Wireless Users -ANY- Permit Access 1
Authorization
» Monitoring and Reports
» B System Administration
II: I
Ifno rules defined or no enabled rule matches Permit Access v

Create. \v| Duplicate \v| Edit Delete | -’\| Move to |V| Customize Hit Count

2) Monitoring and Reports = New pop up window appears = Authentications —Radius —Today.
You can also Click details to verify which Service selection rule was applied.



E

Launch Interactive Viewer

Showing Page 1 of 1 |

AAA Protocol > RADIUS Authentication

Authentication Status : Pass or Fail
Date :

Goto Page: Go

January 29, 2012 05:40 PM - January 29, 2012 06:10 PM ( Last 30 Minutes | Last Hour | Last 12 Hours | Todav | Yesterday | Last7 Days | Last 30 Davs )

Generated on January 29, 2012 6:10:42 PM EST

PReload
v =Pass ¥=Fail X =Click for details & =Mouse aver item for additional information
RADIUS MNAS . MAC/P 2 Authentication CTS
Logged At Status Failurs Details Usemame Address Access Senvice Method Network Device NAS IP Address MNAS Port ID Security Group ACS Instance
Jan 29,12 6:07:37.943 PM v % user 00-24-d7-3e-f1-98 Default Network Access PEAP (EAP-MSCHAPv2) WLC-5508 192.168.75.44 SALIL-ACS52

Verify- user2 (eapfast)

WLC GUI : Monitor = Clients = Select the MAC address.

CIsco MONITOR ~ WLANS

ONTROLLER

WIRELESS

CURITY

MANAGEMENT  COMMANDS

HELP

e Configuration Bing Logout Refr

EEEDBACK

AP Properties

< Back Link Test Remove

Monitor Clients > Detail
Summary
» Access Points Client Properties
b Cisco CleanAir MAC Address 00:24:d7:ae:f1:98
b Statistics 1P Address 192.168.153.111
» CDP Client Type Regular
» Rogues User Name user2
Clients Port Number 13
Multicast Interface vlan253
VLAN ID 253
CCX Wersion CCXvd
E2E Version E2Ev1
Mobility Role Local
Mobility Peer [P Address  N/A
I Policy Manager State RUN I
Management Frame No
Protection
UpTime (Sec) 29
Power Save Mode OFF
Current TxRateSet mis

Data RateSet

Security Information

6.0,9.0,12.0,18.0,24.0,36.0,48.0,54.
0

AP Address
AP Name

AP Type

2c:3f:38:c1:3c:f0
3502e

802.11an

| wian erofile

|

Status

Association 1D
802.11 Authentication
Reason Code

Status Cede

CF Pollable

CF Pall Request
Short Preamble
PBCC

Channel Agility
Re-authentication
timeout
Remaining
Re-authentication
timeout

WEP State

Security Policy
Completed

Policy Type
Encryption Cipher
EAP Type

SNMP NAC State

Radius NAC State

Yes

RSN (WPA2)
CCMP (AES)
EAP-FAST
Access

RUN

ACS Logs:

3) View the Hit counts:

Associated

1

Open System

1

o

Not Implemented
Not Implemented
Not Implemented
Not Implemented
Not Implemented

86392
0

WEP Enable

If you are checking logs within 15 minutes of authentication, make sure you refresh the HIT

count. On the same page, at the bottom you have a tab for “Hit Count”.



acsadmin  SALIL-ACS52 (Primary)

cisco Cisco Secure ACS

» i My Workspace Access Policies » Access Services = Service Selection Rules

» (5] Network Resources
» @B Users and Identity Stores
» G Policy Elements

" Single result selection * Rule based result selection

Filter [Status  v| Matchif [Equals | [Enabled =] clearFilter | Go | =

i, Access Policies
Conditions Results
[~ Status  Name Hit Count
- Pratocal Senice
ervice Selection Rules
1 e Rule-1  match Radius Default Metwork Access | 3
2R ©®  Rule-2 match Tacacs Default Device Admin 0

> Monitoring and Reports
» B System Administration

altaln . acsadmin  SALIL-ACS52 (Primary) About  H

cisco Cisco Secure ACS

» 4 My Workspace Access Policies > Access Services > Default Network Access > Authorization

» %) Network Resources
» @8 Users and Identity Stores
» G Policy Elements

Policy| E: lion Policy

Filter: | Status ¥ | Matchif. | Equals - | | Enabled hd Clear Filter Go | =
#, Access Policies I =l I =l I =l
Conditions Results
Name ; ) Hit Count
NDG:Location NDG:Device Type Protocol Identity Group Eap Authentication Method Authorization Profiles
Rule-1 inAll Locations:LAB  in All Device Types: 5508 match Radius in All Groups:Wireless Users -ANY- Permit Access 2

Authorization
B

Maonitoring and Reports
» &, System Administration

1"3 I

If no rules defined or no enabled rule matches Permit Access v

Create. \-| Duplicate |-| Edit | Delete | /\| Move to |V| Customize Hit Count

4) Monitoring and Reports = New pop up window appears > Authentications —Radius —Today.

You can also Click details to verify which Service selection rule was applied.

Showing Page 1 of 1 | Goto Page: Go
AAA Protocol > RADIUS Authentication

Authentication Status - Pass or Fail
Date - January 29, 2012 05:53 PM - January 29, 2012 06:23 PM ( Last 30 Minutes | Last Hour | Last 12 Hours | Today | Yesterday | Last 7 Days | Last 30 Days )

Generated on January 29, 2012 6:23:17 PM EST

éReload
v=Pass *=Fall “=Click for details R =Mouse over item for additional information
RADIUS NAS MAC/IP Authentication CTs
Logged At Status  Failure Details Username Address Access Semice Method Network Device NAS IP Address NAS Port ID Srery EEm ACS Ins
Jan 29,12 6:1%:27 270 PM o % user? 00-24-d7-ae-f1-98 Default Network Access EAP-FAST (EAP-MSCHAPv2) WLC-5508 192 168.75 .44 SALIL-A
Jan 29,12 6:07:37.943 PM e o ysert 00-24-d7-ae-11-98 Default Network Access PEAP (EAP-MSCHAPVZ) WLC-5508 192.168.75.44 SALIL-A

Troubleshooting:

1) If you run into issues run the following commands on WLC :



debug client <mac add of the client>

debug aaa all enable

show client detail <mac addr>. Verify the policy manager state.
show radius auth statistics. Verify the failure reason.

debug disable-all . To turn off debugs.
clear stats radius auth all. This command is used to clear radius statistics on the WLC.

2) Verify the logs in the ACS and see the failure reason.



