How to configure 10S AP with WDS for voice
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Setup:

7921 ))(((AP----WDS

2xAP 1130 -> infrastructure AP
1xAP 1242 ->WDS (radio int down)

Reference:
QoS Config

http://www.cisco.com/en/US/docs/wireless/access point/12.4 3g JA/configuration/guide/s43qos.html
#wp1047736

Deployment Guide
http://www.cisco.com/en/US/docs/voice ip comm/cuipph/7921g/6 0/english/deployment/guide/792
1dply.pdf



http://www.cisco.com/en/US/docs/wireless/access_point/12.4_3g_JA/configuration/guide/s43qos.html#wp1047736
http://www.cisco.com/en/US/docs/wireless/access_point/12.4_3g_JA/configuration/guide/s43qos.html#wp1047736
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7921g/6_0/english/deployment/guide/7921dply.pdf
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7921g/6_0/english/deployment/guide/7921dply.pdf

Configuration Infrastructure APs:

Chtac-1130ANS-51

chtac-1130ANS-51#sh vers

Cisco IOS Software, C1130 Software (C1130-K9W7-M), Version 12.4(10b)JDA3, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Sun 07-Jun-09 02:59 by prod rel team

ROM: Bootstrap program is C1130 boot loader
BOOTLDR: C1130 Boot Loader (C1130-BOOT-M) Version 12.3(8)JEA, RELEASE SOFTWARE (fc2)

chtac-1130ANS-51 uptime is 2 weeks, 6 days, 17 hours, 49 minutes

System returned to ROM by power-on

System restarted at 19:59:25 UTC Mon Nov 2 2009

System image file is "flash:/c1130-k9w7-mx.124-10b.JDA3/c1130-k9w7-mx.124-10b.JDA3"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco AIR-LAP1131AG-E-K9 (PowerPCElvis) processor (revision AO) with 24566K/8192K bytes of memory.
Processor board ID FCz12500462

PowerPCElvis CPU at 262Mhz, revision number 0x0950

Last reset from power-on

1 FastEthernet interface

2 802.11 Radio(s)

32K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 00:23:33:BC:73:5C

Part Number : 73-8962-14

PCA Assembly Number : 800-24818-13

PCA Revision Number : A0

PCB Serial Number : FOC124839LY

Top Assembly Part Number : 800-29144-03

Top Assembly Serial Number : FCZ1250Q462

Top Revision Number : A0

Product/Model Number : AIR-LAP1131AG-E-K9

Configuration register is OxF
chtac-1130ANS-51#

chtac-1130ANS-51#sh run
Building configuration...

Current configuration : 4110 bytes

]

! Last configuration change at 12:52:55 UTC Mon Nov 23 2009
! NVRAM config last updated at 13:26:26 UTC Mon Nov 23 2009
]

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname chtac-1130ANS-51
!

enable secret 5 XXXXXXXXXXXXXXXX removed
!

aaa new-model
|
!
aaa group server radius Infrastructure
server 10.0.109.53 auth-port 1812 acct-port 1813
|
aaa group server radius eap_method
server 10.0.109.53 auth-port 1812 acct-port 1813
!
aaa authentication login method_infrastructure group Infrastructure
aaa authentication login eap methods group eap _method
!
aaa session-id common
no ip domain lookup
!
!
dotll vlan-name VOICEOl vlan 211



dotll vlan-name Voice-AP-Management vlan 109
1
dotll ssid AutonmousVoiceOl
vlan 211
authentication open eap eap methods
authentication network-eap eap_methods
authentication key-management cckm
guest-mode
mbssid guest-mode
admit-traffic
!
dotll arp-cache optional
dotll priority-map avvid
dotll phone dotlle
power inline negotiation prestandard source
1
!
username XXXXXXXXXXXXXXXX removed password XXXXXXXXXXXXXXXX removed
!
1
class-map match-all SCCP
match ip dscp cs3 af3l
class-map match-all RTP
match ip dscp ef
!
!
policy-map ToWireless
class RTP
set cos 6
class SCCP
set cos 4
policy-map ToWired
class RTP
set cos 5
class SCCP
set cos 3
!
bridge irb
!
!

interface DotllRadioO
no ip address

no ip route-cache

|

encryption vlan 211 mode ciphers tkip
|

ssid AutonmousVoice0Ol

!

countermeasure tkip hold-time 0

mbssid

speed basic-11.0

channel 2412

station-role root

dotll gos class voice local
admission-control
admit-traffic narrowband max-channel 75 roam-channel 6

!

dotll gos class voice cell
admission-control

!

world-mode dotlld country CH both

]

interface DotllRadio0.109
encapsulation dotlQ 109 native

no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!

interface DotllRadio0.211

encapsulation dotlQ 211

no ip route-cache

bridge-group 211

bridge-group 211 subscriber-loop-control
bridge-group 211 block-unknown-source

no bridge-group 211 source-learning

no bridge-group 211 unicast-flooding
bridge-group 211 spanning-disabled

!

interface DotllRadiol
no ip address

no ip route-cache
shutdown

!

encryption vlan 109 mode ciphers aes-ccm tkip
!

encryption vlan 211 mode ciphers tkip

!

ssid AutonmousVoiceOl
!

no dfs band block
channel dfs



station-role root

!

interface DotllRadiol.109
encapsulation dotlQ 109 native

no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!

interface DotllRadiol.211

encapsulation dotlQ 211

no ip route-cache

bridge-group 211

bridge-group 211 subscriber-loop-control
bridge-group 211 block-unknown-source

no bridge-group 211 source-learning

no bridge-group 211 unicast-flooding
bridge-group 211 spanning-disabled

!

interface FastEthernet0

no ip address

no ip route-cache

duplex auto

speed auto

service-policy input ToWireless
service-policy output ToWired

]

interface FastEthernet0.109
encapsulation dotlQ 109 native
no ip route-cache

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
!

interface FastEthernet0.211
encapsulation dotlQ 211

no ip route-cache

bridge-group 211

no bridge-group 211 source-learning
bridge-group 211 spanning-disabled
!

interface BVI1

ip address 10.0.109.51 255.255.255.0

no ip route-cache

!

ip default-gateway 10.0.109.1

ip http server
no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
radius-server host 10.0.109.53 auth-port 1812 acct-port 1813 key XXXXXXXXXXXXXXXX removed
bridge 1 route ip

!

!
wlccp ap username AP password XXXXXXXXXXXXXXXX removed

!

line con 0
line vty 0 4
!

sntp server 10.51.82.1
end

Chtac-1130ANS-52

chtac-1130ANS-52#sh ver

Cisco IOS Software, C1130 Software (C1130-K9W7-M), Version 12.4(10b)JDA3, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Sun 07-Jun-09 02:59 by prod_rel team

ROM: Bootstrap program is C1130 boot loader
BOOTLDR: C1130 Boot Loader (C1130-BOOT-M) Version 12.3(8)JEA, RELEASE SOFTWARE (fc2)

chtac-1130ANS-52 uptime is 4 weeks, 2 hours, 28 minutes

System returned to ROM by power-on

System restarted at 11:28:04 UTC Mon Oct 26 2009

System image file is "flash:/cl1130-k9w7-mx.124-10b.JDA3/c1130-k9w7-mx.124-10b.JDA3"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html



If you require further assistance please contact us by sending email to
export@cisco.com.

cisco AIR-LAP1131AG-E-K9 (PowerPCElvis) processor (revision AO) with 24566K/8192K bytes of memory.
Processor board ID FCZ1245Q1SC

PowerPCElvis CPU at 262Mhz, revision number 0x0950

Last reset from power-on

1 FastEthernet interface

2 802.11 Radio(s)

32K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 00:23:04:25:A1:40

Part Number 1 73-8962-14

PCA Assembly Number : 800-24818-13

PCA Revision Number : AO

PCB Serial Number : FOC12384WSZ

Top Assembly Part Number : 800-29144-03

Top Assembly Serial Number : FCz1245Q1sC

Top Revision Number : A0

Product/Model Number : AIR-LAP1131AG-E-K9

Configuration register is OxF
chtac-1130ANS-52#

chtac-1130ANS-52#sh run
Building configuration...

Current configuration : 4136 bytes
]

! Last configuration change at 12:53:11 UTC Mon Nov 23 2009
! NVRAM config last updated at 13:26:29 UTC Mon Nov 23 2009
!

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname chtac-1130ANS-52
!

enable secret 5 XXXXXXXXXXXXX removed
!

aaa new-model
|
!
aaa group server radius Infrastructure
server 10.0.109.53 auth-port 1812 acct-port 1813
!
aaa group server radius eap method
server 10.0.109.53 auth-port 1812 acct-port 1813
!
aaa authentication login method_infrastructure group Infrastructure
aaa authentication login eap methods group eap method
!

aaa session-id common
no ip domain lookup
!
1
dotll vlan-name VOICEOl vlan 211
dotll vlan-name Voice-AP-Management vlan 109
!
dotll ssid AutonmousVoiceOl
vlan 211
authentication open eap eap methods
authentication network-eap eap methods
authentication key-management cckm
guest-mode
mbssid guest-mode
admit-traffic
!
dotll arp-cache optional
dotll priority-map avvid
dotll phone dotlle
power inline negotiation prestandard source
|
!
username XXXXXXXXXXXXXXXX removed password XXXXXXXXXXXXXXXX removed
!
!
class-map match-all SCCP
match ip dscp cs3 af3l
class-map match-all RTP
match ip dscp ef
!

!
policy-map ToWireless
class RTP
set cos 6
class SCCP
set cos 4
policy-map ToWired
class RTP
set cos 5



class SCCP
set cos 3
!
bridge irb
!
!
interface DotllRadioO
no ip address
no ip route-cache
!

encryption vlan 211 mode ciphers tkip
!

ssid AutonmousVoiceOl

!

countermeasure tkip hold-time 0

mbssid

speed basic-11.0

channel 2437

station-role root

dotll gos class voice local
admission-control
admit-traffic narrowband max-channel 75 roam-channel 6

!

dotll gos class voice cell
admission-control

!

world-mode dotlld country CH both

]
interface DotllRadio0.109
encapsulation dotlQ 109 native

no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!
interface DotllRadio0.211
encapsulation dotlQ 211

no ip route-cache

bridge-group 211

bridge-group 211 subscriber-loop-control
bridge-group 211 block-unknown-source
no bridge-group 211 source-learning
no bridge-group 211 unicast-flooding
bridge-group 211 spanning-disabled

!
interface DotllRadiol

no ip address

no ip route-cache

shutdown

!

encryption vlan 109 mode ciphers aes-ccm tkip
]

encryption vlan 211 mode ciphers tkip

!

ssid AutonmousVoiceOl

!

no dfs band block

channel dfs

station-role root

]
interface DotllRadiol.109
encapsulation dotlQ 109 native

no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!

interface DotllRadiol.211

encapsulation dotlQ 211

no ip route-cache

bridge-group 211

bridge-group 211 subscriber-loop-control
bridge-group 211 block-unknown-source

no bridge-group 211 source-learning

no bridge-group 211 unicast-flooding
bridge-group 211 spanning-disabled

!

interface FastEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

service-policy input ToWireless
service-policy output ToWired
!

interface FastEthernet0.109
encapsulation dotlQ 109 native
no ip route-cache

bridge-group 1



no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
!

interface FastEthernet0.211
encapsulation dotlQ 211

no ip route-cache

bridge-group 211

no bridge-group 211 source-learning
bridge-group 211 spanning-disabled
!

interface BVI1

ip address 10.0.109.52 255.255.255.0
no ip route-cache

|

ip default-gateway 10.0.109.1

ip http server

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
radius-server host 10.0.109.53 auth-port 1812 acct-port 1813 key XXXXXXXXXXXXXXXX removed
bridge 1 route ip

!

wlccp ap username AP password XXXXXXXXXXXXXXXX removed
1

line con 0
line vty 0 4
|

sntp server 10.51.82.1
end

Chtac-WIR-ANS12 (WDS)

chtac-wir-ansl2#sh vers

Cisco IOS Software, C1240 Software (C1240-K9W7-M), Version 12.4(10b)JDA3, RELEASE SOFTWARE (fcl
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Sun 07-Jun-09 04:13 by prod_rel team

ROM: Bootstrap program is C1240 boot loader
BOOTLDR: C1240 Boot Loader (C1240-BOOT-M), Version 12.3 [wnbubld-WNBU_ T BASELINE_20050519 100]

chtac-wir-ansl2 uptime is 4 weeks, 6 days, 5 hours, 23 minutes
System returned to ROM by reload
System image file is "flash:/c1240-k9w7-mx.124-10b.JDA3/c1240-k9w7-mx.124-10b.JDA3"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco AIR-AP1242AG-E-K9 (PowerPCElvis) processor (revision CO) with 24566K/8192K bytes of memory.
Processor board ID IRWO916W159

PowerPCElvis CPU at 262Mhz, revision number 0x0950

Last reset from reload

1 FastEthernet interface

2 802.11 Radio(s)

32K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 00:0B:FC:FF:B0:7B

Part Number : 73-25369-03

PCA Assembly Number : 800-10256-03

PCA Revision Number : A0

PCB Serial Number : FHHO916W159

Top Assembly Part Number : 800-26579-03

Top Assembly Serial Number : IRW0916W159

Top Revision Number : AO

Product/Model Number : AIR-AP1242AG-E-K9

Configuration register is OxF
chtac-wir-ansl2#

chtac-wir-ansl2#sh run
Building configuration...

Current configuration : 3682 bytes
!

version 12.4
no service pad



service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname chtac-wir-ansl2
!

enable secret XXXXXXXXXXXXXXXX removed
!

aaa new-model

!

!

aaa group server radius Infrastructure

server 10.0.109.53 auth-port 1812 acct-port 1813

!

aaa group server radius eap_method

server 10.0.109.53 auth-port 1812 acct-port 1813

!

aaa authentication login method infrastructure group Infrastructure

aaa authentication login eap methods group eap_method

!

aaa session-id common

no ip domain lookup

!

!

dotll vlan-name VOICEOl vlan 211

dotll vlan-name Voice-AP-Management vlan 109

!

dotll ssid AutonmousVoiceOl
vlan 211
authentication open eap eap methods
authentication network-eap eap_methods
authentication key-management wpa cckm
guest-mode
mbssid guest-mode

!

power inline negotiation prestandard source
!
!
username XXXXXXXXKXXXXXKXXX removed password KXXKXXKXKXXKXKXKXX removed
!
bridge irb
!
!
interface DotllRadio0
no ip address
no ip route-cache
shutdown
!
encryption mode ciphers tkip
mbssid
speed basic-11.0
station-role root
!
interface DotllRadio0.109
encapsulation dotlQ 109 native
no ip route-cache
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
]

interface DotllRadio0.211

encapsulation dotlQ 211

no ip route-cache

bridge-group 211

bridge-group 211 subscriber-loop-control
bridge-group 211 block-unknown-source

no bridge-group 211 source-learning

no bridge-group 211 unicast-flooding
bridge-group 211 spanning-disabled

!

interface DotllRadiol

no ip address

no ip route-cache

shutdown

no dfs band block

channel dfs

station-role root

!

interface DotllRadiol.109
encapsulation dotlQ 109 native

no ip route-cache

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

!

interface DotllRadiol.211
encapsulation dotlQ 211
no ip route-cache
bridge-group 211



bridge-group 211 subscriber-loop-control
bridge-group 211 block-unknown-source

no bridge-group 211 source-learning

no bridge-group 211 unicast-flooding
bridge-group 211 spanning-disabled

!

interface FastEthernetO

no ip address

no ip route-cache

duplex auto

speed auto

!

interface FastEthernet0.109
encapsulation dotlQ 109 native
no ip route-cache

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
!

interface FastEthernet0.211
encapsulation dotlQ 211

no ip route-cache

bridge-group 211

no bridge-group 211 source-learning
bridge-group 211 spanning-disabled
]

interface BVI1
ip address 10.0.109.53 255.255.255.0
no ip route-cache
]
ip default-gateway 10.0.109.1
ip http server
no ip http secure-server
ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
radius-server local
eapfast authority info chtac-wir-ansl2
eapfast server-key primary XXXXXXXXXXXXXXXX removed
nas 10.0.109.53 key XXXXXXXXXXXXXXXX removed
user AP nthash XXXXXXXXXXXXXXXX removed
user 7921 nthash XXXXXXXXXXXXXXXX removed
!
radius-server host 10.0.109.53 auth-port 1812 acct-port 1813 key XXXXXXXXXXXXXXXX removed
bridge 1 route ip
!
!
wlccp ap username AP password XXXXXXXXXXXXXXXX removed
wlccp authentication-server infrastructure method infrastructure
wlccp authentication-server client any eap methods
wlccp wds priority 100 interface BVI1 B
!
line con 0
line vty 0 4
!

end

Verification:

IOS AP:

chtac-1130ANS-51#show dotll associations all

Address : 001b.d458.45be Name : SEP001BD45845BE
IP Address : 10.0.211.109 Interface : DotllRadio 0
Device : CP-7921 Software Version : NONE

CCX Version H! Client MFP : Off

State : EAP-Assoc Parent : self

SSID : AutonmousVoice0Ol

VLAN 211

Hops to Infra : 1 Association Id : 1

Clients Associated: 0 Repeaters associated: 0

Tunnel Address : 0.0.0.0

Key Mgmt type : CCKM Encryption : TKIP

Current Rate : 11.0 Capability : WMM ShortHdr 1lh
Supported Rates : 11.0

Voice Rates : disabled

Signal Strength : =36 dBm Connected for : 207 seconds
Signal to Noise : 58 dB Activity Timeout : 60 seconds
Power-save : On Last Activity : 0 seconds ago
Apsd DE AC(s) : BK BE VI VO

Packets Input : 9617 Packets Output : 11080

Bytes Input : 22643717 Bytes Output : 2433108
Duplicates Rcvd : 0 Data Retries : 360

Decrypt Failed : 0 RTS Retries : 0

MIC Failed : 0 MIC Missing : 0

Packets Redirected: 0 Redirect Filtered: 0

Session timeout : 0 seconds

Reauthenticate in : never

chtac-wir-ansl2#sh wlccp wds ap
HOSTNAME MAC-ADDR IP-ADDR STATE
chtac-1130ANS-52 0023.0425.a140 10.0.109.52 REGISTERED



chtac-1130ANS-51 0023.33bc.735¢c 10.0.109.51 REGISTERED
chtac-wir-ansl2 000b.fcff.b07b 10.0.109.53 REGISTERED

chtac-wir-ansl2#sh wlccp wds mn

MAC-ADDR IP-ADDR Cur-AP STATE
001b.d458.45be 10.0.211.109 0023.33bc.735¢c REGISTERED
001b.d458.57cd 10.0.211.108 0023.0425.a140 REGISTERED

chtac-1130ANS-52#sh controllers dotll 0
!
interface DotllRadio0
Radio AIR-AP1131G, Base Address 0023.5e1d.9130, BBlock version 0.00, Software version 6.20.8
Serial number: GAM12384WSZ
Number of supported simultaneous BSSID on DotllRadio0O: 16
Carrier Set: EMEA (EU) (-E)
Uniform Spreading Required: No
Configured Frequency: 2437 MHz Channel 6
Allowed Frequencies: 2412 (1) 2417(2) 2422(3) 2427(4) 2432(5) 2437(6) 2442(7) 2447(8) 2452(9) 2457(10) 2462(11) 2467 (12) 2472(13)
Listen Frequencies: 2412(1) 2417(2) 2422(3) 2427(4) 2432(5) 2437(6) 2442 (7) 2447(8) 2452(9) 2457(10) 2462(11) 2467(12) 2472(13)
2484 (14)
Beacon Flags: 0; Beacons are enabled; Probes are enabled
High Density mode disabled

Local Rx sensitivity (Config -127, Max -60, Min -11, Active -60) dBm

CCA Sensitivity -64 dBm

Cell Rx sensitivity -80 dBm, CCA Sensitivity -60 dBm,
Configured CCK Power: 14 dBm
Configured OFDM Power: 14 dBm
Active power levels by rate

1.0 to 54.0 , 14 dBm

OffChnl Power: 14, Rate 1.0
Allowed CCK Power Levels: -1 2 5 8 11 14
Allowed OFDM Power Levels: -1 2 5 8 11 14
Allowed Client Power Levels: 2 5 8 11 14
Receive Antennas : right left
Transmit Antennas : right left
Antenna: internal, Gain: Allowed 8, Reported 8, In Use 8
Active Rates: Dbasic-11.0
Current Rates: basic-11.0
Allowed Rates: 1.0 2.0 5.5 6.0 9.0 11.0 12.0 18.0 24.0 36.0 48.0 54.0
All Rates: 1.0 2.0 5.5 11.0 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Default Rates: basic-1.0 basic-2.0 basic-5.5 basic-11.0 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Best Range Rates: basic-1.0 2.0 5.5 11.0 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Best Throughput Rates: Dbasic-1.0 basic-2.0 basic-5.5 basic-11.0 basic-6.0 basic-9.0 basic-12.0 basic-18.0 basic-24.0 basic-36.0
basic-48.0 basic-54.0
Current Voice Rates: Dbasic-5.5 basic-11.0 6.0 12.0 24.0 [disabled until voice packet-discard enabled]
Default Voice Rates: basic-5.5 basic-11.0 6.0 12.0 24.0

-Channel Range- ------ Rates----- Max Power Allowed

1 to 13 by 1l 1.0 to 54.0 14 -1 25811 14
Data Rate Sensitivity (rate, SNR dB, Contention dBm)
(1.0, 10, -93) (2.0, 10, -92) (5.5, 11, -90) (11.0, 14, -90
(6.0, 15, -89) (9.0, 16, -88) (12.0, 18, -88) (18.0, 19, -86
(24.0, 20, -85) (36.0, 24, -81) (48.0, 27, -178) (54.0, 31, =77

ERP settings: protection mechanisms, non-ERP present.
Neighbors in non-erp mode:

Number of MFP Indices: 10

RFID Tag Detection: Disabled

Multicast Address filtered:

Radio Management (RM) Configuration: Regular AP, Mode 1, Disabled

MCST RSCs: [0]0xO [1]0xO [2]0x0 [3]0x0 [4]0x0

TKIP Cum Stats: STA MIC-L-Errs MIC-R-Errs Replay C-Measure
0000.0000.0000 00000000 00000000 00000000 00000000

AES-CCMP Cum Stats: 00000000 replays discarded

QOBSS Load: 0x1C, Policing Stats: Rx downgrades 1, Tx downgrades 30

Classifier Stats tx on up6 0, tx on_up4 0

Configured Local Access Class Parameters

Back : cw-min 4 cw-max 10 fixed-slot 7 admission-control Off txop 0

Best : cw-min 4 cw-max 6 fixed-slot 3 admission-control Off txop 0

Video : cw-min 3 cw-max 4 fixed-slot 1 admission-control Off txop 6016

Voice : cw-min 2 cw-max 3 fixed-slot 1 admission-control On txop 3264
Configured Cell Access Class Parameters

Back : cw-min 4 cw-max 10 fixed-slot 7 admission-control Off txop 0

Best : cw-min 4 cw-max 10 fixed-slot 3 admission-control Off txop 0

Video : cw-min 3 cw-max 4 fixed-slot 2 admission-control Off txop 6016

Voice : cw-min 2 cw-max 3 fixed-slot 2 admission-control On txop 3264
Transmit queues: Active 0 In Progress 0

---- Active --- In-Progress Counts
Cnt Quo Bas Max Cnt Quo Bas Sent Discard Fail Retry Multi

Uplink 0 0 0 0 0 0 0 0 0 0 0 0
Voice 0 2 217 2 0 2 45 516513 0 0 4640 774
Video 0 1163 1 0 1 34 23615 0 0 327 69
Best 0 2 108 2 0 2 22 16351 0 0 209 51
Mcast 0 1 5 1 0 1 2 16533 0 0 0 0
Back 0 0 0 0 0 0 0 16533 0 0 0 0
BSSIDS Index Flags State Next Held Defer NonDefer Clients Tsf Dtim Txqg

9130 0 00 3 0 0 0 0 1 0 2 0
Driver TX blocks: in use 0, high 24, at reset 0, fail 0 drop 0
---Clients AID VLAN Status Age Tx Mode Enc Key Rate

001b.d458.57cd 1 211 0000 1EOOOOOFF 60/60 0-0 0091 020 0-10 10000000 016
Rx Pkts KBytes Dup Dec Mic Mis Tx Pkts KBytes Retry RSSI SNR

001b.d458.57cd 223532 51891 0 3 0 0 251709 51288 4822 45 50
RSC



001b.d458.57cd [1]0x34415 [2]0x34489 [3]0x

U-APSD State Que Prog Len Duration Trigg Success Error Drop BK BE VI VO
Y Y Y Y

001b.d458.57cd 0 0 0 15
8021x auth in prog 0 allowed 0
Vlan BSSID Clients PSP Pri Encr

652 2

0 9130 0 0 0 0 0
109n 9130 0 0 0 0 234
211 9130 0 1 1 0 34 x1

0 0 flags 3 match 7

Protocol 55

Registers: io E8000000 mem 80000000 aux A0
0000 FF50 0000 0000 0021 0000 0000 0000
0001 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0100 0407 0000 0000 0020 OA90 E394 0504
0000 0000 0000 0000 80B8 0038 01D4 114F

00000000 00088029 02040802 FFFDFFFF FFFFFFFF 00000000 00008000 00000040
FTF7FDES 00002FFF 39DC20F2 21220262 00000000 00000000 0000800C 00008041
00000000 00000000 00000000 00000000 0000362C 00007B9A 00000000 0000329A

Radio running: temp 0 C tx_power 14 bb co
rssi_threshold 0x0 gain offset 0 platf
PCI sys_id: 0xA506 subsys_id 0x7100 (0x710

Unicast ciphers 0x0 mcast ciphers 0x0

Rid Ring:

A0000970: 01C08000 21C6A1BC * n
Rx Ring:

A0000950: 893C0000 21AF7E20 v, 893C0000
A0000960: 893C0000 21AFD2CO v, 893C0000
Tx Ring:

A0000800: 00368000 21AD8248 n, 00368000
A0000810: 00368000 21AF3E90 n, 00368000
A0000820: 00368000 21AED4CS8 n, 00368000
A0000830: 00368000 21805BB8 n, 00368000
A0000840: 00368000 21ABDB28 n, 00368000
A0000850: 00368000 21ABBOD8 n, 00368000
A0000860: 00368000 21AE8028 n, 00368000
A0000870: 00368000 21AC8EFC n, 00368000
A0000880: 00368000 21AF9330 n, 00368000
A0000890: 00368000 21ACE39C n, 00368000
TxDn Ring:

A0000930: 802C0000 21C6A9C4 * v, 802C0000
A0000940: 802C0000 21C6AB84 v, 802C0000

Multicast counters:

Internal MC counts:

1955 (1955) 0 (0) O (0) O (0) O (0) O (0)
Log Buffer:

344A5

04671

28

000000

de 0x0
orm 1
1

204414

0

Key0 Keyl Key2 Key3 SSIDs MFP

AutonmousVoice0Ol 0

21AE8040 * v

21AC99A8

21ABESBC
21ADEC10
21AE2B88
21805BB8
21AEBFAQ
21AF2968
21AE7594
21AC9990
21ACR424
21AF3E90

21C6AAA4
21C6AC64

0 (0) 0 (0)

chtac-1130ANS-52#show dotll traffic-streams

Following are the Admitted TS on this AP:

OrigSTA OrigMethod TSID
001b.d458.57cd ADDTS 06
001b.d458.57cd ASSOC 04

chtac-1130ANS-52#sh dotll cac

Admission Control is allowed on the following

AutonmousVoice0l
The AAC on DotllRadioO is 22361
DotllRadio0, AC:3
Configuration: Max-Channel 75, Roam 6
Medium Time Info:
MT max: 23437, MT roam: 1875, MT Consume
Direct Orig MT Left: 20486
Admitted Count 6, Rejected Count 0
Counters:

ssid rejects: 0, rate rejects: 0, tspec violations:

bandwidth rejects: 0, active calls: 1
Na_direct=12, Na_roam =13, Channel Used=

The AAC on DotllRadiol is 0
chtac-1130ANS-52#

Debuging:

debug dotll dotllRadio 0 trace print mgmt

chtac-1130ANS-51#debug dotll dotllRadio 0 trace print mgmt clients txfail voicerates

chtac-1130ANS-51#

chtac-1130ANS-51+#

CF28D0O2E r 11
algorithm 128
sequence 1
status 0

AC MT
3 1076
2 0

d: 1076,

3, State

SSID(s):

v

DB B8B83 35583

< <

0

0

0

(0)

(0)

Total MT Left:

0

22361

clients txfail voicerates

(0)

26/ 69- BO0O 0D5 39CB60 5845BE 39CB60 71D0 auth 1 6

0

(0)

0

(0)

0

(0)

0

(0)

0

(0)



CF28D49B t 11 0 - B00O OD5 5845BE 39CB60 39CB60 ES5E0 auth 1 6
algorithm 128
sequence 2
status 0
CF28DE85 r 11 25/ 70- 0000 0D5 39CB60 5845BE 39CB60 71E0 assreg 1 308
cap B3l infra privacy shorthdr
listen interval 1
ssid AutonmousVoiceOl
rates 96
46 - F
aironet SEP001BD45845BE load 0 clients 0 hops 0 device 91-0
refresh 0 CW 0-0 flags 40 distance 0
IP 0.0.0.0 0
ccxver 4
221 - 040 96110
wpal mcst tkip ucst tkip keymgmt cckm cap 800
221 - 050F2201F
IP 10.0.211.109 0O
221 - 050F2 2 21E82406406400000F5A72C000204000099 F3540E56CA0O0O0O0OTCF28EO0 4 43 6C 69
65 6E 74 20 30 30 31 62 2E
CF28E004-0 Client 001b.d458.45be - add request
CF28E1BC-0 001b.d458.45be- added, AID 1, mode 91, rates 10000000, age 60, encr 20 status 8 blk 0
CF28E234-0 001b.d458.45be- APSD AC 3 changed
CF28E261-0 001b.d458.45be- APSD AC 2 changed
CF28E4F0 t 11 0 - 1000 075 5845BE 39CB60 39CB60 ES5F0 assrsp 1 219
cap B3l infra privacy shorthdr
status 0
aid C001
rates 96
aironet chtac-1130ANS-5 load 0 clients 0 hops 0 device 89-2700
refresh 0 CW 15-1023 flags 41 distance 0
IP 10.0.109.51 1
ccxver 5
221 - 0 40 96 B 9
221 - 050 F2 211880 3 A4 00 27 A4 0 0 42 43 BC 0 72 32 66 0
221 -050F2221EC340D0O0OD0O0O0O0O00000O000O0O0O0FFFFFFFFO0O0O0OO0O45100451004510000000
000 1B 7E 7F 7F 7E 7TE TE
CF28EF74 t 11 0 - 8802 075 5845BE 39CB60 39CB60 4AB0 g0 175
EAP id 1 req ident 0 "networkid=AutonmousVoice0l,nasid=chtac-wir-ansl2,portid=0"
CF2980C9 r 11 25/ 69- 8801 075 39CB60 5845BE 39CB60 1AEO g4 126
0100 OOOE 0201 OOOE 0161 6E6F 6E79 6D6F 7573 0000 0000 0000 0000
CF29953C t 11 0 - 8802 075 5845BE 39CB60 39CB60 4ACO g0 154
EAP id 2 req teap 2100 0400 104C 4F43 414C 2052 4144 4955 5320 5345 52
CF29D1CC r 11 26/ 68- 8801 075 39CB60 5845BE 39CB60 1AF0 g4 1212
0100 00C8 0202 00C8 2B81 0000 OOBE 1603 0100 B901 0000 B503 0100 64
Nov 23 14:20:19.013: %$DOT11-6-ASSOC: Interface DotllRadioO, Station SEP001BD45845BE 001b.d458.45be Associated KEY MGMT [CCKM]42
AR48 7721 S53FE 24CD CA2F 1622 25A3 B5F2 C865 365E 10C6 913F FC3D 8EAA EBOO B
CF29F75B t 11 0 - 8802 075 5845BE 39CB60 39CB60 4ADO g0 1116
EAP id 3 req teap 8100 0000 5E16 0301 002A 0200 0026 0301 4E6F B2AF 68E6
F58E C015 F744 04D3 A80E DBAO DIA3 0C40 807E 47AE 2B13 AO03A 0530 0000 0500
CF2ASED2 r 11 26/ 66- 8801 075 39CB60 5845BE 39CB60 1B0O g4 169
0100 0039 0203 0039 2B81 0000 002F 1403 0100 0101 1603 0100 246D AEEC
Al1D6 6E94 A721 FO1D 255C 2D50 CDFB 0690 AF73 D58B 1F5A 997A B24F C1AO 7BD9
CF2A7622 t 11 0 - 8802 075 5845BE 39CB60 39CB60 4AEO0 g0 1100
EAP id 4 req teap 8100 0000 4E17 0301 0049 E77E 8C94 8416 80F3 9007 6DCD
BCFA 77B0 FDF9 A095 1F2C 07E4 63C2 BASE ED7F 7235 8C61 7591 2B1B 6CD2 56BB
CF2AB68F r 11 26/ 68- 8801 075 39CB60 5845BE 39CB60 1B10 g4 174
0100 003E 0204 003E 2B01 1703 0100 3300 FDDE 7285 1CF2 8718 6847 97FF
E7DE F049 EOA7 35E9 81CO 833D 2FE2 1D24 CFE8 FO9E9 07BA 5875 C771 D439 2F00
CF2AD3C7 t 11 0 - 8802 075 5845BE 39CB60 39CB60 4AF0 g0 1113
EAP id 5 reqg teap 8100 0000 5B17 0301 0056 13EB CAOB 0DB6 2743 10C3 A9ES8
2586 15F6 9100 2106 6353 88FC 33FE A1DO 1315 A548 5CO9E C6F6 49AE CDD3 B550
CF2BOEBE r 11 26/ 65- 8801 075 39CB60 5845BE 39CB60 1B20 g4 1109
0100 0061 0205 0061 2BO1 1703 0100 5640 D681 9614 8CB5 C522 2F6E B82A
4F7E DI1BC 983E FB26 E111 1845 28DF 0785 10CA 8A3E C867 5E2C BY9AB ABEO 23AE

CF2B2B62 t 11 0 - 8802 075 5845BE 39CB60 39CB60 4B00 g0 154
EAP id 5 success
CF2B2D50 t 11 0 - 8802 075 5845BE 39CB60 39CB60 4B10 g0 1107

EAPOL key desc FE info 89 len 20 replay 0000000000000001
nonce EE1B7996E3AD33AB3816F487B7F6C5682AD1B2241C75B97704539220108024C8
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic 00000000000000000000000000000000
datalen 0 key
CF2B793E r 11 25/ 69- 8801 075 39CB60 5845BE 39CB60 1B30 g4 1133
0103 0079 FEOL 0900 2000 0000 0000 0000 O1CF 18BA 5221 1469 7696 C8E9
10AD B55D 95A8 BDAl 655F 1AEO 4D75 85D0 14EE 46D4 9300 0000 0000 0000 0000
CF2B88B2 t 11 0 - 8802 075 5845BE 39CB60 39CB60 4B20 g0 1133
EAPOL key desc FE info 1C9 len 20 replay 0000000000000002
nonce EE1B7996E3AD33AB3816F487B7F6C5682AD1B2241C75B97704539220108024C8
iv 00000000000000000000000000000000 rsc 0000000000000000
id 0000000000000000 mic 50CF8F159F26CAO09BE30BAA463BC7181
datalen 1A key DD18 0050 F201 0100 0050 F202 0100 0050 F202 0100 0040 9600
2800
CF2BAFB8 r 11 26/ 64- 8801 075 39CB60 5845BE 39CB60 1B40 g4 1107
0103 005F FEO1 0900 2000 0000 0000 0000 O02CF 18BA 5221 1469 7696 C8E9
10AD B55D 95A8 BDAL 655F 1AEO 4D75 85D0 14EE 46D4 9300 0000 0000 0000 0000
CF2BB7AD t 11 0 - 8842 075 5845BE 39CB60 39CB60 4B30 g0 1147
EAPOL key desc FE info 391 len 20 replay 0000000000000003
nonce B187DB3AD35DAFE5711E7DF6COFID8IEI66AD0OC238737CBE8319001339C0CAGF
iv 144B92778D8C34DD1F8032AD2B4182FD rsc 7011000000000000
id 0000000000000000 mic 60618C7CESF7DB16E69CO9ACTCCIFI46
datalen 20 key 9F44 E463 4275 C2B4 EF49 30DC 1080 E71F 6EAE 2F45 9162 557E
ED18 2582 F4FD 35D9
CF2D407C t 11 0 - 8842 075 5845BE 39CB60 39CB60 4B40 g0 1147
EAPOL key desc FE info 391 len 20 replay 0000000000000004



nonce B187DB3AD35DAFES5711E7DF6COF9D89E966AD0C238737CBE8319001339COCAGF
iv 8636715DA3C37A8C18A%E67717414873 rsc 7011000000000000
id 0000000000000000 mic 8B2EEE6CD3C2DADA3D30B710F2FEE324
datalen 20 key 770E 0F74 FB5C 2017 4F88 7844 F67E B115 FE8F FD58 7DDl FD2A

2B50 83A1 0873 8FF4
CF2D61CO r 11
IV 0103005F

26/ 68- 8841 075 39CB60 5845BE 39CB60 1B50 g4 1123
FE03 1100 2000 0000 0000 0000 0400 0000 0000 0000 0000 0000

0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000

CF2D63AF-0 001b.d458.45be-
CF33F3B6-0 novlan
chtac-1130ANS-51#sh

0
dotll asso all

Address : 001b.d458.45be
IP Address : 10.0.211.109
Device Cp-7921

CCX Version 4

State EAP-Assoc

SSID AutonmousVoice0l
VLAN 211

Hops to Infra 1

Clients Associated: 0

Tunnel Address 0.0.0.0

Key Mgmt type CCKM

Current Rate 11.0

Supported Rates 11.0

Voice Rates disabled
Signal Strength -37 dBm
Signal to Noise 58 dB
Power-save On

Apsd DE AC(s) BK BE VI VO

Packets Input 992

Bytes Input 233273
Duplicates Rcvd 0

Decrypt Failed 0

MIC Failed : 0

Packets Redirected: 0

Session timeout 0 seconds
Reauthenticate in never

can forward
D1DDDO

0 0 88627B80 1
Name SEP001BD45845BE
Interface DotllRadio 0
Software Version NONE
Client MFP Off
Parent self
Association Id 1
Repeaters associated: 0
Encryption TKIP
Capability WMM ShortHdr 11lh

Connected for
Activity Timeout
Last Activity

Packets Output
Bytes Output

Data Retries

RTS Retries

MIC Missing :
Redirect Filtered:

Check Receiver DSCP = EF on the CP-7921

18 seconds
60 seconds
0 seconds ago

1157
248417
17

0

0

0

W [@ Ciscn Systerns, Inc.

— PR = -

alraln
ci1sco

OME

Cisco Unified Wireless IP Phone 7921G

Phone DN 1003

SEP001BD4S245BE

Stream St;

NETWORK PROFILES +
USE SETTINGS RTP
TRACE SETTINGS
WAVELINK SETTINGS Domain Name
CERTIFICATES Remots Port
PHONE BOOK + Local Port
Receiver.Joins
[ NETWORK
| "WIRELESS LAN Start Time
I DEVICE Host Mame
| MIRELESS LAN Sender Packets
[ NETWORK Sender Tool
| STREAM 1 Sender Report Time
[ ETREAM 2 Receiver DECP
(Previous, Current)
TRACE LOGS -
BACKUF SETTINGS Receiver Octets
PHONE UPGRADE Receiver Lost
CHAMNGE PASSWORD Packets
SITE SURVEY
DATE & TIME Receiver Reports

PHOMNE RESTART

Voice Quality Matrics
MOS LAk
Min MOS LQK

MOS LQK Yersion
Interval Conceal Ratio

Canceal Seconds

snmplDPDomain

32064
19104
30
13:90:34

SEPO01BD45845BE

237620
G710
19:17:26

EF, EF
39269600
183

987

4.5000
2.0000

0.95
0.00o0

1002

Remote Address 10.0.211.108
Local Address 100211108
SenderJoins 30

Byes 27

Row Status Active
Sender DSCP EF

Sender Octets 40870640
Sender Reports a7

Sender Start Time 13:55:34
Receiver Packets 245487
Receiver Tool G711u
Receiver Jitter 14
Receiver Start Time  13:55:34

Avg MOS LQK 4.2893

Max MOS Lak 45000
Cur_nu\allve Conceal 0.0084

Ratin

Max Conceal Ratio 0.8381
Sewetly Conceal 157

Seconds

ararickt () INNRE N ke Cicra Quetaras Ine

s I@ Cisco Systems, Inc, ] I o B
I
I1sco Cisco Unified Wireless IP Phone
SEP001BD45857CD
Phone DN 1002
ME
TWORK PROFILES + Stream Statistics
B SETTINGS RTP Statisti
AGE SETTINGS
WELINK SETTINGS Domain Mame snmpUDPDomain Remote Addres
RTIFICATES Rerrote Port 19104 Local Address
OMNE BOOK + Local Port 32064 Sender.Joins
Receiver Joins T Byes
ZELESS LAN Start Time 135827 Row Status
Host Mame SEPOD1BD45857C0 Sender DSCP
2ELESS LAN Sender Packets 245620 Sender Octets
Sender Tool GT11u Sender Reports
Sender Report Time 151718 Sender Start Til
Recalver DSCP EF,EF Receiver Packe
iPrevious, Current)
AGE LOGS -
CKUP SETTINGS | Receiver Octets 38001760 Receiver Tool
ONE UPGRADE Receiver Lost
ANGE PASSWORD Fackats 7o Receiver Jitter
E SURVEY
TEaTmME | Receiver Reporis a7 Receiver Start Ti
ONE RESTART Yoice Quality Metrics
MOS Lak 3.8530 Ayg MOS LAk
Min MOS Lak 2.0000 Max MOS LOK
MOS Lok Yersion 085 Cumulative Con
Ratin
Interval Conceal Ratio 0.0333 Max Conceal Ra
Conceal Seconds 2675 Severly Conceal
Seconds
Canwrinht (e 200R-
|E @ Internet | Protected Mode

Done

[ @ Internet| Protected Mode: Off 1



