[image: image1.png][New Remote Access Policy Wizard

Policy Configuration Method
The wizard can creste a typicalpolcy., or you oan oreste a custom poly.

How da you want o set up thi policy?

€ Use the wizard to set up a pical policy fo a common scenario

@ Setup a custom polcy

Type a name that descibes this poly.

Bolicy name:  [yic-adimin

Example: Authenticate all VPN comnections.

Bk ==






[image: image7.png]Fle Edt View Go Capture Analyze Statistics Help

EEgee o8 Re»»FTL EE QQAAFA @YEX B

Fiter: ~ Expression... Clear Apply
No..  Time Source Destination Protocol | Info ld
10.000000  10.1.0.13 RADIUS AcCess-Request(1) (id=11

(5 |

Frame 1 (104 bytes on wire, 104 bytes captured)
Ethernet IT, Src: Cisco_9c:0f:45 (00 f:45), Dst: Vmware_Se:ca:ba (00:0c:29:5e:ca:ba)
Internet Protocol, Src: 10.1.0.13 (10.1.0.13), Dst: 10.20.0.13 (10.20.0.13)
User Datagram Protocol, Src Port: 32770 (32770), Dst Port: radius (1812)
= Radius Protocol
Code: Access-Request (1)
Packet identifier: Oxb (11)
Length: 62
Authenticator: 00000000000000000000000000000000
= Attribute Value Pairs
t=User-Name(1): ias
1=18 t=User-Password(2): Encrypted
t=Service-Type(6): NAS-Prompt-User(7)
t=NAS-IP-Address(4): 10.1.0.13
t=NAs-Identifier(32): c4400
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Introduction

This paper documents how to configure management access using a Microsoft IAS server. It does not cover the configuration part for the controller or configuring the controller as a radius client on the IAS.
Background

The controller sends an access request with a service type of NAS Prompt (7) to the IAS radius server. For access, it expects to receive back not only an access accept but also a service type indicating the level of access.
Configuration
1. Create a new policy using custom policy
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2. Modify the policy conditions to authentication = PAP and Service-Type = NAS Prompt
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NOTE: this assumes you have PAP configured on the controller under Controller->General->Web Radius Authentication. It may be changed to other methods.

NOTE: You should also have a Windows-Groups in the conditions for security reasons. The server will try to match the policy from 1 and continue down.

3. Grant access
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If a connection request matches the speciied condiions:
€ Deny remote access permission

@® Girant remote access pemissior

Bk ==





4. Edit the profile
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Profile
Yo can make changes to the proie for ths polcy.

A profi s a colction of setings applied o connection requests that have been
auihenticated. Ta review or change the default pofle for this poiy, cick Edi Profie.

Edit Profle.
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5. Set the encryption of the incoming radius packet
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DisinCorstants | P | vk
futhenicaton | Eoyptin | Advanced

Selectthe authentication methods you want to alow for tis connection.

I Microsoft Encrypted Authertication version 2 (MS-CHAP v2)
[¥ User can change password fterithas expied.

I Mierosot Enciypted Authentication (MS-CHAP)
[¥ User can change password fterithas expied.

I Encypted authentication [CHAP)

¥ Unencipied authentication (PAF, SPAR}

Unatithentcated access

Alow clrts o cornect wiaut negoltng an auhentcaiion
T nethod.

oK Cancel Apply





6. Select the advanced tab and set the service type to either:

a. Administrative  (Read/Write)

b. NAS Prompt (Read Only)

c. Callback Administrative (lobby ambassador)
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Speciy addtionsl connection atibutes o be retumed 1o the Remote.
Access server.

Attrutes:
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Troubleshooting:

1. Errors will show up in the Event Viewer on Windows under Security.

2. “debug aaa all enable” will show the outcome of the AAA request to the IAS

Appendix A – Radius Packet Sent To the IAS for Management User Authentication
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