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1. IFC®HIC

1.1. KEI[ZDILVT

AETIE, PRAVATLREREHOMELF 2V TATISZATURTHD
ASA5500¢& ., BE$t B TS5 4 R— RCA GléasTHRITLI=V 544 7> FMIRAZE -
iPhone DB 7O 7 74 LZFAL T IPsecEi 1T S IRBEZHEET 512DD
BREGELZBLET,

AEICRBEOARE, BHOBRIBREICETH5BEZHIEL-LOTHY. Hb
WHRRETHOHEZRAET HLDTREHY FEA, BHERZRAV VA TLIE
EQO—FIELTITERWVV=EHET LBV LET,

BUATHHABRRADY 547 2 FMERAZEORE LT oTEYFEY . RAFTRELR
BEIE. SEOBHVAEHLERT TEREICTERC LS,

1.2. REIZH T 3H1B1E

AEIZETEHFIEIX. UTORETHEEREZT>TLET,
» Cisco ASA5505 (Version 8.4(1))
XLk, TASAB500] & LFET
5% 7 (XAdaptive Security Device Manager (ASDM) #FIEL TTWLVET, ASDMD/I—
T3 UIF64A4L)TIToTWET
> JS3 F5A4R—FkCAGléas (IN—2321.7)
XLk, TGléas) LRELFET
> iPhone4 (i0S 4.2.1)
¥LU%. TiPhonel ERBELET
¥IPsecy 54 7 MIIOSEEDLDEFIALET
¥2011FA4RME. P RAVRAT LR TIEIOS 2.X/ 3XDHDEMERER L L > TLVET

LUTFICDOWTIE, RETIEERBZIZLET,

® ASASS00DEXRMGEY T v THE

® GléasTDIAI—HEHRYLY T4 7 FMIRERTEOERRTE

® iPhoneTOXRY FIT—VBREEDERKTE
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1.3. REIZH IR

AETHE., UTOBRTRIAEZT>TLET,

iPhone

ASA5500

gég:r———{ﬁmzwhv—o\

j?'f/\f CA Gléas

Gléds

XEBA o8 —Fy bOERSIF. ERIFWIfiZEF A

1. ASA5500(E4 & —% v FELANDEBRIZHA— /4 ELTHEEL.
IPsecZz#imd %

2. BAMEYISA T MIBEEEDiPhoneE 1ThANIPsectEfEZ1T5 Z&MNTE
%

3. V3472 FIREDRMERICILEEBAELH) X b (CRL) ZFIRAT S

2. ASA5500 (ASDM) DHRE

2.1. EFEBHED A VR—

ASA5500 [ZH—/\iEBAE L, SEFIRTHI9S5A4 7V FMIEBED SR N7 VA
ERDBIL— L RIEEREAVR—FLET,

AFIEFETSRNZHOMNL® Gléas K YH—/\GIBAZEZ 7 714 LK (PKCS#12
TJ74I)) THHYA—KLTHEZEET,

ASDM [za45 4 > L., L& & Y[Configuration] K2 >&#o)vo L, ERIRA 2D
KA=Za2—& Y[Remote Access VPN]Z D ) v, IMNA = a—& Y[Certificate
Management] > [Identity Certificates]ZER L EJ,

ZD%. BRIRA VTAEI ) v Y LET,
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Gonfiguration > Remote Access WPHN > Certificate Management > Identity Certificates

Izsued To Issued By Expiry Date fesociated Trustpoints Usage

Show Details |
Delete |

Export |

Inztall |

FAdd Identity Certificate] V4 > FOMNKRREINEIDT, UTEHRELFET.
Trustpoint Name IZIZEEED &I Z AN

[Import the identity certificate from a file:] % &R

[Decryption Passphrase:] [Z1& PKCS#12 7 7 A ILD/RRAT—KZEA A
[File to Import From:] [Z1& PKCS#12 7 7 4 ILAD/NRE A A

B Add Identity Certificate x|

Trustpoint Mame: |gleas

* Impart the identity certificate fram a file:

Decryption Pazsphraze: |****

File to Import From: |O:¥|§ervercertpl2 Browse... |

" #dd a new identity certificats:

Key Pair: I(Default-RSH-Key) LI Shiowy.. | [ew...

Certificate Subject DM: ION:ciscoasa Select.. |

7 Generate self-siened certificate

™| #ict as ozl certificate autharity and issue dynamic certificates. to TLE=Proxy

Advanced.. |
Add Certificate I Cancel Help |

ANk, [Add Certificate]# 7 ) v I LET, UTDA vE—IARKIINNIEET
TY,

@& Information x|

@ Import PKCS12 operation completed successfully.

Y—/NEAENLUTOL S ITRTENET,

Configuration > Remote Access WPN > Certificate Management > Identity Certificates [

Izzued To Izzued By Expiry Date Azsociated Trustpoints Uzage Add

.. |21:57:45 JST Feb 2. |gleas General Purpo...
Show Details |
Delete |
Export |
Inztall |
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M %E R 5158 X[Show Details] 22 ') v o LET,

Fr-LRRETIL— FMIAZELRABICA VR— SR TLET,
ERIRA > &k Y[CACertificates| #:&IRT S &. 1 iR— b EInfz)L— FEAEDTE
MERDENTEET,

Gonfiguration > Remote Access WPHN > Gertificate Management > GA Certificates (1

Add
Edit |
Show Details |
Request GRL |
Delete |

Azsociated Trustpointz

Expiry Date
d... [00:46:45 JST Jan 7.

Signature

% R 15 &1%[Show Details]Z 2 ') v LET,

N

CDIREET[Edit|Z 2 1 w4 9 % & . TEdit Options for CA Certificate] 7«4 > KoM
A<DUTEREZITVET .
® [Revocation Check]# 7 T. [Check Certificates for revocation]Z#R L. TD

HRw4H M5 CRL % Revocation Methods (%15 EDFERAE) & LTIEE

ER)

@ Edit Options for GA Certificate x|

Revocation Gheck | GRL Retrieval Policy | GRL Retrieval Method | OGSP Rules | Advanced |

Do not check certifisates for revocation

& heck certificates for revocation

Revocation Methods
Specify the methods used for revocation checking and their order. If both methods are selected, the second
method will be used only it the first one returns error

CCSP Add>> GRL flaye g |
<Remove [ave Doy |

[V Gonsider certificate valid if revocation information cannot be retrieved

% [Consider certificate valid if revocation information cannnot be retrieved|ZF T v 9§35 &
CRLEGHICIS—MEC - =H5AETH., (ASRIAERINSEEFT
® [CRL Retrieval Policy]%? 7 T. [Use static URLs configured below][ZF = v ¥ &

At Static Configuration R 4 XIZ CRL 289 % URI #XRELFT
x4

Revocation Gheck ©RL Retrieval Policy I CRL Retrieval Methndl 0OC5P Hulesl F\dvancedl

™ Use GRL Distribution Point fram the certificate

v Use Static URLs configured below

[ Static Gonfiguration

Add
Edit |
Delete |
fove Up: |
Moyve Doy |
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XGléas DIFEMD CRL DEAARA > MILUTDREY EGYFET (hitp DIFE)
http:/Gléas DFRR R LME IP 7 K L X/crlfial.crl

® [Advanced]% 7 T. CRL optons M[Cache refresh time:]IZ CRL D ¥ v 3 1B
MEADLES (TIT4ILETIE60 ),

@ Edit Options for CA Certificate x|

Revocation Check | GRL Retrieval Policy | GRL Retrieval Method | OGSP Rules #dvanced |

CRL options
Specify the certificate revocation list parameters.

Gache Refresh Time: IEU minutes

I¥ Enforce next CRL vadate

QCSP options
Specify the Online Certificate Status Protocol (OGSP) parameters.

Server URL:  httpi/¥ |

I” Disable norce extension

Validation Palicy
Specity the type of client connections that can be validated by this GA.

" 85L  IPSec * 55L and IPSec

Qther Options
¥ Accept certificates issued by this GA

[V Accept certificates issued by the subordinats Gés of thiz GA

G| G | |
¥[Enforce next CRLupdate]lCF = vV #ANS L . AMHARAIZHS CRLAESHEF
VIOLET. FvIENT EFDHREBET- CRL THX v v a2 TLAREETED
BTEDELTHRWET (B4R
¥ [Validation Policy]TI& IPsec NEFENZEDICLTE L BENHY FT ([IPSec]h[SSL
and IPSec])

3%[Other Options] Tl. [Accept certificates issued by this CAl[CF = v I BNADTWNEHE
NHYET

SET#. [OK|Z2 Vv o9 5LEnDERICRYEFT,

Z DIREET[Request CRL]Z Y ') v ¥ ¢ % & (ASA5500 (& CRL ZENBFEE L F T,
WMERFRDAvE—2I2HbBEY . LB A= 21—&K Y[Monitoring]#45 1) v L. E4
A > & Y[Propertied] > [CRL]ZV ) vV T5H5LEMELI- CRLDIFHRERSZ &
NTEET,
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Monitoring > Properties > GRL
GRL

“Wiew or clear the GRLs of all or the selected CA certificates.

Gh Gertificate Ma..

eleasdo=JCOH.. g

Wiew CRL Clear GRL

GRL Info:

CRL Izsusr Mame:
de=JCGH-555dc=C0 M en=JCOH-555 dema Ch
LaztUpdate: 19:10:35 JST Mar 1 2011
MextUpdate: 19:10:35 JST Mar 31 2011
GCached Until: 12:38:37 JST Mar 7 2011
Retrieved from GRL Digtribution Point:
[t I S R BTl
Size (bvtes) 5154
Azzociated Trustpoints: gleas

22. IP7 FLAR FT—ILDYERK

L# A = 21— & Y[Configuration|Z2 ') v o LET,
EBIRAVDRA=Z21—&Y[Remote Access VPN]ZY v o L, INAZa—&KY
[Network (Client) Access] > [Address Assignment] > [Address Pools]Z 2 ') w9 L&
T, BRIRA OTAdA|ZY v I LET,

TAdd IP Pool] V4 ¥ FIARRTENEDT, V34T MIEYHTAHIPT KL
AIERERELOKIEY U v I LET,
@ Add 1P Pool x|

Mame: |poo|—sa mple

Startine [P Address: [10.0.0.1

Ending IP Address: |ID.U.U.ID

Subret Mask: | 255.255.055.0] =l

(]9 I Cancel | Help |

LFERIEIVPNY S A 72 MMt L. 10.0.0.1~10/24%E|Y B TAHHTI,

2.3. IPsec MERSE

T4 —FZ2FBELTEY b7y TEITLET,

A = a—/\—®m[Wizard] > [VPN Wizards] > [IPsec (IKEvl) Remote Access VPN
Wizard...]& 2 )y Lo« Y—FZRBLET,
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0= VPN Wizard o

VPN Wizard IPsec IKEv1 Remote Access Wizard (Step 1 of )

Lise this wizard to configure new new IPsec (IKEV 1) remote access WPN tunnelks. & tunnel
ectabliched by calle fram remote uzers such as telecommuters iz called remaote access tunnel.
Thig wizard creates basic tunnel configurations that you can edit later uzing the ASDM.

VPN Remote Access

Logal Remole
Internat

Enable inbound IPzec sessions to bypass interface access lists. Group policy and per-user
authaorization access lists still apply to the traffic.

<Back | Next> | Finish | cancel | hep |

R—

ggl

E

IPsec IKEvl Remote Access Wizard | T 74 )L FEREDEE[Next > %0 1) vy
(Step 1 of...)

Remote Access Client (Step 2 of...) [Cisco VPN Client, Release 3.X or Higher, or other Easy
VPN Remote product] Z 2R L. [Next>1Z22 ) v ¥

VPN Client Authentication Method and | (1) Authentication Method T [Certificate] Z 2R L .
Tunneling Group Name (Step 3 of...) [Certificate Name] T 2.1 I8 THERK L f= Trustpoint Name
ZEIRYT S

(2) Tunnel Group IZIZYIL—T 4% (FE) %
LREREL. [Next>]2o U vy
KITREL FURILTIL—TED., ZDF FHEk
TOI7ANAICHLAEYET

E

ke

Client Authentication (Step 4 of...) Authenticate using the local user database ZZ#ER L.
[Next>]Z2 1) v s
XKNAML—HFT—2Z2FATDHEEEFAICT AAA
Server Group ZERELTHE. ThEER

User Accounts (Step 5 of ...) 2 —HEREHEHR (Username & Password) #EIL.
[Next>1Z22 U o

X ZTHERLE-21—FIZEHMIC Step 3 TR L 1=
PR TL—TIZEIYEToNET

Address Pool (Step 6 of 11) 22 ETHERLEZ7 FLRAT—ILEEZERL. [Next >]
=YY
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¥[New]Z4YvH L, CCTZRKLRT—)LEEMT

5 LT
Attributes Pushed to Client (Optional) | T 74 JL FEREDEE[Next>]% 0 U v Y
(Step 7 of 11) XY 54T MIEEET S DNS H—/3 - WINS H—/3

D7 FLRAPTIAHILED R AL VREDEREITHEIC
IELCIToTLES L

IKE Policy (Step 8 of 11) TIAINEREDEENext>1E0 ) vy
KEEBIL - A v E—CHA TR -DH Y IL—TDEHR
EIFDEIZELIToTL IS

IPsec Settng (Step 9 of 11) TIHIEBREDEE [Next>]Eo vy
XNAT ISR Ty kb k2R, Perfect Forwarding
Security (PFS)DREIFHEIZHE LIToTLZa

Summary (Step 10 of 11) HENBEZEZHRL. [Finshz2)v9

24. FORILTIL—TDE|Y

L# A = 21 —& Y[Configuration]Z4 ') v LET,
ERIRS VDRKA=—a2—&[Remote Access VPN]ZD 1) w o L, INAZa—& Y
[Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile

Maps] > [Policy]ZBR L £ 7,

AR A > D[Default to Connection Profile:]I2F v 2 DBAA-TWWS I & ZHEEL.

2.3IEDNSep STHREL-EHE IO T 7 M ILEZERIRLET,

Configuration > Remote fAccess WPN > Network (Client) Access > Advanced > IPsec > Certificate to
Gonnection Profile Maps » Policy

Configure the palicy for certificate group matching. The device procezzes the policies in the order lizted below until it
finds a match.

™ Use the certificate OU figld to determine the Gonnection Profile
[ Use the IKE identity to determing the Gonnection Profile

[ Use the peer IP address to determine the Gonnection Profile

J¥ Default to Gannestion Prafile: Ijs3test j

s, UTOEY 9517 MEBEEHALERT0 77 A LOBLBE LT
#TT

[Use the configured rules to match a certificate to a Connection Profile]lcF v L

=B EX., AEAZENRREHICKVER TN I 7/ IILERDD ZENARETT,
EXRA V& Y[Rules]zEBEAL. BRA U TEHZERELET,
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Configuration > Remote ficcess YPN > Metwork (Client) Access > Advanced > IPsec > Certificate to [

Gonnection Profile Maps > Rules

Define rules to map certificates to desired conmection profiles (tunnel eroups). Use the bottom table to confizure
certificate figlds together with their matching criteria for the selected rule.

Certificate to Connection Profile Maps
[ Edit | [ Delete

Map Mame Fule Priority Mapped to Connection Profile

& Add

J53MatchRule

Mapping Criteria
& P.ddl g Editl i | Deletel

Field Ciomponent Operator Walue

Subject Domain Comporent {DC)

LEIFISA4T7 2 FMEBHEDY TP 4 FDC (domainComponent) [Z ljcchy &Ly
SXFINEFNZERICIE, jsdtestE WSEHR TOT7AILIZIRYF T T 56
TY,

[Use the certificate OU field to determine the Connection Profile]ZF = v o L1=35&
X, 2547 FEBAZMOU (organizatioinUnit) EEHETO T 7AILBEET Y
FUULET,

LLET. ASAS500DEREILSET TI . [Apply]ZE & Y v - L TZEHE % running-config
[CEFAATLESLY,

3. GléasDEBERTE
Gléas T. RITEADY 547> MiEBAEZ ST Cisco IPsec &k E (k7O
T74I) & iPhone 24 ViR— T 5-ODEREEARETIEREEHLET,
K TERTEIL., Gléas MM EFICHM CTHRELXRICT>TWSEENHY FT
KR TOT74)LTOH VPN HEHHREIL Gléas TIIA T aveioTHYET, L IEE
HEFBUFETERVEHLECESN

3.1. UA (A—YHAR) BE

GléasMRA (&ixF) IcOJ4 L., BEEESBIY[ERILERZY ) v o LIERIER—
EEmIF#EE L. iPhoneA &L BHUA (BRAR) 29 UvoLET,

B P Gleas Generic UA  Gleas T2+ /)L HBAR
g com  iPhone BAUA
| g cam  iPad LA
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ERDIGEIX. iPhoneAUALEEEBDHDELDEI )Y I LET,

[BABFHEEELM DT, [EAREIMAITUTOERELZITVET,
-[Foro—REHAEFI VY

- [0 20— RaTRERRE(9) DR E

[ oR—bDUREFATBIF VI EZANTIDREZITO &, GléasDUA
MoFyrA—RLTHhL, BELERE () Z8BLELEIC. BRTO D7
ANDEA— FNRAREIZHEYET (TAUR—rAY D BEE) . DA
UR— bV IIZKYEBEDIPhone~DERTOT 74 ILDA VX b—)L %l
BEdIeEMTEET,

T b—sonm-ofi—t T —4  [Gemalto NETA—F x|
™ SERE A TAg- ot -t SR P OiEE |1~b";xr~? -]
W sy o—pasyar T e e W L ] |-

ATy O PETEEIERE 3 [ 1 W =@mmmsTn

75 |

[FREE T /N1 R &) D[iPhone/iPadDERTE]E TA Y B—JL L. [iPhone/iPad AUA % |
A3 312Fzvy LET,
F BT ISAREIR

» iPhone / iPaddERE

I iPhoneiiPad B UAFFIETS

]

BRIOIJ7AMIVERICDELLGLDBEREANTIEENEAINALIOT, UTH
EETVET,

- [iPhone LA 7D FEFAT R EZF vy

- iPhone OS 3% F|AL TWA1—YNNEBEEX[AT A /R T— KTHEHES:
REEFIVY

iPhone OS 3TIEHER 7O 74 ILDA VR b—)LEFIZEEBAZED A > R— LA/
AT—FZERODONFIMN, CTEZFTVITEHILITEY. UANDBT A N
ATJ—FZMATEET,

- [[PhonetER 70 7 7 1 LERFZRE|DEIEEE AN

X[, EAFIEHEERERYES

X[BIBR/SR T — R1&8RET S &, iPhonel—HMBETO T 7 A LEHIRT ZICEBRENTE
BRI — FHRBELRYET (Phone1—HDRBHZICLIERTOT 71 LOKIKRE
BETEEY)
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P iPhone [ iPadDERE

¥ iPhonefiPad B UAFFIFTS

T S e o

W iPhone AL 7ok EEETS W 0420 20— TEIREHiReE
iPhone #6570 771 L2 AHS0E

ERiT A IR

|j§-«f&—I*CAGIeas

SRR com jech-
sss.profile)

I com.jcch-sss.demo-profile

O ILADRE RS
[JCCH-FalF e —2ar VAT LT
siBA

[iPhone AOEB 0271

iR T 2D —F

[IPsec MERFE]ETHEFL. UTREEZITVET,
- [IPsec #E#EAICIE. EFEDEZHMEAS
- [IPsec H—/\RR FAIZIE, HEREEDASASS00DHRR ~E (BLMEIPT FLR)

AN
IPsec (DERE
IPsec 3RS
| IPsecTest
IPsec t—) iR A S
- carm

LZEEHODAADG D=6, [REFEIZVVYILET,
LI ETGléasDERFEIFERTTY,

4. iPhone TOER7OT7 74 I)L - SEBAZDA VX F—)JL

4.1. Gléas D UA DDA X =)L

iPhone® 75 ™4 (Safari) TGléasDUAHY A MZ7HEALET,
OS54 VEENRTRESNEZDT, A—HFIDERRT—FEAALOASTAVLET,
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L] 724 ~—hCA Gléas
[v]

O I Fa1—HnO41 [UA]

OSAVTdE. FOA—HFERAR—CARTINDZDOT, [FovO0—KRz4y T
L. B7O77/4)LDAHo0—RF£RKBLET,
XA VUR—bAOY I EFFZLTWSEEIE. COBANLHDYY FARRBEINET

r JLra
ss1~-rca (G1€87S m
iPhone KEf EADN—

a—YID iphone

A=JL7KLA iphone@jcch-sss.local

JCCH-SSS demo CA

BHAR 2014/03/08 FHyvn—K

A7~

T FA R b CA Glés () 2010 JCCH Security Solutive Systems Co., Lid

Aoo0—RRETT 5L, BEINICTO D 7/ LEEICERT HDT, [1 X b+
—EZYTLES,

BE.[FHZE2YTTHE A VA M—ILENBIAEERER D ENFRETT
DT, BEICIGCHEELTESL,
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srvel | FAZ7ZTIL

754 ~—NCAGI.. |
JOCH - EFalUFq - V..

Hi8A iPhone OB ZIOZ7 71

FE&AD  StartCom Free Certificate
Member (229919-
eNvbxNMg3QwRFYul)

Z={EH 2011/03/08

ME 2EOiIEE
HEADVPNEE

UTD&L 5% I — FEERAZED A VR F—LHEREEABENE T DT [41 VR F—IL]
U LTHITLTLSEZEL,

HKITAVARAM—ILENDIL— FMERERK, BED—XTIEGIéasDIL— FEREEBERAEICK
YET,

%iPhone OS 3MIZBE X, CDHIZY S 7 v MIAZDORENRT— FEERSWIEEAHIR
FTBHDT, UAOJA VIZFIAL/RART—FZAALTL SN

JL—NEEERE
AERAE“JC
s

Frotll [A2ZAR—I

AVAF—LETERICEYETOT, [ETIEF Y TLTLESEL,
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734 <—KCAGI..

JCCH- EFa U s - V..

Zi88 iPhone FAGEERE O 7 7L

F®AD StartCom Free Certificate
Member (229919-
eNvbxNMg3QwRFYul)

#(ZH 2011/03/08
HE 2EOIEE
HEDVPNESE

B >

FTOUAEEICRYFIT DT, (AT 79 RZEE2yTLTUANLGOS 7o RLTKE
AN
LILET, iPhoneTOERTO 7 7A4ILDA VR F—ILIXRTTT,

BE. AVR—tOY I ZEMLTWSEGES. [FoO0—FR|Z4y T LEEAEL
YUEBEDIEEL-BEEZEBLERICUAIZBERY A VT 5L, LTOREY 49
O—KREHEWVWSRKRTEIZEDY  UEDF D O—FRIE—YFRAREE LY T I,
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