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ERRRSNSEREOGRH S Z ZTlE Firepower Management Center Virtual

Appliance %ZI1EIR, Firepower Management Center Software ZiEIRL FMC O tar
71 zBREUVUERT %,

VI7hU 73 ZOREYRLDEREIRT S &

FMCv: VMware install package for ESXi 6.5, 6.7, or 7.0 07-0ct-2021 2510.73 MB A .
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Next % 7 | J \\/ 7 W Cisco_Firepower_Mgmt_Center Virtual_VMware-7.0.1-84-disk1.vmdk

Cisco_Firepower_Mgmt_Center_Virtual _VMware-ESXi-7.0.1-84.mf

W Cisco_Firepower_Mgmt_Center Virtual_VMware-ESXi-7.0.1-84.ovf
e e i Ce o Cisco_Firepower_Mgmt_Center_Virtual_VMware-VI-7.0.1-84.mf
£ W Cisco_Firepower_Mgmt_Center Virtual_VMware-VI-7.0.1-84.ovf

7AILRAICVI EA->TWVWEHDIESEIZFELZN
(DayO config RXERFICHIF)
x [ Cisco_Firepower_Mgmt_Center_Virtual_VMware-ESXi-7.0.1-84.ovf

X __ Cisco_Firepower_Mgmt_Center_Virtual_VMware-7.0.1-84-disk1.vmdk
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FMC @ CLI TOHJERERE

FMC DA YA M—ILAET 95 & CLICOA 7Oy 7T M5,
P7RLRAIEDHCP 547 N TEIEESN%H 192.168.45.45 H
ZDFToNSA. FHAD CLI TEEAJRE,

FMCvO1

etwork HManagement Interface (ethB) S5tatus as of Fri Feb 5 #81:33:87 UTC 26821
anagement IP: 16.71.134.113, HMask: 255.255.2486.8

ress: HH:Bc:29:cb:7a:cf
firepower login:

Login: admin Password: Admin123 TO%' 4 >, EULA DETRDE
ICERFHEIIN AT —REELERSND, UEIO/N—I 3 v [CHXRT, N
AT—RBEDOEGFHIBELULLB>TVWEDTIEE



FMC @ CLI TOHJHRERE

NZAT—REER., ALY M7y THEE S, DHCP ICTEELLE
HO—EB (XY MNRAIPTIANNT—bV1M4F) 2ZDIFFAHT S
C EHARE | o | |

configure IPv4 via DHCP or manually? (dhcp/manual) [dhcpl: manual
inter an IPv4 address for the management interface [168.71.134.113]1: 18.71.132.28

inter an IPv4 netmask for the management interface [255.255.248.81:

inter the IPv4 default gateway for the management interface [18.71.135.2541]:
inter a comma-separated list of DNS servers or ’'none’ [288.67.222.222,288.67.228
.2281: 18.71.132.131

nter a comma-separated list of NTP servers [B.sourcefire.pool.ntp.org, 1.source
fire.pool.ntp.orgl: ntp.esl.cisco.com

ostname: FMCwBA1

IPv4 configured via: manual configuration
anagement interface IPv4 address: 186.71.132.284
anagement interface IPv4 netmask: 255.255.248.8
anagement interface IPv4 gateway: 18.71.135.254

NS servers: 14.71.132.131
TP servers: ntp.esl.cisco.com
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FMC @ Web GUI fJERZE=E

ZEU admin DINAT—RTOJA4>Y9%E WebGUIICTPIVEATES

O G o hitpsy10.71.132.204/ulflogin
Cisco Firopowes Management ( X

@ O G https/10.71.132.204/ddd/#SensorL ist

thal Configure Smart Licensing

cisco

You can configure licensing now or later. To configure licensing now:
o Register device with Cisco Smart Software Manager

F”'e pov\/er 1. Creste or og into your C vocs Marnison scouit
Management
Center

2. In your assigned virtual account, click the “General tab”, click on “New Token"
3. Copy the token and paste it here:

Enable Cisco Success Network

Cisco Success Network enablement provides usage information and statistics to Cisco which
are essential for Cisco to provide technical support. This information also allows Cisco to
improve the product and to make you aware of unused available features so that you can
maximize the value of the product in your network. Check out the sample data that will be

Enable Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced
support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Cisco will peri collect ion and
operational health data from your devices and process that data through our automated

Start 90-day period without




FMC @ Web GUI ¥JHRERE

FMC A4 VA M—JL#EHLS OOBREIZZ M Y AEFEL CTEEEA TIEER
fch, FE5%FFERL., Save 2o Vv oI dBE. TINA XA—E(FXKZE
ﬁ) Emzﬁa“%a

L N ] % Cisco Firepower Management X |

o LR ] 5 Cisco Frepowar Managemant [ X +

€« C @ QO & hitps/10.71.132.204/dddl/#SensorLlst

« C @ O & hitps:10.71.132.204/ddkd/#SensorList o @ =

el Fmepo\..-.'.er !\_".?r_‘_agﬂ‘?m Center  ,iview  Anshsis  Poicis  Deviees  Objecls  AMP  Isligence Deploy O, © & @ adminv

Configure Smart Licensing
—
Deployment History

You can configure licensing now or later. To configure licensing now:
View By: | Group -

Register device with Cisco Smart Software Manager
AN{0)  @Emor(d)  ® Waming (0) Offine (0]  ® Normal (0) Deployment Pending (0) @ Uipgrade (0) Q, Search Device
Col
Name Moded Versl... Chassis Likenves Access Control Policy
Ungrouped (0)

(®) Start 90-day evaluation period without registration.
Please make sure you register with Cisco before the evaluation period ends.
Otherwise you won't be able to make any changes on the device.




FMC @ Web GUI #JHAZRE

admin = User Preferences 5. admin A—H D& A AY —V % RTE

Version6.4 LLEI®D FMC @D

Web GUI ZfEL\ = WMEHRI(IC
2B 5M5 "Classic” & iEIR
WHA RIFEFT U TH S "Lig
e l)=s

alimah, Firepower Management Center . . . . ) ) .
CIsco  Devices / Device Management Qverview Analysis Policies Devices Objects AMP Intelligence Deploy @ @ ¥+ @ admin
S ?
User Preferences
View By: [ Group v | i
Theme “O-Light ICIINY Beta Classic
All (0) @ Error (0) @ Warning (0) Offline (0) ® Normal (0) Deployment Pending (0) @® Upgrade (0) — =3 | :
Log Out
Collapse All
|:| Name F aa ‘N:I C Y- pory o 1Dt
ahaln, Firepower Management Center ) ) - ) .
€1S€o  User | User Preferences | General Overview Analysis Policies De Objects AMP Intelligence
[] Ungrouped (0)
General Home Page Event View Settings Dashboard Settings How-To Settings

Deploy & @ {* @ adminv

;t\—)(

ht”

Ul Theme

| Light

Please provide any Light theme feedback to
fmc-light-theme®@cisco.com

Time Zone (

‘ AsiafTokyo

Current time: 2021-12-17 16:20 JST

Change Password

Change Password
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Deploy @& @ ¢ eadminv

MEICIHU T (SEDIRETIIVNE),
FMC AF|FT % Proxy H—/\%&35

System (RN —7%) = Configuration
Management interface = Proxy [CT
Proxy —/N&R— MBS ZIETE.
Enabled ZF v 27 LT Save 9%

X FMC OTURIBAIE Vol. 4 TEEFE

7E
9

C1sco  User | User Praferences / General Overview Analysis Policies Devices Objects AMP Intelligence
General Home Page Event View Settings Dashboard Settings How-To Settings Configuration ? Logging Monitoring
Users Security Analytics & Logging Audit
Domains _ N Qurelnn
Ul Theme Integration e Firepower Management Center oo Analysis  Policies  Devices Objects AMP el
‘ Light SecureX vInterfaces
Please provide any Light theme feedback to Updates "
fme-light-theme@cisco.com o wnae S
Licenses ~ Routes
IPv4 Routes o 4

10.71.135.254 Iy

ame | FMCvO1

e | 107103203
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https://software.cisco.com/ H
5 ”Software Download” (2T,

Select a Product 7+ A M7 4—JLRT
Firepower Threat Defense¥>NGFW c‘:]\j]
9%, BWRERSINDIERBEOFHNASZC
TIl& Firepower NGFW Virtual % 3i&1R,
Firepovver Threat Defense (FTD) Software

BIRLU FID D tar 774 IILZEE LE
Faﬁ?’é

YI7RD 2 T7NN—IavidFoRETZHD
BRI B &

FMC &EUE4ET OVF & VMDK 7 74
IWEaBATT 701 %EDHS

OVF 774 /)& VMDK 7 7 4 WD&EIR

FoA4TaEE—

n4T5RE DOVF77ANEVMDK 77 A A 272 OVAZBIRLET

X @ Cisco_Firepower_Threat_Defense_Virtual-ESXi-7 0.1-84 ovf

X __ Cisco_Firepower_Threat_Defense_Virtual-7.0.1-84 vmdk
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FTDv @ OVF =704

Management0-0 & Diagnostic € 4

71— REEERY MT—UICES E, T mn —
Gi0-0 | outside R bT—7 (2, GiO-1 |7505700 O el

vV 20/F 774REVMDK 7 74

‘j: inside * v '\ '7—7 (:Fﬁ}%é'@_’% LOER Diagnostic | VM Network =

v 3ZFL=-YOER GigabitEthemet0-0  outside

(ESX| J:GD* w N _7 ‘iﬂzﬁii)%t 3_%))0 A EZatOdT s8> GigabitEthemeto-1

ZFOMDA VI —T x4 R, IREFEET
FELBRVNOTEYRERY NT—7I(CE
hYT%,

F70O04 594 T TWER Core EXTE

inside
GigabitEthernet0-2 VM Network
GigabitEthernet0-3 VM Network

GigabitEthernet0-4 VM Network

GigabitEthernet0-5 VM Network
GigabitEthermnet0-6 VM Network

GigabitEthernet0-7 VM Network

%%UD%T%O 7__‘\4 17 7D t“:/“a:y F7a4 7 4 Core /8 GB - 4Core8GB
7\‘ ‘j: :/ y 0) i i TE l,\o E @]E’\J‘:/\O |7 —_ B | Use this option to deploy an FTDv with 4 vCPUs and 8 GB of memory
F Y DFRERER. T saidh i

aRnic/ -t

2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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?{E%%E’Jb MERINE T 272VyoULTT704 k. EBREzZzAN, CLITA YA ~—Il
K HERR.,

FTDVD1

519cert-tun-init took 4.25 sec
S2Bcert-init
S528cert-init took 1.62 sec
521disahle_estreamer ...
= 5 Manoement0-0: VM Network Diaonostic: VM Network GisabitEthemet " i 521disable_estreamer took B.51 sec

E £ 2 VM GigabtEtheme i 525create_default_des.pl ...
S sk o i 525create_default_des.pl took B.65 sec
53Binit_lights_out_mgmt.pl ...
53Binit_lights_out_mgmt.pl took B.24 sec
533azure-waagent
533azure-waagent took B sec
S4B8install_default_filters.pl ...
S4Binstall_default_filters.pl took B.24 sec
S4linstall_default_app filters.pl ...
S4linstall_default_app_filters.pl took B.2 sec
S43install_default_report_templates.pl ...
= = & i S43install_default_report_templates.pl took B.2 sec
i S44install_analysis_objects.pl

S44install_analysis_objects.pl took B.18 sec
S545install_default_realms.pl ...
S45install_default_realms.pl took B.66 sec
S547install_default_sandbox_ED.pl ...
S547install_default_sandbox_EO.pl took B.62 sec
S5B8install-remediat ion-mModules




FTD @ CLI TOHJHAERE

FIDDAYVAN=ILARTISECLICOVA>T7AOVYT A%,

FTDvO1 : o B

isco Firepower Threat Defense for UMware v7.8.1 (build 84)
irepower login:

Login' admin Password: Admin123 TAY 4 v, EULA OFRRDEICEFI/INZXT—KRZE
XiEE b, UAION—I 3V I[CHXRT, /XX T— hﬁrwx#bﬁb<aarm

édb‘c =
/ ILNO znhancements and other modifications to the Software and backup copies thereof

This agreement, any supplemental license terms and any specific product terms
3t WMM.cisco.com/gossoftwareterns (collectively, the "EULA™) govern Your Use of
the Software.

1. Acceptance of Terms. By Using the Software, You agree to be bound by the
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Pleasze stand by.
For system security, you must change the admin password before configuring this
levice.

Password rmust meet the following criteria:
least 8 characters
least 1 lower case letter
least 1 upper case letter
least 1 digit
least 1 special character such as @#=x—_+1
More than 2 sequentially repeated characters

Not based on a siMple character sequence or a string in passuword cracking dict

Enter new password: _



FTD @ CL| TOFJEAEE

INAT—RZEER, Sty N7y 7ThRES, P ZRLRIEFET7AILET
192.168.45.45 pMFEZIhTWBDT., ThZzZEIT 5,

Manage the device locally [& No & 9% & T FMC BB &K%, Firewall Mode (3% [E]
‘Et FCNJtEBCj é: ?j-ig)o B FrDvo1

ou Must configure at least one of IPvd4 or IPuG.

Do you wWwant to configure I[Puwd? (psm) [ypl:

Do you want to configure IPVE? (prsml) [nl:

onfigure IPv4 via DHCP or manuwally? (dhcp-manuall) [Manuall:
Enter an IPv4 address for the mManagement interface [192.168.45.451: 18.71.132.19

an IPvd netmazk for the Management interface [255.255.255.81: 255.255.248.

the IPuvd default gateway for the management interface [192.168.45.11: 18.7
. 254
a fully gualified hostname for this system [firepowerl: FTDuA1l
a comMa-separated list of DNS servers or 'none’ [288.67.222.222,288.67.228
229 2628:119:35::351: 118.71.132.131
Enter a comma-— separated list of search domains or 'none’ [1:
If your networking information has changed, you wWill need to reconmect.
Interface ethd speed is set to "18BBBbaseT-Full’
For HTTP Proxy configuration, run 'configure network http-proxy’

anage the device locally? (yessno) [yesl: no
onfigure firewall mMode? (routed-transparent) [routedl]:
onfiguring firewall mode




FTD TD FMC L Y X MERTE & Proxy 185

FTD @ CLIASMTOIOYY RZEfEL., FMC ADTINA AZEFZRDEREZITD

B FMC A5 FTD &2 7 /N4 A&ZFKIT BIRIC. CDEHFF— (ZDHFITIF “cisco” ) A
—HLUTWBRESHD

> configure manager add <ip address> <key>

> configure manager add 18.71.132.284 cisco
anager successiully configured.

lease make note of reg_key as this wWill be required while adding Dewvice in FMC.

FTD @ Proxy 8% & CLI TXHed 2WEH D, Proxy U—/NDIP 7KL AER—+&F
BEZEEIT S
> configure network http-proxy

: tp-proxy

Manual proxy confiquration
nter HTTP Proxy address: [BEESRHESSSSE
nter HTTP Proxy Port: 88
ze Proxy Authentication? (ysm) [nl:

onfiguration successfully saved.



FMC T®D FTD FINA R &%
FMC @ GUI ICTU T =Xl

Al Firepower Management Center

Add Device

Host:t
| 10.71.132.194

Display Name:
| FTDvO1 |

Registration Key:*

Group:

[ None v |

Access Control Policy:*

Create new policy i
— . — = ‘.

View By: = Group

Al (0) ®Error (0)  ® Warming (0} Offline (0) ® Normal (0) Deployment Pending (0) ® Upgrade (0) Q, Search Device Add
— -
Collapse All
High Availability
Name Model Version Licenses Access conrol P Stack
Group
Ungrouped (0}

S - Overvie Analysis Policies Devices Objects AMP Intelligence Deplo admin v
€IS€o  Overview | Dashboards [ Dashboard e Vsl el ! I g poy 2 @ 3+ @
— I
‘ Device Management QoS Reporting
Dosira 1l
N
alate. Firepower Management Center . 'L ) . ) ) ,
cBES ) Device Management Overview is olicies Objects AMP Intelligence Deploy & @ &+ @ adminv

Deployment History

Devices = Device Management % &R
Add > Device %i&iR
FID®D IP 7 KL RERTE. BFRF— (SEDHFIT

& “cisco” ZAN, ANRICT—FIETIRAIEINDB)
“Create new Policy” & &R
BlEHE. RDRTA RESE




FMC T® FTD 7

Name:
| Acp-1l

New Policy

Description:

Select Base Policy:
| None

Default Action:
* Block all traffic

Smart Licensing

Note: All virtual FTDs require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.

Until you choose a tier, your FTDv defaults to the FTDv50 selection.

INA REER

N

';',';"";‘ .F_'_repo‘?:,er,'}'!?ﬂ“i_g,e"??m Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy & @ 1+ @ adminv

Deployment History
View By: | Group

A1) ®Emoc(d)  ® Waming (0} Offine (0)  ® Noemal (1) Deployment Pending (1)~ ® Upgrade (0) @ Snoet 3 (1) Q_ Search Device | nsa ~ |
Collapse All
Name Modsl Version  Chassis License: Access Controd Pol
~ Ungrouped (1) @
10,71 -‘z- 194 . Ll hrios 0 & Base, Thieat (2 mare. ) p

Z D FTD 7/\1 RIZ@EAT % Access Control Policy % ##RIC
BT B7-HDEFZIEE. M/INFA-FBERARATET 7+
ILRTRW

Performance Tier (only for FTDv 7.0 and above):
[ FTDV10 - Tiered (Core 4 / 8 GB)

Malware
Threat
URL Filtering

Advanced
Unigue NAT ID:+

I

Transfer Packets

®
@

(o]

“Save” ZiEIR

FTDV QY A IV T %RE (Ver 7.0 Hh S DETRERE)

CDFID FNNA RATHAT 271 Y R%2BE. SHEIFTA
TICFTvY

Register Zi&RL. FTD F/INA A &§F & E1T
FRO&LSIChENIEE, FINA RDOEFT T (FrERR:H559)

BLET, 1YAM=JL £ FTD % FMC TEIE I 2= DVHAEREIITT

LIFEDEREIZT AT FMC OE@EH S EHE (F5 2R <)

% FTD O E#AKIE Vol. 4 TEHRFE



FTD - FMC D ; > X)L (sftunnel) AAsRNE WSS

c BHEF—RFELWTIN BEASILTHAEL LD

- BEVDREEEN S Ping [FFROEITH? RISBZVIZEF P 7 KL AOHERPE
B E DR OMERR., Tcld Mgmt IR— MCIELKEHRESNTHHIT—TILD
ERHULTHAELELD

. K— FEEAOBERSIRS N TENTTA? Ping ERAT E kv RILAER
BRWESEEF MRV ZD IO DIR— M FEADBENFIRS N TSAlEEHED
HBDT, BERLOEBRTHRINTWEWSAFIVvILTHELLD
. sftunnel @77 #JL h7R— (& 78305”
- RTINS, BEEIT D EHAEE
- FTD > "configure network manage-port [port#]”

- FMC > “Configure > Management Interfaces > Shared Settings” B2 F CZEEAJgE, =72 L FMC
TODZEIR>TRTOD FID ICHET S-DFEHNNE
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FMC, FTD(FPR4k,9k) DA Y A k=LA 5T /A X
ZIFFETOR

AR TE DIEFF

OVF ®F 704 (FMCv DIEE)
@) rrevell vanagement Center CLI T OB

Web GUI TDHIEAZETE

FXOS % CLI THIHIsRTE
. FXOS 7y 72U L—R x
. Firewall Threat Defense FIDAYAR=)lL x
FMC NDEFRF— DT

X FXOS, FTD @A A—J [FBAKICY v — Y AICEIMEh TE D, FTD
DA YVAR—ILIEHATY A, FXOS DA FTIDN—Ia v ZZEEL
BRCEBEICINU CEERR - 7y 7 L—RHBUETT,

Jor its affiliates. All rights reserved. Cisco Public
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@8DMETE SFP+ 7R— k
®SSD1 (WhZE)
®SSD2 (MSP H)
@EE LED
®0O4s—% LED
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OESANES/E DEEII)
DY NT—UFY 21—l

—— BBERXY NT—7

¥ GUI (FCM) A7 7 2R ICFIAE N3

AN
/ / _}L—E https://www.cisco.com/c/en/us/td/docs/security/firepower/41x5/hw/guide/install-41x5.html

https://www.cisco.com/c/en/us/td/docs/security/firepower/4100/hw/quide/b_install_guide 4100.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/41x5/hw/gquide/install-41x5.htmll
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/4100/hw/guide/b_install_guide_4100.html

1d/or its affiliates. All rights reserved. Cisco Public
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https://www.cisco.com/c/ja_jp/td/docs/security/firepower/4100/hw/guide/b_install_guide_4100/overview.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/4100/hw/guide/b_install_guide_4100.html
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FXOS % CL| THJERER=E

---- Basic System Configuration Dialog ----

FPR4100/9300 3@
F7A)I N I—HYE/IXAT—K : admin/cisco123

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Switch Fabric=A
System Name=FPR41 45
Enforced Strong Password=yes
Supervisor Mgmt IP Address=10.71.132.193
Supervisor Mgmt IP Netmask=255.255.248.0
Default Gateway=10.71.135.254
SSH Mgmt Access Configured=yes
SSH Mgmt Access IP Address=0.0.0.0
SSH Mgmt Access IPv4 Netmask=0.0.0.0
HTTPS Mgmt Access Configured=yes
HTTPS Mgmt Access IP Address=0.0.0.0
HTTPS Mgmt Access IPv4 Netmask=0.0.0.0

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

Configuration file - Ok




[£&]) FXOS 7y oL —R

FTID Z2/N\—=2 37 v 735551, EDTTHTLS FXOS D/
—U 3V EDEBRENDERICSH, T EEBEEHA REFzvd (
TEEHA R D table2)

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html

1VAM=ILEaNT L\% FXOS K=Y 3 U HRAT S FID IKN—=T 3
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BifaED % > THERRIICIE

e "recommended” D& & #EEZ,
i e ERDHFITLS & "Firepowerd112”
TFTD 7.1.0 2@ MER

v g g FX0S2.11(1.154) WIEDIN— 3

: T e v &fER.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html

[£&]) FXOS 7y oL —R

[FIE]
1. Tfxos-k9.{fxos version}.SPAl % cisco.com 645 v O— K
2. FPR4K/FPROkK NFXOS A A=Y= 7w 70O—R
3. FXOSD7wv7JL—RK



[£&]) FXOS 7y oL —R

[FXOS /A A=Y D5 o >aO—NK]
https://software.cisco.com/ h 5 ”Software Download” ICEL,

Select a Product @ 7% A b7 4 —JL KT Firepower 4100 or Firepower 9300 & A 7]
T5, IERRRSNDBREOGH,N S I TIEEBAULEREZIER, Firepower
Extensible Operating System Z3&EIRL FXOS @ SPA 7 7 )L ZEVE UEKR I 5.

VI 7 3EBRESA RICHZBURLDOEZERT D &,

FX-0OS image for Firepower 31-Aug-2021  1015.60 MB + .
fx0s-k9.2.10.1.166.5PA
Advisories [



[&%] FXOS 7w 747 L —RK (CLI)
FPR4K/FPROk N FXOS A A=Y= 7w 70O—RK (3/\F7—)
1. USB KR4 7% {EH

>  Firepower-chassis # scope firmware
»  Firepower-chassis /firmware # download image usbA:/image_name

2. FTP, SCP, SFTP, TFTP & fHF

»  Firepower-chassis # scope firmware

>  Firepower-chassis # download image tftp/ftp/scp/sftp://path to the image,
including the server root /image name

Bil:

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image 10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA
Firepower-chassis /firmware # show download-tas\&Ixos-k9-fprok-firmware.1.0.10.SPA detail

FP4K-A /firmware # download image
ftp: Location of the image file
scp: Location of the image file
sftp: Location of the image file

tftp: Location of the image file

usbA: Location of the image file
usbB: Location of the image file



[&&]) FXOS 7 v 75—

A7 vO— RIKROMEERAE (show download-task detail)

FPR4145 /firmware # show download-task detail

Download task:
File Name: fx0s-k9.2.10.1.166.SPA
Protocol: Tftp
Server: 10.48.35.1
Port: O
Userid:
Path: /maizumi
Downloaded Image Size (KB): 682786
Time stamp: 2022-02-25T05:04:08.707
State: Downloading
Status: Downloading the image
Transfer Rate (KB/s): 3483.602051
Current Task: downloading image or file fxo0s-k9.2.10.1.166.SPA

- Y O—KRETEDIREE (show download-task)

FPR4145 /firmware # show download-task

Download task:

File Name Protocol Server Port Userid State

fx0s-k9.2.10.1.166.SPA
Tftp  10.48.35.1 Downloaded




[£E]) FXOS 7v 75—k
DL UTeINw o —3 (A A=) #HEFEL. "scope” T “auto-install” [C#&IL. 1 VA M=)l

FPR4145 /firmware #
Version

fx0s-k9.2.10.1.166.SPA 2.10(1.166)

fx0s-k9.2.8.1.143.SPA 2.8(1.143)

FPR4145 [firmware #

FPR4145 [firmware/auto-install #

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
Do you want to proceed? (yes/no):

”scope firmware” T system ICFZEIL TH S show firmware monitor T7 v 74 L — RIKRDOREEE

FPR4145 [system #

FPRM:
Package-Vers: 2.10(1.166)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.6(1.224)
Upgrade-Status: Upgrading

Chassis 1:
Server 1:
Package-Vers: 2.6(1.224)
Upgrade-Status: Ready




[&#&]) FXOS 7y 7oL —FK (GUI
FPR4k/FPROk N FXOSA A—YZ7y 70—K (3/\F7—)
3. GUI(FCM) &= {&H

= s Crenen | FOM AT A Y > VAT A > B

rsion: 2.10(1.166)

VGOl Tools Help admin

Network Module 1 Configuration ~ Licensing ~ Updates  User Management
R é

4 | Jpload Image 7%

sesare. A A—YEBRLTP v 70— K

Browse... | fxos-k9.2.10.1.166.5PA

Brouse... &(’ PV,
Upload Cancel

j) x0s-k9.2.10.1.166.5PA 7w JO—R
\‘) Successfully Uploaded =
J'ET

AA=ID7y7O0—RZ7)v Y

OK




[&E] FXOS 7y 7o L—K (GUI)

FXOS 7w 790 L—RK (Y RATFTA>FEH)

Overview Interfaces Logical Devices Security Engine Platform Settings System [RGIERNCTIET T

Configuration Licensing Updates User Management

7yvTIL—=Rkr74aY
Available Updates (@ Refresn| | uplosdimege |[2.10.0166 | 27UV Y

Image Name Type Version Status Build Date Image Integrity
fxos-k9.2.10.1.166.... platform-bundle 2.10{1.166) Mot-Installed 08/06/2021 J\Feriﬁed _ Wed 22 Dec 202 “

Update Bundle Image

9 ) Please ensure Application
\-q) configuration is saved.All existing

sessions will be terminated and FCM will
not be accessible during the process.It
may take several minutes.Chassis will

reboot after upgrade, please re-login to YeS % i;;E,j:R
FCM after upgfrade completes. | %@?ﬁ(i/\‘y 7 73 '7 y I\ ijtxb‘%ﬁﬁén\
PRENGTen i;éﬁ’éi;fﬁfw BEHICHEE, EED/N—JYa v TUIEEN>TL S

Yes No




[£%] FXOS I\—Y gV el

Firepower-chassist#
Firepower-chassis # scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.101.99)
Running-Sys-Vers: 5.0(3)N2(4.101.99)
Package-Vers: 2.10(1.166)
Startup-Kern-Vers: 5.0(3)N2(4.101.99)
Startup-Sys-Vers: 5.0(3)N2(4.101.99)
Act-Kern-Status: Ready
Act-Sys-Status: Ready

Bootloader-Vers:

Lm

P OfEEOY Y K(CLI

Firepower-chassis#

Firepower-chassis # scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show
Fabric Interconnect:

ID OOBIP Addr OOB Gateway OOB Netmask 0OOB
IPv6 Address OOB IPv6 Gateway Prefix Operability Ingress
VLAN Group Entry Count (Current/Max) Switch Forwarding Path
Entry Count (Current/Max)

A 10.10.10.1 10.10.10.254 255.255.255.0
. 64  Operable 0/500 0/
1021



FTID A X—2 77y 70—k (GUI

- GUI DIBR., FIDA A= D7y 70— RKAZEIE FXOS EE UFIETREE
System > Updates > Upload Image
| Overview Interfaces Logical Devices _Security Engine Platform Settings —______ [CLl 1

Configuration Licensing Updates

Available Updates | & Refresh | | Upload Image

Image Name Type Version Status Build Date Image Integrity

fxos-k9.2.10.1.166.5PA platform-bundle 2.10(1.166) Installed 08/06/2021 \‘/Veriﬂed - Fri 25 Feb 2022, 05... @ lu ]
fx0s-k9.2.6.1.224.5PA  platform-bundle 2.6(1.224) Not-Installed 02/17/2021 \ierified - Fri 18 Feb 2022, 03.. %% ©@ [
fxos-k9.2.8.1.143.5PA platform-bundle 2.8(1.143) Not-Installed 12/12/2020 \‘/Veriﬂed - Fri 18 Feb 2022, 03.. 'C* @ @
cisco-asa.9.12.4.130.csp asa 9.12.4.130 MNot-Installed 04/07/2021 @ @
cisco-asa.9.12.4.13.c5p asa 0.12.4.13 MNot-Installed 03/24/2021 @ ]
cisco-ftd.7.0.1.84.csp ftd 7.0.1.84 Not-Installed 10/05/2021 Verified - Fri 25 Feb 2022, 06:0... @ @



[£ZE) FIDAA—YD7y70O—K (CLI)

7y 7O—ROTYV R, BERIOTYRIEFXOS &=, BEIEL D

FPR4145#

FPR4145 /ssa #

FPR4145 /ssa/app-software #
FPR4145 /ssa/app-software #

Downloads for Application Software:
File Name: cisco-ftd.7.0.1.84.SPA.csp
Protocol: Tftp
Server: 10.71.136.1
Port: O
Userid:
Path: /maizumi
Downloaded Image Size (KB): 89169
Time stamp: 2022-02-25T06:03:19.193
State: Downloading
Status: Downloading the image
Transfer Rate (KB/s): 3429.576904
Current Task: downloading image cisco-ftd.7.0.1.84.SPA.csp

“show download-task fsm status expand” Tl % S A BE



FTD € Y A =)L /| FMC ANDZE$FF—DRTE (GUI)
- FCM (Firepower Chassis Manager) I GUl TOY A >~

Logical Devices =42 1) w4

Overview QUICHERCEN Logical Devices JEl=viglatl St T RN S Elaielgy W=t iy T E

FPR4145 10.71.132.193

Model:  Cisco Firepower 4145 Security Appliance Version: 2.10(1.166) Operational State: Power-problem

‘ Network Module 1 Network Module 2

- = D) sasmss

@ Power 1 - Unknown B | | @ rower2- Running » |g”g”g”g| ‘QHQHQ‘
2 4 6 8 2 < 3

FAULTS INTERFACES INSTANCES LICENSE INVENTO{
“« ”
o(0) 1(1) 20 0 [V} 0 Smart Agant 1(1 Add 75: 9 U v 9
@ CRITICAL &, MAJOR @ pown @ v @ pown @ v @ UNREGISTERED | £ Securit

| Select All Faults || Cancel Selected Faults | | Acknowledge |

Overview Interfaces PEEIIGEINANTESE Security Engine Platform Settings System Toals

& Refresh | @ Add -

Logical Device List (0 instances) 100% (86 of 86) Cores Available

Mo logical devices available. Click on Add Device to add a new logical device.




FID A YA M=)l | FMC ANDZ$FF—DLFE (GUI)
| Devicotypes | msnceType |Deseripon |

Native FPR4k, 9k @ EIC1E®D FTD O & %= HEEE

Standalone
Container FPR4k, 9k M _EIC#EEd FTD Z#EEE (Multi-instance)
Native FPR4k, 9k @_EIC1&8® Cluster F§ FTD Z 1
Cluster

Container FPR4k, 9k ® _EIC#EE D Cluster B FTD Z#EE (Multi-instance)

Create New Cluster

Join Existing Cluster
|
'l

System Tools Help ad Add Standalone EA|ES
Add Cluster I ?lx
Device Name: FTDO1
1 want to: [CreaneNewCluster =7 l | & Refresh | @ Add '|
Device Name: . Standalons > Template: Cisco Firepower Threat Defense b
Templata: Cisoo Threat o = < Ch o Image Version: 7.0.1.84 &
Image Version: 7.0.1.84 Ea DT DT I Nokve vl
- 1
Instance Type: | Native ~ | | [ ok || cancel |
1
I oK Cancel |
1
I -
. ) Pul Native
( B bd.  Cisco Public
Native i Container

Container




FID A VA M—IL | FMC NDEFKF—D

KAE R Tl Standalone+Native TOEREICD LTS,

FID D7 —4%BERHA VY 71 —R%

7w ULTER

Overview Interfaces QIGLILETRNTLEN Security Engine Platform Settings

System Tools Help admin

=

FTD - 7.0.1.84

Click to configure

Provisioning - FTDO1
| Cisco Firep: Threat D | 7.0.1.84
Data Ports s
Ethernetl/2
Ethernet1/3
Ethernetl/4 =\|
Ethernetl/2 “ Ir
Ethernet1/5 _—
Ethernet1/6 Etherner1/3 [ |
Ethernet1/7 —
Ethernetl/4 “ Ir
Ethernet1/8 —
Ethernetz/1 (o] Ethernetl/s “ H
= Ethernetl/6 “ H
Ethernet1/7 “ }I
Application Version Profile
= Fmo 7.0.1.84
Interface Name Type
[l ethernets/2 data
[ etherneta/s data
[ ethernet/a data

Management Port  Status

Save

FTD D8R

Cew | IV T BLE

)

ax AE

RXAE (GUI)

B [ [ TR 3



FID AV AM=)L/FMC "NDZrF—0D:E

Cisco Firepower

efense - Bootstrap Configuration

?

Mgmt V&% 7 x—R
PRLRZAT

Mgmt 77 R L R
*y IRy

General Information ings  Agreement
Interface Information
Management Interface:  Ethernetl/1 v| <
Address Type: 1Pv4 anty v| <
1P anly
1Pv4 and IPv6
Management IP: 10.71.132.231 <
MNetwork Mask: 255.255.248.0 <
Network Gateway: 10.71.135.254 :

T7AIWKT—broxA

22 Cisco and/or its affiliates. All rights rese

ed

Cisco Public

Cisco Firepower Threat Defq

General Information  Settings

E (GUI)

3FDM (Firepower Device
Manager) = FTD Z0—AJL&HE

FDM

Management type of application instance FMC

Search domains:

Firewall Mode:

DNS Servers:

Fully Qualified Hostname:
Password:

Confirm Password:
Registration Key:
Cenfirm Registration Key:

Firepawer Management Center [P:

Firepower Management Center NAT ID:

Eventing Interface:

cisco.com

Transparent
Routed
10.71.13203

ftd01.cisco.com
........
-------

-------

oK

— EEAR (FDM or FMC)
—— RERER AV

Firewall F— K (Transparent or Routed)
—— DNS - —/X

—— FID O A4 YIXRAT—R

—— FTD O% 4 VXA T — K (FESR)
—— BiRF—

—— iR+ — (M%)

—— FMC OEER IP

—— FMC NAT ID

—— ARV NERSA VYT =D
ohnlE




FIDAYAR—=)L/FMC ANDZiFxX—0DEF (GUI

EULA (X9 B [EE
Frwvy

Cisco Firepower Threat Defense - Bootstr uration ?

General Information  Settings ~ Agreement

End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
{"Cisco") and governs your Use of Cisco Software. "You" and "Your" means
the individual or legal entity licensing the Software under this EULA. "Use” or
“Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any
Upgrades made available to You by an Approved Source and licensed to You
by Cisco. "Documentation"” is the Cisco user or technical manuals, training
materials, specifications or other documentation applicable to the Software
and made available to You by an Approved Source. "Approved Source”
means (i} Cisco or (i) the Cisco authorized reseller, distributor or systems
integrator from whom you acquired the Software. "Entitlement"' means the
license detail; including license metric, duration, and quantity provided in a
product ID (PID) published on Cisco's price list, claim certificate or right to use
notification. "Upgrades" means all updates, upgrades, bug fixes, error
corrections, enhancements and other modifications to the Software and
backup copies thereof.

This agreement, any supplemental license terms and any specific product
terms at www.cisco.com/go/softwareterms (collectively, the "EULA") govern
Your Use of the Software.

1. Acceptance of Terms. By Using the Software, You agree to be bound
1 understand and accept the agreement

| QK ) ancel

REICOK =20 Vv



FIDA YA R—IL [ FMC AND

Overview Interfaces Logical Devices Security Engine Platform Settings

fi:\: @nZE GUI

System Tools Help

Provisioning - FTDO1

Standalone | Cisco Firepower Threat Defense | 7.0.1.84

Data Ports

Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8

Ethernet2/1

)

Decorators

=]

Application Version

FTD

7.0.1.84

Interface Name
@] Ethernetl/2
@] Ethernetl/3
@] Ethernetl/4

Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/6
Ethernetl/5
Ethernetl/8

Ethernetl/7

Resource Profile

Management IP Gateway Management Port
10.71.132.231 10.71.135.254 Ethernet1/1

Type

data

data

data

&=

FTD - 7.0.1.84
Ethernet1/1
Click to conflgure

Status



FID A YA M=)l | FMC ANDZ$FF—DLFE (GUI)

LiE5S < BRID R > T ’Status” A "Online ICHBNIEFTID DA VA M—=ILET,

Overview Interfaces QELILE]RPAUTLELR Security Engine  Platform Settings System Tools Help admin
¢ Refresh | | (@ Add
Logical Device List ( tance) 0% ( )
FlDOi  standalone tatu

HElE “FMC TD FTD FINA A& OR—I nSE(C
FMC BIT FTD F/X\4 ADEEREEZITAIERY O—FDEREIAIGEL 18 S,

XFTD 04 Y A M—J)LiZ CLI THAEBEFEH. H R DEMIRI-DARER TILE?

Rl



1-4. (Option) FPR1000/2100
) — X DYIEARRTE

*FTD %Z FPR1000/2100 ¥V — X TERE Y 2HZEDESEFHR



FMC, FTD A Y A =L 5T /\A AEHFEIXTD

AR TE DIEFF

OVF ®F 704 (FMCv DIEE)

CLI TOHJHAERTE
Web GUI TDHIEAZETE

(D FXOS % CLI THJHARE
_ @ FXOS/FTID A4 YA BM—Ib %
.Flrewall Threat Defense @ FMC ADZERF—DRE

X FXOS, FTD DA A—VEBARICY v — YA TS D,
F7= FPR1k, 2k DB FXOS & FTD AS1 DDA A—J &> T
WB7HBEMEDLRELEARETY ., £/ FPRAK, 9k &ELW FTD @
AVAN—ILLERMICIEINESD FHEA,

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/1010/hw/guide/hw-install-1010.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/1100/hw/quide/hw-install-1100.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/hw/guide/b_install _guide 2100.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/hw/guide/b_install_guide_2100.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/2100/hw/guide/b_install_guide_2100.html
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Firepower1000, 2100 ¥ U —XDigH. FFERFISERUZFTD DA A
— IV AM=ILENTRETFTICES

firepower login:

Password: FPR1000/2100 &&

S[uc]cessful login attempts for user ‘admin’ : 1 7——“7 )L b l—ﬂ;‘%//\"x 7 — K : admin/Admin123

Hello admin. You must Change your passvvord. Enter https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/fp1100/firepower-1100-gsg/ftd-fme.html

new password: 7 o

Confirm new password: 1ttps://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/ftd-fmc-remote.htm

Your password was updated successfully.
firepower#

firepower#

>

H LU lconnectftd] AV Y R&EIToTIZT—HR->TLK BEE. AHLL
SOERTFIDAMYAM=ILENTWRWIREL LRS-, FID D
141V AN=IL1EEINE


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/ftd-fmc-remote.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp1100/firepower-1100-gsg/ftd-fmc.html
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B rommon T A—J %45 vO—K (tftp boot)

for2130(local-mgmt
autoboot: All boot attempts have failed, will retry three times !

)
for2130(local-mgmt)
for2130(local-mgmt) i N )

) autoboot: retry count: 4 is over the limit, system will stop autoboot
)#

#

#

#

for2130(local-mgmt)#

for2130(local-mgmt

All configuration and bootable images will be lost.

Do you still want to format? (yes/no):

100+0 records in

100+0 records out

51200 bytes (51 kB, 50 KiB) copied, 0.00174817 s, 29.3 MB/s
4+0 records in

4+0 records out

2048 bytes (2.0 kB, 2.0 KiB) copied, 4.531e-05 s, 45.2 MB/s
100+0 records in

100+0 records out

51200 bytes (51 kB, 50 KiB) copied, 0.00272699 s, 18.8 MB/s

rommon 1 >

rommon 2 >

rommon 3 >

rommon 4 >

rommon 5 >

rommon 6 >
ADDRESS=10.10.10.2
NETMASK=255.255.255.0
GATEWAY=10.10.10.254
SERVER=2.2.2.2
IMAGE=cisco-ftd-fp2k.7.0.1-84.SPA
CONFIG=

Broadcast message from root@fpr2130 (Thu Jan 20 07:53:33 2022):
PS1="rommon ! >

All shells being terminated due to system /sbin/reboot
Broadcast message from root@fpr2130 (Thu Jan 20 07:53:34 2022):

rommon 7 >
rommon 8 >
Enable boot bundle: tftp_reqgsize = 268435456
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link up
Receiving cisco-ftd-fp2k.7.0.1-84.SPA from

File reception completed.

Boot buffer bigbuf=7e13e3d8

Boot image size = 190962368 (0xb61dacO) bytes

[image size] 190962368

[MD5 signature]  4d087b0c53c25ff7b45b0e0e367fc348




[£#] FPR1000, 2100 YU —X7#—<wv bk
~FXOS A4 Y2 =)L

HiEggg, 74 0o LFyov)lcOd414>v L. PNV EE

firepower-2130 login:

Password:

Successful login attempts for user ‘admin’ : 1
Hello admin. You must change your password.
Enter new password:

Confirm new password:
Your password was updated successfully.

firepower-2130#

T7A4—I v bhUIEOTINYT— (FTID D4 A—) IFTEEL R

firepower-2130#

firepower-2130 /firmware #
firepower-2130 /firmware #



[£#] FPR1000, 2100 Y —=X:T#—< v k
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rommon TERE L= IP II—RNEARD-. EEED FXOS TlE
EEIPIET7AILND 7192.168.45.45” BE/RESINTHED. HEICIHULTE

firepower-2130#
firepower-2130 /fabric-interconnect #

Fire Power:
ID OOBIP Addr OOB Netmask OOB Gateway OOB IPv6 Address Prefix OOB IPv6 Gateway Operability

A 192.168.45.45 255.255.255.0 0.0.0.0 " " Operable

firepower-2130 /fabric-interconnect #
firepower-2130 /fabric-interconnect™ #

il
Xa

filt
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firepower-2130 /firmware #
Please use the command 'show download-task' or 'show download-task detail' to check download progress.
% Download-task cisco-ftd-fp2k.7.0.1-84.SPA : transferring 57019 KB |

firepower-2130 /firmware #
firepower-2130 /firmware #
Download task:
File Name: cisco-ftd-fp2k.7.0.1-84.SPA
Protocol: Tftp
Server: 10.71.136.1
Port: 0
Userid:
Path:
Downloaded Image Size (KB): 99780
Time stamp: 2022-01-20T08:16:14.145
State: Downloading
Status: Downloading the image
Transfer Rate (KB/s): 4338.260742
Current Task: downloading image cisco-ftd-fp2k.7.0.1-84.SPA from 10.71.136.1
(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)
% Download-task cisco-ftd-fp2k.7.0.1-84.SPA : completed successfully.

firepower-2130 /firmware #
firepower-2130 /firmware #
Package-Vers

cisco-ftd-fp2k.7.0.1-84.SPA
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firepower#
firepower /firmware #

Package-Vers

cisco-ftd-fp2k.7.0.1-84.SPA

INyT—I%BEULTCFIDEAYVAN=I]L (A VA —)Lt&. BEINICEIREH)

firepower /firmware #
firepower /firmware/auto-install #

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 7.0.1-84, it will do the following:
- upgrade to the new platform version 2.10.1.175
- install with CSP ftd version 7.0.1.84

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):

This operation upgrades firmware and software on Security Platformm Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults
(2) Initiate a configuration backup
Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,
and the default configuration applied.
Do you want to proceed? (yes/no):
Triggered the install of software package version 7.0.1-84
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firepower# connect ftd
You must accept the EULA to continue.
Press <ENTER> to display the EULA:

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [10.71.134.51]:

Enter an IPv4 netmask for the management interface [255.255.248.0]:

Enter the IPv4 default gateway for the management interface [data-interfaces]:

Enter a fully qualified hostname for this system [firepower]:

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' [J:

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222 208.67.220.220 2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as fpr2130

Setting static IPv4: 10.71.132.192 netmask: 255.255.248.0 gateway: data on managementO
Updating routing tables, please wait...

Manage the device locally? (yes/no) [yes]:

Not managing the device locally with a data-interface gateway will only allow
access through the management port. Do you want to continue? (yes/no):
DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:

Configuring firewall mode ...

> configure manager add [FMCDRZX b & | FMCOIPY K L R] [Z§fF— ]
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Time Synchronization - 1

ies | Devices I Objects AMP Intelligence

Device Management
Device Upgrade
NAT

+H VPN
Site To Site

Remote Access

Lwisp)

Platform Settings

llllllllll g \
Certificates

1.

FTD DOFZIEEADERTE
XAFIEETIE FMC & [EHA

Devices X Z 2 —H'5 Platform Settings %
AR
KRS NI-EME T Threat Defense Setting

pplicat| Dynamic Access Policy Hlient A
Troubleshooting PO | | Cy % 7 IJ ‘y 7
1
Object Management
New Policy
Platform Settings Device Type Status

There are no policies created. Add a new Firepower Settings Policy for) Threat Defense Settings Policy




Time Synchronization - 2

(°]

Name:

Description:

. Name HBICEBDORY V—& %= AN (A

FTD-Policy & UTAN)

. Available Devices 5T 5 FTD % &R

L. Add to Policy Z#27Jw &

. Save U7 Uwy



Time Synchronization - 3

FTD-Policy
Enter Description

war 9300 and Firepower 4100 platforms. Please u

6. Time Synchronization #2 U w2
XT 7 A JL M IE Via NTP from Management Center (2% > TL\V5,
SEIOFIEEDEREIF DX X THIELRL
7. Ebﬁ_i% X, AED Save Ry V& o Vv (REZEHGL
BIRIRY DT L—=TIOREN5)



Time Synchronization - 4

Al Firepower Management Center

Overview Analysis Policies Devices Objects AMP Intelligence Deplo 9 adminv
CISCO  Devices / Platform Settings v / g ploy Q @& 3t

Deployment pggement
Deployment History

8. E%Z FTID [CRMREE S8, Deploy - Deployme@7 )y
9. RRE B35 FTD Z &R (SEIDT /N1 X4(% FTDvO1)
10. Deploy iR Vo Vw

ahalll Firepower Management Center

Qverview Analysis Policies Devices Objects AMP Deplo o admin v
ci1scofl Deploy / Deployment v ) ploy o & i+ @
——
w’ eciid
Deploy time: Estim Deploy
I Search using device name, user name, type, group or status

! Device Meodified by Inspect Interruption Type Group Last Deploy Time Preview Status

FTDVO1 admin, System FTD Dec 17, 2021 6:26 PM (= I Pending




Time Synchronization - b

Deploy BIIC Preview 22 U w79 % ZERNBDERH AIRE

Preview
Change Log: FTDvO1 X

Pending

Preview the changes N Legend: | Added | Edited | Removed

Changed Policies Deployed Version Version on FMC Modified By

PM

I Platform Settings Platform Settings: FTD-Policy admin

Access Control Policy
Device General Settings
~ Objects
Default-Set

Name: FTD-Palicy

or its righ 0 Pubj Download as PDF “




Time Synchronization - 6

Deployment Confirmation

You have selected 1 device to deploy

Deployment Notes:

You can optionally add notes about the configuration changes

/

11. HESREE A R, Deploy &0 w4
12. 7R o —DEmHThh. Completed
[ChH-o2T=65%T

Cancel Deploy
Firepower Management Center
viliailia : : . ; ; ; .
cllsclr.i S Qverview Analysis Policies Devices Objects AMP Intelligence Deploy @ @ 4+ @ adminv
Y [ Q, Search using device name, user name, type, group or status \
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview \
> FTDvO1 admin, System FTD Dec 17, 2021 6:26 PM

| Completed

Cisco and/or its af ates. All rights reservec Cisco Public




FTD Interface 2% - 1

Qverview Analysis Policies Devices Objects AMPD/— 'I DeVlce _ De\/lce Maﬂagemeﬂt
P oV

Device Management [¢]

Device Upgrade Platform Settings 2 . %ﬁ% a_ % FTD @E{E\IJ ‘: % % : ’/n\
— EX—0%IUvY

tus Geolocation QoS - VPN

Site To Site

Bemote Access

Deployment History

View By: | Group v |
All (1) @ Error (0) ® Warning (0) Offline (0) ® Normal (1) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (1) ‘ Q Search Device | m
Collapse All
IZ\ Name Model Version Chassis Licenses Access Contl olicy

\:\ v Ungrouped (1)

M FTOvO1 Encii FTDv for VMware 7.0.1 N/A Base, Threat (2 more...) ACP-1 e

'_' 10.71.132.194 - Routed
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3. IMEIT DM VI T—ADRICHDINENYN—IV %I Y
X4 E|DIBE TIE GigabitEthernet0/0 & 0/1 ZiRE

-
-

Y

Device Routing Interfaces Inline Sets DHCP
—
Q, Search by name Add Interfaces ¥
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address louter
@ Diagnostic0/0 diagnostic Physical Global Vd
GigabitEthermnet0/0 Physical rd
[@ GigabitEtherneto/1 Physical 7’
[ GigabitEtherneto/2 Physical P
(g GigabitEthemet0/3 Physical P
[ GigabitEtherneato/4 Physical Vs
GigabitEthermnet0/5 Physical .
Displaying 1-9 of 9 interfaces Page| 1 of 1 (&




FTD Interface 3

Edit Physical Interface

o &New Security Zone

Enter a name...

| Outside_Zone

e

— 4. Name #@IC&ARIZ AN

X4 EDOFITIE Outside BID Interface
IRE/RD T Outside & AN

. Enabled ZF v ¥
. Security Zone HU A MZI Uy U L,

New 22 U w9
XY TIC Zone ZIERBH DIHFE{E
=D Zone &R

. New Security Zone DEE T Zone £

HANOL. OKZEHZYw Y
X5 | DTk Outside Bl Zone &
L T Outside_Zone & 505



FTD Interface 8% - 3

Edit Physical Interface e m— 8 |PV4 0)9 7% 7 U “/ 7

Genera | IPv4 W Advanced Hardware Configuration FMC Access / 9 . |P Address wﬁ (: IP 7 |\“ l/
IP Type: Z % /-\jj
| Use Static IP v| '>:<|P 7 I< I/Zt / d)?ﬁ‘:-lj-7‘
IP Address: * \y I\ %Eaﬁ

| 192.168.240.1/24 |

S OFITlE. Outside EID

P7ZRLRAERS
192.168.240.1 L LY T X v
N< X% 24bit £ UTERTE

[ cancel | IR NERIB(CILU T IPv6 FHERTE




FTD Interface %7€ - 4

hanges available for use. X

FTDVO1 You have unsaved chang

Cisco Firepower Threat Defense for VMware .
Please save the configuration to make tl

Device Routing Interfaces Inline Sets DHCP
Q, Search by name Sync Device | Add Interfaces ¥ ‘
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Virtual Router
Diagnostic0/0 diagnostic Physical Global s =
GigabitEthernet0/0 Qutside Physical Outside_Zone 192.168.240 4(Static) Kd
GigabitEthernet0/1 Inside Physical Inside_Zone 192.16471.1/24(Static) Ks

/
11.[@8RIC GigabitEthernet0/1 I Inside D{&EER
%/-\jj Deploy Q @ ¥ @ adminv
128E0Save Uy LT, BEEZRE B
13.58%E % FID ICRMRE B 2 7/=8). Deploy - e ¥l__2200 |
,‘ Dep|0yment %7U “/ 7 Deployment History




FTD Interface

EXTE -5

Il Flrepower Management Center Overview Analysis Policies Devices AMP Intelligence Deplo i
admin v
KISCC  Deploy / Deployment v 9 Py & @ 3 @
I
1 device selecfed
Deploy tw te Deploy
i] [ Q_ Search using device name, user name, type, group or status / I
Device Modified by Inspect Interruption Type Group Last Deploy Time Status
FTDVO1 admin FTD

Do

14. RMEE 2 FTD #&R (SED TN

(& FTDvO1)
15. Deploy IR V&= o Vv

16. HESREIE A R, Deploy Zo U vy

or its af ates. / rights > S Cisco Public

You have selected 1 device to deploy

Deployment Notes:

You can optionally add notes about the configuration changes

Deploy




FTD Interface 8% - 6

Firepower Management Center :
”CIIISI(I:II; p o g Qverview Analysis Policies Devices Objects AMP Intelligence Deploy Q {} o admin~
Deployment
I Q, Search using device name, user name, type, group or status
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> FTDvO1 admin FTD Dec 22, 2021 4:46 PM Completed

17. SREDEHHIITHo., Completed [T > |
lc55¢
18. EIZIG U TT R MR 5 inside : | as
interface AM Ping £ CTHIE % R

18ms TT
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FMC ' X F+ | DB BEOBE

= —° FMC [I3DDHEICEL > T, BERZEFHAI8E
Snort Cisco Security Intelligence VDB ] 7 3 '7 h%%ﬁ (7’( I/ 7 I\)

— — FIFAXMH  FMC AEEA V57— v MAIEGATRE
Geo Patchj EURLj lnfjl‘i’;éir?c’:e

2. 777 REH (70F 2 —EH)

+ * \ = — L)
1 FALY R t > yoxv—  MASME  Proxy —/N\—Ho 57—y bNEHATEE
28
tin 3 O— L&

3. a—Al

E— & - FAFKHE  FMCIYX—=I AV N IP AL V5 —Ry MEGTATEE
—

#IPREEIE : URL, Security Intelligence M5 & O—H )L EEATHE

FMC
odih



7 74 )Ll

Patch FLEEIENN, BEAD Bug fB1E Cisco_Firepower_Mgmt_Ce | AT&E Alge sy R
(FMC/ FTD @A IC/Vy FHTFEE) nter_Patch-7.0.0.1- AERTY 22—V | O—AI
15.sh.REL.tar TE)

SnortRules | Snort IPS JL—IL7 v 7F— b Cisco_Firepower_SRU- AJHE AlgE 7R
2020-04-24-001- (BhERTYa—Uy | O—AI
vrt.sh.REL.tar (Snort 2 FA) TE)

Isp-rel-20220314-
1407 .tar.xz.REL.tar (Snort 3
F)
GeoDB WEEREM| DI /O—=/NILIP 7y T Cisco_Firepower_SRU- AJRE AJHE 959K -
F—h 2022-01-18-001- O—AI
vrt.sh.REL tar.tar

VDB OS/| 77V —3vDEseM. M. | Cisco_VDB_Fingerprint_Dat | RAIRE AJgE 97K -

74 VHA—TY v MEHR abase-4.5.0-351.sh.REL.tar aO—AhJlL

URL URL Z 1 ILH YV TICHWS URL 153k AJge AJgE A AV

Security 7Zv2YUXNIP/URL/Domain &% N aJge 979K

Intelligence




AAY, I\E \JLﬁ/Z_EGDEEn'u

Depicy o @ &
Confguration Legging Monitoring K
Users Security Analytics & Logging Audit
- = (D
Integgration z Statests
SocureX I - or
Updates Palicy Toals
Event: Backup/Resiore
Licansse Exchude Schedulin g
Smart Licenses Monitor Alerts import/Export
Classic Licenses Data Purge
v Shared Settings
Hostname | FMCvO1 [
Domains |
Primary DNS Server = 64.104.14.184 |
Secondary DNS Server /3\ |
Tertiary DNS Server U
Remote Management Port it 8505 \
»ICMPv6
Allow Sending Echo Reply Packets
Allow Sending Destination
Unreachable Packets
v Proxy
Enabled

HTTP Proxy

Port

Use Proxy Authentication

proxy.esl cisco.com

8080

N\
@
~Cancel | m
o
</

—

System - Configuration % &R
Management Interface % i&iR

Shared Settings B2 @ Primary / Secondary
| Tertiary DNS Server 228 L, Cisco 75
7 R DEHIBRHA]gERR DNS HFRES N T
Wa 2 &ZER

70X %2EAL TLWBIREDIZS (L Proxy
28U, Enabled XF vy ¥ Sh. HTTP
proxy. Port. Use Proxy Authentication (Zf&

BALTWB7OxY0BHEMAANIRTY
% C & HERR
REEZEELGE

[T Save =0 Uw Y

WEEHE Firepower Management Center
Configuration Guide, Version 7.0 @ Security
Requirements ICERE (XfERALTWSY 7k
Jx7IN—=I3VDRFa AV NESEBITS
&)



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/security_internet_access_and_communication_ports.html#concept_C465B121206A4567BC8490EA9522716F

—NIVEFA/INY T — I %EE

Software Download

Downloads Home [ Security [ Firewalls [ Firewall Management / Firepower Management Center Virtual Appliance / Firepower Coverage and Content Updates- GeoDB

( search.. ) Firepower Management Center Virtual Appliance
Release GeoDB Related Links and Documentation
A My Notifications Documentation Roadmap
All Release B
SRU VDE GeoDB R
m For 6.4 Releases and above. Do not untar
SRU
File Information Release Date Size
VDB
Cisco Geolocation Database Update. 06-Jan-2022 404,77 MB 4 v .
SRU LSP VDB GeoDB > For Version 6.4 and later. Do not untar.
Cisco_Firepower_GEODB_Update-2022-01-06-003.sh,REL tar
Advisories [
Geolocation Database Update 06-Jan-2022 404.75 MB L '\._f .
Sourcefire_Geodb_Update-2022-01-06-003.sh
Advisories [

(1) Cisco Software Download R—IAN, 774D O VO—RERDOHZT7HIVNTT7 IR

@ FEALTLS FMC EFILEER
® O—AHIEHICERTZIEHR7 7AMILayorvO—K



https://software.cisco.com/download/home

VDB / Patch TS 1A ALE

Deploy @, "0

Conhiguration Legpng Menitoring
Users Security Analytics & Logging Audit
Domains Syslog ® - 1
Integration Haah Statistics.
Secured ([T Mamnitcr
Updates Palicy ook
Events. Backup/Restore
Exclude Scheduling

Monitor Alert import/Export

Smart Licens: s
Classic Lic el 2 Data Purge

i

X Patch BADEMIE SEXSER

Gl F|repower Management Center

E Overview Analysis Policies Devices
CISCO  Sysie dates / Product Updates v

Product Updates Rule Updates Geolocation Updates

Currently running software version: 7.0.1

Currently installed VDB version: build 338 { 2020-09-24 12:58:48 )

Updates Readi History

Type Version

Objects AMP

Date

Intelligence

Reboot

Deploy o @ £+ @ adminv

Download Updates Upload Update

(® System - Updates %i&EiR
@ WwIhhr ==

a. F4ALYU L /Proxy #BHBEDY Z 7 KREH : Downloaded Updates Z IR, Patch, VDB ICE#iH'$H %55, EFMATEER

774D YO vO—REh, £T7#IC Available Updates NRiIRah B (¥ R U HE
HAURnCE)
O—AhILEH :

TLTWBE. 75UV DER%

Upload Update Z %R, VDB ® L < (& FMC / FTD Patch 27 v 70— K 88



VDB / Patch 7% A AE

B ~1 VA=)

alniln Flrepower Management Center

cisco Product L Jpdates Coennew Analﬁls
Product Updates Rule Updates Geolocation Updates

Currently running software version: 7.0.1

Currently installed VDB version: build 338 ( 2020-09-24 12:58:48)
Available Updates Readiness History
Type Version
Cisco \ ity And F D Updates 351

Policies

Devices

Objects

AMP

Intelligence

Date

Tue Dec 21 19:01:30 UTC 2021

Deploy . @ # @ adminv

Download Updates Upload Update

Reboot

No

© 2022 Cisco and/or its affiliates. All rights reserved

Cisco Public

O AVAN=ILTZEFHT7 71 ILSNDOABICH

%Install 27 Vv

VDB / Patch E#ld. FTD ¥—4&(E
TAYINEENH D I-DEHEER = #RE

k5

L 1]




VDB / Patch D% A AEH ~A VA=)l

Product Updates Rule Updates Geolocaton Updates
Currently running software version: 7.0.1

Selected Update
Type  Cisco Vuinecabiity And Fingerpeint Database Updates
Version 351
Date  Tue Dec 21 19:01:30 UTC 2021
Reboot  No

Warning

After you update the VDB, you must also deploy configuration changes, which might
interrupt traffic inspection and flow.

@

adingss Check Completed

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

BM774IN A VA N—
W KT INA AN
Frxvoa[FT3

Ry T 7y 7T Warning A
KREIhd, RBEZHEZEL.

OKZzoJYvwy
Install 227 U w &
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VDB / Patch

Deploy o @ 0
Confguration Legaing Monitaring
Users Security Analytics & Logging Audit
Domains Syslog @
tegration Haah Statistics
Secured ([T Maniter
pdates Policy Toals
Events Backup/Restore
Licansas Exclude Scheduling,
Smartlicenses  Monitor Alerts Import/E:
::::: Licenses Data Purge 2
New Task

@JobType | Download Latest Update
@Schedule tasktorun () Once (@ Recurring

@Stan()n | January v | 20

v || 2022

v | Asia/Tokyo

@nepea:Every | 1 | : O Hours O Days

@ Run At | 1:00 | Am
Repeat On | _| Sunday | | Monday |_| Tuesday |_| Wednesday (g Thursday |_| Friday | | Saturday

Job Name | test-dl-latestupdate

Update Items Software @ Vulnerability Database

Email Status To Mot avallabie. You must set up your mail relay host

® Weeks

) Months

TEHHEFfF YV v

O,
®
©,
O,
®
G,
@

©)

R\ Y

System = Tools < Scheduling % &R

Add Task #2 1)w¥

New Task & B [Download Latest Update] % 21R
Schedule task to run: Recurring NF v 7 % A
hs

TEHAE Tz 1R 9 5 Btz &R
EiSEE 2 35E., Hours / Days / Weeks /
Months & D 1R A]EE

EHIEHZEXKET 291 I VI ZEE
[Software]. [Vulnerability Database] & b B
N T—=I\FzviaAnd

Save 297 Jwy

VDB / Patch OF#i/INy o —I %= 8HF v o9
%)ﬁ_&b(:(i AT a—) T HEENNE
IN—33V70x 2FHRA VA M=ILUIEZEIL.

Software MEX 5 7 > O— K [Weekly Software
Download] 77 # )L N TERESN TS




VDB / Patch EBAE#f 1 Y XA b—IL

Depley o @ 0
W;m o - O) System = Tools = Scheduling % &R
e - = Add Task 227 Vv
o - g New Task & D [Install Latest Update] % iR
uuuuu o oure W Schedule task to run: Recurring NF v 7 %& A
New Task

hs

TEHIE#TZ iR 9 % Btz &R

HISEE A 5T, Hours / Days / Weeks / Months
& D ZEIRAJEE

THEHZEHI 251 IV I %ZETE
[Software]. [Vulnerability Database] & D HELR

@ Job Type Install Latest Update
@Schedule tasktorun () Once @ Recurring
(®)swnon [somary BlEs S e

. - A
@RepealEvery 1 il Hours ) Days ® Weeks ) Months

®
®
©)
O)
®
®
@

@ Run At 1:00 Am
Repeat On || Sunday [ | Monday [ | Tuesday [ | Wednesday || Thursday (8 Friday || Saturday

JobName | test-install-latestupdate | /\0‘77—:/’\911‘77€]\1’L%>
“"“"D':‘: Fj;:f”'“““"""’""‘j @ Save &I YUwy
-  VDB/Patchd YR b—=JLIE, FTD F—%7@fE b+
714V IHEDNH B ERERE (Run At,
Repeat On MERE)ICES
Email Status To  Not available. You must set up your mail reday host @

Cancel ]




GeoDB 74 14 AE#h

Depioy o @ inv

A

Configuration Logang Monitaring

Users Security Analytics & Logging Audit

- = (D

Integgration Haah Statstcs.

Secured ([T Monitor

Updates Palicy Toals

Events Backup/Resiore

Licansss Exchude Scheduling

Smart Licens: Monitor Alerts import/Export

Classic Lu:a'@ - 2 Data Purge

Product Updates Rule Updates Geolocation Updates ‘
N

@

One-Time Geolocation Update @ System N U pdates 75: ig*R
Note that updates may be tar@nicaan take up to 45 minutes @ G eolocatlon U pdates % ig*R
(® Upload and install geolocation update = = e
Source BRENTLERA @ LY a- n 75\ % %ﬁm . .
(_) Download and install geolocation update from the Support Site a. I:I _ jJ )[/E¥ﬁ - [U D|Oad and |n8ta “ geO|OC8’[IOﬂ
Import 20 J v ¥

4 LI | Proxy #EDY 57 RE#H : [Download
and install geolocation update from the Support Site]
ZZEIRL, Import &2 Uw Yy
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GeoDB 7EHRE

Depioy o @ in*
Configuration Logging Mbakotnd
Users Security Analytics & Logging Audit

Domains Srsiog ®— 1

Integgration Haah Statstcs.
SecureX ([ Manitce
Updates Polcy Tools

Events. Backup/festore
Licansse Exchude Scheduling

Smart Licens: Monitor Alerts import/Export
Classic Lic - 2 Data Purge

Product Updates Rule Updates Geolocation Updates ‘
N

A

Recurring Geolocation Updates
Enable Recurring Weekly Updates from the Support Site @

@Update Start Time ‘ Friday

v “. 03:00 v ‘ AM v ‘ Asia/Tokyo

Cancel

[;
&

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

System - Updates % i&iR
Geolocation Updates % &R
[Enable Recurring Weekly Updates from the

Support Site] NF v I ZAND
BT AI VI ZERE
Save 297 Jwy




Snort Rules 5 A AE

Deploy & @ &
A
Configuration Legging Monitoring
Users Security Analytics & Logging Audit
= SO
Integration Heskth Statistics.
SecureX ([ Manitor
Updates Polcy Tools
Events Backup/Resiore

Licansss Exchude Scheduling
Smart Licens Monitor Alerts Import/Export
Classic Licm@ - 2 Data Purge

Product Updates Rule Updates ﬁlocaﬂon Updates

@

(® System - Updates % &R

@ Rule Updates % 3i&EiR

® WInhrzEh

a. O—AJLEH : Rule update or text rule file

to upload and install Z1EiRE&. 771 I)l%&
7y 7O—KLULT Import o)y
AL O K [ Proxy #BEHDY 77 REF :
[Download and install geolocation update
from the Support Site] ZiER L. Import %
7099

One-Time Rule Update/Rules Import

Note: Importing will discard all unsaved intrusion policy and network analysis policy edits

C) Rule update or text rule file to upload and install @— a
I IVERR | BRENTLEEA

(_:) Download new rule update from the Support Site @_ b

Source

Policy Deploy [ | Reapply all policies after the rule update import completes

[Reapply all policies after the rule update
import completes] ICF v I &FTT
Import Z%E{T9 % &, Snort Rules B#ff&(C.

= —

R —%ZEIN-ETOFTIDICLT
JL—IVEE(E (deploy) ZX1T9 %
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E# L7z Rule IC& o> TlE. Deploy FFIC
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Snort Rules EHIE#h

Deploy o @ & in»
e i System - Updates % iR
- - O Rule Updates % iR
e - - [Enable Recurring Rule Update Imports from
e - o the Support Site] NF v 7 & {F+ %
D=2 o Import Frequency IC TEFHSEE & E ek

& RXAE

Product Updates Rule Updates ﬁlocaﬁon Updates Sa\/e % 7 IJ ‘y 7

@

Recurring Rule Update Imports

Last update succeeded at 2022-01-19 11:53:30

Note: Importing will discard all unsaved intrusion policy and network analysis policy edits ° [Deploy u pd ated DO“CleS to ta rg eted d eV|CeS
(B e after rule update completes] IZF x v 7 %’:ﬁo
HEEES |7 T Save % &, Snort Rules EEffglc, 7R

@Import Frequency [ Daily v ’atl 1 v H 50 « H AM ’ Asia/Tokyo

_ - : VY—ZRESNETOFIDICLTIL—
Policy Deploy [ | Deploy updated policies to targeted devices after rule update completes

JVER(S (deploy) Z%1T9 %
@ F# U7 Rule ICX > TIlE, Deploy ERIC

Snort 7O AL BEH T 57/, FID 77—
YBEENTFEDORLET AL H D
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Snort Rules BE¥O 4

Deploy o @ £ @ adminv

Detete All Local Rubes

0)

Search | Upload Update | Intrusion
Product Updates Rule Updates Geolocation Updates
F— Time User D Status
;:;vo?.kxlf l)pvdalt 2022 31'15 o?\m : = 2022-01-19 11:51:44 admin o o
W:R}F?\?d.ale. 2022 31)‘20?'! . 2022-01-14 12:00:20 admin © °
Sn?'!NeLrgoa!92°220"’0?'m T 2022-01-12 11:51:41 admin [ o
Sm:n( Rylf\{ﬁmxﬁ 3022 971'0‘6 O?‘ivn s 2022-01-07 11:51:42 admin ° o
Smym Rulol)pdah? 71 121?001\4“ 2021-12-31 11:51:56 aamin o ow
SnortRule Update 2021 1220001 vt 2021-12-22 11.51:46 admin ° oW
vsn?ritfxl?w:ua(‘e' SRTN T T — 2021-12-1911:5228 admin ) oW
Sﬂyo(lRyulQUpdﬂ!'?O?‘j?lSOO’ AR 2021-12-18 11:56:58 admin (<] oW
!spwr:ollzhozwsos 2107 2021-12-17 08:05:43 admin ] oW
s»’onRu(e Update 2021 :)5(0‘3.0?'\ 2021-12-17 07,57:37 ademin ° oW

® Rule Update Log Zi##R, Rule Updates OV —EBZZ£BRTE%
13

VaEPIUYIITBE, &E

@ AVAM=ILEnf/N\y o — (-vrtorlisp-) @ View 7
R 17/ o — SAOEH S N Snort Rule 28R TE S




el »

Snort Rules BB

Product Updates Rule Updates Geolocation Updates
Rule Update Log |
» Search Constraints (Edit Search Save Search) ® - 'I @ — 2
Table View of Rule Update Import Log
+ Time X Name X Type X ActonX  GIDX SIDX  RevX  PolicyX  Detalls x
v 2022-01-19 11:53:26 Sourcefire Rule Update rule update component changea Upgrading Sourcefire Rule Update from 2022-01-12-001-vrt 10 2022-01-18-001-wrt
v 2022-01-1911:53:25 Sourcefire Decoder Rule Pack fuse update component changed Upgraang Sourcefire Decoder Rule Pack from 2047 to 2048
v 2022-01-19 11:53:12 Sourcefire Module Pack rute update component changed Upgracing Sourcefre Module Pack from 3022 to 3023
v 2022-01-19 115311 FILE-OTHER TRUFFLEHUNTER TALOS-2021-1435 attack sttempt rute hew 3 58881 1 An New
v 2022-01-19 11:53:11 FILE-OTHER TRUFFLEHUNTER TALOS-2021- 1436 attack attempt rute rew 3 58882 1 A New
v 2022-01-19 11531 FILE-OTHER TRUFFLEHUNTER TALOS-2021-1436 attack attempt nie new 3 58883 1 An New
v 2022-01-19 11:53:11 FILE-OTHER TRUFFLEHUNTER TALOS-2021-1437 attack attempt ruse new 3 58895 1 An New
v 2022-01-19 11:53:11 FILE-OTHER TRUFFLEHUNTER TALOS-2021-1437 attack attempt ruse new 3 58896 1 An New
v 2022-01-19 115311 FILE-PDF TRUFFLEHUNTER TALOS-2022-1430 attack attempt rule rew 3 58897 1 A New
v 2022-01-19 11:53:11 FILE-PDF TRUFFLEHUNTER TALOS-2022-1439 attack attempt ruio ow 3 58808 1 A Now
v 2022-01-19 11:53: 11 SERVER-WEBAPP TRUFFLEHUNTER TALOS-2022-1441 attack attempt ruie new 3 58884 1 AR New
v 2022-01-1911:53:11 SERVER-WEBAPP TRUFFLEHUNTER TALOS~-2022-1441 attack attempt ke new 3 58885 Al New

ISid 1-27611 =)

, @® Name, SID J|DFRTABIE. A—TV
PR | Y—ZSnort AT a=F« &RA—

@ snortorg ICT SID HEEZRET D &,
Snort Rule DFFZSBBTZ %
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Cisco Software Download X—<® Snort Rules O0—

kv s HIVEIFER/INy T —Ih S, BEFHNBDOERA AL
Snort Rules % B/ T~ IS, EHAEORRH A

WHROBFH/INY T—JICh—VILZEHET New
Rules. Modified Rules &#49 Y w %

Software Download Software Download
Drweloads Home / Security | Firswalls { Firswal 1 Firspower Appiiance | Firspower o8 and Gantent Updstas- SAU Downlads Home | Security | Firewalls | Firewall 1 Firepower Manag Center Virtual Appliance | Firepawer Coverage and Content Updates- LSP
A Search.. Firepower Management Center Virtual Appliance (@ seoren.. ) Firepower Management Center Virtual Appliance
Expara A1 Cotapse &1 Redease SRU Related Links and Documentation Expand A1 CoRapse A Release LSP Related Links and Documentation
[ comu ) e XD _ _
B 4 My Notifcations - No related links o documertation -
A Relesse v All Release ~
SR VOB GeoDB - SRU VDB GeoDB v
o Secure Rule Updates are for 6.4
GeaDB Fie Information Release Date size
[ ] s Ughtweiht Securty Packsge 20220321-1600 awwnz oo PR
vO& File bfcemmation Flalasss Date sian For FTD Version 6.7+ o FMC 7.0+ Do not untar.
Cisco Secure Rule Update 2022-03-21-001 22-Mar-2022 s3.41M8 ERY voB Isp-rol-202201321-1600 tar,xz REL tar
SRU LEP VDB GeoDB ~  For Virsion 6.4 and later. D HOt UtaE Advisosies 1
Cisco_Firepower_SRU-2022-03-21-001-wrt.sh REL tar SRU LSP VOB GecDB ~
Lsp Advisories [T Lightweight rity Package 20220316-1508 17-Mar-3022 61,57 M8 LRy
I oo oot
Sourcefire R 2022-03-21-001 22-Mar-2022 53.39 M8 ERTS ] Isp-rol- 2022 1506 tar.xz REL tar
Soucefre_Rul te-2022-03-21-001 -t sh Advisories
Advisories [
i1 - PR Lightwei urity Package 20220314-1407 15-Mar-2022 6482 M8 ERYY™

Details X Details X
Description : Cisco Secure Rule Update 2022-03-21-001 S R U D : L Security Package 20220321-1600
For Version 6.4:and Iater. DTN For FTD Version 6.7+ or FMC 7.0+ Do fiot untar,
s ) Release : LSP
5 ~Mar-
Rafmass Cucs 42-har-2022 Release Date : 22-Mar-2022
FileName : Cisco_Firepower_SRU-2022-03-21-001-vrt.sh.REL.tar
FlleName : Isp-rel-20220321-1600.tar.xz.REL .tar
Size : 53.41 MB ( 56002560 bytes)
Size : 61.70 MB ( 64696320 bytes)
MDS5 Checksum : 37a9cb9f2b1984e5fb2e93052e 1c4fab &
MDS5 Checksum :  af62f11b47e4d3972ea7290b29c578ae @
SHAS512 Checksum : 143ecb1d0094a268155¢0026e4539114 ... 1
) SHAS512 Checksum : 1a0afd05762590a988313046156¢550 ...
Modified Rules New Rules Secure SRU 2022-03-21-001 Release Notes for SRU
P 1- iff I | visori ]
Advisories 3 - LSP 20220321-1600 Modified Rules New Rules Advisories 4 99
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" (Snort 2 SRU

Cisco Talos Update for FireSIGHT Management Center

Date: 2022-03-22

This SRU number: 2022-03-21-001
Previous SRU number: 2022-03-16-001
Applies 10:

= 3D Sensor versions: 5.4+ /6.x
« Cisco FireSIGHT Management Center versions: 5.4+ /6.x

Applies to:

» 3D Sensor Versions: 4,10
« Cisco FireSIGHT Management Canter versions: 4.10

This is the complete list of rules added in SRU 2022-03-21-001,

The format of the file is:

GID - SID - Rule Group - Rule Message - Policy State

The Policy State refers o each default Cisco Talos policy, Connectivity, Balanced, Security, and Maximum Detection.

The default passive policy state is the same as the Balanced policy state with the excoption of alert being used instead of drop,
Note: Unless stated explicitly, the rules are for the seriles of products isted above.

New Rules:
High Priority
GID SiD Rule Group Rule Message G
7 Modical Center Portal Management System SQL
1 59280 SERVER-WEBAPP injection attempt ot off
7 Trond Micro Doop Discovery Emall Inspoctor Virtual

1 Sezen SERVER-WEBAPP Appliance natwork_dump command injection attempt of o
Trond Micro Smast Protection Server

1 oz SERVER-WERAPP wes_bwists_handler command Injection attempt ol -
Trend Micro Smart Protection Server

! Soems SERVER-WERAPP wes_bwists_handler command Injection attempt oA o
Trend Micro Smart Protection Server

U S04 (SERVER-WERNT wes_bwists_handler command injection attempt oA a
Trend Micro Smart Protection Server

3 foeEn  SERVERWEANT. ws_bwsts_handier command injection attempt  °" o
Trend Micro Control Manager Widget

1 59286 SERVER-WEBAPP modDLPTemplateMatch_dridown directory traversal  off off
attempt

3 59288 SERVER-OTHER TRUFFLEHUNTER TALOS-2022-1478 attack attempt off off

3 59289 SERVER-OTHER TRUFFLEHUNTER TALOS-2022-1483 attack attempt off off

3 59290 SERVER-OTHER TRUFFLEHUNTER TALOS-2022-1484 altack attempt off oft

3 59291 SERVER-OTHER TRUFFLEHUNTER TALOS-2022-1482 attack attempt off off

Low Priority
Gio sio Rule Grou Rule Mes:
v o ae Con.
3 59287 SERVER-OTHER TRUFFLEHUNTER TALOS-2022-1478 attack attempt off off

Policy State
Bal. Sec. Max. High Priority
Palicy State
L] i
of of GID siD Rule Group Rule Message con. Bal. ac, Max.
of drop 1 45117 SERVER-WEBAPP Huawei DeviceUpgrade command injection attempt ~ off aff drop drop
Trend Micre SaleSyne lor Enterprise SOL injection
of drop 1 59070 SERVER-WEBAPP attempt aff aff aff drop
i & a 59275 POLIGY-OTHER TRUFFLEHUNTER TALOS-2022-1492 attack attempt  aff aff aff aff
i P a 59276 POLICY-OTHER TRUFFLEHUNTER TALOS-2022-1482 attack atlempt  off aff aff aff
off drop
oft drop
o drop
drop drop
drop drep
drop drep
drop drop
Policy State
alert alent

Cisco Talos Update for FireSIGHT Management Center

Date: 2022-03-22

This SRU number: 2022-03-21-001
Previous SAU number: 2022-03-16-001

Applies to:

= 3D Sensor versions: 5.4+ / 6.x
« Cisco FireSIGHT Management Center versions: 5.4+ / 6.x

Applies to:

= 3D Sensor Varsions: 4.10
» Cisco FireSIGHT Management Genter versions: 4.10

This is the complete list of rules modified in SRU 2022-03-21-001.
The farmat of the file is:
GID - SID - Rule Group - Rule Message - Policy State

The Policy State refers lo each default Cisco Talos palicy, G Detaction

Security, and
Note: Unless staled axplicitly, the rules are lor the series of products listed above.

Updated Rules:

The defaull passive policy stale is the same as the Balancad palicy state with the exception of alert being used instead of drop.




Snort Rules %

" (Snort 3 LSP

Cisco Talos Update for FireSIGHT Management Center

Date: 2022-03-22

This LSP: 20220321-1600 (LightSPD 2022-03-21-001)
Previous LSP: 20220316-1506 (LightSPD 2022-03-16-001)

Applies to:
= Cisco FireSIGHT Management Canter versions: 6.7+

This Is the complete list of rules added in LSP 202203211600 (LightSPD 2022-03-21-001).

The format of the file is:

GID - SID - Rule Group - Rule Message - Policy State - CVE(if any)

The Palicy State refers to each default Cisco Talos policy, Connectivity, Balanced, Security, and Maximum Detection.

The default passive policy stale is the sama as the Balanced policy state with the exceplion of alert being used instead of drop.
Note: Unless stated explicitly, the rules are for the serles of products listed above.

New Rules:

GID SID Rule Group Rule Message

Con.
SERVER-WEBAPF Medical Center Portal
Management System SQL injection attempt
SERVER-WEBAPP Trand Micro Deep Discovery
Email Inspector Virtual Appliance netwark_dump off off
command injection attempt
SERVER-WEBAPP Trend Micra Smart Protection
Server wes_bwilists_handler command injection off off
attempt
SERVER-WEBAPP Trend Micra Smart Protection
Server wes_bwilists_handler command injection off off
attempt
SERVER-WEBAPP Trend Micra Smart Protection
Server wes_bwilists_handler command injection off off
attempt
SERVER-WEBAPP Trend Micra Smart Protection
Server wes_bwilists_handler command injection off off
attempt
SERVER-WEBAPP Trand Micro Gontrol Manager
‘Widget modDLPTemplateMatch_drildown directory off off
travarsal attempt
SERVER-OTHER TRUFFLEHUNTER TALOS-2022-
1478 attack attempt
SERVER-OTHER TRUFFLEHUNTER TALOS-2022-
1478 attack attempt
SERVER-OTHER TRUFFLEHUNTER TALOS-2022-
1483 attack attempt
SERVER-OTHER TRUFFLEHUNTER TALOS-2022-
SERVER-OTHER 1484 atiack attempt off oft

SERVER-OTHER TRUFFLEHUNTER TALOS-2022-
1482 attack attempt

1 59280 SERVER-WEBAPP off off

1 58281 SERVER-WEBAPP

1 59282 SERVER-WEBAPP

1 59283 SERVER-WEBAPP

1 59284 SERVER-WEBAPP

1 59285 SERVER-WEBAPP

1 59286 SERVER-WEBAPP

a 59287 SERVER-OTHER aff off

3 53288 SERVER-OTHER aff aft

3 59289 SERVER-OTHER aff off

3 59290
a3 58291

SERVER-OTHER off oft

Policy State

Bal.

off

off

off

off

off

off

off

on

an

on

an

an

Sec.

off

on

on

on

on

on

on

on

on

on

on

on

Max.

CVE-2022-26042,
CVE-2022-26042,
CVE-2022-26008,
CVE-2022-26342,

CVE-2022-25996,

Cisco Talos Update for FireSIGHT Management Center

Date: 2022-03-22

This LSP: 20220321-1600 {LightSPD 2022-03-21-001)
Previsus LSP: 202203161506 (LightSPD 2022-03-16-001)

Applies to:
» Cisco FiraSIGHT Management Genter versions: 6.7+

This is the complete list of rules modified in LSP 20220321-1600 (LightSPD 2022-03-21-001).

The format of the file is:

GID - SID - Rule Group - Ruls Message - Policy State - CVE (if any)

The Policy State refers to each defaull Cisco Talos palicy, Connectivity, Balanced, Security, and Maximum Detection.

The default passive policy state s the same as the Balanced policy state with the exception of alert being used instead of drop.
Note: Unless stated explicitly, the rules are for the series of products listed above.

Updated Rules:

Policy State
GID SID Rule Group Rule Message Con. Bal. ¥ Sac. Max. CVE
1 45117 SERVER-WEBAPP ko ot uaue! Devielipgrade command g ot on on CVE-2017-17215,
1 59070  SERVER-WEBAPP gf::t;;;v;ﬁﬁ:ﬁn:mm;smsm tfor off aff aff on
3 59275 POLICY-OTHER ey JFFLEHUNTER TALOS-2022: oy ot ot ot S ot 040 OV 20z
s s0o76 POLIGY.OTHER POLICY-OTHER TRUFFLEHUNTER TALOS-2022. o o o CVE-2022-26067 CVE-2022-

1482 attack attempt 26082,CVE-2022-26303,




URL Filtering

Deploy & @ & in*
A
‘Configuration Legging Mcnitoring
Users Security Analytics & Logging Audit
= = O
Integgration Haah Statstcs.
Secure) Manitor
Updates Policy Tools
® — 2 Events Backup/Resiore
Lansas Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses Data Purge

VA4 A - FEIER

(® System - Tools = Integration % &R

@ Cloud Services % &R

® URL Filtering & D T2 _E
a. URL Filtering ##gEBED B
b. (FEAE#HZ1TOIES) Enable Automatic Update DH L
c. SaveZzo7VUwy

URL Filtering «

Last URL Filtering Update: 2022-01-19 18:53:29 Update Now
@) Enable Automatic Updates @‘ b
@) Query Cisco Cloud for Unknown URLs

Cached URLs Expire

| Never

Dispute URL categories and reputations 3 @_ C

Cisco Public

Enable Automatic Update: 308 &IC7 Yy 75— N2 MERT 5
(EHAE#H - ¥1 L7 bH L L (F Proxy ZEHEFHDOH)

Query Cisco Cloud for Unknown URLs: URL A7 J UYL Ea
T—avhAO—AITERTERWNEEIC. V7TV RARBS
. 774N —DEBETIOHEZFALIL BWVZEITE
ic9T B,

BIEEM (L Firepower Management Center Configuration Guide,
Version 7.0 @ Security Requirements ICECE; CXERAL TS Y
Jh0x7NN—=I3VDRFa2AVNZERBTSZ L)



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/security_internet_access_and_communication_ports.html#concept_C465B121206A4567BC8490EA9522716F

Security Intelhgence T4 A - EEAEF

,,| | Flrepnwer Management Center

Overview Anlysis Polic: Devices Oibjects Anp Inteligence

e Object » Object Management % &R
EEARIA = 2—& D, Security Intelligence = StHRD
A7 & &R (DNS Lists and Feeds. Network

o ke Lusts and Feeds) %#i&iR
HRDATI I NDMETZAAVZEI VD

Update Frequency ICTEREHOEEEZZE

Sinkhole

Save 20 ) vy

Hame Type

Cisco Security Intelligence ) 7_— 7 #* )L I\ @E%ﬁ- FEﬁ B%
+ (Cisco-DNS-and-URL-Intelligence-Feed : 2 hours
@ » Cisco-Intelligence-Feed : 2 hours

®

Update Frequency:

2 hours

e (Cisco-TID-Feed : 5 minutes

— e N EE_EE-E|D Update Feeds 29 Uy 93 5&, TV
- 51 ABHERITT B




[&Z&15%]

Tasks Ick %

Deployments

© Local Install

Upgrades @ Health

0 waiting

Installing Cisco Vulnerability And Fingerprint Database Updates version: VDB-351
‘Successfully Installed

Deploy Q (P

Tasks S
g 20+ sNgle: fa lures F|| ter

®-2

0 running 0 retrying

© Download from Cisco support site

Download Latest Cisco Firepower Update Package
No new updates currently available

© Download from Cisco support site

Download Latest Cisco Firepower Vulnerability And Fingerprint Database Update.
No new updates currently available

Remove completed tasks

admin ¥

|ﬂr1nons

& 3m 455 X

@ Download from Cisco support site @

Download Latest Cisco Firepower Vulnerability And Fingerprint Database Update
No new updates currently available

14s X

7s X

155 X

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Notifications - Tasks % &R
WHROTZY TT—RI77A4INDA VA=) T 2RI

%, BEMEIl Cisco Vulnerability And Fingerprint Database
Updates version: VDB-351 ®fl
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% Cisco Success Network: FMC QOF|FKRZ &~ X JICHE T {1 H»
System > Licenses > Smart Licenses

Smart Licensing Product Registration [}
il EMC o Overview Analysis Policies Devices Objects AMP Intelligence -
€1sco  Smart Licenses Product Instance Registration Token:
7 IJ ‘y 7 YmJKYWUwMzEtOTJJZiI0OMWZ]LTgwYWRZTISYWMAMTNKZJASLTEZNDKSMTg0%0 - I_ — 7 N ﬁ{__l. lj.
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Welcome to Smart Licenses If you do not have your ID token, you may copy it from your Smart Software manager

Before you use Smart Licenses, obtain a registration token from under the assigned virtual account. Cisco Smart Software Manager

TR (I T SR E T = The Management Center establishes a secure connection to the Cisco Cloud so that it

can participate in additional service offerings from Cisco. Management Center will
establish and maintain this secure connection at all times. You can turn off this
Smart License Status Cisco Smart Software Manager connection at any time by disabling Cisco Success Network and Cisco Support
Diagnostics. Disabling these services will disconnect the device from the cloud.

Usage Authorization: N/A .
Cisco Success Network
Product Registration: ° Evaluation Period (Expires in 2 days)
The Cisco Success Network provides usage information and statistics to Cisco. This
) ) ) information allows Cisco to improve the product and to make you aware of unused available
Assigned Virtual Account: Evaluation Mode

features so that you can maximize the value of the product in your network.Check out the

Export-Controlled Features: Disabled I Enable Cisco Success Network I _ {E =, & t 75
TN

O
RS
it
at
Rl
&

Cisco Success Network Disabled g Cisco Support Diagnostics

Cisco Support Diagnostics: Disabled g The Cisco Support Diagnostics capability provides entitled customers with an enhanced
support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Additionally, Cisco will periodically collect configuration -

Internet connection is requlred.7 U W 7 i‘ Apply Changes
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FMC @ SL &%
ZEROIR h D EE Tasks THIKAFEFED AIRE

Deployments Upgrades @ Health Tasks () Show Notifications
Welcome to Smart Licenses —
0 waiting 1 running 0 retrying 20+ success 0 failures ‘ Filter
Before you use Smart Licenses, obtain a registration token from o
Cisco Smart Software Manager, then click Register S Wi Smart Licenses
Registration to the Cisco Smart Software Manager 20s
Registering Unified Manager to Smart Licensing Cloud

i FMC

CISCO  Smart Licenses Overview Analysis Policies Devices Objects AMP Intelligence Deploy < @ I+ @ adminw

: - Dismiss all notifications
Success You are now registered with “

© Cisco Smart Licensing Cloud

© Smart Licenses
Registration to the Cisco Smart Software
Manager
Smart License Status Cisco Smart Software Manager Registration was successful

Usage Authorization: Authorized (Last Synchronized On Mar 15 2022) _ ﬁﬁﬁ :ljiiﬂ@ Zj_——@ Ao %\%H% z{ 2 %{%ﬁ LT L\n(i Authorized

Product Registration Registered (Last Renewed On Mar 15 2022)
— r)\C TEELTVWSERANESIC CSSM AlIcZFEh 3 & Registered
Assigned Virtual Account: _

Export-Controlled Features: Enabled
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Cisco’s Next Generation Firewall Product Line Software Release and Sustaining Bulletin
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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Software Download
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Suggested Release

Latest Release
7.1.01
6.4.0.14
6.7.0.3
7.0.1.

All Release
71

n

Callapse All )
vy
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Firewalls / Next-Generation Firewalls (NGFW) /

Firepower NGFW Virtual

Release 7.0.1

A My Notifications

File Information

Firepower Threat Defense 7.0.1 Hotfix S

Do not untar

Cisco_FTD_Hothx_5-7.0.1.1

Advisories ]

Firepower Threat Defense upgrade

Do not untar

Cisco_FTD_Upgrade

Advisories ]

7.0.1-84.sh.REL tar

10.sh.REL tar

FirepoweT NGFW Virtual / Firepower Threat Defense (FTD) Software- 7.0.1

Related Links and Documentation
7.0.1 Documentation

Firepower Hotfix Release Notes

Release Notes for 7.0.1

Release Date Size
21-Dec-2021 258.73MB
07-Oct-2021 970.54 MB
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- EZ (X FMC @ GUI TEME, Upgrade DJEEF X, FMC M5, FTD A
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+ Upgrade / Patch 4 > X b—=JLaJIC. KERADEKTE L deploy ZEEL TH<
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Currently running software version: 7.0.1

Awvailable Updates Readiness History

Type

Cisco Vulnerability And,Fing
Updates

Cisco FTD Patch

Cisco Firepower Mgmt Center Patch

Currently installed VDB version: build 351 ( 2021-12-21 19:00:15)

Version

7.0.1.1-11

7.01.1-11

o Use the Task Status page to check the Status

Success

X

®

Date
Tue Dec 21 19:01:30 UTC 2021
Fri Feb 11 15:08:03 UTC 2022

Fri Feb 11 15:29:02 UTC 2022

Reboot

No

Yes

lces Objects AMP Intelligence Depoy o €& I+ @ ad SyStem (-&,:IE? o 7 ) S Updates 7&? E*R
o Loosing —— Download Updates &2 Y v &
onfiguration n onitorin . " S . 0 . .
Users Security Analytics & Logging Audit 9 Ij // I:I l\ Z Z 7— ?b\ =\: 1 4 ~ 7 é 1’1"
Domains Sysiog ZFD%., COBRBISERATE % Upgrade / Patch Z 71 I)LA
Integration Health Statistics )( —_ :/75\ 7‘ l'j V4 O— I\‘ é ;ha é
SecureX Monitor A4V AN—)LEE®D reboot DEEARTEIND
Updates Policy Tools
Licenses @ I::Illsl::lcltl fl,:,\l;ig?nggtg?gzgﬁmi;tmgenmr Overview Analysis Policies Devices Obijects AMP Intelligence Deploy @, @ $* @ adminv
Smart Licenses
Classic Licenses Product Updates Rule Updates Geolocation Updates

Download Updates
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FMC N\® upgrade [ patch Z 74 IL)

FMC TOBEE) DL EEIFICIEAF v T

System (B§E Y —%7) = Updates %i&iR

vy 7H—FR

Package > Browse M54 YA N—=ILT 27 71 ILZIEE

Upload 22 Vv ¥

FMC AD 7y 7O—RHAEULL D >I-5RRENS
7w 7O—KU7f Upgrade /| Patch 41 YA M—=ILAAZ7 71l

H—EICRREINS

Ices Objects AMP Intelligence Deploy Q @ & @ ad
Configuration Logging Monitoring
Users Security Analytics & Logging Audit
Domains Syslog
Integration Health Statistics
SecureX Monitor
Updates Policy Tools
Events Backup/Restore
Licenses @ Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses Data Purge
EIEHE Overview  Analysis  Policies  Devices  Objects AMP  Intelligence  Deploy
Product Updates Rule Updates Geolocation Updates

Updates

Currently running software version: 7.0.1

Package |Browse.. | Cisco_Firepower_Mgmi_Center_Patch-7

Pah REL 1ar

© 2022 Cisco L—rrt

Success
Upload succeeded

aliali, FMC . " ici ; ;

€15¢0  Product Updates Qverview Analysis Palicies Devices Objects AMP
Product Updates Rule Updates Geolocation Updates

Currently running software version: 7.0.1

Currently installed VDB version: build 351 ( 2021-12-21 19:00:15 )
Available Updates Readiness History
Type Version Date

Cisco Vulnerability &od

Fingerprint Databa| Tue Dec 21 19:01:30 UTC 2021

Cisco FTD Patch Fri Feb 11 15:08:03 UTC 2022

Cisco Firepower Mgmt Center

b Fri Feb 11 15:29:02 UTC 2022

Intelligence  Deploy Q @ i+ @ adminv

Download Updates Upload Update

Reboot

No S
Yes ey
Yes E ]




Readiness Check M=}

FMC & FTD ZERFIC Upgrade / Patch 41 Y A M—IL 9 BIBE. FMC hSHEICERET B &
Upgrade / Patch €1 Y A M —ILICEEED 7 7 1 )L ZE > TRIEHLI G LA Z. ERRIC Upgrade /
Patch 41 Y A —ILZ1TSHIICF v U 9% & (Readiness Check) h¥A[gE

st F.M.C.:I . Oveniew  Analysis  Poliles  Devices  Objects  AMP  Intefigence Deploy O @ ¥ @ admin+

"cll's"':l‘;' FrMC — Overview Analysis Policies Devices Objects AMP Intelligence  Deply 9. @ 3 @ adminv

Procuct Updates Rule Updates Geclocation Updates

Product Updates Rule Updates Geolocation Updates

———
Download Updates m Cumently running software version: 7.0.1

Selected Update

‘Currently running software version: 7.0.1
) Type Cisco Firepower Mgmt Center Patch
Currantly installad VDB version: bulld 351 ( 2021-12-21 19:00:15 ) Version  7.0.1.1-11
Date  Fri Feb 11 15:29:02 UTC 2022

Avaitable Updates  Readiness History Reboot  Yes

Type Version Date Rebaot @
Cisco Vulnerability And Fingerprint 01 s &
Outenase Undatoy Tngarpril 51 Tue Dec 21 19:01:30 UTC 2021 No ] I p83 Che
Cisco FTO Patch 7.00.0-11 Fri Feb 11 15:08:03 UTC 2022 Yes E
e B tohe M oM 70.1.1-11 Frl Fob 11 15:20:02 UTC 2022 ¥os El
nstall

Z07 7 A IVCHIE LT 2—& (Z OEEDHA I FMC) ARRE NS0T, T

want to continue?

Upgrade / Patch 4 Y X k=)L L/ﬁ_L\7 7AW ERERL, Install” 7/ AV &IV Y & oranaon N\ @

Readiness Check & U=\ F/\ A Z’&E?R

Check Readiness #%2 YJ wv &
Readiness Check ZAH(CEET 2N DEFZEHNHZDT, OKZ2 U v o UTENE

ey “
—




R eg d | ness C h ec |< 0) ;g)‘j{lﬁ Devcss  Obioc AP maigence owr & @ 55 @ oamins |

Deployments Upgrades 0 Health Tasks () Show Notifications

@ Read|ness Check @ﬁ}&gﬁ ‘j: Tasks 0) Zj_—_9 Z TEE%EEIE‘E m Owaiting  1running  Oretrying 20+ success O fadly Q, Filter
@ Readiness Check #’'#81 % & Result ERTRZIDNTHEEIND. B il @
Liah->7cim53. MEODRRAZANTHREIES o e s 0 i, gy eck .. o

M FMC

€1560  Upiosd Updste Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @& £ @ adminv

Product Updates Rule Updates Geolocation Updates

Currently running software version: 7.0.1

Selected Update
Type Cisco Firepower Mgmt Center Patch
Version 7.0.1.1-11
Date FriFeb 11 15:29:02 UTC 2022

Reboot Yes @

By Group v
e . Readiness Check Estimated 2
L v Ungrouped (1 total) Compatibility Check Readiness Check Results Completed Upgrade Time ]
FMCvO1 .
| 0.71.132.204 - Cisco Fireg ar Management Center for € Compatibility check passed. Proceed with Success 2022-03-14 19:33:16 N/A i
o Mware v7.0.1

Check Readiness

© 2022 Cisco and 120




FMC Upgrade / Patch € ¥ XA bk — )L DE]E

Readiness Check p{Ih&. EMRIC FMC ANDA VY X =)L & X

Al Firepower Management Center ) ) . ) . ) )
CISco  System / Updates | Upioad Updste Overview Analysis Policies Devices Objects AMP Intelligence Deploy G, d’ #* @ adminv

Product Updates Rule Updates Geolocation Updates

ooty rammina software version: 7.0 AVAM=ITBAA=—IZBEIRLT Install 2o ) vy
4 Y Z M —JL#IC reboot AEMES W2 EEAH S, MEETR
EOKZEIUY I LTA VA N—ILERIA
AYVAN—=I)LH Tasks [CA> Tz ELKRTREND

Version 7.0.1.1-11

Reg:tnet ::SFeb'I'\ 15:29:02 UTC 2022 ’r \/X I\ —}L@i&?}ﬁl{*;ﬂ(i Tasksa)zj—__g ZTEEE,EﬂﬁE

® | By Group v |

uped (1 total) Compatibility Check Readiness Check Results Readiness Check Completed $f;?aled Ungrade i
FMCvO01 atibility 2 Proceed with readi -03- 211
10.71.132.204 - Gisco Firepower Management Center for Viware v7.0.1 © Compatibility check passed. Proceed with readiness  Success 2022-03-15 14:11:24 N/A T (D

@ 10.71132.204 Check Readiness Install

Appliance will automatically reboot after upgrade. Do not @ I
manually reboot or shut down during upgrade, or if you think t 2 Deployments Upgrades © Health Tasks (> Show Notifications
upgrade has failed. —
- 5 nﬁmﬁ' 0 waiting 1 running 0 retrying 20+ success 0 failures . Filter
Click OK to continue Task Notification x
© Message Center Tasks Tab Local Update .
® Local Install
queued
Cancel Installing Cisco Firepower Mamt Center Patch version: 7.0.1.1-11 35s
cd.—CTSCO PUDIC [ 5%] Running script 000_start/101_run_pruning.pl...




FMC Upgrade / Patch € ¥ XA bk — )L DE]E

®

alvagn
Firepower
Management

Syitem proceise e Wanng

Center

@

@

'él"s'('lé‘ FMC Ovendew Analysis Policies Devices Objects AMP Intelligence
3

Summary Dashboard i sssess

Provides o summary of activity on the appllance

Task Notification
Message Center Tasks Tab Your task
o Installing Cisco Firepower Mgmt Center Patch ¢
version: 7,0.1.1-11 (Local Install) succeeded
at Tue Mar 15 14:26:20 2022
Successfully Installed

Network Threats x

Intrusion Events Status Geolocation QoS 1 Show the Last

» Indications of Compromise by Host - » Indications of Compromise by User -X

Deploy & @ & @ adminv

1 hour

Reporting

"

Add Widgets

» Connections by Security intelligence = X

AVAM=)LHRICEFMNICO 77 Eh, FMC
HEEFHT S

BigHgk, FMC IC7Z77 AR UK., FLEEEF 7O
2R THNIEZDEEmHIEZDTHFED
BiitFg. BEEICEEBEN,OTIVTED L.

License Agreement BEHEIAHH % D T Accept 3%
OJA4 YT, 4V AN=)LOFFHMA Tasks ICA >
f-EDBEmEmIE > TS

Tasks RY —% AHMEICZ VAL, 1 VA=)
EEDFER = 1R

Deployments Upgrades © Health Tasks @) show Notifications

—
0 waiting 0 running 0 retrying 20+ success 0 failures Filter
@ Threat Upgrade
Threat feature upgrade Ms X

Threat upgrade performed

@ Exit Maintenance Mode

Exit Maintenance Mode
Exited Maintenance mode

4m 565 X

© Local Instal )
Installing Cisco Firepower Mgmt Center Patch version: 7.0.1.1=11 1Mm17s X o
Successfully Installed




FMC Upgrade / Patch € > XA k—JL1#&® Deploy

FMC Upgrade / Patch € Y X b —)L1&ICIE. [REZEHLEL TH Deploy HAE

'Icllls:élc;. [Flr‘epog?:: Tg?agement Center Overview Analysis Palicies Devices Objects AMP Intelligence Deploy & w I+ @ adminv
(alle] Y I

1 device selected
Deploy time: Estimate Deploy

l Q_  Search using device name, user name, type, group or status l

Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
v FTDvO1 FTD Mar 9, 2022 11:52 AM E I Pending
o ~ Access Control Group

Access Control Policy: ACP-1




FTD Upgrade / Patch € ¥ XA h— L DX}

FMC &REBRIC. FTD [C% Readiness Check EE#. Upgrade / Patch 4 > X b— )L % Eis

il F|rep0wer Management Center

Cleco 1em / Upd Product Upd Overview Analysis Palicies Devices Objects AMP Intelligence Deploy @ e #+ @ adminv

AVAR=INT B4 A—=IZER
Product Updates Rule Updates Geaolocation Updates L/‘ |nSta|| 0)74 ] \/€7 IJ ‘y 7
I Commensionn: AYAR—ILTBA A— I EEIR
CullElIﬂyinlelledVDBUErsiDn:hl;Tk‘l‘:i;;(?M‘l-‘lZ-Z‘l‘lﬂﬂDﬂ:‘lS] Readlness Check b{ﬁ$(:%7 lJ
Avallable Updates  Readiness History < L\%) s t %EEE?:L:.{ L/\ Install 75: 7
C) vy
- o - 14 > A b—)LEFIC reboot HAEfE S

Cisco Vulnerability And Fingerprint 351 Tue Dee 21 19:01:30 UTC 2021 Na L1 o —
e - . NBZEENRRSNEDTOK %
Ciseo FTD Pateh 7.0.0.1-1 Fri Feb 11 15:08:03 UTC 2022 Yes e 7
Dy oL, 41X M=IL%ZF%k
7
Cisco Firepower Mgmt Center Patch 7.011-11 Fri Feb 11 15:29:02 UTC 2022 Yes i'hm'l
Cisco Firey]
Uninstaller | +1]1.1]1. F'repc’“'e' Ma”agemem Center view  Anaysis  Poicies  Devices  Objects  AMP  Ineligence  Deploy & €° & @ adminv

CISCO  Syste ydates / Upload Ups

Product Updates Rule Updates Geolocation Updates
Currently running software version: 7.0.1.1

Selected Update
Cizco FTD Patch
7.0.1.1-1

Fri Feb 11 15:08:03 UTC 2022
Yes @ 10.71.132.204

Update installation will reboot the system(s). Are you sure you
want to continue?

. Readiness Check Estimay de "
Compatibility Check padiness Check Resuls
Compatibility Check Re:a heck Result Completed - )
Cancel

Success 2022-03-15 15:07.54 N !
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FTD Upgrade / Patch € ¥ XA h— L DX}

Task Notification
Message Center Tasks Tab Remote Update X
queued

Deployments  Upgrades @ Health Tasks @) Show Notifications

0 waiting 1 running 0 retrying 20+ success 0 failures 3, Filter
1. Remote Install
Apply Cisco FTD Patch 7.0.1.1-11 to FTDv01 48s

Upgrade in Progress

== FTDvO01
10.71.132.194

Cisco Firepower Threat Defense for VMware (Version: 7.0.1)

Version: 7.0.1.1 | Size: 302.13 VB | Build Date: Feb 11, 2022 3:08 PM UTC
Initiated By: admin | Initiated At: Mar 15, 2022 3:15 PM JST

FTOVOT : Initializing
FTDVO1: View details, @
) —

AYVAN—=)LH Tasks ICA2T= ENKRRSE
h3

14V AM=ILDOEBIKRIE Tasks DX FT—%
A CHERRA]BE

AYVAM=ILHRDTINA XD View Details %
IUvI9TBE,
A VAN =IVIRROFEM =R TED

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

v Log Details

Upgrade logs:

Tue Mar 15 @6:15:
Tue Mar 15 86:15:
Tue Mar 15 @86:15:
Tue Mar 15 @6:15:

B . &

4% Completed

Upgrade In Progress...
Checking device readiness... (000_start/101_run_pruning.pl)

51 UTC 20822 @% Running script @8@_start/000_00_run_cli_kick_start.sh..|
54 UTC 2022 1% Running script @00_start/008_8_start_upgrade_status_api)
54 UTC 20822 2% Running script @8@_start/008_check_platform_support.sh.,
54 UTC 20822 3% Running script @8@_start/000_check_update.sh... @ mins |
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FTD Upgrade / Patch 4 > X b — L& RHE:

deploy D=EHE

FTD Upgrade / Patch A >
4 VA M=ILTET R,

REZE?

VA R—=)L&IC Task A7—% AE KU View Details [
5 < THHE deploy MHE

\fm

PANN)

Deployments

Upgrades @ Health Tasks

0 waiting 0 running 0 retrying 20+ success

© Remote Install
Apply Cisco FTD Patch 7.0.1.1-11 to FTDvD1

Please reapply policies to your managed devices.
FTDvO1: View details.

"_'] Show Notifications

=X ¥
Aty

THERZHERR

8m 36s X

@ Upgrade Completed

FTDvO01
10.71.132.194
Cisco Firepower Threat Defense for VMware (Version: 7.0.1)

Version: 7.0.1.1 | Size: 302.13 ME | Build Date: Feb 11, 2022 3:08 PM UTC
Initiated By: admin | Initiated At: Mar 15, 2022 3:22 PM JST

r anac i
o Firepower Management Center Overview Analysis Pokicies

Modshed by Inspect Interruption. Type
FTDvO1 FTD

- Access G

Group

Access Corrol Policy: ACP-1
o
Prefiner Polcy: Detault Prefiner Policy
4
« Device Conhgurations
Intartace Pelicy
Inkine Set Policy
Advanced Settings
DHCP Relay
DHCP Server
DONS
« Routing Group
Virtual Rouser
BGP Routing Polcy

1Pud Sratie: Rennn Pediey

Devices

Objects

AMP Intelligence

Deploy . @ & @ admin~

Last Deploy Time Proview  Status

Mar 15, 2022 2:22 PM Pending

@
>

Upgrade to version 7.0.1.1 Completed

i Details
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. Upgrade ¥ Patch @) J — 2 &&= 9 ICREANICTRESEICHIN T B 81F
7 714 )% Hotfix &L\vD

https://www.cisco.com/c/en/us/td/docs/security/firepower/hotfix/Firepower Hotfix Release Notes.html

- Hotfix [CTEBAEDGIMELE (F: BFREDOSUV\MEIHEXERE) ARy MY
[CiIThhnb

« Hotfix DA A—=IT7 74 ILDAFTECA VA M—=ILAZEIE. Upgrade /
Patch 1 YA M=ILAZEERU

. Hotfix B TZ2Y 77 /)\— 3 >Yo¥lfiE Hotfix DY Y —Z J —
N &S5
. Hotfix 4 Y A h— LRI FMC @ GUI TIkRERTZ L, aAv Y —ILHh

ssh TE#EICAD. expert mode T cat /etc/sf/patch_history DfER %= R T
¥ 9 %



https://www.cisco.com/c/en/us/td/docs/security/firepower/hotfix/Firepower_Hotfix_Release_Notes.html

Hotfix & (& ?

BZIE, IN—3> 7.0x BO Hotfix [ZATD 220U ) —R2NTED, ED Hotfix DA A—=Ih, ED
EFIL. N=I3VICHIEUTEDLSIBAERICHIH UL TWBIDEEH I NTLS,

Zh 50 Hotfix YU —XBEICAB STz Upgrade / Patch 1 YA =IL7 71 )LIE. FNFE TD Hotfix T
DREERNREEA TS, ERICH> T Hotfix Z4 VA M—=IL T ZE(FE,

f5l: Patch 7.0.1.1-11 Z FMC / FTD ICA Y A b=JLLTWWnIE. LD 22D Hotfix (4 VY A M=)V E

Version 7.0.x Hotfixes

This table provides quickiinks to downioad pages for publicly available Version 7.0.x hotfixes.

Table 3. Version 7.0.x Hotfixes

Hotfix Versions Platforms Resolves

Hotfix S 7.0 Firepower 1000 series with FDM:
Cisco_FTD_SSP_FP1K_Hotfix_S-7.0.1.1-10
Firepower 2100 serles with FOM:
Cisco_FTD_SSP_FP2K_Hotfix_S-7.0.1.1-10
Firepower 4100/9300 with FDM

Cisco_FTD_SSP_Hotfix_S-7.0.1.1-10
ASA 5500-X series and ISA 3000 with FDM
Cisco_FTD_Hotfix_S-7.0.1.1-10

FTDv with FOM:
Cisco_FTD_Hotfix_S-7.0.1.1-10

Note s notfix was originally released as bulld 9 on 2021-12-19. It was

you do not have to install the later build.

Apply this hotfix to FDM and FDM/CDO-managed devices. FMC-
managed devices are not vuinerable to this exploit.

Hotfix EL 7.0.0 FMC (all hardware models):
7.0x Cisco_Firepower_Mgmt_Center_BIOSUPDATE_700_EL-7
7.0.x.%

Note 1his hotfix replaces all other BIOS and firmware hotfixes for these FMC
modeis. Apply this hotfix even If you have applied previous BIOS and
firmware hotfixes.

rereleased as bulld 10 on 2021-12-21. If you Installed the earfier bulid,

CSCwad6963; Security: CVE-2021-44228 ->
Log4) 2 Vuinerability

CSCwa55039: Firepower Threat Defense
Hotfix S for 7.0.1 cause system falling when
ran twice

Updates the BIOS, CIMC firmware, and RAID
controfler firmware.

See BIOS and Firmware Hotfixes for FMC
Hardware.
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