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enerate Internal Certificate Authority

Name:
| FMc-ca

Country Name (two-letter code):
[ o

State or Province

I Tokyo

Locality or City:
I Minato-ku

Organization:

I CiscoSystemsGK

Qrganizational Unit (Department):
| cisco-op

Common Name:
[ Fmc

Generate CSR Generate self-signed CA
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T AN PC [ FMC @ Internal CA Z{S389 2 BN H S 78, Internal CA DEFAEZEAT A M PC @ T{EF#ES
K32, F9E Internal CA D PKCS #12 FERXD 7 71 ILZAFT S

nro)L— hREERRERE] (T4 Y R—

intemal cas N IEETEN - i

Internal certificate authori ty(CA)objecl epresents the CA public key certificate of a CA your
organlzatm conts ro\ You nal CA objects in SSL rules to decrypt outgoing encrypted traffic
by re-signing the server cerllﬁcate wwth the internal CA.

Name Value

FMC-CA CN=FMC, ORG=Cisc..

Edit Internal Certificate Authority

Name: | FMC-CA

- Subject
Common Name: FMC
Organization: CiscoSystemsGK
Organization Unit: CISCO-JP

- Issuer
Commeon Name: FMC
Organization: CiscoSystemsGK
Organization Unit: CISCO-JP

* Not Valid Before:

@ May 18 03:30:18 2022 GMT

~ Not Valid After

May 15 03:30:18 2032 GMT

Serial Number

2a:b7:24:d4:62:19:89:11:¢f5:91:06:71:ed:7e:be:a3:74:d9:16:66
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[ Entrust.net Certification Authori...

=] GlobalSign

GlobalSign

2029/03/18

I3 TIREE, I-...

I34TIHEE -

GlobalSign Root CA
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Policies Devices

Access Control
Access Control
Intrusion
Malware & File
DNS

Identity

SSL

Prefilter

0)

FMC
SsL

Overview

SSL Policy

Analysis

Policies

Deploy 0, @ ¥+ @ adminv @
Compare Policies New Policy (

Devices AMP Intelligence

Objects

Last Modified

There are no policies created. Add a new policy

New SSL Policy

Name:

| SSL-Policy

Description:

I

Default Action:
(®) Do not decrypt

() Block
() Block with reset

© 2022 Cisco and

{or its affiliates. All rights reserved. Cisco Public

FMC IZT Policies > SSL %3i&iR
New Policy 22 YU v &
UTZ AU Save
-RY I —4
- Default Action [FZFDFE F
(Do not decrypt) T

©)
)
©)
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Zones Networks

VLAN Tags Users Applications Ports Category Certificate DN Cert Status

Add Rule

Name Insert

[ DECRYPT-ALL ] Enabled into Category - ] [ Standard Rules . ]
Action

l &4 Decrypt - Resign v lwith [ FMC-CA v ] C Replace Key Only

Cipher Suite

Version Logging

Available Zones C'

Source Zones (0)

Q Search by name

Destination Zones (0)

‘ any

dmz
inside

oustide

any

® AddRule Zo7Ywvy

@ UTOHREEITS
- Rule &%=/ERLL Enabled 22 U v &

- Action %Z Decrypt - Resign IZ
- #IFA9 % FMC SERRE %= ER

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Add Rule (7]
Name Insert
| DECRYPT-ALL | Enabled into Category +| | Stendard Rules v

Action @

| (& Decrypt - Resign - | with I FMC-CA v | C Replace Key Only (

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

Log at End of Connection k4)
Send Connection Events to: (
Firepower Management Center

[ Syslog Server (Using default syslog configuration in Access Control Logging) ~ Show Overrides

[7) SNMP Trap  Select an SNMP Alert Configurat

® Loggng #7&oYUvy [ Add ]
@ TLog at End of Connection) & TFirepower

Management Center] ZF v ¥
© 2022 Cisco and/or its affiliates. All @ Add /_Rg ‘/%': 7 U ‘y 7




25w 73-3: SSL policy D JL—ILIERL (k5 =)

alualn FMC

ciseo’ SSL Policy Editor Overview  Analysis  Policies Devices  Objects AMP  Intelligence

Deploy Q @ I+ @ adminv

SSL-Policy

You have unsaved changes m
Enter Description

Rules Trusted CA Certificates Undecryptable Actions :
+ Add Category + Add Rule CSearch Rules X
So... D... Sou... Dest V... So... Dest ;
g MName Zo..  Zo.. | Net.  Net. T. Y- AP~ por. por. CA- SSL Action

Administrator Rules
This category is empty
Standard Rules

1 DECRYPT-ALL

—+ Decrypt - —_
Resign ’/ | |
Root Rules
This category is empty
Default Action [ Do not decrypt R |

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public @ EQE L/ f:)l/_)l/ ‘: Faﬁi% L\b{fat L\ : & §ﬁ§?€‘

L7z1&. Save &2 Uw %



A 7w 74: Access Control Policy & SSL Policy @
i ETF 704

Policies > Access Control % 3&3R

Policies Devices Objects FTD T*IJFH L/T L\%) ACP d)f %J 'f i 4 (edlt) 7&7 U Vi 7
® SSL Policy #27 U w2
Access Control ( R LTBERY Y —%BIRL OKEI U v
Access Control ACP EE(:FD T Save =7 )y 7
Intrusion Deploy %7 ) 7 L 5(1%7‘/\’{ X‘MEQE\ Fﬁ (X)

Malware & File

DNS

XKSSLRD =R T 704K BEFENKRET B

BAYAIVTISER
®

Objects AMP Intelligence Deploy @ I+ © admin~

SSL Policy to use for inspecting encrypted Q
connections

I SSL-Policy v ] ( Inheritance Settings | POlcw
. Default Prefilter Policy SSL Policy: SSL-Policy Identity Policy:

Revert to Defaults -Cancel .:'
X | [] Show Rule Conflicts @ + Add Category + Add Rule

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

You have unsaved changes| Analyze Hit Counts ] Sa\.re Cancel
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Deploy #£T1#. ENMEREZEZTY, TA N PC ® Web 75 ($[EId Chrome Z{EF) i SEED https
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2T v T5-2: FMCTA Ny NERR

R FMC

€ISCO0  Fvents

Overview Analysis Policies Devices Objects|

— FMC @ Connection Events h 5,
Bookmark This Page | Table V|eW %igj:R
Connection Events (useh e @ SSL Status &EWSIERIC T, D

https MBIEHES (outgoing M
resign) SN TWAZ L &ERTES

No Search Constraints (Edit Search)

Connections with Application Details Table View of Connection Events

SSL Status x phplicatlon | client x Ollent X Web Application x Abplication , | Business

@ Decrypt (Resign) [ HTTPS [ SSL client [ Microsoft Windows Live Services Authentication  Medium Low
@ & Decrypt (Resign) [T HTTPS [ SSL client ] Microsoft Medium Low

& Decrypt (Resign) [T HTTPS 1 S5L client 1 Microsoft Windows Live Services Authentication  Medium Low

& Decrypt (Resign) [ HTTPS 1 SSL client 1 Microsoft Windows Live Services Authentication  Medium Low

& Decrypt (Resign) [ HTTPS [C1 S5L client 1 Microsoft Windows Live Services Authentication  Medium Low

& Decrypt (Resign) [ HTTPS 1 SSL client [ Microsoft Windows Live Services Authentication  Medium Low

& Decrypt (Resign) [ HTTPS 1 S5L client 1 Microsoft Windows Live Services Authentication  Medium Low

e Creosndioni afflistes ALTIONE T B becrypt (Resign) 1 HTTPS [ SSL client [ OneDrive Medium Medium
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ldentity Firewall 2

c A—HY—=TATFTVTATA4BHRENT 74wy 70— CEERMNITS & TRIEEDREL.
SLVI—H - TI—TR—IXATONZT7 4 v I §lH%EER

- FERIYR—V K
- Firepower Management Center (FMC)
- Firepower Threat Defense (FTD)
- |dentity Source : ISE, ZF7=(Z ISE Passive Identity Connector (ISE-PIC)
- |dentity Store : Active Directory. F7=Id LDAP

- FMC & Identity Source. & & Identity Store S ZFhZNUTOEHRZREL T
A—HYBEHROAIFRIELE L ORI O — (TR
. ldentity Source : A—H & IP 7 R I/ZUJV v Ev JIER%E FMC (TRt
- Identity Store : FMC @ Realm (L JLA) TERESI N/ AD £/ LDAP hoRIEE NS 11— &
JI—T1EHR. R U—1ERICFIRA

%3 - Firepower 7.0 Identity Source & L T User Agent (ZF|BTE ALY



ISE / ISE Passive Identity Connector (ISE-PIC)

- FMC @ Identity Source & U TEIE

c NYVTRIEEICE>TAD EDEEBLIEA—YE LUV POy EY Y IEHR%E
pxGrid Z9L T FMC I23%18

- ISE-PIC (& ISE O ZRR (Zffikk) THD. /Ny U TREAEICE L U 8&

. /\o‘/ >7n:unE(E‘j:

M I_E@Wb l:l ?fﬁ%({fb 3_\‘\ jD/\“{ 9“ t uqz_‘ih isco ecure» Cisco Firewall
% Microsoft Active Directory (AD) 72 & DIERES cuvorkAnalyss - Menagement Center (F1C)
NfcY—RN—FT A AT ADSXY NT—7
DI —HFDI—HFDPOIPTRLIABEDE
MiEERZ /Ny VT ICFEE T BET

. ISE / ISE-PIC | WMI ¥ DC EICA4 > R |\—)|/
SN ISE-PICI—YzyvhihEn 1%
AD WS RASvI—HpOvy(4 Y EﬁwLﬂ
#%2|THS

- WMI OFI| %= #EEE
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ISE-PIC
WM BT pxGrid &1
—

—

&
<

EHEEREE
AD A5 A Y \—

“ pxGrid
BMIEEREE

I1—HIEHRD P Tk

RERT /(A X FTD

IDFW 88ERAT Y 7
(FMC - ISE-PIC A vF45 L —Y 3 V)

—_

ISE-PIC DA VA M=), FlEBEY N7 v T
ISE-PIC T® AD Join % 7F

ISE-PIC T® Root CADF o vO—K&
FMC ANDA Y R— bk

FMC T® Internal CA OfERE Y 7 vO—R

OpenSSL [T & % FMC Internal CA 7 71 )L
DRI (PKCSH12 > PEM, Key)

FMC T® Internal Cert A YR—k

ISE-PIC ©® FMC Internal CA (PEM) @A >
R—k

ISE-PIC T®D pxGrid DHE L
FMC T® Identity Source MEREET R b



ISE-PIC
WM BT pxGrid &1
— —

&
<

h pxGrid

BRI DOl i
ADOY AV \— “Newwork

I—HIEHRD IP Zifa

RERT /(A X FTD

IDFW BRERAT Y 7

(FMC T® Identity Policy §27)

10. Realm DFRE

11. Network Discovery T® User MDi1B/N
12. Identity Policy MYER

13. ACP A® Identity Policy &

14, &7 A B



Kty b7y THA R TOHRESE

. Identity Source & L T ISE-PIC v3.1 & FIH

. |dentity Store & LT AD (Windows Server 2016) ZF|F L (domain : secvt.jp), Test
PC1 Z R XA V&

. %%Eyﬁ—*y b (AD. ISE-PIC) ET TICA YA R—=ILETHD ZDHA K TIEfEER
A

- ISE-PIC Installation Guide
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/pic_install upgrade/b pic_install upgrade 31.html

« FMC - ISE-PIC E® pxGrid EETERA S h5iRAZEZNhZn B CAIRE 2 FH
. SEFAZERICEH SN TS FQDN /R b DZRIBRATZ 5 & SADTRER

- AERCREERY M=V LI —RYNT—=TDIV—FT AV THITZRBNI,
d1—H—y hT—% (192.168.1.0/24) & AD DBERIR% BRER (XE#EKRNSER)

- DFW ZFRLBWRIRICE VT, BERY NT—J&1—HY—Xy hT—IhpRich T3
ANBELWTHFAUTHD, RRBIIARIE DFW Z2FAT 2L 5B THA VITER> TWR
W%, —BERIARISE LT AD & ILFR— A TER



https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/pic_install_upgrade/b_pic_install_upgrade_31.html

| e

XY FZ— JRIEX (F8) Internet

g0/0 ZF/O—/\)IL7 KL R

g0/3| 254

e BFENW (=@ 2 2mmnw)

- S%ZELAN
2 192.168.240.0/24
S| e .
o I GO/0 outside .1
N I VM Network] FTDVO ] —] test PC2
:] i Management GO/1 inside .1 101
» 32.204 EMCY : :
' AEBLAN | |
M132.730 ise-picor 192.168.1.0/24 | .11 101
1 132.131 - test PC1
132.7970) _ ADO1.secvt.jp
B s



ISE-PIC T® AD Join &%

« ISE-PICICTNy 27 DY —ERD70O/NA 5 L1835 AD ZF R

Providers > Active Directory

= I ISE Passive Identity Connector

X ISE Passive Identity CONNector o \what page are you looking for?

ISE-PIC IcOY A V&, EEDAZ2—7413
Vaollyy

Providers > Active Directory % &R
Add =0 VUw

ribhe
= ISE Passive Identity Connector

Active Directory

Active Directory

Providers - Active Directory

) ced Tools

Active Directory Domain




EEDHARIZ AN

AD DR AL V%ZEAN

ATD Submit 27U w %
BRULRASVICTRTODISE/ —Rz&mMat

ISE-PIC T® AD Join &%

DAy E—INKRREINDZEHYeszE I )W
Domain Admin ®1—Y%¥ ID/ JNXAT— K% AN

= ISE Passive Identity Connector Providers - Active Directory

OKZzoUwy
ISE @ Node Status A% Completed IC#4: 5 Z & =R

Connection

* Join Point Name secvLjp & O

+ e Dectory _ Join Domain
) secvt.jp @ ®

Domain

R Please specify the credentials required to Join node(s) to the Active Directory Domain.

@ * Domain Administrator (7) administrator

* Password ==reeeees &
® ®

(O] Specify Organizational Unil@

@
®
©)
®
®
®
@

Information

Would you like to Join all ISE Nodes to this Active Directory Domain? Store Credentials (1)

Cancel
‘ ﬁxﬂn Operation Status _ B @

Status Summary: Successful

ISE Node ~ Node Status
ISE-PICO1.secvt.jp &3 Completed. -
35
PN

) 3
AU




ISE-PIC T® AD Join &%

PassivelD % &R
Add DCs % &R
FIFEBRUT secvtjp RAAS UHRRSNZDT

ETE & FryvlEAND

OKZOUwY

BTN

= |ISE Passive Identity Connector Providers - Active Directory

Connection Allowed Domains Groups Advanced Settings

PassivelD Domain Contr

Add Domain Controllers

£ Refresh t 1 A Add Agent
() Domain DC Host & Site |

No data found. : [J) Domain DC Host Site IP Address

Esecvt‘jp ADO1.secvt.jp Default-First-Site-Name 10.71.132.131

@ Cancel

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



PassivelD DC IC&$gE 7z secvt.jp Z &R

Edit %8R

AD admin @ Password %= A1

Protocol © WMI %Z3&3#R L T Configure 22 U v &
Information Successfully @ Pop-up A id OK
TestZz o Uy

Information T Successfully @ Pop-up AN IE OK
Save 2z Vv Y

ISE-PIC T AD Join

X IE
%

K1

BT/

@
)
©)
@
®
®
@

= |ISE Passive Identity Connector Providers - Active Directory '

Connection Allowed Domains PassivelD Groups Advanced Settings i .
Edit ltem Information
PaSSlVe | D Dom a | n Con t |’0| IerS Edit Domain Controller Successfully configured Domain Controller
oK
ADO1.secvt.jp

Rows/Page 1 ~

S Refresh ﬁ Trash Add DCs Use Existing Agent Config WMI Add Agent Description
Domain DC Host Site IP Address z.
Informatlon
4 The connection was tested on 'ISE-PICO1 secut jp' PassivelD active node

sem,,p @ ADO1.secvt jp Default-First-Site-Name 10.71.132.131 Connection to "ADO1.secvt jp' established sucoessfully
Windows version is "Win2016; NetBIOS domain is "“SECVT' Query for history events

succeeded
User Name*

administrator

D Lo
AU

Password @

SO Show Password U

Protocol

WMI Configure Test

I ®
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 37
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ISE-PIC T®D Root CADF o vAO—k& FMC ANDA

Y IN—

- ISE-PIC - FMC MIFEERREZAWNTtEX 1 7 BEEZTS. SEHE

C

)V EZSOVO—KRUTFMC ICA viRk—

9%

Certificates > Certificates Authority > Certificates Authority Certificates

ISE Passive Identity Connector o war page are you looking for?

Dashboard

Recent Pages

@ ISE-PIC A= a3 —& b Certificate Authority

Certificates #2 J w &
@ Root CA %#i#{RL, Export o Uwv s

Live Sessions

Certificates Management

Providers

Subscribers

Certificates

Certificates Authority

SFRE % FERAT %76, 13U IC ISE-PIC @ Root CA (B 2 EFH

~

Overview Issued Certificates

CA Certificates

/ Edit  + Import

ISE-PICO1

ISE-PICO1£00001

Certificate Services Node CA -
ISE-PICO1#00002

A 4

ISE Passive Identity Connector

™ Export | @ Delete Q View & Re
Friendly Name tatus Trusted For

@

I Certificate Services Rodt CA I B Enabled

Ena

Certificate Authority Certificates

Refresh

Infrastructure Endpoints

bled Infrastructure Endpoints

Certif
]
Sub C.

D CertificateServicesRootCAl.pem

Certificates - Certificates Authority

Internal CA Settings

Serial Number

1D 8D EA AF 57 A5 44 7C B4
2D OC 14 98 6F A1 47

6953 99 0B 66 91 4A B7 95 6A  Certificate Services

BB CA 60 76 B9 EC

48 9F D4 1C D3 A2 44 2E 86 3B Certificate Services
Sub CA - ISE-PICO1

8E DO EQ 1B DD 47

Certificate Templates

Certificate Services

ISE-PICO1

ISE-PICO1

Root CA -

Node CA -

Endpoint

Issued By

Certificate Servic

ISE-PICO1

Certificate Servic

ISE-PICO1

Certificate Servic

ISE-PICO1




ISE-PIC T® Root CA MF U >vO—K & FMC ADA Vik—

- FMC OBV Y —)LICEBEIL. ISE-PIC 54> O— K L7= Root CA
FMCICAViR—bkhT %

Objects > Object Management > PKI > Trusted CAs

‘él"ﬁ'élo" FIF‘EPOVXSECM?nage:FleﬂT Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q 59 $+ @ adminv
. i E—
File List Trusted CAs | @ Filter
e Import Trusted Certificate Authority o

Gadlocation Trusted certificate authority (CA) object rep

SSL policy, real&uratnons and ISE/ISE-PIC connection.
Interface Name: z@

Key Chain Name ISE-PICOT | Value

: Network A~ CortheateServices Certificate Data or, choose a file: @ Add Trusted CA % 7 IJ W 7
- b &fl% ISE-PICOT & ASI

Cert Enroliment Actalis-Authentication-Root-CA MIIFMjCCAxqgAwIBAGIQBZsGAMmVQK2wDyA Jc/R4gzANBgkqhkiGIwOBAQWFAD ETG) S b t % 7 IJ 7
Az N ubmi 5

External Cert Groups AffirmTrust-Commercial MTEwLwYDVQQDDChDZXJ0aWZpY2F0ZSBTZXJ2aWNIcyBSb290IENBICOgSVNFL | 7 o S

External Certs vBJ ) BrOWSe % 7 J v 7 lJ N 9 '7 4 D -
QzAXxMBAXDTIyMDUyNTASNTQONIoXDTMyMDUyNJASNTQONIowMzEXMC8GATUE

AffirmTrust-Networking

KU PEM 7 7 1 )L %R
Encrypted ICF v 7 Z An. /\R
J—Rztv bk

Save 207 V) wy

CN=Amazon Root CA 2, ORG=Amazon, C=US

ﬁn Root CA 3, ORG=Amazon, C=US

Internal CA Groups

Encrypted, and the password is:

Internal CAs AffirmTrust-Premium

MENEETE R AffirmTrust-Premium-ECC

Amazon-Root-CA-1 @

Trusted CAs Amazon-Root-CA-2

®©@ ©@ OeE0

Internal Certs

Trusted CA Groups

Policy List

Amazon-Root-CA-3




FMC T® Internal CA D{ERRE LUV IV

. FMC Internal CA I% 113 “TLS Decryption MIRTE" TIERED 1=
HENZERT S

Objects > Object Management > PKI > Internal CAs

alialn
cisco

> AAA Server

Application Filters
AS Path
Cipher Suite List
Community Lis!

> Distinguished Name
D rver Group

> External Attributes
File List

> FlexConfig
Geolocation

Interface

Key Chain

Network
~ PKI

Cert Enroliment

External Cert Groups

Internal CAs

Internal Cert Groups

Firepower Management Center

Overview Analysis Policies Devices Objects AMP Intelligence

Internal CAs

re-signing the server certificate with the internal CA.

Name

FMC-CA

ERED FMC-CA DIRERT V&I ) vy
Download &2 1) w %

Encrypt Download File T/INXAT7—RzZztv b
OKZzoUvyy

Cancel #2271 w 7y

Download L= Z7 71 IL&%ZHH DT L\AF|
ZTELTHL

®
®
©)
O)
®
®

A

Deploy Q @ i+ @ adminv

EETES EZEY -

Internal certificate authority (CA) object represents the CA public key certificate of a CA your organization controls. You can use internal CA objects in SSL rules to decrypt outgoing encrypted traffic by

Value

CN=FMC, ORG=CiscoSystemsGK, OU=GSSO-.

o

— K

Edit Internal Certificate Authority

- Subject:
Common Name: FMC
Organization: CiscoSystemsGK
Organization Unit: GSSO-JP

* Issuer:
Common Name: FMC
Organization: CiscoSystemsGK
Organization Unit: GSSO-JP

* Not Valid Before:
Apr 12 09:36:19 2022 GMT

* Not Valid After:

_» e5f35eda-bad3-11ec-bafe-82fc29d353f1.p12

v

Apr 9 09:36:19 2032 GMT

Name. | FMC-CA

Encrypt Download File

Password: I g
Confirm Password *: @

[ |

Internal Certs

Passwords Match:
[ ]
G0

o) |

- Serial Number
38:42:c5: :573@0231 95.66:d9:53:71:63:1

==

Csplaying
Cancel

5 FMCv01.p12




OpenSSL |2 &3 FMC Internal CA 7 7 14 L DR Z i
(PKCSH12 - PEM, Key)

- FMC Internal CA @ ISE-PIC ANDA VA R=ILD=HICT7 7 A IILFEDZEHa (PKCSH12 -
PEM) MAEE, F =, ISE-PIC & D#EEHEIC FMC (& Internal Cert GDnEEHE%ﬁFﬁ L. {ERk
% Internal CA EEBAZ % Internal Cert [ICHA VYIR— N T 2B HBZIH, TESHHT YV
R—BMICPEM 7 71 ILEMBESNZNFNVNEICHKL D6, OpenSSL V7 b &FIFAL
T PKCSHI12 774D 57 7M1 IVER =LY 5

« ITDOHY 4 k&b Windows 10 BRD OpenSSL #4vO— KU, @ERICA VA=)

« https://slproweb.com/products/Win320penSSL.NMI | [wer opessevriie o
EXE | M1
- AHA RTIlE Win64 OpenSSL v1.1.10 Light Z ¥l

- FMCVO1.p12 A EET ST« LV b 'JJ:TL/(TGDZI?/ Mf;éﬁ

IMB-r A —35— | Winé4 Op
1ZOpen

Microsoft Windows [Version 10.0.19044. 1706] Windows (C:) » SSL
(c) Microsoft Corporation. All rights reserved.

C:¥Users¥sinazawa>cd C:¥ssl| ™~ 2857
C:¥SSL>openss| pkcs12 —nokeys —clcerts —in FMCvO1. p12 —out FMCvO1. cer FiEM ﬁ?iﬁlgiﬁﬁéhﬁ:
Enter Import Password: n FMCv01.cer SERRE & WE S (key)

G:¥SSL>openss| pkcs12 —nocerts —in FMCvO1. p12 —out FMCvO1. key J FMCVO1.key
iEnter Import Password:

Enter PEM pass phrase: o FMCv01.p12
Verifying — Enter PEM pass phrase: :

G:¥SSL>



https://slproweb.com/products/Win32OpenSSL.html

FMC T® Internal Cert ® 1 2
- THLT-T 7

1 ILZFELY,

FMC @ Internal Cert [CEFREZE % 1

Y ik— b

Y IR—

Objects > Object Management > PKI| > Internal Certs

95

Al F|repower Management Center
ts / Object Management

CIsco

Key Chain
Network
~ PKI

Cert Enrollment
External Cert Groups|
External Ceris
Internal CA Groups
Internal CAs
Internal Cert Groups
Internal Certs
Trusted CA Groups
Trusted CAs

© 2022 Cisco an

d/or its g

Overview A

Internal Certs

portal configuration.

nalysis Policies

Devices

Objects AMP

Intelligence

z®0eploy Q @ %+ @ adminv

Add Internal Cert [

Internal certificate object represents a server public key certificate belonging to your organization. You can use internalaasiissiesasiesadmsuns

Add Internal Cert 22 U w4

Add Known Internal Certificate

Name:
FMCv01

Certificate Data or, choose a file: W

————— BEGIN CERTIFICATE-----

MIIDIDCCAnygAWIBAgIUOELFNnOrxXizxPUCgZW22VNxY 6EwDQYJKoZIhve NAQEL
BOAwajELMAKGA1UEBhMCSIAXDJAMBgNVBAgMBVRva3vMRIWEAYDVQQHDAINa

LMRAWDGYDVQQLDAdHUTNPL

W5h
dG8ta3UxFzAVBgNVBAOMDKNpc2Ny]
UpQ

Key or, choose a file:

Key Attributes: <no attributes="">|
77777 BEGIN ENCRYPTED PRIVATE KEY-----

qgA

MIIFHDBOBgkghkiGSw0OBBQOwWQTApBgkghkiGI9wOBBQwwHAQI+RO0Jy8/mGWCA

° ¥ty

|| Encrypted, and the password is:

£Zi%E FMCv01 EAD
Browse #2277 U v L,
741 )L (FMCvO1.cer) %i#iR
Browse #2277 U v L,
71 )L (FMCvO1 .key) %&3iEiR

Add Known Internal Certificate

Name:
| FMCvO1

Certificate Data or, choose a file:

————— BEGIN CERTIFICATE-----
MIIDIDCCAnygAwIBAgIUOELFNnOrxXiz
BQAwaELMAKGA1UEBhMCSIAxDjAMBY
W5h
dG8ta3UxFzAVBgNVBAoMDKNpc2NvU
UpQ

Key or, choose a file: Browse

sTuGZollATNI Kbty

sf7i2UISf9zkSL 1‘9uwZJcDQZzZkIPSRICWZH\JozALNGbQEedHKDaUVBQIaT s

TKTjypl+ EXcVwiM890XCsGOIVkke5axxFImi8WAS31Ryh 1Lvmn&02QTi
G

justp ypQ==
PRIVATE KEY-----

\:| Encrypted, and the password is: |

FlF ELH LU I-PEM
FIFELHL T Key

Bug Attributes ~ <no attribute=""> % Bl
EBkIC Key 7 7 1 L THRIED </no> ZHIBR



(o}

FMC T® Internal Cert A > Rk—

Add Known Internal Certificate Q Internal Certs Add Internal Cert \o\
Name: Internal certificate object represents a server public key certificate belonging to your organization. You can use internal certificate objects and groups in SSL rules, ISE/ISE-PIC connection and captive
portal configuration
FMCvO1 |
Certificate Data or, choose a file: Name Value
_____ BEGIN CERTIFICATE----- - FMCvO1 CN=FMC, ORG=CiscoSystemsGK, OU=GSS0-... ra

MIIDIDCCAnygAwIBAgIUOELFNnOrxXizxPUCgZW22VNxYBEWDQYJKoZIhve NAQEL
BOAwajELMAkKGATUEBhMCSIAxD]AMBgNVBAgMBYRva3lvMRIWEAYDVQQHDAINa

W5h

dG8ta3UxFzAVBgNVBAoMDKNpc2NvU3IzdGVicOdLMRAWDgYDVQQLDAdHUTNPL

UpQ e
Key or, choose a file:

TwnoVxx4JuPSdCzI9PyAvgdrdh4ExDZVuBbMCw3dZLig Tt YjPIVTeEYCZK T TCgIVWT N

51u62ollATnN/4f3IEPISVZBYmZMniw6fe TAvhbVoGwEbcaagK/btyzT7GIXuDSM
sf7i2U15f8zk SLNH/9uwZjcDQZz2kIPsRfCYYZHVozALfVEb95edHKDaUv8QlalS
TkTjypga+qGOP|DEXcYwfM830XCsGOIVkkebaxxFImi8WAhS3T1Ryh1Lvmn6020Ti
JUBtPBIKDZ2WFGYVIP2ypQ==

----- END ENCRYPTED PRIVATE KEY----- 5 @ Encrypted ICFzvIZ2ANT/INRAT—RKRZLY K
Encrypted, and the password is: I | I - @ Save % 7 U “/ 7

o\

U
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ISE-PIC T® FMC Internal CA @4 Vik—

. ISE-PIC IZT FMC @ Internal CA (Z#aL71= PEM 7 74 I)) &4 ViR— b

Certificates > Certificates Management > Trusted Certificates

ISE Passive ldentity Connector

Q. What page are you locking for?

@ ISE-PIC ® A= 1—& b Certificates > Certificates

Management > Trusted Certificates % &R
@ ImportzoUwy

Dashboard Subscribers Certificates

Recent Pages

= |ISE Passive Identity Connector Certificates - Certificates Management

System Certificates Trusted Certificates OCSP Client Profile Certificate Signing Requests Certificate Periodic Check Se

Tr u Ste d C e rt | fl ca te S )\, For disaster recovery it is recommended to export and backup all your trusted certificates

O Friendly Nam Trusted For Serial Number Issued To Issued By Valid From

D Baltimore CyberTrust Root Cisco Services 02 00 00 B9 Baltimore CyberTrust Baltimore CyberTrust. Fri, 12 May 2000
Infrastructure

[:] Certificate Services Endpoint Sub CA - ISE-PI En;pour:(cs 2 25 E9 C5 A1 22 Certificate Services E Certificate Services .. Wed, 25 May 20...

Infrastructure

0O Certificate Services Node CA - ISE-PICO1#00 Enupom(su 34CA78B6 10 .. Certificate Services Certificate Services Wed, 25 May 20.
Infrastructure

(] Certificate Services OCSP Responder - ISE-PI Endpoints 6B 0C 9154 BO Certificate Services Certificate Services Wed, 25 May 20.
Infrastructure

2 Cisco or its : righ S Cisco Publi 0O Certificate Services Root CA - ISE-PICOTHO00... [ oot 059B0600C9.. Certificate Services Certificate Services .. Wed, 25 May 20




ISE-PIC T® FMC Internal CA @A V7iRk—k

Certificates - Certificates Management

= ISE Passive Identity Connector

System Certificates Trusted Certificates OCSP Client Profile Certificate Signing Requests Certificate Periodic Check Settings

Import a new Certificate into the Certificaw
@
* Certificate File | 77 -7)L7%&:&iR | FMCvO1.cer
Friendly Name FMCv01-Cert z@ ®
Trusted For: O

[ Trust for authentication within ISE

@)z D Trust for client authentication and Syslog
(] Trust for certificate based admin authentication
[[] Trust for authentication of Cisco Services

(] validate Certificate Extensions

Description

Certificate File T7Z 74 ILZ&ER%Z 2V v o LT FMCvO1.cer & &R
EBEOLFIE AN @z

Trust for authentication within ISE ICF = v I BN A>TWBZ & & FESR
Submit #7 U vy

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



ISE-PIC T®D pxGrid DB
+ ISE-PIC ICT pxCrid EB#TH T XU 514 /X&E1ESD FMC Hh 5 Dk
7@_:§£FEI3' %) TC &b @Eﬁ/rf %_:'fj_- 5 @ ISE-PIC @ A= 31 —d& b Subscribers > Settings % iR

@ Automatically approve new certificate-base accounts [CF x v &

Subscribers > Settings © SaveZsYUv7

ISE Passive Identity Connector o ha

t page are you looking for?

Dashboard Live Sessions Providers Subscribers Certificates Troubleshoot Administratiga

Recent Pages
Summary Client Management Diagnostics Settings
Trus

Clients

= |ISE Passive ldentity Connector Subscribers -« Settings

Settings
E Automatically approve new certificatefbase_c_:l accounts
@2 E] Allow password based account creation

Use Default m




FMC T® Identity Source MDE&TE
- &xIC FMC @ Identity Source MERTE % £htE

System > Integration > |dentity Source

ices Objects AMP

le belonging to your organiz

)

Intelligence

Configuration
Users
Domains

SecureX [
Updates

Licenses

Smart Licenses
Classic Licenses

Deploy Q @ #+ @ adminv

Logging
Security Analytics & Logging

Health
Monitor
Policy

Events
Exclude
Monitor Alerts

Integration % &R

Service Type Tldentity Services Engine %
EIR

ISE-PICD IP 7 KL Z%Z AN

pxGrid Server CA T ISE-PICO1 % &R
MNT Server CA T ISE-PICO1 % iEiR

FMC Server Certificate T FMCv01 % i&iR
Subscribe To T Session Directory Topic
ICFTYIDNA-DTWNDS I & =ZHER

Save 27V wY

@
)
©)
@
®
®
@

©)

A

mmm FMC . . . ) . X X

cisco’ Identity Sources Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ I+ @ adminv
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

© 2022 Cisco and/or its affiliate

s. All rights reserved

Cisco Public

Identity Sources

Service Type

‘ None Identity Services Engine

[ 10.71.132.130

Primary Host Name/IP Address *

Secondary Host Name/IP Address

pxGrid Server CA *

MNT Server CA * I ISE-PICO1

FMC Server Certificate * I FMCv01

ISE Network Filter

Subscribe To:
Session Directory Topic
SXP Topic

* Required Field

You have unsaved changes Cancel Save

B




FMC - ISE-PIC BT X k

mmm FMC : - . : .
iS¢0 Idently Sources Overview Analysis Policies Devices Obje
Cloud Services Realms Identity Sources High Availability eStreamer

Status

Identity Sources

Service Type None Identity Services Engine . .
" ‘ i ) ISE connection status:

rimary host: Success
Primary Host Name/IP Address * [ 10.71.132.130 | &
Secondary Host Name/IP Address [ | » Additional Logs @
pxGrid Server CA * [ ISE-PICD1 - | + Primary host: .
INFQ]: PXGrid v2 is enabled
MNT Server CA * ISE-PICO1 v [ B .
[ | + [INFO]: pxgrid 2.0: account activate succeeded
EMC Server Certificate * [ FMCvO1 . | + [INFO]: Successful connection to ISE-
PICO1.secvt jp:8910
ISE Network Filter [ ex 10.8931.0/24, 192 168 8.0/2: | [INFO]: pxgrid 2.0: ISE server reports
Subscribe To: zg{r:;i‘l;co.|se_conﬁg_pr0ﬁler is unsupported or .
Session Directory Topic
SXP Topic O
* Required Field

0)

® TestzoZYUwy
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public @ Primary host SUCCQSS t %ET_TT é hh(ij_—z |\ EﬁIjJ




FMC - ISE-PIC &
- ISE-PIC TODIEHIER

Subscribers > Clients

ISE Passive ldentity Connector

Q What page are you looking for?

Dashboard

Live Sessions Provid Subscribers

Recent Pages

Summary Client Management Diagnostics

Clients

3
NI
\

= ISE Passive Identity Connector Subscribers - Client Management

Clients Policy Groups

Certificates

Clients

Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations

pxGrid Clients

Rows/Page 2

v
:3 Refresh j Trash
(H] Name Description Client Groups Status
O fme-4f9ff9305ec211ec872761e9eb » Enabled
O t-fmc-419ff9305ec211ec872761e9 « Enabled




FMC T® Realm (L JLA) ]
BIRULEA—Y—¢E TN —T%2FE>TRY O—REZITOHIC
FMC T AD Realm DER == -
System > Integration > Realms

Description

Al Flrepower Management Center
€Isco Syt gration / Realms

AD Primary Domain %7 Deploy @ @ ¥+ @ adminv
| |secv1]p

E.g. domain.com

Overview Analysis Policies Devices Objects AMP

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager

— Directory Username* Directory Password*

N
q Group DN

Realms Realm Sequences Sync Results | administrator@secvt.jp
—

E g user@domain.com

Base DN

| de=secvt,dc=jp »— | | ‘
| W E.g. ou=group,de=cisco,de=com E.g. ou=group,dc=cisce,dc=com
eaim V)
{EEO)% ﬁf]%)\jj Directory Server Configuray
oS

_I_ype T AD Eig?R ~ 10.71.132.131:389

Hostname/IP Address* Port*

AD Primary Domain T secvt.jp & AN Mo o

T4 LY NIBBRAOI—YZ/NZAT—KREAN, 1— — O

HZ (& @ domain DR 4 7 e v
Base DN %Aj] Interface used to connectto?u:ctorys&

Directory Server Configuration ([C#&1L. ADO1 @ IP 77 © “es"'“”""’_“’”te'°°““p§

F I/ Z %)\jj (©) Choose an interface
Encryption Z4[a](& None TE&E P —C)
Resolve via route lookup % &R
Test #45Uwo UEEHNRING 2 & & hESR Add another di @
Configure Groups and Users 22 ) v & ©

Default: Management/DiS#hgsl rface

®
®
©)
O)
®
®
@
©)
®




FMC T® Realm (L JLA) 587

"':|"s'é|°" Firepower Management Center Overview Analysis Palicies Devices Objects AMP Intelligence

ADO1

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

secvtjp

E g domain.com
Enter query to look for users and groups
Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
| de=secvt,dc=jp ‘ ‘ de=secvt dc=jp

E.g. ou=group,dc=cisco,dc=com

Load Groups

Available Groups

E.g. ou=group,dc=cisco,dc=com

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows that
group only to be used in policy. Learn more [4

Available Groups (All grou reds ed by default) Included Groups and Users Excluded Groups and Users

Q, Search

@

| ® Sales None

ol

DnsUpdateProxy
DnsAdmins

Enterprise Key Admins

Deploy o € & @

‘You have unsaved changes

Available Groups IC ADO1 TE&SNT
WBTIL—THRREIN TS L%
FOXRTRSINTULWERWESRICIE Load
Groups 7 U v L& TIEHRETE
Available Groups h*5 Sales Z##IRL T

Include 242 YJw ¥ *Available Groups
T Included ICBIRE Wi J IL— TIEHRS
KUZDTI—TICAET 21EHRDH %
AD hSEET2L574ILF T B &
HATEE, WIC Excluded &i&IRT 2 &%
DI IN—TZRNT B Z EDARE

Save 27 Vv Y
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Network Discovery T® User M1ENN

- Identity Source MFEHE(CHLY, {ERE D Network Discovery Policy
JL—ILICT Users ZEMML TWRIThIEIhZEMT 3

Policies > Network Discovery > Networks

| | F|repowerManagementCenter

cies / Networks Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ I+ @ adminv
—
Custom Operating Systems | Custom Topology
Up to date on all targeted devices.
Network: Use Advances d
—
+ Add Rule
Edit Rule ‘ ’
Networks 2% L Action ®$
192.168.1.0_inside_hosts Discover v ‘ Hosts Users Applications & Discover: Hosts, Applications
0.0.0.0/ @ Discover: Applications L u
o Networks ~ Zomes  Port Exclusions :
Available Networks (26) C' + Networks (1)
Q, Search by name or value | 192.168.1 0_inside_hosts .

any
IPv4-Private-All-RFC1918

© 2022 Cisco and

Jor its affiliates

ADO1

any-ipvd
any-ipvé
asa_default_gw

DNS_Server1

Enter network address

|

YERED 192.168.1.0_inside_hosts
DIRERTIVZEI )WY

Users IcF vy

Save 2o Uwy




ldentity Policy ME%E
. $3R(Z Identity Policy Z{ERK9 %

Policies > Access Control > Identity

aliilie F\repower_ Management Center Overview Ana

C15¢o’ Polices | Access Cantral | ldentty lysis Policies Devices Objects AMP Intelligence Deploy Q, @ % @ adminv

Object Management | Access Control

Compare Policies New Policy

Identity Policy Domain Status Last Modified ®2

There are no policies created. Add a new policy

New ldentity policy Q

MName
[ ID-Policy ]

®2Description

l |

New Policy 227 Vv

EEDRY >—R%ZAND

Save #90 )wv Y

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Identity Policy ME%E
. #ER U 7= Identity Policy IC)L—ILZIBINT %

alialn F|repower Managemem Center

cisco  Polic Access Control / Identity Policy Editor

ID-Policy ==

Enter Description
Rules Active Authentication Identity Source @

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ % @ adminv

—
+ Add Category + Add Rule Q_ Search Rules X
Name Source Zones Dest Zones Source Networks Dest Networks VLAN Tags Source Ports Dest Ports Reskm Action Auth Protocol
Administrator Rules
Add Rule o
This category is empty
Standard Rules Name @ Insert
This category is empty i ISE-Authentication ‘ Enabled into Category v Standard Rules v
Root Rules | Passive Authentication - Realm: Norealm Aut

This category is empty .
Remote access VPN sessions are nticated by VPN. Other sessions use the rule Action.

Networks VLAN Ta Realm & Settings

Available Zones C Source Zones (1) Destination Zones (1) T

| Q Search by name z@ Inside_Zone ¥ Outside_Zone lAd=?= RU |e E 7 J / 7

| Inside_Zone Add to Source | {EI%\ 0) } I/_ } I/% E /-\ jj

Passive Authentication % &R

& Zones 4 7@ Available Zones h 5

@ Inside_Zone %R L T Add to Source
=00y

[E#%(C Outside_Zone %#iEIR L T Add

to Destination % &R

© 2022 Cisco and/ 54




Identity Policy ME%E
. ¥ER U 1= Identity Policy IC)L—JL&BINT %

Add Rule
Name Insert
ISE-Authentication Enabled into Category v
Realm: ADO1 (AD)

Passive Authentication -

Networks

Remote access VPN sessions are actively authenticated by VPN. Other sessions use the rule Action.
Zones
Realm *

VLAN Tags _Ports
| ADO1 (AD) v ] ®

| Use active authentication if passive or VPN identity cannot be established

Standard Rules

I Realm & Settings

Realm & Settings 4 7 IC#&1 L Realm
T ADO1 %3&iR

Add =0 Uw o
Save 27 Uwv Y

_ X

Deploy Q é’ ad

You have unsaved changes

Standard Rules

1 ISE-Authentication Inside_Zone (Routed)

Qutside_Zone (Routed)

* Required Field
Rules Active Authentication Identity Source
—
+ Add Category + Add Rule Q_ Search Rules X
Name Source Zones Dest Zones Source Networks Dest Networks VLAN Tags Source Ports Dest Ports Realm Action Auth Protocol
Administrator Rules
i‘ Ed Hi“i i empt
ADO1 (AD) Passive Authentication K

e e

This category is empty




ACP A Identity Policy Mi&E
- #ER L 7= Identity Policy % BE7E ACP (C3

BHY %

Policies > Access Control > Access Control

alialn Flrepower Marnagemem Center Overview Analysis Policies Devices Objects AMP

o Intelligence
CIsco  Polcies trol / Access Control !
———
Access Control Policy Domain Status
ACP-1 Global Targeting 1 devices

Up-~to-date on all targeted devices

Deploy Q @ #* @ adminv

Deploy Q @ ¥ @ adminv

Object Management | Intrusion | Network Analysis Policy | DNS | Import/Export

Last Modified

2022-05-27 11:51:14
Modified by "Firepower System” B

Analyze Hit Counts

oA

Inheritance Settings | Bg

gomen
SSL Policy: SSL-POLICY Identity Policy: None

X | [] Show Rule Conflicts @ + Add Category [EEEEEENTY

@ Identity Policy

1D-Policy

Lt Prefilter Policy

ce Destination
mic Dynamic Action
butes Attributes

Revert to Defaults

CEHCE\

ROR A EW™ ¢

ACP-1 DiRERY V&I Uy
AL D Identity Policy @ None %
9099

© Allow [ % BEos%w
_ You have unsaved changes
°© % B rsw
© Monitor B o/
© Allow [ % BEosw

© 2022 Cisco an Prefilter Policy: Default Prefilter Policy

Deploy Q @ admin v

Analyze Hit Counts ‘ -

Inheritance Settings | Policy Assignments (1) |
SSL Policy: SSL-POLICY

ER LR & —, ID-Policy %

BIR
OKZoJVwy
Save Z27 )w

Identity Policy: ID-Policy

&)

o




EQ/:FEOD FTD /\ODJEEﬁ

Al Firepower Management Center
ci1sco  Deplo

5 | Deployment QOverview Analysis Policies Devices Objects AMP Intelligence Deploy @ @ adminv

1 device selecte
Deploy time: Estimate

[ Q, Search using device name, user name, type, group or status

Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status

> FTDvO1 admin FTD May 27, 2022 11:51 AM 2 I Pending

@® Deploy&x®27 v UTHEENERE

FTDvO1 IC3EF
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- Analysis > Users > User Activities

— . . F‘r,ep,owgr ,Man?gcenn":em Center Overview Analysis Policies Devices Objects AMP Intelligence
s/ Us User Activity
w7 A B &Monitoring Events '
L Z
No Search Constraints (Edit Search)
Table View of Events Users
— Discovery . Start,,  End - v
[] + Timex Event x Usemname x | Realmx | =iitiil x| Authentication Type x 1P Address x Port X | porX | Descriptionx | Se
LJ Tyg
3 ~ | —
RAXA22A—-HT - , :
I v [ ] 2022-06-0110:20:49 UserLogin 4 tyamada ADO1 1 LDAP Passive Authentication [J 192.168.1.101 I
m R
Page‘ 1 |01 1 Displaying row 1 of 1 rows
o]
1 1 1 View All Delete Al
. AI’]BNSIS > Users > Active Sessions [ o]
ir r Man n r ) ;
'Icllls'cl’c;' Fl eppwe ,M? ageme‘wt Cente Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ % @ adminv
——
Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches v
No Search Constraints (Edit Search)
Table View of Active Sessions Active Sessions
Jump to
"] ¥ Login Time X Last Seen X User X Authentication Type X Current IP X Realm X  Username X FirstName X  LastName X  E-Mail X Department X  Phone X  Discovery Application X | Device X
I v || 2022-06-0110:20:49  2022-06-0110:25:15 4 taro yamada (ADO1\tyamada, LDAP) Passive Authentication ~ [J 192.168.1.101  ADO1 tyamada taro yamada tyamada@secvtjp  users (secvt) 1 LDAP FMCvO1 I
v | 2022-05-3108:33:46 2022-06-01 04:03:47 A ADO1\administrator (LDAP) Passive Authentication 10.71.132.131 ADO1 administrator users (secvt) [ LDAP FMCvO01
v | | 2022-05-3100:01:17 2022-06-01 07:55:21 A ADOT\administrator (LDAP) Passive Authentication 10.71.132.130  ADO1 administrator users (secvt) [C] LDAP FMCvO1




EHRT A&

Monitoring Events

B Box—Secure Cloud Content M= X +

< > C

& boxcom

Get started

H AP Type here to search

TS Web 7

b2 S N e
FHFAID F=HRIE FMC CA % PC (T

Contact us

Analysis > Users > Active Sessions

alnaln F|repower Management Center
cisco A Active Sessions

Qverview Analysis

Policies

Devices Objects

No Search Constraints (Edit Search)

Table View of Active Sessiol

7t

Jump to.

Security Intelligence Events
Intrusion Events
Malware Events

ﬂl\o) TLS ?E% 4 Login Time x Last Seen x

2022-06-01 10:20:49 2022-06-01 10:25:15

2022-05-31 08:33.46 2022-06-01 04:03:47

2022-05-31 00:01:17 2022-06-01 07:55:21

User x

4 taro yamada (AD01\tyamada, LDAP)

1 ADOT\administrator (LDAP)

L ADOT\administrator (LDAP)

alnilee F\repower Management Center Overview Analysis Policies
cisco  Anz Connections / Events
Connection Events i worson
» Search Constraints (Edit Search Save Search)
Connections with Application Details I Table View of Connection Events I
[ Jump to. |
)+ FirstPacket Last Packet Action | Reason | Initiator IP o
v [] 2022-06-0110:47:19 2022-06-01 10:47:19  Allow 1192.168.1.101
v [] 2022-06-0110:47:19 Allow J192.168.1.101
v [] 2022-06-01104 2022-06-01 10:46:18  Allow 1 192.168.1.101

Al F\repower Management Center
€1S€0  Analysis / Connections / Events

Connection Events sutcn worsow)

* Search Constraints (Edit Search Save Search)

Connections with Application Details

Overview

Table View of Connection Events

Analysis Palicies Devices Objects AMP

Intelligence

[ Jump to.

\:\ + First Packet x Action x  Initiator IP x

] 2022-06-0110:52:26  Allow

“

[1192.168.1.101

] 2022-06-0110:52:25  Allow

<

[ 192.168.1.101

H o = Expanding
Connection Events T1—%
=E
FRAY Y EvTEnTi
Ingress Egress Destination et . -
. Responder - N Application . Client Web Application
Initiator User x Responder IP x Security x Security x  Port/ICMP X | SSL Status x % | Client x N P N x
Country Zone Zone Code Protocol Version Application Risk
A taro yamada (ADO1\tyamada, LDAP) 104.18.103 .56 B USA Inside_Zone Outside_Zone 443 (https) / tcp @& Decrypt (Resign) [ HTTRj2 1 Chrome 101.0.495167 [ Box Medium
A taro yamada (ADO1\tyamada, LDAP) 104.18.103 56 B USA Inside_Zone Outside_Zone 443 (htips) /tcp  fm Decrypt (Resign) [ HTTR/2 1 Chrome 101.0.495167 [ Box Medium

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search

Deploy @ @ 4+ @ adminv

Predefined Searches v

11 2022-06-01 09:26:41 - 2022-06-01 10:52:38




BT A b &
Monitoring Events

B Command Prompt

wARMNS 1.1.1.1 ADPing

afafn
cisco

Firepower Management Center ~ Overniiew  Analysis

Events By Priority and Classification

zhiS

* Search Constraints (Edit Search)

Table View of Events Packets

Drilldown of Event, Priority, and Classification

Jump to

+ Time x Priority x Impact x Source IP x I[']:ESU"E"O" X
v 2022-06-01 10:58:32 medium 2 01 192.168.1.101 1.1
v 2022-06-01 10:58:32  low 2 1 192.168.1.101 111

Policies

11 2022-0¢ )9:26:41 - 2022-06-01 11:05:23
Expanding
Intrusion Events T1—Y%1§
N o o
\ ~
ARV EYTENTWS
-
TR
Destination Source Port | ICMP Destination Port o N Application -
Country Type ICMP Code x Message x Classification x Source User x Brotocol X Client x
B AUS & (Echo Request) /icmp 0 (No Code) ficmp  PROTOCOL-ICMP Unusual PING detected (1:29456:3)  Information Leak | & taro yamada (ADO1\tyamada, LDAP)} 7 ICMP [ ICMP clier|
AUS 8 (Echo Request) [ icmp 0 (No Code) / icmp PROTOCOL-ICMP PING (1:384:8) Misc Activity L taro yamada (ADO1\tyamada, LDAP)§ 1 ICMP 1 ICMP clier|

- Analysis > Users > Active Sessions

"{‘I‘S'yﬂ" Flreppwer Mc:apaggamen} Center Overview Analysis Policies Devices Objectd
ot Firepower Management Center  Overvew  Analysis
Jump to... |
No Search Constraints (Edit Search) Connection Events
Table View of Active Sessions Active § SECUI'.IW Intelligence Events Events By Prior\.ty and Classification (suiten vornow
Intrusion Events l 1
Malware Events
Jump to *» Search Constraints (Edit Search Save Search)
¥ Login Time x Last Seen X User x Authj Drilldown of Event, Priority, and Classification I Table View of Events I Packets
v 2022-06-01 10:20:49  2022-06-01 10:25:15 4 taro yamada (ADO1\tyamada, LDAP)  Pasq
v 2022-05-31 08:33:46  2022-06-0104:03:47 4 ADO1\administrator (LDAP) Pasg Jump to
v 2022-05-3100:01:17  2022-06-01 07:55:21 4 ADO1\administrator (LDAP) Pass
Message
- PROTOCOL-ICMP Unusual PING detected (1:29456:3)
v PROTOCOL-ICMP PING (1:384:8)
Devices Objects AMP Intelligence Deploy Q I+ @ adminv

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search | predefined Searches

Pol



M Time

Q Filter columns l—ﬂ'% /J\Eﬁ_ttcﬁa_réh'f

M on |tO FI N g Eve ntS S'Et”vps'“' deteut WA LMEAICIE Filter columns

%Y v %2 LT Source User &
. Action
® Unlfled Events Source User
Source IP
sl Fire.po.wer Management Center Overview Analysis Policies Devices Objects AMP Intelligence el ol Deploy @ @ 3+ @ adminv
cisco sis [ Unified Events
|Q % ‘ [ Refresh ]
(@ Showing all 1,510 events (§ 1,464 @ 2 () 44) + g 2022-06-01 10:07:28 JST — 2022-06-01 11:07:28 JST 1h @ Go Live
m Time Event Type Action source User source IP Destination IP if;:i;::"‘ :Jce;g"::g: POt wen Application Access Gontrol Rule Acl -
» | 2022-06-01 11:04:01 4 Connection Monitor taro yamada (ADQ T\tyamada, LDAP) 192.168.1.101 40.119.249.228 53439 [ tcp 443 (https) / tcp | Microsoft URL-MONITCR A(i
» | 2022-06-0111:04:01 4 Connection Manitor taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 40.119.249.228 53438 / tcp 443 (https) / tcp | Microsoft URL-MONITOR A(i
» | 2022-06-01 11:04:01 4 Connection @ Allow taro yamada (ADQ T\tyamada, LDAP) 192.168.1.101 20.190.141.36 53437 [ tcp 443 (https) / tcp | Microsoft Windows Live S« CATCH-ALL, URL-MONITOR Aé
» | 2022-06-0111:04:00 4 Connection Monitor taro yamada (ADQ 1\tyamada, LDAP) 192.168.1.101 40.119.249 228 53436 / tcp 443 (https) / tep | Microsoft URL-MONITOR AC-
» | 2022-06-0111:04:00 4 Connection © Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 20.190.141.36 53435 [ tcp 443 (https) [ tcp | Microsoft Windows Live S« URL-MONITOR, CATCH-ALL Aé
> | 2022-06-0111:03:43 4§ Connection @ Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 104.46.162.226 53433 [ tcp 443 (https) /tcp | Microsoft CATCH-ALL AC-
» | 2022-06-0111:03:43 % Connection & Allow taro yamada (ADQ 1\tyamada, LDAP) 192.168.1.101 20.190.141.36 53432 [ tcp 443 (https) / tcp | Microsoft Windows Live S« CATCH-ALL, URL-MONITOR A(i
» | 2022-06-0111:03:43 4 Connection @ Allow taro yamada (ADQ 1\tyamada, LDAP) 192.168.1.101 20.190.141.36 53431 [ tcp 443 (https) / top | Microsoft Windows Live S URL-MONITOR, CATCH-ALL AC-
» | 2022-06-0111:03:43 % Connection & Allow taro yamada (ADQ 1\tyamada, LDAP) 192.168.1.101 20.190.141.36 53430 / tcp 443 (https) / tcp | Microsoft Windows Live S« CATCH-ALL, URL-MONITOR A(i
> | 2022-06-0111:03:34 4§ Connection @ Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 52.139.250.253 53429 / tcp 443 (https) /tcp | Microsoft CATCH-ALL, URL-MONITOR AC-
» | 2022-06-0111:03:33 4 Connection © Allow taro yamada (ADQ 1\tyamada, LDAP) 192.168.1.101 40.90.189.152 53428 [ tcp 443 (https) / tcp | Microsoft CATCH-ALL, URL-MONITOR Ad
» | 2022-06-01 10:59:32 4 Connection @ Allow taro yamada (ADQ 1\tyamada, LDAP) 192.168.1.101 1111 8 (Echo Request) | 0 (No Code) / icn CATCH-ALL AC-
» | 2022-06-0110:59:32 @ Intrusion Pass taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 1111 8 (Echo Request) 0 (No Code) / icn CATCH-ALL Ad
» | 2022-06-01 10:59:32 @ Intrusion Pass taro yamada (ADQ 1\tyamada, LDAP) 192.168.1.101 1111 8 (Echo Request) 0 (No Code) / icn CATCH-ALL AC-
» | 2022-06-0110:59:29 4 Connection © Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 52.139.154 55 53427 [ tcp 443 (https) / tcp | NBC News CATCH-ALL, URL-MONITOR Ad
» | 2022-06-01 10:59:29 4 Connection @ Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 52.139.154.55 53426  tcp 443 (https) / tcp | NBC News CATCH-ALL, URL-MONITOR AC-
» | 2022-06-0110:59:25 4 Connection @ Allow taro yamada (ADO T\tyamada, LDAP) 192.168.1.101 13.107 246 254 53425 [ tcp 443 (https) /tcp | Bing URL-MONITOR, CATCH-ALL A(i
» | 2022-06-01 10:59:25 4 Connection @ Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 117.18.232.200 53424 / tcp 443 (https) / tcp | Bing CATCH-ALL Aé
» | 2022-06-0110:59:25 4 Connection @ Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 21057.94.192 53423 [ tcp 443 (https) /tcp | Office 365 CATCH-ALL, URL-MONITOR AG-
» | 2022-06-0110:59:23 4 Connection © Allow taro yamada (ADO 1\tyamada, LDAP) 192.168.1.101 4090.184.73 53422 [ tcp 443 (htips) / tcp | Microsoft URL-MONITOR, CATCH-ALL Ad
Cliovce Ciotu dinurur ho urnuces. 1w ngntoh eour vou.  wiouw 1 il Y




SE  1—H - JIL—TR—ZD ACP JL—ILBTE

- Policies > Access Control > Access Control

®
®
©)
O)
®
®
@

ACP-1
Enter Description

Ko

Rules Security Intelligence HTTP Responses Logging A Advanced

Block Response Page
This page will be displayed whel al@blocked
I System-provided A

Interactive Block Response Page

This page will be displayed when HTTP traffic is blocked, but the user may choose to continue

I System-provided v | &,

HTTP Responses % i#&iR

Block Response Page T System-provided % &R
¥Block XR— Y DIEE

AddRule 25U w s

EEDIL—ILE%E AN

Action % Block ICE%7E

Users ¥ 7% &ER L. Available Realms T ADO1
Z IER

Available Users TYIL—7&®D Sales Zi&RL
AddtoRule #7 1)w¥

Analyze Hit Counts

Inheritance Settings | Policy Assignments (1)

SSL Policy: SSL-POLICY

ult Prefilter Policy Identity Policy: ID-Policy

X | [ Show Rule Conflicts @ =+ Add Category + Add Rule @

Source Add Rule
Dynamic
Attributes
Name Insert
Block-Box | nabled l below rule v ‘ [ 2
Action Time Range
| @Biock | 5 [ Nore v+
Zones Networks VLAN Tags Users |Applications Ports URLs Dynamic Attributes Inspection Logging Comments

Available Realms Available Users C

Q_ Search by name or value | ‘ Q_ Search by name or value

ADO1/*

Special Identities

msuzuki

tyamada

Selected Users (1)

ADO1/Sales

ADTIL—TT®D

Ea—1

axX A&




HE  1—Y - FI)IL—TR—ZD ACP JL—ILETE

Add Rule 9 Add Rule -]

Name Insert Name Insert

Black-Box | g Enabled [ below rule HRE Block-Box | g Enabled [ below rue BRE

Action Time Range Jeon Time Range
[‘@Biock v 5 [ v |+ [‘@Biock | B | None v+ @
Zones  Networks  VLANTags  Users IAppImalion! @ Dynamic Attributes Inspection  Logging  Comments Zomes  Networks ~ VLANTags  Users  Applications  Ports  URLs  Dynamic Attributes Inspection | Logging | Comments
Application Filters C* Clear All Filters X Available Applications (29) C' Selected Applications and Filters (1) + Log at Beginning of Connection
Q Search by name \ \ Q box X \ Applications Log at End of Connection
v User-Created Filters = All apps matching the filter = Box v File Events:

v Risks (Any Selected) Blackbox o Log Files @
O 1412

Send Connection Events to:

7
3
2
5
=

[ Low 882 Boxcar.io o Firepower Management Center
[ Medium 988 Boxnet Upload SSL ° @ [] Syslog Server  (Using default syslog configuration in Access Control Logging) Show Overrides
(3 High n Clubbox ° [ SNMPTrap  Select an SNMP Alert Configurat
[ Very High 157 CSNET Mailbox Name Nameserver °
v Business Relevance (Any Selected) .| | Dropbox o .
P
1 RAVPN-ACCess Qutside_Zone Ay VPN-Pool-IPs Any A An A An Any Any A An © Allow [ ]
-] R
3 Block-Box An Arty An Any A ADO01/Sales Box An Any Any A An @ Block I
4 URL-MONITOR An Ay An Any A An A An Any Any (Except Unci A An © Monitor
5 CATCH-ALL An An An .
. . s vaz
Applications 4 7 & &R
. . . = “ag @8
Available Applications n*5 Box Z#&3% U TEIRL. Add to Rule Zi&ER
Logging IC#2 &N
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco LOg at Beglnﬂlﬂg COﬂneCthﬂ E a: ) 7 63

Add Z#2 Y v 2 LT, Save - Deploy




21— - JIL—TXR—=2D ACP JL—IL

. 4T 2 ~ & Monitoring Events

Sales ZIL—7ICE@9 % Taro Yamada D7 7t X

Access Denied X =+

&« (&7 & box.com

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

« Unified Events

RX AE

aliah, Firepower Management Center

i i Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ @ 4t @ adminy
alysis / Unified Events
[ Action block  x x x H Refresh
@ Showing all 3 events (& 3) + 1B 2022-06-01 11:04:49 JST — 2022-06-01 12:04:49 JST 1h Go Live
ﬁ Time Event Type Action Source User Source IP Destination IP E;\:;c?yzoenf ::;;Eng;‘g: Port/ Web Application Access Control Rule Act
> & Connection @ Block tar 192.168.1.101 51345 [ tcp 443 (htyy tcp | Box AQ
) & Connection @ Block tar 192.168.1.101 51344 [ tcp 443 (https) / tcp | Box AQ
> 4 Connection @ Elock tan P 192.168.1.101 51302 / tcp 443 (https) /tcp | Box AC




2E 1Y - JIL—TX—ZD ACP JL—ILEBTE
. Sales 7' JL— 7 TlZ Block 72h% Taro Yamada @ &5 4}
Policies > Access Control > Access Control > ACP-1 #RE& > Add Rule

=L ==

A AE

]

n

Inspe:

ftes

© 2022 Cisco and/or its affiliates. All rights reserved

Cisco Public

®
®
©)
)
®
®

g

= ol =
o B
E H
s T
F g
H £
@
2

90000
.

CCCC

EEDIL—ILEE AN
Action T Allow % 3EiR

Users ¥ 7 IC#2&1L. Available Realms T ADO1 % &R

Available Users T tyamada%zi®iR L. Addto Rule =%
Applications ¥ 7 % &R

w7

Available Applications TBox%1#&3% U C#EIRL. AddtoRule 2z J v o



S . 1—5-J)

==

TITX—Z2D ACP JL—ILERTE

Add Rule
Name Insert
Allow-Box | @ Enabled [ below rule BRE
Action Time Range
[ © Allow -] B | None -+
Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes

Inspection I Loggingl Comments

©

] Log at Beginning of Connection

Log at End of Connection

File Events
Log Files

Send Connection Events to:

@

(Using default syslog configuration in Access Conirol Logging) Show Overrides

Firepower Management Center
(] Syslog Server

[C] SNMP Trap  Se

SNMP Alert Configurat

Logging % iR

Log at Beginning Connection #F = v &
Add Z% w2 LT, Save - Deploy

~ Default - ACP-1 (1-6)

L] B o

e L] B
3 Allow-Box Al Ar A A Ar ADO1/tyamada Box A A Ar Al Ar © Allow B o
4 Block-Box l Ar A A Ar ADO1/Sales Box A A Ar al Ar g Block B 0
5 URL-MONITOR Al Ar A A Any Al A A A Any (Except Unci A Ar © Monitor B o
6 CATCH-ALL A Ar A A Ar A A A A A A A © Allow " -8 g o

LRI N NN
) u u = =

~
L 1]




21— - JIL—TX—=ZD ACP JL—ILE&TE
. 45T 2~ & Monitoring Events

Sales Z')L—FICEB9 % Taro Yamada D7 7 R Sales ZIL—7ICE9 % Mika Suzuki D77t R

@ BoxLogin x + @ Access Denied x -+ M -
< C @ appboxcom/login
< C @ boxcom 2 %
mx © English (US) Bo:

&  Google Chrome FF 7 OIS THELTRESNTNERA

Access Denied

Sign In to Your Account

Email Add You are attempting to access a forbidden site.

Enter Your Email ] Consult your system administrator for details.

[ e
- Unified Events

| Q_ Web Application Box X X x H Refres
@ Showing all 28 events (§ 28) + [ 2022-06-01 12:00:28 JST —~ 2022-06-01 13:00:28 JST 1h Go Li
m Time Event Type Action Source User Source IP Destination IP :‘:;]Mu::?;:m :i:(.:::;n(?nt):: Port/ Web Application Access Control Rule Aci

> 12:59:38 | § Connection @ Block mika suzuki (ADO1\msuzuki, LDAP) 192.168.1.101 107.152.24.201 60907 / tcp 443 (nttps) [ tecp | Box Block-Box AQ

> 12:59:37 § Connection @ Block mika suzuki (ADO1\msuzuki, LDAP) 192.168.1.101 107.152 24201 60905 / tcp 443 (https) [ tcp | Box Block-Box AQ

> 12:59:37 & Connection @ Block mika suzuki (ADOT\msuzuki, LDAP) 192.168.1.101 107.152.24.201 60904 / tcp 443 (htips) / tcp | Box Block-Box AQ

» 12:5903 | & Connection © Allow 192.168.1.101 60839 / tcp 443 (htips) / top | Box [Ziow-5ox | Ad

> 12:58:58 & Connection 192.168.1.101 60828 / tcp 443 (https) [ tcp | Box Allow-Box AQ

> 12:58:57 & Connection 192.168.1.101 60826 / tcp 443 (https) / tcp | Box Allow-Box Ad

> 12:58:57 & Connection 192.168.1.101 60825 / tcp 443 (https) / tcp | Box AQ
2022 oz 011980 E SR P 102 120 2 100 £0924 442 (oo i - s




Monitoring Events

« Overview > switch dashboard > Access Controlled User Statistics

Firepower Management Center

MImm i .
€1s€e  Overview / Da 5 [ Dashboard Overview Analysis

Devices Objects

Deploy o ¢ #* @ adminv

Reporting
Access Controlled User Statistics (st sesneas)
Provides traffic and intrusion event statistics by user
Connections x  Intrusion Events VPN aF Show the Last I 1 hour A I 1}
Add Widgets
» Allowed Connections by User = » Unique Users over Time » Traffic by User - X
Username ¥ Allowed Connections 25 Username ¥ Total Bytes (KB)
4 mika suzuki (AD01\msuzuki, LDAP) 338 4 mika suzuki (4D01\msuzuki, LDAP) 21,072.87
20
A taro yamada (AD01\tyamada, LDAP) 115 4 taro yamada (ADO1\tyamada, LDAP) 922.12
15
10 S S E—
05
00-
2345 2355

Last updated less than a minute ago

Last updated less than a minute ago

Username v Denied Connections

Last updated less than a minute ago

» Denied Connections by User - X

Last updated less than a minute ago
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FID ICHITHVYE—R 771X VPN

- ASA & [RERIC AnyConnect Client ZF|FAL7=UE—b 7 X VPN
ZHR—bk (TLS/DTLS, & LU IKEV2)

- FTD 7.0 (FMC FIA) THfITHR— b S hicaE LT OED
- Dynamic Access Policy (DAP)

- AnyConnect h A A7 K JEa21—b

- Per App VPN for mobile device, Dynamic Split-Tunneling, AnyConnect Defer
Update

- SAML 5210 (SAML 5R5F( FTD 6.7 & b FFT)
° I:I jJ)l/j- -U-I:IIL-FI
- YILFELRHEREE

= AbvA

vEsrrrexna-tsyyy s


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/relnotes/firepower-release-notes-700/features.html#Cisco_Generic_Topic.dita_88812976-f691-4447-a8a4-074bb16217f4

\)

2%) FTD7.0 (FMC FA) THR—BF I TV UVEEE

- Clientless VPN

- AnyConnect VPN SAML external browser (FTD 7.1 T#I|FR])
- AnyConnect customization

- AnyConnect scripts

- AnyConnect localization

- SCEP proxy

- WSA integration

- TACACS, Kerberos



Aty b7y THA R TORESRMY

- VPN ZJL b > X )VIER:
. SSL (TLS/DTLS) T Dk

- VPN 7—=ILZ R L RIERERY bT—2 7 KL X (192.168.1.0/24) &[]
LXYyNT—UTEE

- Local DB #{ER L T Local §R5F % X/

NI12BETERM U AD LILAZFIBT S EHA[ERED. SEllE 7.0 OFBEETH
% Local BEfZzTAMT %

- BCiERREZ1ER - A
- Wizard T®D VPN 7RY & —F&7%E T ID Certificate DIEEHINNELRT=6D
- VPN @{EIC % Intrusion Policy, & & T File Policy % &



FMC TORERT Y7

1. AnyConnect 24 > X D#EHH
AnyConnect Client @4 Y 7R— k
VPN Pool DERE

2
3
4. D Certificate MERTE
5. Local DB DRE
6

Wizard ZERLVE—K 72t X VPN R
S —DERTE

7. VE—FZ7ItEZXBED ACP IL—ILEXTE

SEBT AR
w/AnyConnect Client 8 U :E_ I\ TthFH(D NAT B,%%)[/—)[/EQE

9. FTD NDEKFE D Deploy
10. AR S DEHET A+




FTD ICH 1T 5 AnyConnect 714 R

-FIDYE—RFZ7I7EZXAVPNFIBICHIZD., U TOWTFNHADRAIT—
T4V A M= D INE

- AnyConnect VPN-only
- AnyConnect Plus
- AnyConnect Apex

c AV ADBEHSNTWRWRDVE—K7T7EX VPN DERED
FTD AND T 7 04 [EAT]

MAX—NSA Y RABRAEICDOWTIE Vol.1 T4 ZAR—MSA Y ZADERH] O
Ex2SiR



AnyConnect 74z~ ADER

- FETZFIDTNAANDZAEVYADTH A Y
Devices > Device Management > FTDvO1 @ Edit > Device ¥4 7

FTDvO1

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

General PRy License #, System

Name: FTDVO1 Performance Tier FTDv - Variable odel

Transfer Packets: Yes Base: Yes rial:
License 7Y uted Export-Controlled Features: Yes Time:

None Malware: Yes Time Zone

License Types

Performance Tier: ‘ FTDv - Variable

Base:

a

Export-Controlled Features:

a

Malware:

(<]

Threat:

<]

URL Filtering:

a

AnyConnect Apex:

<]

AnyConnect Plus:

& License @ Edit AR >V Z= T Vv

AnyConnect VPN Only:

B3 % AnyConnect 54 £ XA & i8R
1;:i:i::::i:ﬁ;:if;‘;:a:&;ﬁui‘i";‘;;:::;:c‘;’?.fp“;éi:f’e@ “Save” U U w7y




AnyConnect Client DA > 7R—

. Software Download ¥4 b & D AnyConnect Client Y 7 b 7
ZzH¥ovO—R
. https://software.cisco.com/download/home
- AnyConnect Headend Deployment Package %2R
- anyconnect-win-4.10 XXXX-webdeploy-k9.pkg

Software Download

Downloads Home / Security / VPN and Endpoint Security Clients / AnyConnect Secure Mobility Client / AnyConnect Secure Mobility Client v4.x / AnyConnect VPN Client Software- 4.10.05095

(asearen D) AnyConnect Secure Mobility Client v4.x
Release 4.10.05095 Related Links and Documentation

e AnyConnect Ordering Guide

Release Notes for 4.10.05095

Latest Release ~
A My Notifications AnyConnect Administrator Guide

4.10.05095

All Release v
AnyConnect 4.10 s available to customers with active AnyConnect Apex, Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for

Translations > options. Licensin, g FAQ

ISEComplianceModule >

AppSelector-2.0 > File Information Release Date Size

. 5 AnyConnect VPN and DART Pre-Deployment DEB Package (Linux 15-Apr-2022 7.03 MB LS ]

1
ostscan 64-bit)
Android > anyconnect-linux64-4.10.05095-predeploy-deb-k9.tar.gz



https://software.cisco.com/download/home

AnyConnect Client DA > 7R—

- AovaO—RUENXYT—=IT774ILD FMC ANDA Vik— bk
Objects > Object Management > VPN > AnyConnect File

by, Firepower Management Center oo i, naiysis  Polices  Devices  Objects  AMP  Intefigence Dep}
# B ——
Internal CA Groups Anyconnect File Add AnyConnect File
Internal CAs
Internal Cert Groups File objects represent files used in configurations, typically for remote access VPN policies. They can contain AnyConnect Client Profile and AnyConnect Client Image files.
Internal Certs
Trusted CA Groups — Valve o

Trusted CAs

Policy List No records to display Add Anvconnect File
Port
> Prefix List

-
Route Map Name:

. Security Inteligence ‘ anyconnect-win-4.10.05095-webdeploy
Sinkhole
SLA Monitor File Name:*
Time Range ‘ anyconnect-win-4.10.05095-webdeploy Browse..
Time Zone
Tunnel Zone File Type:*
ik ‘ AnyConnect Client Image v @
Variable Set
VLAN Tag Description:

- Add AnyConnect File 29 Y w & ‘
Aomnect e Browse 27 Vv LT¥ovO—RULI

Certificate Map

Custom Attribute /\0 v 7—_ y7 7 ’f )l/% igj:R

Save #0 )wv Y

AnyConnect Client Image % &R m&@




VPN Pool 7 KL ZDER7E

Objects > Object Management > Address Pools > IPv4 Pools

Ly

aliln Fwepower Management Center Overview Analysis Policies Devices Objects AMP  Intelligence

€1s€o  Cbjects [ Object Management
—

Add IPvd Pools

IPv4 Pools

IPv4 pool contains list of IPv4 addresses, it is used for diagnostic interface with clustering, or for VPN remote access profiles.

IPvd Poals Add IPv4 Pool
IPv6 Pools Name
Name*

VPN-Pool

Application Filters
No records to ¢
AS Path
IPv4 Address Range*

192.168.1.201-192.168.1.210

Cipher Suite List

Communi

Mask

255.255.255.0 &
Description @

@ Configure device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

Add IPv4 Pools 227 Y v U
ERDT—IB%E AT
7=I93%IP7RLADEEZ AT

Allow Overrides

HITXY NIRRT EAN
Save 207wy

) 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



ID Certificate D&7E
- BCEIIAE DAL & B Ex

Objects > Object Management > PK| >

Cert Enrollment

alvaln
cisco

> AAA Server
> Access List

Address Pools

IPv4 Pools

IPv6 Pools
Application Filters
AS Path

Cipher Suite List

Community List
> Distinguished Name
DNS Server Group
> External Attributes
File List
> FlexConfig
Geolocation
Interface
Key Chain
Network
PKI
Cert Enroliment

External Cert Groups)

Firepower Management Center
Objects | Object Mana nt

I CA Information I Certificate Parameters

@
)
©)
@
®
®

activities occur in your Private Key Infrastructure (PKI)

Name

Overview Analysis Policies Devices Objects AMP Intelligence
B ——
Cert Enroliment
A certificate enroliment object contains the Certification Authority (CA) server and

s that are required for creating Certificate Signing Requests (CSRs) and obtaining Identity Ce:

Add Cert Enrollment #2 U w &
EEDIRRERZRZ AN

CA Information % 7 %Zi##R L. Enroliment
Type T Self Signed Certificate % #&1R
Certificate Parameters 4 7 &3&iRL. /\Z
A—%%Z AN (CNIFY R K)

Key ¥ 7ZEIRUDEICIH U TeyZ AR
(4@l Default-RSA-Key % Fl )
Savez o Vv

Add Cert Enroliment ]

Type

Add Cert Enroliment

Name*

| FTDVOT-ID-Certificate

Description

Ke:

Add Cert Enroliment

Name*
FTDv01-ID-Certificate

Enroliment Type: | Self Signed Certificate

Common Name (CN) is mandatory for self-signed certificate that is used in Remote Access
VPN. To configure CN, please navigate to 'Certificate Parameters' tab.

Description
CA Information Key Revocation
Inciude FQDN: | Use Device Hostname as FQDN v
Include Device's IP Address. 192.168.240.1
Common Name (CN): FTDVO1
[o! Unit (OU)
Organization (O) Cisco
Locality (L): | Minato
State (ST): Tokyo
Country Code (C). JP

Email (E)
Include Device's Serial Number

@

Add Cert Enroliment

Name*
FTDvO01-ID-Certificate

Description

camomaten_ cotts ey st

Key Type:

& RSA
Key Name:*
<Default-RSA-Key>

ECDSA EdDSA

Key Size
2048 -

» Advanced Settings

Ignore IPsec Key Usage

.




ID Certificate DE&E

« FTD FI\A AAD ID Certificate D& AddE5 Yy Y

ERDTINARE%Z AN

' ifi YERL L = FTDVO1-ID-Certificate % iR
Devices > Certificates e ) % ertificate

',':I,','::L" Firef_ovgt:;ﬁhi?e?agemem Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ &+ @ adminv

Name Domain Enroliment Type Status

Add New Certificate o Add Certificates 1

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

albaili I_:irepower Management Center

21580 Devices | Cortificates Overview Analysis Policies Devices Objects

Device*: —
| FTDvO1 v

Cert Enrollment*: Narne Domain Enroliment Type Status

| FTov01-ID-Certificate] - -|-@ P

Cert Enrollment Details: FTDVO1-ID-Certficate Giobal Sell-Signed

Name: FTDv01-ID-Cerlificate

Enroliment Type: Self-Signed

Enroliment URL: N/A EiXSh % LIRS

TAAVERS
e
©

© 2022 Cid

o)
o



Local DB D&

- SEIFREEICIE Local DB ##|f9 %7-6b. Local DB DERTE % XNk
System > Integration > Realms

el F\repowerrlt\‘z“lfan:;gel;nenl Center o oview  Analysis  Policies Devices  Objec AMP Inteligence Deploy @ @ % @ adminv

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Realms Realm Sequences Sync Results Add New Realm e X

—
—
Name* Description Compare Realms Add Realm
[ Local-0B |
Type
[LocaL : :
Local User Configuration

;)
<

~ ngfw-userl

| Add Realm &7 Jw ¥
EEDLILAZZE AT
‘ Type T LOCAL % &R
Start by def Local User Configuration T1—4 ID, /N\XT—R %

BIIO1—Y%ZF9 %HA(CIE Add another local
user #2 Y w2 LTEM (A—%I(& Local Realm {E
B ICHIBINATEE)

Save 20 w7y

© 2022 Cisco and/or its affiliates. All rights @
ancel e




Wizard Z{ER U7z RAVPN /R & —E%E
- VE—RNT7IERXVPN ORY —%/E
Devices > VPN > Remote Access

- VPN 7O M JJLDEIR., 8KV VPN #imT /N1 XA DFER

Al Firepower Management Center ; : A : ) ,

CI15€o  Devices / VPN | Remote Access Qverview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ #* @ adminv
Firepower Management Center

s S Overview  Analysis Policies Devices Objects  AMP Intelligence Depley o @ # @ adminw

Remote Access VPN Policy Wizard

@ Poicy Assignment 2 | Connection Profile 3| AnyConnect 4| Access & Certificate 5 Summary

Targeted Devices and Protocols
Before You Start

This wizard will guide you through the required minimal steps to configure the Remote Before you start, ensure the following configuration
Access VPN policy with a new user-defined connection profile. elements to be in place to complete Remole Access
Mo VPN Policy.

RAVPN Authentication Server
Description Configure LOCAL or Realm or RADIUS Server Group
or S50 to authenticate VPN clients.

VPN Protocols: @ AnyConnect Client Package Add % 7 |J ‘y 7
Make sure you have AnyConnect package for VPN — o <

Sler donmded o you b e elent o EEDORY —2% AN

Y Device martace VPN Protocols Mi&E#R (5 EllE SSL DT R b DTz,

P @ . i pieibbpelyies- U iy e IPSec-IKEv2 OF v 7 %91~3')

or interface group to enable VPN access.
Q, Search

i ] Target Devices T FTDVO1 Zi8IRL Add 2o U v o

Next z2o Jw ¥
@ P @ 82

=3




Wizard Z{&
SoaE AT DIER

L 7= RAVPN 7R Y & —

AN AE

=J1 ==

alah, Firepower Management Center

c1sco’ Devices / VPN | Setup Wizard Overview Analysis Policies Devices Objects AMP Intelligence
—
Remote Access VPN Policy Wizard
(T) Policy Assignment o Connection Profile 3 ) AnyConnect 4 | Access & Certificate 5 | Summary
& 'sﬂ o R o
=
D =it
Remote AnyConnect Outside VPN Inside Corporate
User Client Internet Device Resources
ARA

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN conn:

tunnel itself, how AAA is and how are assig
are defined in group policies.
Connection Profile Name* | RAVPN |

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and {]
connections.

Authentication Method: [ AAA Only

Authentication Server:* | LOCAL

(LOCAL or Realm or RADIUS)

Local Realm:* [ Local-DB

Deploy Q @ I @ adminv

Connection Profile Name (& VPN 7R Y & —
2ERBUARIDPBEFANINDS
Authentication Method T AAA Only %3&iR
Authentication Server T LOCAL %3&iR
Local Realm (&{ERE# D LOCAL FREEA
Realm £ % &R




Wizard Z{ER L 7= RAVPN 7R
- VPN 7—=IL7 R L A DIEFE

~ =L =

alial, Firepower Management Center

Cisco’ Devices / VPN / Setup Wizard Overview Analysis Policies Devices Objects AMP Intelligence
—
Remote Access VPN Policy Wizard
1 Policy Assignment o Connection Profile 3 | AnyConnect 4 | Access & Certificate 5 | Summary

\LUGAL OF Keaim or KALIUS)

Deploy @ @ i+ @ adminv
Address Pools (7]
L Available IPvd Pools C + Selected IPv4 Pools
L |q Search VPN-Pool ¥
1

Local Realm:* [ Local-DB v ‘ +
Authorization Server: [ - ‘ +
(Realm or RADIUS)

Accounting Server: [ v ‘ =+

(RADIUS]

Client Address Assignment:

)

(] Use AAA Server (Realm or RADIUS only) @
[[] Use DHCP Servers
Use IP Address Pools

@ IPv4 Address Pools l VPN-Pool

IPv6 Address Pools: 4

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client whej
connection is established. Select or create a Group Policy object

.|+

Group Palicy:* DfitGrpPolicy

Edit Group Policy

Client IP address can be assigned from AAA server, DHCP server and IP address pools. Whfn multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool

O)

®
©)

Client Address Assignment T Use IP

Address Pools % &R

IPv4 Address Pools @ Edit &2 ) w ¥
REHDT—IL 2% EIRLT A &2

w9
@ OKzZUwY




Wizard % &

. Group Policy OERK

L 7= RAVPN 7RU &

— & TE

—

alial, Firepower Management Center

cisco VPN / Setup Wizard Querview

Remote Access VPN Policy Wizard

o Connection Profile

Analysis Policies Devices Objects AMP Intelligence
—
3 | AnyConnect 4 | Access & Certificate 5 | Summary
(LULAL Or Realm or KALIUS)
Local Realm:* [ Local-DB v ‘ +
Authorization Server: [ - ‘ +
(Realm or RADIUS)
Accounting Server: [ v ‘ =+

(RADIUS]

Client Address Assignment:

Add Group Policy (7]

Name:*
| RAVPN-GP |

escription:

General AnyConnect Advanced

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are

selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool

[C) Use AAA Server (Realm or RADIUS only) @
(C) Use DHCP Servers
Use IP Address Paols

—

IPv4 Address Pools: l VPN-Pool ‘ e

IPv6 Address Pools: l ‘ 4

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to
connection is established. Select or create a Group Poli ct

Group Policy:* DfitGrpPolicy ~|+

Edit Group Policy @

lient when 3

VPN Tunnel Protocol

Specify the VPN tunnel types that user can use. At least one tunneling mode
must be configured for users to connect over a VPN tunnel

VPN Protocols
IP Address Poals

Banner SSL
DNS/WI | IPsec-IKEv2
Split Tu

#1138 Group Policy Z1ERf. Group Policy
TEmMzIYvY

{£E D Group Policy &% AN

VPN Protocols T SSL D#&F v 7




Wizard Z{#R L 7= RAVPN 7R & —E8%E
. Group Policy T® DNS ¥ —/\EXTE

a2z

IR—I DR E

an

® DNS/WINS %i#EiR
Add Group Policy ° Add Group Policy @ Primary DNS Server @ Add z200vY
e ® {EBDDNS H—/N\&%EAS
RAVPN-GP | New Network Object ") E::‘ﬂ:’::’— @ Host ;&ﬁ?RL/ DNS H—/X7 R I/Z%)UJ
= e | ® SavezIUvy
_Genenl  AnComect  Advanced | DNS_Server! | B T N e @ ﬂzﬁi L/TL_ DNS -U- /\% b\igj:Ré hT L\%
@ Zt%’:ﬁﬁwa Save #297 V)v Y

VPN Protacols Primary DNS Server: . Description VPN Protocols Primary DNS Server.
e Secondary DNS Server: ‘ ‘ ;::::ess - ::'::-j:mﬂ TVer. J lea rd (\— 7< D A 1’Em LJ 7‘&_ G rOU p PO' ICy %
N & Network DNS/WINS T+ b{g?R é h'r ll\ % 0) %EEE?S‘ L/ < Next % 7

@ Host () Range () Network (O FQDN Spit Tunneling Primary WINS Server: 1] o
@ ah )y 7
| 192.168.1.11 | Secondary WINS Server

M [ Allow Overrides l

mary WINS Server.

ry WINS Server:
DHCP Network Scope:
-+ |+

@vwemm&»pe

iy network GBject with iovd adaress is alowed (Ex: 10.72.35
Default Domain: Cancel Save Default Domain:

®

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

GroupPolioy* | | RAVPN-GP v

Edit Group Policy
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public @ 86




Wizard Z{#M U7z RAVPN /RY & —&7E
. AnyConnect Client Image DIEE

aluln F|re;?pw§r Managemem Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q é) % @ adminv

ci1sco ¢ PN / Setup Wizard
Remote Access VPN Policy Wizard
©) Policy Assignment (2)) Connection Profile e AnyConnect 4 | Access & Certificate 5 | Summary

% o S
D oy cEE. b
Remote AmyCorinact oul VPN Inside c -

User Client Internet Device

AnyConnect Client Image

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize ion setup time by ing the appropriate OS for the selected package.

Download AnyConnect Client packages from Cisco Software Download Center.

Show Re-order buttons -
AnyConnect File Object Name AnyConnect Client Package Name Operating System

.10.05095 .10.05095 v

@ %12 FMC 24 Y iR— R ED

AnyConnect Client File % &R
Next o Vw7




Wizard % &

L 7= RAVPN 7R & —E87%E
VPN 7T 2RA V5 71— ADHEE. HLUID

REBAE DIe%E

ahah, Firepower Management Center

€Isco  Devic Wizard

Remote Access VPN Policy Wizard

(1) Policy Assignment (2)) Connection Profile

Overview

) AnyConnect

Analysis Policies Devices Objects AMP Intelligence

° Access & Certificate 5 | Summary

F__ -
- 0 -
Remote AnyConnect Outside VPN Inside
User Client intomet Device

%o
»

AAA
Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* Outside_Zone +
Enable DTLS on member i

A All the devices must have interfaces as part of the Interface Gre Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* FTDvO1-ID-Certificate|

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Conti default. Select

this option to bypass decrypted traffic from the Access Control Policy.

() Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and
authorization ACL downloaded from AAA server are still applied to VPN traffic.

Deploy Q °0 %+ @ adminv

Network Interface for Incoming VPN
Access T Outside_Zone %i&iR
Device Certificates T FTDvO1 (CE|
WiEHDIEAE % #/IR

Next #2o Jw

Cancel Back




Wizard Z{EH U 71= RAVPN /RY < —E8FE
- Wizard 58 ERNBEDIEER

uate. Firepower Management Center
e pobic’

Owrvew  Anayss  Poicies  Devces  Obiects  AMP  lnteligence Oy @ @ & @ adminv

Remote Access VPN Policy Wizard

1) Policy Assignment 7 ) Connection Profie 3 ) AnyConnect ) Access & Convcate @ sy
L o :
=]
. AmiConnact -
i it

Remote Access VPN Policy Configuration Ao Comcmtion Remeents
o s il configure an with the followng set
Feepomer Mansgement Center wil conigure 30 RA VPN Poicy wih the folowng setngs o
Name RAVPN configuration needs %o be completed for VPN 1o
FTover work o al devie targets

Device Targets

Connection Protle RAVEN

Wizard THRESNW-ABZMHEEL.
e MBERIINIL Finish 22 ) v &
e e I #UWER 707 7 1 ILAMER S h
T i TW3Z & aER
e TR SAVE & vy

anycommect-win-4 10.05005-weocgior-43 0k Please ensure that these ports are not used in
S NAT Policy or olher services before depioying
Ovtsice_Zora the configuraton

c=atesr— N

Connection Alias RAVPN

RAVPN-GP

alan, Firepower Man ment Center
cisco Devi

Bt e B Overview  Analysis Policies Devices Objects AMP Intelligence
RAVPN
|Enter Description
Policy Assignments (1)
Local Realm: Local-DB Dynamic Access Policy: None
Connection Profile  Access Interfaces  Advanced

N

Authentication _
DetaultWEBVPNGroup Authorization: [y DftGrpRolicy Su
) 2022 Cisco and/or its affiliates. All rigt
h Al ntication. LOCAL —
RAVPN Autharization [E4 RAVPN-GP 9
‘Accounting




=

JE—FNP7O1AH ACP JL—ILE&E

RAVPN 777 ZBFIC$ Intrusion & File 7R & —Z@ERAT % ACP JL—I)L%Z BN

® ACP-1@EdtZzI YYD

Policies > Access Control > Access Control ® AddRUeZEZYys

Deploy Q @ ¥ @ adminv

"""l" Flrepower Managemem Center Overview Analysis Policies Devices Objects AMP Intelligence

Access Control

—
Object Management | Intrusion | Network Analysis Policy | DNS | Import/Export
New Policy
Domain Status Last Modified

Access Control Policy
Targeting 1 devices 2022-05-18 11:51:16
Modified by “Firepower System'

R e Up~to-date on all targeted devices

il Flrepower Maqggegﬁntﬁfnter Overview Analysis Policies Devices Objects AMP Intelligence Deploy < “9 ¥ @ adminv

cisco
—
ACP-1 Cancel
Enter Description
Settings | Policy A (1)

Prefilter Policy: Default Prefilter Policy SSL Policy: SSL-POLICY Identity Policy: None

Rules Security Intelligence HTTP Responses Logging A Advanced
+ AddRule |

Filter by Device ¥ Search Rules X | ] Show Rule Conflicts @ =+ Add Categor

Soarcs . Source Destination
" Name Source Zones Dest Zones Networks Dest Networks VLAN Tags Users Applications Source Ports Dest Ports URLs Dynamic Dynamic Action Em 3

Attributes Attributes
~ Mandatory - ACP-1 (-)
There are no rules in this section. Add Rule or Add Category
+ Default - ACP-1(1-3)
° L B sy

2 URL-MONITOR A A y . £ Any (Except Unc: © Monitor BEosy .

A A © Allow on Bosi

s CATCH-ALL




VE—F77ER

ACP JL—ILESTE

Zones, Networks (VPN 7—JL 7 K L X® Network Object {ERX)

Add Rule (] Add Rule (]

Name Insert Name Insert

e \ v Aces - e «

Action () Lo Action Time Range

[ ©Allow <l 8 [ None .|+ © Allow None +

Zon Networks VLANTags 4 Users Applications Ports URLs Dynamic Attribute Inspection Logging Comments Zones wahs VLAN Tags g Users ( Ports Dynamic Attributes Inspection Logging Comments
c Destination Zones (0) Available Nelwums o] Source Networks (0) Destination Networks (0}
] any Q Search by name of value Add JD!E t Source  Original Client any
Metworks  Geolocation + Add GWP any
1
192.168.1.0_inside_hosts
o New Network Object %]
any-ipvd
any-ipv
asa_default_gw Name
DNS,_Server! VPN-Pool-IPs |
in_hastl
n_mapped_fost1 Enter | Description
EBRDIL—ILEZEAS
s e N
) etwork e
Insert T above rule Z3&RL. 1 [CERE Q
() Host (@ Range NeTwork () FQDN

®
®
©)
O]
®
®
@

Action & Allow %iEIR

Zones % 7 T Available Zones A*5 Outside_Zone Z3&IRL. Addto Source &2 U w4

Networks 4 7 % &R

Available Networks MEfN%Z R L. Add Object % &R
New Network Object T VPN 7—ILA T = b =21Ef. EEDARTZ AN
Network T Range Z#E L. BEL/ VPN 7—ILERU 7 KL R&EH%Z AN

I 192.168.1.201-192.168.1.210 |

[_] Allow Overrides

o




UE—KR72O1ABH ACP JL—ILERTE

. . Add Rule )
- Networks, Inspection, Logging | ..
| RAVPN-Access | g Enabled [ above rute HRE
Add Rule [~] J o Time Range
| ©Alow v enimE [ None <]+
Name Insert —_—
| RAVPN-Access | Enabled [ above rule BRE
Zones  Networks  VLANTags A Users  Applications  Ports  URLs  Dynamic Attributes Ilnspec(ionl Logging  Comments

Action Time Range -
[[©Allow v B [ None -+ Intrusion Policy Variable Set
O e [ INTRUSION_POLICY | [ Default Set |

Zones INeMorks I VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Commm ° Snort 2 and Snort 3 version of this policy are not the same. Please make sure

9 that any are

Available Networks C* + Source Networks (1) Destination Networks (0) Nt

Q_Search by name or value Source  Original Client any

Networks Geoocat File Policy

etworks eolocation -} -} u ————
VPN-Pool-IPs L File Detection Policy Y
1Pv6-Link-Local |
Add to

IP6-Private-Unique-Local-Addresses Destination Add Rule °

1Pv6-to-IPv4-Relay-Anycast

OFFICE Name Insert

out_hostl [RAVPN-Access | g Enabled [ above e BRE

out_mapped_host1 i Time Range

[ e — L [oAbw .| eRurHE | None v+

VPN-Pgol-IPs Enter an IP address. Enter an IP address

Zones  Networks  VLANTags A Users  Applications  Ports  URLs  Dynamic Attributes Inspection I Logging I Comments

[ Leg at Beginning of Connection

ERUT=A TS o b %3&IRL T Add to Source Networks %

gUyy @ e ®
Inspection # 7%= V) v @

Intrusion Policy TYERE® INTRUSION_POLICY % iR R

File Policy THERE®D File Detection Policy % &R 3 ST Skt 5P e Gt <

Logging ¥ 7 % &R
Log at End of Connection % &R @

Add =27 YVwv 7y rdd

@
)
©)
@
®
®
@




UE—N7tEXFH ACP JL—ILETE
- ACP JIL—ILDRFE

alial, Firepower Management Center
cisco olicies | A Control / Policy Editor

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ adminv

ACP-1 You have unsaved changes Analyze Hit Counts m

Enter Description

Rules Security Intelligence HTTP Responses Logging A Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: SSL-POLICY Identity Policy: None
——
Filter by Device ‘ Y Search Rules X | [C] Show Rule Conflicts @ -+ Add Category + Add Rule
Source i Source Destination .
M Name Source Zones Dest Zones Networks Dest Networks VLAN Tags Users Applications Source Ports Dest Ports URLs 2:’1“3"": Dyn_amjt Action B OR A BEm 3t
ributes Attributes

~ Mandatory - ACP-1 (-)

There are no rules in this s

simiafault S ACD -1 (1_4)

ction. Add Rule or Add Category

1 RAVPN-Access Outside_Zone a VPN-Pool-IPs 4 } A 4 4 © Allow | I -9 BE oAy
& L) g

3 URL-MONITOR A A A A Any (Except Unc: 4 © Monitor B o s i

4 CATCH-ALL £ £ £ A - - 4 A A © Allow R E 09

2

Cisco Public 93



UE—MT7 7 ZXABAD NAT [RYVERE

RAVPN #4557 74T EOSDEBEMD FTD ICERS & =T NAT 2z
&£ 512, RAVPN BERD NAT R IL—)L % BN

® BEONATRUS—DEdtEIYYY

Devices > NAT

® AddRulezsYwv¥y

"cll's'é'o‘ ',:lre?ov‘vei Management Center Overview Analysis Policies Devices Objects AMP Deploy Q @ {* @ adminv
—
New Policy
NAT Policy Device Type Status ®s
FTDVO1_NAT_Policy Targeting 1 devices
For FTDVO1 Thieat Defense Up~to-date on all targeted devices ®BE
FTDvO1 _NAT_PO"C\] Show Warnings
i{For FTDvO1
olicy Assignments (1)
Rules
— @
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
N " Source Destination Original Original Original Translated Translated Translated "
¥ Direction Type Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services Options
~ NAT Rules Before
1 2 Static Inside_Zone Outside_Zone B in_host1 Fy out_hostl B in_mapped_host1 F out_mapped_host1 Dns:false P

and/or its affiliates

All rights

> Public




UE—KNT7 I XHED NAT [RIVERTE

- Interface Objects, Translation

Manual NAT Rule %3i&iR

Type T Static & &R

Interface Objects # 7 T. Available Interface Objects 5 Inside_Zone % &R L T Add
to Source 27 vy

F#RIC Outside_Zone %&3#E#R L T Add to Destination &7 U v &

Add NAT Rule
NAT Rule: - @

Translation ¥ ZIC#&1L., Original Source T Inside D&Y KT—9A TS U b %R

PEQPE® OO

[ AT o Original Destination T Address %3Z#R L VPN-Pool-IPs % &R

[T Rues Boors d Translated Source T AddressZEIRU T Inside DXy cT—9 AT o M %ER
St & Translated Destination © VPN-Pool-IPs % 3&3iR

e OKz=o vy

Interface Objects i PAT Pool | Interface Omeclsl Translation I’AT Pool  Advanced

Available Interface Objects C Source Interface Objects (1) Destination Interface Objects (1) Original Packet Translated Packet
‘ Q_ Search by name | 3 ) Inside_Zone Il Outside_Zone ] |
e A Original Source:* Translated Source:
Add to Source inside_192.168.1.0 Address
Outside_Zone Add to Destination Original Destination inside_192.168.1.0
Address
Translated Destination:
VPN-Pool-IPs v VPN-Pool-IPs
Original Source Port: Translated Source Port:
{ ]+ { -] F
Original Destination Port: Translated Destination Port:
{ )+ { ]+

| [ o | = h




E—h7 01X
- NAT IL—ILDREFEE VPN

D NAT RS

ERED FTD NDERH

I
as AE 2

BEEDSave Ry V= Uw oL
THREZRE

Deploy %3&iRL. FTDVO1 %i&iR
Deploy R >V vy

0)

FTDvO1_NAT_Policy

You have unsaved changes JSUGIAVEINTLGE

son

For FTDvO1
Policy Assignments (1)
Rules
—
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
L Direction Type ;ol::lc:ce Objects ﬂi:::z:ogbjecls (s):ug’lsgls (o):sgllirrallions g:'r;’lir'\:::s ;r;:l::l:;ed TDr::l?ra‘l?gns ‘;r::::ael:d Options
v NAT Rules Before
1 2 Static Inside_Zone Outside_Zone g in_host1 By out_host1 F in_mapped_host1 g out_mapped_host1 Dns:false 79
2 2 Static Inside_Zone Outside_Zone By inside_192.168.1.0 B VPN-Pool-IPs By inside_192.168.1.0 g VPN-Pool-IPs Dns:false 79
N
3 X Dyna... Inside_Zone Outside_Zone % 192.168.1.0_inside_hosts @ Interface Dns:false /i
v NAT Rules After
I{I:lllilcllt;. '[ere.':_)o‘éiggy!l\j;?agemem Center Overview Analysis Policies Devices Objects AMP Intelligence
®
Search using device name, user name, type, group or status
Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
Admin FTD

May 24, 2022 3:45 PM EA I Pending




@ hitps//192.168.240.1/+CSCOE- X +

& > C A BRESNTVELEE | hitps//192.168.240.1/+CSCOE+/logon.htmi#form_title_text = Y 0O 0 H

BT Z ~
:’”.”‘; YA ‘swernmss hitps//192.168.240.1 ?@

COEETRTSANY—DREENEHA

&

ogon
Group e
ngfw-usert

Username

192.168.240.1 Ti2. B® 7= A - Password [reeee 1
P )
@ AnyComnect instaliation x + DA E
€ 3 C A SEENTUGLER | bups//192.168.240.1/CACHE/ste/1/indexhtml 2 % 0@ :
fi
Wl

‘asco AnyConnect Secure Mobility Client (] H

- -
‘ AnyConnect Secure Mobility" Client

Download Open File - Security Warning

SEIET R MEGED -8 test PC-2 DT Z T https://192.168.240.1 N7 pr——
It

TSANY—EEDTST—HELREINZD. SEIFFAMNEELROTINE Download & Install
E|HEL., ZOFF 1192.168.240.1 ITF7 U ERT 21 20y (L. L
I 7 — ‘i,u\*ﬁ.a_ % (: t t a_ %) Cisco AnyConnect Secure Mobility Ctilllliag

Name: _.yconnect-win-4.10.05095-core-vpn-webdeploy-k8.msi
Publisher: Cisco Systems, Inc.

Type: Windows Installer Package

From: C:\Users\cisco\Downloadshanycg -4, 1083005

It on your computd B B
[ Always ask before opening this file

Group T RAVPN %i##R U, Local DB THRE L1 —H&//IXXT— H%)\jj
Download for Windows &% 1) v % LT AnyConnect Client Z% V> O—R

harm your computer. Only run software from publishers you trust.

Download for Windows @ While files from the Internet can be useful, this file type can potentially
What's the risk?

test PC-2 [CT AnyConnect Client #4 >~ X b—JL




8 Cisco AnyConnect Secure Mobility Client

*% '%}I_ll’ T Z h ‘ ‘S:Z%Eigtgarning: Untrusted Server

AnyConnect cannot verify server: 192,168.240.1

Certificate does not match the server name.
Certificate is from an untrusted source.

o o > Connecting to this server may result in a severe security compromise!

) Cisco AnyConnect Secure Mobility Client = Sonecng b I sy, Y o
Most users do not connect to untrusted servers unless the reason for @ VPN
the error condition is known.

Contacting 192.168.240. 1.

cisco  AnyConnect Secure Mobility Client

192.168.240.1

Virtual Private Network (VPN)

Preferences  Statistics  Route Details Firewall Message History

[Jstart VPN when AnyConnect is started

Minimize AnyConnect on VPN connect

[] Allow local (LAN) access when using VPN (if ure
[isable Captive Portal Detection
I Block connections to untrusted servers l @

@ Cisco AnyConnect | 192.168.240.1

=

Group: ‘ RAVPN v|

onnect Secure Mobility Client

Username: ‘ nafw-user1 ‘

1 ven

Password: I |
Contacting 192.168.240.1.

192.168.240.1

e
ci1sco

@ Cisco AnyCennect Secure Mobility Client = X

AnyConnect Client ZEEILF¥F 77—V &7 Vv Y
Preferences T Block connections to untrusted servers @F = v 7 &4+
AnyConnect Client T 192.168.240.1 Z A LT Connect 2z U v ¥

& v

Connected to 192, 168.240. 1,

192.168.240.1

Security Warning A&Rx 2 % H' Connect Anyway 229 J v o
A—HZ/NZAT—REANLTOKEI VY Y
R BT 1

nd/or its affiliates. A

00:00:12

3 @ S

@e®EOO




Monitoring Events

« Overview > switch dashboard > Access Controlled User Statistics

ol Erepcwer Management Center Overview Analysis Policies Devices Objects AMP Deploy @ @ # @ adminv
€Isco  Overview Dashboard
Summary Dashboard R
i i Iicatcn Statstics
Access Controlled User Statistic ) o
Provides traffic and intrusion event stafistics by user Gennectien Summary
Detailed Dashboard
. Files Dashboard
Connections Intrusion Events VPN x  + e e Show the Last | 2 weeks v | 1]
Security Intelligence Statistics
—
Summary Dashboard
\ Add Widgets
» Active VPN Sessions by Duration - X » Active VPN Sessions by Device -X » VPN Users by Duration -
User ¥ Session Duration Device ¥ Count Username ¥ Connection Duration
A Local-DB\ngfw-user1 (LDAP) 21 minutes FTDV01 1 L ngfw-usert 2 hours
Last updated 3 minutes ago o Last updated 3 minutes ago o Last updated 3 minutes ago ©
» Active VPN Sessions by Client Application - X » VPN Users by Data Transferred - X » VPN Users by Client Application - X
VPN Client Application » Count Username v VPN Total Bytes VPN Client Application v Count
Cisco AnyConnect VPN Agent for Windows 4.10.05095 1 A ngfw-usert 384,384 Cisca AnyConnect VPN Agent for Windows 4.10.05095 7
Last updated 3 minutes ago L3 Last updated 3 minutes ago o Last updated 3 minutes ago -3




Monitoring Events
- Analysis > Users > User Activity

aliapn Firepower Management Center

eeal User A Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, d’ I+ @ adminv
A Iser Activity

Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search ‘ Predefined Searches v

2022-05-11 17:57:41 - 2022-05-25 17:57:41

Static

» Search Constraints (Edit Search Save Search)

Table View of Events Users

4 Time x Event x Username X Realm x ?;‘;:‘*"““““" x | IP Address X Description X ¥::‘ese“i°“ x \émp x z‘:l:neclmn x }';,PN Client Public WNm x :::m % | VPN Client Application X Zzi‘n?cm x ‘s':\hés x g;'is x 2?5:
olicy Profile Country 0s Duration Out In Tag

R 2022-05-2517:36:12 VPN User Login & ngfw-userl Local-DB VPN Authentication 192.168.1.201 AnyConnect SSL RAVPN-GP  RAVPN 192.168.240.101 win Cisco AnyConnect VPN Agent for Windows 4.10.05095 0 o o

v 2022-05-24 17:40:45 VPN User Logoff & ngfw-userl Local-DB VPN Authentication 192.168.1.201 User Requested AnyConnect SSL RAVPN-GP  RAVPN 192.168.240.101 win Cisco AnyConnect VPN Agent for Windows 4.10.05095 1 hour 185,733 14,464

v 2022-05-24 15:46:37 VPN User Login & ngfw-userl Local-DB VPN Authentication 192.168.1.201 AnyConnect SSL RAVPN-GP  RAVPN 192.168.240.101 win Cisco AnyConnect VPN Agent for Windows 4.10.05095 0 o o

A 2022-05-24 15:41:21 VPN User Logoff R ngfw-userl Local-DB VPN Authentication 192.168.1.201 User Requested AnyConnect SSL  RAVPN-GP  RAVPN 192.168.240.101 win Cisco AnyConnect VPN Agent for Windows 4 10.05095 28 seconds 25,269 14,464

R 2022-05-24 15:40:53 VPN UserLogin R ngfw-userl Local-DB VPN Authentication 192.168.1.201 AnyConnect SSL RAVPN-GP  RAVPN 192.168.240.101 win Cisco AnyConnect VPN Agent for Windows 4.10.05095 0 o o

v 2022-05-19 18:54:11 VPN User Logoff R ngfw-userl Local-DB VPN Authentication 192.168.1.201 User Requested AnyConnect SSL  RAVPN-GP  RAVPN 192.168.240.101 win Cisco AnyConnect VPN Agent for Windows 4. 10.05095 28 minutes 103,714 40,740

v 2022-05-19 18:25:53 VPN User Login & ngfw-userl Local-DB VPN Authentication 1921681 201 AnyConnect SSL  RAVPN-GP  RAVPN 192.168.240.101 win Cisco AnyConnect VPN Agent for Windows 4 1005095 0 4] 4]

Pagel 1 ‘ of 1 Displaying rows 1-7 of 7 rows

View

i/or its aff

All rights reserved. C




Monitoring Events

- Unified Events

- VPN 7R 192.168.1.201 i 5 HNEPim7Ek 192.168.1.101 AD ICMP &EE%
Intrusion Policy TR

alapi, Firepower Management Center

C15€0. Ansheis | Unifed Events Qverview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ I+ @ adminv
‘0\ Source or Destination IP 192.168.1.201 x X X H Refresh ]
@ Showing all 103 events (§ 93 ¢ 10) + [ 2022-05-25 17:06:20 JST — 2022-05-25 18:06:20 JST 1h Go Live
= . Source Port | Destination Port / . “
“ Time Event Type Action Reason Source IP Destination IP ICMP Type ICMP Code ‘Web Application Access Control Rule Access Contn
> LUZ2-US-Z3 1479957 S Connection 92168 1201 B4 o4 T4 184 24514 [ uap o3 0 RAVPIN-A ALP-T
> 17:55:51 4 Connection 192.168.1.201 1 68.1.101 0 Requ (No Co RAVPN-Ac
> | 2022-05-25 17:55:33 4 Connection 192.168.1 192.168.1.101 8 (Echo Request) | 0 (No Code; RAVPN-Access
» | 2022-05-2517:55:15 4 Connection 192.168.1.201 192.168.1.101 8 (Echo Request (No Code) / ic RAVPN-Access
—
w | 2022-05-25 17:55:12 Q@ Intrusion 192.168.1 192.168.1.101 8 (Echo Request) | 0 (No Cad RAVPN-Access

Event Type: @ Intrusion
Time: 2022-05-2517:55:12

Priority: medium

Impact: pact 2
Action: Pass
SourceIP: 192.168.1.201

DestinationIP: 19Z.168.1.101

Source Port [ ICMP Type: 8 (Fcho Request) | iemp

Destination Port  ICMP Code: 0 | cmp

Intrusion Message:
Classification:

Generator:

Source User:

Application Protocol:
Application Protocol Category:
Client Application:

Application Risk:

Business Relevance:

PRO

OCOL-ICMP Unusual PING

Information Leak

No Authentication Reguired

CMP

andard Text Rule

d (1:29456...

Device:

FTDvO1

Ingress Interface:

Egress Interface:

Ingress Virtual Router:
Egress Virtual Router: Gicbal

Intrusion Policy: INTRUSION _POLICY

Access Control Policy: AC

Access Control Rule: RAVPN-A

Network Analysis Policy: Eaanced

SSL Status:  Unknown (Unkn: Ingress Security Zone: Cutside_Zone HTTP Response Code: 0
» | 2022-05-2517:55:12 @ Intrusion Pass 192.168.1.201 192.168.1.101 8 (Echo Request) | 0 (No Code) / ic RAVPN-Access
» | 2022-05-25 17:55:00 & _Connection © Allow 192.168.1.201 192.168.1.101 8 (Echo Requ (No Co RAVPN-Access




CLI TDHEEE

FTDvO1 _ET® show command - show vpn-sessiondb anyconnect
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- FMC X\w o7y 7 FMC O—ANADF U vO—K, BLUCYE—FTF—/V(SCP) AOE—
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RKED/INy o 7y TICEBIT IEBREDREN

- FTD FINA 2D\ 7 7 v TEE

« FTID FINA ZDINY 07 T 7 7 1 )LHER
- FMC /Xy 2 7 v THF

« FMC DIN\Y O 7w 77 74 )LEERR

- SCPH—NNF, BEEXYRNT—JICFEELTLS PC =5
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FTD FINA ZADINy I 7w TEE O

- FMC TEBELTWS FTID FINAL ADI\NY I 7 v TaEE

Devices Objects AMP Intelligence Deploy @ @ %+ @ adminv
Configuration Logging Monitoring
lisers Security Analytics & Logging Audit
I Flrepower Management Center i : . ) : . . omains Syslog
Heco System | Tools | Backup/Restore / Backup Management Querview Analysis Policies Devices Objects AMP Intelligence Deploy @ @ {+ @ admin~ ‘ e
tegration Health Statistics
Remote Storage [ecureX [[[IEH Monitor
pdates Palicy Tools
Backup Management Backup Profiles
—_— Events Backup/Restore
Firepower M Bacl M. i Device Backup I [ Upload Backup censes Exclude Scheduling
mart Licenses Monitor Alerts Import/Expaort
Firepower Management Backups |assic L D P
[ | System Information Date Created File Name VDB Location  Size (MB) Configurations Events | TID assic Licenses ata Purge
o Version
FMCvO1
Gisco Firepower Management Center for VMware 20220522 iueekly_config_only._backup_20220522020002-2022-05-22T02-00-  pi351  Local 451 Yes No No
v7.0.1.1 R ’
FMCvO1
Cisco Firepower Management Center for VMware ??_2025‘33']5 :ge;k"y-m"ﬁﬂ-G"‘V-ha':kw-zozwmSOZUDDZ‘ZUH‘OS'I51-02’00' build 351 Local 318 Yes
v7.0.1.1 e :

L= A
0O E;g;ggrepawel Management Center for VMware 3940503 00 ‘6”;;""\“-“""9-°"‘V—"“k”"—2‘722“505“0“02‘2“22'°5'°BT°2'°°' build 351 Local 317 Yes SySte m ( [ES] $ ? — 7 ) 9 Ba C KU p / ReStO re % lgj:R
V7.0

X —_
2 N - B8 A
Faaown (FMC Z#i#TA Y A N=ILUTZE) 77 #)
[7] Cisco Firepower Management Center for VMware 252> 020" iueekly_config_only_backup_20220501020002-2022-05-01T02-00-  bjg351  Local 312 Yes ~ = =
o v7.0.1.1 o h ~ * K N
CARATIa—VvoianizrFMC @)Xy ¥
Fucuon 2022-04-24 Weekly_config_only_backup_20220424020002-2022-04-24T02-00~ I\ ~ b = 7/
[] Cisco Firepower Management Center for VMware {1057 e e —ona—any P build 351 Local 312 Yes — —_ { \ & B {
= w7014 OB : Vi 7_975 ?:tL/ ll h‘j: %0)_ _75 4%
J ’i 'i C N 5
Fucuol 2022-04-17 Weekly_config_only_backup_20220417020002-2022-04-17T02-00- —
Cisco Firepower Management Center for VMware  §37oc 0 08 wV- g_only_f P build 351 Local 290 Yes \
v7.0.1.1 i : /. I
M Enigﬁg?f‘ilre er Management Center for VMware 2022 04-10 Weekly_config_only_backup_20220410020002-2022-04-10T02-00- 4 35 Local 281 Yes M d D i B k % IJ Ay
] Ssca Frepov 9 11:06:37 04.tar aﬂage evice acC Up /
[ om0 2022-04-03 Weekly_config_only_backup_20220403020002-2022-04-03T02-00~
[7] Cisco Firepower Management Center for VMware 250 00 Of o -cenfig_only_backup_ build 351 Local 287 Yes

L TR
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Backup Management Backup Profiles

Managed Device Backup

Managed Devices
Ny 7y TERIERERD FTD 7
@ A 2% BIR

© BELENYIT7vTT71)%
Retrieve to Management FMC ’\*557]3' ét%é\ Retrieve
Center to Management Center [CF T v
JEANS, Fxv 7 ANnixls
Storage Location: /var/sf/remote-backup h(i/\‘ W 7 VA 77 7 /r }l/‘i FTD
Note: Backup the Firepower 9300/ 4100 chassis configuration before j_'/\/r Z 0) /Va r/sf/backup (:{%ﬁ

initiating a backup of the logical Threat Defense devices configured on it. é ;h, é

Start Backup &2 U w ¥

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



FTD TINA ADINY T 7

. 52 T#(C Backup Management MR —
Backups ICERGULTc/\w O 7

v 7 R

IN O Ty TN RS — K ULTIzZ &% Task Tab (system D) THE

JEA7O0-ILYOYV,
v T 7 74 IV DEFEEZER

=H
Aty

Device

Policies Devices Objects AMP Intelligence Deploy @ @ it @ admin~
Backup Management Backup Profiles
Deployments Upgrades Health Tasks I
— Firepower Management Backup l [ Managed Device Backup l [ Upload Backup
20+ total 0 waiting 1 running Q retrying 20+ success 0 failures H
. Info
Backup @ New backups found on system. Importing
Backup: FTDv01_20220525154627 e R naton
Checking the database
Firepower Management Backups
[] System Information Date Created File Name VDB Location | Size (MB) Configurations Events TID
o Version
— | PMGvT0 2022-05-22
[] Cisco Firepower Management Center for 11077 Weekly_config_only_backup_20220522020002-2022-05-22T02-00-05.tar  build 353  Local 457 Yes No No
— VMware v7.0.1.1 o
. — | MGvT0 2022-05-15
/ \‘ “w 7 -7 K 7° 7 - 4 ) L (i [] Cisco Firepower Management Center for 11:07:35 Weekly_config_only_backup_20220515020001-2022-05-15T02-00-05.tar  build 353 Local 454 Yes No No
— VMware v7.0.1.1 o
/ J j J A
EEA PC O—AJLICT ™ g
= JVIC
yD—FbTﬁﬁbTB( —
W Date Created File Name VDB Version Location Size (MB)  Confgurate: 1D
| < . FTDVO1 .y _— .
wﬂreat Defense for Viware v7.0.1.1 2022-05-25 15:55:20 FTDv01_20220525154627.tar build 353 Local 121 Yes M




FMC @JNy o 7 v TEE @

- FMC BE®DI/INy U7 v T=HE

Devices Objects AMP Intelligence Deploy @ @ %+ @ adminv
Configuration Logging Monitoring
lisers Security Analytics & Logging Audit
' I Firepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deplo admin v [omains Syslog
€Is€o  System / Tools [ Backup/Restore / Backup Management Vs . 9 poy A @ i @ ) -
tegration Health Statistics
Remote Storage [ecureX [[[IEH Monitor
pdates Palicy Tools
Backup Management Backup Profiles
—— Events Backup/Restore
Firepower M Backup l l M. i Device Backup I [ Upload Backup censes Exclude Scheduling
mart Licenses Monitor Alerts Import/Expaort
Firepower Management Backups L
5 . N . 5 lassic Licenses Data Purge
[:] System Information Date Created File Name VDB Location Size (MB) Configurations Events TID
Version
FMCvO1
[] Cisco Firepower Management Center for VMware  2022,05-22 ‘6"‘59;":\‘-5"""‘3-""‘\’-”“““"-2012052202”“02‘2“21‘05'22702’50' buld351  Local 451 Yes No No
v7.0.1.1 7 ’
FMCvO1
[T} (Cisco Firepower Management Center for VMware ???g&ﬂg'ls gge;k"y-m"ﬁg-G"‘V-ha':kw-zozwmSOZUDDZ"ZUZZ"OS'ISTm’m' build 351 Local 318 Yes
v7.0.1.1 e :
A= A
@ R— System ($§E8E¥—%) > Backup/R BT
[] Cisco Firepower Management Center for VMware 292, 05°08 Weekly_config_only_backup_20220508020002-2022-05-08T02-00- i 351 Local 317 Yes yste (Iﬂ $ ) acKku p eStO re
v7.0.1.1 06 -
o —_
.\ ~ — $E.A 7
FMCVO1 (FMC %*ﬁ-*ﬁ 4 Z |\ )LL/T t j )
[7] Cisco Firepower Management Center for VMware 252> 020" ::e;krly_conﬁg_cn\v_hackup_ZDZZOEO'\OZODDZ-ZGZZ-OS-OWDZ—UO- buiid 351 Local P Yes / (S ) =] 7'-
v7.0.1.1 074 : |\ sz_ S~ RS - o
: Ja—Yv z FMC @)Xy
FMCvO01 -
[] Cisco Firepower Management Center for VMware 2022 04-24 Weekly_config_only_backup_20220424020002-2022-04-24T02-00-  pjq351  Local 312 Yes — —= N \ o BE A3
o - | 7T T=9hFELTLNE. ZO—ENEK
.
FMCvO1
[7] Cisco Firepower Management Center for Viware  202204=17 z‘se;"r"’-c“""ﬂ-""‘\’-”“““"-2‘”“’“7020“02‘2"7"“"'7T°2’”°' buld3s1  Local 290 Yes — \
v7.0.1.1 e : /\ Z
O Enigﬁg?f‘ilrepdwel Management Center for VMware ??_2025‘_03;']“ ;ﬂ:e;krly_conﬁg_an\y_backup_zolz(ulDOZUDDZ~2022~GI-IDTDZ»UO- build 351 Local 281 Yes F' repOWer Management Backu p & 7 IJ ‘y 7
v7.0.1.1 e :
FMCVO1
[] Cisco Firepower Management Center for Viware  2022-04-03 (R Con LY LR T ANPGRS popes) (o] 287 Yes
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Backup Management Backup Profiles

Create Backup @

Name [ FMCv01-backup-20220525 ] P

Storage Location  /var/sf{backup/
Back Up Configuration

Back Up Events
Back Up Threat Intelligence
Director U

Email Not available. You must set up your mail relay host. @
Copy when complete [ ]

Cancel Save As New Start Backup

INY DO 7y TDOEFTIZ AN, ZZTlE “FMCv01-backup-20220525”" &9 %
FMC OFREDNY I 7 v 728D BBEICFzvI7ZANS (774K On)
4 Ry kO, Threat Intelligence Director DF—5 &Ny I 7 v TICEHBIBEICF v I EAND (F7AIL

Off)
N7y TREBEICA—ILVBAZTOESICHEE
NI Ty TTETEICSCP H—I\ANNY I 7y T 774 )2 AE—9F3B8ICFzv 72 AN (7 )Lk Off)
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Backup Management Backup Profiles

® SCPH—NDEHEAN
@ Start Backup &2 U w o

Create Backup

Name

Storage Location
Back Up Configuration
Back Up Events

Back Up Threat Intelligence
Director

Email
Copy when complete

Host
Path
User

Password

SSH Public Key

To use ssh keys place this public |

key in your authorized_keys file.

| FMCv01-backup-20220525

fvar/sf{backup/

O

OJ

Not available. You must set up your mail relay host.

| 10.71.132.191

| [home/

| cisco | @

ssh-rsa AAAAB3NzaC1yc2ZEAAAA |

l Cancel H Save As New l




FMC DNy T 7y THERR

NI Ty TUENRY— KL= &% Task Tab (system DZERE) THESE

- 5T 71&IC Backup Management @ R—3/ M Firepower Management Backups
ICT. BRBULENXY I 7Y T 774 I OFEZER

ysis Policies Devices Objects AMP Intelligence Deploy @ @ {4+ @ adminv

Deployments Upgrades Health Tasks (:) Show Notifications
0 waiting 1 running 0 retrying 20+ success 0 failures | Filter
Backup
Backup: FMCv01-backup-20220525 21s

Checking the database

Backup Management Backup Profiles

Firepower Management Backup Managed Device Backup Upload Backup
Firepower Management Backups
System Information Date Created File Name VDB Location Size (MB) Configurations Events TID
—

FMCu 2022-05-25

Cisco Fire_[;,n;‘)'\\.r\{ler1 Management Center for 18:17-:09 FMCv01-backup-20220525-2022-05-25T09-10-26.tar build 353 Local 461 Yes No No

CAACTN




SE A3V TNYIT7vT
- FMC ICT. FMC BEBB LU FID FINA ZADNNY O 7y THE%E, AT J1—
Yy JTcaEMkd 52 ENHEE

Policies Devices Objects AMP Intelligence Deploy Q. @ it @ adminv
A\
onfiguration Legging Monitoring
Security Analytics & Logging Audit
[ Agatesk | Toosy Sysiog
Health Statistics
< 2022/5 > .
KK 2l Monitor @
Sun. Mon. Tues. Wed. Thurs. Fri. Sat.
Policy Tools
1 2 3 4 5 6 7
Weekly config only backup! Weekly Software Download Events Backup/Restore
New Task Exclude Scheduling
@ Job Type | Backup - Monitor Alerts Import/Export
14 Data Purge
Schedule tasktorun () Once @ Recurring [Weekly Software Download
StartOn | May v | 25 v || 2022 v | AsialTokyo
A o~ ~ o -
Repeat Every 1 ) Hours () Days ® Weeks ) Months

v

anse (5% = 3 System (B§E VY —%7) > Scheduling% &R
RepeatOn || Sunday | \Mnrnday Tuesday | | Wednesday [ | Thursday | | Friday (¥ Saturday Add TaSk % 7 U ‘y 7
Job Name | Weekly FTD device backup 17:/1_)119 17 & lJT BaCkUp &igj:R L/\

Backup Type () Management Center (® Device

FMC £ LK IZ FTD FIN1 ADJ\v 7 7 v TE
BRI a1—IL%=ER

FTDvO1

Device(s)
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- FMC Z#HRRICA VA M—=ILUT=EE

(clE. FMC BBDINY U7

v 7TES

JA4—J V) —TEEITDLDIC. YRIPEIFNICER IS

Edit Task

Job Type

Schedule task to run

Backup

Once ® Recurring

Start On January v 6 v 2019 v Asia/Tokyo
Repeat Every 1 Hours Days ® Weeks Months
Run At 11:00 v Am v
Repeat On Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Job Name Weekly config only backup
Backup Type '® Management Center Device
Backup Profile Config only backup v

This was automatically set up during
installation.

Comment

Email Status To Not available. You must set up your mail relay host
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WDuthm BEFEHDINY I T TIT7A4IL%E SCP H—I\. H UL X FTD O—AJLIC
7y 70O—KRUTERE

- FMC UZRN7IE. BEEHFDINY O T7yvTT774I)L% FMC O—AILICT7 vy 70— KU TEliE

« FMC, FTD EHICU XA M TPEFICEE/NY 77y TEIESHKDY 7 0z 713/Xy FLARILETHE—IC
LTHLDEDLHS

- FTID YA M 7EICIEE 5(C SRU, VDB £ F—/IN\—Y 3 Y HWE (FMC [FAE)

FTD FMC
SCP Scp
E::j III!III IIII!I
FMC Ky & 7y 7 ”M”\/7J/7
- =
. .

B

FTD I\ 2 7w
771

-

FIDI\wo7v T
774
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AREDY XA MT7ICET 2BEDRN

+cFMC OV O 7y 77 7A4ILD7y 7O—R

-FMC DU R K~7

- FID FIA RADY R M7 (A—AILHSDY R T)
+FTD FINA ZADY XM T7 (SCP H—/\Hh 5D R K 7)

- SCP H—NF, BEEXYMNT—JICFEELTWS PC #FIH
- FTD, FMC & HIC HA TH Y A M 7 A]EE



FMC QINw O 7y T774IILO7y70—K Q@)

. BEBRRIE T, URANTZICERTD/INYv I 7y T774ILH FMC O—AILICEEL
BRWBEICIE. BEEHD FMC NNy o7y T774I)L%&, FMC O—A)ICT v T
O— R

Devices Objects AMP Intelligence Deploy @ @ %+ @ adminv
System (BE~¥—%7) = Backup/Restore % &R Configuration Losoing Monitoring
Users Security Analytics & Loggin Audi
Upload BaCkUp %7 IJ Y 7 Domains e o 5V5|0t9
Browse % 7 IJ ‘y 7 L/\ f_'é_‘-‘fg PC ‘:ﬁ{ﬁ;ﬁa@ FMC /\“ “/ 7 7 “/ | | Integration Health ® Statistics
=] SecureX Monitor
j& *E E . Updates Policy Tools
Upload Backup % 7 IJ ‘y 7 lJ\ 7 ‘y 7PD — |\‘ % F;Zﬁtlﬁl\ Events Backup/Restore
Licenses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses @ Data Purge
Backup Management Backup Profiles \
Firepower Management Backup Managed Device Backup | ‘ Upload Backup

H)l LI=FMC &V T bz 7/I\—=Yave Upload Backup

}\ / ;%Abtfﬁﬁtjé \/DB )(b SRU ‘i Please Select a File to Upload se... | FMCv01-backup-20220525-2022-05-25T09-10-26.tar
Ny o7y 7T7—=FICaFENTNH/N— 3
/Ttg% éh%ﬁ its affiliates. All rights rese

() YRR THEDFMC d, Ny o Ty 7% \C?




FMC QINw O 7y T774ILO7y70O—K @

- 7w 7O—RUEFMC DNy Iy T 774D RHMEINTWNS C &E%ZER

Backup Management Backup Profiles < 1 )

Success

) Backup 'FMCv01-backup- 7 V) 7P|:| _ |\‘ 75{5-:57 LJ 7': )( Vi t— :/‘%EEE'E
Backup Management 24 J v o (8%h)

20220525-2022-05-25T09-10-26.tar'
uploaded successfully

7v7n KU FMC NNy o7y
Upload Backup FAILDERHE N TS C &%= HER

Please Select a File to Upload | Browse... | No file selected.

@ Upload Backup

Backup Management Backup Profiles
e —
Firepower Management Backup Managed Device Backup Upload Backup
@ Firepower Management Backups
System Information Date Created File Name VDB Version Location Size (MB) Configurations Events TID
E?:E:‘;:repower Management Center for VMware v7.0.1.1  2022-05-26 16:46:00  FMCVO1-backup-20220525-2022-05-25T09-10-26 tar build 353 Local 451 Yes No No

() 7y 70— FERICQZERBLIIBE., BOAYE—IN
%Téh\ 7) 'f)lﬂf)‘— ‘&.%Téhf&b\:&b\%éo :G)i% Info

© 2022 Cisco and/or its aff ﬁ‘i\\r ghi’j‘;ﬁ‘xig MG!b?‘7 7 ’r }l/ ‘:ﬁ i h_t ll\ % ||EEE$E I:Ul.r A q: _t- % o E:&f:f;te;::;nnd on system. Importing
318, BAF->-TBEQEXET S L



FMC DY X7 @
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Backup Management Backup Profiles
————————
Firepower Management Backup Managed Device Backup ‘ ‘ Upload Backup
Fire, agement Backups
tem Information Date Created File Name VDB Version Location Size (MB) Configurations Events TID
Cisc:(:ilrepower . enter for VMware v7.0.1.1 2022-05-26 16:46:00 FMCv01-backup-20220525-2022-05-25T09-10-26.tar build 353 Local 461 Yes No No
Info
{ Restore T Download } [ Delete } P You are about to replace or modify key
system files. The system will be rebooted at
the end of the restore process.

Restore Backup @

IJ Z |\ 7 (:1ﬁm 3- é FMC @/\“ ‘y 7 7 ‘y 7P Backup Name FM! up-20220525-2022 25T09-10-26.tar

7 7 ’r )l/% 7‘ I ‘y 7 Replace Configuration Data
Firepower Management Backups @7 7 A Concel | TR

I—EBEDTICHS Restore 27 Uy
Replace Configuration Data #F v 7 L.
Restore Z27 Vw2 LTY X N7 ZHA

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



FMC QU X k7’

JZA N7 DEFT FMC A EFINICHEREE#HT 5. BitEi.
N7 HEEICHRI > &% Task Tab THEER. FD1& FTD 7/\A X (T deploy % /i

AN

®

FMC A4 v L. YR

Deployments Upgrades

¥ Restore (On Demand)

0 waiting 1

runnin

Health Tasks
—
g  Oretrying 20+ success O failures Filter

Restore File: FMCv01-backup-20220525-2022-05-25T09-10-26.tar ®

Stopping processes

@ ) Show Notifications

24s

@ ) Show Notifications

Deployments Upgrades Health Tasks
—
0 waiting 0 running 0 retrying 1 success 0 failures 2, Filter

@ Restore (On Demand)
Restore File: FMCv01-backup-20220525-2022-05-25T09-10-26.tar @ 1m15s X

Restore Complete

@

alraln
Cisco

Firepower
Management
Center

Y ooy 0 © # @

Deployment nt

Deployment History

AN T7UEBNRY— U &% THERR
BEMICHERZE L/ FMC IcOJ 1Y

Task Tab T FMC DY X b P HER(CD > fc T & Z /R
FTD 7/\4 R IZ deploy % EJiE




FMC DY ZXRT7 B

- HLH FTD FINA R up-to-date ICH > TWBEE (deploy AMEITH > TR S
&) I&. Force Deploy DXENE% HELE

Devices G)O iacts

All (1) ® Error (0) ® Warning (0)

AMP

Collapse All

Name

Device Management

I H 11 =l

~ Ungrouped (1)

FTDv01 Snort 3

General

Name: \ FTDvO1

Transfer Packets:
Mode:  routed

Compliance Mode: None

TLS Crypto Disablet@
Acceleration:
Force Deploy: —+ o

10.71.132.194) - Routed

Offline (0)

® Normal (1)

Device

FTDvO1

Cisco Firepower Threat Defense for VMware

Routing Interfaces Inline Sets DHCP

FTDv for ViMwf

Gener.

Vi
Name: @ FTDvO1
Yes

Routed

Transfer Packets:
Mode:

Compliance Mode: None

Deployment Confirmation

You have selected 1 device to deploy

Deployment Notes:

Cance!

You can optionally add notes about the configuration changes

®

Deploy

S Crypto Acceleration: Disabled

Q_ Search Device

Access Control Policy

IR

Devices = Device Management [C77 7t X
X§&k FTD 7 /N4 A D Edit (JaE~Y—2) &7

General # 7® General A7 Y @ Edit (3RZE
N—=9)%& 00y
Force Deploy ODFXKEZ=o Uy o

Deploy &% 'J v L. Force Deploy % X




FID FINA ZDVU R M7 (O—AJ) @

- FTD @I\ 2 7y F7%#EU5 T BMEIC. Retrieve to Management Center ICF v 7 %
WhTWEIFhIE., FTD @ /var/sf/backup/ IC/Ny &7 7 ‘/ T771IHBREFESI TN S,
g_O)i% L_(at ZD77A4INZFALTY X ~T7HAEE

Managed Device Backup N eXpert
"""""" admin@FTDv70-1:~$ cd /var/sf/backup/

admin@FTDv70-1:/var/sf/backup$ Is -atl

total 122780

drwxr-xr-x 2 www www 4096 May 26 08:35 .

-rw-r--r-- 1 www root 125716480 May 26 08:35 FTDvO1_20220526173126.tar

drwxr-xr-x 77 root root 4096 May 25 07:20 ..

Start Backup.

FID OAv Y —ILD expert E=R TN I 7y TT7714ILD
FEZHERAIEE

GE) URARNTZHEDFIDIE. Ny o7y T#REBULILFIDEYIRIT
IN=IgaveENYF, BELVTVDBP SRUZEDLETERFITZINEHD
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FTD @ CLISH (3> VY —JL) TUYUR KT
A )L DFFl 7z FERE

© 2022 C
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Device model from backup :: Cisco Firepower Threat Defense for
VMware
This Device Model :: Cisco Firepower Threat Defense for VMware

ER R khkkkkkhkkhkkkkkkhkkkkk

Backup Details

*

Model = Cisco Firepower Threat Defense for VMware
Software Version = 7.0.1.1

Serial = 9AR5P6F3VOF

Hostname = FTDv70-1

Device Name = FTDvO1

IP Address = 10.71.153.76

VDB Version = 353

SRU Version =

Manager IP(s) = 10.71.132.200

Backup Date = 2022 05-26 17:31:26

All righ

/Backup Filename = FTPDVM _20220526173126. tar

—HI) @

VREZET, NvoT7vTT

> restore remote-manager-backup FTDvO1_202205261731 26.t&

N

restore AV¥ Y K%z FTD @
CLISH T=X}iEe

NV OT7yTI7714ILICEEN
%5 % MR




FTID FINA ZDU XA M7 (O—AJ) G

- NI T79TT77AIOARICEELNZITNE, UR N7 ZRIB, FTD 7N\
1 RIZEBNICHEET 5. HEEERE FMC A5 deploy XK. HL B
FTD 77/X4 ZH' up-to-date TIHNIE. Force Deploy Z 3R

dkkkhkkhkkhkkhkkhkhkhrhkrk Cauﬂon *kk

Verify that you are restoring a valid backup file.

Make sure that FTD is installed with same software version and matches
versions from backup manifest before proceeding.(Running 'show
version' command on FTD, displays Model Name and version details).
Restore operation will overwrite all configurations on this device with
configurations in backup.

If this restoration is being performed on an RMA device then ensure old
device is removed from network or powered off completely prior to
proceeding with backup restore.

dhkkkhhkkhkkhkhhkhrhhhhrhrhhkhrhhhhrhrhhkkx

Are you sure you want to continue (Y/N) y&
Restoring device

7 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NI 7yTI7 74 ILORNBICHEELZITNIE
yZANDULTURNTZ =R

FIDADYURRMTZHEES N, FTD F/NA X
A EEHICHEE)
FTD /N4 AA®D deploy & FMC H S EHE

GF) FTD /XA A D Force Deploy 75,25(1
FMC QU X MZEFERU



FID FINA AV A7 (UE—F SCP) @

« FID FINA ARXMBFETFID TFINA Z20O—HILICINY O Ty T T 74 ILHEELTH,
SCPH—JNICFTID FINA RADINY I Ty T7714ILhbNiE. ThezBEIEEELT
CLISH(Q>vVY—JL) TUARAMZOAXY ROETHAEIEE. bEiFO—-AHILHIAS5DY Xk
7ERU

> restore remote-mangger-backup location 10.71.132.191 cisco /home/ FTDvO1_20220525154627 .tar
Enter SCP passwordp

Device model from backup :: Cisco Firepower Threat Defense for VMware

This Device Model :: Cisco Firepower Threat Defense for VMware restore A¥Y R% FTD @ CLISH T%ﬁ@,\ TE"|
HICSCPH—/N\D IP7RLAPI—-HER,

*********************.************************** /\ez . 7 7 4 )l/% E?EE

*********I?jff}cjﬁ«g«?«ail!i******@c************** SCP -'j-_/\‘“: D 7“’]/ y g- % /\OZ '7 W |< % Ajj

NI T7yTI7AINICEETFNDEREESR

Model = Cisco Firepower Threat Defense for VMware
Software Version = 7.0.1.1

Serial = 9ARSP6F3VOF

Hostname = FTDv70-1

Device Name = FTDvO1

I[P Address = 10.71.153.76

VDB Version = 353

azga\éirf:g?s):: 10.71.132.200 GE) URANZHD FID IF. NN\wv o7y TZEELI-
Backup Date = 2022-05-25 15:46.27 FID &Y TR PN—Ya v ENYF, BT VDB

B k /fo Gisco L‘HC:“\T‘_TD]H e,‘ltf;f,;2/“ \2 ﬁ‘ {3 2&1]‘(4 /2\7, Public .
*3*2*28**;2232?*******\ig*;k*9***9?*:2*?*43***Ear ‘Vb S RU E éb ﬁ -t %{fﬁ? % LZ\E % D



FID FINA AV A7 (UE—F SCP) ®

- NI T79TT77AIOARICEELNZITNE, UR N7 ZRIB, FTD 7N\
1 RIZEBNICHEET 5. HEEERE FMC A5 deploy XK. HL B
FTD 77/X4 ZH' up-to-date TIHNIE. Force Deploy Z 3R

dkkkhkkhkkhkkhkkhkhkhrhkrk Cauﬂon *kk

Verify that you are restoring a valid backup file.

Make sure that FTD is installed with same software version and matches
versions from backup manifest before proceeding.(Running 'show
version' command on FTD, displays Model Name and version details).
Restore operation will overwrite all configurations on this device with
configurations in backup.

If this restoration is being performed on an RMA device then ensure old
device is removed from network or powered off completely prior to
proceeding with backup restore.

dhkkkhhkkhkkhkhhkhrhhhhrhrhhkhrhhhhrhrhhkkx

Are you sure you want to continue (Y/N) y&
Restoring device

7 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NI 7yTI7 74 ILORNBICHEELZITNIE
yZANDULTURNTZ =R

FIDADYURRMTZHEES N, FTD F/NA X
A EEHICHEE)
FTD /N4 AA®D deploy & FMC H S EHE

GF) FTD /XA A D Force Deploy 75,25(1
FMC QU X MZEFERU
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