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. Static Routing: Static Route, null0 JL—F 4 &
- Dynamic Routing: OSPFv2,v3 / RIPv1,v2 /| BGP (EIGRP (& Flex Config M &)
EIGRP (& Version 7.2 T FMC 5 DR ENAIEEIC TR S FE
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FTD

ASA
P inside @il outside
pos % Default GW
-_— 192.168.1.0/24 -3 192.168.240.0/24 254

. F—%&{EM Default Gateway DERTE

- BRTEEMH: FTD @ Default Gateway (& ASA 192.168.240.254 £ 9 %
® 1. FMC: Devices > Device Management > FTDVO1(EIE 7 /N4 X 4) > Edit > Routing

@ e Flre?ow?r D/Ianégerrzgm Center  eriew Analysis  Policies  Devices  Objects  AMP Intelligence
i Managoment Center Devices | Device Manageme
alan, Firepower ) ) ’ ; ) —
e’ Ouervien | Dachboatds | Dashboare Overview ~ Analysis  Policies ~ Devices  Objects ~ AMP Intelligence
— — View By: | Group v ‘

Device Management QoS Al(1)  ®Emor(0)  ®Warning (0) Offiine () ® Normal (1) Deployment Pending (0) ~ ® Upgrade (0)  ® Snort 3 (1)

Device Upgrade Platform Settings
Summary Dashboard s asews P “ Collapse Al

NAT FlexConfig
Provides a summary of actvity on the appiiance

Certificates [J Name Model Version Chassis
Network x  Threats Intrusion Events Status Geolocation QoS v
Site To Site [C) ~ ungrouped (1)
Remote Access
» Unique Applications over Time - X Dynamic Access Policy — FTDv01 Snort3 FTDv for Viware 7011 NiA
Troubleshooting IS
: il F‘rePower. Management Center Overview Analysis Policies Devices
No Data No Data €isco [ s | NGFV uting
—
FTDvO1
Cisco Firepower Threat Defense for VMware
Device Routing Interfaces Inline Sets DHCP

o
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- T —4~ B{EH Default Gateway DIZTE
2. Static Route MIEBHN: Static Route > + Add Route % i&IR
3. BAAI BIL—hDA V7 —T 1 —RBIRELUXRY NT—7 DFEIR:
Add Static Route Configuration > Interface & Available Network

Device Routing Interfaces Inline Sets DHCP Add Static Route Conﬁguratlon o
Manage Virtual Routers + Add Route Type: e IPvd () IPv6
Leaked Interface*
Global v Networl Kk from
Interface ;. Gatewa T led Metri Tracked R
. Jirtual v | Outside v |

Virtual Router Properties oute

o ¥ IPv4 Routes (Interface starting with this icon [Fgsignifies it is available for route leak)

OSPFv3 Available Network C + Selected Network

RIP ¥ IPv6 Routes | Q Search | any-ipvd .

~ BGP

IPv4

IPv4-Benchmark-Tests

IPv6
. IPv4-Link-Local
Static Route

IPv4-Multicast

~ Multicast Routing
- IPv4-Private-10.0.0.0-8
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- T— 4 @B{EF Default Gateway DERE
4. Gateway DFXRE (a 7cld b) ——
. Network Object &R Gateway > + . 1+ |a
> FRE& Save
b. Network Object DR (a. HHEEFEH): e o |

a. TERLT=A 7 =2 b% Drop down —
AZ 3 —Hh BE*R > OK ‘ Default GW on ASA ‘
b

New Network Object

"| Gateway* Network
[esa_cefautt_gw - |+ @® Host () Range () Network (O FQDN

[ 192.168.240.254) ]

[] Allow Overrides

'|+

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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- F—%@(EH Default Gateway DEFTE

5. BRTED{RTE: Save Ry VEH Y

Deploy %& R{T

FTDvO1

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

You have unsaved changes m Cancel

Manage Virtual Routers

Global v Nf(wmk Interface Leaked from Virtual Router
Virtual Router Properties ¥ IPv4 Routes
OSPF -

any-ipv4 Outside Global

OSPFv3
RIP ¥ IPv6 Routes
> BGP

Static Route

419

w2 L. Deploy > F/\A XDEIR >

-+ Add Route
Gateway Tunneled Metric Tracked
asa_default_gw false 1 9
Qverview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ fo 3N - ] :admin v

1 device selected
Deploy time: Estimate

Q, Search using device name, user name, type, group or status
g y

Device

FTDvO1

Modified by Inspect Interru... Type Group

System, fmcadmin FTD

Last Deploy Time

Mar 15, 2022 2:2... B

Preview  Status

I Pending
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- FTD CLI 58

> show running-config | include route
route Outside 0.0.0.0 0.0.0.0 192.168.240.254 1

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-

ia - IS-IS inter area, * - candidate default, U - per-user static
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF
Gateway of last resort is 192.168.240.254 to network 0.0.0.0

§* 0.0.0.0 0.0.0.0 [1/0] wvia 192.168.240.254, Outside
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- NAT 1&%8

+ NAT: KIP7Z7RLRZENAT (Ry7TEhi) 7KL RIC
L, EIP 7 RL XA%ZZ#r9 5% (Network
Address Translation)

- PAT: 12D NAT Z R L RICEBHDR— M EE|D YT
BED P 7 KL X&EZTHYT %% (Port Address
Translation)

- NAT 5147

- Static NAT: 15X 1723 LWL DEE NAT 7 R L AL #A

ARe. WAMR (NAT ZRLRICHLTH) 7R

- Dynamic NAT: IP 7 KL Z7—=ILh 5 &ENEIC NAT 77
RLAZEIDYTSAZE, KRR I~7b‘b0)o":u 7‘[27\7

B |

\
inside & outsmle
\ % 13
RIP7 KL R NAT IP7 K L X
192.168.1.100 192.168.240.100
Traffic flow -
© ]
E |n5|de.out5|de %
EPF7 KL NAT IP7 KL X
192.168.1.10-20 192.168.240.10
Port: 2000-2010
Static/Dynamic NAT
| =
| _lraffic ﬂovvI —
EPF KL R NATIP7 KL Z

— X
192.168.1.100 insidel ;©7 outside 192.168.240.100
.

S| -
="

XIP7 KL R NAT IP7 KL X
192.168.1.10-20 192.168.240.0/24

Ui's




FTD T® NAT (Auto NAT / Manual NAT)

- NATDERFEAICIE Auto NAT, Manual NAT D2iE%8dH %
. Auto NAT (Cisco H#E3$E)

Nit%/vorl%omect ZHAUSE IP Address & NAT 7 R L AAZT /DI TILR
iE

« Manual NAT
.- Source & Destination @7 KL XAZ#aux—iE (1)L—)L) TEE

- Auto NAT / Manual NAT D L\

. Auto NAT (& Source F 7=l Destination EIC NAT IL—ILZER. FhFho

NAT JL— )lx’é%ﬂé’imbﬂ.’CSource/Destmahon D—DODIL—JLELT %’* 0D
FBENTE dJ/\

- Manual NAT (& E JL—)LIZ T Source / Destination AD 7 KL I UL
T NAT )L L% Fﬁﬁ'%lc‘:b"(%% ZDf=, Source A /Destination A
D NAT JL—)L & . Source A / Destination B @ NAT JL—IL®D & S IZ Source A
(:iﬂ“b’(@*ﬂd) NAT L—ILEBHET B ENTZES
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- NAT EHEIERF
» NAT DIEFF I T3DDATIVICH TSN, ch5DAT T ZIReE ICFHE
73% )%*)J(:—"*Sz Lic)L—ILZBAY % (3%Auto NAT (CEAL TIXEEDLE AN R
N
1. NAT Rules Before (Manual NAT)
2. Auto NAT Rules (Auto NAT)
3. NAT Rules After (Manual NAT)
.- Auto NAT EeEllEF
1. Static NAT Rule A% Dynamic NAT Rule OFIICEH S 5
2KIP7ZRLADEDDVIEBEVWVADIEIP ZPRLZADENAZWVALDHEICETHHEEI NS

3.5L. EIP 7RLZDEH D Auto NAT Rule ERUIBES. BDEWIP ZRL AN
SICEE @S (Bl 192.168.1.100 (£ 192.168.2.1 £ D HKL\EY)

14BL. RIP7RLZANEUIZES. Object DRI TTILT7 7Ry MERICFHHE NS
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- NAT /R & —DER

- NAT JL—ILDIENN
.« Auto NAT F7=1% Manual NAT Rule i&E3R
- NAT %4 1 7 (Static NAT FE 7=(& Dynamic NAT) Di&R
« NAT SH&RDA V5 —7 1 —AZHER
- NAT SH&RDKRADS, LYI, RYPMIT—UVRBREZRTE
- NAT 7RL R (BHRBED7 RL R) ZFE
- Access Control Policy ICTXRHRMNZ 74 v I D7V RA%ZEFRIT %
(3% ACP DERTEHZEIE 10E(ICTEH)
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=B (Auto / Manual NAT 3

- NAT 7R1) —D1ERK
Devices > NAT ZEIR

MNAT Policy

Firepower Management Center
CISCO  Devices | NAT

Overview Analysis

Policies

Devices

Objects

Device Management

Device Upgrade

| NAT

AM

@

1/2

New Policy > Threat Defense NAT Z ZiR (Firepower NAT (& NGIPS
B3R NAT £ 51=0. FTD TO NAT HEIE T 5 5 %:&R)

i, Firepower Management Center
€1S€O  Devices [ NAT

NAT Policy

Overview Analysis

Device Type

Policies

Devices

Objects

AMP

Status

Intelligence

Deploy @0 @& i+ @ adminv

New Policy

Firepower NAT

Threat Defense NAT
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@

NAT 27 FIE (Auto / Manual NAT it

° NeW PO“Cy @E‘:Tﬂ_{ U :/_% New Policy
NAT /R o —Z BRI 57T /N1 R

FTDv01_NAT_Policy

% ig*Ra- é DDDDD iptio_rm

1§IJ or FTDv01

Name: FTDvO1_NAT_Policy N

Description: For FTDvO1 o ——

Targeted Devices: FTDvO1
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v

Traffic Flow FTD

=

- S o—
inside ;, outside N

E@ 192.168.1.0/24 B-—K 192.168.240.0/24 )

- SRTEEH: Inside T AV MTHBDINTDRA KD outside £F A
VAT IERATBE. FTID @ outside 1 Y —T 1 —ADT7 KL
ANCEHRT B
- Source Address: 192.168.1.0/24 (Dynamic NAT)
- Destination Address (NAT Address): 192.168.240.1 (outside interface ip)



NAT &EFIE (Auto NAT REH!

Add Rule ZEIRL. ¥ NAT Rule Z1EMT %

alietl F\repower Management Center

Overview
CISCO  Devices / NGF y Editor

_ Analysis Policies Devices Objects AMP Intelligence

FTDvO1_NAT_Policy

For FTDvO1

Show Warnings

Rules

Filter by Device Y Filter Rules

Deploy @ @ 3t @ adminv

Policy Assignments (1)

Cancel

Add NAT Rule

NAT Rule:
Manual NAT Rule v

| Manual NAT Rule

Auto NAT Rule NAT Rules Before v

Type:
Static -

Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced

Available Interface Objects T Source Interface Objects

NAT Rule [Z Auto NAT % &EiR

@ Search by name

Inside_Zane

Outside_Zone

Destination Interface Objects

217



NAT R FIE (Auto NAT E&EHI)

. Type |IC Dynamic %i&iR

Add NAT Rule

NAT Rule
Auto NAT Rule

Type:
Dynamic

]

Interface Objects  Translation PAT Pool  Advanced
——

- Interface Objects T NAT JJHRDA VY —T 1 —AY —2V %]

2=

Interface Objects  Translation  PAT Pool  Advanced
——

Available Interface Objects © Source Interface Objects (1) Destination Interface Objects

@, Search by name Inside_Jone w Outside_Zone

Add tc
Inside_Zone

00 10 source
Outside_Zone | Add to Destinatior

(1)

o

iR

3/7
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aXE FIIE (Auto NAT

X R f51)

417

. Translation ¥ 7ICEEH L. NATHHOXRXY hT7—0 &2&IRT 3,
F & Network Object Z{ER L T UL\ %35& . Original Source @ R
Oy 7O AZ2a—LDEYRY NT—U % &R, REDIZE.
(New Network Object)

Original Packet Translated Packet

Original Source:*

Original Port +
. Save MY VICTREZRET S

Add 7R% > 1T Network Object Z{ERT %

ﬁ

New Network Object

Nami
19
Descrip
Metwork
H Rang
[ 192.168.1.0/24
A Overrid




NAT X EFIE (Auto NAT FXZEH!) 517

Interface Objects Translation PAT Pool Advanced

- Original Source [, NAT XD

SR A== Original Source:* Translated Source
7| ]S/ 1T I\%I%?R [ 2+ Address
192.168.1.0_inside_hasts -

- Translated Source (C. NAT Z RL X | oo |
& 1% Destination Interface IP Z3&tR | oo

- OK ZEIRU. REZEHAT % (PAT

IPvd4-Private-10.0.0.0-8

Pool, Advanced ¥ 7 IZZXER TIZ

A EXTHRI)
HZE \ Original Packet Translated Packet

Original Source:* Translated Source
192.168.1.0_inside_hasts - + Destination Interface IP v
Original Part Destination Interface IP =
r . Address =
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- NAT 7R & —(C)L— )L ZENNE.
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Save Ry YV CHREZIFE

FTDvO1_NAT_Policy

For FTDvO1
Rules
I
Filter by Device Y Filter Rules
Source
# Direction Type Interface
Objects

~ NAT Rules Before

Auto NAT Rules

<

# X Dynamic Inside_Zone

~ NAT Rules After

Destination
Interface
Objects

Outside_Zone

You have unsaved changes JESHNRYEIGE m

Policy Assignments (1)

x Add Rule
Original Packet Translated Packet
Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services P
By 192.168.1.0_inside_hosts @) Interface Dns:false /W
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- FTD CLI 58

> show running-config
object network 192.168.1.0 inside hosts
nat (Inside,Outside) dynamic interface

object network 192.168.1.0 inside hosts
nat (Inside,Outside) dynamic interface

> show nat detail

Auto NAT Policies (Section 2)

1 (Inside) to (Outside) source dynamic 192.168.1.0 inside hosts interface
translate hits = 0, untranslate hits =
Source - Origin: 192.168.1.0/24, Translated: 192.168.240.1/24
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NAT 7RL R NAT 7L Z

192.168.240.200 1 FTD 192.168.1.50
. insideoutside E
| 200 192.168.1.0/24 ] E==m L 192.168.240.0/24 .50,

AEBRR ~ SEBR R b

- SRTEEMH: inside BT A2 M192.168.1.200 M/RRX M F outside T A kAD
7O ZADKE, 192.168.240.200 @ NAT 77 RL RICZHE, HD. outside £
AV 8192.168.240.50 MRRA MIF 192.168.1.50 ® NAT Z KL RICZEH#a, Th
IC&D., ABRANE LUHEIRA FEIDBEEIE NAT P RL AICTPRPOED =
1T5. (BEWREIT AV MDKRR ;&R UBENTHE)X
- ABRARZ b

Source Address: 192.168.1.200

Destination Address (NAT Address): 192.168.240.200
. SHERARR N

Source Address: 192.168.240.50

Destination Address (NAT Address): 192.168.1.50

MARTEIER L. AEBHD S IETHRI &R D Manual NAT OFREFIE LT, $LEHIT S
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- Add Rule ICTHEIR NAT IL—ILZBINT %

Add NAT Rule
NAT Rule:
| Manual NAT Rule v|  NAT Rule (& Manual NAT Rule %
Insert: . igj:R
‘Tm:ategw 7| | NATRulo Before T elnsert [FEDATTVIC NATEE
St - N9 2h%RE > NAT Rules
Erja:;_)le- BefOre %E*R
‘escrlp ion: | . Type (& Static %igj:R

Interface Objects  Translation  PAT Pool  Advanced
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X E 1))
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. Interface Objects ¥ 7ICT NAT SH&DA V5 —7T £ — ADER

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects
| Q, Search by name ‘

Inside_Zone

[ Add to Source l

[ Add to Destination l

Source Interface Objects

(1) Destination Interface Objects

(1)

Inside_Zone

Qutside_Zone
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X E 1))

. Translation ¥ 71T NAT 3K A M 8TE
- Original Source (C inside AIFRAMDEIP PRLATHBEA TV %

fERk L. @EH

4/10

Interface Objects  Translation  PAT Pool

Original Packet

Original Source:*

| v+
Original Destination:

| Address 'r|

| )+
Original Source Port:

| )+
Original Destination Port:

| )+

Translated Packet

Translated Source:

| Address

Translated Destination:

Translated Source Port:

Translated Destination Port:

New Network Object
MName
| in_host1 |
A | Description
] ] |
MNetwork
,.| + (@ Host () Range () Network
| 192.168.1.200
v | + [] Allow Overrides
v| +

() FQDN




NAT EXRE =

=B (Manual NAT

. Translation ¥ 72T NAT SRR A N ZR/TE
. Translated Source T inside BIFRA MDD NAT P RLRAZ$B AT b

(CTYERL L. &EH

Interface Objects  Translation  PAT Pool
Original Packet Translated Packet
Original Source:* Translated Source:
‘ in_host1 - ‘ + ‘ Address - |
Original Destination: | A | -+
Address v
| | Translated Destination:
| v+ | )+
Original Source Port: Translated Source Port:
| ) * | |+
Original Destination Port: Translated Destination Port:
| |+ | ]+

X E 1))

5/10

New Network Object

MName

| in_mapped_host1 |

Description

in_host1 nat address ‘

Network
(® Host () Range () Network

| 192.168.240.200

[] Allow Overrides

) FQDN
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NAT

A AL 7]

. Translation # 7T NAT WHRKRKA M %

=B (Manual NAT

X E 1))

= —

A AE

6/10

- Original Destination (C outside IFIRAMDEIP P RLATHEA T ¥

hZ{ERL L.

&

Interface Objects  Translation  PAT Pool  Advanced New Network Object
Original Packet Translated Packet Name
o t_host1
Original Source:* Translated Source: | out_hos |
| '| + | Address "| Description
Original Destination: | v | + ‘ ‘
Address v
| | Translated Destination: Metwork
| v| + | v| + (@ Host () Range () Network
Original Source Port: Translated Source Port: | 192.168.240.50
| M | + | M | + [] Allow Overrides
Original Destination Port: Translated Destination Port:
| |+ | ot

() FQDN

e=a] - |
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NAT

=B (Manual NAT

A AL 7]

X E 1))

. Translation ¥ 72T NAT SRR A N ZR/TE
. Translated Source T inside BIFRA MDD NAT P RLRAZ$B AT b

ICTYERK L.

&

7/10

New Network Object

Interface Objects  Translation  PAT Pool  Advanced
Original Packet Translated Packet Name

o | out_mapped_host1
Original Source:* Translated Source:
| in_host1 A | + | Address v | Description

out_host1 nat address
Original Destination: | in_mapped_host1 v| +
| Address v| o
Translated Destination: Network

| out_host1 '| + | '| + (® Host () Range () Network

L | 192.168.150
Original Source Port: Translated Source Port:
| v | + | v | + [] Allow Overrides
Original Destination Port: Translated Destination Port:
| )+ | ]+

() FQDN




NAT

- WEIFHD

A=

A AL 7]

= —

A AE

=B (Manual NAT

RT%&. OK ZERL.

X RE f51)

XEZBEHY 5 (PAT

Pool, Advanced % 7 |2 AFIHE TR ETHI})

Interface Objects  Translation  PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
| in_host1 v | + | Address v |
Original Destination: | in_mapped_host1 v | +
| Address v | o
Translated Destination:

| out_host1 v | + | out_mapped_host1 v | +
Original Source Port: Translated Source Port:
| ) * | ]+
Original Destination Port: Translated Destination Port:

v+ | v+

(oo | I

3/10
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=B (Manual NAT

REP

9/10

- NAT /R U —[CIL—IL%ZIENNE. Save /RY ¥ TEREZ R F

FTDvO1_NAT_Policy

For FTDvO1

Rules

Filter by Device Y Filter Rules
i Direction Type
~ NAT Rules Before
1 & Static
~ Auto NAT Rules
B X Dynamic

~ NAT Rules After

Source
Interface
Objects

Inside_Zone

Inside_Zone

Destination
Interface
Objects

Outside_Zone

Qutside_Zone

Original Packet

Original Original
Sources Destinations
E in_host1 g out_host1

g 192.168.1.0_inside_hosts

You have unsaved changes Sl TRNENTIsE m

Original
Services

Translated
Sources

F in_mapped_host1

(@ Interface

Policy Assignments (1)

X | AddRule
Translated Packet
. Tt optan
Eh out_mapped_host1 Dns:false _/i
Dns:false K |

- FTD ICEREZ AT 57=%. Deploy 217>




NAT E&EFIE (Manual NAT s&EH)

- FTD show running-config #5588

object network in hostl

host 192.168.1.200

object network in mapped hostl
host 192.168.240.200

description in hostl nat address
object network out mapped hostl
host 192.168.1.50

description out hostl nat address
object network out hostl

host 192.168.240.50

nat (Inside,Outside) source static in hostl in mapped hostl destination static out hostl out mapped hostl
> show nat detail

Manual NAT Policies (Section 1)
1 (Inside) to (Outside) source static in hostl in mapped hostl destination static out hostl
out mapped hostl

translate hits = 0, untranslate hits = 0

Source - Origin: 192.168.1.200/32, Translated: 192.168.240.200/32

Destination - Origin: 192.168.240.50/32, Translated: 192.168.1.50/32
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Network Discovery BiE

- Network Discovery #gEIC& D FTD Z1@BE 9 %
J9LEDORAN, 7T7UT5—3y, & —
7 <

MELLTSERL. Fy b
2

J X

B, AVFYyYATFIVREICHE

c ALY IY ISR, 7OT7 749V T PO RAHEGBREICRITS
- Network Discovery Policy ICTRA MBS L7 TV —o a3 VEH%Z8RET S

- Network Discovery Tld VDB ZFAWFY 7Y T —2 3 Y O#AIZITIIch. HEFFD
VDB NDE# % #E L2

- Network Discovery [& FTD Z@@9 5 b 77 4 v 7 IS L TIThNSfcsh. ACP
ICTHEREESNZNT 7 4 v 712D TIE Network Discovery (%88 U 75 U

- Network Discovery [& Snort Engine T X h 578, Prefilter Fastpath Z 8%
Ic b_’th%%ﬁ(i\ 77— 3 vDREMNM TN (Fastpath (& Lina
Engine (ASA Z849) T D HFE)



Network Discovery 8 E &

. Policies > Network Discovery % &R

Overview  Analysis  Policies Devices  Objects AMP  Intelligence  Deploy Q ‘9 i 0

— —
Access Control Network Discovery Actions
Access Control Application Detectors Alerts
Intrusion Correlation Scanners
Malware & File Groups

ptus Geolocation DNS Modules

Identity Instances

. 1 Network Discovery Policy [E|H
> Indicaions of  Prefier | FHTT7AINMIL=I (BTDRZ T4y 7ICXLT
T7VT—=2avoiRA) NEIDHETShTNS

Custom Operating Systems | Custom Topology

x ‘

Up to date on all targeted devices.
Networks Users Advanced

e
+ Add Rule
Networks Zones Source Port Exclusions Destination Port Exclusions NetFlow Device Action
0.0.0.0/0 .=
/0 ! © Discover: Applications Fa |




Network Discovery 8 E &

. “+ Add Rue” F7=IZ “Edit this rule” & O JL—JLYERL/bREE

stems | Custom Topology

Up to date on all targeted devices.

~+ Add Rule

0.0.0.0/0
/o

s Destination Port Exclusions Action
s #
Edit this rule
Edit Rule 9
A t " v| [ Hosts Users
sions
Available Networks (20) C
%, alue

Menu n ﬁ Edit this rule Z 4R L fcBROEE.

0.0.0.0/0

Action |Z1Z Discover, F 1w ZRw
4 Z 1% Applications HMBIRES T L —
ToMER->TWS

in_mapped_host1 = Enter network address




Network Discovery 8 E &

v | Hosts Users

==
- Action A= 1 —#f& Co—
. Exclude: BRI HED SEEDRY FT—J//RXA M &S TIEICETE., B\

WEHNRXYNT— | IRAMDS [ ADNZT 4y ZICEALTIE,
Discovery 4 N> MHBREE LGN

. Discovery [ Hosts: Discovery A1 XY MCEDWTRAMZRXRY NT—5
<y 7ITEBINY %, (Option :Z%E)

- Discovery / Users: Users table [C1—HZBML. 2—HDF7 I 71 E
TAZI—F7O0INDMZI T4 v IICEDVWTEET 5, Users
D|scovery Z1T 5358 &, Hosts Discovery DBMAWNAEE RS, (Option

=)

AX AE

- Discovery / Applications: Application Detector ICEDWTEXY N T7—2
Iy 777V — 30 %BIN9 %, Applications HEXNDIZE. Hosts
| Users OHHITIHON AR /=sh, Hosts / Users #RHZ 1T O BRIF
Applications LI EHIICT S




Network Discovery 8 E &

. Discovery / Hosts F7=I% Users @”‘fi(: (i%&%']l‘ﬁb‘%ﬁl‘f%h'( AV
Hosts / Users Discovery Z8XICY 5355, WEL Hosts / Users &2
AV NITEMICL. ZhZENn O Hosts / Users #lIRRICTEE T %

FMC €T Host Limit User Limit
FMC1000 50,000 50,000
FMC1600 50,000 50,000
FMC2500 150,000 150,000
FMC2600 150,000 150,000
FMC4500 600,000 600,000
FMC4600 600,000 600,000
FMCv 50,0000 50,0000

FMCv 300 50,000 150,000




Network Discovery 27 F|I8 1/3

- BRTEE M
- Application Discovery &, 2TDXY b7 —27I1ZXF UL TITS (Default JL—
ILZEER)
. Hosts / Users Discovery I Inside Network £ XY N THEMICT %
- ;REFIE
- Policies > Network Discovery %&##R, Application Discovery (Z$ WV TIEEE
(CTF7AxILMIL=ILDERESNTWST=H., T7AxILMIL—ILZ{ERA,

Up to date on all targeted devices
Networks Users Advanced
=
+ Add Rule
Networks Zones Source Port Exclusions Destin ation Port Exclusions  Action
0.0.0.0/0
/0 ! @ Discover: Applications ' |




Network Discovery 27 F|I8

- SREFIE
- + Add Rule ICTH#RIL—ILZ=EN
. Discover 774 < 3 > |Zl3 Hosts / Users % 3&3R

2/3

- Networks > Available Networks & DZE DXy b T7—7 ZFER (VU XA MTEW

I5ELETR Object & U TIER)

]




Network Discovery

- BREFIR

X iE F IR

. + Add Rule ICTHIRIL—)LZ1E0
. Zones > Available Zones & D

.- Save ZIERL.
- Deploy ICT

A TE Z RTF
A TE DIEHA

—

ZEDY — Y %iER

3/3

Edit Rule

Discover

Networks Zones

Available Zones (2) C'
Q, Search

Qutside_Zone

Port Exclusions

Networks ~ Users  Advance
—

192.168.1.0_inside_hosts

0.0.0.0/0
o

Source Port Exclusions

Custom Opei

rating Systems | Cus

stom Topology

Out of date on 1 targeted devices

-+ Add Rule

~
L U

© Discover: Hosts, Applications

~,
L]l

@ Discover: Applications

Hosts

Inside_Zone | Add |

Users Applications

Zones (1)

Inside_Zone

L 1]

Cancel | m




Network Discovery Rl

c T4y OPANUSERELIEZS. Overview > Dashboard TED &K S

BNTT749vIDEKTWNWDDA, Analysis > Hosts > Network Map ICTE D
IRARNDESRTVWEDLIREEFRTES

'::I,'s'élo" Firepower Managemelﬁg‘?mer Overview Analysis Policies Devices Objects AMP Intelligence Depoy o € #* @ admin ¥
—
Hosts Network Devices Mobile Devices Indications of C A Host e Ot AW meliguice Depoy Q. @ & @ | :adminv
—_—
Filter by IP and MAC addresses X Host Profile Generate Allow List Profile
Unique hosts: 1 IP Addresses  192.168.1,101
1 hour "
Hosts [IPv4] (1 FTDVO1 (0)
v 192 (1) 00:0C:29:1A:88:DF (VMware, Inc.) (128) -
Motk Web Appications Seen -x » Top Client Applications Seen -x
2022-04-07 03:29:33 :‘ o Apghation
- 14
192.168.1.101 b 3
Intrusic Events | k-
Hosts [IPv6]
Hosts [MAC] Indications of Compromise (0) # Edit Rule States
» Operating Systems (2) # Edit Operating System © View Operating Systems
Vendor Product Version Source
Microsoft Nindows 10 Firepower s
Appl cations PS(WN Applications Seen - » Top Operating Systems Seen -X
icati
Application Protocol Client Version Web Application oSt = ,‘.
osst [ SSL client BEw .
[IHTTPS [ SSi client =l
= — * No Data
» Total Bytes (k8

Ratevance

Lasasn
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Prefilter Hi&

- Access Control DR T—H Y] ICEEEET 5 filter TH B
- ASAIYVIUYVTL2-L4 OHNIBT B 1-6, SEBBEFIEHIAIEEICKES

- bXIJL (GRE ., IP-in-IP . IPv6-in-IP . Teredo Port 3544) A®DI\T v k%
Inspection TZ %

- NEEE%Z Snort TYIUVICESI T Block $52¢ET, N7 A—IVREHFELT
x5

- Snort JL—J)L¥ VDB EFEF R EICHKLET S Snort BiEFIIC LK D BERFE %, Fastpath
(Snort BHEFRLICNANR) TBHET EBETES

[Preﬂlter DFFAT—Z 4]
Snort TV I VERBRAUVLBS THRWMEESINIERBE/\Y 7 7y TBEVCIES{LEE % Fastpath 9%
« FE;EESMENS UDP Syslog £ & Snort B#EEIRFICY U v 2B R L\E(E% Fastpath 9%
e Eﬁbb‘(«_mIEﬁ P7RLANSDEEZ Snort TV I V=4 &9(C Block 9%
s FELLBVLWHULCIEEFFILAEWIP 7 RL RFEEDEEZ Snort Iy vENSTIC Prefiter T Block 3‘6
s ASABITY—ILh6ITEINS 77Xy bO—JLT Y MY(ACE )0)7’lz ARILY — & L TR



FTD q:

%
.:T(“.

. Access
Intrusion . Control Policy

(for AppID)

- |dentity <4 SI / DNS

Optional

o File /

Malware

Access .
Intrusion
Control Rules -

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Snort YU XY — MIC & B E % [O]#

« Fastpath @n/fcaAxU 3 vk, Snort YRS —K(C

FTD BOX y
Jo KB EEZITIRL
_Snort_

TTIT

H Default
meeell- FlOW Preservation, Fail-Open

Prefilter (Fastpath)



Prefilter & Access Control Policy & MiE

Characteristic

an

d/o

I

ts aff

Primary function

Implementation

Rule actions

Bypass capability

Rule criteria

analysis

Connection logging

Supported devices

Sequence within access control

IP headers used (tunnel handling)

Rezone encapsulated connections for further

Prefiltering

Quickly fastpath or block certain types of plaintext, passthrough tunnels (see
E C or tailor subs t inspection to their
encapsulated traffic.

Fastpath or block any other connections that benefit from early handiing

Prefiter policy.

The prefilter policy is invoked by the access control policy.

First.

The system matches traffic to prefilter criteria before all other access control
configurations,

Fewer.

You can stop further inspection (Fastpath and Block) or allow further analysis
with the rest of access control (Analyze)

Fastpath rule action.

Fastpathing traffic in the prefilter stage bypasses all further inspection and
handling, including:

Security Intelligence

authentication requirements imposed by an identity policy

SSL decryption

access control rules

deep inspection of packet payloads

discovery

rate limiting

Limited.

Rules in the prefilter policy use simple network criteria: IP address, VLAN tag,
port, and protocol

For tunnels, tunnel endpoint conditions specify the IP address of the routed
interfaces of the network devices on either side of the tunnel.

Outermost

Using outer headers allows you to handle entire plaintext, passthrough tunnels.
For nonencapsulated traffic, prefiltering still uses "outer” headers—which in this
case are the only headers.

Rezones tunneled traffic

Tunnel zones allow you to tailor subsequent inspection to prefiltered,

encapsulated traffic.

Fastpathed and blocked traffic only. Allowed connections may still be logged
by other configurations.

Firepower Threat Defense only.

Access Control

Inspect and control all network traffic, using simple or complex criteria,
including and deep results.

Access control policy.

The access control policy is a main configuration. In addition to invoking
subpolicies, access control policies have their own rules.

More,

Access control rules have a larger variety of actions, including monitoring,
deep inspection, block with reset, and interactive blocking.

Trust rule action.

Traffic trusted by access control rules is only exempt from deep inspection
and discovery.

Robust.

Access control rules use network criteria, but also user, application,
requested URL, and other contextual information available in packet payloads.

Network conditions specify the IP address of source and destination hosts.

Innermost possible

For a nonencrypted tunnel, access control acts on its individual encapsulated
connections, not the tunnel as a whole.

Uses tunnel zones.

Access control uses the tunnel zones you assign during prefiltering

Any connection.

All right

reserved

5co Public




==

\

=% : Prefilter (Tunnel Rule) @ filter (CDLVT

Prefilter (Tunnel Rule) @ filter (&, tunnel (GRE . IP-in-IP, IPv6-
in-IP . Teredo Port 3544) traffic MSM&P IP Ny FICE DT filtering
9%

Firewall
192.168.75.x/24 192.168.76.x/24

e | :
.39
GRE tunnel 2@
10.0.0.0/24
Prefilter($5MERIPA\ v ¥ & &8 Access Control Policy [REBIPAN\ v ¥ & S8
L2 Quter IP GRE Inner IP L2 Outer IP GRE Inner IP
Header| Header Header | Header Header| Header Header | Header
src=192.168.75.39 src=10.0.0.1 | L7 src=192.168.75.39 src=10.0.0.1 | L7
dst=192.168.76.39 dst=10.0.0.2 dst=192.168.76.39 dst=10.0.0.2




ZZ : Prefilter M Action [CDW\T

\

gﬂ;

BH

Analvze LINA TV VY (ASA TV IY) DEICSnont TYIVICE>TFzv oS
@dim N2, AT7VaVTRYRILENIE NS T4 v oL TEEDYTE L

NTED, Prefilter DOF VY ITHRENTERLN,

ZO0—F ASATVIVICE->T7Ov 923N, bYRILDHEANY 5 —
NFzviIhs,
ZO—FASATIVIVICE>TOHUEEINS, SnontTy Iy aFERL
A AW

793y

Block

Fastpath



\

=%  Prefilter @ Best Practice

[EEEXYNT—O T T74v7])

FTID Zz 8@ 9 2EEMNZ7 4 v V& fastpath 2B L H B, EENT
749712 LT (Access Control Policy ZERALT) 74 —7TA VYV ARY
vay #RK1T95E. BEIRET SA[EEELH B8,



=1L =

Orefilter (Prefilter Rule) 3% %€

£#3F YA : Local Network (192.168.1.0) WA M T Fastpath 3 E
XEBDPARELRGEEIAFY T




Prefilter (Prefilter Rule) MYERY

Overview Analysis Policies =[;ewces Objects AMP Intelligence
Access C@ SSL Actions
Access Control I Prefilter Alerts
Intrusion canners
Malware & File Network Discovery roups
D¢
DNS Application Detectors Modules
Glo Identity Correlation Instances
nels
Object Management | Access Control
New Policy 7]
o e
Name: Policies % #&1R

Prefilter % 1#4R

New Policy % %R
EFED&AEIZ AN

WE(Z IS L T Description & A
“Save” &R

Description: &
®

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Prefilter (Prefilter Rule) MYERK,

Test Prefilter Policy

Management Traffic

Rules

# Name Rule Type Source Destination

Interface Obj... Interface Obj...

There are no rules. Add Tunnel Rule Add Prefilter Rule

Non-tunneled traffic is allowed

Source
Networks

Destination
Networks

Source
Port

Analyze Hit Counts

-+ Add Tunnel Rule -+ Add Prefilter Rule earch Rules X
Destination VLAN Tag Action Tu
Port ® B H W
Default Action: Tunnel Traffic ‘ Analyze all tunnel traffic v

M
U

® Add Prefilter Rule  %3&iR



Prefilter (Prefilter Rule) MERY

Add Prefilter Rule

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name Insert

I Test Prefilter Rule Src nabled [ below rule v l l 0 l
Action Time Range

I @Fastpath v l +

Interface ObjeclON etworks,

v ® | None

N Tags Ports

Comment

Logging

Available Networks C'

Q_ Search by name or value

+ Source Networks (0)

Destination Networks (0)

3 any

in_mapped_host1

inside_192.168.1.0

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

IPv4-Private-192.168.0.0-16

Add to Source

Add to Destinatid ]

any

™ Enter an IP address

H Add l | Enter an IP address

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

0
®
©)
®
®
®

EEDRARIZ AN

Fastpath & 3i&iR

Networks % iR

Fastpath Z @9 % Network &
IR

Add to Source %R

“Add” % &R




Prefilter

Prefilter Rule) OYERY

Test Prefilter Policy

Management Traffic

Rules
——
+ Add Tunnel Rule + Add Prefilter Rule earch Rules
# Name Rule Type Source Destination Source Destination Source Destination VLAN Tag Action Tun! 73 =] [ ]
Interface Obj...  Interface Obj...  Networks Networks Port Port @
1 Test Prefilter Rul¢ Prefilter any inside_192.168." an, an any any Fastpath na 0o 7 -i
Non-tunneled traffic is allowed Default Action: Tunnel Traffic | Analyze all tunnel traffic v

You have unsaved changes | Analyze Hit Counts

® Add Prefilter Rule  %3&iR

65



Prefilter (Prefilter Rule) MERY

Add Prefilter Rule (2]

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name Insert
l Test Prefilter Rule Dst nabled l below rule v l l 1 I
Action Time Range
[ Grespan K NO) = -+
Interface Objecv.@Network N Tags Ports Comment Logging

Available Networks C + Source Networks (0) Destination Networks (0)

Q_ Search by name or value (3) any any

. N

in_mapped_host1 A Add to Source

inside_192.168.1.0

Add to Destinatid
IPv4-Benchmark-Tests @
IPv4-Link-Local
IPv4-Multicast @

IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

IPv4-Private-192.168.0.0-16

v Enter an IP address ‘ l Add l ‘ Enter an IP address

EFED&RIZAN

Fastpath & 3i&iR

Networks % iR

Fastpath Z @9 % Network &

Cancel

iR
Add to Destination % &R
“Add” %&iFEiR

0
®
©)
®
®
®

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Prefilter (Prefilter Rule) MYERK,

Test Prefilter PO“Cy You have unsaved changes | Analyze Hit Counts
Management Traffic
Rules
——
+ Add Tunnel Rule -+ Add Prefilter Rule  Q_ Search Rules X
# Name Rule Type Source Destination Source Destination Source Destination VLAN Tag Action Tunnel Zone [ =] -
Interface Obj...  Interface Obj...  Networks Networks Port Port
1 Test Prefilter Rul¢ Prefilter any inside_192.168. any Fastpath na 0o 7 i
2 Test Prefilter Rul¢ Prefilter any any inside_192.168." any Fastpath na [
Non-tunneled traffic is allowed Default Action: Tunnel Traffic | Analyze all tunnel traffic v

Overview Analysis Policies Devices Objects AMP Intelligence
Access Control SSL Actions
Access Control Prefilter Alerts
Intrusion Scanners
Domain Malware & File @ Network Discovery Groups
DNS Application Detectors Modules
Global Identity Correlation Instances

@ ’Save” ZiER

® Access Control > Access Control

=B iR

and/or its affilia




Prefilter (Prefilter Rule) MYERK,

Object Management | Intrusion | Network Analysis Policy | DNS | Import/Export

New Policy

Access Control Policy Domain Status Last Modified
_ Targeting 1 devices 2022-04-1511:52:24 =
ACP-1 Global Up-to-date on all targeted devices Modified by "Firepower System" F'E E e
ACP—1 Analyze Hit Counts
Enter Description
Inheritance Settings | Policy Assignments (1)
Rules Security Intelligence HTTP Responses Logging A Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: SSL-POLICY Identity Policy: None
——
Eilter by Device ‘ Y Search Rules X | [ show, onflicts @ -+ Add Category -+ Add Rule

and/or its affiliat All rights

@  Prefilter @AY % Access

Control Policy MENE Y — 4 % i8R
@ Default Prefilter Policy % &iR




Prefilter (Prefilter Rule) MYERY

Access Control Policy [Z € U 7= Prefilter Policy #1217 %

Prefilter Policy (7]

The prefilter policy performs early trafic handling using simple
network characteristics, including non-encrypted
encapsulation. (Firepower Threat Defense only.)

I Test Prefilter Policy &v ] Va

@R

ACP—1 You have unsaved changes Analyze Hit Counts

Enter Description
Inheritance Settings | Policy, A§€ @)gents (1)

Logging A Advanced Prefilter Policy: Test Prefilter Policy SSL Policy: SSL-POLICY Identity Policy: None

Rules Security Intelligence HTTP Responses

®  {ERL L= Prefilter &R

@ “OK” &&R
® “Save’ ZER

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Prefilter (Prefilter Rule

DYERY

aliah. Firepower Management Center

Overview Analysis Policies Devices Objects AMP Intelligence Deplo! admin v
CISCO  Policies / Access Control / Policy Editor v ! d P y&@ ‘m’ o
I
ACP-1
Enter Description Deployment H
In ignments (1)
1 device selected
Deploy time: Estimate [eA=la
I Q, Search using device name, user name, type, group or status
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
v v01 admin FTD Apr 18, 2022 1:44 PM 2 Pending
= ontrol Group
° ccess Control Policy: ACP-1 4 admin
" Prefilter Policy: Test Prefilter Policy A admin

© 2022 Cisco and/or its affiliates

“Deploy” % jEiR
“Deployment” % &R
ETEUCREZRERD L.

Deploy SRR ICF T v I ZA
hs
"Deploy” % iER




8. Intrusion Policy §2% (Snort3)



Snort3 &
- Snort2 KD HMFEMR TN T A= VAP RAT—ZEUF4HEL
- FTD 7.0 BIfETHR— b

- FTD BRI TR S Snort IN\—Y 3 v & E|D Y THEE

EEBEA Snort3 A5 2 ANDEEIIUT O 2 TIEHE
- N=VaVEBDORIZIL-ILTZ 7 aVIFEFNICEF NGRS, B
BHCNNy 7y TR TEWTY VYT L—RE. BERENDE,

. Firepower recommendations & 7.0 XY R— bk,

71 BRBTHR—FL., FMC A 7.1 BIETHNIEZDETD FTD & 7.0.x
THH/R— bAEE



Snort2 & Snort3 O HER

NTy ALY R
(Packet threads)

7O REAMNTI1D
(One per process)

70Ot ZABEATEK

(Any number per process)

AEYHE
(Configuration memory use)

7Ot XA x GB
(Number of processes* GB)

Ty MMTERTZEZ AEY HZL
(GB in total: more memory available for packets)

BREYO—NR
(Configuration reload)

EL
(Slower)

EDEE, 1D2DAL Y RZEH|«DI7ICEEREE
(Faster:one thread can be pinned to separete
cores)

BRI

(Rule syntax)

—EMNLL. FAVIRT—THRE
(Inconsistent and requries line escapes)

EROEBXFTHM—SNIEI AT A
(Uniform system with arbitrary whitespace)

IL=ILICEAT 54XV K
(Rule comments)

AV NDH
(Comments only)

#, #Hbegin HLUHend ¥—2; CEEX YT
(#, #begin and #end marks; C language style)




7.0k

Policy/Area

Access Control Policy

Threat Intelligence Detector

The following applications settings:
- Safe Search

» YouTube EDU

When IPv4 or IPv6 traffic is:

» blocked:

» No TID incident
« No 5l event

= monitored:

+ No ITD incident

Features not supported

Policy/Area

N DHEEE
!

Intrusion Policy

Application Detection

Metwork Discovery/RNA

Other features

Features not supported

« Firepower recommendations
+ Policy layers

« Global rule thresholding

« Sensitive data detection

+ Logging configuration:

+ Syslog
+ SNMP

+ SRU rule updates as Snort 3 supports only LSP
rule updates

In Snort 3, by default, application detection is enabled
for all networks. Unlike in Snort 2, you cannot control
enabling or disabling application detection to only
specific networks using network filters of the network
discovery policy. For more information, see the
Application Detection in Snort 2 and Snort 3 topic in
the latest version of the Firepower Management
Center Configuration Guide.

« Host port/service identification (as seen on the
network map)

+ OS fingerprinting (you cannot tune your intrusion
policy to your network map)

Event logging with FQDN names




Intrusion Policy #1E&

Intrusion Policy ICIFV TR F v ICTTBINTA=IHEEN. T
T4V 71549 % IPS DIRDEWN=HIEHT 5.,

myJXFvDIER
GID:SID o Generator ID(GID)
Snort ID(SID)
Info — IW—ILICER T %158k
Rule Action + Block VIXRFv ey NEOENMERTE
« Alert Block 70w 3% &LEKFICANY
+ Disable NEERT B
+ (Revert to default)
Assigned Groups == IW—ILDETZAHhTTY
Comments — XY NDEEEHATEE




Intrusion Policy Snort 2 OREERY & —

Snort 2 T® Intrusion Policy IEEERY) > —1EE%Z & 5. FEEIE User Layers & Built-in
Layers ICKBIE N %, Build-in Layers [$&FABD ERBRILHI—FHRY O—DREP
[EFZZETZSDIE User Layers ICEFEFNZRY—DHTHD, R I—HETER

BINTA—=IDFHETSEHEEIR>LDEBEIBELOSVEEBDLDIERAI NS,

(Snort 3 TlIBfHIC LEX)

My Changes

Firepower Recommendations

Base Policy




SEERTE T S Intrusion Policy [ICDWT

- SMEEBNELTWDESD., FI T4V IICEEZEZRBRVVERYITXFrE Yy NFIC
INTy R ZRZELURVWRY O—ZEMT %, RRETII/NTY FZ2XRBICHET S
EEHRFINRETH S,

- BEERTIEZTORHIC. flEULT—RHNBIRETEY FUY T ULV—ED
VT RF Y EFETENICT D, ATV T2 POV BICV YT XF v OFFETEO-OHN
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CISCo  Polici

gement Center
Control / Intrusion / Intrusion Policies

Intrusion Policies Network Analysis Policies

Show Snort 3 Sync status @ [ Q. Filter by Intrusion Palicy, Domain, Description, or Base Policy

Intrusion Policy Domain Description Base Policy

Policies % 3&3R
Access Control T Intrusion & &R
“Create Policy” &2 w7

Inspection Mode % &R
Base Policy Z#EiR (X—RXRU I—HBER—I S
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Name & A, REREITIE INTRUSION-POLICY” &9 3%

Objects AMP Intelligence Deploy Q d’ I+ @ Global\adminv

®

AllIPS Rules | 1PS Mapping @ | [ Compare Policies | (

Usage Information

Create Intrusion Policy

<] @
Name*
[ INTRUSION_POLICY

Description

5
l ), )
Inspection Mode

(©) Detection (®) Prevention (

Intrusion rule actions are always applied. Connections that
match a drop rule are blocked.

Base Policy
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Mo Rules Active
Detection

®
1% €

— ()
«




ATv T2 POV

Hmim FMC

ISV T X F v DOFFRTED

i i ici i j i Global \ admin
CIsCo  |ntrusion Policies Overview Analysis Paolicies Devices Objects AMP Intelligence Deploy @, w r © y A
Intrusion Policies Network Analysis Policies
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< Intrusion Policy

No Device

Policy Name | INTRUSION_POLICY | Used by: No Access Con

Mode | Detection | Base Policy Balanced Security and Connectivity
Disabled 36182 Alert 467  Block 8320 Overridden 0

@® ALLRuleszoUvyy

Rule Groups ® Back To Top
+  All Rules

All rules assigned to current intrusion policy irrespective of rule group

51 items Q Seag

#ed | Included | Overridden

All Rules

Rule Action ~ Q, Search by CVE, SID, Reference Info, or Rule Message
44,969 rules Preset Filters: 467 Alert rules | 8,320 Block rules | 36,182 Disabled rules | 0 Overridden rules | Advanced Filters
> Browser (6 groups)
] GIp:siD Info Rule Action Assigned Groups Comments
> Server (8 groups) [
> |:| 1:28496 [ BROWSER-IE Microsoft Internet Explorer createRange u... | A Alert (Default) | Browser/Internet Explorer L
> Policy (1 group)
> [ 1:32478 [ BROWSER-IE Microsoft Internet Explorer CSecurityCont... | A Alert (Default) | Browser/Internet Explorer -
> Indicator (4 groups)
> [ 1:32479 [ BROWSER-IE Microsoft Internet Explorer CSecurityCont... | A\ Alert (Default) | Browser/Internet Explorer -
> Potentially Unwanted Applications (3 g... -
» O 1:26633 [ BROWSER-IE Microsoft Internet Explorer html reload loo... | A\ Alert (Default) | Browser/Internet Explorer -
> Malware (5 groups) S
| . ” | . — )
> File (9 groups) > [ 1:31621 [ BROWSER-IE Microsoft Internet Explorer onreadystatech... | A\ Alert (Default) | Browser/Internet Explorer L
» Operating Systems (5 groups) » [ 1:31622 [ BROWSER-IE Microsoft Internet Explorer onreadystatech... | A Alert (Default) | Browser/Internet Explorer L
> Protocol (10 groups) > [ 127786 [ BROWSER-PLUGINS Oracle Java Security Slider feature ... | A\ Alert (Default) | Browser/Plugins L
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Rule Groups Back To Top
51 items IQ Search Rule Group ] + All Rules @
Excluded | Included | Overridden All rules assigl?j.gcurrent intrusion policy irrespectj up

> Browser (6 groups) 10,259 | 44,969 rules  Preset Filters: Alertrules | Block rules | Disabled rules | Overridden rules | Advanced Filters

[n] Info Rule Action Assigned Groups Comments

> Server (8 groups)

> 1:27144 [ EXPLOIT-KIT Private exploit kit outbound traffic | A\ Alert (Default) | (Qverridden) Malware/Exploit Kit -
> Policy (1 group)

> 1:25801 [ EXPLOIT-KIT Stamp exploit kit jar file request | A\ Alert (Default) | (Overridden) Malware/Exploit Kit ]
> Indicator (4 groups) —_—

. - V| 1:44037 [ INDICATOR-COMPROMISE DNS it for k ... Alert (Default) Indicator/C i -

> Potentially Unwanted Applications (3 g... > B U request for knawn ma | A Alert (Defauli | ndicator/Compromise

> & 1:32005 [ MALWARE-BACKDOOR AlienSpy RAT outbound connec... | 4y Alert (Default) Malware/Backdoor -
> Malware (5 groups) Py
> File (9 groups) > 711 [ MALWARE-BACKDOOR fearless lite 1.01 runtime detecti... | A\ Alert (Default) | Malware/Backdoor -
> Operating Systems (5 groups) > 1:49517 [ MALWARE-CNC Unix Trojan.Mirai variant post compromi... | A\ Alert (Default) | Malware/Command and Cantrol -
> Protocol (10 groups) . . . I P P

> 1:49514 [ MALWARE-CNC Unix Trojan.Mirai variant post compromi... | A\ Alert (Default) | Malware/Command and Control -

> 1:49794 [ MALWARE-CNC Unix Trojan.Mirai variant post compromi... | A\ Alert (Default) | Malware/Command and Control -

> 1:49791 [ MALWARE-CNC Unix Trojan.Mirai variant post compromi... | A\ Alert (Default) | Malware/Command and Control -

@ “malware” #Z*—J—RKICT74ILF
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Rule Groups Back To Top
51 items [Q Search Rule Group ] + All Rules @
Excluded | Included | Overridden All rules assigned to current intrusion poligiiyrespective of rule group
All Rules Rule Action malware X o) ‘
> Browser (6 groups) Preset Filters: Alertrules | Block rules | Disabled rules | Overridden rules | Advanced Filters
A Alert Rule Action Assigned Groups Comments
> Server (8 groups) @ Disable
-

IT-KIT Private exploit kit outbound traffic A Alert (Default) (Overridden) Malware/Exploit Kit
“> Revert to default -

N Daliau (1 meana)

Save Bulk Rules

You are about to save the rule action for 10,259 rules. Do you want to @
continue?

Cancel "Rule Action“ @7 ILF 7 h 5 "Block” %R
FUTDINTDIL—INZEET HHEINED

T "Save” &2 vy
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Rule Groups
51 items. lC\ Search Rule Group +
Excluded | Included | Overridden
All Rules

> Browser (6 groups)

> Server (8 groups)

> Policy (1 group) > 1:27144 [4 EXP
> Indicator (4 groups) > 1:25801 [ EXPI
® > Potentially Unwanted Applications (3 groups) , 1:33187 [ EXP
_ > 1:33186 [ EXPI
Other mmoo @
> 1:34969 [ EXPI
> M 1:34970 [ EXPI

Rule Groups 5 “exploit-kit* % &R
FxvIEANTAINIENZVTRXFvE2IANT
Save Bulk Rules @ igj:R

You are about to save the rule action for 756 rules. Do you want to continue? ’ Ru |e ACUO n 70} l/ 9‘\ Ij y x : 1 w % F;ﬁ g A BlOCk % E

Exploit Kit
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ZEIBDINTDIL—INZEEETSHIEHINDD
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Rule Groups

51 items [Q Search Rule Group

Excluded | Included | Overridden

| +

@ Block

@ Disable

*> Revert to default

All Rules

[ Rule Action

trusion policy irrespegctive roup
] [ 1:384 X

> Browser (6 groups)

O

> Server (8 groups)

>

> Palicy (1 group)

Save Bulk Rules @

You are about to save the rule action for 1 rule. Do you want to continue? /

Cisco Public
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1 |17 | 44,969 rules
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Preset Filters: Alertrules | Block rule

Info

PROTOCOL-ICMP PING

Rule Groups h 5 “All Rules” % &R
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@ Rule Groups © Block
51 items [Q Search Rule Group ] —+ @
Excluded | Included | @ Disable . o '
trusion policy irrespective of rul
Overridden “> Revert to default
[Rule Action [ 1:29456 X
All Rules
1 | 17 | 44,960 rules Preset Filters: Alert rules | Block ru

> Browser (6 groups)

ID: In

> Server (8 groups) N

56 [4 PROTOCOL-ICMP Unusual PING detected

Rule Groups h*5 “All Rules” % 3i&iR
‘ “1:29456” =¥ —"TJ—KI[CT7 1LY
Save Bulk Rules @ 7‘1‘77%)\*1'74“/73“7::/7*3:'\"%535}R

Rule Action ZILF IV A1 —%RE. Alert Z&EIR
You are about to save the rule action for 1 rule. Do you want to continue? / (%"'] OETODEﬁEﬁ‘: ﬁl}ﬁb\‘tﬂ % : t %5&%(7 é TC&) ‘:%ﬁ&—]‘)
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Rule Groups .
@ Block
51 items [Q Search Rule Group l - A Alert @

Excluded | Included | Overridden © Disable rusion palicy irrespgcti group
e
> Browser (6 groups) 8 182 |4 Preset Filters: Alertrules | Block rules |
:SID @ Info

> Server (8 groups)

» 1:45909 [] MALWARE-CNC CobaltStrike trial version in
> Paolicy (1 group)

Save Bulk Rules @

You are about to save the rule action for 8 rules. Do you want to continue?

“eicar’ =¥ —TJ—RICT 4 I
Fxv & ANTAILI SN TXF v 2iER
Rule Action ZILF DV A= 1 —%FE. Disable %
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sl Firepower Management Center . 5 - . . "
€15¢0’ Policies / Access Gontrol / Intrusion | Intrusion Policies  OVeriew Analysis Policies Devices Objects  AMP Intelligence Deploy A @
¢ Intrusion Policy Deployment
Policy Name | INTRUSION_POLICY Deployment History | o)

Mode | Detection Base Policy Balanced Security and Connectivity

Disabled 26617  Alert 309  Block 17953  Overridden 11941

Rule Groups

5litems  [Q Search Rule Group +  AllRules

Excluded | Included | Overridden All rules assigned to current intrusion pelicy irrespective of rule group
All Rules Rule Action ~ [Q Search by CVE, SID, Reference Info, or Rule Message
44,969 rules Preset Filters: 399 Alertrules | 17,953 Blockrules | 26,617 Disabled rules | 11,941 Overridden rules | Advanced Filters
> Browser (6 groups)
(0 Go:siD Info Rule Action Assigned Groups
erver (8 aroups)
1 device selected
Deploy tme: Estimate
[ Q. Search using device name, user name, type, domain, group or status
& Device Modifed by Inspect Interruption  Type Domain Group. Last Deploy Time Preview  Status
> FTOVO1 FTD mod Apr 3, 2022 9:45 PM =} Pending

~ Access Contol Group

Imrusion Policy: INTRUSION_POLICY

Deployment Confirmation

You have selected 1 device to deploy

Deployment Notes:
You can optionally add notes about the configuration changes

Cancel
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Rules D&RZFEAE (Snort3) @

All Rules
All rules assigned to current intrusion policy irrespective of rule group

Rule Action v Q, Search by CVE, SID, Reference Info, or Rule Message

ock rules ' 1Sabled rules B verndden rules vanced Filters

-1

44 969 rules reset Fiters: ert rules

Enter GID, SID, or Reference Info to filter the rules or use any of the preset filters

Apply filter = Action = Alert  ; = Action : Block Snort2 T(iféﬁb\g]":*ﬁ%ﬁ;‘f;ﬁ\ﬁjﬁg
foplyfiter B Snort3 HM S IBERLDREA T 3 YN SKRETE.
Show  Custom/User defined Rules ck D E’\]%fﬁfio TCﬁ?@*ﬁ%b‘ﬁIﬁE

"RUFMBHATEE (IRET — K2 ASEI(C Enter #F)

Filter by GID, SID or GID:SID GID=1 ; SID:113 ; 1:113

Filter by cve  cverl

Filter by comment = comment:policy_details
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Rules MIRZFEFE (Snort3) @ : RFET— R#EST

All Rules

All rules assigned to current intrusion policy irrespective of rule group

|
Rule Action v I| 384 X I

N ” by by
5237 | 44,963 rules Preset Filters: Alert rules | Block rules | Disabled rules | Overridden rules *ﬁ ? I7 h 3 8 4 fb li fb & 5 2 3 1@ @
) GipsiD Info Rule Actif ) l/ ) l/b{g Y V4
- —ILHE&E

> [ 1:26384 [ EXPLOIT-KIT Redkit exploit kit landing page @ Bloc]

o = " . [

All Rules

All rules assigned to current intrusion policy irrespective of rule group

Rule Action v || 3 x wnoows x| *ﬁ? _ I\‘ ” ” ” ” ‘— g—
|33 ¥ | 44,969 rules I Preset Filters: Alertrules | Block rules | Disabled rules | Overridden ruld ZIs I7 3 8 4 + \/\/l N DOWS —
S HEEICIEDIL—ILICEESN D

> [ 1:40051 [ MALWARE-OTHER Win.Trojan.Swabfex download attempt @ Bl

All Rules

All rules assigned to current intrusion policy irrespective of rule group

s | — R \E
Rule Action v I| 384 X  WINDOWS X  Trojan X I E (L_ P 7 — |\ % ] u L/ z
Preset Filters: Alertrules | Block rules | Disabled rules | Overridden ry ) 3 8 4 )) + b)) \/\/l N D O\/\/S )) + b Troj a n b))

O cDsio Info Rulf
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Security over 8+ SEBEIEMH Malware-CNC, Blacklist, NT7A—IVRAEDEFa2 VT4 %2B% LI
Connectivity (2022,2021,2020, SQL Injection, Exploit Kit, 2R,

2019) App-Detect

Balanced Security 9+ SEBE 2 FRH Malware-CNC, Blacklist, TFTI7AIDNDERE, INTA—IVAEEF
and Connectivity (2022,2021,2020) | SQL Injection, Exploit Kit )74 DEATING Y ADBNT-ETE.
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Security
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LFaVUTF 4 LRIV LERERTO27ICK> TS, [
5l & LT “Browser” JI)IL— 7@ "Firefox” ICEET 5 tEFX 2V T 4 LRNILDEEZEN

Rule Groups
51 items [C\ Search Rule Group l +
Excluded | Included | Overridden Browser / Firefox @
All Rules Security Level mmmm—r— Edit Edit Secunty Level
D pti Rules for ing exploits against th

O cisio Info these rules, so that security is preferred

» Plugins mmoo @ R over connectivity
— @
Other -—co @

Chrome L L I=1=]

WebKit mmco @ 305 rules Preset Filiers: 0 Alert Use an aggressive approach to enforcing

BROWSER-FIREFOX Moy}

Internet Explorer -

p—— (® Browser > Firefox 29 U v o
- o @ Security Level D#EICH B "Edit” T Vv D
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Malware & File Policy MEZ

518

- Malware & File Policy Tld, EDORNTZ T4 v I, EDT7AINIA T%=HRE
T5DON%EIETE

- Access Control Policy TYERL LU 7= Malware & File Policy % #EF
. Malware & File Policy (38 5{ERK AT BE
- [@ U Malware & File Policy Z Bl Access Control Policy (CE|D 4 THIEE

- Access Control Policy @ Action A' Allow E /=13 Interactive Block @R & —|C
Malware & File Policy % & Fg
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- Malware & File Policy RO 7 74 IL AT TV OIEFITEEICEER L
. 1D ®M Malware & File Policy N TEEBD 7 7 1 JLIL—IL%Z BERA 6] g
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File Policy M{ERK

Policies

Devices

Access Control

Access Control

Intrusion

Malware & File

DNS
Identity
SSL

Prefilter

Objects AMP

Network Discovery

Application Det

Intelligence

_ 1. [Policies] A= a2 —H5 [Malware & File] Z
o099
2. [New File Policy] #42 U v %

Scanners

Groups
Modules

Instances

Malware & File Policy

Compare Policies New File Policy

Last Modified

There are no policies created. Add a new policy

el

rights
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3. [Name] MICEEDEZRIZAN (KERT
(& "Malware & File Policy” & a54)
Name el 4. [Savel & Uy

I File Detection Policy| ]

New File Policy (]

Description

Malware & File Policy

2022-03-16 13:52:31 B
Modified by "admin” Fa-R |
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File Detection Policy m

Enter Description

Rules Advanced
—
No access control policies use this Malware & File ~+ Add Rule
File Types Application Protocol Direction Action

5. [AddRule] Z#z2 Vv
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View Rule

- 6. Malware @70y Y%

1T571=6. [Action] h5

| Any

File Type Categories

@ Malware Cloud Lookup

Block Malware

| Office Documents
| Archive

| Multimedia

| Executables

| PDF files

| Encoded

| Graphics

22
20

30

fﬂmmmmn—r

7Z (7-Zip compressed file) "" -
9XHIVE (Windows 9x regis... i
ACCDB (Microsoft Access ... §
ALZ (Archive file for Micro... i
AMF (Advanced Module F... g
AMR (Adaptive Multi-Rate ... W

Application Protocol Action
| Any v | I @ Detect Files v ‘ [] store files
o @ Detect Files g
Direction of Transfer @ Block Files
v

Selected File Categories and Types

rights

[Block Malware] %= %
)y

XEFDOMDT7Z I3y
ERR—=T &5
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S

Detect Files BEEREFOLOVICKREDRFEZ =

Block Files EBELE7 7ML ZEmx270v oL, BEZ2VtEY

Malware Cloud Lookup 7 714 ILDIREED' Unknown DIFH. Cloud NIKREEDHERE Z Elite.
77470y 3nE0n

Block Malware 771 ILDIREE%E Cloud ICHEFEL. BEDHD 771 ILDBZEIE
774270y
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/.

Add Rule

Application Protocol

Action

| Any

v‘ | #Block Malware

Direction of Transfer

| Any v

Spero Analysis for MSEXE

Dynamic Analysis

Capacity Handling @

Local Malware Analysis

Reset Connection

File Type Categories

File Types

Dynamic Analysis Capable 5

Executables 10 *
PDF files 1
Encoded 0
Graphics 1
System files 4

Local Malware Analysis ... 5 '

| Q_ Search name and description

All types in

7Z (7-Zip compressed

ACCDB (Microsoft Access ...

ALZ (Archive file for Micro...

ARJ (Compressed ar

BINARY_DATA (Univers

selected Categ...

1file)

rchive ..

al ...

Selected File Categories and Types

-

Category: Local Malware A...

L 1]

ategory: Dynamic Analysi...

ay a)

Category: Encoded

Category: PDF files

Category: Executables

L Ll

- 9.

™= 10.

Cancel

1./11.

7O avOATIavERE (5F
M rR—3))

774 2 RET %55, Store
Files TEEDRI V3 >yDT7 74
)L %z EIR

BRI D771 DOEEZRTE
[File Type Categories] hhS{EFEEDH
TdYU%EIFEIRL. [File Types] i 5
EEDYA TZER INTOYA
7T&1EIRT BIZE L. [All types in
selected Category] &#2 U w ¥
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Spero Analysis for MSEXE Unknown D7 7 A JLThNIE, Windows DRIT7 71 ILDIEE%
M. V5 VRICIEREEEL. LV T7OEBEFE D7 7M1
Z 1R,

Dynamic Analysis Unknown @7 7 1 )L THNIE. Cisco Cloud Malware Analytics (1B
Threat Grid) [C7 7 A IL&XEL T Y KRRy T 2T & KhE.

Capacity Handling Dynamic Analysis DD 57 RAD T 7 1 )L EHI KB U 7=
IC7 74 )L 2 —BHICRE.

Local Malware Analysis Unknown @7 74 I)LTHNIE. FMC O—AILDI TR F v &R—
A ICHRE & Elit,

Reset Connection VIV PRHEEICERZ Uy b (BRMEHER),




Advanced & 7E

WMEE|ZIS U T Advanced % 7 DEEE % £l

Y27 MDD TRAILIT 7 1 V% T 71 LAFIN B, i Daioedio selles
EHICUIIBE, UHTRAILIEZ 71ILOT 1 ARY Y3y e
(& Unknown & 785, Rules Advanced

Custom Detection List ICH 27 7/ I Z=70v 093 \
General
Clean List IC$ 27 7 1 ILEHTT 3 N 3 ristme fle naves
Malware EHIES ZENTERR I 7 DEME
N

Enable Clean List
F—hAT 774 ILERE — ’

\ Archive File Inspection

If AMP Cloud disposition is Unknown, override disposition based upon threat scaore

EBESlteshic7y—ha4777()e70v7

Inspect Archives

Block Encrypted Archives

*ﬁﬁfé’ﬁb\T—ﬁ ’f 77 7 ’f )l/% 7|:| Y 7 = Block Uninspectable Archives

Max Archive Depth
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F||e Detection Po“cy You have unsaved changes m

Enter Description

Rules Advanced
——
No access control policies use this Malware & File policy ~+ Add Rule
File Types Application Protocol Direction Action

Category: Local Malware Analysis Capable 1} Block Malware with Reset
Category: Dynamic Analysis Capable gpero Anzlys‘ls .

: ynamic Analysis P
8ategorv: gvstehr_n files Any Any Capacity Handling s

ategory: Graphics Local Malware Analysis
(6 more...) Store files of disposition: Malware

1. [Save] /—kg \/%7 U v 7 L/TEQIF:E%:‘T{%T? Deploy Q @ &+ O
2. EEA_LE®D [Deploy] i S [Deployment] 9 U w & S

KABRTIEELE7 71 IILDERIEERES NGV, BiRD Deployment
Access Control Policy TR U 2/R) O —ZERET %W L | DeploymentHistory ™
BEHH S, I L




AMP 1B{S5EDEXTE

AMP Intelligence AMP Cloud (21177'()1//\“/ :/10)73'7 I\)l/‘ygy‘y 7(:@%3“%)0
— US, EU, APJC (Asia Pacific Japan China OBg) ICERESNTE D, FMC 5 LY
5EAEW Cloud Zi&iRT 5 &= #HR, ARICRELT FMC THNIEL APJC
Dynamic Analysis CONNEctons ClOUd E?ﬁﬁo

1. EZA=a2—5H5 [AMP] - [AMP Management] &2 U v &

AMP Management

L. Firepower Management Center

Overview Analysis Policies Devices Objects AMP Intelligence Deplo inv
CIsCoO  AMP / AMP Management v ) o ploy 4, @ i @ admin
——
-+ Add AMP Cloud Connection
Cloud Name Cisco AMP Solution Type State Actions
US Cloud AMP for Networks '| K4
Configure NetworkAMP Connection @

[Actions] TRV VIVI—D%& 0wy
[Cloud Name] % APJC Cloud ICZEL
[Save] Zzo Vv s

Cloud Name:

2.
— 3.
APJC Cloud v
/




YRRy T AN DXEFTKTE

AMP  Intel 771Dy KRRy 7 XA (Cloud Malware Analytics) @
gence _ _ )
EIEFTRDEREZENARE,
WA TIE. US F7zld EMEA DY —/\—HSEIRAAE
AMP Management MAPJC DY —/N—FRWHREZELHZL THA
Dynamic Analysis Connections 1. J:%B)(::L_b\’a [AMP] - [Dynamic Analysis Cormections]
=090
2. [Actions] TRV IINIY—0%0 ) v Y
3. REFXZHREL [Save] Z0 Vv D

Edit Connection 9

Cloud Name:
[ Gisco Sandbox API, US Cloud v I

Host:




Public 72D RIRIEDT—20 7

1. Z74ILI\y a2 (SHA) PERSI N FMC [TV TV %= EhE

2. FMC ETTF 4 ARI VU3 vyDF vy oahBWNgEEs. FMC H

AMP Cloud ~EE(ff % SR

3. FHfDIR D fE:
- Clean @i5& - 7 7 1 ILILER
- Malware DIFH - 7 74/LidrkAOy 7
. Unknown DI5& -FRIRIIAICT 7 ILEIE—L. 771 ILIZER

4. Cloud Malware Analysis (|H Threat Grid) & EERIRERIZH.

7 7 1 )LIZ Cloud Malware Analysis THMfr
5. BEOAAT7 HEERIIC AMP Cloud ICHB

6. AI\/IP Cloud 75*‘%“4 ARI Y avEEHL., FMC BT AMP

Public Cloud

«—5—




SZ XNz 700> 1=

CHABLEZ7AIVETRLTHEILET, BT EZVILI I THHE
REniE. BRICZFO7714IIL0OBEERZBEETEEIT S

100A/BUEDT—5ZR&EL. 7h

CUTSIEEE ’
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ccess Control Policy @
axX AE



Access Control Policy (ACP) 3

=7 —

Vik—X YV bk

- Access Control Policy [dWhod B 7 74 70 x—I)LRU I —(ICHEHYET S,

- Intrusion Policy. Malware & File Policy, Security Intelligence &t 2 7 1 HBEEIT
Access Control JL=ILICT7 YA VT2 ETEMET L DICH S,

L2 - L4777 =z ZHl{H Identity Policy

L7772t X & Prefilter Policy

FoUay + Security Intelligence

frust SSL Policy

© 2022 Cisco and/{ x Block erved.  Cisco Public

URLZ 4 L%

Intrusion Policy

Malware & File

111



YER9 % Access Control Policy ICD LT

1Z&TYERL L 1z Access Control Policy [ACP-1] A\, RDJL—ILERE = 1BINT %,

CATCH-ALL
(IPS. Malware)

URL-MONITOR
(URL Filter, Security

Intelligence)

TIME-BASED
(Time Range)

- B7ETYERL U 72 Intrusion Policy, 888& TERL U 7z File Policy ZfERLcEF 1V T«

FIvI%1T5

- Security Intelligence IC& > TEEINZ XY hT7—UE LUV URL D Block List &7

AvJ9%

- URL 74 LY HEEEZEEL, Web NT 74 v I D@EKX URL DATITY —%8RT S

- Time Range IC&L 27 7 2 AHliE%Z1T5.



Access Rule DERTE
- 2 TOBFEZE=Y9 % Access Rule ZERL L. Intrusion Policy & File Policy Zi#ERAY %

Access Control Policy Domain

Status Last Modified
“ Targeting 1 devices 2022-03-23 11:56:54 -
AcEA Gobal Up~to-date on all targeted devices Modified by "Firepower System” )/ (]
ACP-1

Analyze Hit Counts
Enter Description

Inheritance Settings | Policy Assignments (1)

Rules Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Filter by Devi earch Rules X ‘ [] Show Rule Conflicts @ -+ Add Category + Add Rule
2)
=/

Access Rule ZE&FE 9 % Access Control Policy #i#iRd 2%, ZZ
TIIEREHD [ACP-1] £ L. EEARAAIDIAEY— % &R

Rules ¥ 7 & &R
© 20 Jisco and/or its affiliates. All rights reserved. Cis S
Add Rule % &iR




Access Rule DEETE

File Detection Policy

Add Rule (7]
Name 7\ Insert ,:\
[ cater-a (1) | Enabled [ into Defauit \3) - |
Action ~ Time Range
| & Allow \y " | 5 B | None - | +

Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Intrusion Policy variable Set

INTRUSION_POLICY Default Set rd :

n Snort 2 and Snort 3 version are not the same. Please make sure
that any customizations are mail d independently.

File Policy

W
%

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

®
®
©)
@
®
®

Name &= AS1. AERTIE CATCH-ALL £95%

Action O ROy 75> ZXMT, Alow %i#EiR

Insert ROy 74> X KT, into Default %R
Inspection ¥ 7 %& &R

2| H Y T3 Intrusion Policy &£ LT, T TIEREHD
INTRUSION_POLICY % &R

2D K TS File Policy £ LT, T TIIMEBIEHAD FILE
Detection Policy % &R




Access Rule DEETE

Add Rule

Name Insert

| caTcH-ALL | @ Enabled | into Default v
Action Time Range

[ ©Allow v] ern2=H | None v |+

Zones Networks VLAN Tags A\ Users Applications Ports URLs Dynamic Attributes

Inspection

Logging Comments

[ Log at Beginning of Connection
® Log at End of Connection

File Events:

@

Send Connection Events to:
Firepower Management Center

[] Syslog Server (Using default syslog configuration in Access Control Logging) ~Show Overrides

(] SNMP Trap ~ Select an SNMP Alert Configurat v 4

Logging ¥ 7 Z &R
Log at Beginning of Connection ICF v 7 %& AN,

0)

=) -

REARTEIFIOTREOERIENESICIETE
Log at End of Connection ICF vy %Z ANn%
Add % &R




\

Editing Rule - CATCH-ALL

Name
1 CATCH-ALL

Action

| © Allow - ‘
E

@ Trust

© Monitor

1 @ Block

& Block with reset

@ Interactive Block

& Interactive Block with reset

S

| g Enabled

A Users

Variable Set

S Action DA T3 vICDT

- FTD TfERATZ % Action 32 7 &

vaA#/h%hﬁﬁ?EﬁTb IBANT IPS 4> File & Malware
DF VI aKHET S EHTAEE

« Trust: N7 v b %&{E8L THFA], IPS % File & Malware QF v ¥

=N

- Monitor: AT &% =12 FER. FZ 74 v TIRD

JL—ILICER=

. Block: I\ N &TEE
- Block with reset: I\ M ZIEET % ERIKFIC, EETICX L.

TCP RST I\ v b ZX{E L. @572 ENENT

- Interactive Block: 7Oy IR EINDI—HF 7o 3 VI(C

HUESEZITON. I—TOHETEE U5 & HAJRE

. Interactive Block with reset: FEBERIHk. =72 L. BE@ED ICEE

70Oy 09 55A,. EETICHLT TCPRST N7y b &%(E



S Action DA T3 vICDT

Block Interactive Block

Action Action
@ Block v @ Interactive Block v
[ | i
@ Access Denied x [t @ Access Denied x  +
& c O & p-world.co,jp/index.html < C (Y @& p-word.cojp/index.html
Access Denied Access Denied
You are attempting to access a forbidden site. You are attempting to access a forbidden site.
Consult your system administrator for details. You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue.
Consult your system administrator for details.
Continue

Continue 227 Uw993%&. R=IADT I LADAEE



\

£# Block BFOHTTP Response R— 3 DiREE

Rules Security Intelligence HTTP Responses ging A Advanced

Block Response Page
This page will be displayed when HTTP traffic is blocked.

[ System-provided v | -

Interactive Block Response Page

This page will be displayed when HTTP traffic is blocked, but the user may choose to continue.

[ System-provided v | 8,

Rules  Security Intelligence BRI EELLEEEE  Advanced

Block Response Page
This page will be displayed when HTTP traffic is blocked.

Costom 1 HTTP Response R—I %=/_FET S
Noe Access Control Policy 2T, HTTP
System-provided Responses ¥ 7 % 1#EiR

T ZU TTST

oy Z2N%ZERE. Custom %iER

Custom... S .
rg%été’nrf.'_pm% @ Block Response Page ® KOy 74
O dr 2 ates T TTgITS cservea —TSCU FPUONT



© 2022 Cisco and/or its affilia

22 Block H

Edit Block Response Page

<!DOCTYPE html>

<html><head>

<meta http-equiv="content-type" content="text/html; charset=UTF-8" />
<title>Access Denied</title>

<style type="text/css">body sans-serif; h1 null p null strong null</style>
</head>

<body>

<h1>Access Denied</h1>

<p>

<strong>You are attempting to access a forbidden site.</strong><br/><br/>
Consult your system administrator for details.

</p>

</body>

%M HTTP Response R—I DiRE

</html>
(1)
386 of 4 racters used

=7 4L b (FEX) =3

Edit Block Response Page

<'DOCTYPE html> e
<html><head>

<meta http-equiv="content-type" content="text/html; charset=UTF-8" />

<title>Access Denied</title>

<style type="text/css">body sans-serif; h1 null p null strong null</style>|

<fhead>

<body>

<h1>Access Denied</h1>

{p)

<strong>RIEDEIL SN TV EWebt 1 bADTF I ARFTHEDELTNET.

</strong><br/><br/>

HHCOWTRYATAEESASHLEOE ZE,

</p=

</body> T

</html> T
354 of 49892 characters used |

EROBABXICEHR %

D EFEOXEICZE (HTML ER)

@ Save ZER




\

£ Block B HTTP Response R— 3 DiREE

@ Access Denied X -+

& - C Y & p-world.cojp/index.html

Access Denied

HEORILEENTNEIWebY 1 MADF IR EZRF LS ELTVET,

FHICDODWTIES AT ABBEASHEVEDELIZZ.

« ACP JL—JLICT Block &2h s WebR—
HRANSEBEER., LARYAR=ID

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 4E§ZI_T 75{ E $§Ej ‘: fa\\ j T (I\ é



Security Intelligence & (&

- Security Intelligence & 1& ?

- —REICES L EaT—avICBY . fIZIEEEHEFIATILY =7 =%
EITZ2BEEDHDY—ATHDEWND TFEH ARULHDZEDHNT - 5\ L 7=
15 ¥R,

- Cisco Talos H'[ERF. INE&E - MTLIEXY M T7—I P URLDLE 27—
VavERMHL, A —FIEIMBICNUTERTES

- Security Intelligence Zf#AT %155, FID ICLDLEa21T—Y 3 VIEHR
DEFHFEEIET 7 AIL BT 2 BFE. REZEDFEE [Firepower Threat
Defense (FMC &I&) Version 7.0 #]8it v b 77y 7H4 K Vol. 1 {JHRA >~
2 N—)U§R] D3E [Security Intelligence 74 4 A - EEIE#H 250,



Security Intelligence ME%TE

- Security Intelligence IcEy FULTcBEZ 70V V9 5EZITO

A, Firepower Management Center .
cisco’ Policies | Access Control / Access Control Overview Ang| Policies Devices Objects AMP Intelligence
Access Control Network Discovery Actions
@ Access Control Application Detectors Alerts
Intrusion Correlation Scanners
Access Control Policy Malware & File Groups
DNs @ Modules
ACP-1 Identity Instances
SSL
Prefilter
Access Control Policy Domain Status Last Modified
ACP-1 Global Targeting 1 devices 2022-03-23 11:56:54
Up-to-date on all targeted devices Modified by "Firepower System”

ACP-1

Enter Description

Rules  Security Intelligence sponses  Logging  Advanced
Eilter by Device Y Search Rul

I PR PG ¢ willy [y P P R U P Access Control % &R

RERHKD Access Control Policy (Z Z Tl1
T B CERBHD ‘ACP-1"EF2) DEBRIDH
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco ‘PJb c 7_7 %E?R
Security Intelligence % &R

+ Mandatory - ACP-1(-)

 Default - ACP-1 (-)




Security Intelligence M

=T Network

Rules  Securitynteligence  HTTP Responses  Logging  Advanced
Available Objects (44)  C' +
Q_ Search for a Network

Networks  URLs

Global-Do-Not-Block-List -

Attackers

Available Zones  C:
I\ny ‘

Inside_Zone

Banking_fraud Outside_Zone

Bogon
Bots
cnC
Cryptomining
Dga

Exploitkit

High_risk
loc
Link_sharing

Malicious

Add to Block Lt |

Prefitter Policy: Default Prefilter Policy

DNS Policy /B
Defauit DNS Policy
Do-Not-Block List(2)

1 Networks
to Do- -
Block List ’ Global Do-Not-Block List (Any Zone)
URLs

lobal Do-Not-Block List for URL (Any Zone)

@

-

-

Block List(2)

Networks [

Global Block List (Any Zone)
URLs B

Global Block List for URL (Any Zone)

SSL Policy: None

Identity Policy: None

Rules  Security Inteligence ~ HTTPResponses  Logging  Advanced
Available Objects (48) C +

Q_ Search for a Network

Networks  URLs Available Zones C
P

Global-Do-Not-Block-List Pl .

Attackers Inside_Zone

Banking_fraud

Outside_Zone
Bogon

Bots

cne

Cryptomining

Exploitkit
High_risk
foc
Link_sharing

Malicious

and/or its

el
Add to Do-Not-

Prefilter Policy: Default Prefilter Policy

DNSPaicy # B
Defauit DNS Policy

Do-Not-Block List(2)
Networks

Block List Global Do-Not-Block List (Any Zone)

URLs

Global Do-Not-Block List for URL {Any Zone)

)

SSL Policy: None

Block List(24)

| Networks B
Global Block List (Any Zone)
Attackers (Any Zone)
Banking_fraud (Any Zone)
Bogon (Any Zone)
Bots (Any Zone)
CnC (Any Zone)
Cryptomining (Any Zone)
Dga (Any Zone)

@ AddtoBlock List &4 w4

Identity Policy: None

-« W w

-

00000000
- -

| -

Networks T ® [Attackers] h*5 [Tor_exit_node] £ TZiE




Security Intelligence ME%

E URL

Rules  Securityintefigence  HTTP Responses  Logging  Advanced
Available Objects (24) € +

Q Search for a URL

Networks URLs Available Zones C

— e
Giobal-Block-List-for-URL Sl A 'Add to Do-Not
Giobal-Do-Not-Block-List-for-URL Inside_Zone Block List

URL Attackers _Zone

©0)

URL Banking_fraud
URL Bogon

URL Bots

URL CnC

URL Cryptomining
URL Dga

URL Exploitiit

URL High_risk

URL loc

URL Link_sharing

Add to Block Li

Prefilter Policy: Default Prefilter Policy

DNS Policy / B
Default DNS Policy
Do-Not-Block List(2)
Networks
Global Do-Not-Block List (Any Zone)
URLs
Giobal Do-Not-Block List for URL (Any Zone)

SSL Policy: None Identity Policy: None

Block List(24)
Networks B <

-

Global Block List (Any Zone)
Attackers (Any Zone)
Banking_fraud (Any Zone)

Bogon (Any Zone)
Bots (Any Zone)
©nC (Any Zone)

Cryptomining (Any Zone)
Dga (Any Zone)
Exploitkit (Any Zone)

w @ w

High_tisk (Any Zone)

loc (Any Zone)

00000000CODOO0OO
- -

-
«

Link_sharing (Any Zone)

Rules  Security Inteligence  HTTPResponses  Logging  Advanced
Available Objects (44) C *
Q_ Search for a Network
Networks URLs Available Zones C
'Global-Do-Not-Block-List N oy Add to Do-Not-
Attackers inside_Zone B
Banking_fraud Outside_Zone

Bogon

Bots

Exploitkit
High_risk
loc
Link_sharing

Malicious

Prefilter Policy: Default Prefilter Policy

iy /8
Default DNS Policy
Do-Not-Block List(2)
Networks
Global Do-Not-Block List (Any Zone)
URLs
Global Do-Not-Block List for URL (Any Zone)

and/or its affilia

All rights reserved. C

(3

You have unsaved changes | Analyze Hit Counts Save

Cancel

SSL Policy: None Identity Policy: None

Block List(24)
| Networks @ -

Global Block List (Any Zone)

-

Attackers (Any Zone)

Banking_fraud (Any Zone)

Bogon (Any Zone)

Bots (Any Zone)
CnC (Any Zone)

-

Cryptomining (Any Zone)
Dga (Any Zone)
Exploitkit (Any Zone)

URLs T ® [URL_Attackers] h 5
[URL_Tor_exit_node] & T % i&EiR

- =

©000000O0CO0
-

Add to Block list #9 U w &
Save 20 vy



URL Filter #ge DB XL IE

ity

- URL Filter lBEEADBMICHR > TS I & 2RI S

alln flrepovyer Managemem Center Overview Analysis Policies Devices Objects AMP Intelligence
€i1sco  Overview | Dashbx Dashboard
—
Configuration
Users
Summary Dashboard e casnocere) Somains
Provides a summary of activity on the appliance :
Integration
Network Threats x Intrusion Events Status Geolocation QoS + SecureX
Updates @
» Indications of Compromise by Host - X » Indications of Compromise by User Licenses
Specific Licenses
Classic Licenses

Deploy Q £+ @ adminv
Logging
Security Analytics & Logging Au@
Syslo
Health Statistics
Monitor
Policy Tools
Events Backup/Restore
Exclude Scheduling
Monitor Alerts Import/Export
Data Purge

All rights r

@ System %EiR

@ |Integration % &R




URL Filter #8

DB MLHERR

- URL Filter BSBEE &I BMICHE > TWB I L 2 MERT

URL Filtering «Q

Last URL Filtering Update: 2022-03-31 01:44:34 Update Now

(D Enable Automatic Updates

(D Query Cisco Cloud for Unknown URLs
Cached URLs Expire

Never ‘

Dispute URL categories and reputations 03

AMP for Networks
st Local Malware Detection Update: 2022-03-31 14:36:29

D () Enable Automatic Local Malware Detection Updates

(CIB Share URI from Malware Events with Cisco

Cisco Cloud Region

You must be registered with Smart Licensing.
Click here to go to the Smart Licenses page.

it @O URL Filtering BE®ICE > TWS Z & & HER
95, chhHEPICH > TS E URL Filter
%ﬁé%#ﬁmmén%

URL 7«4 LY &%= FENTEH I 258,

[Update Now] %37 Vw95

© 2022 Cisco and/or its affiliates. All rights reserved

Cisco Public

BEITEH I 358, [Enable Automatic
Updates] ZBMICL TH <




URL Category Monitor ME&E

- ETOBEICXT L.

URL AFJUOOFX VT %{TS Rule 21BN

Access Control Policy

Domain Status Last Modified
“ Targeting 1 devices 2022-03-23 11:56:54 -
AcEA Gobal Up~to-date on all targeted devices Modified by "Firepower System” )/ [}
ACP-1

Enter Description

Analyze Hit Counts

Inheritance Settings | Policy Assignments (1)

Rules Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Filter by Devi earch Rules X ‘ [] Show Rule Conflicts @ -+ Add Category + Add Rule
2)
=/

© 2022 Cisco and/or its affiliates. All rights reserved

(® Access Rule 589 % Access Control Policy Z1&R9 %, &
TIIEREHD [ACP-1] £ L. EEARAAIDIAEY— % &R

@ Rules ¥ 7 %i#EiR .
® Add Rule #3i&iR

Cis




URL Category Monitor ME&E

- 2TOBEEFBICHL. URL AT TVDOOF YT %TS Rule ZiEM

Add Rule

Name

N
| URL-MONITOR Q)

Action

| © Monitor

Zones Ne@s

| Enabled

NTags 4k Users

Available Zones C

Q_ Search by name

Inside_Zone

Outside_Zone

© 2022 Cisco a

(7]
above rule v | | 1
Time Range
- |+
Ports URLs Dynamic Attributes Inspection Logging Comments
Source Zones (0) Destination Zones (0)
any any

@ Name Z AN, XERTIE "URL-MONITOR” &9 %

@ Actond ROy 75>V RXKT. [Monitor] Zi&ER
® Insert@ ROy ¥ oY RXKNT, [above rule] iR




URL Category Monitor ME&E

Editing Rule - URL-MONITOR

Name

| URL-MONITOR | @ Enabled Mova

Action ifime Rang0

| O Monitor v | | ‘ None v | -+

Inspection Logging Comments

N\

| Q, Search for a category |

Category  URLs - Trusted

Any (Except Uncategorized) - Favorablé

Neutral

Uncategorized 7 @
Adult - Questionable’

- Untrusted

Advertisements

URLs & 7 % &R

Any (Except Uncategorized) % 3i&iR
Reputations & D 5 -Trusted % 3i&iR
AddtoRule 2o Uwv ¥

known reputation

Zones Networks VLAN Tags 4k Users Applications Ports URLs ﬂc Attributes
Categories and URLs ¢ + Reputations )

Add to Rule

Selected URLs (1)

Any (Except Uncategorized) (Reputations 1... @

Enter URL | [ Add ‘

[oe | I

Save #z0 ) w 7y

1"

Action : Monitor D24 Logéing I% Log at End of Connection A"BEEINICERES NS

129



Access Control Policy {#% & Deploy

”c'n‘s'::lol. FITGPOWEF Man?gegﬁvégimer Overview Analysis Policies Devices Objects AMP Intelligence Deploy & @ #* @ adminv
ACP-1 You have unsaved changes | Analyze Hit Counts
Enter Description
Inheritance Settings | Policy Al )
Rules Security Intelligence HTTP Responses Logging A Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Pd ne
Filter by Device | 'Y Search Rules X | [[] Show Rule Conflicts @ =+ Add Category + Add Rule
s Source Destination
4 | Name Source Zones Dest Zones iy DestNetworks  VLAN Tags Users Applications Source Ports Dest Ports URLS Dynamic Dynamic Action BROBLoEEW
RROKE: Attributes Attributes
alah, Firepower Management Center . - g s
E18€0. Policies | Accass Contiol | Policy Editar Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q é) # @ adminv
—
ACP-1
Enter Description
Rules Security Intelligence HTTP Responses Logging A Advanced Prefilter Policy: Default Prefilter Policy
Save &7 vy
© 2022 Cisco and/or its affiliates. All rights reserved ¢

Deploy @ Deployment 24 1w &




Access Control Policy {#% & Deploy

[ Q, Search using device name, user name, type, group or status

v @@ FTDvo1 @
w Access Control Group

Access Control Policy: ACP-1 A admin

oo i

1 device selected
Deploy time- Estimate [eald
Preview Status

I Pending @

Modified by Inspect Interruption Type Group Last Deploy Time

admin FTD Mar 31, 2022 4:18 PM E

Deployment Confirmation X

You have selected 1 device to deploy

Deployment Notes:
You can optionally add notes about the configuration changes

Cancel Deploy

© 2022 Cisco and/or its affiliates. All rights reserved C\SC( c

>SPAAVE V)Y I U TREZRENARZREZED L.
Deploy WHILEICF v I/ EAND

EEAG LD Deploy Z#0Jwv Y
Ry TT7YyTI4>RKRDICT Deploy &0 Uy




Access Control Policy {#% & Deploy

Deploy Q@ @ I @ adminv

I

v FTDvO1

w Access Control Group

Access Control Policy: ACP-1

A& admin

'éll‘s'éL" E;ii??;‘:;‘;y'\:;?agement Center Overvisw Analysis Policies Devices Objects AMP Intelligence
I Q  Search using device name, user name, type, group or status
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
admin FTD Mar 31, 2022 4:18 PM

E I Completed &

Q)

© 2022 Ci

20+ total ‘ Owaiing  Orumning 0 retrying
H

Deploy @ @ I @ adminv

Deployments ~ Upgrades @ Health @ Tasks

@) Show Notifications

20+ success

© Policy Deployment
Policy Deployment to FTDv01. Applied successfully

@ Policy Pre-Deployment
Pre-deploy Device Configuration for FTDUO1
success

@ Policy Pre-Deployment

Pre-deploy Global Configuration Generation
success

@ Poiicy Deployment
Policy Deployment to FTDUO1. Applied successfully

Remove completed tasks

1 failure ‘ @ Filter
|

585 X

155 X D

mis X

H¥ Completed

(£ Deploy OFET &35,

eploy A7 —% X & Notifications N0 Tasks THHE

SEHVETRE. EEDHTIE [Policy Deployment to
FTDvO1. Applied successfully] ERRESN TS T &




URL Filter @7 X k

« RTAMTIE. #BEDOYavEYIHAMIT7IEAL, URLABIEELKATISM4 XS
nNeshztEEs %

@ Amazon| & Jryysy, KENE X R [EXT51Shopping is Entertain X =+ v = X
& C () @& rakuten.cojp e * 0O & :

)AL S>F49 R—JI-DEAL Fashion FwhZX—/{— XEwsH XRR24 U-~RA(Y ROOM H—F TJyHx BEFSEE rSNL SHY EHF BT LT ZXCHEE J)IL—Tv Global v

Rakuten25 + o e v @ o % 0

BUINT $E5T BERE BRICAL BARE myd—H>

0 o511+ BEER2OBASE

) Amazon| %, J7yyay, REAS X R [EXT#H]Shopping is Entertain X ‘ + v = X

€« X {Y @& amazoncojp e % O & @

DBl o ZAIESIE, OJ1Z BRECE55
aMazoNer o 1070 o A B W

=9ART Amazoni-r>bt  S>4>4 AmazonBasics #-fAtZ—)L PrimeVideo #$&E@R & HAYIY—HY—ER TSAA~- BE AmazonJry>3> JWID -ED#S  Kindek WROBRE-TVEHEKRE (P

e BAFRTFH O0SF NEBERER FNEIE55H0'5

D 54TV NERDWeb 759HEDI3vEYY
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Status
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—
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Connection Events sui wetnon

* Search Constraints (Edit Search Save Search)

Connections with Application Details

Table View of Connection Events

B 2021-10-01 15:34:22 - 2022-03-31 16:55:42
Paused Expanding

Jump to...

—
— 2 o Initiator Responder Ingress Egress Security Source Port [ Destination Port/  Application " Web URL URL N
(] + FirstPacket Last Packet Action | Reason Initiator IP Country Responder IP Country Security Zone ICMP Type e Cods Brosocal Client Application || YRt Catogory | Reputation | Device
- 2022-03-31 16:55:25 2022-03-31 16:55:31  Allow 3 192.168.1.101 64.103.36.133 [@g USA inside_zone outside_zone 16087 / tcp 8080 / tep CIHTTP [l Chrome ] Rekuten J hitps:/fwwiw.rakuten.cojp/ Shopping || Faverable FTDVO1
v 2022-03-31 16:55:25 Allow 0 192.168.1.101 64.103.36.133 USA inside_zone outside_zone 16087 / tcp BOBO / tcp [CIHTTP []Chrome  [] Rakuten [ https://www.rakutencojp/ Shopping || Favorable FTDVD1
Connection Events e wenow g‘D
» 2021-10-01 15:34:27= 2022-03-31 16:55:42
Paused Expanding
» Search Constraints (Edit Search Save Search)
Connections with Application Details Table View of Connection Events
| Jump to.
— Last . . Initiator Responder Ingress Security | Egress Security | Source Port Destination Port | Application " Web URL uRL ;
()| « FirstPacket Packet Action | Reason | Initiator IP Country Responder IP Gountry Zone ICMP Type ICMP Code Protocol Client Application URL Category Reputation Device
v 2022-03-31 16:55:12 Allow 0 192.168.1.101 64.103.36.133 @@ USA inside_zone outside_zone 16031 [ tep B0BO / tcp CIHTTP 1 Chrome [C] Amazon https:/fwww.amazon.cojp/  Shopping Favorable FTDvO1
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Overvi

Q)

| Jump to...
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Malware Summary (s wostos)
11 2022-04-25 15:11:14 - 2022-04-25 16:13:26

Expanding
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Malware Summary Table View of Malware Events

| Jump to... } &
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Malware Summary teaichwerios

No Search Constraints (Edit Search)

Malware Summary

Table View of Malware Events

11 2022-04-25 15:11:14 - 2022-04-25 16:18:36

Expanding

‘ Jump to...

]

ooooooaoao

+ Time x

2022-04-25 16:18:26
2022-04-25 16:18:24
2022-04-25 16:18:22
2022-04-25 16:18:20
2022-04-25 16:18:00
2022-04-25 16:17:59
2022-04-25 16:17:57

2022-04-25 16:17:55

Action X

Malware Block
Malware Block
Malware Block
Malware Block
Malware Block
Malware Block
Malware Block

Malware Block

Sending IP X

192.168.240.101
192.168.240.101
192.168.240.101
192.168.240.101
192.168.240.101
192.168.240.101
192.168.240.101

192.168.240.101

Sending ®

Country Receiving IP X

1 192.168.1.
C1192.168.1.
J1192.168.1.
1192.168.1.
C1192.168.1.
J1192.168.1.
C1192.168.1.

[1192.168.1.

Receiving x
Country

Sending
ort *

80 (http) / tcp
80 (http) / tcp
80 (http) / tep
80 (http) / tep
80 (http) / tep
80 (http) / tep
80 (http) / tep

80 (http) / tep

Receiving ®
Port

51711 / tcp
51710 / tcp
51709 / tep
51708 / tcp
51707 / tcp
51706 / tcp
51705 / tep

51704 / tep

SSL
Status *

User x

Event Type X

Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer
Threat Detected in Network File Transfer

Threat Detected in Network File Transfer

Event

Subtype *

Detection
x
Name

EICAR
EICAR
EICAR
EICAR
EICAR
EICAR
EICAR

EICAR

File

Name X | File SHA256 x

eicar.

eic;

ei {¥ 275a021b...

eicar.c {3 275a021b...
eicarcom = {3 275a021b...
eicarcom = {} 275a021b...
eicarcom = {3} 275a021b...
eicarcom = {} 275a021b...

...f6517dOf

...f651fdOf

f651fdof
f651fdof
f651fdOf
f651fdof
f651fdOf

f651fd0f

Threat Score X

esee Very High
eesee \ery High
eeee Very High
eeee \ery High

eeee Very High

eeee Very High
eesee Very High

essss Very High
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MNetwork File Trajectory for 275a021b...f651fd0f

File SHA256 275a021b...f651fd0f + = First Seen 2022-04-25 16:12:20 on 192.168.240.101
File Names [eicar.com , eicar.com Last Seen 2022-04-25 16:18:26 on 192.168.240.101
File Size (KB} 0.066 Event Count 12

File Type EICAR @ Seen On 1 hosts

File Category Executables Seen On Breakdown 1 sender — 0 receivers

Current Disposition {3 Malware &

Ty (® File Name: eicar.com % Malware & L THRAIL

16:12  16:16

16:17 16:18
192.168.240.101 g 8 €& €& € & 8 €& 8 £ &8 &

TW5Z & =HESR
(@ Action: Malware Block &> TS Z & & HERR

Events €) Transfer  €) Block (%) Create  (3) Move (&) Execute (©) Scan (%) Retrospective Quarantine

Disposiions () Unknown  {} Malware () Clean () Custom ! Unavailable
Events

Time Event Type Sending IP Receiving IP User File Name Disposition Action Protocol Client Web Applicatic De...

2022-04-25 16:12:20 Transfer 192.168.240.101 192.168.1.101 [eicar.com Malware Malware Block HTTP Firefox Web Brow...

2022-04-25 16:16:15 Transfer 192.168.240.101 192.168.1.101 eicar.com Malware Malware Block &TTP Firefox

2022-04-25 16:16:30 Transfer 192.168.240.101 192.168.1.101 eicar.com Malware Malware Block @HTI'P Firefox

2022-04-25 16:16:33 Transfer 192.168.240.101 192.168.1.101 eicar.com Malware Malware Block HTTP Firefox

2022-04-25 16:17:55 Transfer 192.168.240.101 192.168.1.101 eicar.com Malware Malware Block HTTP Firefox

2022-04-25 16:17:57 Transfer 192.168.240.101 192.168.1.101 eicar.com Malware Malware Block HTTP Firefox
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Events By Priority and Classification s s

11 2022-04-01 17:00:00 - 2022-04-01 17:11:03
Expanding
No Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification ~ Table View of Events ets
| Jump to...

[T] Message @ 4 Priority Classification Count
1
1

v |:f PROTOCOL-ICMP Unusual PING detecte: d (1:29456:3) medium Information Leak

v l:[ PROTOCOL-ICMP PING (1:384:8) & oW Misc Actvity

0)

Page‘ 1 ‘of 1 Displaying rows 1-2 of 2 rows

l Copy J [ Delete I I Review I [ Download Packets I
[ Copy All ] [ Delete All I l Review All I [DownloadA!l Packetsl

PROTOCOL-ICMP PING (1:384:8), IC&hEMEHIN TS & =R

XARIBIE TS Intrusion Policy DERFEICL D . [PROTOCOL-ICMP Unusual PING detected (1:29456:3)] HLREIE 15,
BEIT - £ IP P RL R, BRI ZEE T 576, Table View of Eventsz o Y v &
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Events By Priority and Classification tucn worfon
11 2022-04-

No Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification Table View of Events Packets
| Jump to...

[ ¢ Timex PriorityX | ImpactX | Infine Result X Reason X Source IP X g‘;u“f:y x :3,"’“"““" x g:::":;'h" x ?;;;” POt/ XMP . ?l"c"::ag:;‘:‘m X | SSLStatus X 1o Vx| Messagex
v 2022-04-0117:10:39  medium 2 % Would have dropped  Intrusion Policy in "Detection” Inspection Mode [ 1a2.168.1.107 8888 = USA 8 (Echo Request) /icmp 0 (No Code) / icmp Unknown (Unknown) 0 PROTOCOL-ICMP Unusual PING detected (1:29456:3)
v 2022-04-0117:10:39  low 2 ! Would have dropped Intrusion Policy in "Detection” Inspection Mode [ 192.168.1.101 8888 = USA 8 (Echo Request) /icmp 0 (No Code) / icmp Unknown (Unknown) 0 PROTOCOL-ICMP PING (1:384:8)

Page ‘ 1 ‘of 1 Displaying rows 1-2 of 2 rows
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Time Zone @ Object %%

c FIDTNARDI ALY —>%&, T7AIED UTC hhS BHAEZEERREOD JSTAELET S

s LAY —VDEZAIF Firepower Management Center Configuration Guide, Version
7.0 M Time Zone Object &8

alialn, Firepower Management Center ) , i . ,
€Isco  Objects / Object Management Overview Analysis Policies Devices Objects AMP Intelligence
> AAA Server Network Object Manageme
> Access List Intrusion Rules
S AR A network object represents one or more IP addresses. Network objects 1) g acc
SLA Monitor
Time Range
Time Zone
Tunnel Zone
URL
alial F\repower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy o @P £* @ adminv

Object Management

Application Filters Time Zone
AS Path
Cipher Suite List Time range objects in supported policies are applied based on the time zone specified in device platform settings.

(@» Objects T Object I\/Ian;gement % B4R
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Time Zone @ Object %7

Add Time Zone (7]
Name:
2[ TIME-ZONE-JST ]

Description:

@ |

Time Zone:
[ (UTC+09:00) Asia/Tokyo v &
(] Daylight Savings Time @

[] Allow Overrides

(oo ] 1N
o)

® Name ZAHBN, AERTIL "TIME-ZONE-JST” &9 %
@ Time Zone ICT (UTC + 9:00) Asia/Tokyo %#i&EiR9 %
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- #ERX L7z Time Zone & FTD F/INA ANEAT %

Platform Settings

FTD-Policy

A, Firepower Mana
€ISCO  Devices / Platform Setting

Analysis Policies Devices Objects AMP Intelligence
—
Device Management QoS
Device Upgrade Platform Settings
| NaT FlexConfig
Davics Type Certificates
-

Threat Defent  site To Site
{ Remote Access

Dynamic Access Policy

Troubleshooting

Platform Settings

FTD-Policy

Threat Defense

Object Management

New Policy

Status

Targeting 1 devices
Up-to-date on all targeted devices
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Time Zone (D&

-

FTD—pOIICy You have unsaved changes [EEVS Cancel
Enter Description
ARP Inspection

Time Zone:
Banner

| TIME-ZONE-JST v 4
DNS
External Authentication @ Time-based rules in supported polici{gyar jed based on the time zone assigned to the device.
Fragment Settings @ Time Zone setting is supported on FTD version 6.6.0 and above.
HTTP Access @ If no Time Zone is selected, Time Zone will be UTC Time Zone (UTC + 00:00).

ICMP Access

SSH Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization

Time Zone
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-
[T Flrepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deplo i
adminv
€ISCO  Devices / Platform Settings 4 d 9 ploy Q @ * 0
Deployment pagement
Deployment Hist@
1 device selected
Deploy time: Estimate [N
l Q, Search using device name, user name, type, group or status
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status

> K admin FTD Apr 4, 2022 3:16 PM R I Pending g

@

Deployment Confirmation X

You have selected 1 device to deploy

Deployment Notes:

You can optionally add notes about the configuration changes

Deploy T® Deployment &2 Y v &
Deploy WHILEICF v V2 AND

o - @4 £ Deploy £ 1) v
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-
i Firepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deplo) admin v
€IS€O0  Devices /| NGFW Device Summary b . o ploy” & @ m o
—
FTDVO1
Cisco Firepower Threat Defense for VMware
Device Routing Interfaces Inline Sets DHCP
General Fary License * System QG
Name: FTDvO1 Performance Tier : FTDv - Variable Model: Cisco Firepower Threat Defense for VMware
Transfer Packets: Yes Base: Yes Serial: 9A98KRRDAVS
Mode: Routed Export-Controlled Features: Yes Time: 2022-04-04 06:27:56
Compliance Mode: None Malware: Yes Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Disabled Threat: Yes Version: 7.0.11
URL Filtering: Yes Time Zone setting
for Time based (UTC+09:00) Japan
AnyConnect Apex: No Rules:
AnyConnect Plus: No
AnyConnect VPN Only: No

Deploy B’52T9 % &. FTD F/\A4 XD Time Zone setting for

Time based Rules: h*HARZAERF/E & 4> TL\ 5,
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. TEORMHERE. HLOTARBISHET S Time Range Object #RET 3.

Al Firepower Management Center : ) - ’ i
c1sco  Chjects | Object Management Overview Analysis Policies Devices Objects AMP Intelligence

> AAA Server
> Access List

A network object represents one or more IP addresses. Network objects

Network Object Management
Intrusion Rules
@accs

» Address Pools

Sinkhole
SLA Monitor

Time Range

Time Zone

Tunnel Zone

il F\TVGEOV’\“!GF Management Center Overview Analysis Policies Devices Objects AMP Intelligence
€Is€o  Objects / Object Management

Deploy Q, @{} @ adminv

Add Time Range ﬁr ‘

®
@ Objects F® Object Management % iR

> AAA Server Time Range

> Access List
> Address Pools Time range object represents the time interval. You can use it to apply a policy only during times you specify.

Application Filters

S @ ZEfIA=Z21—&D Time Range %i&iR
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New Time Range

Name:
[ TIME-RANGE ]

Description:

I J

Effective From (using FTD TimeZone):

Tor

l Start Now

=

l Never End B

Further constrain to recurring intervals:

Recurring Intervals

z -+ Add Recurring Interval

@

Cisco Public

@® Name # AN, RERTIE "TIME-RANGE” &9 %
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Time Range @ Object

=L ==

AN AE

Edit Recurring Interval

Recurring Type:

(@) Daily Interval
) Range

Days of Week:

[ m
[] Daily
Effective Time (using FTD TlmeZone)

[ 18:00

[ 2359

] All Day

@ Edit Recurring Interval

Recurring Type:
(@ Daily Interval

) Range

Days of Week:

[hion | e Jwed [ ] Fi | 5ot J
[ Daily

Effective Time (using FTD TimeZone):
[ o000 ]

[ 08:00 ]

[} All Day

] - 'y
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Edit Recurring Interval 2]

Recurring Type:
(@ Daily Interval

) Range

Days of Week
Mon Tue Wed Thu

[] Daily

Effective Time (using FTD TimeZone):
[ 00:00 |

To

[ 23:59 ]

All Day

®

FIFHAREZERET %, Daily Interval Zi&IR9 %

Mon, Tue, Wed, Thu, Fri Z3&R93 %

Effective Time Zone ICFH&RBEIZEELURRE & L T,

Add =z U vy

=l )

®

18:00~23:59 #AHT B
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Edit Time Range Q

MName:

[ TIME-RANGE ]

Description:
l l

Effective From (using FTD TimeZone): To:
[ Start Now l ] Never End [

Further constrain to recurring intervals: -+ Add Recurring Interval

Recurring Intervals

Daily Interval: Weekdays, 18:00 to 23:59 ,/ i
Daily Interval: Weekdays, 00:00 to 08:00 ra i
Daily Interval: Weekend, 00:00 to 23:59 ,/ i

®
) ERR,

)

(® Recurring Intervals ICERE LT==DDEHE (Weekdays, 18:00 to 23:59 / Weekdays,
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*7 4 A%&FE L 7= Network Object %7€

- A7 4 XA%RE L= Network Object ZE&F L., test PCT D IP 7KL X
192.168.1.101 ZFiES &%

A, Firepower Management Center

€1s€o  Objects / Object Management Qverview Analysis Policies Devices Objects AMP Intelligence
—
> AAA Server Network Object Manage
> Access List Intrusion Rules
, Address Pools A network object represents one or more IP addresses. Network objects \1 v, ing acce|

Interface

Key Chain

Network
> PKI
Policy List

aludn F\_rfsp_ovger Managem_em Center Overview Analysis Policies Devices Objects AMP Intelligence Depoy @ @° #+ @ adminv
€Is€CO  Objects / Object Management
> AAA Sel U Filter
Network P S a—
> Access List ——————_[_g&how Unused Objects
S AT A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network variables, intrusion rules, identity rules, ne! ESFYEYCTws} learches, reports, and so on
Application Filters Import Object
Add Group
AS Path Name Value - { 2 \ Overide

S

Objects T® Object Management % &R
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public E{E\u x : 1 - & D Network %E?R
Add Network & D Add Object % 4R




*7 4 A%&FE L 7= Network Object %7€

New Network Object Q
Name

[ OFFICE ]
%Description

Network
2 (@ Host () Range () Network () FQDN
@ [ 1921681701 R ]

[] Allow Overrides @

) R
@

@® Name Z# AN, KERTIE "OFFICE” &9 %
@ Host &FEIR
©),
@

THEFRANRY I RICTIP Z7RLR 192.168.1.101% AN
Save 27 Uwy

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Time Range IC& %IL—ILERTE

« fEBL 7= Time Range ZAAWIL—ILZ3_ET S

A, Firepower Management Center .
cisco’ Policies | Access Control / Access Control Overview Ang| Policies Devices Objects AMP Intelligence
Access Control Network Discovery Actions
@ Access Control Application Detectors Alerts
Intrusion Correlation Scanners
Access Control Policy Malware & File Groups
DNs @ Modules
ACP-1 Identity Instances
SSL
Prefilter
Access Control Policy Domain Status Last Modified
= Targeting 1 devices 2022-03-23 11:56:54 .
AR Sobs! Up~to-date on all targeted devices Modified by “Firepower System" j’ L]

®

Policies % &R
Access Control % 3EiR

HRESHD Access Control Policy (Z Z Tl
BTERGE#HD “ACP-1” £ %) DARIDH
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 7_7 %E?R




Time Range IC& %IL—ILERTE

ACP-1 Analyze Hit Counts

Enter Description

Inheritance Settings | Policy Assignments (1)

Rules i HTTP Resp Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
—
Filter by Dev earch Rules X | [] Show Rule Confiicts @  + Add Category  [ERIN I
1) _
g

@ Rules ¥ 7 Z &R

@ Add Rule Z3iEIR

o and/or its affiliates. All rights reserved. Cisco Public 161



Time Range IC& %IL—ILERTE

Add Rule ]
Name Py Inserl@
| Tve-sasep (1) | g Fnabled | ebove rule MRE
Action Time Range
| @Block & v g | TIME-RANGE R -+

Zones Ne@ks VLAN Tags Users Applications Ports URLs @ynamic Attributes Inspection Logging Comments
Available Zones Source Zones (0) Destination Zones (0)

Q, Search by name any any

External

inside_zone

Internal

outside_zone

Name Z= A7l AERTIL "TIME-BASED” &9 %
Acton @ KOy 7H o> 1) A kT, [Block] Zi&R
Insert ® KOy 757> 1) X T [above rule] %ZEiR

L. TF ARy T ZIAN[1]Z AN
{ER9 % Time Range Zi1&RI %, C Z TIIERE
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public &0) ObJeCt ”T”\/l E_ RANGE» t a— %




Time Range IC& %IL—ILERTE

Add Rule 7]

Name
[ TIME-BASED l {3 Enabled Move

Action Time Range

| @8lock - | g TIME-RANGE v |+

Zones Networks ﬂﬁgs Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments

Available Networks + Source Networks (1) Destination Networks (0)

Q_ Search by name or value~—" ] Source Original Client any

Networks Geolocation OFFICE

L 1]

IPv6-Private-Unique-Local-Addresses Add to

IPv6-to-IPv4-Relay-Anycast Destination ‘

test-10 7!!

test-10.70.6

test-10.71.169.192

test-172.16.0.0

- Enter an IP address H Add ] | Enter an IP address H Add I

@ Networks ¥ 7 % &R

test-192.168.0.0-16

@ Networks & D OFFICE %3i&#R
® Add to Source Networks 22 U w &

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




Time Range IC& %IL—ILERTE

Add Rule (7]
Name Insert
[ TIME-BASED | (% Enabled | above rule RE
Action Time Range
[ © Block . ] g | TIME-RANGE - |+
Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Kments

Log at Beginning of Connection

Log at End of Connection @
File Events @

Log Files
Send Connection Events to:

Firepower Management Center

[T Syslog Server (Using default syslog configuration in Access Control Logging) Show Overrides

[] SNMP Trap  Select an SNMP Alert Configurat v

Logging & 7 & i&iR ®
Log at Beginning of Connection (Z dd

Fxvi=ZzANS
Add =7 Uw o




Access Control Policy {#% & Deploy

”c'n‘s'::lol. FITGPOWEF Man?gegﬁvégimer Overview Analysis Policies Devices Objects AMP Intelligence Deploy & @ #* @ adminv
ACP-1 You have unsaved changes | Analyze Hit Counts
Enter Description
Inheritance Settings | Policy Al )
Rules Security Intelligence HTTP Responses Logging A Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Pd ne
Filter by Device | 'Y Search Rules X | [[] Show Rule Conflicts @ =+ Add Category + Add Rule
s Source Destination
4 | Name Source Zones Dest Zones iy DestNetworks  VLAN Tags Users Applications Source Ports Dest Ports URLS Dynamic Dynamic Action BROBLoEEW
RROKE: Attributes Attributes
alah, Firepower Management Center . - g s
E18€0. Policies | Accass Contiol | Policy Editar Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q é) # @ adminv
—
ACP-1
Enter Description
Rules Security Intelligence HTTP Responses Logging A Advanced Prefilter Policy: Default Prefilter Policy
Save &7 vy
© 2022 Cisco and/or its affiliates. All rights reserved ¢

Deploy @ Deployment 24 1w &




Access Control Policy {#% & Deploy

1 device selected
Deploy time: Estimate [[aal=ld

l Q, Search using device name, user name, type, group or status

Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status 9

> FTDvO1 ® admin FTD Apr 4, 2022 3:16 PM R I Pending

Deployment Confirmation X

You have selected 1 device to deploy

Deployment Notes:

You can optionally add notes about the configuration changes

e @® Deploy WHREERICFTvIZ2ANS

@ BEEALD Deploy 22Uy Y
® Ry TT7vTI4>KRIICT Deploy 2oy

© 2022 Cisco and/or its affiliates. All rights reserved




Time Range 7 7 AHlEH DT X k

'éllls'élc;' F[rep?v\fr MAarnEagemeSnt Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q ‘D %+ @ adminv
—
| Jump to.... |

4 First Packet Last Packet Action  Reason  Initiator IP g‘:&‘:"“:", Responder IP 'é?“.’“"r';d” Ingrese'Sacceily | Egress Socukily. f“,’;‘;“ Port/ICNERY | Dowtination Port [1CKP | ppication Client :v:;’“ b vRL | ORL it :z;umxm . | Device
v 2022-04-04 18:01:50 Block C3192.168.1.101 [1192.168.2.200 inside_zone outside_zone 52073 / udp 53 (domain) / udp FTDV01
v 2022-04-04 18:01:50 Block 192.168.1.101 £110.71.169.193 inside_zone outside_zone 52073 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:01:47 Block £3192.168.1.101 £310.71.169.193 inside_zone outside_zone 55004 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:01:47 Block C1192.168.1.101 1 192.168.2.200 inside_zone outside_zone 55004 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:01:35 Block C3192.168.1.101 £110.71.169.193 inside_zone outside_zone 54751 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:01:34 Block 03192.168.1.101 £1192.168.2.200 inside_zone outside_zone 54751 / udp 53 (domain) / udp FTDv01
v 2022-04-04 18:01:12 Block 192.168.1.101 £ 192.168.2.200 inside_zone outside_zone 55442 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:01:12 Block £3192.168.1.101 £110.71.169.193 inside_zone outside_zone 55442 / udp 53 (domain) / udp FTOVO1
v 2022-04-04 18:00:50 Block 192.168.1.101 64.103.36.133 @3 USA inside_zone outside_zone 1102 / tcp 8080 / tcp FTDVO1
v 2022-04-04 18:00:46 Block C192.168.1.101 £ 192.168.2.200 inside_zone outside_zone 58828 / udp 53 (domain) / udp FTDvVO1
v 2022-04-04 18:00:46 Block 3192.168.1.101 £110.71.169.193 inside_zone outside_zone 58828 / udp 53 (domain) / udp FTDvO1
v 2022-04-04 18:00:39 Block C3192.168.1.101 £ 192.168.2.200 inside_zone outside_zone 59584 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:00:39 Block C3192.168.1.101 £310.71.169.193 inside_zone outside_zone 59584 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:00:35 Block 2192.168.1.101 £210.71.169.193 inside_zone outside_zone 59345 / udp 53 (domain) / udp FTDvO1
v 2022-04-04 18:00:34 Block 2 192.168.1.101 1 192.168.2.200 inside_zone outside_zone 59345 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:00:32 Block 2 192.168.1.101 3 192.168.2.200 inside_zone outside_zone 52267 / udp 53 (domain) / udp FTDvO1
v 2022-04-04 18:00:32 Block 2192.168.1.101 £J10.71.169.193 inside_zone outside_zone 52267 { udp 53 (domain) / udp FTDvO1
v 2022-04-04 18:00:21 Block C3192.168.1.101 £3110.71.169.193 inside_zone outside_zone 60695 / udp 53 (domain) / udp FTDv01
v 2022-04-04 18:00:21 Block C2192.168.1.101 £ 192.168.2.200 inside_zone outside_zone 60695 / udp 53 (domain) / udp FTDVO1
v 2022-04-04 18:00:15 Block L2192.168.1.101 40.126.35.128 = SGP inside_zone outside_zone 1101 / tep 443 (https) / tcp FTDVO1
v 2022-04-04 18:00:10 Block G3192.168.1.101 £ 192.168.2.200 inside_zone outside_zone 55467 / udp 53 (domain) / udp CJDNS FTDvO1
v 2022-04-04 18:00:10 Block C3192.168.1.101 £J10.71.169.193 inside_zone outside_zone 55467 / udp 53 (domain) / udp CJDNS FTDvO1
v 2022-04-04 17:59:54 2022-04-04 18:00:25 Monitor 2 192.168.1.101 40.126.35.151 == SGP inside_zone outside_zone 1100 / tcp 443 (nttps) / tcp FTDVO1
v [[] 2022-04-0417:59:48 2022-04-0418:00:18 Monitor £3192.168.1.101 2351.133.4  @mSGP inside_zone outside_zone 1099 / tcp 80 (http) / tcp FTDvO1
v [[] 2022-04-0417:59:33 2022-04-04 18:00:03 Monitor C3192.168.1.101 40.126.35.144 ™ SGP inside_zone outside_zone 1098 / tcp 443 (https) / tcp FTDVO1
I < Page 4 of many > Displaying rows 76-100 of many rows

2022F484H(B) @ Connection Event ORESRAER, BEED (T 18:00 MURRICHIAL-EEH. Block EhTWbZ &L bhH B




Unified Events & (&

- Unified Event BEIGEFIERNDA XY b ZE—DDE2—TESRTE S/ Y MRAEEE

s FIZIERILDZT7ARYEE IPS ARY NOBEMREEY., &EQTOYTZILY A AR
RERICEWTHERARE 21—

- N\—U3> 700 KhEmMEhi:

L 1 1] ‘._: p d\l [ ] iG

‘ ‘ > S|l . Q’I * “ - . — — —
....... Malware Event .- .-’:' p z -:-_-
T, o et 1075230 e
" Z—:—E ' ................................. 1 C @ )

Unified Event



Unified Events & (&

Firepower Management Center
il [3 . 79 Overviey Analysis Policies Devices Objects AMP Intelligence
CISCO  Analysis [ Unified Evenis
[Q 1 Context Explorer Hosts Correlation
NS i
@ Showing all 682 events (4 631 @ 5 [ 36 & 10) + Unified Events Network Map Correlation Events
osts Allow List Events
M Time Event Type Action Connections @ Indications of Compromise Allow List Violations
» | 2022-04-1210:339113 | [y File Mawareg ~ Events Applications Status
> | 2022-04-12 103913 e Malware 8 Security Intelligence Events Application Details
Advanced
» | 2022-04-1210:39:12 & Connection @ Block . servers
- Intrusions Host Attributes Custom Workflows
» | 2022-04-12 10:39:12 & Connection @ Block
Events Discovery Events Custom Tables
» | 2022-04-12 10:39:12 & Connection Monitor
Reviewed Events Vulnerabilities Geolocation
» | 2022-04-1210:39:12 0 File Malware B
Clipboard Third-Party Vulnerabilities URL
2022-04-12 10:39:12 # Malware B
i & Mavare Incidents Whois
» | 2022-04-1210:39:11 0 File Malware B Users Contextual Cross-launch
» | 2022-04-12 10:39:11 # Malware Malware B Files Active Sessions
» | 2022-04-1210:39:10 & Connection Monitor Malware Events Users Search
» | 2022-04-12 10:39:10 0 File Malware B File Events User Activity
» | 2022-04-12 10:39:10 # Malware Malware B Captured Files Indications of Compromise
» | 2022-04-12 10:3%:08B | & Connection @ Block Network File Trajectory
» | 2022-04-12 10:39:08 € Connection & Rinck

Analysis % E&R

Unified Events &R

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Unified Events & [&
Live viewN OYIDEZRT >,

BRERY IR FID FINA AHRAL =AYV =,
U754 LTRRISBE—R

Firepower Management Center

Pin— Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q. @ ¥ @ inv
sis [ Unified Events

[

Showing all 104 events (g 104) +

Event Type Action Reason Source IP Destination IP Source Poat ] DAt Poet, Web Applic! Access Control Rule Access Control Polic 1 =
L ICMP Type ICMP Code e 4
> Pi-1217:50:56 | & Con © Allow §| 192.168.1.10 3.107.21.200 29943 | 1cp 443 (https) [ tcp | Bing CATCH-ALL, URL-MONITOR | ACP-1 i
> -1217:5408 & © Allow 92.168.1.101 13.107.47 72 [LUPEREES 447 tonoc Laeo | URL-MONITOR, CATCH-ALL = ACP-1 i

1.10 2-3.2 232 iﬁﬁ%t?%ﬁﬁlﬁ@%ﬁio 7 Uy 7 L. CATCH-ALL, URL-MONITOR = ACP-1 i

©
5]

)
@

» | 2022-8 DS LRERY Y. 7UvITBE

» | 2022-0 o —— — — - 192.168.1.10 20.50.8( iﬁtﬁ%ﬁlﬁ’égﬁﬁjﬁﬁ URL-MONITOR, CATCH-ALL = ACP-1 i
» | 2022-0 Ea _Timg-% % 7A’&ﬁi-c 3 % 192.168.1.10 202.232.2.39 60164 / udp 53 (domain) / URL-MONITOR, CATCH-ALL = ACP-1 i
> | 2022-04-1217:5151 | & © Allow 192.168.1 40.90.184.82 49940 | tcp 443 Microsoft CATCH-ALL, URL-MONITOR | ACP-1 i
» | 2022-04-1217:51:51 | & © Allow 192.168.1.10 104.18.24.243 49939 / tcp cp ol URL-MONITOR, CATCH-ALL = ACP-1 i
> | 2022-04-1217:5151 | & & Al 92.168.1.10 58988 | Udp 53 (domain) CATCH-ALL, URL-MONITOR = ACP-1 |
> | 2022-04-1217:51:51 | & © Allow 92.168.1.10 58088 | udp CATCH-ALL, URL-MONITOR | ACP-1 i
> | 2022-04-1217:51:51 | & 92.168.1.10 49938 | tcp URL-MONITOR, CATCH-ALL = ACP-1 i
> | 2022-04-1217:51:50 | & 2.168 49935 | tcp Exchange Orline URL-MONITOR, CATCH-ALL = ACP-1 i
» | 2022-04-1217:51:50 | & 92.168.1.10 49934 / tcp Exchange Onlina CATCH-ALL, URL-MONITOR = ACP-1 i
» | 2022-04-1217:51:50 | & 92.168.1.10 49933 | tcp Exchange Onling URL-MONITOR, CATCH-ALL = ACP-1 i




Unified Events IC & 2FRE

- BlELT. BEORRBIETARAN 192.168.1.101 24—~y &L THRESI N
Intrusion 1 XY M. Malware 1 XY M &&ET 3

- Time Range : 2022448 12H 10:00:00 ~ 11:00:00
- Destination IP : 192.168.1.101

- Event Type : Intrusion, Malware



Unified Events [C & BT

.éllls'élt;- f\repf)vt:z:ﬂl\dﬂgl;igemem Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q. @ 4+ @ adminv
—_—

‘ Q x H Refresh ]

@ Showing all 104 events (& 104] + I} 2022-04-12 17:01:18 JST — 2022-04-12 17:59:59 IST 58m41s & Go Live

Fixed Time Range sSliding Time Range @

Start time End time Now
[2022-04-12 | [102 |-[00s |:[00s | [2022-08-12 | [112 |- [002 |:

Select last: 5 minutes, 6 hours, 1 day, 2 weeks, 1 month

< April 202@ > < April 2022@

Su Me Tu We Th Fr Sa Su Mo Tu We Th Fr Sa

>

R 2]

Time Range &2 ) w ¥
Start Time & 2022-04-12 10:00:00 A& 7E

1h selected Eﬂd T|me % 2022_04_1 2 1 1000O /\EQ}H:E

Apply &2 w4

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Unified Events [C & BT

A, Firepower Management Center
CISCO  Analysis / Unified Events

de
Archive Depth -

C) Destination Continent

Destination Country

ﬁstwnalion P
Destination Port / ICMP Code

Destination SGT

Destination User

Detection Name

=

Detector

Device

alalh. Firepower Management Center

e Overview Analysis
CIsco  Analysis [ Unified Events i

|Q Destination I[P 192.168.1.101 X

@ Showing all 682 events (& 631 @ 6 5 10) + @ *ﬁ%/_r\ w9 X [de] & /-\jj
@ &L D Destination IP % i&iR

® FTHFAMRYIZAN192.168.1.101 EAT

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 173



111
H
A
{

Unified Events [C &k 55

alraln F.!repower Management Center Overview Analysis Policies Devices

CIsCo  Analysis [ Unified Events
S

|Q Destination IP 192.168.1.101 x  x Event Type Intrysion x Malware x X

N Showing:

LN < an 631 connection events Reason
all 5 intrusion events

all 36 file events

b 4 all 10 malware evenis

tl Tip: | cird |+click an event type to add to filter, | ait |+click to
exclude from filter. The same works on data in the table below.

Showing all 682 events (& 63

Firepower Management Center Qverview Analysis Policies Devices Objects AMP Intelligence Deploy " i+ @ adminv

alraln
Unified Events

cisco

‘Q Destination P 192.168.1.101x 3  EventType Intrusion x Malware x X

Showing all 682 events (4 631 § 5 [ 36 # 10) +

® CtlFx— =22 Y v o ULEHAS, intrusion event,
malware event D7 A4 A&7 Vv I 9%

s reserved. Cisco Public @ Apply %7 IJ ‘y 7

© 2022 Cisco and/or its affiliates. All rights rese




c e — =[] A<
= ] 2D
Unified Events (C &k %7
"':ll's'élo" Flrte??\'\ﬁzel\adﬂggigemem Center Qverview Analysis Policies Devices Objects AMP Intelligence Deploy Q “' + @ adminv
——
|Q Destination IP 192.168.22.161 X  EventType Intrusion X Malware x 3 e H Refresh I
Shawing all 12 events (@ 2 & 10) + R 2022-04-12 10:00:00 JST — 2022-04-12 11:00:00 JST 1h  ® Go Live
Time Event Type Action Reason Source IP Destination IP EIM“':%:D:[ I[:;:l"g;:): Port! | \eb Appiication Access Control Rule Access Control Policy Device -

»  2022-04-12 10:52:12 @ Intrusion Would have dropped Intrusion Policy in "Detection” | 10.70.83.22 192.168.1.101 110 (pop: 14688 [ 1cp CATCH-ALL ACP-1 FTDwO1 |

» | 2022-04-12 104754 @ Intrusion ‘Would have dropped Intrusion Policy in "Detection” | 10.70.83.22 192.168.1.101 110 (pop3) 14588 | icp CATCH-ALL ACP-1 FTDvO1

» | 2022-04-1210:39:34 #* Malware Malware Block 64.103.36.133 192.168.1.101 8080/ tcp 1221 [ tcp HTTP Tunnel FTDwO1 |

» | 2022-04-12 10:39:32 # Malware Malware Block 64.103.36.133 192.168.1.101 8080/ icp 1219/ tcp HTTP Tunnel FTDvO1

» | 2022-04-12 10:39:32 # Malware Malware Block 64.103.36.133 192.168.1.101 8080/ cp 1218/ tcp HTTP Tunnel FTDvO1 |

» | 2022-04-12 10:39:31 # Malware Malware Block 64.103.36.133 192.168.1.101 8080/ tcp 1217 [ tcp HTTP Tunnel FTDvO1

» | 2022-04-12 10:39:19 # Malware Malware Block 64.103.36.133 192.168.1.101 8080 | tcp 1196 / tcp HTTP Tunnel FTDvO1 |

» | 2022-04-12 10:39:18 # Malware Malware Block 64.103.36.133 192.168.1.101 8080/ tcp 1192 tcp HTTP Tunnel FTDvO1

» | 2022-04-12 10:39:13 #* Malware Malware Block 64.103.36.133 192.168.1.101 8080/ tcp 1191 / tcp HTTP Tunnel FTDvO1 |

» | 2022-04-12 10:39:12 # Malware Malware Block 64.103.36.133 192.168.1.101 8080/ tcp 1188/ tcp HTTP Tunnel FTDvO1

» | 2022-04-12 10:39:11 # Malware Malware Block 64.103.36.133 192.168.1.101 8080 / tcp 1187  tcp HTTP Tunnel FTDvOD1 |

» | 2022-04-12 10:39:10 # Malware Malware Block 64.103.36.133 192.168.1.101 8080/ cp 1186/ tcp HTTP Tunnel FTDvO1

0)

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Unified

Fvents [C &k 5

111
Ol
A
{

Time Event Type

@ Intrusion

Event Type:

Time:

Priority:

Impact:

Action:

Reason:

Source IP:

Destination IP:

Source Port / ICMP Type:
Destination Port / ICMP Code:
SSL Status:

VLAN ID:

MPLS Label:

Intrusion Message:

Action

Would hav ped

@ Intrusion

2022-04-12 10:62:12

Jid have

Intrusion Policy in *Detection” Inspection Mode

192.168.1.101
.168.22

110 (pop3) / tcp

14688 / tco

Unknown (Unknown)

o

o

MALWARE-OTHER PUA Win File Zegost-962

Reason

y in "Detection

Source IP

Classification:

Generator:

Source User:

Destination User:
Application Protocol:
Application Protocol Category:
Application Protocol Tag:
Client Application:

Client Application Category:
Client Application Tag:
Application Risk:

Business Relevance:
Ingress Security Zone:

Egress Security Zone:

192.168.1.101

Source Port /
ICMP Type

Destination IP

110 (po,

an was Detected
Standard Text Ruie

Unknown

Discovered Identitiesisysadmin2 (POP3)
POP3

ema

allows remote connect

POP3

ema

allows remote connect

Medium

Destination Port /
ICMP Code

‘Web Application Access Control Rule

14688 / © CATCH-ALL

Domain:

Device:

Ingress Interface:
Egress Interface:
Ingress Virtual Router:
Egress Virtual Router:
Intrusion Policy:
Access Control Policy:
Access Control Rule:
Network Analysis Policy:
HTTP Response Code:

Reviewed By:

Access Control Policy

ACP-1

Giobal

FTDvO1

outside

inside

Global

Giobal
INTRUSION_POLICY
ACP-1

CATCH-ALL

Balanced Security and Connectivity

0

© 2022 Cisco and/or its affilia
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Unified Events (C

111
H
A
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-12 10:39:34 # Mal

Event Type:
Time:
Action:

Source IP:

# Malware

2

-04-1210:39:34

Maiware Block

Source Country: =

Destination IP:
Source Port / ICMP Type:
Destination Port / ICMP Code:
SSL Status:
Source User:
Malware Event Type:
Detection Name:

File Name:

192.168.1.101

8080 /

1221 [ tcp

Not Found

Threat Detected in Network File Transfer
EICAR

secure eicar.org:443

Disposition:

SHA-256:

Threat Score: \

192.168.1.101

8080 / tcp

Malware

File Type: EiC

Category:

Size (KB):

URL:

Application Protocol:
Application Protocol Category:
Application Protocol Tag:
Client Application:

Client Application Category:

Client Application Tag:

Chrome

web browser

encrypts communications, recent vuinerabilities, SSL proto.

HTTP Tunnel

‘Web Application:

Web Application Category:
Web Application Tag:
Application Risk:
Business Relevance:
Detector:

File Policy:

Domain:

Device:

Ingress Virtual Router:
Egress Virtual Router:

HTTP Tunnel

network protocols/service:
tunnels

High

fedium

File Detection Policy
Global

FTDvO1

Giobal

Global

vpn/tunne!

© 2022 Cisco and/or its affilia
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