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- REST API |[CT AP| Z 1Bt
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EH¥[E - 1. REST APIOB L,

- [System] > [Configuration] > [REST API Preferences] > [Enable REST API]

FMC

Confiquratio Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ @ £+ @ Global\adminy
Lonnguration

Intrusion Policy Preferences

Language Save successful.

Login Banner

Enable REST APl [ ]
Management Interfaces -
Network Analysis Policy Preferences
Process Enable REST API
REST API Preferences

Remote Storage Device
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cFMC DY LT % )LE ASCI TEDFERFES C EIEFFRIS ALY

1= Base64 [ZZ#L

[Username:Password] Oz Ty 1—R
.- Username & password fiC ] JOyv iyt a—K

- f5ll) username A' "Admin” password At "Admin123” DBE
1 DT Baseb4 [cT>d—RK

- IYI—KAE
XYy M Tlbaseb4dTy A—R]| ERBINIE VT T LTERTEZ %Y —ILHEHE

([CRDHh B
- Python THAJEE >>

>>> import baset4

>>>

>>> credential = b"Admin:Admin123"

>>> baseb4ded = baseb64.b64encode(credential)
>>> print(base64ed)

bl

[Admin:Admin123
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64 [CT>vd—R
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EHI%(® - 3. Authentication Token (FBEE k—72 )
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FMC REST APl Tld2—Y&., NXAT7—RDORbbOICh—o v &FIH

AN

9%, B2 BRBAENFELTWVSEN, KERTIE 287 —V Z48
a. POSTMAN T®D h—7 VEUSE

b. Python TD b—7 VEUF &
EE5DNT—=VTHERBICIEBTO URL IZXF LT TPOSTI THRIFH I
&ETh—Y v ZES TR
https://<management_center_IP_or_name>/api/fmc_platform/v1/auth/generatetoken
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POST % &R https://<management_center_IP_or_name>/api/fmc_platform/v1/auth/generatetoken

v 4

\ /

POST Vv https:// S 2 pi/fmc_platform/v1/auth/generatetoken

Authorization @ feaders (1)

Type Basic Auth

Username Admin

Password [ ]

° Show Password

° Save helper data to request

Params Save ™
kXA > UUID

Cookies Code

Clear Update Request
The authorization header will be generated and
added as a custom header

Send =7 )w s

FMC Q% 1 9 % Username/Password % A

Headers B2 I

-
[

_
TORAN=U Y BRREND

EHEE - 3a. POSTMAN TD b—4 VEIBHE

Headers (22)

DOMAINS — [("uuic

3-8169-6d9ed49b6251 "name™:"Global")

DOMAIN ID - 111

DOMAIN_UUID -+ e276abec-00f2-11e3-8169-6d9ed49b625¢

Date — Thu, 09 Dec 2021 02:10:28 GMT

Keep-Alive — timeout=5, max=100

Referrer-Policy — sa

Server - Apache

Strict-Transport-Security —+ max-age=31536000; includeSubDomains
USER_UUID — &8¢ 9bd-11dc- b7961d42c462

Vary — Accept-Charset Accept-Encoding Accept-Language Accept
X-Content-Type-Options — nosniff

X-Frame-Options -« SAMEORIGIN

X-Permitted-Cross-Domain-Policies —+ none

X-UA-Compatible -+ [E=edge

.1 modo-hiock

X-auth-access-token -+ 5t 5-f7ce-439d-8358-2e90c3860649

X-auth-refresh-token — d3bf23a5-a8a6-4034-a93d-37e91831fe9f

global — e276abec-e0f2-11e’ 9-6d90d49b6251
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& - 3b. Python3.x TD k —

EH

import requests
url = "https://x.x.x.x/api/fmc_platform/v1/auth/generatetoken"

payload = {}

headers = {

'‘Authorization': 'Basic YWRtaW46QzFzY28xMjMONSE="
}

response = requests.request("POST", url, headers=headers, data = payload, verify=False)

print(response.headers)
{'date': 'Thu, 09 Dec 2021 02:11:05 GMT', 'server": 'Apache’, 'strict-transport-security":

'max-age=31536000; includeSubDomains', 'cache-control': 'no-store', 'accept—ranges':
'‘bytes’, 'vary': 'Accept Charset,Accept-Encoding,Accept- Language Accept’, 'x-auth-
access-token': O—auth—refresh—token=
'59dfa9fb-fed5-46a4-b7de-a439920d751f', 'user_uuid": '68d03c42-d9bd-11dc-89f2-
b7961d42¢c462', 'domain_id": '111", 'domain_uuid": 'e276abec-e0f2-11e3-8169-
6d9ed49b625f', 'global': '‘e276abec-e0f2-11e3-8169-6d9ed49b625f", 'domains':
'{"name":"Global","uuid":"e276abec-e0f2-11e3-8169-6d9ed49b625f"}]", 'x-frame-
options': 'SAMEORIGIN', 'x-ua-compatible': 'IlE=edge’, 'x-permitted-cross-domain-
policies': 'none', 'x-xss-protection': '1; mode=block', 'referrer-policy': 'same-origin',
‘content-security-policy': "base-uri 'self'", 'x-content-type-options': 'nosniff', 'keep-
alive': 'timeout=5, max=100", 'connection': 'Keep-Alive'}
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API| Explorer IC2D T

- APl Explorer & FMC T APl ZBx11&IC{EZX % FMC AEfTHRIFEL T
LD APl A4 R

. API Explorer & OpenAPI Spec (OAS) FERX DA 4 7 £ — A% 1R{H
- API Explorer AD 7 7€ 2 H53E

https://<firepower_management_center_IP_or_name>/api/api-explorer
(5 : https://10.0.0.1/api/api-explorer)

Signin
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API Explorer @ B 75

Cisco Firepower Management Center Open APl

Specification OpenAPl 7 #—< v M THTFIVEICER

oried In the Clsca Firepower Management Center AFL Fizfer to the version specilic REST AP| Guick

Policy

|m)’apilﬁnt_mnﬁgh"“ in/{domainUUID}/policy olicles

o Per—— HRICIHU T
[ st ottt e GET/POST/PUT/DELETE
e % {15 T RMEA TR

PUT fapiffme_config/vl/domain/{d inUUID )/ poli olicies/! iner UUID}/accessrules E&EIE E ‘L_ ) -Z- ‘i ﬁBa)]: 1/E l./ b\T
Im /api/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{container UUID} accessrules g 7& L\ :E) 0) :E) % 6

A

Demaina

Devices

Policy Assignments

Device HA Pairs

Health

Updates

Users
Intelligence

Search

Integration
Device Groups
Status

Device Clusters

System Information
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API Explorer @fELVA (GET

f51) Devices > [GET] devices/devicerecords

— Execute #7 J w2y

Devices M.
m pi/fme_config/v1/d il JUID}/devices/copyconfigrequests 1 J 7 T Z |\ 7 |\ l/ Z
m pUfme_config/v1/domain/{domainUUID})/devices/devicerecords k/

Retrieves or modifies the device record with the ied ID. or adevice.lfno ID is
specified for a GET, retrieves list of all device records.

"Required” [$AZEIEH
Parameters

Name /Dncﬂmion

3 - UUl I%_It L/ 7—: L \tgl_é ‘i pitme_configly1/domainie276abec-c0f2-11¢3-8169-69 44956250 devices/devicerecords
omain

Cloar ]

Responses Response content type [appllcallon/jlon v ]

Curl

curl -X GET "https//1 “6/apl/tme_config/v1/domain/c276abec-c0f2- 11¢3-8169-6d9cd49b625t devices/devicerecords® -H “nccept:
application/json” -H *X-auth-access-token: Tedab(42-fbcb-4ddd-98c4-b2ebI 1bSacd9™

Request URL

o Domain UUID "Tryitout” 22wy

{pack)

Code Detall
e276abec-0f2-11e3-8169-6d9ed49b625f > Execute z07 Uy ¥ - z
200 Response body
offset
Integer Index of first item to return. 3
(query) Code |E RestAPl DT : Wapl/fme_coafig/v1/domain/e 276abec-c0r2-11¢3-8169-6d9cd49b62S 0 devices/devicerecords?
offset - Index of first item to return. — . M »
HTTP | L <. 7200
limit ~ S = » » <~ L
Integer Number of items to return. 7:;, 2 Ey'Ion 400 7:;, é: %

Device",
(query) h L>{91‘ T % *L ti '{E_I- b\ L/ ’5 “self": fh“pcﬂl, - 6/apitmc_config/v]/domain/e2T6abec-c0f2-11¢3-8169-649d 4906250 devices/ devicerecordsBedaSdbs-

1aa%-11ec-anbe-89%c25cd%adde

limit - Number of items to return g o
DfE-EH B B s i
expanded h

Noatans If set to true, the GET response displays a list of objects with additional attributes. '+ *35eede26-£383- 11ec-b0Tb-edbidad 17908,
Device™,

(query)

- v




API Explorer @fELVA (POST

‘ J/api/fme_config/vl/domain/{domainUUID}policy/accesspolicies/{containerUUID}/accessrules P — IJ 7 T2 '\ 5]1‘: URL (2&{5”‘(‘ ‘i access rule i%j]u)

body * =ouired
whject
(bady)

Description

h access control rule model.
Modsl

Yy TINDANFE

containerUUID *

0
section

'acusil’olljr_\- string
(path)
domainUUID * *
string

ules | Test FOST of Access rula )

(path)

AccessRule v (
Sescription
rotadats
wmpContig
thmeRangObjects
sourceNetworks

syddegSeverity

sourceZomes
Sestinaticaly nasmicObjects
Sestinationlones
Sescription

ariginatSourceNerworks

The container

v

Repeesenes Access Rule comtaned within s Access Pulicy

AccessRuleMetadata > (.}
ISNMPConfig > ()

> 1
INetworkObjectsContainer > ()

i EDESBEBEET. EDkSRIEE
" ANITEZOH D HERATRE

> Ay (%)
ISourceZoneContainer > (.)
IDynamicObjectsContainer > ()
ISecurityZoneContainer > ()

ring

User provided resemtce Sescription.
INetworkObjectsContainer > ()
boekean

Boolcan taficating whether the alerts wocisted with the acces rul
ring

Type of the respease object. This value is abvays AccessRube

ISafeSearch > (.
bosdean

id under which this specific resource is contained.

containerUUID - The container id under whicl access r‘ule Ehu@ﬁ“?ti
Domain UUID Body (ZfN2 T lcontainerUuID]

ldomainUUID] H'wA/ETEH

I demainUUID - Domain UUID

HdomainUUID (& API Explorer Tl&

BEIRIICANENS

R—ITEICFEANBANBZRTR






Headers [CHERIEE IFTD 2 &
1. x-auth-access-token < -- K&E# "HaI#E(E - 28" TRELET7 VA N—=0 Y
2. Content-Type < -- application/json % &R

Postman
POlICy 1%*& (ACP) EHY?% (G ET) 3-%@“ ° X-auth-access-token di4beffd-8ded-4e05-9620-8d45a = b4

° Content-Type application/json

1}
x

Policy ke .
Status (& HTTP &@LU 200/201 75 OK, 400, 500 72 E (&
/api/fmc_config/v1/domain/{domainUUID}/policy/accesspolicies TIS—t52,

Body 1 -, 200200 [ Tme: 667 ms  Saw 32THB

Presty . . 5ON v = [ Q  swweResponse

FMC @ IP 7KL X + GET #0D URL Z8MULTAN

AV R GET 2157
B 3 167 hetps /10, [ ori/ fac_configs 2
4 .
(domainUUID 37 7 £ X b —7 VESEFICRIFF ICERS) 3| Hewm: ¢
B i
7 "type”: “hocessPolicy
"l

9 = heeps: /20, [ o/ frc_confiaivlidonsin e Phabec-eBFZ-11e3-169-6ade

Mo Environment. v O 1 .

x,;-’aph’fmc X 1 " " “AecessPolicyl”,
12 Tid™: " OMD(ZOC6-GOFF -Ded3-000e-326417543509"
13 h
.|
) 9 ; 15 “type”: “AccessPolicy”,
GET http %% 3/ api Dnnr'g,n‘v JUIDWE  Params Send Save ¥ 16+ “links®: {
17 self*: “heeps:/ 10 [ oo fmc_configrvl/donain/e2Poabec-edf2-11e3-8169-6d3e
18 1,
19 “hece
Authorization & " T s Cockies Code I T ORISR LOFE Bad - ST
21 i
2. 1
23 Ctype”: “hccessPolicy”,

- - e “links™: {
Type Basic Auth Clear Update Request 25 se1f: neeps:/710. I o'/ nc_confia v donaine2Tbabec-¢072-1163-3163-6e
= h

Type: | Basic Auth % @

ig L/\ FMC a ‘*l"/ \ \ ”» ”
|D7§W E%@T(:aj\jj Usemame admin ;’:wu;u;u;kc::::mx’;mmgumm“n‘ % UR{ %L\E"i GET élgj:}il
e S @ s ® Authentication ®% 4 7'l& ”Basic Auth”
FMC O% 1 > ID/PW ZZDTICAS
@® Headers DWIC7Z7V A=y v EAVTY
54T AN
® "Send” &7 Uwvy
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public @ y?%%ﬁ%‘i ” Bodyn ‘:%7_1_?




Policy

Pyt h O n 3 . GET fapi/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies
Policy 15 (ACP) %#E8 (GET) 9 %4l

bash-3.2S python3

Python 3.7.3 (v3.7.3:efdec6ed12, Mar 25 2019, 16:52:21)
[Clang 6.0 (clang-600.0.57)] on darwin

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> import requests

>>> import json

>>> from requests.auth import HTTPBasicAuth

>>>

>>> address = "10.1.1.1"

>>> ysername = "admin”

>>> password = "Admin123"

>>>

>>> api_uri = "/api/fmc_platform/v1/auth/generatetoken”

>>> yrl = "https://" + address + api_uri

>>>

>>> response = requests.request("POST", url, verify=False, auth=HTTPBasicAuth(username, password))
>>> gccesstoken = response.headers["X-auth-access-token"]

>>> DOMAIN_UUID = response.headers["DOMAIN_UUID"]

>>> headers = {'Content-Type': 'application/json', 'x-auth-access-token': accesstoken}

>>>

>>> gccess_policy_api = "/api/fmc_config/v1/domain/" + DOMAIN_UUID + "/policy/accesspolicies
>>> gccess_policy_url = "https://" + address + access_policy_api

>>>

>>> response_acp = requests.get(access_policy_url, headers=headers, verify=False)

>>> responsemessage_acp = response_acp.json()

>>>

>>> print(responsemessage_acp)

{'links": {'self": 'https:// 10.1.1.1 /api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/policy/accesspolicies?offset=0&Iimit=25'"}, 'items': [{'type': 'AccessPolicy’,
'links': {'self': 'nttps:// 10.1.1.1 /api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/policy/accesspolicies/000C29C6-6DFF-0ed3-0000-326417543599'},
'name': 'AccessPolicy2', 'id": '000C29C6-6DFF-0ed3-0000-326417543599'}, {'type': 'AccessPolicy’, 'links': {'self': 'https:// 10.1.1.1 /api/fmc_config/v1/domain/e276abec-e0f2-
11e3-8169-6d9ed49b625f/policy/accesspolicies/000C29C6-6DFF-0ed3-0000-326417543198'}, 'name': 'AccessPolicy3', 'id': '000C29C6-6DFF-0ed3-0000-326417543198'}],
'paging': {'offset’: 0, 'limit": 25, 'count’: 10, 'pages': 1}}




Headers ICHEBRIEE IFTD 2 8
1. x-auth-access-token < -- A& "HFi#Els - 2a” THRELETZ7I7ERAN—0 Y
2. Content-Type < -- application/json % &R

Postman .
HOSt ObJeCt E 7]” (POST) ?%{ﬁu ° X-auth-access-token di4beffd-8ded-4e05-9620-8d45a = b4

° Content-Type application/json = x
PDST |!apiﬂ’mc_oonﬁgfvlidomnin!{domainI]lPlll}Jobject:‘hnsts Body I3 raw” &” Json(application/ison)” % &R L
Host Object \BMNIC A BRBIEER%E Json 74— v R TAND

(TRIGVHERERDERD &% i H)

AYw KiE POST 8% FMC @ IP 7 KL R + POST #® URL &ML TAN astharization W Headers! 50 Eadly'®
(domainUUID 7 7 & b —7 v ERSEEC RIRF ICERS)

form-data swww-form-urlencoded @ raw binary  |SON (applicationfjson)
1-|{
hy wapifme ® |+ No Environment v © 3 2 "name": "TestHost",
@ 3 "type": "Host",
4 "value": "18.5.3.28",
5 "description": "Test Description”
6

POST ups e xxapiffme_confi mainfe276abec-e0f2-  Params Save }
Authnmatlon . T TOTEIES LT

o - o m

Type: |& Basic Auth &
BIRL, FMC OT 12

AV w RIE "GET” ZZER
ID/IPWZEZFDTICARD Usemame admin e ey s v veaar | BeTerated ane =
Password srnarsnanen ° Save helper data o request URL %HEA » . » g2
— Authentication @4 1 7l& "Basic Auth” ZiER L.

FMC O% 4 v ID/IPW ZZDTRICAS

Headers DIC7 VLA M=o EQVTVRD
Y14 T &= AN

"Send” #o Uw Y

R{S4ER L "Body” ICRK

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Pyt h O n 3 fapi/fmc_config/vl/domain/{domainUUID}/object/hosts

Host object Z &0 (POST) 9 %4

bash-3.2S python3

Python 3.7.3 (v3.7.3:ef4ec6ed12, Mar 25 2019, 16:52:21)
[Clang 6.0 (clang-600.0.57)] on darwin

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> import requests

>>> import json

>>> from requests.auth import HTTPBasicAuth

>>>

>>> gddress = "10.1.1.1"

>>> ysername = "admin”

>>> password = "Admin123"

>>>

>>> api_uri = "/api/fmc_platform/v1/auth/generatetoken”
>>> url = "https://" + address + api_uri

>>>

>>> response = requests.request("POST", url, verify=False, auth=HTTPBasicAuth(username, password))
>>> gccesstoken = response.headers["X-auth-access-token"]

>>> DOMAIN_UUID = response.headers["DOMAIN_UUID"]

>>> headers = {'Content-Type': 'application/json', 'x-auth-access-token': accesstoken}

>>>

>>> host_payload1="""

A

"name": "TestHost1",

"type": "Host",

"value": "10.5.3.21",
"description": "Test Description'

ny

>>> host_api_uri = "/api/fmc_config/v1/domain/" + DOMAIN_UUID + "/object/hosts?bulk=falsel’

>>> host_url = "https://" + address + host_api_uri

>>>

>>> response = requests.request("POST", host_url, headers=headers, data = host_payload, verify = False)
>>> print(response.text)

LR~
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Rest API IC & B1&4E
(GET, POST, PUT, DELETE)

T3V LOBREETICAIVT IR

=== HTTP 75 £ ‘
= " —[ @ask ]+[P puthOn .

- J oB,
ﬁl\‘ s CentOS

N

J

2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Python T ACP —fRix18Y — IV Z1ERk

- FMC Tl ACP DJIL—I)LZYERKT DDIC GUI TIHEAT DRTET B /-DEEEHAEN S
FDEH CSV 774N EeTIC—FFETERTELOSRLBDTIX? & L\—),L,\L\b\bfﬁlﬂz

FirepowerManagementCenter
ACP—iB%fEY—IL

FMC IP Address : [rrz.c DIPF KL R ]
Username : [ 1—Hf |

Password : [/i27—F ?|
MUL—$: [ ) o — & (MO IS R ;]
CSVIZ Pl | [ Choose File | Ho tie chosen

ENTER

IPS

AMP

[ACP —#5X(§YY — /L E]

- D777 VIF Flask THERK
- LTOBHIEV T T R—ITEEFATS

- FMC IP
-FMCOVAVILTYIvIL
- ACP 44

- i ACP = A1 U7 ACP & TERK
- ACPRRDF7 U ERIL—ILIZCSV 77

1)L &> T—HERTE



Python X2 Y 7 MET

Python X2 U7 MME

Python X% YJ 7k (Flask © [EIEFEST)

Flask &89 2D TI T TR—IANT7IER

HTTPBasicAuth

Enter 2 9&, VLTV IvIEOVWBERIREZZTHICEEHRZ

IONS = set{[csv])
1=UPLOAD_FOLDER

=['GET)

CSV 77412t 12T DIEHFICFHAED

AT MREEFFEHMAATENFSZTIC UUD #&EFL T
TEANBEE]Z

MT1IIL—ILE LTI XRTOIERI I > /=5 Access Rule & LT
RestAP| @ POST %> TEREIEM

HEILCSV DREDITETZENDIREDEL



CSV 774

- APl Z8 L T

RELHES I —ILABRICHIFRISFICEND, SEERL

EO—KRTIEUTOIEHICK D TERESNDEE LT

3 BLOCK_INTERACTIVE
BLOCK_RESET_INTERACTIVE

plies] BLOCK_RESET
bl BLOCK_INTERACTIVE

ALLOW
TRUST
BLOCK
r&E
st7HER

TRUE
TRUE
TRUE
FALSE
TRUE
FALSE
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE
TRUE

outside

Host-111

A EIRH

_BET 1000fDJL—
L& —$EVERR

ruleg8s FALSE FALSE  FALSE inside outside Host-112 App-B 1110 17
rules8s TRUE TRUE TRUE inside autside Host-103 App-17 1111 17
rules90 TRUE TRUE  TRUE inside outside Host-102 App-1 1112 17
ruleg91 FALSE FALSE  FALSE inside outside Network-110 App-3 1113 17
ruleg92 FALSE FALSE  FALSE inside outside Network-111 App-4 1114 17
ruleg93 FALSE FALSE  FALSE inside outside Network-112 App-5 1115 17
rule594 FALSE FALSE  FALSE inside outside Host-31 Range-41 1116 17
rulesas TRUE TRUE TRUE inside autside Host-34 App-1 1117 17
rule%9s FALSE FALSE  FALSE inside outside Network-107 App-3 1118 [
rule%97 FALSE FALSE FALSE inside outside Network-108 App-4 1119 [
rule98 FALSE FALSE  FALSE inside outside Network-109 App-5 1120 ]
ruleg99 FALSE FALSE  FALSE inside outside Host-104 Range-72 1121 ]
rulel000 FALSE FALSE  FALSE inside outside Host-105 Range-73 1122 [
A T
f I |

i

IL—IL%&
FEED
XF5 %

AT

Enabled h5DIEBIEE/TICIER
SendEventsToFMC BHEDODATI T MNEGE A

LogBegin +
2 EE "TRUE” & "FALSE”
D 2 R

BESR—MESLE7O
NIz AA. OO
JLIE 717 = UDP”, 76 =
TCP” &fzoTW3,



APl Z{E > 1= ACP JL—)LBINEITH

FirepowerManagementCenter . Fropower ManogementConer o rre  mices ook Ooecn 8 ot s Wt
ACP—iEZEY—IL pr—
API T ACP &L

—_— N Ea— Kiobase Cotrol P4
V& —sERGE s ANIUTZRY O —Z T ACP BEBIMEN TS T & & iER

Object Management

st : e
MU~ [an] AP|_potcy Giobal Targetig 0 devices 2022.07:280182.43
[T R PE=—

ENTER 2003
N s 4 2022-03-15 23:29:02
Common ACP Giobal Targeting O devices Modifed by ‘Firepower System”
ABARR YT P

; e wice: 2022-03-15 23:29.02
dema_palcy Giobal Targeting 0 devices s k2o SR

API_Policy Anahyze Hit Counts

Ener Deseripon

Fuos  Securtyinioligence TP Responses  Logging  Advanced Prositer Pulcy: Defaut Preshes Polcy S5L Policy: None Identity Policy: Mone
T Search Bues x Show Rule Contics @+ A + Add Rue

&5t 10001TDIL—ILAH CSV 7 7 A T . ————— - E
IWBDEREIN TSI L ERER : . _
\ Displaying 1 - 98 of 1000 rules s -

£u

© Tn s

uoe 1714 @ Bioct ]

-] B sw

VDR T @ Boc o s

Uoe (1710 @ irnarm L

uoe (1714 & irearnc ]

uoe (1711 © Adow Bosw

uoe (1741 & Tt 0 sF

oR (1711 oot ose
r

TR Displaying 1 - B8 of 1000 ruses Pt |emioaie }iu'ﬂsm"nxg- 100




GitHub

d— K Github BT U o645 o >y O—RKAJgEE
https://qgithub.com/maizumi/Push-ACP-rules-in-Bulk-to-FMC

i | Push-ACP-rules-in-Bulk-to-FMC

Issues I Pull requests ») Actions Projects Wikl Security nsights Settings

¥ o Go to file Add file ~

maizumi Update README.md O20

sample csv file
static

templates
FMC_AC_RULE_BULK.py
README.md

] requrements.txt

README.md

Push-ACP-rules-in-Bulk-to-FMC

#Push ACP access rules in bulk to FMC through web app(fiask)
#This app tested in FMC 7.0.1. However it should be worked in other versions too.



https://github.com/maizumi/Push-ACP-rules-in-Bulk-to-FMC

FMC APl 2Z &8l

[[FMC] API Explorer @F)FAED Z4B/7]
https://community.cisco.com/tb/-/-/ta-p/4386563

[Firepower Management Center Programming Guides]
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming -

reference-quides-list.html

[FMC RESTAPI A4 Y%7 503 YDEREEd—7 >V DA AE]

https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/215918-

how-to-generate-authentication-token-for.html

[Push Objects in Bulk to FMC using REST-API]
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/215972-

push-objects-in-bulk-to-fmc-using-rest-a.html

[fmcapi]
httpsy//developer-cisen com/codeexchange/qgithub/repo/daxm/fmcapi/



https://community.cisco.com/t5/-/-/ta-p/4386563
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/215918-how-to-generate-authentication-token-for.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/215972-push-objects-in-bulk-to-fmc-using-rest-a.html
https://developer.cisco.com/codeexchange/github/repo/daxm/fmcapi/
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VAT LAERBE

- System > Health: Y AT ABEEHEADT7 7t X

« VAT AERIF. FMC ICTEEEINZINTD
?éfji'( A. BLUOCFMCHEBDODAINARRT—Y A%
« VAT AERBRER
- Monitor: N)LARTF—4 A DEER
. Policy: NILARY —DIERR/ A RTIIA X
. Events: N)LAA XY KNDERK
- Exclude: NILRAEZ Y —EEBERI 55T

- Monitor Alerts: iBRESNIEANILRARY NOBEICEHUIZEE

EDERM/ DRI A X

Depoy o @ & @

Logging

Security Analytics & Logging

Health

Monitoring
Audit

Syslog
Statistics

Monitor

Policy Tools

Events Backup/Restore

Exclude Scheduling

Monitor Alerts Import/Export
D7V Z7—br7A




Health Monitor &

Z 45 —R—AEm/

Health Status <X UXR—: FMC &9 XT
EETINA zw«)bzhﬂf&ﬁﬁw
ICYDRAA—/I\—TF B¢, FMC/BEEFT/\A

ADENZNDANILAFRMNRR, Tlcld. >
N =T ICTNIL A Z TR,

-0 IE¥., 7o—AIFGL
Euo—juth7—A#§ﬁ
O EKX, —DUEDT ST —ANETR Y P—
- Monitoring 7 EZ— 3 URA Y TlIEl4  TEZ=23281Y .
DT INA ZDAN)L AR % TR e er st ot

URL Filtering Monitor

FMC Devices

Security Intelligence
AMP for Endpoints Status




Monitoring 7 ET— 3 XA YV

. System > Health > Monitor > Home Aty TrePORerMEnEge
° 77tZH%(:§§7.I_Téh%> FMC/FTD 0)"17 U /\o_:/ Monitoring e
. System > Health > Monitor > FMC e
« FMC DAL ARREDY I IR—Y < Devees ()

v FTDvO1

. System > Health > Monitor > Devices
c BIETINA ZElL2 DAL AR OY T UR—

c ENENDOYIYUAR—JICRRSNDY v Y 27R— R FFIRRIRIC
abt. EMHIBRA ATEE




Monitoring: FMC ~NJL X =

Add Dashboard
v aR—RDEBMATES

_ 2 Yv¥am=K

. System > Health > Monitor > EMC (FZ7 4L kD% v
v aR—NR)
. Process Health: FMC RTHERL TW2 7O ZDANIL KR

- Event Capacity: FMC @ Database K5 (System
>Configuration > Database [CTZ g}i ’

. CPU: CPU A=

. Event Rate: FFfEI#HICXT I % Event B
. Memory: XE Y FHAER

- Interface: Input/Output JNT v MR
. Disk Usage: T« RV {EHZR

. FMC & 70t XD = KRR

. Memory Usage

. CPU Utilization
. Restart count
. Swap Memory




I

Monitoring: &1

- Qverview: CPU/Memory/Throughput & & DI E %
ECTN

- CPU: CPU A= (Control Point. snort & & @ CPU
EAXR)

- Memory: XE Y EHZE (Dataplane. snort 7& & D A
Y ERAER)

- Interfaces: 1 V% —7 1 —RICEAT B FERAERPLT
F—IRE

- Connections: E—2ZBBFO XU 2 3 .
TCP/UDP %XV a3V A

- snort: snort 7 O—ICET BIEEHY/\T v ML E
y IA%E drops: ASP #gelCT ROy F7&hi=/\Tr vy b
8

BTN ANV AEZS —

Health: FTDvO1 | @ Critical
View System & Troubleshoot Details ..

Overview CPU Memory Interfaces

Data Plane w8 Snort Avc 1 System Auo 4

Throughput

InputFéetei < ops Output Rate »




Health Policy &=

Alerts | Import/Export

Compare Policies Create Policy

Policy Name Domain Applied To Last Modified
2022-06-01
Initial_Health_Policy 2021-12-16 23:09:36 : 13:54:00 n —
Jitial Health Polic Global 2 appliances Modified by AR |
"admin”

C ALREY 21— )L (BERHEE) OED/EML CBIEDR Y S —DRENTES

- EMC 2y k77 ZBF(C “Initial_Health_policys B BGRE" OFEIRY & —hE S . FMC E LT
BET /NS RITERINS

- AR O—ETF 7 AIMRY V—EICER I NS

. (7;2]‘7‘[;“/ MR O—I(F, BEAREIEEBWLD, RUI—ERDIE. 77 AL MRY D —DER
Al Be
c FMC D7y 7L —RICTANIARI) Y —DFY 2—)LICZEEEBNLH - I5E L.
V=TT AILERY —, *)],H\H/‘I/'ZJ_U -, 737\91A7|'\°U ’jl— (%E}ggbf:i%é)%\nﬁﬁﬂéh%



Health Policy ERY

Alerts | Import/Export
Create Policy

Compare Policies Create Policy Create PO“Cy
Copy Policy

Copy Policy

Initial_Health_Palicy 2021-12-1 « | Default Health Policy M | Policy Name Domain Applied To Last Modified
Initial_Health_Policy 2021-12-16 23:09:36 New Policy Name 20220630
Default Health Polic Initial_Heath_Policy 2021-12-16 23:09:36 . 12:04:02 =
I ! | teSlpr“Cy | \?:z::ﬁ—{-:—eaal'.wicn‘:"cv Giobal 2 appiiances Modified by absu
“admin”
MNew Palicy Description Mew Policy Description 30250705
= test_policy 09:57:36 -
| | Health monitor for test purpose | Heaith monitor for test purpose Global Nene Modified by alksu
“admin”

cancel | 1SS cancel || IR

- Health Policy D{ERRIZLA T DFIETITS
. System > Health > Policy > Create Policy % &R
-5||AT BRI —DER
- New Policy Name: 7R & —%
- New Policy Description: 7k U & —&xEH
- Save



. — e T
Policy Run Time Interval Alerts
Policy Name Domain Applied To Last Medified
AMP Connection Status
2022-06-30 . Editing Policy: test_policy (Last modified: 2022-07-05 09:57:37)
Initial_Health_Policy 2021-12-16 23:09:36 12:04:02 " - AMP Threat Grid Status
Global 2 appliances Modified by ENLAE |
“admin® AMP For Endpoints Status Policy Name | test_policy
2022-07-05 AMP for Firepower Status Policy D Healt tor T
test_policy Global None fﬂif‘.?ﬁ:fw & E B - olicy Description ealth monitor for test purpose
“admin’ L Monitors CPU usage on all the
Advanced Snort Statistics Description  cores, threshold set here will be

. applicable to all the cores
Appliance Heartbeat oP

Enabled @ on Off

Automatic Application Bypass Status

i b 90
Backlog Status Critical Threshold %

CPU Usage (per core) Warning Threshold % | 80

CPU Usage Data Plane

CPU Usage Snort

Cancel

CPU Usage System

. Health Policy OB F - IXEBIEIIUTOFIETITD
- BE/BIEE T BRY U—&BIRL, $hEY—7 (Edit) Ry V2T
AEIEEMZ ZRY o —% IR
- BN/ S DIBIR
- BMEDRE
- Save Policy and Exit (fICEBEELHNIE LEENBEZRDIRT)



Health Policy &2 77 754 7 > AIT#E

-
Policy Name Domain Applied To Last Modified Name test_policy
Description Health monitor for test purpose
2022-08-30 Last Modified Tue Jul 5 10:08:40 2022
Initial_Health_Palicy 2021-12-16 23:09:36 12:04:02 " =
ial Health Polic Global 2 appliances Modified by R |
“admin” By Group v
2022-07-05
test_policy |:| 10:08:39 n = ¥ Ungrouped
ot R T e Global None Modified by m |
A “admin” FMCvD1
10.71.132.204 - Cisco Firepower
/ Management Center for VMware v7.0.1.1
o N
Apply 71R% v FTDV01
M 10.71.132.194 - Cisco Firepower Threat
== Defense for VMware v7.0.1.1
Policy Name Domain Appligd To Last Modified
2022-06-30
Initial_Health_Palicy 2021-12-16 23:09:36 12:04:02 o -
nitial Health Polic Global Nong} Modifed by N LAV |
"admin”
A 4 2022-07-05
test_policy ~ 10:08:39 " -
Health tor for test p se et B AT Modified by = m ’/ L]
“admin”

- Health Policy D7 754 7Y ANOBERIZUTOFEIETITS
- VT SA TV AICERT SR U—%FERU Apply Ry V%Y
- BRI T TAT7VAICFYv I ZEZANS

- Apply ICT/RY —DERART



Health Event &

AMP ntelligence Deploy o, @ & @ admin v
Logging Monitoring & &
Security Analytics & Logging Audit - NP,
Syslog
Health Statistics
Maonitor
Policy Tools
I Events Backup/Restore
wCinge Scheduling
Monitor Alerts Import/Export

Bookmark This Page | Reporting | Workflows v | View Bookmarks | Search

11 2022-07-05 12:54:48 - 2022-07-05 13:59:29

System > Health > Events
FMC DAL RAEZS —(CTOYIC

Expanding
» Search Constraints (Edit Search Save Search)
Health Monitor Table View of Health Events
———————

NA [] MocduleName X TestName x + Time x Description X ValueX | UnitsxX | Statusx | Device X
v Memory Usage Memory Usage - Memory Test 2022-07-05 13:57:56 Normal System Memory 40 nja FMCv01
v Memory Usage Memory Usage - Memory Test 2022-07-05 13:57:55 Normal System Memory 48 nja FTDvO1
v Memory Usage Memory Usage - Memory Test 2022-07-05 13:55:56 Normal System Memory 40 nja FMCvO1
v Memory Usage Memory Usage - Memory Test 2022-07-05 13:55:55 Normal System Memory 48 nfa FTDvO1
v Memory Usage Memory Usage - Memory Test 2022-07-05 13:53:56 Normal System Memory 40 nja FMCvO1
v Memory Usage Memory Usage - Memory Test 2022-07-05 13:53:55 Normal System Memory 49 nja FTDvO1
v Memory Usage Memory Usage - Memory Test 2022-07-05 13:51:56 Normal System Memory 10 nja FMCV01

[ Y " v " " = £ oaco e saczaa " " Srnio:

EHESINIEAILRARY N ERT
4&yFMb1974XE%&UD\E%E&DE%é%%%T%%
—TINDARY ND—D%BEIRTZE, ZOAXRYNIEAIT RO %R TES




Health Exclude iR

AMP ntelligen Deploy . @ & @ admin v
Logaing Monforing
Security Analytics & Logging Audit
Syslog
Husith tatistics
Monitor
Policy Tool
Events Backup/Restore
Exclude | scneduing By Group v
Monitor Alerts Import/Export

[:] ¥ Ungrouped |

FMCv01
10.71.132.204 - Cisco Firepower

L] Management Center for VMware 4
v7.0.1.1
FTDvO1

|:| 10.71.132.184 - Cisco Firepower Threat !‘

Defense for VMware v7.0.1.1

l Clear Exclude on Selected Devices ] Exclude Selected Devices

- System > Health > Exclude
« NLZABEROTHRMNSFRINT B DERFE
3TA4ZﬁT®%% «wZ%/J—wﬂrwﬁﬂuxhwﬁﬁ#T

1d/or its affiliates. All right



Health Exclude - N\JL X 7

p—
p—
=

\

1—

FTDwO1
[T 10.71.132.194 - Cisco Firepower Threat
Defense for Viware v7.0.1.1

Clear Exclude on Selected Devices l Exclude Selected Devices

(]

A

AL TD

R

Editing Health Exclude for: FTOVO01

Madules
Advanced Snort Statistics
AMP Connection Status
AMP for Endpoints Status
AMP for Firepower Status
AMP Threat Grid Status
Applance Heartbeat
ASP Drop
Automatic Application Bypass Status
Backlog Status
Card Reset
Chassis Status FTD
Cluster/Failover Status
Configuration Database
Configuration Memory Allocation
Connection Statistics

CPU Usage Data Plane

CPU Usage Snort

CPU Usage System

Critical Process Statistics

Deployed Configuration Statistics
| Disk Status

Disk Usage

Event Stream Status

File System Integrity Check

Flow Offioad

FMC Access Configuration Changes

FMC HA Status

FTD HA Status

Hardware Alarms

Health Monitor Process

Host Limit

Inline Link Mismatch Alarms

Interface Status

Intrusion and File Event Rate

ISE Connection Status Monitor

Link State Propagation

Local Malware Analysis

Memory Usage

Memory Usage Data Plane

Memory Usage Snort

MySQL Status

NTP Status FTD

Platform Faults

Power Supply

Process Status

RabbitMQ Status

Realm

Reconfiguring Detection

Routing Statistics
L L

. Edit /R v
Save 7|'i‘7
. R:E

and/or its affilie

All rights

ICTEERGRIDANILREY
VICTHRY A N DRE
—)bd)ni‘?ﬂik’) L\tht Appendix &

1—I)LZER

=08
FALS)

| RRD Server Process

Security Intelligence

Smart License Monitor

Snort Identity Memory Usage
Snort Statistics

SSE Connection Status

Sybase Status

Threat Data Updates on Devices
Time Series Data Monitor

Time Synchronization Status
Unresolved Groups Monitor
URL Filtering Monitor

User Agent Status (deprecated)
VPN Statistics

VPN Status

XTLS Counters

l Back \m




Health Monitor Alerts #EE()

AMP Intelligence Deploy Q @ el
Active Health Alerts
HEALTH-ALERT Configure Health Alerts
Logging Monitoring Health Alert Name
\ | 2
Security Analytics & Logging Audit Severity Module Alert
Syslog Critical AMP Connection Status - SYSLOG-ALERT (Syslog)
Warnini g AMP Threat Grid Status
Health Statistics Normal AMP For Endpoints Status
. Error AMP for Firepower Status
Monltor Recovered ASP Drop
pO”Cy Tools Advanced Snort Statistics
Appliance Heartbeat
EVentS Backup)f REStore Automatic Application Bypass...
Exclude Scheduling Backlog Status
CPU Usage (per core)
Monitor Alerts Import/Export CPU Usage Data Plane
Threshold Timeout (Optienal)

- System > Health > Monitor Alerts

CORRARY DTS-I 2T -8 ZABES N, Email. SNMP. Ffcldy X
FTAO%ZNHU JE%[I?'% — M DERTE

+ Default Tl HEALTH-ALERT 75‘1’EE§ZE§1’L FNZFNDEY 2—I)LICXFL T, Syslog I
T Alert Z1IAET 5L 5/ ESINTLS

4

o



Health Monitor Alerts #EQ)

Active Health Alerts

Configure Health Alerts
Health Alert Name

Normal

Recovered | ASP Drop

AN REZIY—ICE>TEREINZ 7 F—MCE. UTOBEHRZST
- Severity: 77 —RMDEKXKELARNIL, ZREFNDOEKRELANILIELSE
D7 U3y aERIETER
- Module: BSfBiER D75 — 2 MU H—FBANILAEY 2 —)LDIEE
- Alert: 8 E ULTcEKRKE L ANJVICIEL BB A E % EIR




Health Monitor Alerts - §2TE &

\\\\\\\

ContyuteHeat e - Health Alert Name: @40

4

——— — EHEEHIICERT B
W

Critical AMP Connec tatus SYSLOG-ALERT (Syslog) \ ‘— A ’ '

Waring AMP Threat Grid S N -

Normal AMP For Endpoints Status \

Error AMP for Firepower Status - > /_ — ﬁ

N S I EAZ
everity: BA1Z1T D IR
E2] IR (R 20
DEREDER(ELH

RA[)
N Module: AERAJLZE
U a1 — )L & BIR(IEHE

aaaaaaaaaaaaa

o
T L = T
c o 7 B
[l
283
=
l==]
E
=
:
8
g
}//

IRA[)
Alert: B 75 % 1#1R



Health Monitor Alerts — Alerts \BNEEE &

Active Health Alerts

HEALTH-ALERT

‘ Load ‘

Configure Health Alerts

Health Alert Name

Alerts

Severity Module Alert
Critical AMP Connection Status - SYSLOG-ALERT (Syslog)
Warning AMP Threat Grid Status
Normal AMP For Endpoints Status
Errar AMP for Firepower Status
Recovered ASP Drop

Threshold Timeout (Optional)

Advanced Snort Statistics
Appliance Heartbeat
Automatic Application Bypass...
Backlog Status
CPU Usage (per core)

_CPUUsage DataPlane 7

BRIAEZIENY %155
(&, Alerts Z#EIRURTE
MEEIF17E 7
Z—NRTE] 25
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Appendix: Health Policy €2 2 —IJU

. Health Policy TIEUTOEY 2a—ILABAESIh. h XY A XHAEE

No.

1

a ~ W N

yalot=1))

Policy Run Time Interval

AMP Connection Status
AMP Threat Grid Status
AMP for Endpoints Status
AMP for Firepower Status

ASP Drop

Advanced Snort Statistics

B L

s ANLRAF v RERDERE
« 7.0 LIBED T /34 RIZ[Z Run Time Interval DEAEARA SN 3
« 7.0 LBTD T /34 RIZ[F Legacy Run Time Interval DEAER SN S

cFTID M5 AMP 7 57 FADEHEMNKB LIZBIZT 5 — &8
« FTD A5 AMP Threat Grid 7 5™ FADEHEN KB L=BIZ7 5 — F & &4
« FMC M5 AMP 7 57 FADIEREMNKE LT 5 — b &840

s UTOEHIZRYF LEBEIZ7S— M@K
c FMC A5 AMP 25 KE KT AMP Threat Grid 7 579 KA Mk
BL=5E
c BEHEBOBSIEXF—IEDDIEE
e Threat Grid ~DEAIDHTIZL DT 7 A ILEEENELBR LI5S

» ASP (accelerated security path) ICTa®oavhrOoy FLEHEIZT
Z— hF@EH

« Advanced Snort D#fEETIEHR %510

T4 ME

* 14> (Run Time
Interval)
. 563\

N

E)
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No.

10

11

12

13

AFIY

Appliance Heartbeat
Automatic Application
Bypass Status

Backlog Status

CPU Usage (per core)

CPU Usage Data Plane

CPU Usage Snort

Bie

s TNAADLDN—FE—FDREEZFzvI L. N—FE—FDRT—4 R

[CEDWNTT7S5— FZ&EH

T IV —=2a N RABENETENNE SN EER

s BEETINAZAMND FMC ANA AR FEEDE. T—42D/\vy o ATH 305 UE

i L TEML TWAIBEICT 5— FZEH

cFIDDTARTHaAT7D CPU FEREDAREZEHRL., CPU EHREDRIE (%) &

HBALGRICT5— @A

cFIDDITRTOT—2TL—r 7O ROFHCPUEREDEREEERL.
CPU EREDRIE (%) ZBAT=HEIZT 57— b Z@EA

« FTD @ Snort 7Ot XM I CPU FHEED AR
(%) ZBAZEBEIZTS— ME@EA

BEHL. CPU EREDEIE

TI4IL ME
%

¢ Critical
Threshold 90%

» Warning
Threshold 80%

* Critical
Threshold 90%

» \Warning
Threshold 80%

e Critical
Threshold 90%

» Warning
Threshold 80%
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No.

14

15

16

17

18

AFIY
CPU Usage System

Card Reset

Chassis Status FTD

Cluster/Failover Status

Configuration Database

Bie

*FIDMDYATLTOELADEY CPUFREDATEFEHRL., CPUEREDE
E (%) #BABAICTS— &R

e Xy RIT—Uh—FhN—FHELGZEICKYBEBL. Uty FLEBEIZT
S5— hZEH

Firepower2100/1000> 1) —X H

D= NRTA—R (D7 URENPRELLE) 2ER
HREL-BEZBAIGAICT5— FEEA

FIDIZTUTDARY bR RELIZBRICT 57— & EA

« #FH LU Primary 7/31 A EA SN F-[&

« # L Ly Secondary 7734 A A Failover 22 34 > L&

* Primary/Secondary @ £ & 5 MY Faillover SN f=HE

*FMC DERET—ER—ADHY A XZEHBL, T—E2R—ZH A XHBE (%)
EBAEEBEICTS— ERA

TI4IL ME

e Critical
Threshold 90%
* Warning
Threshold 80%
3

ms

B

¢ Critical Chassis
Temperature
85%

» Warning Chassis
Temperature
75%

a3

* Critical
Threshold 50%

» Warning
Threshold 15%



5

Appendix: Health Policy €2 2 —IJU

No.

19

20
21
22

23

24

ylot=1))

Configuration Memory
Allocation

Connection Statistics
Critical Process Statistics

Deployed Configuration
Statistics

Disk Status

Disk Usage

Bie

cFIDIZEVT, TR ENEEEY A XL 2 TTNARANAEYRRITH
BUVRINHBBEIZT 53— FEEH

cFTD a4 > a UHEHBERE LU NAT ZHOEEEWR
cFTD MEELZ TOLRADIKE, ThboD) Y —RHEHESLUVBREEDHFER
cFTID AT 7aA &hf= ACE MEAS IPS IL—ILE EDHEHEREELR

T ITIGATUVARAEDIN—FT ARV ERILIDITAML—UR0 D (A VR
F—ILESNTWBEE) DINTA—T VA EEHE

T ITSATUVARLEDN—=FET ARV EIILDITTAI L= (A VR
F—ILENTWBIHE) ODFEAEINERE (%) ZBABEIZTI— FEEM

TI4IL ME

=k

e Critical
Threshold 90%

» Warning
Threshold 85%

e 2HD Critical
Threshold 99%

* 2HD Warning
Threshold 97%
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No.

25
26

27
28
29

30
31

32

k=)
Event Stream Status

FMC Access Configuration
Changes

FMC HA Status
FTD HA Status
File System Integrity Check

Flow Offload

Hardware Alarms

Health Monitor Process

ERBA
e FMC IZ T8 L1=4 88D Event QT H—/NDRAT—4 R EE4]

* FMC [Z7 2 £ X %47\ configure network management-data-interface 2 < >
FCOERELERZFER

* FMC @ HA RT—42 R B L UVREAR R #EEHR

*FIDM HA RT—R RA%ER

c TF7FANVRATLDEEHZERE L. £V XATLHN CC E— F/UCAPL £—
RONED., FHIEVRATFLMNDEY XF—ICTERSNEA A—CEETIT 515
HIZER

* Firepower 4100/9300 IZxf L TA 7 B — FO#HEHEREER

«FTD (MEBTINA R) DN— ROz 7XBHABEIDHIHE L UVN—FIT 7D

AT—RRIZEDWNTTS5— bE2EHM, Tz N"—FOz7EEDT—EVR
F—RRIZDNTHIRE,

cALREZA—BHARDRAT—RAREERL. FMC AREIZRIELIAILRA
RN MDD ENEEEF V) T HLDFHIBREFRBA-HEIZTS—FE
BE

TI4IL ME

35

e Critical Minutes
since last event
60

* Warning Minutes
since last event
30



Appendix: Health Policy Y 2 —JL

No.

33

34

35

36

37

k=)
Host Limit

ISE Connection Status
Monitor

Inline Link Mismatch Alarms

Interface Status

Intrusion and File Event Rate

Bie

« FMC M EERATREGZ R R FHIDFIRITE SN TSN E S M EHIBTL ., BRIEIC
EOWTT75— FZEEM

« FMC & ISE BIDEHIR R A ER

A TA Uy MIEERMITONR—FZERL, 1054 2RXT72DO0DA
VA= I —RANERLBZEEICTRIVI—aUvhRELESEIZTS—F
Z @5

B A —TIAREERHNA LV —TIAAD S T4 VI RAT—E2RIZHE

DE. M TAVIETI—FEREHETLEMNER

IBRBHEYDIPS AN FOYABEL LKL, BEZBABHRIZTS—+

LRSI

T4 ME

=L

e Critical number
Hosts 10

* \Warning number
Hosts 50

a3

=

a3

k)|

» Events per
second (Critical)
50

» Events per
second
(Warning)
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No.

38

39
40

41

42

AFIY
Link State Propagation

Local Malware Analysis

Memory Usage

Memory Usage Dataplane

Memory Usage Snort

Bie

e FTD £ 2 —JLZ{F+1= ASA5500/ISA 3000 &) —XIZBWT. 1 54(4 >
YD INT AL LEGES, Yoo Tang—2 3 0F—RA Y
H—LERBIZ7 5— &8

e O—AIILTILY T 7EITOBIEDER

cAEVEREZEMRL. AT EARORIE (%) EBAESICTS— MR
0

* Dataplane ICTERAIN D A TV ERAEHIREIE (%) 2B A EHEICTI— &
AN

s Snort ICTHERAINSD AT FEARLEME (%) BABEICT5— L EEA

TI4IL ME
cEM

¢ Critical number
Hosts 10

* \Warning number
Hosts 50

a3
B

¢ Critical
Threshold 90%

» Warning
Threshold 80%

e Critical
Threshold 90%

* Warning
Threshold 80%

* Critical
Threshold 90%

» Warning
Threshold 80%
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No.

43
44
45
46
47
48

49
50

51
52

ATdY
MySQL Status
NTP Status FTD
Platform Faults
Power Supply
Process Status

RRD Server Process

RabbitMQ Status

Realm

Reconfiguring Detection

Routing Statistics

BiEA

« MySQL T—2 R—XDE1R

« FTD O NTP B %D EH# % & 17

* Firepower1000/2100 [CTHEEMNRKELIZBEICT7 55— FZEH
cFMC DEBERZEHRLAT—E2RIZEHINTT7 5— FZEH

s TOEREFERLAT—FRIZEINTTZ S5— @A

« FMC RERT#E L TLV % RRDtools MIREEZEMR L. RE L-FEEICZET S
TOtRAOBEBAEREINIBRICT 5 — FEEH

* FMC [ZT RabbitMQ X 7—% A DER
* LILLAFERFA-YOF—HHLEIE (%) ZBAGEICT 53— F&BA

c EBFNARICTHEBEEN I AILLEEEIZTS— 2B
s FMC IZTETFEDIL—T 4 0 T—TILDETR

T4 ME
B
3]
35
E=Bol
B
B

e Critical Number
of restarts 3

» Warning Number
of restarts 2

a3

35

* Warning Users
mismatch
Threshold % 50
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No.

53

54

55

56

57
58
59

k=)
SSE Connection Status

Security Intelligence

Smart License Monitor

Snort Identity Memory
Usage

Snort Statistics
Sybase Status

Threat Data Updates on
Devices

BXEA

s EETINA AMSSE U 59 EANPDEZEARIILIzE. TO®RI T ERA
BHECERWNMERICT S — EEM

ctEXaAUTAAVTIDIVREFERAL. ADOFMC AT —FEEHTER
W, Z4—FT—420BIEL TS, FLEBHEAGELIP 7 FLANEEN
TWEWBAIZTS— MR

FMC @ Smart Licensing Agent & Smart Software Manager FICTULTO I

S—RELEBEICT 5 — bEEH

« Product Instance Registration Token O BXEARAIN-15E

« Smart License MERMERL L TLVEWNMEE

 Smart License MBI E(EFHES 1 £ XROBENHRINUIN-HE

« Snort ID LD A E Y FEAEDRE (%) 2B ATBRICT 77— M &EH

cFIDICTARY b, 78—, /X5y b®D Snort #isHERZEER
* FMC IZT Sybase @ T—42 X—X %E R

CBET—R2OEFNI TV KDDL FMC ~300EICEFH NS, L. BE
LE-BRRNICAKBEBRAEFHF NG o258, 75— &R

TI4IL ME

S 3]

=L
¢ Critical
Threshold 80%

=L

» Send critical alert
after (hours) 24

» Send warning
alert after (hours)
1
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No.

60

61

62

63
64

65
66

67

ylot=1))

Time Series Data Monitor

Time Synchronization
Status

URL Filtering Monitor

Unresolved Groups Monitor

User Agent Status
(deprecated)

VPN Statistics
VPN Status

xTLS Counters

Bie

* FMC OBRINT—45 HEAANY FADY Y M E) AREFEATVET ALY
FURICT, BRLEI7MILOFEEEFSFVIL. T7AIVISHEBTSY

AT ENTHIBRENGHERIZT 5— & &

‘NP ZHERALTHINERETATNA ROV I ENTPY—/1 Do Oy &
DRPZEHL. VAV IDENORERBASGRIZT I — FEEH

FMC DUTDEEIZT vy FLI=BE. 75— LE&EA

s Cisco 7 5 EAMZEEXITHKEK

cRLEBEBT—ADEHFEI SV ENALADA—RTERL
s URL LW 7w THHEL LY

cRY—ERANDTIL—TEER

s 1—HI—Txr FDELR
=L, FMC 6.7 LIRID#EETH Y . 7.x TIXFEHI LG

« Site to Site VPN 4> Remote Access VPN @ k > = )LEKEHIEH % B 18

» Site to Site VPN 4> Remote Access VPN @ k > R )LD IKEE & B4R
s RURIAEOUEBRAMLI-BET S5 — MZ @A

*XTLS/SSL Z7B—, A EU—, Fr vy 10AMEZER

TI4IL ME
%

a3

=L

» Send critical alert
after (hours) 24

» Send warning
alert after (hours)
1

a3
a3

B3
B3

S 3]
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HM#E1ED EDARE

« RERTIF Syslog H—/\ADOF v % dulyZEEEH

EEE
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FMC
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- A7 v 772 : Logging Destination %%

=) g

- 25w 73 : Syslog Settings %X

===

« 27w 74 : Syslog Servers 57

Syslog H—/\H%, FMC K DEREDENZ XY hT—J BT AV MNIEELTHBHEMHELET S
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Logging Setup

- OF VT DERTE

Devices Objects AMP Intelligence

Device Management QoS

Device Upgrade Platform Settings @ DeVICG > P|atf0rm SettlngS E7 IJ ‘y 7
@ ERFEHD FTD-Policy DINEY—0 %Y

Certificates

VPN @ U Y 7

N

e Site To Site

2]

e Remote Access

'I( Dynamic Access Policy

Troubleshooting

Platform Settings Device Type Status
T Targeting 1 devices =
FTD-Policy Threat Defense Up-to-date on all targeted devices -
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Logging Setup 2% (%%

FTD- POIlCV You have unsaved changes

Enter Description

Policy Assignments (1)

ARP Inspection Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

Banner Basic Logging Settings

DNS Enable Logging

External Authentication [

:l Enable Loggind e failover standby unit

Fragment Settings

[CJ send syslogs in

HTTP Access —
|7| Send debug message

ICMP Access

Memory Size of the Internal Buffer
SSH Access

4096

SMTP Server
SNMP
SSL VPN Logging Settings
Syslog Enable Logging to FMC §
Timeouts Logging Level @ SyS|Og & IE*R
Time Synciloniza g | errors v @ Eﬂab|e Logglﬂg ‘-:7' I 7

Time Zone

UCAPL/CC Compliance Specify FTP Server Information

[ | ETP Server Buffer Wran

ZA|A =3 —T SMTP Server. SNMP &% YU v
9352 ETA—IL. SNMP EBEHAIEE

nd/or its affilia

All rights
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Logging Destination

- OV DEfF T ZETEE

FTD-Policy

Enter Description

Policy Assignments (1)

ARP Inspection Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

Banner

+ Add

DNS

External Authentication Logging Destination Syslog from All Event Class Syslog from specific Event Class

0)

Fragment Settings

HTTP Access

ICMP Access Add Logging Filter

(@ Logging Destination % ji&iR

Logging Destination Syslog Servers v

@ Logging Destination T Syslog Servers %

Console ] igj:R
®

Event Class SNMP Trap | Severity
E-Mail

Event Class | Internal Buffer | inform|

SSH Sessions

All rig Public




]

Logging Destination §27€ (#t =)

- X9 507 DERZEE

Logging Filter

ging Destination Syslog Servers

Event Class Filter on Severity

Filter on Severity

Use Event List

ent Class Disable Logging

v v

) a
K3

® i Syslog §
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informational
emergencies
critical

€rrors

| alerts
is to d

warnings

notifications

informational

debugging

@

+ Add

(D Event Class T Filter on Severity % &R
@ DEICIELTYEYT%ER, TIT

IE “notifications” TE&FE
8@ KEIUYY

EK
O™
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Logging Destination %7€ (it =

- OKZT Uy 7% UTOXSRITHRR

Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

+ Add

Logging Destination Syslog from All Event Class Syslog from specific Event Class

Syslog Servers Filter on Severity:notifications _f"i




Syslog Settings %7€

- Syslog XAy t—IY DHIERE%EEME

Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

Facility @
I LOCAL4(20) v ] @

Enable Timestamp on Syslog Messages @

Timestamp Format

| REC 5424 (yyyy-MM-ddTHH:mm v ] @

[:] Enable Syslog Device ID

D NetFlow Equivalent Syslogs

Syslog ID Logging Level Syslog Settings EigTR
106015 (default) FaC”ity Eig?R

BT L T Enable Timestamp on
Syslog Messages ICF v ¥
Timestamp Format % &R

106023 (default)
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Syslog Servers %7€

« Syslog Ay E—IZ M9 B5ED Syslog U —/\FRTE % £

Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

Allow user traffic to pass when TCP syslog server is down (Recommended to be enabled)

Message Queue Size(messages)* @
[ 512
Interface IP Address Protocol Port EMBLEM SECURE

+ Add

(@ Syslog Servers % i#EiR

@ AddzxoYUvy
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Syslog Servers &

ZTE ( \}bg)

« Syslog Ay t—YZHNT B5KD Syslogt— /&%

4=

17

Add Syslog Server [}

S N

Device Management Interface

IP Address*
Protocol (g TGP
Port | 1470

Leg Messages in Cisco
EMBLEM format{UDP only)

Enable secure syslog.

Reachable By:

® Security Zones or Named Interface

Available Zones C Selected Zones/Interfaces

Q, Search Add ]

sy Inside_Zone

& Outside_Zone

Interface Name

Ceneel m

New Network Object

MName

| SYSLOG @

Description

MNetwork

. Host@_‘- Range
[ 10.71.128.107 @

[ Allow Overrides

() Network

| FQDN

Cancel

Save

“+’ DEBMFXAAVED
1) w27, Network Object
{EREE A R

Name Z AN, T
[ "SYSLOG” &E%%E

Network f&BID Host %
Fvy

Syslog —/XD IP 7R L
A& AT

Save 297 Jwvy

74



Syslog Servers F27E (#=)

- Syslog Xy t—I%=HHIT 55D

R Add Syslog Server
Syslog Y —/\Z & E
IP Address* | SYSLOG
Protocol () TCP . UDp@
Port | 514 @

Log Messages in Cisco |
EMBLEM format(UDP only)

Enable secure syslog.

Svslog Ayt—IXE7ONIILEEIRT

5, CCTIF UDP &IEIR @ ¢ peermsmnnere
BERICR— M %ZEET D, CZTlE514 %
LE—E-*R Q, Search

Reachable By T Syslog X v t—J MD%EE o

TTETBAVT—T A RA%ZERT S,
Z Tld "Device Management Interface” %
ER

OK %7 I) ‘y 7 Interface Name
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Deploy

Deploy Q @ {* @ adminv pepoy @ @ 3 @

Deployment %{

PONCY ASSIic

You have unsaved changes

®

1 device selected
Deploy time: Estimate [RS8

Last Deploy Time Preview Status

[ Q. Search using device name, user name, type, group or status

Device Moedified by Inspect Interruption Type Group

> FTDvO1 admin, System FTD

®

Apr 12, 2022 6:54 PM E I Pending

Save 27 Uy I LTEE%RTE
Deploy - Deployment &4 1) v &

TEIN-HR/EZEED L, Deploy HHHERBICF v I EANDS
Deploy 20 Vv ¥
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- BIZIE FTD @4 % —7 =4 R GigaEthernet0/0. 0/1 @ Down & Up Z{To>i8A.
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|/7|'\— |\ #&ﬁb
« FMC &DFE). LUK IFRT V12— TLR—bZERTES
« LIR—PMICEDBARABITHARAIVNAXT S EHOEE

PDF/CSV/HTML ¥y yo—f ~ BEH

LAR—bFERTT2—)) A—=Ib
"1 v h >

.




L 7R

FEILR— MMERK

—hDERXRETHEEICT VR,

Analysis Policies Devices

Context Explorer

Unified Events

Connections
Events

Security Intelligence Events

Intrusions

Events
Reviewed Events
Clipboard

Incidents

Files

Malware Events
File Events
Captured Files

MNetwork File Trajectory

Objects AMP
Hosts.

MNetwork Map

Hosts

Indications of Compromise
Applications
Application Details
Servers

Host Attributes
Discovery Events
Vulnerabilities

Third-Party Vulnerabilities

Usars.

Active Sessions
Users

User Activity

Indications of Compromise

Intelligence

Corelation
Correlation Events @
Allow List Events
Allow List Viclations:

Status

Advanced
Custom Workflows
Custom Tables

— =

o C

Reporting &2 U w4

(® Analytics - Connection - Events % &R

Tl& Connection Event Z##lIcd %

ZDMDA XY hHEERIC. ReportingZzo Uy PI935 ET

LR—hZFETERTES

Geolocation
URL
Whoi i
9 "cll's‘":l‘;' Flrepower Managgmgnt Center Overview Analysis Policies Devices Objects ANP Intelligence Deploy @ e £+ @ admin~
Contel Analy = Events
—
This Page | ing | D | View | Search I-— defined S h v‘
Searc
Connection Events s @
Il 2022-05-17 08:52:49 - 2022-05-17 09:52:49
Expanding
Neo Search Constraints (Edit Search)
C i with Details Tabile View of Connection Events
| Jump to...
§ . . Ingress Egress Source Destination —
First Last " Initiator  Initintor Responder  Responder " N Application . Wab URL URL N
+ packst Packst Action Reason | o Country 1P Country g:‘:‘c"" m""" f'c"ﬁmm mmup Pratocol Client | poplication  YRL | Category  Reputation | D9Vic®
U
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FEIL AR— MMERK (fit

FEEMLR—BDINTA—5 ZIETE

aln FIFEDOWET Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deplo; i
admin Y
€ISCO  Overview [ Reporting / Report Template Designer v g 9 ploy Q @ [N -}
—
Reports Report Templates
Report of Connection Events l + @
Report Sections ol ¢ BET = 4
fli ¥ Connections with Application @ + w
Table l Connection Events v I Section Description  $<Time Window>$<Constraints> rd
Preset l None v I Time Window [ | Inherit Time Window @ Last hour
Format Maximum Results [ 10000
Search I None v e
Fields  First Packet, Last Packet, Action, F K
Preview
i v Table View of Connection Events + w
Table l Connection Events v I Section Description  $<Time Window>$<Constraints> e

_— ] Report Title ZWEIZIHL TZE
Format I!Ilgl H
20 CTSCO anajor s armiates. Al HU; eservea CISCO FUDNT Genera e % 7 IJ ‘y 7




FELR— MERL (T E)

FEERLR—bDODHAERZEE

Generate Report

File Name & Report Title A’8| Z#tA N S,
ZEI ST EHAEE

Report Generation Information Output Format %IE?RO EHNS HTML.
PDF. CSV 74—~ b (1BEUEIRT

® File Name l Report of Connection Events + ﬁb)
=

el WEIZIH LU T Relay Host ICTLR— M &
PE(E9 % Mail Relay Host #1587
@ Relay Host  No Relay Host Configured! & Generate %7 IJ \yy7 =

@ Output Format
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AR UL R— b OWERR

Overview Analysis Policies Devices Objects / OverVieW = Reportlng %ig Ro QEEE;\}%J} |/7|—\°_ I\ @—%%iﬁ
[— oy FERIT 2WHDLKR— D Time Completed DIFICHEEAN TR
Dashboard Inlrus:mn Event Statistics é n-( l,\ % : t %EEH’L\O E H%b{§ é n-( L\n‘i\ I//-I_:— |\ @
B S HERALIE DT T B H
I Reporting Discaver\; Statistics EEH?E\N%@ I//-I_:— I\ ‘: a—— I \y 7 Ekn%
Discovery Performance Download %7 IJ \y 7

Connection Summary

Report Templates

@

Name Time Requested Time Completed User Location Status

Report_of_Connection_Events-20220517012246-29238.pdf

a a0 a ©|}
=]
=

Reports 2022-05-17 10:22:46 2022-05-17 10:22:47 admin Local Successfully Processed
foper ol Comnection fuenis 2022051 /012246 25238 20 2022-05-17 10:22:46 2022-05-17 10:22:47 acmin Local Successfully Processed
(/] Dorall BICIEEER s 2R 220 S2sSa 2022-05-17 10:22:46 2022-05-17 10:22:47 admin Local Successfully Processed
© 2022 83
[ Download ] [ Delete ] ‘ Move ‘

Storage Location: fvar/sf/reports/ (Disk Usage: 14%)




S2Z LR—MNDARIIAX

LAR=MEEII 3 VDEMPEEELE WD AT YA XD A[EE

el  Overview  Analysis  Poliies  Devices  Objects  AMP  Inteligence oepioy @ @ £ @ admin
Report Report Templates
Report of Connection Events +
Report Sections M- eMBETZ 4
A ; PN

Table | Connection Events v Section D S<Time i s ®

Preset  None *|  TimeWindow | | Inh nerit Time Window @ Last hour

chchchchch PR i | 00

ccccc Non 4

Packet, Last Packet, Action, s

il ¥ Table View of Connecticn Events +w

Table | Connection Events se $<Time 4

Preset | None ncow Inherit Time Win [-] ol

aaaaaa Wl e s 0000

BT %ty 3 iERIDE#EIR, Bar Chart / Line Chart / Pie Chart / Table View / Detail View / Text
Section / Page Break / Import Sections from Dashboard, Summaries, and Workflows & D57

I3y TEDHRITA XHAREE, Tablef&Rl] (Table) . LAR—KMICE®SH BREFTSLME (Search) .
LiR— b XdRDEAAE (Time Window) . ®in9 %7 4 —JL K (Fields) &




2ZEZ LIR—bTVTL—MDEE

FIANNEEPNRY ARELLLOETY T L— h—E & D EEALE

Overview Analysis Policies Devices Objects 4 @ OVerV'eW - Repor'“ng %E*R

[ — ® Report Templates % &R
Dashboard Intrusion Event Statistics @ %*E*%{f%%?fmﬁgo Generate / Copy / Export/ Edlt / Delete
e e X 7=72 L Risk Report Templets TDH D Generate D

Intrusion Event Graphs

11Tl

f Reporting Discovery Statistics

Discovery Performance

H Reports Report Templates @

Create Report Template

Risk Report Templates Last Modified

Advanced Malware Risk Report 5%2(12'625’ 1)17;3%138 @ B
. 2022-05-17 10:37:38

Attacks Risk Report Modified by “admin” =

2022-05-17 10:37:38

Network Risk Report Modified by "admin” E

Templates Last Modified

Attack Report: S<Attack SID> 5\%%11&;513?'2;33"17 BBl v

211217050 TEPE
D FirePOWER Report: $<Customer Name> a%%ilﬁ;c%_t:lz'gdan?:"” BBl v




27 a1—)l LiIR—MaER

AT 21—l AVICT. LIR—MNERTY AV 2 TEEH

Phjects AMP Intelligence Deploy Q @ i+ @ adminv
Configuration Logging Monitoring @
Users Security Analytics & Logging Audit
Domains Syslog JJ:E?— 7 % 7 IJ \y 7
Integration Health Statistics .
SecureX m Manitor TOOlS \® SChedU“ng %7 IJ \y 7
Updates Policy Tools % 7 IJ “w 7
Events Backup/Restore Ad d Ta S k /
Licenses Exclude @ I Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses Data Purge
Policies Devices Objects AMP Intelligence Deploy Q @ I+ @ adminv
@) o oo |
2022/5 > >l
Wed. Thurs. Fri. Sat.
4 L3} 6 7
\Week\y Software Download
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E Ry (FE )

LAR— D& SRETZERmEZHR<. <2 TIFERICIER L 7= Connection Event %38

RTRT Y a—IUE

New Task

® Job Type l Report vl

@ Schedule task torun () Once @) Recurring

@ Start On l June - “ 1 - H 2022 v | Asia/Tokyo
@ Repeat Every [ 1 l : ) Hours ) Days @ Weeks ) Months
@ Run At l 4:00 ‘H Am .l

Repeat On [ | Sunday [ | Monday [ | Tuesday [ | Wednesday [ | Thursday | Friday @ Saturday

—
Job Name | SCHEDULE_REPORT (7)

Report Template l Report of Connection Events v l Edit

Comment

Email Status To  Not available. You must set up your mail relay host.

)
®
©)
O)
®
®
@

©)

©)

Report % &R

EDIRLDIEELE LT Recurring ANF v 7% A
ns
LIR—MNERY RV OAFERB%ZEE. 2T
(& 2022FE6RH1H EEE

LIR—MNERY R DEEZIEE. < TIHER
TERTE

EITHEZIEE. < 2 TIFHT 4:00(C0IE % B
A

ETEH%ZEE. CZTIXHEICUEZRIS
Job Name # A}, & ZTld "SCHEDULE_
REPORT” £ AN

H 9 % Report Template ZEET DHID RS
4 R TYERX U 7= Report of Connection Events %
BE

Save 20 vy
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Phiccts AMP  Intelligence Depioy & @ £ @ adminv
\ - ° = > = Configuration Logging Monitoring
—_— —_ —_— \ = yg 0 L
[ . / \ [ 1] \KY H b Users Security Analytics & Logging Audit
Domains Syslog
Integration Health Statistics
securex [[EEIN Monitor
Updates Policy Tooks
Scheduling
14 15 16 17 18 15} 20 I |
‘eekly config only backup _
Week! fi ly back SCHEDULE_REPORT
[Weekly Software Download | Data Purge
21 22 23 24 25 26 27
[Weekly config only backup | SCHEDULE_REPORT
[Weekly Software Download |

28 29 30 31
[Weekly config enly backup |
Task Details
Name Type Start Time Frequency Lost fun Losun NextRUM | Greator | Domain
Every Week " s o=
SCHEDULE_REPORT Report 06/01/2022 04:00 on Sn;lurday Not run yet (] NfA admin Global s

REUVLEBDICYRIDPMRFSNTWNS L 2R, BEAEALRE LD, FRBADLSICHEL TNS

IRV %Y YU BE Task Details b“FExL_?_%Té nd, CIHoyRIDETIRAR. RE/HIFRDERIEH TTEE
RS nfcLR—MEFEEEMLAR— N ERERIC. Overview > Reporting > Reports & D HEFEH ATEE
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REBETDOLR—BMERDEIRE. Ul BRFBILDITEIIEUTDED

Deploy Q, 66 #+ @ adminv

Login Banner

Management Interfaces

Network Analysis Policy Preferences

All rights reservec

Deploy o €€ 1t

Intelligence
»
D Configuration Logging Monitoring

[
Users Security Analytics & Logging Audit
Domains ot
Integration FMC : : : - .

R Overview  Analysis  Policies Devices  Objects AMP  Intelligence

H Configuration
secureX [
Updates -~
P HTTPS Certificate
Licenses Information
Smart Licenses Intrusion Policy Preferences

@ Select a Language | Japanese

Classic L\c Language

v

HE < — H 5 Configuration %
g0y

Language &2 J v ¥
Japanese % &R
Save 27 ) wy

@ EX

Al Firepower Management Center

CISCO  LRT L/ HRE

CLIZA LT |
DNSFv v 31
HTTPSGIEAE
REST APIEE

SNMP

UCAPL/CCO>TSAT 2R

VMware—JL.
Webf2H7

e

Select a Language

Fari RU=— FIAZ ATz o+ AMP Intelligence
) 2]
FREFICRLELE.
Japanese v
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Attack Report: S<Attack SID>

BHEEH
2022-05-17 11:24:27
FEH: admin

2022-05-17 11:24:27
FEH: admin

2022-05-17 11:24:27
FEH: admin

BHEER

2021-12-17 08:09:17
FEH: admin

LR— bR

LR— HERRER

TG | Ry RD—IUZILA—
AA D B Last week
U=t UL—RIAREEENTOERA
oL S Exot
ABINSGA=F
Company Name | DROATAT LAABESH |
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L |

Contact |

xxxxxxx@cisco.com |
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« FMC. FTD &R 9 %7 7 — NEINBEP T —/\ANOFX >V I 9 % 2 & AR
s WHRERSBD 77— METE

‘Health Monitor Event MEBERDAT—F XICET D7 7—

Audit Log Event EEOJD7S—h

Connection Event Access Control Policy IC&5ARXI 3 VARYMDTZ—b

|Discovery Event Network Discovery @77 5 — bk

|Impact Alert Intrusion Policy 1 XY kM55, Impact Flag ICIG L7 5 —k

Intrusion Event Intrusion Policy @7 5 — bk

Corvelation Event CoLr/e_Iation Policy D7 52—k, &M ZEEL. 77— MBA
EXRIT

Network Malware Event Network AMP 75—k




Snos e
=RXTEDN

- 27w 71 : Health Policy f&&%
- 27w 72 : Syslog Alert {ERX
« 27w 73 : Health Alert fEa & Syslog Alert B8EST 17

Syslog H—/\H%, FMC K DEREDENZ XY hT—J BT AV MNIEELTHBHEMHELET S




Health Policy HE&E

- F7 A NTEES N T BHealth Policy % fEsR

Pbjects AMP Intelligence Deploy Q @ Z+ @ adminv
i U
Configuration Logging Monitoring
- Users Security Analytics & Logging Audit
=l Domains Syslog
Integration Health Statistics
secureX [IEEXD Monitor
Updates Policy @ Tools
Events Backup/Restore
Licenses Exclude Scheduling
Smart Licenses Monito
Classic Licenses Policy Name Domain Applied To Last Modified
2021-12-17
o ey 2071121622097 S S P PR
"admin”

HEY—7 Z&IR
Health F® Policy % &R

T7AINTEEIN TS Health Policy EDSE7Z A AV %IV vy
77 # )L M EED Health Policy I& Description #8(Z ” Initial Health Policy” & 52&h 3 %




Health Policy &z

=%=

1hJL

- T7AIL M TEEREEZIN TS Health Policy % FEER

Policy Run Time Interval
AMP Connection Status
AMP Threat Grid Status
AMP For Endpoints Status

AMP for Firepower Status

ASP Drop

Advanced Snort Statistics

Appliance Heartbeat

Automatic Application Bypass Status

Backlog Status

CPU Usage (per core)
CPU Usage Data Plane
CPU Usage Snort

CPU Usage System

Editing Policy: Initial_Health_Policy 2021-12-16 23:09:36

Policy Name | Initial_Health_Policy 2021-12-16 % |

Policy Description ‘ Initial Health Policy ‘

Legacy Run Time Interval
(mins)

s
Run Time Interval (mins) ‘ 1 ‘

Note : Changes to Run Time Interval will restart the health
monitoring process.

Policy Run Time Interval
AMP Connection Stat
AMP Threat Grid Status

AMP For Endpoints Status

AMP for Firepower Status

ASP Drop

Advanced Snort Statistics

Appliance Heartbeat

Automatic Application Bypass Status
Backlog Status

CPU Usage (per core)

CPU Usage Data Plane

CPU Usage Snort

CPU Usage Svstem

BT 5 — b~ DREZ R

Editing Policy: Initial_Health_Policy 2021-12-16 23:09:36

Policy Name | Initial_Health_Policy 2021-12-16 % |

Policy Description ‘ Initial Health Policy ‘

Enabled

Save Policy and Exit

5 Z_ £ AMP for Endpoints Status @ Enabled @ On ICF = v 7 A
AD2TWBH, COT7T7—MNEIEMTH S EHMHERAEE

Public




Syslog Alert YERY

. Syslog Alert Z{ER%

sis Policies Devices Objects AMP Intelligence
Acce: MNetwork Discovery Actions
. 1 ce = —_
Ith P Access trol Application Detectors Alerts & Create Alert -Z: Emall\ SNMP %%?Ra-% t Hﬁ‘k— x_)l/\
- Intrusion Correlation Scanners 1 — 1 Ry L
& File Groups SNMP @ﬁl/:E?b\E.l-ﬁb
e DNS Modules
Initial  gentity
MPfol  SSL Alerts Impact Flag Alerts Discovery Event Alerts Advanced Malware Protection Alerts Intrusion Email

On Prefilter
T Create Alert v

Create Email Alert
Create SNMP Alert

Name Domain

Create Syslog Alert

(@ Policies & &R

@ Actions T®D Alerts % 2R
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public @ Create Alert 0)70}L7\|7 yJ: D Create SyS|Og Alert % 7 |J \y 7




Syslog Alert fERY (fk =)

Edit Syslog Alert Configuration (7] . Syslog Alert E«EEE

[ SYSLOG-ALERT ] (‘D

[ 10.71.128.107 ]@

[ 514 ] @

Facility

[ouz " @ Name %A, & Tld ’SYSLOG-ALERT” £33
Severty Host (T Syslog H—/\DIP7 KL X% AN

Crome L ® Port [ Syslog H—/XDK— FEEE AN, F7 Ak
Tag ‘j: 51 4

| l Facility % %R
Severity Zi&iR, T Z TIE’NOTICE” &9 %

Save #z0 V) wv 7y

lic

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Pub
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Health Alert fEmX & Syslog Alert BEE{T 17
@®

Objects AMP Intelligence Deploy Q @ ¥+ @ adminv
Configuration Logging Monitoring
Users Security Analytics & Logging Audit
Domains Syslog
Integration Health Statistics
secureX [[IEZR Monitor
Updates Policy Tools

Events Backup/Restore
Licenses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses @ Data Purge

D HEY—7 ZER

@ Health ®® Monitor Alerts % iR

©
©

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Health Alert ¥R & Syslog Alert BEE(T 1T (=)

Configure Health Alerts

Health Alert Name @

[ HEALTH-ALERT ]
Al

Severity @

Module @

Alert @

Critical AMP Connection Status
Warning AMP Threat Grid Status
Normal AMP For Endpoints Status
Error AMP for Firepower Status
Recovered ASP Drop

Advanced Snort Statistics

Appliance Heartbeat

Backlog Status

CPU Usage (per core)

ADIlllanma Nata Diana

Automatic Application Bypass ...

SYSLOG-ALERT (Syslog) (Inactive)

Threshold Timeout (Optional)

(in minutes)

Q] -

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

Health Alert Name IZ Name %& A
71. T ZTlE "HEALTH-ALERT”

95

Severity Z&ER, CZTldET%
BEiR

Module Z#EiR, CZTld2T%

R

Alert TERGEH D ”SYSLOG-
ALERT” %i&iR

Save 27 V) w7y

100
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E. X

875—hD
HE

Health Monitor Event

DD 7

= —

BREZITOAZ 21—
]

MEEBFDRT—Y RICETZT

5—k

N EXTE

[CDU\T

EBEA= 21—

Health Policy
QEE Y —7 > Health > Policy

Alert
(MPolicies > Actions > Alerts

Health Alert
(DEgE~—7 > Health > Monitor Alert
@OFERAT 2 Alert z—& L DIEE

Audit Log Event

BEEOZ/O75—h

Audit Log
OEE Y —% > Configuration > Audit Log

Connection Event

Access Control Policy & % %

Connection Event

744N NDTZ—F (DPolicies > Access Control
@7 77— MBI ZIL—ILDEEN S Access Control Policy % i
E/NN
(®Logging ¥ 7 T Default Syslog Settings Z %
Discovery Event Network Discovery ® 77—k Alert

(MPolicies > Actions > Alerts
Discovery Event Alert
(DPolicies > Actions > Alerts > Discovery Event Alerts

OFERT 2 Alert 2 7LV K DIEFE




BE ZOMOTS— FEEICDONTO

\

BTV I— M NDEREZITOAZ 21—
I8H Bz BHEAZ1—
Impact Flag Alert Intrusion Policy 1 X kD55, Alert
Impact Flag ICIG U777 Z— b (MPolicies > Actions > Alerts

Impact Flag Alerts
(DPolicies > Actions > Alerts > Impact Flag Alerts
@OFERT B Alert 2 7ILFT IV L DIEE

Intrusion Event Intrusion Policy @7 5 — bk Intrusion Event
(MPolicies > Access Control > Intrusion
@7 7 — NEBMICT B Intrusion Policy % &R
(®Advanced Settings > External Responses




BE ZOMDTS— FREICONTO

"B Lz EmA=a1—

Correlation Event Correlation Policy ® 7 5 — Alert
(MPolicies > Actions > Alerts
Correlation Policy
(MPolicies > Correlation
@7 Z7—hEMICT BIL—ILDEZEN S Correlation Policy % &R
®7 35— MBMICT % Correlation Rule %3&R
@{EFT % Responses % Alert —E L Di5TE

Network Malware Network AMP®D 7 5 — k Alert
Evert (MPolicies > Actions > Alerts
Advanced Malware Protection Alert
(MPolicies > Actions > Alerts > Advanced Malware Protection Alerts

OFERAT 2 Alert 2 7ILF IV L DIEE




2% Audit Log Event 5% EE M

@M

—
Objects AMP Intelligence Deploy Q @ ¥+ @ adminv
I Configuration @ Logging Monitoring
Users Security Analytics & Logging Audit
Domains Syslog
] Integration Health Statistics -
Access List
SecureX m Monitor
Te . Access Control Preferences
U Updates Policy Tools
Audit Log @
Events Backup/Restore Send Audit Log to Syslog | Enabled v |@
Licenses Exclude Scheduling Audit Log Certificate
ot Re liati Hosts (Up to 5) | |
Smart Licenses Monitor Alerts Import/Export T REEE R
Classic Licenses Data Purge DNS Cache Facility | USER v |©

Dashboard Severity

COﬂfig uration & E?R Fmail Notification Send Audit Log to HTTP Server
Aud |t Log % igj:R External Database Access URL to Post Audit

ZILF Y & D Enable %3B4R e
Syslog H—/\D IP 7KL X% AN

Facility % &R

Severity % #iR

Disabled v |

|
|
EE ? — 7 & lgj:R Database Tag (optional) | |
|
|

INFO v |®



£:#: Connection Event 5% 7E B

Access Control Policy Domain Status Last Modified
_ Targeting 1 devices 2022-05-13 11:51:13 .
ACP-1 Global Up-to-date on all targeted devices Modified by "Firepower System" PE a AN |

Enter Description

®

Rules Security Intelligence HTTP Responses Logging A Advanced

Default Syslog Settings:

The following configuration will be used for all syslog destinations in this AC policy and all included SSL, Prefilter and Intrusiol
policies unless explicitly overridden.

Send using specific syslog alert @

Syslog Alert
l SYSLOG-ALERT @ -~ l +
Use the syslog settings configured in the FTD Platform Settings policy deployed on the device = — 1
. SRTENHR E T B Access policy % B <

Syslog Severity

Logging ¥ 7 & #ER

ALERT v

[Send using specific syslog alert] ICF v &

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 1%% j- % Syslog Alert % j)bg‘lj y ; D ig*R




2% Connection Event

]

A5 XE B H] (#5c S

Rules  Security inteligence  MTTP Responses  Logging A Advanced Prefiiter Policy: Default Prefilter Policy SSL Policy; SSL-POLICY Identity Policy: Nane
Eiierby Device | ¥ Search Rules = Show Rule Conflicts @+ Asd Category
. . . Sou Destinat...
o oteme NN W e e Gen e 2N P W Omec  Dmmc A BOBAZEW p
~ Mandatary - ACP-1(-)
There are no rule i section. Add Rule or Add Category ®
« Default - ACP-1 (1-3)
L] L] Bl 7% Py
Z ekl o Any [Except © Manitor glos%
3 CATCH-ALL 4 " © Alow o5 alo »5
- R TRE
Action Time Range
© Allow v eRn . B None L5
gnph.jj_% t a_ % — Zones Networks VLAN Tags A users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
A AE XY % Access Rule % i il
. ag Log at Beginning of Connection
Logglﬂg %%*R Log at End of Connection
= \Y File Events: - =
Syslog Server [CF v Y o pgging) Show Overrides
h 1w Send Connection Events to
ow overriaes
g =5 M . Firepower Management Center
Overrlde é ﬁ % EXE t L/ T ~ Severlty\ Syslog Server  (Using default sysiog configuration in Access Control Logging) Hide Overrides
0 : | = — ] Override Severity | ALERT v
{EA9 % Syslog Destination ¥ & 6
Override Default Syslog Destination | Select a Sysiog Alert Configurath v = ==
SNMP Trap
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
! Cancel Save




. . — n, L ——
—
= ISCovery event g E
-/ " n
D Policies Devices Objects AMP Intelligence
B Access Control Network Discovery Actions
o ement Center ; - )
Access Control Appllcatlcn Detectors Alerts | Discovery Aorte Overview Analysis Policies Devices AMP Intelligence Deploy |
Intrusion Correlation Scanners Discovery Event Alerts Advanced Malware Protection Alerts Intrusion Email
Malware & File Groups
Alerts
DNS Modules
[ Select alert responses to use for discovery event alerts. You must click Save after you make your selections.
Identity Instances
B Syslog l SYSLOG-ALERT v I @
SSL
Email l None vl
B Prefilter
SNMP l None vl

Policies % &iR
Actions M Alerts % &R
Discovery Event Alerts % &R

{EAT % Syslog Alert Z FILF > & DiE
PI— R MTAHRETBDAANY MAFITYVIEAND

© 2022 Cisco and/or its affiliates. All rights reserved
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Events Configuration
Select the event types for which you want to generatg

Event Syslog

@

Email Notificati SNMP

Add Client

Add Host

Add Port

Add Protocol

Add Scan Result

Additional MAC Detected for Host

Client Timeout

[CHCH<H<H<N<H<M<]




\
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il
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22 Impact Flag

(D Policies Devices Objects AMP Intelligence
B Access Control Network Discovery Actions
Access Control Application Detectors Alerts @ =
J
Intrusion Correlation Scanners Alerts Impact Flag Alerts Discovery Event Alerts Advanced Malware Protection Alerts Intrusion Email
Malware & File Groups
Alerts
DNS Modules §
| - Select alert responses to use for Impact Flag alerts. You must click Save after you make your selections.
Identity Instances
| | Syslog [ SYSLOG-ALERT v l
SSL Email [ None v l
B Prefilter SNMP [ None v ]
Impact Flag Configuration

I:) | - E E \E*R Check boxes below to cause Intrusion Evenl@the associated Impact Flag to generate alerts.

Actions T®D Alerts % &iR o
Impact Flag Alerts % &R 4 koo Targe
Y % Syslog Alert = 7)LY v & D iR R
77— b HETBFlag~ANFvIEAND ® Vuremse

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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22 Intrusion Event £% €8 H

Access Control Policy Domain Status Last Modified

_ Targeting 1 devices 2022-05-13 11:51:13 .
ACP-1 Global Up-to-date on all targeted devices Modified by "Firepower System" PE a AN |
ACP-1
Enter Description IPS Settlngs

Send Syslog messages for IPS events
Rules Security Intelligence HTTP Responses Logging A\ Advance

e —— Default syslog settings configured above are used

Show Overrides @

A\ At least one of the options in Default Syslog Settings must by ed if syslog is|

IPS Settings
Send Syslog messages for IPS

o d above are used for syslog destinations for IPS events %ﬁi;@-% <‘_’_ g— zo) Access policy % Eﬁ <

Logging % 7 %3&4R

IPS Settings AN IZ 8 % [Send using specific syslog alert]
Override Syslog Destination @ (:a—_ T 7

[ SYSLOG-ALERT v ] +

Default syslog settings ¢

[ ALERT v ]

Show Overrides 27 J w7 URH
[ send Sysiog messages for Flc and Malware verts Overrides Severity . Overrides Syslog Destination Z= W&

File and Malware Settings

[CIHU TR
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2% Correlation Event 2 EH

- Correlation Policy ZE&E Y 5 Z & T, FHHBFHFICE DK 7T — MBHH AIEE

® Policies Devices Objects AMP Intelligence
Policies % &R
Access Control i Actions 0 N
Henwerk Discovery Access Control ®@® Correlation % i&iR
Access Control Application Detectors Alerts

Intrusion @I Correlation Scanners PO“Cy Management %EJ:R
Malware & File Groups Create PO“Cy %7 IJ ‘y 7

DNS Modules
Identity Instances
SSL
Prefilter
Overvi... Analysis Policies Devices Objects AMP Intellige... Deploy Q, @ {:} e adminv
—
@ Alerts | Remediations | Groups
Policy Management Rule Management Allow List Traffic Profiles

@ Create Policy

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



23 Correlation Event (3 EEE (k)

\

Policy Management Rule Management Allow List Traffic Profiles

. . . Cancel m
Correlation Policy Information

@ Policy Name ICORRELATION_POLICY |

Policy Description I I

Default Priority l None vl

(@ Policy Name & AN

@ SavezZYvoL. —BRE

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



£ Correlation Event 33 EEHE ()

(-D Alerts | Remediations | Groups

Policy Management Rule Management Allow List Traffic Profiles

@l Create Rule ] l Create Group

Policy Management Rule Management Allow List Traffic Profiles

Rule Information

Rule Name ICORRELATION?RULE l @ RUle Management %7 IJ \y 7

Rule Description I I Cl’eate RUle €7 U W 7
Rule Name%Z A, C C Tl “CORRELATION_RULE” &9 %

Rule Group l Ungrouped VI

ISelect the type of event for this rule . 7 , 70}117\7 ch: D Correlatlon POlle (:J: D 75_ I\E%Déﬁéi%
If[ vl and it meets the following conditions: éd)\ %1¢%E*Ro : :T‘j: an IﬂtrUSIOﬂ event occurs ta—é

a VPN troubleshoot event occurs
Add Inactive Period

Rulé:l intrusion event occurs

a discovery event occurs

user activity is detected generates an event, snooze for E

a host input event occurs
a connection event occurs no defined inactive periods. To add an inactive period, click "Add Inactive Period".

a traffic profile changes

a Malware event occurs

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 113
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23 Correlation Event (3 EEE (k)

Select the type of event for this rule LZ‘%(CFS L/ Tnﬁ"ﬂif&;kﬁ:% 7]”0 ﬂug—%i% Add Condmon
If l an intrusion event occurs v l and it meets the followi| % 7 U ‘y 7

@ [ Aga conamon | [ Aca compix conditon INVT IV EDANBEMFEER. CCTIHIOCTag £33

Sasacaon : [ntrusion Eventb\%i L. BEHIDZENICIOC Tag itz

Client

gl ' REhTWesl EVWSEHGICHES

Rule Inf s} ion IP

g::ll‘i:r::ionportucupcwe Save % 7 |) W 7

Egress Interface

Ru Egress Security Zone

Egress VRF

Either Source IP or Destination IP
Generator ID

Impact Flag

Sels the typ Ingress Interface

Ingress Security Zone

I nintrusi¢  Ingress VRF conditions:
Inline Result

< Inline Result Reason
u Intrusion Palicy

@) [+ [ — : |
®

Rule Options Add Inactive Period ]

Policy Managé

'\ BEHFEEIR, T2 TlEisSet £ 93, Thickb

P

Snooze If this rule generates an event, snooze for | 0 hours L

Inactive Periods  There are no defined inactive periods. To add an inactive period, click "Add Inactive Period”. @
2022 Cisco and/ori 4




22 Correlation Event

@

Policy Management Rule Management Allow List

Name

CORRELATION_POLICY

Traffic Profiles

Create Policy

Sort by
State v ]
v

®

Policy Management Rule Management Allow List

Correlation Policy Information

Traffic Profiles

Policy Name I CORRELATION_POLICY

Policy Description I

Default Priority I None

Policy Rules

No Rules Currently Active

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Pub
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® Policy Management % i&iR

® #mEY—I%IVYY
® AddRule &Yy

@ Add Rules
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23 Correlation Event (3 EEE (k)

Available Rules

Select the rules you wish to add to this policy, then click "Add".

~ Ungrouped Rules
(Dz CORRELATION_RULE
~ Allow List Rules

[ ] Default Allow List

(@ Correlation Policy N&& % Rule ICF v
@ AddzoUvy

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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23 Correlation Event (3 EEE (k)

Policy Rules Add Rules
Rule Responses Priority
CORRELATION_RULE This rule does not have any responses. Default I | ]
)
Responses for CORRELATION_RULE Responses for CORRELATION_RULE
Assigned Responses Assigned Responses
- SYSLOG-ALERT -

| ® | v Responses 74 AV &I Uy
Unassigned Responses Unassigned Responses Corre|ation Ru|e T{giﬁﬁj’%)
Syslog Alert % i#&iR

Bm7ZA4aveEso)yy
Update 227 U w 2o

CTSCO anayjor s armates. Al TIgnts TesServea TTSCOo Public @
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=2 Correlation Event £%7%E

Policy Management Rule Management Allow List Traffic Profiles
Create Policy
Sort by
Name I State v I
CORRELATION_POLICY C) ’I % u
1z
Policy Management Rule Management Allow List Traffic Profiles

Create Policy

© Success
Activated Policy: CORRELATION_POLICY

X

Name

CORRELATION_POLICY

@ Activate 74 aAv&=o vy,

Sortby
[ State v]

ZhIZ & > T Correlation Policy HBEICTED,
Correlation Rule DEEEB LT A XY MHRELIERICT

— b HYE(E

Correlation RuleDEEXICDWTIETEEZESRBO &

https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fomc-config-

© 2022 Cisco and/or its affiliates.

uide-v/0/correlation_policies.html



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/correlation_policies.html

2% Advanced Malware Protection Alerts

K2
il
[E|

D Policies Devices Objects AMP Intelligence
(2)
&/
B Access Control Network Discovery Actions Advanced Malware Protection Alerts Intrusion Email
Access Control Application Detectors Alerts @
) ) Alerts
Intrusion Correlation Scanners
Select alert responses to use for advanced malware detection event alerts. You
'1 Malware & File Groups must click Save after you make your selections.
|| DNS Modules Syslog: I SYSLOG-ALERT v ]@
1] Identity Instances Email: I None . ]
B SSL
SNMP: l None v ]
B Prefilter
Event Configuration

Select the event types for which you want to generate alerts.

]
° P O e H Event @ Syslog Email SNMP
9 A O (] A= = ITH
Retrospective Events
e Adva ad alware Protection Ale 22 1
=4 = i ] ~
e =m e £ 00 A\ =) i a All network-based malware events
® 5 & S

= = Save

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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(CD‘:i?ach SAL ( Security Analytics and Logging ) SaaS

« SFESEFERCiscoTNAZANSDOTZEHNLTANT S ENTESISUR
H—EX

C EFAUTAHREOTRHAEORETIRTE 310, RBMOREN T

« SAL SaaS IcHALfO71EERIZ. CDO (Cisco Defense Orchestrator) U < &
SCA (Secure Cloud Analytics) THT A E]EE

e Xty N7ZYTHARTIEFMC & SAL SaaS OEEZSDOMICT A —H A L.
CDO & SCA DEEEPN SRR DOTRINET B

« SAL [ClE On Premise lROBGEEBH BN, Aty M7 v THA KTlE SAL SaaS
[CT7A—HAL., BE, SAL EEZIESALSaaS 2EMKT 510D ET 3



AR avINT—V

« FMC & SAL DR EIE Syslog Connection & Direct Connection @ 2/N5 —VEET % H. At v
N 77w 744 KTl Direct Connection IC7 #—H AU THRIHRYT .

KA ROmBHR

Syslog Connection Direct Connec tion




Xy b7y ThHARTOUF A

« Direct Connection /X7 —ICH T
Security Services Exchange (SSE) &®D
BRI TOFIEZERT %,

raragumert
evort data

>

Management Center

> Security Sery

iR R SR &

p
L

nnnnn
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Smart License JREEMESE

Smart Account #EFRIEEE

FMC H5 SSEICH 19 % Event MIEIR
SSE & Smart Account & D [E]HA

SSE i'5 SAL AND Event HAHERR



AT w71 :Smart License KEEFEER

Deploy Q. @ ﬂﬁinv

SSE ND#E#RICIE FMC (2

Z§F LU TLVS Smart

Configuration Logging Monitoring .

Usersg Security Analytics & Logging Audit fb\?l,(\é?ént / V|rtua| ACCOUHt

Domains Syslog

Integration Health Statistics i 3- ‘j: % 0) S mart ACCOU Nt

secureX ([[EXB Monitor / Virtual Account t:_l—_E lJ <

Updates @ Policy Tools I_ice nse b‘%{‘?\%ﬁ é *L T L\ %)
( Events Backup/Restore 7'_')\ % EEE?E\? %

Licenses Exclude Scheduling

Smart Licenses Monitor Alerts Import/Export

Classic Licenses Data Purge

@ FMC @ System % &R
@ Smart Licenses % i#EiR

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Smart License Status @ Cisco Smart Software Manager @ C'

Usage Authorization: Authorized Synchronized On Jul 12 2022)

Product Registration: Registered Wnewed On Jul 04 2022)

(® Usage Authorization Status A%
Authorized T 5 & ZHERR

@ Product Registration Status A%
Registered T#H % Z & Z R

> 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Software Central

Download and manage

Smart Software Manager Download and Upgrade Traditional Licenses
Track and manage your licenses. Convert Download new software or updates to your 1e PAK-
traditional licenses to Smart Licenses uding ¢

Manage Smart Account EA Workspace

@ Software Central

ol s s o (https://software.cisco.com) IC7 7t X
Manage account >( hécess EAWOMSGE Access MCE > LT Ma nage Smart Account % igj:R
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Cisco Software Central > Manage Smart Account > Users

0

Account Properties Virtual Accounts Users% Notifications Event Log

Users

Users User Groups

|  AddUsers.. | Export Selected...

0O User 4 @

@) Users &&ER
@ FMC [CE#FKT S User D H LK &
Email Address % &3

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 129
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FMC TZ8k L TlL\% Smart
Account @ Virtual Account [ZI&.
Role .LX-FUD L\Thb\o)ﬁﬁﬁb“ﬁb\ C‘:-\
SSE & DIFMTREN TERLY

- @ v |

) L
Virtual Account Administrator (

@ FEREIN7=-User @ Role #FERL T
UTOWITNhHhDERZF>TWSZ
& &HER

Admin

Access Admin
Network Admin
Security Approver

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



2Tvw T3 :FMC N5 SSE [CH AT B Event DEIR
@®

Deploy Q @ o3 e adminv

Configuration @ Logging Monitoring
Users ( Security Analytics & Logging Audit
Domains Syslog
Integration Health Statistics
secureX [[ETD Monitor
Updates Policy Tools

Events Backup/Restore
Licenses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses i 1 g

@® FMC @ System %i&EiR
@ Integration %R

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



2ATvw T3 :FMC H5 SSE |Ct

H 19 % Event DEIR

URL Filtering

Last URL Filtering Lpdate: 2022-07-12 18:36:01 Update Now

) AMP for Networks

Last Local Malware Detection Update: 2022-07-13 04:31:07
@) Enabie Automatic Updates @) Enable Automatic Local Malware Detection Updates

(_\,' Query Cisco Cloud for Unknown URLS _’ Share URI from Malware Events with Cisco
Cached URLs Expire

MNever

Dispute URL categories and reputations [7

Cisco Cloud Region

Region

@ Cisco Cloud Event Configuration

(I send Intrusion Events to the cloud

ap-northeast-1 (APJ Region)

ap-northeast-1 (APJ Reglon)

(I send File and Malware Events to the cloud
eu-central-1 (EU Region)

Send Connection Events to the cloud:
us-east-1 (US Region)

Security Events AllD

to view your Cisco Cloud configuration.
e 10 view your events in SecureX,

(@ Cisco Cloud Region h*& APJ Region
CRE SN

ee
@ Save %i#iR
© 2022 Cisco and/or its affiliates. All rights reserved
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FMC H 5 SSE [CHF19 % Event DIEIR

URL Filtering «)

Last URL Filtering Lipdate: 2022-07-12 18:36.01 Update Now

@) Enable Automatic Updates

@) Query Cisco Cloud for Unknown URLS
Cached URLs Expire

Never

Dispute URL categories and reputations 5

Cisco Cloud Region
Region

ap-northeast-1 (APJ Region)

This setting determines where events are sent to, if configured
to send to the cloud, as well as data generated by the Cisco
Success Network and Cisco Support Diagnostics tools.

AMP for Networks

Last Local Malware Detection Update: 2022-07-13 04:31.07

@) Enable Automatic Local Malware Detection Updates

(M Share URI from Malware Events with Cisco

@ and Malware Events to the cloud

Send Connection Events to the cloud:
one | secuy evers [

Click here to view your Clsco Cloud configuration,
Click here to view your events in SecureX.

(@ Cisco Cloud Event Configuration =&

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

pille

@ SSE [C%fE9 5 Event 21
® Save &R
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NI SecurexX Dashboard

CIsCO

Applications & Integrations

k-

~ Applications

|— —| Threat Response

Security Se 1@-—- Exchange

~

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Launch % E&iR
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cisco Security Services Exchange Devices  Cloud Services  Events

Link Smart/Virtual Accounts
Devices for Unlink Smart/Virtual Accounts

Link CDO Account

b & ‘0\ Device Name / ID Downloads

0 Rows Selected + o0
% o Name ~ Type Versio... Status Description Actions

No Devices Configured

Page Size:[ 25 v \ Total Entries: 0 IK < > >l

® 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other
countries.
Cisco Universal Cloud Agreement | Data Privacy Statement

(@ Link Smart/Virtual Accounts % 2R

35
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Link Smart/Virtual Accounts @ X

Select accounts to be linked to Macmillan Toys

A Anaccount can only be merged once.

Smart/Virtual Accounts @
>

Denver (denver.example.com)

v Helsinki (helsinki.example.com)

Firewall VA

Cancel Link Smart/Virtual Accounts

@ [HA9 % Smart Accounts % &R
@ Link Smart/Virtual Accounts % 2R

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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© % A \oshikiOno v

afa]n . . ) ) .
cisco Security Services Exchange Devices  Cloud Services  Events  Audit Log
Devices for
Y [

@ +o0

0 Rows Selected
L V0 # Name -~ Type Version Status Cloud Connecti... = Description Actions
() Registered © 2022-07-13 110 10.71.132.204 FMCv01

> 1 FMCv01 Cisco Firepow... 7.0

o
o

O > 2 FTDvO1 Cisco Firepow...  7.0.1.1 ) Registered

© 2022-07-13 11 10.71.132.194 FTDvO1 (FMC managed)

< <|fli> >

Page Size:| 25 ~ | Total Entries: 2

@ Smart Accounts (CBEER LY/
FMC/FTD M&RRE NS Z & ZHERR

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



AT v T5 : SSE iS5 SAL AND Event B HiE:R
@®

dfa]i @ % A YoshikiOno v

clsco Security Services Exchange Devices  Cloud Services  Events dit Log

Event Stream for

Y .O\ v 8 07/04/2022, 02:33 - 07/15/2022, 02:33 X

0 Rows Selected @ mob

Talos Disposition  Incident mon P Reporting Device ID Event Time Ingest Time Message Primary Device ID  Actions
Yes 208.67.220.220 48926160-bdfc-4024-a7da-f00a1440... 2022-07-07 09:39:43 UTC ~ 2022-07-07 09:39:48 UTC  PROTOCOL-IC... ©

Yes 208.67.220.220 48926160-bafc-4024-a7da-f00a1440...  2022-07-07 09:39:43 UTC ~ 2022-07-07 09:39:48 UTC  PROTOCOL-IC... o

FMC & SSE TR U Smart Account / Virtual —

Account AHMENT W BTz, FMC THREL ol e Ao
Cloud Event 8% Ick D, FTD AEBZIT> /-
BEAXRYMOOTHN SSE ITHETRENDS *1 SEHIC FTD 24EMT 3 ICMP BT Event £REIEZ T &

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




SecureX B



SecureX &l

Cisco DEF a1 VTAR=rTAVALITTRLS, Y—KRN—=FT14D

BV ) a1—2avDARY MNEHRE—DDY v Y 2/R— K TEHNT
B ENTE, BEMTICLDERMENFE L

EBBI/I\VT4VI7EELREZITED., RHOBRIEESHR (WILT7 70 : =
Ny 2{EFE) hoBBRICZOERIBERI’ISENINESHZHE = I'c)
E_l-ﬁg E . B 11111 .

A= 2N L—Ya VL&D, R 17 ILELEBILA AL




X <E F IR

Smart License JREERERR

Smart Account {EPRIEES

FMC A5 SSEICH 1T % Event DER
SSE & Smart Account & D [EIHA

Z_FE T SSE EERDRATYT4ETE

2<FEILFIELGD T, FAIFEIZ

© N o O W N

FMC & SecureX & D#EE

SecureX T® Module 1B/

SecureX T® Tile 180

FMC H 5 SecureX AN®D Event H &SR



25w 75 FMC & SecureX c‘:%ﬁtﬁé

Deploy Q @ {:}e adminv

Configuration Logging Monitoring
Users Security Analytics & Logging Audit
Domains Syslog
Integration @ Health Statistics
secureX (2B Monitor
Updates Policy Tools

Events Backup/Restore
Licenses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses Data Purge

@® FMC @ System %i&EiR

@ SecureX #iER

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



25w 75 FMC & SecureX & DS

0

SecureX Configuration

-«

This feature allows FMC to integrate with other SecureX services
via SecureX ribbon.

Follow these steps to configure SecureX (

1. Confirm your cloud region
Currently selected region: ap-northi
To change the cloud region, go ta Syl
Services.

(#P1 Region)
ntegration / Cloud

r

Create a SecureX API client [
Copy and paste the URL below into
Copy to Clipboard
https://1@.71.132.204/securex/oauth/cal lback —
Then click on “Add another Redirect URL™ and copy and paste T
the URL below:
Copy to Clipboard

https:Hm.n.liz.zﬂl:ecumftestcal]@
3. Enter the Client ID and password

Client | [ | <@

“Redirect URL" field:

—_—

Add MNew Client @ X

Client Name*
Add Client Name... @

Client Preset
K v
API Clients. Déuth Code Clients @
—
Scopes”
Q
Provide admin privileges I

Search

0 Admin

O Asset Access and modify your assets

O casebook Access and modify your casebooks
O Enrchiread

M Fuentread
Redirect URL*

>

Redirect URL* Delete

Query your configured modules for
intelligence
Read IBOH Fuanta - Raard h

V
Add another Redirect URL
Availability*

r @
User w
Description

Add description...

Show Password
Test Configuration

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

®
®
©)
)
®
®
@
®
@
®

SecureX Configuration Z& %1t

APJ Region BMEIREINTWVWE &%
MERE

Create a SecureX API client % i&iR
{EED API Client &% AN

Oauth Code Clients % #&3R

Scopes & FRIFRESNTWSZH R
= A

Redirect URL IC FMC 5 aE—L 7=
URL & A7

Add another Redirect URL % i#&iR

¥ 5 —2D® Redirect URL IZ FMC A
5JE—ULEH5—D2d URL ZA L
Add New Client % i#&iR

KRS Client ID & Client
Password Z FMC ICA ]

Save &iEiR
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&

Success

Test Configuration is successful. You can close this tab.

(@ Success ERINESND & EHER



2T v 76 : SecureX T®O® Module 1B

Ilc||lslélc;l SecureX Dashboard Integration Modules rchestration Insights Administration

Secure Firewall
Formerly Firepower

Secure Firewall (formerly Firepower) provides
complete and unified management over firewalls,

application contl@trusion prevention, URL filterin_ .

-+ Add —ﬁ Free Trial Learn More
@ SecureX DAZ a2 —E@E S
Integration Modules % 2R

@ Secure Firewall ® Module Z3&IRL T
Add Zzo vy

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



2T v 76 : SecureX T®O® Module 1B

cisco SecureX Dashboard Integration Modules

QOrchestration Insights Administration

Add New Secure Firewall Integration Module

Integration Module Name

Secure Firewall

® |

[ Manage Devices I [ £ Check for New Devices ]
Name Version Status Description IP Address
FMCv01 7.0.1.1 E‘& Registered 10.71.132.204 FMCvO1 10.71.132.204
FTDvO1 7.0.1.1 Eb Registered 10.71.132.194 FTDvO1 (FMC managed) 10.71.132.194

"5 [perpae 12012 1< 110 55 I_Tegration Module Name (C@Et]73 4
Create Dashboard i{ % /-\ jj g- 6 . o — -
Create a dashboard of the tiles associated with this integration module, which can be shared by all members of your @ E—ﬁi a- _% Dev l Ce b 3 % m é n T (’ \ 6 (=
organization. t % Eﬁﬁ?ga— % * ’I
Save % EIR

Cancel

*1 Z${TZ B Device |& Administration > Devices THEFRATHE

© 2022 Cisco and/or its affiliates. All rights reserved

Cisco Public



cleco SecureX

2w 76 - SecureX T®D Module B

Dashboard

Integration Modules Orchestration Insights Administration

Edit FTD Setup Guide 7.0 Module @

@ This integration module has no issues.

Integration Module Name

FTD Setup Guide 7.0

Manage Devices ] I > Check for New Devices l
Name Version

Status

Description

FMCvO01

IP Address
7.0.1.1

[£}, Registered 10.71.132.204 FMCvO1 10.71.132.204
FTDVO1 7.0.1.1

[£}, Registered 10.71.132.194 FTDv01 (FMC managed)

10.71.132.194

|Z:‘perpage 1-20f2 (<< ‘:I|!1 >

and/or its affiliat

All rights

@ ERBICBHFRTEIEZHE



25w 7T7 : SecureX T Tile 1B/

! ;:II ls' (I:|°I ! S ecu reX Dashboard étegrﬁtinn Modules Orchestration Insights Administration
I

A

il N’
‘tiscn SecurexX Dashbman  imegrabon Moddes  Crohestaton bmghts Adminstation
Apesesices & Biegritions - L °

Available Tiles

> [B FTD Setup Guide 7.0 (0 selected) Add

SecureX @ Dashboard % i&IR

Customize % &R
AT 75 TAKN LT Integration
Module Name &2 L Add %2R

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



2w 77 SecureX TD Tile 1B

Available Tiles
I
I ~ [l FTD Setup Guide 7.0 (9 =c Remove All }
Event Summary
Summary of Firepower events sent to SSE.

Incident Promotion Reason
Summary of Firepower incidents.

Talos IP Reputation
Summary of Talos IP reputation.

<]

Intrusion Top Attackers
List of top attackers for intrusion events in your organization

<]

Intrusion Top Targets
List of top targets for intrusion events in your organization

<]

Intrusion Top Signatures
List of top for events in your

Device Inventory
Inventory of firepower devices

Security Update Status

Security update status by Firepower Management Center
Security Capabilities

Security ilities by Center

@

@ BIULT=L Tie &

@ Save ZiER

+ Create Dashboard

() Refresh Tiles

*1 WME|ZIS L T Dashboard % {ERL

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 149
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NI SecureX Dashboard

CISCO

~

Applications & Integrations

k-

~ Applications

|— —| Threat Response

Security Se 1@-—- Exchange

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

(@ SecureX Dashboard T SSE @

Launch % 3&3R




ATv78:FMC 75‘@'5 SecureX \NM Event HHiEER

@ % A oshikiOno v

'éll's'éla" Security Services Exchange Devices  Cloud Services  Events it Log

Event Stream for

Y Q ~ | [ 07/04/2022, 02:33 - 07/15/2022, 02:33 x

0 Rows Selected mon <@
Talos Disposition  Incident Destination IP R ing Device ID Event Time Ingest Time Message Primary Device ID  Actions
Yes 208.67.220.220 48926160-bdfc-4024-a7da-f00a1440.,,  2022-07-07 09:39:43 UTC  2022-07-07 09:39:48 UTC  PROTOCOL-IC... ©
Yes 208.67.220.220 4B926160-b4fc-4024-a7da-f00a1440.., 2022-07-07 09:39:43 UTC 2022-07-07 09:39:48 UTC PROTOCOL-IC... o

I & SSE IC Event AESNTNS T & = HERR % E\I\/Aegt;‘i%%j;%éhf: Event [BERHAIFT

MENd I & ZiER

*1 EBRTIC FTD /M9 2 ICMP T Event 2REIHZZ &

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AT Y78 FMC Hh5 SecureX AD Event H

pa]l
Ay
154

FTD Setup Guide 7.0 Last 7 Days s oo FTD Satup Guide 7.0 - o B FID Satup Guidl 7.0 Last TDwps - G B
Event Summary Incident Promotion Reason Talos ¥ Reputason
™12 512 =0 =0 @0 <0 v 0 +12
Tatal O3 Wtrusion 03 Malware 05 Security Intelligance 03 Poor Cuestionabie C3 Favorable O Good 5 @
Intrusion Rules Categery |5
B B Masware Thest Score . ®
FTD Setup Guide 7.0 Last TDaysw w5 B FTD Setup Guide 7.0 Last 7 Days o & B FTD Setup Guide 7.0 Last TDays s = G B
Intrusion Top Attackors intrusion Top Targets Intrusion Top Signatures
o I _
b 6 3 f & “ T | s s i 3 ) 1 5 N 5 i i 3 ' B &
FTD Setup Guide 7.0 LU ) FTD Setup Guide 7.0 L ) E FTD Setup Guide 7.0 - o. E
Device Frventory Security Update Stabus Secunty Capabikbes
Suggested version: 6.6.1 Firepower Italled Firspowsr Management Rule
Managemaent Cerser Version Status Carier Licenses Connt
Frepower Managemant FMC nesds Managed devices nesding
Comter upgrede p— Inarusion Rulg FMICHD1 2022-07-06~ Latost Tresat FMCV1 1 7
Update 001 -t detechion
FMCw No o
Wulnerabikty w01 81 Out of Matwaro Py 1 2
Danabase dane detection
Gaolocation FMACVD 2022-07-04 Lamast URL Filtaring
Database m 3
] .
SecureX lle [CT Event 15 \
- =]
o = b

REndZ & xR

Cisco and/or its affiliates. All rights reserved
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REO—)LINY 7 & (Z

- FMC /5 FTD ICEREZERNA AT 704 L7z1&IC. LRI FTD [CR 9 #aE

- BIE-SERTE. SAcbhbUL<BRVEEET7O/LTUE-2&IC. £TIE
BIDIEULKEWTUWEREICRI CENTES

- 10X TOREICRT Z & D AJEE

- FMC 5 FID ADT 7O/ BICEVWERA VY —7 14 ABD@EEHIEiE
ZTCUESLOBMEESIEREICELD., FMC A5 FID ANDEREZENTE
BWEDRIBEICIE. FTD @ CLI S 1HARBIDERTEICRE T Z & A ARE

- (BFE)IN—IaYy 7.2 TlE SFTunnel Ol BEIRNICHRAIL TEFRNICO—IL/CY
9932 ELTHE




REO—ILINY I DEFER

- VDB SRU/LSPEDaAvFyY 7y 7Tr—NEO—IL/\y o TEH0 (B
EORTEIIO—=ILINYy I I 3)

- VI NI 7EFEITOUANICIEO—IL/ICY I TERL

- O—J)LIXy i, —BFWICOR T a3y T—TILPRIREHmRIEZ D=6,
BEN RIERZ S

- WEZBEEITI FTD OfcsdDHDTH D, O—JLINY J1&IE FTD OFERELITH
EBELEHDICRESH. FMC OREIIRSY . FTD DEREIEE T out-of-

date &% %, JRD FMC hS5DF 704 EffE L. 2 TOHREHN LEXZSh
TOTF704 &Rk %

- BREO—INy V7 FRRRICHATZHDOLERL THLS



—wmv7®1f3751

Access Control Policy o
ICEEZE-TEIL—ILZ A
LTULEoflcdh,. § —
CICT7OARID FTD
DEEICRE LIz

#+ @ adminv

704 IDOIEL LY
FTD D% %E (FMC)

F70O4 IDIEL LY
FTD o ACL




&2 T ACP 14THIC
outgoing MBEZ 70
JIBRETANTT S

alal. Firepower Mz
cisco

ACP-1

IRy oDI=AT A #RE)

Prefi

AMP

ter Policy

Dey Q &+ @ adminv
SEL P Identity Poll
t Qule Conflicts @+ + Add Rule

Re"L OB

BEW

04 %X (FMC) ————. -

e- RN

LE BEos

e es Bosi

S A L Bos§
Default - ACP

FTD ([ _“7°|:I’f éh’( L/
F > TULBIREE




— LNy U EliE

EMULGWEEZT 7O LTUE > Ic®IC, &

FMC TOERTE

FTD ICEHE > e TE .

— » '_l_l Y
NHZT FTD DERTEZLUAIDH DI L/T VWFEIC, O—=JL/\v ¥ =k
(N o 1 b [m]
Deploy @ @ it @ admigv
1 (2
Fi M t Center =
n wer n men . . . . . . X
Deployment porting '::II'S'EL"' IBIPOL f |‘3 age € ente Overview Analysis Policies Devices Objects AMP Intelligence Deploy © adminw
Deployment History
Rollback
¥ || @ Search using job name, device name, user name, status or deployment notes l
@ D | E D I t Job Name Depiloyed by Start Time End Time Status Deployment Notes
ep Oy e p Oy e » Depioy_Job_12 admin Jul 15, 2022 6:27 PM Jul 15, 2022 6:28 PM Complated

=70y

» Deploy_Job_11 admin Jul 15, 2022 6:19 PM Jul 15, 2022 6:20 PM Completed
\Y

» Deploy_Job_10 admin Jul 15, 2022 6:14 PM Jul 15, 2022 615 PM Completed

Rollback U
» Deploy_Job_9 admin Jul 15, 2022 6:08 PM Jul 15, 2022 6:09 PM Completed
» Deploy_Job_8 admin Jul 15, 2022 5:46 PM Jul 15, 2022 5:47 PM Completed
» Deploy_Job_7 admin Jul 15, 2022 5:43 PM Jul 15, 2022 5:45 PM Completed
» Deploy_Job_6 admin Jul 15, 2022 5:40 PM Jul 15, 2022 5:42 PM Completed
» Deploy_Job_5 admin Jul 13, 2022 3:59 PM Jul 13, 2022 4:00 PM Completed
» Rollback_Job_1 admin Jul 13, 2022 3:53 PM Jul 13, 2022 3:54 PM Rollback Passed Rollback Job
» Deploy_Job_4 admin Jul 13, 2022 3:52 PM Jul 13, 2022 3:52 PM Completed
» Deploy_Job_3 admin Jul 13, 2022 3:45 PM Jul 13, 2022 3:46 PM Completed
» Deploy_Job_2 admin Jul 13, 2022 3:32 PM Jul 13, 2022 333 PM Completed

and/or its affilic All rights




FMC TODE%TE

— LIy U EfiE @

CRBUEVWREET 7O LB Job #BIRL, 7L E1— %R

Roliback

I i Animack is the 1ast resort for disaster recovery. Use roliback ooly If 3 deployment has caused data trafc cutage on the selected FTDS.see more.

Choose devices from  (# Job Device List

Selected Job | Deploy_Job_12

Usar-scimi; Daployed onJl 15, 3023 838 AT
Search Device

Dovico Roliback Version

FTOvO1

Daploy_Jot_ 10

Jul 15, 2022 &:09 PM
[
Jul 15, 2022 5:47 PM
Dapley_Jois_&
Jul 15, 2022 5:45 PM
Dapley_ o7
Jul 15, 2022 5:42 PM
Dapey_Jois_6

Jul 13, 2022 4:00 PM

x Change Log: FTDvO1

@

Changed Policies Deployed Version - Jul 15, 2022 6:28 PM

| Access Control Policy Access Control Policy: ACP-1
Access Rule: BLOCK-OUTGOING
Action; Block with reset
Send Events to FMC: true
Rule Name: BLOCK-OUTGOING
Log at End of Connection: false
Log at Beginning of Connection: true
Enabled: true
Log Files: false
Syslog Enabiled: false
Variable Set.
Defaut-Sat
ToZane:
outzone
FromZone

inzone

O - |

X

Logend: | Added |Edited | Removed

Deployed Version - Jul 15, 2022 5:20 PM Modified By

Bamin

®

[ Download as POF “

© 2022 Cisco and/or its affiliates
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FMC TOEREO—JL/INv U EHE

aliale, Firepower Management Center

FTD ANDHRTE —)L/\‘/77&¥)‘j’fﬁ ®

Overvi

| @ Rollback is triggered for FTDv01
Rollback

l Q, Search using job name, device name, user name, stat

I A Rolltack is the last resort for disaster recovery. Use roliback only if @ deployment has coused data traffic outage on the selected FTDs.see more

Job Name Deplo)
Choose devices from  (® Job Device List
Deployments Upgrades Health Tasks (\, Show Notifications
!
Selected Job | Deploy_Job_12 | Warning @ % ———
User:admin: Deplayed onul 15, 2022 6.8 PM m Trunning  Osuccess  Owamings O failures . Filter
Q. Search Device
—| Rollback clears all confi ions on the FTD and reconfigures the FTD with the . . i .
Device Rollback Version Proview previous version causing existing fons/routes 10 be ped. Itis * FTDvO1 Rollpack - Preparing policy configuration on the  75% me— 255
- to roll back gurations only in ext i It is better device.
FTOVO1 | Jul 15, 2022 6:20 PM B to fix policy configurations in the FMC and deploy them to the FTD. Do you still
want to proceed with the roliback?
Deployments Upgrades Health Tasks () Show Notifications
Cancel 0 running 1 success 0 warnings 0 failures @ @, Filter
© FTDvD1 Rollback successful. 1m13s

@ Rollback #2271 w2
O—JLIX\y VBREDEELNRREINS, MRELZITNIE Proceed
20Uy

EE L FID FINA RICLTcO—ILNy I hBRE 3
Task BlE&L D O—JL/INy U OEIRREERTE S
O—)LINy IO EEICTT UED Task BAEICEKR RSN S

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public




FMC TODRE

- FTD OXED

Ho.

—)LINY I EHE @
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FTD I NDEETE WEH%%TH&( ECOREHNLEEZZNS, 7L
Ea—THFDODEDT7 Z—bMHATRIRENS

Al Firepower Management Center

- Overview Analysis Policies Devices Objects AMP Intelligence Deplo: inv
cisco  Deploy / Deployment ¥ ! 9 oy @ @ & @ admin
—
1 device selected
Deploy time: Estimate
I Q, Search using device name, user name, type, group or status ]
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
~ FTDVO1 System FTD Jul 15, 2022 6:45 PM B I Pending
—
-
= v Access Control Group
° Access Control Policy: ACP-1 A System
n Prefilter Policy: Default Prefilter Policy A System Change Log: FTDvO1 X
File Policy: FILE-1
Network Analysis Policy: Balanced Security and Connectivity
. A o FMC has relled back the device configuration to the version deployed on 2022 Jul 15 09:20:07 (UTC). As rollback doesn't revert the configuration changes
DNS Policy: Default DNS Policy . - _ N
in FMC, all the policies are marked as out-of-date. In preview, the out-of-date policies and objects with no configuration changes are excluded
Network Discovery = Use the information on this page to identify the configuration that caused the user to perform the rollback operation.
+ Intrusion Policy see less

Intrusion Policy: INTRUSION-1
Intrusion Policy: No Rules Active
v Device Configurations
Interface Policy
Inline Set Policy

Advanced Settinas

Legend IAdded Edited IRemwed

A System Changed Policies Deployed Version Version on FMC

A System I Intrusion Policy Intrusion Policy:
1 Svstem \ Network Analysis Policy

Modified By
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FTD High Availability (HA) ICD U\ T

- FTD TRIXEAAEDORBDIZHICT I T A TI AT Y INA T A IILA—/\—
ZYIR—b

=

nterface
= Mj,

_ nitoring

. EOTE - BIMEA A—TIF ASAHA EF
Bk

« FTID TREIANILREZHZYVTELT
A5 7 x—ASMC, Snort 7700
£ 2% Disk DIEEERHER

- AWSENTUYIIZIOREICTT
04 Ehic FTDv & HA JEYR—k
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HA R EICH 1T 5B RIEREIA
. ALEFLHBCE

s ACAVI—T A RABEA VI —T A RIATTHDZE, EVa2—IILFABIE. ACEY21—-ILEE
TINARICEET DL

- @ALY b0z T7NN=YavEFHELTWVWSEE
- AU firewall E=RTHB &, Routed (default), ¥ U < IF Transparent

- DHCP ¥ PPPOE B8 EZ A V7 —T7 A RICLTWRIWWZ &, DHCP @7 K L RE|YTA> PPPOE EHHEHR .
EHAJE R— kD=6

c NVAEZA—DRAT—HIADEZTINA AT Normal (IE&E) THBZ &
- IRTDBREZEHNETNARATTF 7O BEHTHD L

c 2BNDTA Y RAERAET S E, FIDHA TR, ST N\ARICALZA Y REIYUHIREBEDI-, FHIZIF
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27w 71-1: HA 37E - ERTEN - R

- HA BB D =8I FTDVO2 Z#if=ICA VA =)L L. FlIBBEY 7 v 7E &
U FMC NDOEBRZEFZXEE (FIElE FTDVO1 & [REk)

- HA Z#8R9 % FTD DIREEH FEIRERR L\ C & ZHERR

aliale. Firepower Management Center

€15¢0’ Devices / Device Management Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ (r @ adminv
R Deployment History
View By: | Group v | @
All (2) @ Error (0) ® Warning (0) Offline (0) I ® Normal i?i I Deployment Pending (0) ® Upgrade (1) @ Snort 3 (2) | Q Search Device | m
Collapse All -7 R
- - L=
e ® REFADHREDHE,
- - . . I=—VA
[] | Name ///// Model ® Vers... Chassis Licenses %1-_1-4:] 1)) 9 z 7 d)ﬁﬂ{)ﬁ& 78
//
[~ uUngrouped {2)///
-~
//
//
Il FTDV01 Snortl3 FTDv for VMware 7.011 NJA Base, Threat (3 more...}] ACP-1 s
— 10.71.132.194 § Routed

FTDV02 Snortp
10.71.132.170 § Routed

FTDv for VMware 7.0.11 NfA Base, Threat (3 more..) ACP-1 s

HA Z18RT % 2BDNILARENERTHB &
ETF)N. E—K. N=Yay, FAEVRAFNALTHBL




2TFwT2-1"HAERTE - FTDVO1 O HA U4 D= D IF L,

5 : Device Management & D FTDvO1 Dh
ET?m enter Onverview Analysis Policies Devices Objects AMP Inteligence Deploy ‘ £ @ adminw %7 7 %7 IJ y 7
sy, [Govp . R Interface # 7%= Y v L. Gigd/2 ®
Al(2)  ®Emor()) ®Weming(D) - Ofine(0)  ®Normal(2)  ® DeploymentPending (0)  ®Upgrade (1) @ Snort3(2) Q Search Device LS ﬁ/\%v_ 7 % 7 | J W 7

— i

. o Py - R General @ Enable [CF v ¥

~ Ungrouped (2} OK %7 IJ ‘y 7

: Save #7V vy U LTHREEZRE

Collagse All

O o FTOv for Viiware 7001 NA Base, Threat (I more..]  ACP-1
10.71.132.194 - Routed
- T:‘b:?:zsﬁ: 34.. FTOv for Vidwane 7001 WA Base, Threat (3 more..]  ACP-1
Edit Physical Interface °
Wty Firepower Mf,?f??mem Center  ouniew  Anysis  Poicies  Devioss  Objects  AMP  Inteligence Depioy & @ & @ adminv General  IPvd  IPv6  Advanced  Hardware Configuration  FMC Access

cisco GPW
MNanme:

FTDVO1 =

Cisco Firepower Threat Dedense for Vidware
e
Device i Infine Sets  DHCP |
=] T
Description:

0, Search by name Syre Device Add Interfaces =
Interface Logical Name Type  Security Zones  MAC Address (Active/Standby) W Address Virtual Router Mode @
@8 Diagnoatico0 dagnesic Priysi alobal None -
#§ GigabitEthemeta/ 0 Outsice Priysi.  Outside_Zone 192.168.240.1/24(Static) Global Security Zone:
@8 GigabitEinemend/ 1 Inside Prysi.,  Inside_Zone 192.168,1,1/24{5tatic) Global M
rface ID.
|8 cigabitethemetayz Priysi ;
GigabitEthametd/3 Prysi MTU:
@ cipabiEthemata/a Prysi. -"r'
Displaying 1-9 of 9 interfaces 1< < Page| 1 Propagate Security Group Tag: @

E D ESXi THA U Y IEGROREZ A v F % BIRERNE



2ATFw T2-2: HAERTFE - FTDVO2 D HA U >4 D=6 D IF L,

@ FTOV02 Snon 3
10.71.132.170 - Aouted

tliales Firepower Management Center ooy nsiysis  Poicies  Devces  Objects  AMP  Intefigance Deploy o @ £ @ adminv
Deployment History
View By: Group
All (2) @ Error (0} ® Warning (0) Offliree: (0) @ Normal (2) Deployment Pending (0) ® Upgrade (1) ® Snort 3 (2) Q, Search Device Add
—
Colaose All
Name Model Vers.. Chassis Licenses Access Controd Policy
~ Ungrouped (2}
@ FIvl [ FTDv for Vibware 7011 MA Base. Threat (3more..]  ACP-1
1071132 Tt rcutad
FTOV for Vibware 7001 N Base, Threat (Imore..]  ACP-1

el .F"epo"}’_?_fﬂfff??mentCeme’ Overview  Analysis  Policies  Devices  Objects

FTDvO2

Ciseo Firepower Threat Defense for Vidware

Device Routing Inline: Sets DHCP

Intortace Logical Name Type  Security Zones MAC Address (Active/Standby)
#§ Diagrostictyo disgnostic Bhysi..

[ cigabnememaroio Pyl

[ cigabnErnernatty 1 Physi

[@ cigabagthernatoyz Physi..

[ cigabnEmennent/s Physi

[ sigabremernatty4 Physi...

@, Search by name

Displaying 1-9 of 9 interfaces

Deploy & @ £ @ adminv

=3

AMP Inteligence

Sync Device | | Add Interfaces »

1P Acdrass Virtust Router

Giobal

\\!\\\

page[ 1 of 1 1]

TSCOaTTOTOT T i TS Teser TSCOEUom

SE:ESXi T HA U Y 2 EERADOREZ A v FERIRERDNE

(® Device Management & D FTDv02 DA
EI—0EIIUYY

@ Interface # 7% Uy L. Gig0/2 ®
MEX—TEI UV

XAt IF & HA ICHIh T NIEEENT Enable £ 123

T EFIRETE

® General @ Enable ICF v ¥

@ OKZEIVUwY

® SaveZ7 Yy I UTHREZRE

® DeployZ2YUw4oLTFIDICEA

General IPvd IPvE Advanced Hardware Configuration FMC Access

(6 oo |

Managemen
Description:
Mode

None -

Security Zone:
ace ID

MTU:

Propagate Security Group Tag: @




AT7Tvw73-1: HA

SBTE - HA R7 DIERK

alah, Firepower Management Center

asco [ - / Device Maragement Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, d’ it @ adminv
Deployment History
View By: | Group v
Al(2)  ®Emor(0)  ®Warning (0) Offiine (0) @ Normal (2) Deployment Pending (0) ~ ® Upgrade (1) @ Snort 3 (2) Q_ Search Device
Collapse Al Device
High Availability
] Name Model Versi... Chassis Licenses 5: I m
@z Group
]~ Ungrouped (2)
Add High Availability Pair
| © FTovol [Enos FTDv for VMware 7.01.1 N/A Base, Threat (3 more...)  ACP-1 o
- 10.71.132.194 - Routed
Name:*
@ FTDv02 Snort3 .
] 1071130 o FTDv for VMware 7.0 N/A Base, Threat (3 more..)  ACP-1 [ FTDv-HA |
Device Type:
[ Firepower Threat Defense v |
. . . o Primary Peer:
(@ Device Management > Add > High Availability 22 1 v & (Frows |
v v

@ MUT%RE
- Name : FTDv-HA X{EEDLRIZEA

- Device Type : Firepower Threat Defense % &R
» Primary Peer : FTDvO1 %3&#R
- Secondary Peer : FTDv02 %&i&iR

® Continue 22 Jw%
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Secondary Peer:
[ Frovo2 v |

@ Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied

on both peers.

- =




ATwT73-1: HA BRTE - HA X7 DERK, (#c =)

Warning @O HABRICELD Snort 7O XD Restart KAFELET ZE
EXAVE—IUHERR. BERITNE YesZzo Uy

This operation restarts the Snort processes of primary and
secondary devices, temporarily causing traffic interruption.

Do you want to continue? Add High Availability Pair 9
High Availability Link State Link
Interface:* | GigabitEthernet0/2 v | Interface:* I Same as LAN Failover Ling v ]
Logical Name:': Failover ; Logical Name:*
Primary IP:* [ 192.168.10.1 | Primary IP:*
7] Use IPv6 Address
1] > 1] > cH D) .
@ HA U /7‘ SIEICRY /O_C‘L/{—F%/\jj Secondary IP:* | 192.168.10.2 Secondary IP:*
HA VY ‘ :
. Subnet Mask:* | 255.255.255.0 Subnet Mask:*
- Interface : Gig0/2
- Logical Name: E’Ef%f@%ﬁf];&)\jj IPsec Encryption
- Primary IP: FTDVO1 @ HA YYD IP 7 KL X "] Enabled

- Secondary IP: FTDVO2 D HA U > D IP 7 KL X Key Generation
- Subnet Mask: HA Y Y DB TRy kY RY — _ B .
@ LAN failover link is used to sync configuration, stateful failover link is used to sync application content

State Llﬂ k between peers. Selected interface links and encryption settings cannot be changed later.
- Interface: Same as LAN Failover... & &iR

® AddEZUYY %
DG HA B TETIC 102U LEET BI58HH
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High Availability Pair Added

Configure interface monitoring options to protect the HA pair interfaces. Apply the
same health policies to the primary and secondary nodes of the HA pair.

bl Firepower Management Center
cIsco Device Management

Overview Analysis Policies Devices
—
View By: Group v
All (2) @ Error (0) ® Waring (0) Offtine (0) © Normal (2) Deployment Pending (0)
e
Coltanse All
Name Model Versi.. Chassis
v Ungrouped (1)
FTDV-HA
™ High Availability
e 7”“} mary, Active) (SROIS FTDv for VMware 7011 NA
10.71.132.194 - Routea
@ FTOv02(Secondary, Standby) Snort 3 FTOV for VMware 7011 NA

10.71.132.170 - Routed

Base, Threat (3 more..)

Deploy Q @ ¢

Q, Search Device

Access Control Policy

Objects AMP Intelligence
@ Upgrade (1) ® Snort 3 (2)
Ucenses
Base, Threat (3more..)  ACP-1

ACP-1

@ adminv

Deployment History

R

@

HA DfgpRk &A1 V577 —2R

FID HA R7EFEDA VI —T 14 RAE
—H—BEPL. ANLRARY V—EBEDEA
EonZVWESIIC. EVWSEBRORY 7

TYThHBlH, OKZzI Uy Y
FTDv-HA O#EIY—V %7V v D
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va741HA 97 - HA OERlEAM V5771 —R

C— 0 EZ/E ( s 2_? ) o

- % Monitor this interface for failures
';ll"élo" FlrepowerManagemem Center Ovenview  Analysis Policies Devices Objects L Inteligence Depioy @ € & @ adminv .
. —_— Pvd 1PV
—
FTDV-HA =
Cisco Firepawer Threat Defense for Viware @ Interface Name:
Deployment History In slde
Summary High Awailability Device Fouting Imertaces Inline Sets DHCP Active |P Address:
e — ® . 192.168.1.1
Mask:
Monitored Interfaces 2
Interface Name Active WFvd Standby IPvd Active VG - Standby IPve Active Link-Local IPvE Standby Link-Local IPvh L Slandby |P Mdress
i Insice 182.168.1.1 © E » I 192.168.1.2 I
i diagnozuc © ra
i Outsice 192.168.2. -]
A (oo | I
Failover Trigger Criteria Vs Interface MAC Addresses +
Faihare Limit Fla':‘mer:;cﬂel Phyalcsl intartace Aot Mac Addross Standty Mae Address - -
Peer Pl Thne - ‘ @ Edit Outside 9
Monitor this interface for failures

IPvé IPv6

High Availability 4 7@ Monitoring Interfaces > inside DERE~— —_—

%)y Y e
Secondary IP Address (C FTDv2 @ inside IF €E=ZH®D IP 7 kL e A
Z%JLFHL/ OKZzoUwo Mask:

Qutside 0)% \%7 7 E7 ) sy 7 ;:andby IP Address:
Secondary IP Address |C FTDv2 @ Outside IF EZ4#BH®D IP 7 K [s2iee2002 ]
LX%ZE/EL. OKZo Uy
Save Zz7 U)w s
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ATw75-1 HA SXTE - (R%E MAC 7 R L AERTE
L A T T

FTDv-HA

Cisco Firepower Threat Defense for VMware

Deployment History

Summary High Availability Device Routing Interfaces Inline Sets DHCP

Interface Name Active IPvd Standby IPvd  Active IPvE - Standby IPvE Active Link-Local IPv6 Standby Link-Local IPvG Monitoring
@ Inside 192.168.1.1 192.168.1.2 © s
diagnostic [ e

Failover Trigger Criteria s Interface MAC Addresses @ | 5 : —p Add Interface Mac Address @
Failure Limit FT.:L::;L; Physical Interface Active Mae Address Standby Mac Addr

Peer Poll Time 1sec - Physical Interface:* @

Peer Hold Time 15 sec | GigabitEthernet0/0 v y

Interface Poll Time 5 sec

Active Interface Mac Address:*
| 2200.0a00.00fe ]

High Availability # 7 ® Interface MAC Addresses @D + X—2 %9 YU vy
AR Z 587

- Physical Interface : Gig0/0 % i&iR

- Active Interface Mac Address : fEEDRE MAC 77 K | 2208 0wt 00K ]

I{ [ X 1
format such as 0123.4567.89ab

Standby Interface Mac Address:*

- Standby Interface Mac Address : {EFED{R4E MAC
OK&ZzIZYvY

FIRRIC Gig0/1 THRREZITL. Save IS TR @ [ ok |
Deploy #2277 Uy o UTER
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{FAEA v F vSwitch2 v
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BERIE-F o %&&E S O vswitch i SikE

MAC 77 RL-AZ=E ® &E U EE U vSwitch S -
TR

® &z (O 4ED U vswitch D SilEE

» NIC F—=27 2w L TREHE
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CLI TOHERR

> show failover

Failover On

Failover unit Primary

Failover LAN Interface: Failover GigabitEthernet0/2 (up)

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds

Interface Policy 1

Monitored Interfaces 3 of 311 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.16(2)5, Mate 9.16(2)5

Serial Number: Ours 9A98KRRD4VS, Mate 9ATHFSNAWQQ

Last Failover at: 03:04:07 UTC Jul 20 2022

This host: Primary - Active -
Active time: 3477 (sec)
slot 0: ASAv hw/sw rev (/9.16(2)5) status (Up Sys)

Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Outside (192.168.240.1): Normal (Monitored
Interface Inside (192.168.1.1): Normal (Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up

FTDVO1T AND SSH

Other host: Secondary - Standby Ready
Active time: 2472 (sec)

Interface diagnostic (0.0.0.0): Normal (Waiting)

Interface Outside (192.168.240.2): Normal (Monitored

Interface Inside (192.168.1.2): Normal (Monitored)
slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : Failover GigabitEthernet0/2 (up)

Stateful Obj  xmit xerr rcv

General 216 0 133

sys cmd 133 0 133 0

up time 0 0 0 0
----- BT

177




£E FMC TO HA X F7—% AR
show failover & FMC h SRR T DA%
K D Health > Monitor > XY&D FTD FINA R Z 0 U

b, Firepower Management Center

ciIsco Overview Analysis Policies Devices Objects AMP Inteligence
Monito Health: FTDvO1 » © Normal
Hide
System Detads Trouh'ei*ooung & Links
Up Time: O voB Build 351 - 2021-12-21 19:00:15
Version: 7.0.1.1 LSP. Isp-rel-20210503-2107
Mode! Cisco Firepower Threat Defense for VMware Soort 3.1.0.100-11
Mode: ROUTED
Overview CPU Memory Interfaces Connections Snort ‘L'I‘s‘élt;‘ F\regowengnagement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy O, @ %t @ adminv
CPU
Data A & System : Advanced Troubleshooting
FTDvO1
File Download I Threat Defense CLI I‘acket Tracer Capture w/Trace
t ]
\ /\ | Command Parameter failover
utpu
Failover On =

Failover unit Prinar
Fsilover LAN Intertace: Failovsr GigssitEtharnst/2 (ue)
Reconnect timsout 0

BriEe ) L ninen 1 atonds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds

1
Moniterad Interfaces & of 311 maximum
HAC hddrass ove ot it jcation Interval not set

Yersiin. Ous 6160205, ate o 16(2)s
Serfal fiumber: Dure SHLSKARDAIS, Wato sa1MFsNARD
Last Failover at: 03:04507 UTC Ju

This

Gtive time: J638 (sec

R AT 1633) status (e
Tnterface disgnost 1o (0.0.0-03% Norna| (¥a|ting)
Intertace DUiide (192, 160280130 Ratnal CMon | tored)
Interface Inside (192.162.1.1); Mormal (Monitored)

slot 12 snort rew (1.0) staths fupd
2 diskstatus rew (1.0)  status (up)
Other host: Secondsry - Standby Ready

sec
Inter face dizgnostic (0.0.0.0): Hormal (faiting)
Intar face Quiside (192, 182,240, 20° Rotnal (Hontared)
nterface Ingids (192.156.1. 205 Horna | (Hon ter o)

Siot 2 diskstates rew (103 statos (umd

Seatatul Fallovar Logieal Updsts statistios
£2  [over sigaitEthernetors (ue)

Siteiui o i rerr oy

ral 578 o 0t

292 and 427 0 azr 0 -

0 2022




%

=

. failover history ¥ FMC & D fEsEal g

- FMC T®D HA A 5F—4 A FE

=X

[=1]\R)

- Device > Device Management > HA O$REI—4 > Summary 94 7

FTDv-HA

Cisco Firepower Threat Defense for VMware

IWI High Availabilty ~ Device  Routing  Interfaces  Inline Sets  DHCP
General LE
Name: FTDv-HA
Status
Primary Peer FTDvO1(Active)
Secondary Peer: FTDv02(Standby)

Failover History:

[ =]

Fallover History

Time

05:04:39 UTC Jul 20 2022

05:04:39 UTC Jul 20 2022

05:04:39 UTC Jul 20 2022

05:04:39 UTC Jul 20 2022

05:04:39 UTC Jul 20 2022

05:04:39 UTC Jul 20 2022

05:02:31 UTC Jul 20 2022

05:02:20 UTC Jul 20 2022

05:02:20 UTC Jul 20 2022

05:02:12 UTC Jul 20 2022

59:20 UTC Jul 20 2022

Device Name

FTOVO1

FTOVO1

FTOVO1

FTOVO1

FTOVO1

FTDVO2

FTOVO1

FTOVO1

FTOVO1

FTDVO1

FTDvO1

Original State New State
Standby Ready Just Active
Just Active Active Drain
Active Drain eg:";z Applying
Active Applying Active Config
Config Applied
Acvs oo Active
Active Standby Ready
Bulk Sync Standby Ready
Sync Config Sync File System
Sync File System Bulk Sync
App Sync Sync Config
Cold Standby App Sync

Reason

Other unit wants me Active

Other unit wants me Active

Other unit wants me Active

Other unit wants me Active

Other unit wants me Active

Set by the config command

Detected an Active mate

Detected an Active mate

Detected an Active mate

Detected an Active mate

Detected an Active mate

| Ciose |




HA Active #DHTID & X

Devices > Device Management & D

Primary #fEERFDTIDREUETOF| A

FTDV-HA
High Availability
Switch Active Peer
Break
.
DvoYPrimary, Active) | Snort 3 FTDv for VMware 7011 NJA Base, Threat (3 more..) ACP-1 Force reffesh node status
10.71.1 :
Delete
FTDv02(Secondary, Standby) Snort 3
v02(Secondary, Standby) |Sno FTDv for VMware 7011 NA Switch Active Peer k) ACP-1 F
10.71.132.170 - Routed -
Are you sure you want to make
"FTDv02" the active peer?
.
. FTDv-HA .
L) ign Avaitability 73
FTDvO1(Primary, Standby) Snort 3
V01 (Primary, Standby) | FTDv for VMware 7011 NJA Base, Threat (3 more...) ACP-1 :
10.71.132.194 - Routed :
FTDVO
FTDv for VMware 7.011 NfA Base, Threat (3 more...) ACP-1 H
10.71. :




HA D PR
- Devices > Device Management & D

- HA B8R = BBR U TH{AED FTD ICR I IZ&ICFIFA

FTDv-HA ’:
High Availability :
R Active Peer
FTDVO1(Primary,
Dv01(Primary, Active) |Short3 FTDv for VMware 7011 NA Base, Threat (3more..) ACP-1  Folce refresh node status

10.71.132.194 - Routed

FTDv02(Secondary, Standby) Snort 3
10.71.132.170 - Routed

FTDv for VMware 7.0.11 NfA Base, Threat (3 more...) ACP-1

Confirm Break

Breaking the High Availability pair "FTDv-HA" will erase all configuration
except the Access Control and Flex Config policy from standby peer. This
s J operation might also restart Snort processes of primary and secondary
devices, temporarily causing traffic interruption. Are you sure you want to <
break the pair?
[ ] Force break, if standby peer does not respond

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Overview Analysis
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Devices Objects AMP Intelligence

Role For This FMC:
() Standalone (No High Availability)

() Primary

@

Peer Details:

After Firepower Management Center high availability is g on VMWare, each regi

® Configuration
S Host Input Users
Domains

Select a role for this Management Center and specify peer details to setup high availability.

Primary FMC Host:

[ 10.71.132.204 @
Registration Key*:

[ cisco

Unique NAT ID:

t Either host or NAT ID

I Integration
SecureX (I
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FTD consumes an additional Firepower MCv Device license.

Logging
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Policy
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Monitoring
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Host Last Modified

10.71.132.204

2022-08-04 18:29:21

Status

Pending Registration

State




754<IY FMC TO HA Y 7w 7R

7247V FMC £ 5FED FMC ICTHEBEDFIET FMC HA DEREZRIRT %

« > C Q https:f{10.71.132.204/ddd/#HAMain
Jlwli, Firepower Management Center ) . - ] ) )
€Is€o  System | Integration / High Availability Cwerviews Analysis Policies Davices Objects AMP Intelligence Deploy Q e 1 b
Configuration Logging Monitoring
Cloud Services Realms Identity Sources High Availability eStreamer Ho: Users Security Analytics & Logging Audit
Domains Syslog
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Please Wait...

@ System processes are starting, please

wait.
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Restarting processes
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Type
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Host
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