i
CISCO

Firepower [hreat Defense
DEAE YTV THAR

Rev 1.4

2018/09
YAV AT LAEREH



FL&OIC

- KHAKIZ. Firepower Threat Defense (LLF. FTD) QO ##E b7y T AEFHEEHELTHYET,

- RHAAFIL., FTD&Firepower Management Center (AR, FMC) Ok A8hrZE{E>T. SHMEEXFFHIATES
ZEEO-IILELTHYET,

RNAIZBHT HREEIZDUINT

« RAARIZ. 2018F 7B REDBRIZEIVTEBY . FIDXFMCOY IR Y7 6.2.3.3% . INf{/8—/\(H
[ZVMware ESXi 6.0FBHALTHYET, =1L, —EBDH#EREIL 2018F7 AICEHMmELT. 6.2.3.3 5| H
LTYERLTLVET,

« AAARIZRH SN TOD AR IV ERICET HIFHRIE. FPELGLICEESNLIENHYFET,
« YRAFX AAAFICBELT, TEOEHEEXRFEERIZOVT—YDEEEZELENIEELFET,
« SRAE . ATAEN+REREEEI S E FHEDEMICHTHBEEHRERATI L RITE=ZFDHH

BABERE. T2AN\V—EZFEZ DD —YDEFIH T HREN G EE ARICBERICDRARIFREL
FE A



T A T 1= (o]
él:‘:lh J—IRIR X Internet | B

g0/0 ¥ a—/\)L7RL R

g0/2]254
. S EBLAN BN
S 192.168.250.0/24
~
= #g1/0/20
N I o= e o oo oo oo e e e e e e e o e e e mm e e M G EEm M G M M Emm M e mme e M e e mm
00 I _ |
o | G0/0 outsidel .1 |
N | .132.202 I
I Management FTbv |
132: o : G0/1 inside |.1 : :
= FMCv AERLAN | 1
: 192.168.1.0/24 101 :
132.186! test PC !
—==—== ESX JI




LK ARDFYA

« FTDVEFMCVEA 2 A R—)ILL . FTDvZRouted FirewallEL TR ET S,

. Firewall&EL Tlnterface PATZ{TLY, AERDtest PCHi A A — Yk
DEEZRIEEIZT D,

- Intrusion PolicylZTPOV (Proof of Value. ERI&REE) MIFIC&FE/IL—IL
FRHTEDHLIIZT S,

- File PolicylZTMalwareZ7Ov99 3%,

- Access Control PolicylZTSecurity Intelligence (IP/URL Blacklist) %l
9%, &£f-. URL Filterl2TEX ¥ T ILIZETHHAADTOERET
QY09 %,



H R

S T

FTDEFMCOD A AR—IL
FTDEFMCZE Db #1HAES %E
Intrusion PolicyE% &
Malware & File PolicyE%5E
Access Control PolicyE% &

=L ==

Pre-filter X7

9.
10.

O 2xFx | DBEH

eStreamer API & Splunk eNcore
App

AT R
Lik—Ta25

Appendix 1. Firepower 4100/2100
DAV AL—ILERN AR TE



1. FTIDEFMCOD AV AR—IL &
FIEAER TE




AAR—=ILD T INA RAZFZRETDIR

REDIER

OVFTF7aA &Web GUIZHOER

#EAERTE
@ Firepower Management Center SA£2ADEN

OVFFZ7Aa4A
: TETRIATDER
Firepower Threat Defense -
. p MR

FMCA D& fxF—DERTE

@ onerioenicares. T

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ATv7 1-1: OVFOT7aA4 & Web GUIZOIEX

1. LLTFOURLKY, Firepower Management Center(LLF, FMC)® .tar7 7 ILZER
\/L., 7-ZiplaET7—HA/\TRE

https://software.cisco.com/download/release.html?mdfid=286259687&catid=268438162&softwareid=28627105
b6&release=GeoDB&relind=AVAILABLE&rellifecycle=&reltype=Ilatest

D Cisco_Firepower_Management_Center_Virtual_Vhware-E5Xi-6.2.2-81.0vf (ﬁz)\/j |~r717/ <_:)3> [i%@&%[:ﬁ{ﬂ];’;:&o)%%éi:&

2. vSphere Client 6.0T ovf ZLL FOK3I=TFFOA
FMCIZEERIZIRENICZ12HE D216, EERVNT—VIZFTRE

Source Metwaorks | Destination hNetworks |
Management WM Network |

ZDHhvSphere Client ETOEREIET 74 MEFERAL. 77040
TIOA%FIBT 5L A0RFRET FMC DOESFHENEDBDEBEMSTTL. ZDEWeb GUI ~
TOEATES



https://software.cisco.com/download/release.html?mdfid=286259687&catid=268438162&softwareid=286271056&release=GeoDB&relind=AVAILABLE&rellifecycle=&reltype=latest

ATvwT 1-2: OVFOTFT7a4 & Web GUITOtEX

3. AVY—ILEREKLYCLITFRLRAER
N—=23Y 6.x LBROSEEMHI—F/SRT—FELTOEY
dA—H4%: admin/ /AR —K: Admin123

root1—HF %, "configure-network’a< R

admin@fmc:“$ sudo su

Last login: 3Sat Jul 14 11:15:37 UTC 2818 on ttyl
root@fmc:Volumeshomesadmin# configure-network _

4. (CLITPRLREBLAEWMES) TS5S9HPT FMCTFI4ILMPPRLRIZHTTPS7Z2t X
https://192.168.45.45/
A—H4 - admin
INAT)— F : Admin123

X T FTHORIRFTRIHEKRD IP PRLARIE, 192.168.45.2/24 HHER—H TRy &EA



https://192.168.45.45/

ATvTJ 2-1:%)Hf

Time Settings
Change Password

Use these fields to specify how you want to set the time for the Defense Center.
Use these fields to change the password for the admin account. Cisco recommends that you use a password that has at least eight alphanumeric characters

of mixed case and includes at least one numeric character. Avoid using words that appear in a dictionary. Ey—
ia NTP from

Set My Clock

© Manual
Hew passcrd O
‘Current Time 2018-01-17 15:41
Crfrm

Set Display Time Zone /Tokvo

il

Network Settings
9 Recurring Rule Update Imports

Use these fields to specify network-related information for the management interface on the appliance. P

Protocol

)1Pva O 1Pve O Both Install Now @

IPv4 Management 1P 10.71.132.201 Enable Recurring Rule Update Imports from the Support Site e
Netmask 155.255.248.0 Import Frequency at {— ]

IPv4 Default Network Gateway 10.71.135.254 Policy Deploy [# Deploy updated policies to targeted devices after rule update completes
Hostname Recurring Geolocation Updates
Domain I:l Use these fields o schedule recurring weekly geolocation updates. Note that updates may be large and can take up to 45 minutes.
Primary DNS Server 64.104.14.184
Secondory DS serer —— “
] Enable Recurring Weekly Updates from the Support Site 7]

Tertiary DNS Server
AsialTokyo

Update Start Time

End User License Agreement

DISTRIBUTE / SELL THE CISCO EQUIPMENT, SOFTWARE AND SERVICES WITHIN YOUR TERRITORY TO END USERS, .
R T S A 517 G 3 Lo S S S B 5 o) B D TS () T

15 4 SEPARATE Erwesy MER AND CISCO GOVERNING USE OF THE SOFTWARE, OR (5) THE SOFTWARE
e £ AL A B B S MR 51 T AT TSR ASTRE S 6 R A8 TS T T [ |

DOWNLOAD PROCESS GOVERNING CUSTOMER'S USE OF THE SOFTWARE. TO THE EXTENT OF A CONFLICT BETWEEN THE PROVISIONS OF TH
FOREGOING DOCUMENTS, THE ORDER OF PRECEDENCE SHALL BE (1) THE SIGNED CONTRACT, (2) THE CLICK-ACCEPT AGREEMENT OR mmn PARTY

a d m | n/ \ 2 Ij IN 0) LICENSE AGREEMENT, AND (3) THE AGREEMENT. FOR PURFOSES OF THE AGREEMENT, "SOFTWARE" SHALL MEAN COMPUTER FROGRAMS,
INCLUDING FIRMAWARE AND COMPUTER PROGRAMS EMBEDDED IN CISCO EQUIPHENT, AS PROVIDED TO CUSTOMER B AN ARPROVED SOURCE, AND

ANY UPGRADES, UPDATES, BUG FIXES OR MODIFIED VERSIONS THERETO (COLLECTIVELY, "UPGRADES"), ANY OF THE SAME WHICH HAS BEEN

F M | |:) S z —“ L S 4 D N ( RELICENSED UNDER THE CISCO SOFTWARE TRANSFER AND RE-LICENSING POLICY (AS MAY BE AWENDED BY CISCO FROM TIME TO TIME) OR
> I ~ ~ / BACKUP COPIES OF ANY OF THE FOREGOING.

N S License. Conditioned upon compliance with the terms and conditions of the Agreement, Cisco grants to Customer a nonexclusive and nontransferable

N TP .|j. ] ‘ 0) | p 7 F xi 7!-_ 'j: F D N A jj TI me ZO ne 0) = license to use for Customer's niernal b and for which Customer has paid the required license fees to
l/ - ~ 2 an Approved Source. *Documentation" means written information (wmher contained in user or technical manuals, training materials, specifications or

otherwise) pertaining to the Software and made available by an Approved Source with the Software in any manner (including on CD-Rom, or on-line). -

BANBRDEREZXZEEDEIIZAL i
REICTAERBH(EULA)IZFIVIEAN “Apply’ Z:&EIR -

Apply #&. admin/SRAT—F PRy T —IDRENBHFSNH(FTERE SNEE) FRIFTST—BRT




@ Firepower Management Center
AT 2-2: FjFELI-IPPRLRIZ7ZOEX

- IHARETAALE IP PRLARE admin/SRAT—RZ LY
FMC®D Web GUI NFS9HTHTTPSZ /®ALAST 1>

X TSIV TIERTHIHRD IP TREL AL,
MEARETEELS FMCOIPTRLRER— T AU DIPTRLREER
(RTYTF1T 192.168.45 212 BB N2V TS T8, CCTIFEE)

ol | Ieol I I For technical/system questions , e-mail
ci1sco or call us at 1-800-553-2447 or




ATYT 3. 54 RADEN
ZZTl&Evaluation ModeZFIBY %,

e [\/olution ModeTld, 90 B AnyConnect A4t D £ #EEE
Health v Mol Tools v hi*ljmﬂ'ﬁgo

Configuration ~ Users = Domains  Integration = Updates  Licenses » Smart Licenses

Smart Licenses

Classic Licenses )
Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token

from Cisco Smart Software Manager, then click Register

Overview Analysis Policies Devices Objects = AMP Intelligence

Smart License Status Cisco Smart Software Manager

Usage Authorization: N/A
Welcome to Smart Licenses Product Registration: @ Evaluation Period (Expires in 89 days)
?f,f,’éi’;ﬁg' gf:ain;:r:tf:?;;e:ﬁ;;:Thi?g:iméz?stgren Register l [ Evaluation Mode Assigned Virtual Account: Evaluation Mode
Export-Controlled Features: Disabled

Smart License Status

Usage Authorization:

Product Registration:

Assigned Virtual Account: Evaluation Mode

Export-Controlled Features: <P You are about to start your

\t‘) evaluation period. Evaluation
period is a one time 90 day period

in which you will be able to explore your

Cisco products full functionality. When

evaluation mode ends, you will have to

register with the Smart Licensing Cloud to

continue to use your product. Do you wish

to begin your evaluation period now? YeSEE*R
= DL, SAEVRANERINI=ZEIZHD
© 2017 Cisco and/or its affiliates. All thj %
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Licenses>Smart Licenses#ziEiR
Evaluation ModeZ &
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. Firepower Threat Defense

AT7v7 1: OVFOTF70O4A

1. EAF®MURLKY . Firepower Threat Defense(BLF. FTD)® .taro 7/ ILZEEL.
7-Zipla ET7—hA/\TREH
https://software.cisco.com/download/release.html?mdfid=286306503&catid=268438162&softwareid=28630633
/&release=6.2.2.1&relind=AVAILABLE&rellifecycle=&reltype=latest

N# Cisco_Firepower_Threat_Defense_Virtual-ESXi-6.2.2-81.ovf | CE)VIEIT7N=2aV [EEDEEISEY B LD EESTLE

2. vSphere Client 6.0T .ovf ZUTOK3IF7O4
FIDIZEEAIZRIENICE1DHEF D=6 . ManagementB B RryrJ—YICFRIESE 5

V=2 FyF0-5 R=ifuk Ry =4

Management0-0 | VM Network I
GigabitEthernaf-0 VM Network 2

GigabitEthernat-1 HERLaN

GigabitEthernati-2 h‘ PEEBLAN

3. FDfthvSphere Client L COREIFX T IAILLEFERL. T7O/MDET


https://software.cisco.com/download/release.html?mdfid=286306503&catid=268438162&softwareid=286306337&release=6.2.2.1&relind=AVAILABLE&rellifecycle=&reltype=latest

Firepower Threat Defense
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. Firepower Threat Defense

2Ty 3-1: ¥EARTE

. vSphere ClienttT ¥7a4Lf= FTD ® VMavy—JL & %EZE. Login 7AVTrAE
RENF=LLUTOLI—Y—Tas 1Y
Username: admin

Password: Admin123

XKA1—F—ZDANDEREIZ, PasswordFmz#I KNGS Enter F—EANT S

LLF D &SIZFirepower login : &R T~&h b, username &L T admin EA AL, FlFTPasswordZd A
73

firepower login: [EEFDH
Password :

« M4tV RBHI(EULA)E [SPASE] F+—TREFEFTERRSE
EULABEZRODHLUTDRRICHLT, “YES"ZA S

Please enter 'YES' or press <ENTER> to AGREE to the EULA: [¥ES

Syster initialization in progress. Please stand by.

ou Must change the password for "adwmin’ to continue.
Enter new password:
onfirM new password:

- AdminA—Y DM/ ARV —FZKE



‘ Firepower Threat Defense
ATvT 3-2: YIEASEE

- FIDOEERAIP7RLRAZEETE

IPVATRLR, T RIS, TIAINT =74 RRAR% ., DNS
You Must configure at least one of IPv4 or IPuG.
Do you want to configure IPwv4? (ysn) [v]: 00
Do you want to configure IPWE? (ys/m) [nl: P
Configure IPuvd4 via DHCP or manually? (dhcps/manual) [Manuall:Beanwal
Enter an IPv4 address for the management interface [192.168.45.45]1: AL 153202H
2
Enter an IPv4 netmask for the management interface [255.255.255.81: 255025502985
8
Enter the IPv4 default gateway for the management interface [1: BBEEESISSNZ5E
Enter a fully qualified hostname for this system [firepower]: ETHG
Enter a comma-separated list of DNS servers or 'none’ [1: [EENIEENTNIEH
Enter a comma-separated list of search domains or 'none’ [example.netl: [iGHE

- FIDOEHRAAA—TT—ADRTE
FIDOO—AhILBEEDEFE, FWOE—R:EIR (routed or transparent)

Manage the device locally? (yes/no) [yes]l: i@
Configure firewall mode? (routed-/transparent) [routed]: pousted
Configuring firewall nmode




. Firepower Threat Defense

RATYT 4 FMCADEF X —DETE

- FMCO7RLARLEFIXF—EHRTE
UTDARURZEFEWD, FMCADT NS RABEDERTEEITD
ZBBDFMCIHBFTDZE T /NARE T HIFIZ. COEFHRF—(CDHFITIL “cisco” )W —HLTWLILESH
b
configure manager add <ip address> <key>

> configure manager add 1H.71.132.2H1 ci=sco
Manager successfully configured.

Please make note of reg_key as this will be required while adding Device in FMC.




AT7v7 1-1: FEMCIZZ 9+t X

- IHARETAALE IP PRLARE admin/SRAT—RZ LY
FMC® Web GUI NFSHHFTHTTPS7H +ALAY 1>

alrer]n
CISCO




ATYT 1-2. FIDT I\ A RAD&E %

Overview Analysis Policies NSV~

Objects AMP Intelligence

S System IR TR

Device Manage NAT VPN v »; Platform Settings FlexConfig Certificates
® Overview Analysis Policies JiSlld=8 Objects | AMP Intelligence Deploy , System Help v admin v
® Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
[0 Ais =) [R oevie e
(&) Add Device
Ungrouped (0) @ Add High Availability
@ Add stack
; @ Add Cluster
Add Device ? X S o
Host: 10.71.132.202
Display Mame: FTDv @
Registration Key: cisco
G = hvd — . .
° GUI @ L #BIZdH 5 Devices &R
Access Control Policy: | Create new policy |v| DeVICe Management %%*R
Smart Licensing - Create new policy L . .
2 = Add Device ##EiR

® FTD @ IPPRLRE, BFF—Z2 AN
“Create new Policy” #&iR
lEfmE. RDRSARESEE

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




ATvT 1-3:

FTDT 7\ AD & &k

New Policy

Name:
Description:

Select Base Policy:

Default Action:

Add Device

Host:
Display Name:
Registration Key:

Group:

Access Control Policy:

Smart Licensing
Malware:

Threat:

URL Filtering:

~ Advanced

@ On Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect

[« Objects AMP Intelligence

|ACCESS—POL[CY

Mane

® Block all traffic () Intrusion Prevention

10.71.132.202

FTDwv

cisco

Mone R
ACCESS-POLICY | R |

VPN licenses can be enabled from smart license page

() Metwork Discovery

Deployments

SaveJ

Cancel

1 total 0 running 1 success 0 warnings 0O failures
+ FTDv1 Deployment to device successful. @

Register

Cancel

l

© 2017 Cisco and/or its affiliates. All rights reserved

@

System Help »

REITTFAIL(R) S —
“Save” ZER

Add DeviceDEIEIZFEBY. SA1LRERD K123
Ex1£|Z Register Z:#RL. FTIDT /N1 REEFREELT

)D& RTE AN

R

FRROESIZENIE, TINARADEEFE T (FRERFR 2%)

LUET, AVRAM—)L & FTDZFMCTEE T 5= DHHAZREIFTT




Tips)FMC/FTD 4 > &2 —7 I—é

sftunnel: TCP8035

Diza

FTD CLISH

[
T T Tl
br Diagnostic
94 *FTD, FMC & M@{EIZEH (sftunnel) *ASA engine D) E— 7 ERIZER
*FTD box ~®M SSH 7Y £ X & H *ASA engine syslog M Source IP & L THEH
[AZE] [EE] XERTE (FIEHE
GRS - — ' EE LGS,
REEIFID VG EOBEISHAS AL (sumel) | A2 ENIT0 25100 FEBR LI-VHE. dota
(CLISH CLI& W) (CLISH CLI& Y)
>show network >show interface ip brief
R A& (FMC GUI& V) (FMC GUI& Y)

Devices > Device Management > Device >

Management

Devices > Device Management %&iR
SR T/INA ADEdit7RE >




 FTDEFMCZE D% |

Na
il



FTDEFMCE Dt #) X E I<BIL T

s FIDDO R YT —IBY T HORERIERDEREZITD
- Time Synchronization

- Interface

- Routing

- NAT

- Access Control Policy

- Network Discovery Policy



Network Discovery Dt E

Edit Fule

Firepower Management Center
(FMC)

Action: Discover v |V Hosts [ Users W Applications

c SNOMI VO VHERBT HEENOUTDIDEHREZFE

e IRAR Bk

s Ny TT4T923ay (OST42H—T)oT4059%F) IZ2&VYIER FMC Database
FIEL, 2y FT—=O I TITHRA I MY B4R

- KRR MERIE. KRR M 2Ty FAPREDY =27 ILRES LU, GUI
BHROFEBREICHIE
- 7TV —23Y
- RRAMDFAT TV r—2avzERELRY FO—9 <y JITEM e e
. KRR FOL—FDOT 1 R AN FIABICIEEHEANE Firepower

DA 18
: ;—;ﬁ—j‘»ﬂmu 2y RT—HTHOFAETF 4 (AT A V%) v kT—=Y
Rl




AT7v71-1: Time Synchronization
FIDORAFMERGE. ZZTHANCIS IS0 LT B,

Overview Analysis Policies S0 Objects | AMP Intelligence

Overview Analysis Policies JVEUldg Obiects = AMP Intelligence System Help v admin v

Device Management | NAT ~ VPNv = QoS  Platform Settings  FlexConfig  Certificates

FTD-POLICY

Object Management Enter Description

NAT Platform Settings, Config Certificates

Device Management

AR Inspection
® via NTP from Management Center
Banner Set My Clock

) via NTP from
There are no policies created. Add a new Firepower Settings Policy (or) Threat Defense Settings Policy Fragment Settings
HTTE @ This setting is unsupported on firepower 9300 and Firepower 4100 platforms. Please
New Policy 2 % cMP use Firepower Chassis Manager instead to set NTP time synchronization.
N\ Secure Shell
Name: z
2me: FTD-POLICY \ | SMTP Server
Description: =) ] .
Targeted Devices ssL
Select devices to which you want to apply this policy. Syslog
Available Devices Selected Devices E——
4 Search by name or value @ Fovi [5] > e = o e

— UECAPL/CC Compliance

Add to Policy. @

Devices%&EiR
Platform Settingsz %R
Threat Defense settings PolicyZ#1R

RID—BEDEZBEAN BATEHT /NI REER
"Save & ER
Time Synchronizationz#iR¥ H&. LEEDEELLGEOTLNVS

@O

®

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




ATv71-2 : Time Synchronization

D NGFW Settings: FTD-POLICY

D Access Control Palicy: ACCESS-POLICY

@ i~ Intruson Policy: Balanced Securty and Connectivity
© Intrusion Policy: No Rules Actve

© |-ons Policy: Defauit DNS Policy

S e @ “Deploy”’%:&iR
@ it Q@ ZEBEINFRTEERD L. Deploy*f RHEFIC
) FIvIEAND

® “Deploy’%:&iR

Selected devices: 1

(7E)FP4100,FPI300MNTPIFFXOSEIDERE ZHES,
L. CCTEHRELTHEMRSINSZ (T THETEL,

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidenti



ATvI2 - Interface

- FTD®MRouted Interface X 5
Devices Halij[us]

Platform Settings

AMP Intelligence } System Help v admin|

FlexConfig Certificates

S T——

<, Device Name

4 ] Ungrouped (1)

© FIDv1 - ; _
10.71.132.202 - Cisco Firepower Threat | Cisco Firepower Thr Base, Threat, M..  ACCESS-POLICY &

Device  Routing Inline Sets  DHCP |
28 |©  Adinterfaces v | @

0 GigabitEthemet/0 Physical 7
0 GigabitEthemet/1 Physical &
) Diagnostict/0 diagnostic Physical V4

Overview Analysis Policies [[USWISEl Objects | AMP Intelligence ep . System Help v admin v

FlexConfig Certificates

platform Settings

Device Management ~ NAT ~ VPNv QoS

FTDv You have unsaved changes rQ

Cisco Firepower Threat Defense for VMWare

Device  Routing Infine Sets  DHCP —_
=] o #af ;v

o GigabitEthernet0/0 outside Physical outside_zone 192.168,250.1/24(Static) P4

o GigabitEthernet0/1 inside Physical inside_zone 192.168.1.1/24(Static) &

e Diagnostic0/0 diagnostic Physical &
© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Security Zone = Interface® % JL—7

Edit Physical Interface

Name: outside || @lensbled [ management only

Security Zone: | outside_zone

\ (e
General m Pv6  Advanced Mﬂﬁgumu’nn

Description:

1P Type: Use Static 1P

€g. 192.0.2.1/255.255.255.128 or
192.168.250.1/24 kil

1P Address:

ancel |

Devices#zi&EiR

Device ManagementZ &R

ET—VEER

GO/0DEET—V%ER

MEEA > A—DJ T XD 4RI, Enabled. Security ZoneD %
Hi. IP Type. IPVATZRL R, HTRyrEA S

“OK"Z: &R

GO/MHEHRICA 2 A—TT—REREZEITLY., "Save Z:ER

)
)
€)
@
)
)
@




ATw73-1: Routing

. ZTD;);%-)»M’—H‘J:«(E&EO EEADT—F A TIIELENS T4y RATHB
(2

erfaces  Inline Sets  DHCP

OSPF
OSPFv3
RIP

MName: GW
v ¢JBGP ¥ IPv4 Routes
» Static Route

X
Description:
¢ J Multicast Routing

¥ IPv6 Routes
Edit Static Route Configuration 2 x Network: |192.168.250.254
@ s ® P O 16 Format: ipaddr or ipaddr/len or

Interface [ = range (ipaddr-ipaddr)

MNew Network Objects ?

Allow Overrides: ||
Available Network & [+] Selected Network

2, Search (&2 any-ipvd 5] [

a -
.. @

=2 INSIDE-192-168

(&2 1Pva-Benchmark-Tests
152 1Pva-Link-Local

&2 1Pvd-Multicast

(52 1Pv4-Private-10.0.0.0-8

(52 IPva-Private-172.16.0.0
(=2 1Pv4-Private-192.168.0. =

Gateway™ ow ~ @
Metric: |1 -
Tunneled: () (Used only for default Route)
Route Tracking: | |v‘ @ @
| OK. ancel |
© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

|

Save

®

RoutingZ:#&iR
Static RouteZ&iR
Add RouteZ#E1R

Interface (384%) . any-ipv4Z&EiRL ., "Add” Z:&4R
TSAT—D%FER

AT HD LRI TF—r2x/4EANL, "Save’ &R
“OK"Z#E1R

SISISISISICIS




ATv73-2 : Routing

Overview Analysis Policies NSV

Objects | AMP Intelligence

Device Management ~ NAT ~ VPNv QoS  Platform Settings  FlexConfig  Certificates

FTDv You have unsave:

Cisco Firepower Threat Defense for VMWare

Device WEUIUTE Interfaces Inline Sets  DHCP

osPF
0sPFi3
RIP
v (JBGp ¥ 1Pv4 Routes
» Static Route anyeipud outside 192.168.250... false 1 J8
» (J Multicast Routing
¥ IPY6 Routes

Deploy Policies Version:2017-12-13 02:35 PM ? X

2017-12-13 02:13 PM

': Balanced Security and Connectivity
- Prefilter Policy: Default Prefilter Policy

© Network Discovery
D Device Configuration{Details)

Selected devices: 1

L
@D “Save’EEIR

XFMCETDSaveTHY ., E#E(FTD)ICITEE RSN TLVEELY

@ “Deploy’Z:&iR

® ZEHIN-HREZHED L. DeployxtRERICFIvIEAND
@ “Deploy’Z:&iR

@®DDeploy %, EHITRY S —LRERENRBREN S (FTERM: - 1028 E).



ATYT4-1  NAT
- FIDTSNAT(PAT) B

Y Devices

Device Management  NAT

There are no policies created. Add a new Firepower NAT Policy (or) Threat Defense NAT Poli

New Policy 7 X

Name: [naT-POLICY |

Description: | |

Targeted Devices

Select devices to which you want to apply this palicy.

Available Devices Selected Devices

S FTOVL @

4dd to Policy ¥ AT ks Alter

Devices%&iR
NATZEIR
“Threat Defense NAT Policy” %:&iR

NAT Policy® & 811, ¥ R #EzszERL, "Save”
“Add” %2R

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Comidg
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ATy T4-2  NAT

Add NAT Rule I Add NAT Rule ? X
MNAT Rule: Auto NAT Rule o MNAT Rule: W ;
Type: Dynamc v I Type: [Dyname 5
Trandation Advanced I Interface Objects PATPool  Advanced
Avallable Interface Objects € Ui Source Interface Objects (1) Destination Interface Objects (1) origial Packet Translated Packet
| 4 Search by name +6s inmde_zone @ . outsioe_zone 5] Onginal Scurce:” %‘, Q Address v
+5s inzde_zone vy 9
ik outsde_tore Add to Onginal Port: Tce v @
m 0
Addto o
Destination
oK | Cangel oK | Cangel
New Network Objects ?x
N s o TANBHR IR T—IF7RLR (CZTIE 192.168.1.0/24) & &8%
Descriphion !
@ NAT Rule, Type. Sourced KU Destination®
Network: 192.168.1.0/24 Interface Objects’&i%#ﬁ

Format: ipaddr or ipadde/len or
range (ipaddr-ipaddr)
Allow Overrides: |

Save P Cancel
© 2017 Cisco and/or its affiliates. All ridigs ved. Cisco Confidential

TSRI—U%EIR
Network Object® £ il Original SourceZ A 73
“Save”%EiR
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AT7Tv74-3 : NAT
Destination Sourcel&EDTFRLRIZE#T 2N EERTE, T
[ TL\InterfaceDIP7RL R EIEE

Add NAT Rule

Auto NAT Rule v

MNAT Rule:

Type: Dyeme v
Interface Objects m PAT Pool  Advanced
Original Packet

Onginal Source:™ INSIDE-192-166-1-0

Onginal Port: TCP v

r sjd

Destination Interface 1P [

T e seiecs
Interface Objects
tab will be used

o for Destination
n Tncecace Objecty

WAT vy

Ao

cel
4
flo
—’

© 2017 Cisco and/or its affiliates

All rights reserved
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Deploy Policies version:2018-01-19 07:37 PM 7%
= Frovi 2018-01-19 10:59 AM

D Nat Policy: NAT-POLICY

© NGFW Settings: FTD-POLICY

@ Access Control Policy: ACCESS-POLICY
@ |-File Policy: FILE-POLICY

®

© \-Intrusion Policy: Balanced Security and Connectivity
@ - Intrusion Policy: No Rules Active

@ i-DNS Policy: Default DNS Policy

@ 1-lntrusiun Policy: INTRUSION-POLICY

© \prefilter Policy: Default Prefilter Policy

© network Discovery

@ Device Configuration [Details)

Selected devices: 1

Original Source, Destination SourceZ &R
“‘OK"%ER
“Save”ZEIR

“Deploy”Z#ER
EHIN-HREZHEZED L., Deployxi R385
FIviEAND
“Deploy”Z#ER

® OPLOO




ATwI5-1: Access Control Policy
_, FTD’éﬁLT—JEF Eﬁliﬂ?‘%ﬂ")v—(Access Control Pollcy)’éf%IE _

AccessPoLICY \faw/ 2 Uotodsteonslitergeteddewcss 0 Modfied by "sdma"

ACCESS-POLICY

Logging

W Log at Beginning of Connection tU &iféf@iﬁ{%%
S nimwpall () {538 (347]) T 5D TH
| (X, Default Actionld Policies% 4R

e i Trust all Traffic&d 3 Access Control>Access Control# iR

| sysiog v fﬁ%7_7§5§1ﬂ

I 500 g | salect an st e : v Default ActionZEiR
HDT—U%FZFEIR

N - — Logging Gl {EEF Rl L1zlogZx & CTHFT HHMER

“OK"Z 3R

© 2017 Cisco and/or its affiliates. All rights reserved. Ciscgpo
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ATwI5-2 : Access Control Policy

S volicies [ t o eliger

Access Control » Access Control  Network Discovery  ADpdkcation Detectors  Comelation  Actions »

ACCESS-POLICY

e e o it i A - Ak Caregory
Defmul - ACCESS-POLICY (-)

i R v Ak Category

Deploy Policies Version:2018-01-19 08:15 PM ?
= Fovi 2018-01-19 07:38 PM

@ Mat Policy: NAT-POLICY

@ NG settings: FTD-POLICY

D Access Control Policy: ACCESS-POLICY
© \-File Policy: FILE-POLICY

S e “Deploy”Z 4R

i ERINT-HETHEZED L,
Deploy®R RIS FvIFx AND
“Deploy”%#&1R

Selected devices: 1

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Con



ATw76-1 : Network Discovery Policy

- Network Discovery Policy&l&

- HESNF=RVRT—IRNT, EORRN OS. 7TV 7r—2avENHFEET HH
ZEMAL. FMCTEIELTUL = DR —

» CORYD—TIIER T DEEZRD . TOREEAMICTS

Custom Operating Systems Custom Topology

 Discover: Applications @\
PoliciesZ&1R ©)

@ Network DiscoveryZ 3R

Q@ ET—IEER



ATw76-2 : Network Discovery Policy

| Edit Rule

Action: Discover v

Zones  Port Exdusions

Accems Control e Wetwork Discovery | Aqphcation Detectars  Comeation  Actons «

Avallable Networks €

4 Search by name o vahie

B any

B 1Pva-Private-A1-RFCIS18
B onvpva

B arypvs

s|ow

3 INSIDE-152-168-1-0

B 1Pv4-Benchmarik-Tests
2 1Pud-Unk-Local

B 1PV Muiticase

& 1Pva-Prvate-10.0.0.0-8
1

Edit Rule

Action: Dscover v Hosts

Lo LSl Zones Port Excdusions

Networks
& 0.000/0

@@

Avallable Networks €

A Search by name of value

2 IPvA-Benchmark-Tests

& 1Pvd-Lnk-Local

o IPva-Muticast

= 1Pva-Prvete-10.0.0.0-8

B 1Pv4-Private-172.16.0.0-12

2 1PvA-Private-192.168.0.0-16

2 IPv6-1Pva-Mapoed

& 1Pv6-Lnk-Local

S IPv6-Private-Unique-Local-Addresses
& 1PV6-to- [Pvd-Relay-anycast

© 2017 Cisco and/or its affiliates. All rights reserved

Networks
B INSIDE-192-168-1-0 3

Cisco Confidential @

Deploy Policies Version:2018-01-11 01:16 PM ?x

@D
@
€)
@
®
®

¥ =2 fron 2018-01-11 02:14 PM

© ccess control Palicy: ACCESS-POUCY

© }intruson Policy: Belanced Securty and Connectvty
© - Intruson Policy: No Rules Adtive

© |-ows poiicy: Defat DS Pokicy

© L prefiter poscy: etaus pefiter oty

D etwork Discovery

© oevice Configuration Dtals)

Selected devices: 1

O3V —I%8IRL. 2T —50.0.0.0% Ik

BRI R R YT —H%FBIRL, UsersIZFvoEAND (BEIRIIC
HoststiERENB)

“Save”ZFEIR

“Deploy”Z2# R

FHIN-BRELEZHERD L. Deploy RILBICFTvIEAND
“Deploy”#&E1R




A Tw76-3 : Network Discovery Policy

@ AnalysisZ&EiR
@ Hosts>Network MapZ:&iR

IPPRELR, OSWOEREN-7T)r—ay R—rESZEDRHEN RTINS




=JL r==

3. Intrusi |
trusion Policygx &




Intrusion Policy#tZ(1/2)

Intrusion PolicylZIES T R F v (TR T H/NTA—IMEEN., FFT1vTIC
X1 BHIPSHIRDFELZHIEHT 5,

| DZECRINCIE

Rule State +  Generate Events DUXRFrEY FEOBERTE
*  Drop and Generate Events
Disable
Inherit
Event Filtering +  Threshold —ERBICHASNEA R ML A
+  Suppression R MAICBELGLTRFrEY b
B, 4 XY MIFIEDHRTE
Dynamic State Rate-Based Rule State DX FrDEY MEEICKRLTE Y
FREFDEMEZERILSEHETE
Alerting SNMP Alert Evw FEEDSNMP7 5— FDRTE

nd/or its affiliates. All rights reservec
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Intrusion Policy#EZ(2/2)

Intrusion PolicylXfEBRI L —1EEE LD, B X User Layers&Built-in LayersIZKAIEH
5%, Build-in LayersldimA MY ERL-O1—FHNR)O—DRBLIERZRELEETEHD(E
User LayersIZE&FENDRIL—DATHSH, RID—RBTERLGEHINTA—INTHEETHHEE(E
KYEBEIECZOS VL EBOLDONMERASNDS,

My Changes

Firepower Recommendations

Base Policy




Variable Set D&

- Snort IPS Rule N CfE SN S

« MRIPFRLRAPR—MIFIRASINE=6 REICEHOETEETSHETA
NULDBENSESD

alert tcp SEXTERNAL_NET any -> SHOME_NET SHTTP_PORTS (msg:"SERVER-APACHE Apache Struts
allowStaticMethodAccess invocation attempt"; flow:to_server,established; content:".do"; nocase; http_uri;
content:"allowStaticMethodAccess"; nocase; http_client_body; metadata:policy balanced-ips drop, policy
max-detect-ips drop, policy security-ips drop, service http; reference:bugtraq,60166; reference:cve,2013-
1966; reference:cve,2013-2115; reference:url,struts.apache.org/development/2.x/docs/s2-014.html;
classtype:attempted-admin; sid:29859; rev:6; )

- EE2IFApache StrutsDifE55 4 Z 1R &9 HERED Snort Rule
- EEEDS—XTIE, $SHomMe_NETIXBEEHRDRE T ST —/\OHRAIPTRLAEIZEZH



4 [RIE%FE 9 SIntrusion PolicylZDULNT

- FHIlZ BRIELTWNST=0O . b T1v VIR EEZ 52 G WO T R FrEY
MEFIZ/ TR ELGVLVR) O —Z BT S

- AEERGIHEZTI-012, —BRIGRIETEVALOT D —FD LT
FreFHTEMICTS

- IPSHREMNIERICEMEL TS EZHERE T H1=0IZ, PingTEYRI %Y
T FXxaFBTHEMICTS



Y T Sy
EQJTE@/?IE*L

« ATVT N
- RTYT 2
- ATYI3:
- RTYT 4

Variable Set DZE &

Intrusion Rule @7y 77—k
Intrusion Policy M {ERL
POVRAIZV T 2 F v DFENEETE



ATv 71 Variable Set &

Object > Object Management >Variable Set

istemn Help v admin v

Object Management Intrusion Rules

[ © add variable set | [ Filter |

T T ———

& Port

Default-Set This Wariable Set is system-provided,
&® Interface

7 Tunnel Zane
eation Fil Edit Variable Set Default-Set 7%
Li Application Filters

Name:

% VLAN Tag Description: 7U “J7

@ Security Group Tag

© Add

(@ URL

Geolucation P
AIM_SERVERS Network [64.12.31.136/32, 205.188.210.203/32, 6...] &

5 Variable Set

2 DNS_SERVERS Network HOME_NET &
EXTERNAL_NET Network any &
FILE_DATA_PCRTS port [HTTP_PORTS, 143, 110] &

\Y
7 U ‘J7 FTP_PORTS Port [21, 2100, 3535] &
GTP_PORTS port [3386, 2123, 2152] &
HOME_NET Network any &
HTTP_PCRTS Port [8300, 8040, 2231, 90, 6767, 443, 8983,...] &
HTTP_SERVERS Netwark HOME_NET &
O, ~

ORACLE_PORTS Port any & HOME_NETO)/\/V)II7’(:|J§7U “Ja a %)

3

_ sawe || conca |

d/or its affiliat: All rights




ATw 71 Variable Set Z &8 (HOME_NET)

WEMNSTFAHOME_NETDIPFRL AEEEIRT 5,
CCTIZHEIREF A IPv4 Private-192.168.0.0/16 #/E T 5,
XEBRBIZBULTIX. BEKRILIZBENELS-H . BREE,

Edit Variable HOME_NET 7%
Name: SEIVE
Type: w
Available Networks & (+] Included Networks (1) Excluded Networks () ‘:‘!/ ThI_S \ranabl_e jsat .Is In use b'{ an MCQSS Control
[ Search by rame o vaoe | &R 19 v 192.168.0.0-16 8 policy. Mudlﬁf!ng it may affect detection, and you
= must reapply the policy before changes take effact.
‘.é IPv4-Private-All-RFC1918
5 any-ipva Changes to the Default Set will also change the default
B any-ipvs values in all other sets, Do you wish to continue?
=2 AsA-GW
52 1Pv4-Benchmark-Tests | Tes | Mo
=) IPva-Link-Local
52 IPv4-Multicast
52 IPv4-Private-10.0.0.0-8 \
=2 IPv4-Private-172.16.0.0-12 7'} “J7

! IPv6-1Pv4-Mapped
52 1Pv6-Link-Local

;=,-;l IPv6-Private-Unique-Local-Addresses

- Q p— p—
=2 IPv6-to-1Pv4-Relay-Anycast 7 IJ ‘Ja Network | Enter an IP address ‘ Add ‘ Network | Enter an IP address | Add |

‘: Save ‘ | Cancel |
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ATw 72 Intrusion Rule®7v7TF—k

System > Updates > Rule Updates

Devices Objects = AMP Intelligence Deploy & SN Help v adm

Configuration Users Domains Integration Updates Licenses Health » Manitoring » Tools »

Product Updates _ e Updates Geolocation Updates

[7l Delete All Local Rules ' Rule Update Log

One-Time Rule Update/Rules Import

Note: Importing will discard all unsaved intrusion policy and network analysis palicy edits. Recurring Rule Update Imports

The scheduied rule update festure is not ensbled.
; Note: Importing willdiscard sll unsaved intrusion policy and network anslysis policy ecits.
Rule update or text rule file to upload and install S ~E T

Source Choosa Fila_JREAEISERCSET Enable Recurring Rule Update Imports from the
Support Site
T \\J ° Download new rule update from the Support Site /'
Import Frequency Daily ¢]at( 4 $): 004 AM ¢] Asia/Tokyo
Policy Deploy —| Reapply all policies after the rule update import completes Policy Deploy Deploy updated policies to targeted devices after rule update completes
[ save || cance

2099

Recurring Rule Update Imports [7J-7°:/3>]
Enable Recurring Rule Update Imports
from Support SiteZF v 3 BE.

Enable Recurring Rule Update Imports from the p— . S
Support e Intrusion Rule ® B B 58 7 0 5% & AV AT 8E

Save H Cancel |

The scheduled rule update feature is not enabled.
Note: Importing will discard all unsaved intrusion policy and network analysis policy




2Tv 72 Intrusion RuleD 77—k

Intrusion RuleD7v7T—kM5ET 95 &, Rule Update Import Log
[CBEEIZEBRT S,

Overview Analysis Policies Devices Objects = AMP Intelligence Deploy o IBECUN Help v admin v
es Objects | AMP Intelligence Deploy &, [ECTUN Help v admin ok ] 9 BTN S
Configuration  Users  Domains | Integration = Updates  Licensesv = Healths | Monitoring v Tools v
Configuration | Users = Domains | Integration = Updates  Licensesw  Healthv  Monitoring v = Tools v 9 9! L 9
Search Upload Update Intrusion
Bookmark This Page Report Designer View Bookmarks Search
Product Updates [IETTIT L dl Geolocation Updates
Product Updates [TT"™ W Geolocation Updates LT rule pdstes | E
®7 l) ‘y7 Rule Update Log Summary Time User 1D Status
I Snort Rule Update 2018 01 31 002 vrt I
Rule Update Import Log Completed install of Snort Rule Update 2018-01-31-002-vrt 2018-02-01 18:09:05 2dm
Table View of Rule Update Import Log
(IRNISHCEESIS USRS ErusEtLe Snort Rule Update 2018 01 24 001 vrt 2018.0126 04:02:51 ~dmin © )
» Search Constraints (Edit Searcn Save Search) Disabled Columns Completed install of Snort Rule Updiate 2018-01-24-001-vrt ’ b
Snort Rule Update 2018 01 22 001 vrt . . e 5
© v Time x Name * Type % SID X  Rev X  Poliey Completed install of Snort Rule Update 2018-01-22-001-vrt 2018-01-26 04:00:33 admin © S
- . Snort Rule Update 2018 01 19 001 vrt . o
201 118/11:18  Sourcefire Rule Update rule update component  ghanged -01- . v A
+ Completed install of Snort Rule Update 2018-0L-19-001-vrt 2018-01-21 04:00:38 edmin © o B
& ) 2018-02-0118:11:17 Sourcefire Decoder Rule Pack rule update component  ghanged
Snort Rule Update 2018 01 16 001 vrt 2018-01-20 21138:20 Sdmin ) &
# [ 2018-02-0118:11:12 Sourcefire Module Pack rule update component  changed Completed install of Snort Rule Update 2016-01-16-001-vrt : N
8§ () 2018-02-0118:11:10 SERVER-OTHER Cisco ASA VPN double free attempt e new ] 45575 2 Al Lo T HCE (e -01- i v oW
Completed install of Snort Rule Update 2018-01-16-001-vrt 2018:01-17 15:17:20 admins @ o
o 20 118:11:02  Sourcefire Rule Pack rule update component  changed
* Snort Rule Update 2016 1129 001 vrt 0171213 13:08:46 i e 5
# [ 2018-02-0118:11:01 SOL1 = 1 - possible sal injection attempt rule changed 1 27287 4 All Completed install of Snort Rule Update 2016-11-29-001-vrt N
3 0O 20 118:11:01  SOL generic sql exec iniection atterpt - POST parameter rule changed L 15877 3 Al
& ) 2018-02-0118:11:01 SOL Suspicious SOL ansi_padding option e changed 1 16078 AL
3 0 2080201181101 Vivotel 1P Cameras remote stack buffer overfiow attempt e changed L 45261 Al 0 s o _ =3
| e . \ “ — R pHiz= \ 5
] 2018-02-0118:11:01  SERVER-WEBAPP Axis C 1P camera SSI command infection attempt rule changed 1 45237 2 Al J. [t At o
3 0 2o 118:11:01  SOLgeneric sal update iniection attempt - POST parameter e changed L 26820 3 Al
& O 2018-02-01 18:11:01 SERVER-WEBAPP Delta IEM DIAEneraie file upload attempt e changed 1 45250 2 Al
3 O 20 118:11:01  SOL parameter ending in comment characters - possible sal injection attempt - POST  rule changed 1 21778 6 All
3 [ 2018-02-0118:11:01 SOL1=1- possible sql injection attempt rule changed L 19433 3 Al
20 2o 118:11:01  SOLuse of sleep function with and - likely SOL iniection e changed 1 alas0 2 AL
& [ 2018-02-0118:11:01 SOL use of sleep function with select - likely SO injection e changed L a3 2 A
1 - o0 118:11:01 _ SOL use of sleen function in HTTP header - licely SOL inection attemot ruie chanaed 38003 Al

login on Wednesday, 2018-




AT972 Intrusion Policy D {ERL

. Policies > Intrusion IZT Create Policy &%9')v%9

Overview Analysis QL= Devices Objects | AMP Intelligence

Access Control » Intrusion

Network Discovery

Deploy 111 System Help v admin »

Application Detectors Correlation Actions »
Import/Export Intrusion Rules Access Control Network Analysis Policy
| _Jf._ Compare Policies || @ Create Policy |I
_ . ‘ OZOY)
Create Intrusion Policy X

Policy Information

Name *

Description

Drop when Inline

Base Policy

* Required

INTRUSION-POLICY

& QOFrvrENT (CTDFTyy%

Balanced Security and Connectivity ¥

@Intrusion PolicylZ & HiZE%

e % TlE INTRUSION-

| Create Policy

| Create and Edit Policy

POLICY #{%

N T E VT RFYDRENEVIEDREDIZELHESNGLLD)

@%')v49 % Intrusion Policy MMERBESN TIREEE
(RAR—)HVEEK



RATv73: POVRAIZV T R FYDFEIERTE

Policies > Intrusion [ZTYERL 7= Intrusion Policy MEnE~<T—0- %%
)9 B & Intrusion Policy 0 #sEEE m AVEF<

Overview Analysis JEGUTST-EN Devices Objects =~ AMP

Intelligence

Deploy .#1 System Help v admin v
Network Discovery Application Detectors Correlation Actions »

Access Control » Intrusion

Edit Policy: INTRUSION-POLICY

Policy Information Policy Information

< Back
Rules
Name INTRUSION-POLICY
Firggower Recommendations
Cescription
Adinced Settings
Crop when Inline 8
P Layers
, Base Policy Balanced Security and Connectivity ¥ 6/-\ Manage Base Policy
. @ The base policy is up to date (Rule Update 2018-02-13-001-vrt)
S S
D)0 BELY - 5
— This policy has 8834 enabled rules & Manage Rules
T D% E B EH
N ax JE B =» 97 rules generate events 4 View
-, o ~N N 4
(,XA—V) 75\ F?lﬁ< 2 8737 rules drop and generate events L View

Mo recommendations have been generated. Click here to set up Firepower recommendations.

Commit Changes | | Discard Changes




ATYIT3  POVEIZVT A FYDEFEKTE

ntelligence Deploy

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: INTRUSION-POLICY

Policy Information Rules (‘D | E#
Rules Rule Configuration Filter: i matware m a Wa re
] N
Firepower Recorr Fula Content 5893 selected rules of 5893 '7 - F [:74 ) 1/9

‘Category

ttings = e v @ v O 7
:E‘ » app-detect v = ® ELlicY] L
Rule State _Event Filtering Dynamic State Alerting Comments

A
Poliey Layers
> ff §enerate Events lessage
T4 AEN -3 .

®Rule State kA
o e e e |
> \E ISer-ie = -~ —
* ’\”é ~N L*Rsemmer Disanle PP-DETECT DNS request for potential malware SafeGuard to j 9 '-7 /}—:L 5
domain 360safe.com

Z::::::::::: N 26897 EXPLOIT-KIT Flashpack/Safe/CritX exploit kit malware ® F}Iﬁ % N D rO p a n d
download
% Generate Events

[<]

content-replace FILE-OFFICE Powerpoint mouseover powershell malware

2
decoder L #3180 download attempt N
exploit-kit FILE-OFFICE Powerpoint mouseover powershell malware % S:E #R
] X
81 43179 download attempt X
file-executable
fetissh 1 21489 FILE-OTHER Microsoft Windows chm file malware related exploit
INDICATOR-COMPROMISE Connection to malware
o B
file-identify [ 39851 sinkhole - CERT.PL
file-image INDICATOR-COMPROMISE ction to I
. 1214 connection to zeus matware o,
file-java sinkhole Success x
file-multimedia | 33218 INDICATOR-COMPROMISE DNS request for known malware
P domain icanhazip.com
Classifications . ao16 INDICATOR-COMPROMISE DNS request for known malware Successfully set the rule state for 5893 rule(s)
Microsoft Vulnerabilities domain tor2web.arg
TP INDICATOR-COMPROMISE DNS request for known
| malware sinkhole domain
Platform Specific 1 44037 : . " or _ =
Preprocessors Wwannacry
e oo o

] K< otus > @EBIZEZEENETLLEEDTO
p—— DITRBRRRENDEDTOKES VY

G EEDIEEZE . Blacklist. PUA EWVSF—J—KRTET 5,



ATv7T3 POV,

Overview Analysi

Deploy

S
t

D FH)Ex

ju]]

Access Control » Intrusion Network Discovery Application Detectors

Edit Policy: INTRUSION-POLICY

Policy Information. Rules

Correlation

Actions v

< Back

Rules Rule Configuration

Firepawer Recommendations RuleContent

@F = *gggmnvmm
NS HRFrET R [

Filter: |Categnrv“'axp\mt-k\t”

741 selected rules of 741

-C S:E *R browser-ie
= browser-other
browser-plugins

browser-webkit

content-replace

(MCategory H 5
exploit-kit Z&R ‘&
EKS i

file-java

file-multimedia

Classifications
Microsoft Vulneral

Microsoft Worms
Platform Specific
Preprocessors
Priority

Rule Update

Last login on Wednesday, 2018-01

[Ch @+ O
Rule State EvEnk Fntenng Dynamic State Alerting Comments
nerate Events lessage
Drop and Generate Events
ngler exploit kit Adobe Flasn encodes
Disable et
1 13187 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit
download
N — EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit
download
n ax272 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit
download
N 33188 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit
download
1 13274 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit
download
N — EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit
download
n 1273 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit
download
. 38071 EXPLOIT-KIT Angler exploit kit browser version detection
attempt
N 16802 EXPLOIT-KIT Angler exploit kit browser version detection
attempt
1 38682 EXPLOIT-KIT Angler Exploit Kit email gate
1 31331 EXPLOIT-KIT Angler exploit kit encrypted binary download

I

X X X | X | X X X %X X

Policy g

Sy 282 ®Rule State KOw
TEHOUA—21—%
B, Drop and
Generate Events

ZER

Success ®

Successfully set the rule state for 741 rule(s)

oK |
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ATYI3  POVRIZV T R F v DFE

5 System Helpv admin v

Overview Analysis JJI4-E8 Devices Objects | AMP Intelligence

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions »

Edit Policy: INTRUSION-POLICY

Policy Information/*s Rules < Back
Rules Rule C ation I Filter: ||cmp echo i ?’_ @ICM PE#-_U_
Firepower Recommendations I T 1 selected rule of 7 F ( : 7’{ ) l/@
Advanced Settings Coteuney =v T @ [T Dw Policy i
app-detect Rule State Event Filtering Dynamic State Alerting Comments
Palicy Layers browser-chrome — GID 51D Message o =
browser-fir ot 6128 MALWARE-BACKDOOR dkangel runtime detection - icmp echa reply client-to-server
1 409 PROTOCOL-ICMP Echo Reply undefined code
[T o8 PHOTOCOL-ICMP tcho Meply | =
browser-plugins 1 18473 PROTQCOL-ICMP ICMPY6 Echo Reply
browser-webkit ast 18474 PRO CL-ICMP ICMPv6 Echo Request
content-replace 1 467 PRO OL-ICMP Nemesis v1.1 Echo
@RL”G State I:D“Jjog\‘rjydecoder Ot 474 PROTROL-ICMP superscan echo Success x

—_— exploit-kit
)L_:L Eﬁﬁ%‘ Generate fila-exacutable Successfully set the rule state for 1 rule(s)

Events &R et @ GID1. SID408 TPROTOCOL - _ _
ICMP ECHO REPLY&Fzxvs [T —-—

@ERICEENTETLESOEEDTO
VTR RENBZDTOKES) D



ATv7T3 POV,

Overview Analy: -E8 Devices Objects | AMP Intelligence Deploy = 4 System Help admin v

Access Control » Intrusion  Network Discovery  Application Detectors | Correlation | Actions v Cvariicn Resbre [ e —
Access Control » Intrusion  Network Discovery _ Applcation Detectors  Correlation  Actions v

Edit Policy: INTRUSION-POLICY Edit Policy: INTRUSION-POLICY
EnE= < Back Pulicy Information

Rulles, Rule Configuration Filter: | N - Nome INTRUSION-POLICY

Frepower Recommendstices

Fireps Recommendations |Baile Contant sl 0 selected rules of 33275 @ Acvenced Settings
—— ~ — Orop when 1ae
dval Settings —_ e o L 27 @~ @r 9O Policy 3 Fate Lovies
app-detect Rule State Event Filtering Dynamic State Alerting Comments _!-.:»:,nq N Sy s T
e ) . e base polcy 1 outof dote (Rule Upcate 2018-01-24-001-4r) s 2018-01-31-002-0
prowser-cnrame S0 51D Message o =T, A T oty has 11798 enabied res P ——
browser-firefox ~ . veew
o - = - 5 1 37062 APP-DETECT 12F DNS request attempt o
7 S/l g oyfeie .
v/ \9'— —‘V 0) EXE X E 7& . 8071 APP-DETECT 360.cn SafeGuard local HTTP management console e e S S S ————
browser-gtner access attempt This policy contams enabied preprocessor rules. Please read the rule documentstion to eNSUre the PrECYOCESSOrs have the correct settings for these rules

== - 1l
J. —boeo ") 7/ browser-plugins i 8068 APP-DETECT 360.cn Safeguard runtime outbound

communication
browser-webkit
. APP-DETECT Absolute Software Computrace outbound

content-replace t 2843 connection - 209.53.113.223
decoder . 12846 APP-DETECT Absolute Software Computrace outbound
exploi connection - absolute.com
file-exscutable -~ 1 2847 APP-DETECT Absolute Software Computrace outbound
fle-fiash connection - bh.namequery.com
o - APP-DETECT Absolute Software Computrace outbound
file-identify 1 32848 !
connection - namequery.nettrace.co.za
file-image
-, 6236 APP-DETECT Absolute Software Computrace outbound
file-fava connection - search.dnssearch.org
file-multimedia -, 6287 APP-DETECT Absolute Software Computrace outbound
connection - search.namequery.com
—_ 2840 APP-DETECT Absolute Software Computrace outbound
connection - search.us.namequery.com
. 2850 APP-DETECT Absolute Software Computrace outbound
connection - search2.namequery.com
E—— e 2851 APP-DETECT Absolute Software Computrace autbound
Preprocessors connection - search64.namequery.com

P

rity
Rule Update K < 1] of 666 > 3| Description of Changes ?x

date, what changed, user, reasun|

Last login on Wednesda 1 PM from 10.70.235.239

Cancel |
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Firepower recommendation IZ&4IL—IL D &xiE 1k

Firepower recommendationl&. Network Discovery D#ERERINDHRANTAT7AILETIZ, FYRT—I LIZHEET S
RRNOT T r—2av (Sl T 2 F v\ A—2% BEIMICE LT DHEETH S, Network Discovery Policy R d JL—
VDT IAILEDERFETIL. ApplicationDH AR A RITHESTLNS, RAMDOSEZFEAL TLYBEDE LV TA—4%
H T H=0I1Z1F., UsersbHostsE R RIZEH D,

@DPolicies > Network Discovery #49')v%9

Objects = AMP

ety zone Source ortexclusions DestnationportExclusions  Acton. j— QFHTFEZLEETS
20900 P— u_ IL—ILDSNET—
2099
Edit Rule ? X
o 4 Q)Uscrs(cFrvvEANS(BBMICHOstsEFTvIENB)
m Zones Port Exclusions
Available Networks & @ Networks @}b_)bwﬁ%&j—é*‘yl\
I;zijm" by rame o valve \ [Erseeieo] — J—4%BEIRT S
é IPv4-Private-All-RFC1518
a any-ipv4
=2 any-ipv6
sow

2 IPva-Benchmark-Tests

58 IPvd-Link-Local

&8 IPv4-Multicast S
5 IPvé-Private-10.0.0.0-8 Enter network address | [_ga |

sae || BOKEZYvH
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Firepower recommendation [Z2&4IIL—IL D&

ntelligence

Access Control » Intrusion Network Discovery

Edit Policy: INTRUSION-POLICY

Policy Information

System Help v admin
Application Detectors

Correlation Actions v

Policy Information

< Back
| INTRYSION-POLICY
&
)%

Drop when Inline -
Policy Layers

Advanced Settings

| Base Policy [ Balanced Security and Connectivity 4

& Manage Base Policy
(@ The base policy is up to date (Rule Update 2018-02-13-001-vrt}

This policy has 12776 enabled rules

&7 Manage Rules
=5 20 rules generate events L View
K 12747 rules drop and generate events
No

5 View
have been

ted. Click here to set up Firepower ¢

Commit Changes | | Discard Changes

login on Wednesday, 201
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Firepower recommendation [Z&4IIL—IL D ExiE

Overview Analysis [ig] Devices Objects | AMP Intelligence Deploy System Help v admin v
Access Control » Intrusion  Network Discovery  Application Detectors  Correlation | Actions v
Edit Policy: INTRUSION-POLICY
Policy Infarmation Firep ded Rules C < Back
|
Rules No recommendations have been generated.

~| Include all differences between recommendations and rule states in policy reports

< )Y

| Firepower Recommendations

. Advanced Settings
Advanced Settings

Palicy Layers | Generate and Use Recommendations

| Generate Recommendatians

Last login on Wednesday, 2018-02-07 at 14:37




S 1545) | |
Firepower recommendation 1Z&%J/)L—IL D &E{L

Success

Recommended rule state changes have been generated.
Use the view links above to review the recommendations.

Click the "Use Recommendations” button to update your policy with the
recommended changes.

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



% [F¥]

Firepower recommendation [Z2&4IIL—IL D&

Overview Analysis JEGITSTEN Devices Objects

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: INTRUSION-POLICY

Policy Information ./t 1] ded Rules ation < Back
Rules (&) Firepower recommends 33012 rule state settings for 1 hosts L View Recommended Changes
= Set 0 rules to generate events & View
Firepower Recommendations
¥ Set 233 rules to drop and generate events L View
Advanced Settings Set 32779 rules to disabled & View
Policy Layers Palicy is not using the recommendations. Click to change recommendations

Last generated: 2018 Feb 14 20:32:14

) Include all differences between recommendations and rule states in policy reports

< )y

Advanced Settings

Update Recommendations |

login on Wednesday, 2018-02-07 at 1
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EEACE ) | ‘
Firepower recommendation [Z2&4IIL—IL D &xi#E

Overview Analysis iz

Access Control » Intrusion

£l Devices Objects = AMP

telligence Deploy

Network Discovery

Edit Policy: INTRUSION-POLICY

System Help v adi

Palicy Infarmation '
Rules
Firepower Recommendatians
Advanced Settings
B Policy Layers
© My Changes
Rules
5 Firepower Recommendations
Rules
= Balanced Security and Connectivity
Rules

Global Rule Thresholding

Application Detectors Correlation Actions v
Policy Information
Name INTRUSION-POLICY
Description

Drop when Inline -

| Base Policy | Balanced Security and Connectivity +

(@ The base policy Is up to date (Rule Update 2018-02-13-001-vrt)

This policy has 7837 enabled rules
=% 0 rules generate events
¥ 7837 rules drop and generate events

() Firepower changed 33012 rule states for 1 hosts
=% Set O rules to generate events
3 set 233 rules to drop and generate events

< Back

&” Manage Base Folicy

-4 View Recommended Changes

This policy has 12776 enabled rules
=p 29 rules generate events
2 12747 rules drop and generate events

4 View
4 view . .
Set 32779 rules to disabled 4 view Firepower recommendation
Policy is using the recommendations. Click to change recommendations
Last generated: 2018 Feb 14 20:32:14

WABIOIL—ILYTY)

9099

login on Wednesday, 20
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File Policy D&

- Malware & File Policyl&E D KITENT T4V I N T7AILEREXN R ETGD
MZIETET D

- HED RS T1vT1ZMalware & File PolicyZE|Y ZTAIZIFAccess
Control PolicyJL—ILZ{#ES

- Malware & File Policy[E77MILERBEDIL—ILZEEAT=:D
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Malware & File Policy Rules

- B X EI{EIZREZRLZLLY
c BEHOITFAILIL—ILMEDONBZEELH D

- Malware & File PolicyIZ#B# D IL—ILAHSIEE . IL—ILIZLLTDIET
BEffIFEIN5
B D7AILDTAYIDAD . RILIDITAARIL 3 /TAyF 5 &Y
HEFIND
. ;}r[:g:?»ryx&b&ay | TRYFT 1, BEGEE / OX T KUBEL
- BN TAYIETHIL—ILERILIDIT AV AR LAV IL—ILD ZDDHEL
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AT7v7 1: File PolicyD{ER

Overview EUEIWSEE Policies EEVICNS S -laas AMP Intelligence

Access Control v Network Discovery Application Detectors Correlation

kel G D GUI @ L&z S Policies > Access Control >

Intrusion Dashboard Malware & F||G€E*R

ESSRISIRENR v of octivity on the appliance @ New File Policyz4")v4o L. #iiFile Policyx{Erkd %
DNsS ats x  Intrusion Events x  Status x  Geolocation x QoS x

Identity

SSL

Prefilter

1

Top Web Applications Seen

Overview Analysis JEBIISERN Devices Objects AMP Intelligence System Help v admin v

Access Control » Malware & File Network Discovery Application Detectors Correlation Actions v

Access Control

[ ¥ compare policies | [ & Nevy File Policy |

There are no policies created. Add a new policy ®

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ATw7 1: File Policy®D{ERL
F#iFile PolicylZ & AI&EERBAZ LR T DT+ — LR TREIND

New File Policy

@ RT3 File Policy IZ FILE-POLICY &A AL Save
Name FILE-POLICY 1 EH1)wh
Description ‘ (.D ' @ AddRule #2')v%

| save || concel |

FILE-POLICYEWSHRY S —AMEREN S

Overview Analysis JEGIISEEE Devices Objects AMP Intelligence

Access Control »* Malware & File Network Discovery Application Detectors Correlation Actions v

FILE-POLICY [ save || @ cancel |

Enter [

LOET N Advanced

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential @



ATw7 2: File RuleMERK

&

View Rule

Application Protocol Any 1:1 Action « Detect Files v | Store files
Direction of Transfer ‘.;w v e :

| " Detect Files 2\
E./ Detect Files

U .
X Block Files
Flle Type Categories Flle Types categories and Types

I7] Office Documents 20 R Search name and de ‘ Malware Cloud Lookup
7] Archive 8 >

3 72 P compres
7] Multimedia it e l' Block Malware I
7] Executables 1 ' -
] POF files : ACCDB (Microsoft Access 2UU/ riie
- . AMF (Advanced Module Format for digita
[7] Encoded 2

- ARJ (Compressed archive flle
= 12 B oot Whiioms Mok AsKa/Vid Malware Z:#ERT 5
] Dynamic Analysis Capable . soft Window dia Aud

AUTORUN (Windows Autorun setup f

7] Local Malware Analysis Capable
RINARY DATA (|

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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ATw7 2: File RuleMERK

View Rule %
Application Protocol :Any “v Action {' Block Malware t Store Files
Direction of Transfer Any v I Ll Spero Analysis for MSEXE I O Maiware

[ Dynamic Analysis

- O Clean
() Custom
| Local Malware Anal

u
() Unknown L
U
J

¥ Reset Connﬁllon
File Type Categories File Types

[] Office Documents 16 rTSQa;c; name arfll description j @ Spel’O Aﬂa|ySIS fOI’ MSEXE & LOC8| Malware
) Archive 17 e T ~ Analysis [ZFzv9% AN (Spero, Dynamic,
: Local Malware AnalysisIZ DU\ TIE# k)

M

Reset Connection|ZFzyIZF AN THLE, O
D3V DEALT I EF =T IZEDEYav%E
RTITBIENTES
SHRIEFvINA-I=FFIZTS

* CPIO_NEWC (A
CPIN._ONC {Archive created with the o1

[ Local Malware Analysis Capable 5

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




ATw7 2: File RuleMERK

View Rule 22X
‘ : @ File Type Categories MFRTIZFvIZEAND
Application Protocol Any v Action ’ Block Mal . . . 3
= S @ File TypesTAll types in selected CategoriesziE

n of Transfer An I Wil x
Direction of Transfe Any | B e IRLTI=REET Add ARF &= 01)w 5

() Custom J

- BREIFAILEATERITES ¥ Local Malware Analysis
S - « Reset Connection
« SEETRTERRIZTS
File Type Categories File Types < Selected File Categories and Types
[¥] Office Documents 16 K;ar;h name and description
W) Archive 17 All types in selected Categories I -
[¥] Multimedia 2 T 7]
[¥] Executables 7 e -
Microsoft Access 2007 file
o .
= AR) (Compressed archive file)
¥ Encoded 0
Y versal Binary/)ava Byt
&) Graphics g BINARY_DATA (1 I
Ci} System files 5 BINHEX (Macintosh BinHex 4 Compressea
W) Dynamic Analysis Capable 5 BZ (bzip2 compressed archive ®
[# Local Malware Analysis Capable 5 CPIO_CRC (Archive created with the cpic
10 NEWC (Acchive craated adth the oo .

D e | m—
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ATw7 2: File RuleMERK

Edit Rule
Application Protocol rAny v Action ¥ Biock Malware
Direction of Transfer [Any Iv & Spero Analysis for MSEXE
L Dynamic Analysis
' Local Malware Analysis
¥ Reset Connection
File Type Categories File Types
[7] Office Documents 16 4 Search name and description -l
; Archive 17 72 ——— =
Multimedia 2
= 2 ACCDB (Microsoft Access 21
|| Executables 7
: ARJ (Compressed ar ve flle

"] PDF files 4

BINARY_DATA (Unive nary/Java Byl

@ Store FileshbMalware2Fzvo9 % |-
@ Savex)ws |

CPIO_NEWC (Archiv
CPIN._ONC (Achive created with the o1

™ Local Malware Analysis Capable

|v

Store Flles

O Malware @
) Unknown LJ

O Clean (]
(O Custom (] @

Selected File Categories and Types

Category: Local Malware Analysis Capabkf]

Category: System files
Category: Graphics
Category: Encoded
Category: PDF files
Category: Executables
Category: Multimedia
Category: Archive
Category: Office Documents

I

@@

L save
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ATw7 3: File Rule(Z28B)DERKL

Overview Analysis JEGHISEEE Devic Objects AMP Intelligence

Access Control »* Malware & File Network Discovery Application Detectors Correlation Actions v

FILE-POLICY

Ents

m Advanced

Category: Local Malware Analysis Capable
Category: Dynamic Analysis Capable O Block Malware with Reset
Category: System files Any Any Spero Analysis
Category: Graphics Local Malware Analysis

(6 more...)

@® Add Rulez4')v%

srese Cisco Confidential
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ATw7 3: File Rule(Z28B)DERKL

Add Rule ? X
Application Protocol |Any v Action I! Block Malware |~ Store Files
Direction of Transfer | Any v & Spero Analysis for MSEXE
L L v () Unknown L
Dynamic Analysis
W Capacity Handliny @ OClean -
= pacey 9 @ () Custom (] @
¥ Local Malware Analysis
@ Reset Connection
File Type Categories File Types @ Selected File Categories and Types
[7] Office Documents 16 4 Search name and description l Category: Dynamic Analysis Capable o
[7] Archive 17 2 >
. All types in selected Categories - 2 S
7] Multimedia , [e— er— ActionTBlock MalwareZ &R
Windows/DOS executable file ) o s
[7] Executables - s e D ?I\ybﬁ\\ybxéd_“f%#a X1
[7] PDF files SR .
] Encoded : NEW_OFFICE (Microsoft Office Open XML | Malware’é&?}%
| ENC 0 vt o . -
[ Graphics ; POF. (POF:fie Dynamic Analysis CapableZ#EiR
[ System files 2 i Add’&b') ‘y7
¥! Dynamic Analysis Capable -
[® Savezx9')vy

[7] Local Malware Analysis Capable

1 Capacity Handlingl&Dynamic Analysis® 7=
JVIEED KRB LIRS 7ML E—BFRICR T T HILELAREICT B,

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ATw7 4: Advanced®2 7 DiEEEFile PolicyfRr#E

Overview Analysis JEGITSEER Devices Objects | AMP  Intelligence System Help v admin v

Access Control » Malware & File Network Discovery Application Detectors Correlation Actions ¥

FILE-POLICY You have unsaved changes [EjSave J[ © cancel ]

ter De

m Advanced

Category: Local Malware Analysis Capable “ Block Malware with Reset
Category: System files Spero Analysis Y
Category: Graphics Any Any Local Malwzl e Analysis v
Category: Encoded Store files of disposition: Malware
(5 more...)
A Block Malware with Reset
Spero Analysis
Category: Dynamic Analysis Capable Any Any Dynamic Analysis 78

Capacity Handling
Local Malware Analysis
Store files of disposition: Malware

D SMEIEFRFELLELAY, AdvancedE9)vo L THEER

017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ATwF 4: Advanced® T DIEEE EFile PolicyiRTE

Overview Analysis JEEIISEEE Devices Objects AMP Intelligence System Help v admin v

Access Control » Malware & File Network D y I 1 D S Correlation Actions v

FILE-POLICY You have unsaved changes MJ LMJ

B S RF LD TRENS=I7ALET7AILAMFIM 5, Fhi=L
m HBE . O TRALE=T7AILDT A AR a3 EUnknown &b,

Custom Detection ListI=$ 277/ IL&TBYIT %
First Time File Analysis v
Enable Custom Detection List 4 / Clean ListiZ® 5771 ILEEFa] 3%
v
analysis threat score.

Malware LHIE I 5B D BB A7 OREIE
Archive File Inspection ? T—hAIEHRE
Inspect Archives . .
Block Encrypted Archives ( EE{tShiz7—hA47ET 0y

[ L e (77 L DB CEE DRSS D101 RETEBNT A TET DY

Ente

Revert to Defaults

General

Enable Clean List

Mark files as malware based on dynamic ®eee Very High v

Max Archive Depth

Overview Analysis JESISEY ces Objects AMP Intelligence System Help v admin v

Access Control » Malware & File Network D Y D S Correlation Actions v

Access Control

BEEIEShI=7—h/1T DRE

( 3 compare policies | [ & New File Policy |

2018-01-11 13:43:49 o
S Modified by *admin” 0o
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ATwD 4: Advanced®? T DFEEE EFile PolicyiR#E

Overview Analysis JEEIISEEE Devices Objects AMP Intelligence » y System Help v adm

Access Control » Malware & File Network Discovery Application Detectors Correlation Actions v

FILE-POLICY You have unsaved changes | [=] save || © cancel

D

—— e
l Revert to Defaults

General

First Time File Analysis

Enable Custom Detection List L4 E& E % E EZ.‘.,J\ l./ T: B Save % 7 IJ ‘y7

Enable Clean List

Mark files as malware based on dynamic eeee Very High v
analysis threat score.

Archive File Inspection
Inspect Archives

Block Encrypted Archives
Block Uninspectable Archives

£ T, Malware & File PolicyhNFE Rk

Max Archive Depth

Overview Analysis JEEIISEEN Devices Objects AMP Intelligence y System Help v admin v

Access Control » Malware & File Network D Y n D S Correlation Actions v

Access Control

[ ¥ compare policies H & New File Policy J

2018-01-11 13:43:49

FILE-POLICY Modified by “admin"

and/or its aff Confidential




Z2Tv7 5 AMP Cloud® & 5E

T D AMP> 47%%1)vy4-LAMP ManagementZ i<
Dynamic Analyslannocﬂo Q@ |EIX—VEVIVY
@ APJC CloudIZZE L TSave®!1)vH

(L& Add AMP Cloud Connection |

Overview Analysis Policies

AMP Management

US Cloud AMP forl Networks i

Configure NetworkAMP Connection

Cloud Name: | AP)C Cloud lv

APIC Cloud AMP for Networks 4
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ATv7 5: AMP Threat GridD & E (FE:R)

Overview Analysis Policies Devices Objects AMP BOGIGUIGELT System Help v admin v

Dynamic Analysis Connections

AMP Management

Cisco Sandbox API, US Cloud panacea.threatgrid.com [ile Submissions, Public Report Lookups

@ AMP>Dynamic Analysis Connections&%')v%

L. REBEEEHER
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AMP for Firepower Z7—XT9F ¥ ({Z)
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5. Access Control

Policy
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https://tools.cisco.com/security/center/home.x

S—

ATw7 1-1: Security Intelligence 0)an
Securlty Intelhgencel-l:‘ybbf—ﬁr ’éjﬂ‘yﬁﬂ'éaﬁi’é

Overview EOEIVEEE Policies sl ts AMP Intellige admi
Access Control ¥ Natwork Dis: Anolication Datactors  Correlation  Actions v
Access Control Report Designer
Intrusion
Malware & File Overview Analysis LSRR Devices Objects AMP Intelligence Deploy System Help v admi
.
DNS 2 | % Geolocation | Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Identity - = : :
I ject Management Intrusion Network Analysis Policy DNS Import/Export
S5k
e AT ST
. Targeting 1 devices 2018-01-11 14:36:40 s 5
ACCESS-POLICY Up-to-date on all targeted devices Modified by "adming” hl

GEIETEN Policies sl )/ AMP Intelligence

Access Control » Access Control Network Discovery Application Detectors Correlation Actions

ACCESS-POLICY

nter Description

e oty s e U . GUI @ L& =S Policies Z&EIR
o [ 7 . Access Control DFOYTHZ I AERE,
8 by oot — Access Control Z&iR

w Mandatory - ACCESS-POL]

F1ETIEREZEH D ACCESS-POLICY MErE~<—Y
(H) %R

Security Intelligence ’a_‘—i_?R

BlEfHE. RDRTAILESHR
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ATw7 1-2: Security Intelligence MEETE

rules TR =] HTTP Responses  Advanced

Avallable Zones €
{.. Search for a Netwark

DNS Policy Default DNS Policy

ardn
[ & any Whitelist (2) Blacklist (2)
Networks URLs 0
7 Global-Whitelist L] | ncdezone Networks Networks [
' - LN s OUtside_zone & Global Whitelist (Any Zone) f %@ Global-Blacklist (Any Zone) X 6
‘= Attackers
‘@ Bogon

e URLS ures 5
o ot i Global Whitelist for URL (Any Zone) B @ Global-Blacklist-for-URL {Any Zone) X6
. s
| # B Add to
% Blacklist

6.
] 5.

. Networks B2 FIZ&H 5 Global-
QN secris ovgencs TP

@ Open_proxy
m)f Open_relay

Tor_exit_node

Whitelist LA (
[ Search fora U Available Zones € DNS Policy |Default DNS Policy v 2@ .
Whitelist (2) Blacklist (16) ) E é E *R

b L= ey e =

i@ Global-Blacklist-for-URL B o - - . .
7 Global Whitelist (Any Zone) [F] Blackdist (Any Zone

&) Global-Whitelist-for-URL Ad d to B | a C kl |St % E *R
! URLs
@ URL Attackers Add to - =
.' i Whitelist i Global Whitelist for URL (Any Zone) a U R |_ ‘E *
"4 URL Bots Add to S é | J E
& URLCnC
 URLDga

@ URL Exploitkit
@ URL Malware
& URL Open_proxy

Global-Whitelist-for-URL
(

XAXAXAAXXXXX

Q.

QRL Tor_exit_node

) EEEIR
Add to Blacklist Z;&1R
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% Security Intelligence DEHFHEEDLEE

Overview Analysistevices Objects, MMP Intelligence System Help ¥ admin ¥

Overview Analysis Policies Devices Jelsi{=483 AMP Intelligence
Object Management Intrusion Rules

GUI @ EERIZEH B ObjectszEiR

y o Object Management %R
@ Interface

< Tunnel Zone

Security Intelligence B2 T ®
Network Lists and Feeds #&3R
Cisco-Intelligence-Feed MAE
~— ()%= R
Update Frequency @KAy T4
VAT REDEFEEE
2R

*FIAILE 2 B

**URL List @B FHHEE (L DNS Lists

and Feeds NNHZEEA]

[ Application Filters
* VLAN Tag
0 Security Group Tag
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7\7"/7 2-1 Access Rule OD'QE

=File PolicyZ#i Fd

s in this secti
w Default - ACCESS-POLICY (-)
I

There are no rules in this secti

tion. Add Rule or Add Category

tion. Add Rule or Add Category

II sponses
| show Rule Conflicts & () Add Category @AddRIN

Access Control: Block All Traffic

Name | CATCH-ALL

Action

o Allow

o~

.
@ Enabled Insert |into Default

Zones  Networks VLAN Tags = Users Applications Ports URLs  SGT/ISE Attributes

-

m Logging  Comments

> 2017 Cisco and/or its affiliates

Intrusion Policy

Varlable Set

INTRUSION-POLICY v & \Deduuk Set ¥ | 7
ile Policy
one I]
NNNNN -
E - [_

Carce

Rules #7%#4R

Add Rule Z&E1R

EEDLE ZER

Action DRAYTHE U)X %
BZE. Allow ZEiR

Insert: into Default ;&R

Inspection 27 %#ER

% 3 ETERLT=
INTRUSION-POLICY %R
5 4 ETERLT= FILE-
POLICY# &R

BlEHE. RORSARESHR




27w 2-2: Access Rule DEEE

Add Rule
Name | CATCH-ALL | @ Enabled
Action |¢Allow |" [OATRPZES) ]

. Logging 27 %:&iR
. Log at Beginning of

Insert |into Default 7

Zones  Networks VLAN Tags .. Users Applications Ports URLs  SGT/ISE Attributes

Connection &&3R

Log at Beginning of Connection

10.

. Log at End of Connection

Log at End of Connection
File Events:
Log Files 1 1

Send Connection Events to:
¥/ Event Viewer

0 syslog | select o Syslog Alert Configuration

) SNMP Trap Select an SNMP Alert Configuration

2]
v O

ZER
. Add &R

Inspection Logging ments
9.
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HE Action DA T avIZD\T

Action |« Allow ¥
o Allow

m =p Trust

Availabl 1 Monitor

-4 Sean 3¢ Block

oL insid ¥ Block with reset

oL outs 3 Interactive Block
3% Interactive Block with reset

Access Denied X

< C | ® www.p-world.co.jp B | OC k

You are attempting to access a forbidden site.

Consult your system administrator for details.

[B) Access Denied X .
< C | ® www.p-world.co.jp | n te ra Ct|Ve

Access Denied Block

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue.

Consult your system administrator for details.

- FTD TEATE5 Action 132 7 &

- Allow: /Ny rE{EFEETIZEFRIL ., EBAITIPSHAMPD
?IJaé%ﬁEj_éutﬁ\_I

.« Trust: /Ny bZE{EFELTEFA], IPSOAMPDF YV (LA T

- Monitor: AT Z#EA=O1=1FIZER, bS5 7109 713 RDIL—
JUIZERE

. Block: /Ny RERRE

- Block w/ reset: /Ny hEHBET HEREFFIZ, FEIETTITHL.
TCP RST/\rybhZEEEL. BIEZBNERT

. Interactwe Block 7I:I‘1775\¢E é#’b%):l- "5'77‘/3/' |

. Interactwe Block w/ reset: k£ E&ﬂ*% f-1=L.Z .:.J_"Jk
BIEEZTOVITBHIEE. FETITHLTTCPRST /84y
EEE

e e Continue FHIE, YA EADT I £RHVATRE



%% Block BFDHTTP Response R—L DimLE (1)

Overview Analysis JCUEER . Intelligence

ACCESS-POLICY 2 . Policies Z#EiR

A . ' . Access Control > Access
Prefilter policy: Default refller Polley Rules  Security Intelligence Control EE*R
Block Response Page . HTTP ReSpOﬂSeS gj“éig*ﬂ

This page will be displayed when HTTP traffic is blocked.

Rules  Security Intelligence SRl Gt LUEH]

Block Response Page
This page will be displayed,

PW¥affic is blocked.

: . Block Response Page M
Interactive Block Respons!3l None F‘l:l“}jo/)f'jf/uxl“éﬁﬁgx

System-provided Custom...

This page will be displayed when HTTP traffic is blocked, but thq Systemfprovided
System-provided .Custom .............................................. A C U Sto m % E *R
] =+ — >
5|EHRE. RDRZARESHE
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%% Block BFDHTTP Response R—L DimLE (2)

Edit Block Response Page

Edit Block Response Page

<IDOCTYPE html>

<html><head>

<meta http-eauiv="content - type content="text/htm|; charset=UTF-8" />
<titlevhecesg Denied(/titler

<%y\z type="text/css body sans-serif; hl rull p null strong nul I</style>
</hear

<M >Access Denied</h1>

<st rong>You are attempting to access a forbidden site.</strong><br/><br/>
Consult your system administrator for details.

<o
<hody>
<htnl>

TIA4ILMNEX)

<IDOCTYPE hitnl>

<html><head>

<meta http-equivecontent- type content="text/html; charset=UTF-8" />
<titlerhecess Denied</title>

<style types"text/ess Dbody sans-serif: h1 null o null strong null</style>
<fhead>

<hl1>Access Denied</h1>

</body>
<himl>

Fipd et

'.

f E Access Denied

(— |®m&rwpwnrldco_jph7

<body>
<pr
fgtrong>%’é¢éh'ﬂ\éﬂff EANGTIERE ﬁ tb'(L FF. </strong<br/><br/>
Eﬁ@(:?h"((3’/7(?1.\%¥E%’\3‘fcﬁh‘éi\h <7
P .

Access Denied

BlEEhTuaHA bAOT 72X ERdALIELTULET,

BRI WTEY AT LEEE~BHLEhE (ZEL,

8.
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FEOXEIZEZE (HTMLER)
Save ##EIR
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ATv7 3-1: URL Category Monitor D% E
é’CG):EF [ZxfL. URLATS ')d)nﬂﬁ/ﬁ"éﬁ'BRule’é:Ehu

2 HTTP Responses  Advanced

w Mandatory - ACCESS-POLICY (-)

There are no rules in this section. Add Rule or Add Category
w Default - ACCESS-POLICY (1-1)

1 CATCH-ALL  Any Any Any

Any Salew U AHH0 £ 8
Access Control: Block All Traffic

|v

Move | above rule

Action | 1 Monitor “' / L 93 | Q

o . Rules 37%FEiR
on N plications  Ports  URLs SGT!ISEAttributa__i;_:_..eau................ iog) Loggi . Add Rule ZiEiR
54 insid 3¢ Block with reset . Action Dk D‘ng r?‘/'JZI*’é
R A 3 BEZ= . Monitor #:&1R
. Insert FAOYTE O R
B, above rule Z3&1R
5lEHRE. RDODRATARESHE




ATw7 3-2: URL Category Monitor @

Editing Rule - URL-MONITCR

Name | URL-MONITOR

| @l enabled Mave | above rule

[

Action ‘ 1 Moniter

FlUoDRAEE

Zones  Networks WLAN Tags .. Users  Applications  Ports

6.

/ISE Attributes

Inspection Logging Comments

Categories and URLs &

@ Reputations

= Any (Except Uncategorized)

® Uncategarized
® Abortion

® sbused Drugs

® sdult and Pornography 7 .
# Alcohol and Tobacco

® Auctions

® Bot Nets

® Business and Economy

Category URLs

| il Any
| ill 4 - Benign sites .

4
3 - Benign sites with security risks
2 - Suspicious sites
1

Add to Rule

- High Risk

Selected URLs (1)

= Any (Except Uncategorized) (Reputations 1-5) Ei

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Mg
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URLs #7 %R

Any (Except Uncategorized)
Z R

Reputations: 5 - Well Known

ZER
Add to Rule ;&R

0. Save %R

5lEHE. ROAZA SR




ATv7 3-3: URL Category Monitor D% E

Palicies [ AMP @
Access Control » Access Control Metwork Discovery Application Detectors Correlation Actions v
ACCESS-POLICY R =T 1 ’]
R .

Prefilter Policy: Defaull Prefilter Policy SSL Policy: Mone 1 cwr hone
2 O ——

Security Intelligence  HTTP Responses  Advanced
8 Fer by Device

D Add Catogory | €D Add Rula | S s X

11. Save Z3&ER

R — Y 800 48 12. Deploy Z:#4R
e 13. Deploy %:&4R

POLICY (1-2)

Deploy Policies Version:2018-01-16 08:58 AM ?x

¥ 3 roun 2018-01-1102:36 PM

D et polcy: NaT-POLICY

© NGFW Settings: FTD-POLICY

D Access Gontrol Policy: ACCESS-POLICY

© |- 1ntrusion Policy: Balanced Security and Connectivity
@ |- Intrusion Policy: No Rules Active

1 [-NS Policy; Default DNS Policy

© |-intrusion Policy: INTRUSION-POLICY.

© L prefiiter Policy: Default Prefitter Policy

© Network Discovery.

9 Device ConfiguatonDetais)

<5 h

Selacted devices: 1

Deploy Cancel
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27w 4: URL Filter ME&5E

Overview Analysis Policies Devices Objects

Cisco CSI Realms Identity Sources eStreamer

- URL Filteri$BEZ DL DZEH®NIZT S

AMP Intelligence

Host Input Client Smart Software Satellite

Configuration Users

System QREVESEETITIRS

Domains Integrati i alth » Menitoring v Tools v

URL Filtering
Last URL Filtaring Update: 2018-01-16 07:27:17 Update Now

Enable URL Filtering
Enable Automatic Updates
Query Cisco CSI for Unknown URLs

AMP for Networks

o

(JOI

Last Local Malware Detection Update: Thu Jan 11 11:35:28 2018

Enable Automatic Local Malware Detection Updates
Share URI from Malware Events with Cisco

Use Legacy Port 32137 for AMP for Networks

oo ®

2.
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System 27 % FER

Integration 27 %2R

Query Cisco CSI for Unknown
URLS [ZFzvs

Update Now %:&iR

T.URL Filter ®E&FEL5T




ATv7 5-1: URL Filter T Ak
ATARTCIE. BEHODX T ILFAMNMIT7IOEAL, URL BIELLATIASAREINEINEHERT S

& RASEFRERS x =

i CRIE P————
C LD gt ol < irago; ® ﬁ\
P'WORLE PWORLD: i3 | ZHESH | S% e
ENGLISH ®MUADE/FAQ H1hTv7 _
2BF 7 AERR ¥Fa22 BERA4YFy2
; 5 1 n P p——— BE-AV5—RoMER | T—97740 | AXYh-Fon—Y | MBS -0 VXE | |
= -

DATABASE shncvo dan, =
e S ﬂ Lo Saonunns sz

.3 a j@—‘vz?)b"ﬂ%b 2 ; l "

INFORMATION
o E-AFERE
fm k- E BB LB A&

ﬂilu\ *f{pg_*‘yl\éﬁ:ﬁ%s

FroTILT A (B www.p-

Sgrr———— world.co.jp. www.jra.go.jp%i &)
e =7 74 X

T Analysis 27 %3ER

Connectiol S (switch worlkflow) Connections & *R
Connections wiil: \\pplication Details » Table View of Connection Events .
Events Z#iR

Mo Search Constraints [% Edlt SearCh EL*R

© 2017 Cisco and/or its affiliates. All rights reserved (J\;cn; Confidential g | %%JL% /ko)xjfr I\ % / b5 “

Vulnerabilities v
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ATw7 5-2: URL Filter TRk

upr | Search
(unnamed search) [ Private
AppEcaton

Application Protocol* |
Application Protacol Catsgory C [en—m——
Application Protocol Tag ] share medin, allows remote connect

URL: URL Category M#&IZ
Client [ +] Firefox, Intemet Explorer - .
i ——— S Gambling EA 73
a;ir:::?mlm I:I ::::;:d.a allows remote connact S e a rC h %J\g *R

Web Application Category [ ] webbrowses email . -

S —
T S S L ] share medin, allows remote connect ’] 0) 2 -lj— ,r I\ 75\ IE | < jj T3
Application Risk L 1 .

Very High, Medium

Business Relevance [ ] veryLowHigh -_ > —_ =
— AR Ly -
Referenced Host I — Aty
User Agent [ Mozilla/s.0, Firefax, Chrome
HTTP Refarrer http:/) 1 index.htm

URL

URL Jindesx.hir

URL Categary

URL Reputation u sk

Connection Events (suitch workflow) B

Connections with Application Details » Table View of Connection Events el s oceisaizaii.

Expanding
» Search Constraints (Edit Search Save Search)
Jump to.. ¥
URL
% [ 2018-01-1611:33:54 2018-03-16 1 [* FEFREERRE 210.148.135.12 e oM inside zong outsids zone 50086/ tco 0 (http) [ tep [ AR [IChrome ~ Web Browsing htts//vrww.ira.ge.is/ Gambling  Well known  FTDwi
% O 2018-01-1611:33:54 Trust gl 192.168.1.101 210.149.135.12 = 1PN inside zone zone 50086/t 80 (hitg) / tco O e [ Chrome | Web Browsing httg://vrmvi.ira.q0.iof Gambling  Well known  FTDvi
# [0 2016-01-16 11:25:43 2018-01-16 11:25:43 Trust i@l 192.168.1.101 02.248.171.1 ® 2 inside zone zone 50023 / o 80 (http) / tco [ Hrme [ Chrome Web Browsing htto:/Vvrvw.o-world.co.ip/ Gambling  Well known  FTDv1
$ 0 20186-01-1611:25:43 2018-01-16 11 Trust gl 192.168.1.101 202.248.171.183  ® 1PN inside zone zone 50027/t 80 (hitg) / tco Ol a1 [chrome = Web B hitp:/fvre. pworld, bannerfindex2.is Gambling  Well known  FTDvi
% 0 2018-01-1611:25:43 2018-01-16 1 Trust il 192.188.1.101 10.254.90.162 = 28M inside zons zone  50031/ten 80 (http) / tep ] htto://ea01. p-world.co.1p/imaent2/ il Gambling  well known  FTDv1
# O 2018-01-1611:25:43 2018-01-16 11: Trust gl 192.168.1.101 202.248.171.183 ® 38M inside zons outsids zone 50022/ tep 80 (http) / tep O e htto://furv. pworld. co.ip/index. html Gambling  well known  FTDv1
B [0 2018-01-1611:35:43 2018-03-16 11: Trust il 192.188.1.101 202.248.171.182 = JoM inside zone outside zone 50025/ tep £0 (hitp) / ten [ HrTR [ Chrome hito://ur.p-world.codp/frame banner/is/index top.. Gambling  Well known  FTDvi
% [0 2048-01-1611:35:43 2018-03-16 11: Trust gl 192.168.1.101 202.248.171.183 = JPM inside zone outside zone 50026/ tcp 80 (hitp) / tep [ HrTe [ Chrome htto:/fur.p-world.codp/frame banner/is/index lef. Gambling Well known  FTDvi
w

% 0 2048-01-1611:35:43 2018-03-16 11:95:43 Trust gll192.188.1.101 202.248.171.1 DL inside zone outside zone 50034/ tcn 80 (http) / tep [ BT [Chrome  Web Browsing httou//unw.p-world i i/ rig. Gambling Well known FTDvi
8% [ 2048-01-1611:35:43 2018-01-16 11:25:43 Trust gl 192.168.1.101 202.248.171.183 e JPM inside zone outside zone 50024/ tcp 80 (http) / tep HIT® [ Chrome | Web Browsing htto://umw.p-world bannerfindex js Gambling  Well known  FTDwi
% [ 2048-01-1611:35:43 2018-03-16 11:95:43 Trust il 132.188.1.101 210.254.90.162  ®18M inside zone outside zone 50030/ tcn £0 (hitp) / teo HTTD [ Chrome | Web Browsing htto://co01.p-world.co.ip/imaent2/i givfile Gambling  Well known  FTDwi
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ATv7 6-1: AMP (File Policy) ®T XK

ATFACCIK. FARAMNEADTILOI 7 77/ IV EREIHRIZE H>O0—FKL,
AMP Policy b\?)wzwértL<$ﬁfuf%ébv&ﬁ€w¢é

REIRRTA o I—RIbERE.
www.eicar.org IZ7 7t X
ANTI-MALWARE TESTFILE #
T#ER

DOWNLOAD ZE4#R

8 Download * EICAR - Eurc X e g X
< (&) ‘@ Not secure | www.eicar.or {?‘ 4

EUROPEAN EXPERT GROUP FOR IT-SECURITY

DOWNLOAD
ANTI MALWARE TESTFILE

:! NNNNNNNNNN
.

S— . TANADRIL I TET DY
3 NLOAD D_P-d-éf:&)':\ eicar.com

order to facilitate various scenarios, we provide 4 files for download. The first, eicar.com, col ri % S E jJ a
J—
MEMBERS AREA ! ilpateivar) loss I I load. , eicar.com, contains the ASCII string

as described above. The second file, eicar.com.txt, is a copy of this file with a different filename. Some readers =+= -, — > ;E E,El
tte . ROAZ Z
> =4

sing the standard protocol http

;

4 eicar_com.zip eicarcom2.zip
184 Bytes 308 Bytes

eicar.com eicar_com.zip eicarcom2.zip

68 Bytes s y‘@s\ 184 Bytes Sondyies
Tth'\nw:?’??»r JU

Cisco and/or its affiliates. All rights rese Cisco Confidential




ATw7 6-2: AMP (File Policy) ®T Xk

Overvi Objects  AMP In

1 System Help » admin

Context Explorer | C ions » Events s+ Filesw Hostsv Users+ ies + | Carrelation» | Custom+  Lookup+ | Search
Bookmark This Page Report Designer Dashboard View Bockmarks Search v

[IConnection Events (switch workflow]

|Connections with Application Details - Tabls

o Search Gonstraints (Edit Search)

Jump to... ¥

0 2018-01-16 Allow dl1s2.168.1.101 208.67.220.220 WAUSA inside zone outside zone  52961/udp 53 (domain)/uda [SETH FTDu1
' 2018-01-16 Allow 152.168.1.101 208.67.222.277 WIUSA inside zone outside zone 52961 /udp 53 (domain)/udo Cions FTDvi
3 2018-01-16 Trust @152.168.1.101 =sce inside zone cutside zone 50653/t 443 (https) /ey [OHTIPS [ SSLclient ticrosoft hitos://wecp. micrasoft.com Business and Econom Well known  FTDui
: 2018-01-16 Trust dl192.168.1.101 mUsa inside zone outside zone 50660/t 443 (httos)/tcp  [JHTIPS () SSLclient [ Google Saf hittps://sb-ssl.gocal Shopping Well known  FTDv1
’ 2018-01-16 Allow 152.168.1.101 mysa inside zone outside zone  55706/udp 53 (domain)/ udo FTDv1
: 2018-01-16 Trust @l192.168.1.101 mDEU inside zone outside zone 30658 /tco 80 (http) / tep sl 5013 Web Browsing g/download/ m Computer and Internet Sseurity Wall known  FTDv1
: 2018-01-16 Trust ol192.168.1.101 212.211.198.62 WMDEU inside zone cutside zone  50656/tco 80 (hitp) / tco Dxme Web Browsing hitt 3 rq/85-0-Download.htm! Computer and Internet Sscurity Wall known ~ FTDv1
' 2018-01-16 Trust 213.211.198.58 WMDEU nside zone outside zone  50657/tco 443 (hips)/tcp  [JHTIRS hitos://analytics.sicanerg Computer and Internet Security Well known ~ FTDvi
: 2018-01-16 Allow @l192.168.1.101 208.67.222.222 WaUSA inside zone outside zone  §4576/udp 53 (domain)/udo FTDvi
3 2018-01-16 Allow @192.168.1.101 172.217.77.78 wausA inside zone outside zone 64577 /udp 443 (hitps) / udp - ETDvi
] 2018-01-16 Trust dl1s2.168.1.101 musa inside zone outside zone 50655/ tco 443 (httos) / tep O HIIPS [ SSL client hetos://clients4.qoogle.com Search Engines well known  FTDv1
: 2018-01-16 2018-01-16 13:07:30 Allow mDEU inside_zone outside zone 50644/ tep 80 (http) / tep ETDv1
3 2018-01-16 2018-01-16 12:07:30 Allow mDEU inside zone cutside zone 50548 /tcp 80 (httg) / tep FTDv1
' 2018-01-16 2018-01-16 12:07:30 Allow 192,168,101 212.011.199.62 WMDEU nside zone outside zone 50646/t 80 (hitp) / tco FTDv1
’ 2018-01-16 2018-01-16 13:07:30 Allow 152.168.1.101 213.211.158.62 WMDEU inside_zone outside zone 50843/ tco 80 (http) / tep ETDv1
] 2018-01-16 Trust 52.109.120.2 WEUSA inside zone cutside zone 50641 /tep 443 (https) / tep OHTIRs [ SSL clisnt O office 365 bttos://officeclient. microsoft.com Business and Economy Well known  FTDvi
] Allow mysA inside zone outside zone 58504 /udp 53 (domain) / udp. [CDNS FIDvi
] Trust ERHKG nside zone gutside zone 50642/ tcp £0 (http) / tep [CIHITR ) Microsoft CryptoAPI  Web Browsing hetns/e iroot Business and Economy well known  ETDv1
: 2018-01-16 Allow @192.168.1.101 208.67.222.222 WaUSA inside zone outside zone  5142¢/udp 53 (domain)/udo Dons ETDv1
3 2018-01-16 Trust @192.168.1.101 213.211.198.58 WMDEU inside zone cutside zone 50650 /tcp 443 (https) /tcp  [IHTIPS [ SSLclient Computer and Internet Security Well known ~ FTDv1
' 2048-01-16 Trust 213.211.185.58 WMDEU inside zone ouiside zone 50648 /tco 443 (httes)tp  [OHTIPS Computer and Internet Security Well known  ETDv1
: Trust ™ DEU inside zone outside zone 50653 /tco 443 (https) / tep DOHmPs Computer and Internet Security Well known  FTDva
: Trust ™DEU inside zone cutside zone 50647 / tcp 80 (http) / tep DR Web Browsing Computer and Internet Security Well known FTDv1
' Trust mDEU nside zone outside zone 50652/ tc 443 (htips) /tcp ~ [JHTIPE Computer and Internet Security Well known  ETDv1
' Trust W152.168.1.101 ™DEU nside zone outside zone 50651 /feo 443 (httos) / top [ HTIRS Computer and Internet Security Well known  FTDv1
1< P splaying rows 1-23 of 129 rows

Analytics > Connections
Events Z#E1R

eicar.org AT EHER
BlEHmE. RDRASA(KESHR
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AT w7 6-3: AMP (File Policy) ®T X k

VW Analysis
Context Explorer Connect Intrusions v Files » Network File Trajectory Users v Vulnerabilities v Correlation v Custom v Lookup v

Qe 25 7
Recently Viewed Files .

Recent Malware

2018-01-11 14:20:52

AMP  Intelligence

B Analysis RIS

Context Explorer  Connections v Intrusions v Files » Network File Trajectory Hosts v Usersv  Vulnerabilities v Comrelation v Custom v Lookupv  Search

Network File Trajectory for 275a021bbfb6489e54d471899f7db9d1663fc695ec2fe2a2c4538aabf651fdof

File SHAZ56 275a021b...f651Md0F & First Seen 2018-01-11 14:20:52 o0 = 213211.196.62 by [, No Authentication Required - S
peswass e o el 0t ERSELAEREE b 4 e ks Ana |yt|C S Z1
1 .

File Size (KB) 0.0664 Event Count

S S B . Files > File Trajectory %#1R
— . File SHA256 DD /Ny 2 a

une B fiE % 2#4R

N . File Name: eicar.com %
Malware & L THAIL .
— — Action: Malware Block

[CLTWWABZ EEFER

Transfer

2018-01-11 14:20:52 192.168.1.101

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential . AMP (F||e PO“Cy) 0)7__X I\ 'j:;TE T
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Prefilter MD#EE

- FTDA URL/ IPS/ AMPALIEZ3BS Snort7 AL XD HjEL. Lina(ASA) T H
BRI I yRENRY S T BHERE

- NGIPS/NGFWHEeZE BT L EDLEIMEEESN TWAEEER R -/\vY
T7yTR)GEE L, EBETERIZ Prefilter PolicyZ @9 C &4 HE 1R



Prefilter Policy @3B0

Policies NSRS} Def Systern  Help v  admin »

Access Control » Prefilter etwork Discovery Application Detectors Correlation Actions »

. e souc
Overview Analysis JEGIHSTCH Devices Objects JE=sidAH

Object Management Access Control

& New Policy

New Policy ? X '
|
|

Access Control » Prefilter Network Discovery App

Dy System Help v admin v e
mhe G

PREFILTER-POLICY S ——— B

Enter Description

() Add Tunnel Rule () Add Prefilter Rule  Search Rules

There are no rules. Add Tunnel Rule  Add Prefiiter Rule m
4 —

Non-tunneled traffic is allowed T YCL LT TR T T i (U Analyze all tuninel traffic |" D

1 PoliciesA Access Control > Prefilter Z&1R
@ New Policyx9')v%

@ Name: PREFILTER-POLICY# A $1#. Save
@ 1EmRPrefilterA. Add Prefilter Rule Z&iR

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Prefilter Policy M0

Add Prefilter Rule

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name  NTP-FASTPATH

Action ‘ = Fastpath | w2 ‘

Interface Objects Net,@\ Tags :

Comment  Logging
Available Ports & \g @ Selected Source Ports (0) Selected Destination Ports (2)

-4, Search by name or value ‘

any o nTP-TCP &
o mrsL-uLe 2 NTP-UDP &
& NTP-TCP
i Add Prefilter Rule i x
- Add to = ) - ; . ;
&? POP-2 Source ﬂ Prefilter rules perform earty handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.
o poP-3 rrrr—
&i—" RADIUS | Deigijgon ‘ Name |NTP—FASTPATH \ Enabled
o RIp Action |= Fastpatn I~
o s1p
3‘? SMTPS Interface Objects  Networks  VLAN Tags  Ports Comment @ESTILE]
& smTP -
o

T @) e T R

[ Log at End of Connection

Name: NTP-FASTPATH & A A
Action: Fastpath Z%&4R
Ports?7 NTP-TCP/NTP-UDP %3&JR

Logging#~7 Log at End... Z:&iR
Add Z97')v%

© 2017 Cisco and/or its affiliates. All rights reserved
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Prefilter Policy M0

Overview Analysis QLN Devices Objects | AMP Intelligence Deploy System Helpv admin v

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions »
PREFILTER'PO LICY You have unsaved changes

Enter Description

(&) Add Tunnel Rule (&) Add Prefilter Rule  Search Rules x

1 NTP-FASTPATH Prefilter any any any any any ﬁ :IE:EET:

Non-tunneled traffic is allowed Default Action: Tunnel Traffic LUEIFEE R ERIC il |" u

any =» Fastpath na Lo &8

@ Save Z:ER

@ IL—ILIZEYRLALVEBIE X ZE TAnalyzeth WM MZRYET

C ) Confidential

© 2017 Cisco and/or its affiliates. All rights reserved



Prefilter Policy MExE

Deploy System Helpv admin v

Overview Analysis JITI-=EE Devices Objects | AMP Intelligence

Access Control » Access Control ork Discovery Application Detectors Correlation Actions v
Object Management Intrusion MNetwork Analysis Policy DNS Import/Export
| ) New Palicy

2018-07-27 13:14:12 [D az i E‘

ACCESS-POLICY Targeting 0 devices Madified by “admin”
Overview Analysis JCI-T-E8 Devices Objects | AMP Intelligence
Access Control » Access Control Network Discovery Application Detectors Correlation Actions »
7 ¥ @

ACCESS-POLICY Prefilter Policy
Enter Description
The prefilter policy performs early traffic handling using simple network

Prefilter Policy: Default Prefilter Poli
characteristics, including non-encrypted encapsulation. (Firepower Threat
Defense only.)
@ Default Prefiltar Policy E

PREFILTER-POLICY )\

PoliciesN Access ControlZ 1R
{ERLF# Access Control Policy: ACCESS-POLICY DT —0% ") vy

Access Control Policy A Prefilter Policyzx%21)v%
Prefilter Policy: PREFILTER-POLICY#Z:#1R. OK#2')v%>

© 2017 Cisco and/or its affiliates. A Save &%*R?£~ Deploy DJxJ:—G\ Pre_flltero)gﬁili%T
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FMC &9 2 F+/DBEHF D E

—— —* FMC [I3 DD AEIZK>T. [FHZEEHAIAE
<nar Cisco Security Intelligence vop 1. 92OREHFALIE)
— — — FIA&EH FMC A ERAF—R b kAl gE
Geo Patchj EURLj | nf;ff;é‘;‘ée
2. V2VREH(T O —EH)

A > N += Ly
| saLon t 2 gneo—  MEASEE Proxy Y —/A—hA U E—Ry b~ A EE
—

! — 3.0—ALEH

p— 3. O—hL FAEHE FMCIR—U AV MPHERE R YD —VIREE
]

= E#i
FIPRZE1E : URL, Security Intelligence A9t &O—HIJL EF Al 6

FMC
odih



BNV —UBLUVRAST—E

774 Ll

Patch #Fikee e, BEABugf&iE Sourcefire_3D_Defense_Ce | HJAE AJRE vAvAvEN
(FMC/ FTDRmAZ/8y FITETE) nter_S3_Patch-6.2.0.4- (RlERTroa—1) A—A

85.sh VI WE)
Snort Rules | Snort IPS/L—IL7 v 75—k Sourcefire_Rule_Update- CI): CI): 979k
2018-01-16-001-vrt.sh (Bl&R7roa—1) A—AJL

Y WNE)
GeoDB HIBER MBI T O—NILIPT Y T Sourcefire_Geodb_Update- | TE[HE CIN: varAva N
T—Fk 2018-01-08-002.sh o—AJL
VDB OS/7 7N H— a>DifesE. . | ourcefire_VDB_Fingerprint_ | TI#E CIN: 959 F
T4 =T MER Database-4.5.0-291.sh A—AJL
URL URLZ 1 LR 1) > 5 IZRAL B URLIER AT RE Al RE vAvAvEN
Security 75 w4 1) X ;IP/URL/Domaint&#k T A g 9759k

Intelligence

HKETO/ YT —CITEWTEME#RIEI SV RBOH A6




727 ik 77 B DHERE

Deploy

System Rgl=R

admins »

Configuration

Access List

Process

Audit Log Certificate

Audit Log

Login Banner

‘Change Reconciliation

DNS Cache

Dashboard

Database

External Database Access
Email Notification

Access Control Preferences
HTTPS Certificate
Information

Intrusion Policy Preferences
Language

Management Interfaces

Metwork Analysis Policy Prefe

Remote Storage Device
REST API Preferences
SNMP

UCAPL/CC Compliance
Shell Timeout

Time

Time Synchronization
VMware Tools

Vulnerability Mapping

> 2017 Cisco and

5ers Daomains Integration Updates
® vl aces
Management Traffic . . __
© emo 00:0C:29:75:5D:68 10.71.132.201 &
v Routes
1Pv4 Routes 4@
10.71.135.254 &
1IPV6 Routes 4@

vShared Settings

Hostname

Domains
rimary DNS Server
@ ry DNS Server

Tertiary DNS Server

Remote Management Port

¥ Proxy
Enabled
HTTP Proxy

Port

[Fmcv []

64.104.14.184 [
77y

8305

Use Proxy

Jor its affiliates. All rights reserved

Save Cancel

Cisco Confidential

Licenses v

Health » Monitoring -

GUIEER SystemEZ T M ConfigurationZ#R

Management InterfaceZ &R

Shared Settings: DNSE& E & #EER

Proxy EnabledIZF v . Proxys&REZ& A A (TOX F )

Tools v

BIEEH  https://support.sourcefire.com




O—AILEFRA/N\YT— %#(E
Download Software 1% Download Cart O tems) [+ Feedback  Help

Downloads Home > Products > Security *> Firewalls > Firewall Management > Firepower Management Center Virtual Appliance > FireSIGHT System Software-6.2.0.4

Firepower Management Center Virtual Appliance

@ Documentation Roadmap i My Devices
Release 6.2.0.4 FirePower Hotfix Release Notes & Nofifications
Expand All | Collapse Al Release Notes for 6.2.0.4
- Latest File Information Release Date Size
6.1.0.6
6.2.0.4] Firepower Management Center 6.2.0.4 08-JAN-2018 756.70 MB Download
GeoDB Sourcefire_30_Defense_Center_S3_Patch-6.2.0.4-85.5h

ey

» Rules SEU VDB GeoDB
GeoDB
SEU
Rules Updates
VDB

» TSAgent CD Cisco.com "j'7|_€— I"\o_:/J:[’)*EBE&-)é?jJ'j\JI‘—C77tZ

@ BEHISFED/N\v7r—IFHooO0—k

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



VDB/Patch 7234 LB

Overview Analysis Policies Devices Objects AMP Intelligence

System GRS LR

Configuration Users Domains Integration Updates Bicenses v Health v Manitoring v Tools v

e Uptos_ Goctocntion Uit D

Lz @ up

date
‘Currently running software version: 6.2.2
Updates i i i

Sourcefire Vulnerability And Fingerprint Database Updates

291 Thu Dec 7 16:45:46 UTC 2017 No ﬁ Ei
Sourcefire 3D Defense Center 53 Patch (v6.2.1 and above) 6.2.2.1-73 Fri Nov 3 19:09:03 UTC 2017 Yes ﬁ Ei
Cisco FTD Patch (v6.2.1 and above) 6.2.2.1-73 Fri Mow 3 17:48:24 UTC 2017 Yes ﬁ E‘

GUIEHR SystemBE2 T D UpdatesziEiR

Product UpdatesR® Downloaded UpdatesZ 3R, Patch, VDBIZE#FH A HEHE 1. )
BHAREL I 7ML ERT(F AL I LLEProxyRBAEHF DS S)

Product UpdatesA® Upload UpdateZ:&EiR, VDBELLIEL FMC/FTD Patch&7 v 7
O—K(O—hILEHDIEE)

GE) QDEMEIZIFZTSHOFOEEEZFCHELN &

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



VDB/Patch D34 LBEF~AVA—)L

Overview Analysis Policies Devices Objects AMP Intelligence Deploy System [QEESEET T T-RS

Configuration Users Domains Integration Updates Licenses Health Manitoring » Tools »

Rule Updates Geolocation Updates

‘Currently running software version: 6.2.2

() Upload Update

Updates
Sourcefire Vulnerability And Fingerprint Database Updates 291 Thu Dec 7 16:45:46 UTC 2017 Mo ﬁ E‘
Sourcefire 3D Defense Center 53 Patch (v6.2.1 and above) 6.2.2.1-73 Fri Nov 3 19:09:03 UTC 2017 Yes % E‘
Cisco FTD Patch (v&6.2.1 and above) 6.2.2.1-73 Fri Nov 3 17:48:24 UTC 2017 Yes ﬁ E‘

Download updates

Currently running software version: 6.2.2

Selected Update

Type Sourcefire Vulnerability And Fingerprint Database Updates Updates*&ﬁ(:%é 7_7€E*R
::]“ 'T':: Dec 7 16:45:46 UTC 2017 E¥ﬁ774}b€/{yx I\_)[/-g_éﬁ%?/ \/rxéig*R
— Launch Readiness Check#&iR

. Readiness CheckZEi#. InstallZEiR

@ 10.71.132.201 - Cisco Firepower Management Center for VMWare v6.2.2 WYM FEN \/DB/PatCh E%ﬁ(i FTD = 9 1|:| I\774‘J7$;§B
M ST ETENE FZ H#E2E

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential @ . @




Ao a—1)27 gk

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy , IRl Help v adminG v
Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools » Scheduling

New Task Backup/Restore

Job Type S GUI_LER SystemfZ T ® Tools » Scheduling Z:E1R Scheduling

Schedule task to run | Deploy Policies New TaSkJ: L} %ﬁ/ﬁ L/T—- L \ IE E %E*R Import/Export

NMap Scan ~

Correncime o Eemrss e ENIERIZHLVTE Job Name/ OnceZE1=IE Recurring Data Purge

st Tine ok Lo U BEUVRTO 21— TEERTE

Job Name Update URL Filtering Database

i =11 7] A2721E B (FMCV6.2)

Backup - FMC/\vo 7y 7TE %

Commet Download CRL - sEBAZ X% AT HoO—Fk

Deploy Policies - 7R!) < —3 F

Email Status To ot available. You must set up vour mai Nmap Scan - NmapZi\‘——‘v‘z%ﬁ

Report - LA R—FAE R

Firepower Recommended Rules - BE1Fa—=24 O
Download Latest Update - VDB/Patch% ry>0—FK
Install Latest Update - VDB/PatchA > XA+—JL
Push Latest Update - Patch/ A— D E2 %

Update URL Filtering Database - URLZ4JL%1)> 4 DBE

© 2017 Cisco and/or its affiliates. All rights reserved



VDB/Patch EEIE

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy W System QEILEEET T ILTR
Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools » Scheduling
New Task Backup/Restare
Job Type | Download Latest Update B Scheduling
Schedule task to run () Once (@ Recurring im DUI'E
Data Mar
Start On [January %[ 17 #]( 2018 4] Asia/Tokyo
A
Repeat Every ‘1_ | () Hours () Days (@ Weeks [
o :
Run A¢
Repeat On Sunday (| Monday (] Tuesday (| Wednesday (| Thursday (| Friday [~ Saturde
Job Name ldclwn\oad_patch&VDB
Update Items Software Vulnerability Database

GUIEER SystemBEE T ® Tools » Scheduling Z#E#R

New Taskd&kl Download Latest Updatez&iR

Schedule task to run: RecurringZ &R

Repeat Every, Hours/Days/Weeks, Run AT, Repeat On YRS 1—ILEEE
Updates Items &UY Patch, Vulnerability ih B4/ Sy —O % E R

Comment

Email Status To

VDB/Patch D& FH LWV —SF FEAF I T ADICRT o a—1) T HERED W,

> 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




VDB/Patch BEiE#i~A 2 A—IL

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy , IRl Help v adminG v
Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools » Scheduling
New Task
Backup/Restare
Job Type [ Install Latest Update ¢]
Scheduling
Schedule task to run (™) Once (@ Recurring
: Im port
Start On January %[ 17 #|[ 2018 4| Asia/Tokyo
( JIEEDIENTE) Data Fr
A
Repeat Every ‘1 | () Hours () Days o Weeks () Months
o : :
Run ¢
Repeat On Sunday (] Monday (| Tuesday || Wednesday (| Thursday [~ Friday (| Saturday
Job Name install patch to FMC
Device
Update Items ° Software ' Vulnerability Database

@

Comment

Email Status To

© 2017 Cisco and/or its affiliates. All rights re

GUIEER SystemBEE T ® Tools » Scheduling Z#E#R
New Task&l Install Latest UpdateZiEiR

Schedule task to run: RecurringEf=I& OnceZEiR
Repeat Every, Hours/Days/Weeks, Run AT, Repeat On KYRZ 1 —ILERTE
Updates ltems &Y Patch, Vulnerability s Exz/ Swr—2 Ext R DeviceZ 3R

served. Cisco Confidential



Snort Rules D534 LB #H

Overview Analysis Policies Devices Objects AMP Intelligence Deploy System EGEPRANE LR

Configuration Users Domains Integration Updates Licenses v Health v Manitoring v Tools v

Product Updates llulu Updates Geolocation Updates

{il Delete All Local Rules | Rule Update Log

One-Time Rule Update/Rules Import

Note: Importing will discard all unsaved intrusion policy and network analysis policy edits. Warning

() Rule update or text rule file to upload and install @ v _Enabling _thi5 option I'i_'light cause a temporary tl'_afﬁc
Source | FrALEmR BREATLEEA interruption when polices are applied to the device

based on the type of rule update. You can also apply
(") Download new rule update from the Support Site the policies to the device by clicking on Deploy button and
I selecting the required device

Policy Deploy | Reapply all policies after the rule update import completes

—

GUIEER SystemEE T D UpdateszER % . Rule UpdatesZiEiR

Source: Download new rule update from support siteZEiR%& . ImportZE R (AL
S LLIEProxyiR R EHF DS E)

Source: Rule Update or txt rule file to upload and installz&iR&. I7MILET7 VT
A—KFL T ImportZ:#E R (B—HILEFHDIFE)

« Reapply all policies After the rule update import completesIZF v 9 %&. Snort RulesE# 1.
LR —%EHD FIDICHLTIL—ILEEZRLT
« Snort RulesE#FIZ&KYSnorntTAEANB/IEE T 510, FIDT—XRBIEFENRLAHEHELHD




Snort Rules TEHAE#
Overview Analysis Policies Devices Objects AMP Intelligence Deploy ) System

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools v

Product Updates Rule Updates Geolocation Updates

@ GUIEES SystemBE T M Updatesz:&EiR#% . Rule Updatesz&iR
@ Enable Recurring Rule Imports from support sitez#E1R

® Import Frequency Daily/Weekly/Monthly at BB #HEEZ % E

@ SaveZER

Deploy updated policies to targeted devices after update completes [ZFx w99 S &, Snort
RulesE#H . &R —%#HD FIDICR L TIL—ILEEEETT

Recurring Rule Update Imports

The scheduled rule update feature is not enabled.
Note: Importing will discard all unsaved intrusion policy and network analysis policy edits.

Enable Recurring Rule Update Imports from the

Support Site

Import Frequency [ Daily #|at| 114):( 004 PM 4] Asia/Tokyo @

Policy Deploy I[z Deploy updated policies to targeted devices after rule update completes I

" Cancel J

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



es BHOY

Snort Ru

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy . EGSUN Help v adminé v

Configuration Users Domains Integration Updates Licenses v Health v Manitoring v Tools »

{ Delete All Local Rules ! Rule Update Log \

Snort Rule Update 2016 11 29 001 vrt o }
Completed install of Snort Rule Update 2016-11-28-001-vrt 2017-12-13 13:04:46 admin @ 4 0

Product Updates Rule Updates Geolocation Updates

@ GUILER SystemBEEZ T D Updates®iEIR1%. Rule Update LogZ&EiR

@ AvARb—=)Lant=s\vr—2(-vit) O < — V%2R

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential


http://twitter.com/EASyDMI

Snort Rules BErO4
Rule Update Import Log

* Search Constraints (Edit Search Save Search) Disabled Columns
a
P O ule new L 30258 | 2 &l Hew
+ O rule new L 30262 | 2 Al Hew
L I rule new L 0270 | 2 &l Hew
+ 0 fuls nEw b oy 2 &ll Hew

—

1S —SBIZESHENT Snort RUEHER

Name/ SID(Snort rule ID) (A —TF>Y—RSnortaza=74LRI—DAR
"snort.org“Mb SIDBEESERERT HERBHDERMNFOoND

30259 Q @ Documents Downloads

Sid 1-30259

Summary:
MAIWARE-CNC Win Trojan Strictor variant outbound connection


http://twitter.com/EASyDMI

Snort Rules B#rO4

Download Software

Y& Download Cart (0 items) [+ Feedback  Help

Downloads Home > Products > Security > Firewalls > Firewall Management > Firepower Management Center Virtual Appliance >
FireSIGHT System Software-Rules Updates

Firepower Management Center Virtual Appliance

@ Release Rules Updates

Expand All | Collapse All

= Latest
6.1.06
6.2.04
GeoDB
6.0.14

» All Releases

~ Rules SEU VDB GeoDB

GeoDB
SEU
VDB
~ TSAgent
TSAgent-1.1
TSAgent-1.0
»6.2
6.1

File Infermation

Sourcefire Rule Update 2018-01-16-001 [g
Sourcefire_Rule_Update-201801-16-001-vrt.sh

Release Date « Size

16-JAN-2018 118.83 MB

Sourcefire Rule Update
Sourcefire_Rule_Update-

Sourcefire Rule Update
Sourcefire_Rule_Update-

Sourcefire Rule Update
Sourcefire_Rule_Update-

Description:

Release:
Release Date:
File Name:
Size:

MDS5 Checksum:

SHA512 Checksum: 9d286aci61ed32971b4e2fB368586744...

Sourcefire Rule Update 2018-01-16-001

Rules Updates

16/Jan/2018
Sourcefire_Rule_Update-2018-01-16-001-vrt.sh
118.82 MB (124592062 bytes)
498713c4a31fb0f823a39b496eabf652

Modified Rules | New Rules | SRU 2018-01-16-001

Snort Rules B—AILEF R/ \vIr—U ot BHNAZEE R EE

B My Devices

& Motifications
New Rules:

High Priority
Eolley Stats
GID SiD Rule Group Rule Message con. Bal. Sec.

1 45418 OS-OTHER Apple macOS 10HIDeous exploit download attemnpt | off off drap
1 45418 OS-OTHER Apple macOS 10HIDeous exploit download attemnpt | off off drap
1 45420 SERVER-WEBAPP mg:}; I:'I“'I:ﬁtnct Transpor Securty module secur off off off
] 45421 SERVER-WEBARE :;t\gmlab editclientphp arbitrary PHP file upload off off drop
1 45437 MALWARE-CNG ‘Win.Trojan.Ramnit sutbound conneclion attempt off off drop
1 45438 MALWARE-CNC Win.Trojan.Ramnit cutbound connection attempt off drop drap
1 45438 MALWARE-CNC Win.Trojan.Ramnit cutbound connection attempt off drop drap
1 45440 SERVER-OTHER HP LoadRunner remate command execution atlempt] off off off
a 45441 SERVER-WEBARP TRUFFLEHUNTER TALOS-2018-0511 attack atterp|  off off drop
1 45445 BROWSERLIE ﬂ::rr‘?@oﬂ E;%srrznpllng engine ArrayBuffer memary off drop drap
] 45445 BROWSERLIE Micresclt Edge scripting engine ArrayBuffer memary off drop drap

corruplion atlempt

HHRBIZENZENDSIDA PSHZEIL—ILIZEWLWTESTRbN SO EZR T HE

© 2017 Cisco and/or its affiliates. All rights reserved
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GeoDB D234 LE#H

Overview Analysis Policies Devices Objects @ AMP Intelligence Deploy System

Configuration Users Damains Integration Updates Licenses v Health » Maonitoring v Tools v
Product Updates Rule Updates Geolocation Updates

Running geclocation update version: None

One-Time Geolocation Update

Mote that updates may be large and can take up to 45 minutes.

o Upload and install geolocation update @

Source FrOLERR  BREINTHEEA

(7 Download and install geolocation update from the Support Site @

GUIEER SystemBEE T M Updatesz:#EIR1#% . Geolocation UpdatesziER
Source: Download new geolocation update from support siteZZEiR1#& . ImportzE

RFALIMELLIEProxyiEHEHF DB E)
Source: Download and install geolocation update from support siteZEiR%&. 774
IWET7v7TO—RLT ImportZ:&IR (A—hILEFDIHE)

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



GeoDB EEIFEH

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy 'S CLE Help v adminG v
Configuration Users  Domains  Integration Updates  Licensesv  Healthv  Monitering v Tools v

Product Updates Rule Updates Geolocation Updates

Running geolocation update version: None

@ GUILER SystemB2 T D Updates#EIR#%. Geolocation UpdateszEiR
@ Enable Recurring Weekly Updates from support siteZ R

@ MEB/E#HFEZERE
@ Saver&EIR

Recurring Geolocation Updates

Enable Recurring Weekly Updates from the Support Site a @

Update sort Time (Tvestoy —8)(05:00%) (7 8) maarono (3)

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



URL Fi

Overview Analysis Policies Devices Objects | AMP Intelligence

tering D34 L-EHAEH - BEERTE

System RplR ST 1000 TRY

Configuration Users Domains Integration Updates Licenses v Health » Maonitoring v Tools v

Realms Identity Sources eStreamer Host Input Client Smart Software Satellite

URL Filtering

Last URL Filtering Update: 2018-01-17 07:27:27 Update Now

Enable URL Filtering n
_———
Enable Automatic Updates
Query Cisco CSI for Unknown URLs

—

GUILER SystemBEE T D IntegrationZ:&iR#% . Cisco CSIZEIR
URL Filtering: Update NowZ:&EIiR(T 24 LBH 54 AL IR LLIEProxyiEBHEFH D H)

URL Filtering: Enable Automatic UpdateZ#EiR#& . SaveZ ER(EEATF -7 1L 7bE£LLIEProxy
RHEHDH)

« Enable Automatic Update: 1B 1E/\wh —% ERAEH

« Query Cisco CSI for Unknown URLs: URLIE#RZ B—AILEER TELRLMERIZ. VTVRARR
. BIEEH: nhttps://database.brightcloud.com . http://service.brightcloud.com

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




4

Security Intelligence BHIEH Ry Pa— VI LR
[overview Anaiysi Poicies Devices (I AWP. Inteligence S I

Object Management Intrusion Rules

[ Update Feeds | | © Add Network Lists and Feeds | |4 Fiter |

&° Part

Cisco-Intelligence-Feed Feed j
@@ Interface Last Updated: 2018-01-17 15:34:10
% Tunnel Zone
- Cisco-TID-Feed Feed &
|} Application Filters
% VLAN Tag Global-Blacklist List &
@' Security Group Tag Global-Whitelist List &
(@ UrRL
Geolocation
a] Time Range

5 Variable Set
4 'Ej‘l Security Intelligence
1=/ Network Lists and Feeds
@ DNS Lists and Feeds
‘| URL Lists and Feeds

@ GUIEER Objectstit T Object ManagementZ:&iR
@ Security IntelligencelI® Network Lists and Feed F7=I& DNS Lists and Feed%&1R

« TFTIAI)LE 2EFEIEE
- B~—r%2 R s EHEEE TR

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




8. eStreamer API&
Splunk eNcore App



Event Streamer (eStreamer) API&(E

- eStreamer AP| Z {9 5_& T, Firepower Management Center (FMC) Hvis
NEROSAT M Firepower DR TLARUEDAMN) =2 LTHEBIZA R E
tH I TS HAPI

. ’734§7>|~a5§1§¢é7‘:&5(:}vt—’)?ﬁrﬂ0)737(’5!A77°U’7—~>3>J%7°|:| =
L5

- BIR—FFBARU2AT
> IRA T —4
> BT —4

> AV TSALTURDHRT AR R % A7
> ERT—4

> Firepower —XDTINA ZANLDRAT—42
> I7AIL-TILOT




eNcore &l

- 201847 A HFE version 3.5 &7%i5 eStreamer 9547k

- Splunk (CIM 7#—<whk), CEF 7O TR TA—TvbEHR—FLTLVST=8.
Splunk YD SIEMER H IZEETES

- eNcore Add-on & SIEMEZEER DO THAZEIRHAE. eNcore App [ Splunk{8| TIlE
HERTTHHDED

- @A &EE Splunkbase KYEES 2 O—RA AT EE

‘i Cisco eStreamer eNcore i Cisco Firepower eNcore

" Add-on for Splunk cisco App for sPIunk

https://splunkbase.splunk.com/app/3662/ https://splunkbase.splunk.com/app/3663/



@) Firepower Management center
ATvJ1. sStreamer AR)—SIHARIINDRTE

Overview Analysis Policies Devices Objects | AMP Intelligence

Configuration Users Domains Integration ndates Licenses Health » Mo Tools »
Cisco CSI Realms Identity Sources eStreamer ost Input € 2 imart Software Satellite ‘

@ Create Client

Mo eStreamer Clients Defi ne03 .
eStreamer Event

Configuration

Select the types of events that will be
sent to connected eStreamer clients

Discovery Events v ™

Correlation and White List v

Events

Impact Flag Alerts o

Intrusion Events 4

Intrusion Event Packet Data ’ >,P 4

User Activity * :

Intrusion Event Extra Data v GUI O EERIZdr S System ZER
Malware Events v |ntegrati0n %E#R
File Events “ eStreamer Z3#1R
Connection Events Il

oAM= LEWWAARU AT —2%E IR
(L save | 5 . Save Z3#EiR




ZT‘J72 )7L RDZAT 2V REIT

Overview Analysis Policies Devices Objects = AMP Intelligence Deploy System EEETIESEETT TR

Domains

Users

Configuration Integration Updates Licenses w Health Monitoring Tools »

Cisco CSI Realms Identity Sources eStreamer Host Input Client Smart Software Satellite

@ Create Client

Mo eStreamer Clients Defined

Overview Analysis Policies Devices Objects AMP Intelligence yeploy Ml System TR ST TR ‘

Configuration Users Domains Integration Updates Licenses » Health » Monitoring v Tools v

Cisco CS1 Realms Identity Sources estreamer Host Input Client Smart Software Satellite

Create Client

Hostname 152.158.1.101]

Password |

[ Save |
e~ 3. 1. Create Client 5&iR

2. D747 rDHRAR, LUK IPFTRLR

(DNSZEEREWVEWNEE)E AN
3. Save #ZFEIR
*Password [F{EE
RDAZA R~

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ATVIT2. JVIFLIRDZAT VA IFEE
BHE DT

Overview Analysis Policies Devices Objects | AMP Intelligence deploy System [ SIFT TR

Configuration Users Domains Integration Updates Licenses v Health Monitoring » Tools v

Cisco CSI Realms Identity Sources eStreamer Host Input Client Smart Software Satellite

@ Create Client

@ Success x
Created client 192.168.1.101

eStreamer Event g
Configuration 192.168.1.101 E 4

Select the types of events that will be
sent to connected eStreamer clients

Hostname 2B SN T=954 T FDIED
TXRED (L) ¥v—9ZER

Ay O0—K LTz .pkes 771 L% “client.pkcs”
[CREIER
YI27L 2 RIZ5A4T 2 FOSEINERE
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— (o] — N “
ATYI3. A7V DAVA—)L
- JIPLURISA T hETED CentOS [ Python2.7 Z42V A—ILT %
sudo yum install python
« YI7PLURIZATURELESD CentOS 2 0penSSLED 2—IL AV A—ILT 5
sudo yum install python-pip python-devel openssl-devel gcc

sudo pip install pyOpenSSL

« (ERBEDA—ILENAVRAM—)LTELEWMES) EPELLARON)ZFIHAT S

wgethttp://dl. fedoraproject.org/pub/epel/7/x86 64/e/epel-release-
7-9.noarch. rpm

sudo rpm -ivh epel-release-7-9.noarch.rpm



ATy 4. Splunk(CentOS)E%E

- luser/local B2 FIZ splunk&x 4> Ak—JL
- SplunkF| R DIRIELHEETE
# export SPLUNK HOME=/usr/local/splunk
# export | grep SPLUNK
declare -x SPLUNK HOME="/usr/local/splunk"
« BREEAEIOKFEIZN~/ .bash profile”|ZLL T ZiB5D
SPLUNK HOME=/usr/local/splunkexport
SPLUNK_HOME
- REIT7AILDRBR

# source~/.bash profile

) and/or its affiliates. All rights reserved. Cisco Confidential



ATv75. Splunk(CentOS)#2Ef

- Splunk &8T5 DYER
# cd $SPLUNK HOME/etc

# cp splunk-launch.conf.default splunk-launch.conf

- Splunk-launch.confi(ZF| FHIRE D/ SR %FBEE
SPLUNK HOME=/usr/local/splunk

. SplunkDF2E . EEEFIZ admin/SAT—FZ#A B

# cd $SPLUNK HOME/bin

# ./splunk start --accept-license



ATv76. Splunk(CentOS) (A7 av)Firewalld
T~—rER. 2D B ENME

- CentOS7 FirewalldBEI{EL TS5 E . L TFER—RBEM(TCP:8000 Splunk Web/ TCP:8302:
eStreamer API )

# firewall-cmd --add-port=8000/tcp --zone=public -permanent

# firewall-cmd --add-port=8302/tcp --zone=public -permanent
- OST—hEFICHEEE T R EEITIERIELUTITUNEASD

# $SPLUNK HOME/bin/splunk enable boot-start



ATvJF7. FMC eStreamer Certid &

- FMC&YA o> O—kULT=EEBRE (client.pkcs12) # LA FIZEE
# $SPLUNK HOME/etc/apps/TA-eStreamer/bin/encore/



ATv78. Splunk~DT7 IR

« UI7L2URISAT2MPIZHTTP Port 8000 TC7 YUt X, R EFH admin/SAAJ—KTAG A

splunk>enterprise

_g

Your session has expired. Log in to return to the system.




ATv9. Splunk AppA > A+—JL

. SplunkbyTEEKY . AppstEDEET—I%FT)v)

splunk B Acministrator +

Apps

Explore Splunk Enterprise

> Search & Reporting — :|
=

+ Find More Apps

Product Tours Add Data
New to Splunk? Take a tour to help Add or forward data to Splunk Explore
you on your way. Enterprise. Afterwards, you may
extract fields.

- Install App from Filet,L<I&Browse more apps &Y LU TF2DDAppZEA 2 A—IL

- Cisco eStreamer eNcore for Splunk, Cisco eStreamer eNcore Dashboard for Splunk

H Administrator v Messages « Settings * Activity = Help = Find

Browse more apps Install app from file Create app

25 per page -



ATv710. eNcore App Evr 7w T

- eNcore AppA > A+k—JL%& . Splunk AppsdY eNcore for splunkZ setup
Apps

Showing 1-19 of 19 items

filter
Name # Folder name # Version # Update Visible % Sharing # Status # Actions
checking =
SplunkForwarder SplunkForwarder Yes No App | Permissions Disabled | Enable
SplunkLightForwarder SplunkLightForwarder Yes No App | Permissions Disabled | Enable
Cisco eStreamer eNcore for TA-eStreamer 3.5.0 Yes No Global | Permissions Enabled | Disable Set up | Edit properties |
Splunk

. ControllZFxvoHRvo X, ConnectionlZ FMC IPZA B

Control
Is enabled? The eNcore client should remain disabled until configured. If running, it may take a moment
or two for the client to stop once disabled.
Connection
FMC Hostname or IP address | 1.2.3.4 ]

Port | 8302



AT 711. eNcore App EvrT7vT

- FMC eStreamer CertFE{TED/N\AT—F% A 71, Data =& FzvIRYIREANTRE

Authentication

Cisco eStreamer eMcore for Splunk needs to authenticate with your FMC. This requires a PKCS12 file to be created on your FMC and then
installed locally. There is no way to do this without manually copying the file onto this server.

You need to rename the PKCS12 file “client.pkcs12” and place it in this exact location:
$SPLUNK_HOME/etc/apps/TA-eStreamer/bin/encore/client.pkcs12

Process PKCS12 file? (You must do this if you add a new PKCS12 file or change the host)

PKCS12 password | sesssses ®

Confirm password | ssssssss ®

Packets? Packet logs can be large and use up storage

Connections? This is a very high-volume option and may consume significant network and storage
usage

Metadata? Metadata logs are not event-driven but can prove informative

Cisco and/or its af Ales. / rights 2S ec Cisco Confidential



ATw712. eNcore Data script®i

- Settings > Add Data > Data inputsZ &R

H Administrator = 2) Messages v Settings - Activity * Help = Find

- KNOWLEDGE DATA X
["—4 Searches, reports, and alerts Data inputs
- @ Data models Farwarding and receiving
Event types Indexes
Add Data Tags Report acceleration summaries
Fields Virtual indexes
Lookups Source types
5| User interface
o Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Explore Data All configurations Forwarder management
Distributed search
SYSTEM
i“ Server settings USERS AND AUTHENTICATION
Server controls Access controls
Manitoring .
Console Instrumentation

Licensing



ATwv713. eNcore Data cisco:estreamer:data®

Data inputs > Files & Directories %R

=1

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.

Local inputs

Type Inputs Actions
Files & Directories 7 + Add new
Index a local file or monitor an entire directory.
HTTP Event Collector 0 + Add new
Receive data over HTTP or HTTPS.
TCP 0 + Add new
Listen on & TCP port for incoming data, e.g. syslog.
UbpP 0 + Add new
Listen on a UDP port for incoming data, e.g. syslog.

8 + Add new

Scripts
Run custom scripts to collect or generate more data.



&u

ATwvJ14. eNcore Data cisco:estreamer:data® it

.- Files & Directories Ncisco:estreamer:dataz Enable

Flles & directoies

Settings » Data inputs » Files & directories

Showing 1-7 of 7 items

filter 100 per page ~
Full path to your data * Set host + Source type * Index + Number of files + App = Status = Actions
$SPLUNK_HOME/etc/apps/TA-eStreamer/data Constant Value cisco:estreamer:data default 4 TA-eStreamer Enabled | Disable
$SPLUNK_HOME/etc/splunkversion Constant Value splunk_version _internal 1 system Enabled | Disable
$SPLUNK_HOME/var/logfintrospection Constant Value Automatic _introspection 15 introspection_generator_addon Enabled | Disable
$SPLUNK_HOME/var/log/splunk Constant Value Automatic _internal a2 system Enabled | Disable
$SPLUNK_HOME/var/log/splunk/license_usage_summary.log Constant Value Automatic _telemetry 2 system Enabled | Disable
$SPLUNK_HOME/var/spool/splunk Constant Value Automatic default system Disabled | Enable

$SPLUNK_HOME/var/spool/splunk/...stash_new Constant Value stash_new default 1 system Enabled | Disable



w

ATw715. eNcore Data scriptd#z

. Data inputs > Scrips Z:&iR

Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving.

Local inputs
Type Inputs Actions
Files & Directories 7 + Add new

Index a local file or monitor an entire directory.

HTTP Event Collector 0 + Add new
Receive data over HTTP or HTTPS.

TCP 0 + Add new
Listen on & TCP port for incoming data, e.g. syslog.

ubp 0 + Add new
Listen on a UDP port for incoming data, e.g. syslog.

Scripts 8 + Add new
Run custom scripts to collect or generate more data.



ATw716. eNcore Data scriptd i

- ScriptsH splencore.sh clean/ start/ status 3 2% Enable

Script New Local Script

Data inputs » Script

Showing 1-8 of 8 items
filter 25 per page -
Command % Interval + Source type * App Status * Actions
$SPLUNK_HOME/etc/apps/splunk_instrumentation/bin/instrumentation.py g==** splunk_telemetry_log splunk_instrumentation Enabled | Disable Clone
$SPLUNK_HOME/ete/apps/splunk_instrumentation/bin/on_splunk_start.py -1 script splunk_instrumentation Enabled | Disable Clone
$SPLUNK_HOME/etc/apps/splunk_instrumentation/bin/schedule_delete.py 0o==* script splunk_instrumentation Enabled | Disable Clone
fusr/local/splunk/etc/appsfintrospection_generator_addon/bin/collector.path 0 splunk_resource_usage__internal introspection_generator_addon Enabled | Disable Clone
fusr/local/splunk/etc/apps/splunk_monitoring_console/bin/dme_config.py -1 script splunk_meonitering_console Enabled | Disable Clone
fusr/local/splunk/etc/apps/TA-eStreamer/bin/splencore.sh clean 900 cisco:estreamer:clean TA-eStreamer Disabled | Enable Clone
lusr/local/splunk/etc/apps/TA-eStreamer/bin/splencore.sh start 120 cisco:estreamer:log TA-eStreamer Disabled | Enable Clone

lusr/local/splunk/etc/apps/TA-eStreamer/bin/splencore.sh status 30 cisco:estreamer:status TA-eStreamer Disabled | Enable Clone



27w 717. eNcore Dashboard#:2

- Top Paged&Y eNcore Dashboard for SplunkZ# R
. Staus: RunningTH A E&TER

>

ages ¥ Settings*  Activity  Helpr | Find o

lies| Cisco eStreamer eNcore Dashboard for Splunk

eStreamer Summary Edit | | Export v

Last 24 hours

Hide Filters

Running 0 0

eStreamer Client Status All Logs Flow Logs

0 0 0 0

IDS / IPS Events Flle / Malware Events Correlation Events Securlty Intelligence Events

Search & Reporting

Cisco eStreamer eNcore
Dashboard for Splunk

+ Find More Apps




XT7v718. eNcore Dashboard#:2

eStreamer Summary =R | | EEe©
5 minute window -
Hide Fliters
R ] 2 5 2
eStreamer Client Status All Logs Flow Logs
IDS / IPS Events File / Malware Events Correlation Events Security Inteligence Events
20
rec_type_simple = count % sparkline =
1 ORNA EE- ROV SOV W'Y VOV V SV VN
1 2 PAYLOAD 19 A ~ A
3 GEOLOCATION 8 AA__AA A
A A j’\\ e 4 CLIENT APP 3 _AAA
427 PM 428 PM 4:29 PM 430 PM 431PM
Fri Jul 20 5 DNS R W W N
2018
= ACCESS C..OL POLI... = CLIENT APP FILE POLICY NAME & FIREWALL RULE 3 _A_A—A_

FILELOG EVENT — FILELOG FILE TYPE — FILELOG ST ANALY. — FILELOG STORAGE
FIREWALL RULE FIREWALL RULE ACTI — FIREWALL .LEREAS..  — FIREWALL..EPUTATI. 7 SERVICE 3 MA
— GEOLOCATION INTERFACE — NAP NAME — PAYLOAD
RNA = RUA USER NSOR = SERVICE y
— SOURCE DETECTOR SOURCE TYPE — SSLACTION SSL CIPHER SUITE 8  FIREWALL RULE ACTION I W W
— SSLFLOW STATUS SSLSERVE.RTSTAT.  — SSLVERSION ZOME
9 INTERFACE 2 A
18 ZONE 2 ,‘\






Overview Analysis Policies rEN.LEN Objects | AMP  Intelligence , System Helpv admin6 v

Device Management NAT VPN v Qos Platform Settings FlexConfig Certificates
(O A )[4 vevcerame |

4 ] Ungrouped (1)

@ FTDV1

10.71.132.202 - Cisco Firepower Threat Defense for VMWare - v6.2.2 - ro Cisco Firepower Threat Defense f Base, Threat, Malware, URL F.. ACCESS-POLICY j ] &

FTDV1

Cisco Firepower Threat Defense for VMWare

m Routing Interfaces Inline Sets DHCP

| General 4

Name: FTDv1

Transfer Packets: Yes

- @ DevicesH Device ManagementZ#EiR
Compres e @ EEFTD OHEI—VEYYY

® Device 471 System Hrbvubs o [0] Eies B vk
Tips) Firepower 4K/9K !J—XF Firepowersv— I f— v —hH
SEIEE. FLERT

System [ X

- Cisco Firepower Threat Defense for
Mode: WVMWare




FMC X772 X

Overview Analysis Policies Devices Objects = AMP Intelligence

Deploy s BEGEuN Help v adming v

2

Configuration Users Domains Integration Updates Licenses v Health » Manitoring v Tools »

Access List

 Process _

Audit Log Certificate

Audit Log Shutdown Management Center & Run Command
Login Banner
Change Reconciliation Reboot Management Center E* Run Command

Restart Management Center Console E* Run Command

SystemMAIProcess% iR
Shutdown Management Center: > AT Ly T

Reboot Management Center: 7Ot XD & B2 &
Restart Management Center: OSH 2 &l
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Report £k

Overview EEREW 'Olicies ey|ces  Qbject AAF Ceploy Help +  admin v

Dashboards » Reporting Summary =

Reports Report Templates

@ Create Report Template

Advanced Malware Risk Report 35.
Attacks Risk Report E
Metwork Risk Report E

Attack Report: $<Attack SID>
2017-04-06 23:06:16 Last Modified By admin 1 OverviewA. Reporting’&%iﬂ

@ Report Template# 7 %ER

® TrTL—bk&Y. Attacks Risk ReportDAY—o% )9
Tips) MEAKETTOTIL—AEFEA. FMC EEHREICTAHETL
R—FSEELEEARE

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Report £k

Generate Report

Report Generation Information

File Name |ttacks Risk Report
Time Window i) Last week
Relay Host Mo Relay Host Configured! &

Empty Sections V¥ Exclude

Input Parameters

Company Mame jCISCo

Author hrsakamut

Contact |ysakamnt@cism.mm

[ Generate H Cancel J

T4k 1ARDIE#HRELR—ME

WHEIZLCT Inputs Parameters# A 77

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Generate 291)v 909 5E. LIR—FDNERESNS



Report #E:E

- -
/Attacks Risk Report x \\+

(0] 172.16.100,100/ events/reports/report.cgi/Attacks_Risk_Report-20180208120006/4 1 ¢ sarch ﬂ B

Attacks Risk Report

Prepared for CISCO
D@ EREINTFLKR—tES)vILTHhEERER




Report® BENEL : R a—1) U T #EEDEE

Overview Analysis Policies Devices Objects | AMP Intelligence Deploy W System QEILEEET T ILTR
Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools » Scheduling
New Task Backup/Restore
hvd
v @ GUILER SystemEz T ® Tools » Scheduling Z1&1R Scheduling

Schedule task to run ::'Pa"p'l’;c:'r"c"” @ New Task J: U %ﬁ’iﬁ L,f: LY IE E % JE*R Import/Export

Report

Corencime FrepoverRscommendea Rl @ EDIEBIZHLVTH Job Name/ OnceFx =& Recurring Deta Purge

Deownload Latest Update S o RS =y .
Start Time Install Latest Update B J: U A "7' » —I J / 7 ’E_ &
Push Latest Update / l nX

Job Name Update URL Filtering Database

Backup Profile p profiles exist. b Report - IJTR_I“HEE‘Z

Comment

Email Status To Not available. You must set u ur mail relay host.

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Firepower 4100/2100 @
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FP4100/2100 WA A—ILEHAZR TE

« FTDv (& FTD on ASA5500-X) & FP4100/2100 X7 —FTOF
AN VAN

« COETIX FTDV OHRKDHYIZ FP4120 40 FP2120 ZE>1=1F&1ZDLY
T.IBEZHWET D

- FP4100/2100 & FTD ELTEMESEH#HAER ERIL. FTDV ERIC KD
[ZFMC ICLYRRL., BT HENAIEE



Firepower 4100 21)—X (FP4100) - /\—F™Dx7

ﬁAt;\:J'JT'fj7“J|*77]'—L\
ASA YDz T7E FID VI T7EHR—b, EB5M1DEIR

« Smart NIC [2&3 EL MRS IG (A 70—RHSEES) * |PvAD B4 TCP/UDP/GRESBIE DR & R ini%
s MEEBIRIZIHIG - TS BIEAS/N\TA—T U R (BB GEER T
. g‘ﬁ ﬁigﬁgéxolgost\ivsavgaggﬁﬁ BEDFirewal BIELRBELMAAEHE THIATTEE

TRU

)7 I)ILavy—)Lik—

FXOSHEHEA L R—T14 XAHR—k 2YRI)—D ®Da—)L
« 2D¥#EFEE, Hot-swap IEXTIG
. FP9300 EEMMEDH S 10G/40G B 1—ILEFIFATAE

T8 AY3—I142 ¢ N—ROIT A SRR R DTS a— LRI AR
« EE®D SFP+ (1G/10G) R—bk x 8

X EERC SR —MET, VI I TEN ST N—R I LRI TO/Nr Y NREN T B, AV FAVRTE—RA



Firepower 2100 2')—X (FP2100) - /\—Fx7

HeEtx1)T1 TISVRTH—LA
« ASAYVIrYIT7EFTID VIR 7HEYHR—F, ELLMN1DEIR

« NPU [2&? L2-L4 &R A8 | <5t s SFP/SFP+ T—& AV 3—Jx( R
« FP2110/2120 I$E % AC &R 1. EXE FAN 42 « FP2110/2120 ¥ EE®D SFP (1G) R—k x 4

« FP2130/2140 (FTCREIRIZHIG . FAN 40388 . & Hot-swap i « FP2130/2140 & EE® SFP+ (1G/10G) R—k x 4

r-lll.lll- [ ) (X X X X X XA X X X X X X X X X X X Sl o — ~ 7 \ -
| aisco N TS EEOTYEOE T TR, , -

1RU |

nm

Q02030203000 000
!0!:_2:!020!02 ~

FXOSHEEA U A—TTA X3
77)/r—3> (ASA or FTD)
EEAR—

FYbT— ®D2—L

Y7 IILay)—ILiR—k « FP2130/2140 M & 1D & AIEE, Hot-swap JExt s
— ¢ SFP+ (1G/10G) D1 ybT—9FD 2— )L FI AT EE
T—3AA—TI( R

o EE®D RJI-45 (10M/100M/1G) R—Fk x 12




FP4100/9300 & FXOS
« FP4100/9300 AIZIE Firepower eXtensible Operating System (FXOS) M EI1E
- FXOS AY, R—/\—N\AHF0 X1 T ED 21— LEEE
- FXOS MY, =20 2k —9FD21—)L, BIR. FAN BEN—FDT7DERE
- FXOS A\ £FaYTAED 2 —ILIZYEBA U EZ—TA REIET
FP4100 FP9300

Security Module 1 Security Module 1 Security Module 2 Security Module 3

DDoS

ASA or FTD
FXOS FXOS FXOS

Firepower DDoS W 2421t aE
(FP4110-ASA LISV %HH5) DDoS

ASA or ETD ASA or FTD ASA or FTD

X a)T4F7 T —3> (ASA or FTD)

FXOS

LX) TFAED 21— )LER—ININAHFIZHTE
— FXOS

Supervisor Supervisor

Firepower Extensible Operating System (FXOS)

and/or its affiliates. All rights reser
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FP4100/9300 & FXOS (#i=)

« FP4100/9300 [ZT5vbI74—LET, Ov—RIZER OS A ENMETTHE

- FXOS & ASA/FTD &, HHIILT= OS THY . M A= IT7AILPRET7IILELD

- FXOS & ASA/FTD @& T7vFH L—RI&, B RICEEHIBHE

- FXOS & ASA/FTD (&, BHIILI-BEAF—TJI/RAEEE IP 7RL X, GUI, Syslog, SNMP Agent %2

FP4100 £ O0SNEBE/BEENLE

» ASA & CLI or ASDM (%) %I
- FTD & FDM or FMC Z#IH

» FXOS & CLI or FCM # %1

ASA or FTD H Security Module 1

csp 774» ASA or FTD
A A—T T - A0S

(.spaZ7AIL) Supervisor Administrator

TIPS) FP4100/9300 [4HEEEM B D=6 FXOS & ASAFTD MM ALY



Firepower Chassis Manager (FCM

FXOS MEREZFHEIZ GUI TR
Web 594 T FXOS OEIE IP PRLRIZZOERTAIETH I AT RE
HAREEXG (Web 50D EEBERTEITIKTEF

= s, > N = YE=TxAR FIAR EFal Y=l ~JLF  admin
PT) 5—7=1x BB vxay 65 DOEETREY REs/rz t BE v5-7:1 (LI %1 BE rv5-7:1z R T (¥F—T7zfA WEA/A £Fal
BE I1ErA | EB# 2-vEER
FP4120-beta-1  10.71.153.63 PR E= = e
YKPOY | Ci Ty T UpryTO—k x
EFA:  Cisco Firepower 4120 Security Ap) EXTTRARD || o GO T, Yy FIRRRERT v 77—~ ¢ &5 | | x—vors7n—k ||
i =L Ax—TH 517 f—ay AF-5R ELKDRf EROEAE
Ethernet1/L i Jieyay Poskazo.L1atsea platform-bundle 2.0(1.141) FAVAR—L 02/17/2017 Unknown ARG
o Ethernet1/2
— @ 62337 MoSka.2.3.1.88.5PA platform-bundie 2.3(1.88) AUR R 08/07/2018 P RER® - Wed 4 July 2018, 06:1. 6
@ w1 - ®AH @ mis2- o Er— ke fx05-K9.2.3.1.66.5PA platform-tundie 2.3(1.66) FAVAR— L 02/28/2018 LA T 15 Mar 2018, 12:4. B ©
TR 347 Ethernet1/5 77FYI=75 1 B foske2.1.1.64.5P platform-bundie 2.1(1.63) FAYRR—N 12/16/2016 Unknown AN}
8 3 port-channelds cluster Ethernet1/6 =0
n v5=724 o Pose 23175508 platform-bundie 2.3(1.75) FAURb—L 04/27/2018 s - Mon 18 June 2018, 07... P © B
0(0) 2(2) a [ etnernets/r data Ethernet1/7 )
o £ . Eth| fros-k9.2.3.1.73.5PA platform-bundie 2.3(1.73) FAVAR—l 03/13/2018 s - Thu 29 Mar 2018, 03:3.. P © B
© 7uFcnn h #He @ 722 | @ etnermetss2 data
fx0s-k9.2.2.1.63.5PA platform-bundie 2.2(1.63) FAVAR—L 05/08/2017 Unknown LX)
& ethernet1/3 data
AR fx0s-k8.2.1.1.73.5PA platform-bundie 2.1(1.73) FAVRb—L 02/28/2017 Unknown LA
L Ethernet1/a data
¥ waior End User License Agreement not ac fXos-k9.1.1.4.95.5P4 platform-bundie 1.1(4.95) FAZAR=L 03/24/2016 Unknawn %O G
D ethernety/s data
v End User License Agreement not ace et f VR —N =
MAIOR Cnermetsss e cisco-ftd.6.0.1.1213.csp ftd 6.0.1.1213 FA VAR 03/19/2016 @&
MINOR Config backup may be outdated . o cisco-ftd.6.2.0.362.csp ftd 6.2.0.362 A A=) 01/20/2017 [“Ni]
rnet
Log capacity on Management Control
© wro 9 copacty o [ ethermetase mgmt cisco-fd.6.2,3.79.¢sp fid 6.2.3.79 FAZRM—L 03/26/2018 Verified - Fri 30 Mar 2018, 09:09 AM [~}
@ pm wn cisco-sa.9.8.2.24.65p asa 9.8.2.24 FAVAR— L 03/01/2018 Verified - Thu 15 Mar 2018, 01:14 AM [“XG]
5 cisco-ftd 6.2.3 83.csp ttd 6.23.63 ESZISTE 2 04/01/2018 Verified - Mon 2 Apr 2018, 11:44 AM (X}
cisco-asa,9.6.1.3.c5p asa 9.6.1.3 FAVAR—L 05/05/2015 @8
FIUT—va> =z
2 rFo 6.2.3.83
F—yous—Fs  Ethemetl/i Ethemetl,
ES
Ethernet1/3 Ethernetl/
Ethernet1/5 Ethernetl,




FP2100 & FXOS
- FP2100 [ZF7TSAF7 U ABT.FXOS & ASA/FTD D& MNEALZET L
- FXOS BEED YT T7 A ASA/FTD D3y —CRICRR (=320 LA A=)
- FXOS & ASA/FTD T, #BDEEB A 8—TTAREFIA. /N\—F T 7EE Syslog 1& ASA/FTD flIZH 7
- ASA DizE FXOS BREIFVHER/NME (BEE IP PTRLAPOYEAF3—TIAREN BT NTP BRELLE)
- FTD ®i54& . FXOS B ER A

FP2100

FXOS DERE (FFaEFE

ASA or FTD H

-
(.spa Z7AIL) ASA or FTD
N—Ez7HE B

Syslog FXOS

Administrator
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2TvT 1-1: FP4120 M )&t

)T LAY —ILEEERT FP4120 IZEfEL . CLI ICTHIEREZATS

Cisco FPR Series Security Appliance
fxos-1-A login: admin
Password: Admin123 (774 Lk SR —FDIHFE)

Successful login attempts for user '‘admin' : TLast login: Fri Sep 21 13:43:05 JST 2018 on ttySO
Cisco Firepower Extensible Operating System (FX-OS) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2018, Cisco Systems, Inc. All rights reserved.

[SNIP]

fxos-1-A# connect local-mgmt

xos-1-A(local-mgmt)# erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

[SNIP]



http://www.cisco.com/tac

ATvT 2-1: FP4120 @ FXOS #EAtvrT7 v
FP4120 MEEIL TEz6. UTOLIITKHERXICEY T VT EITS
FP4100 ) —XI&.FXOS HOEE IP PRLRE FTD HOEIE IP PRLANENFN
IWEBELZEIZEE

You have chosen to setup a new Security Appliance. Continue? (y/n): v

Enforce strong password? (y/n) [y]: y (/SRT—FZi@{ELALTE (n Z:ERLTH) WA, &ibL=AAtExa)T+a
LARILIE EMD)

Enter the password for “admin”: FrLLVWART—FK (/SR T—RZRIELTLVELMES . TI4/LED Admin123 5
FIFATT&E)

Confirm the password for “admin”: LUV IZXT—F

Enter the system name: FP4120-1 (FENHRACEEHRTE)

Supervisor Mgmt IP address : 10.71.132.203 (FXOS ME®E IP PRLAZEAAH)

Supervisor Mgmt IPv4 netmask : 255.255.248.0

IPv4 address of the default gateway : 10.71.135.254

Do you want to configure IP block for ssh access? (yes/no) [y]: v (FXOS |2 SSH 7ot AR Re/ 1 Z 15 7E)

SSH IP.block address. ;. 10.141.0.0.. (5 EI% 10.141.0.0/24 & 3)
SSH IPv4 block netmask : 255.255.0.0




RATwF 2-2: FP4120 M FXOS ##itvyb7v7

Do you want to configure IP block for https access? (yes/no) [y]: y (FXOS < https 72t A Bl g7 &1 %15 7E)
HTTPS IP block address : 10.141.0.0 (& [EI(% 10.141.0.0/24 &9 %)
HTTPS IPv4 block netmask : 255.255.0.0

Configure the DNS Server IP address? (yes/no) [n]: y (FXOS AF|FHT % DNS H—/\Z$E7E)
DNS IP address : 64.104.14.184

Configure the default domain name? (yes/no) [n]: n (T 74 ILER AL & DL y ZERL. AH)

Following configurations will be applied: XD {TLEICH TSR ENBEEDR




ATvD 2-3: FP4120 M FXOS &t vk7v T

Switch Fabric=A
System Name=FP4120-1
Enforced Strong Password=yes
Supervisor Mgmt IP Address=10.71.132.203
Supervisor Mgmt IP Netmask=255.255.248.0
Default Gateway=10.71.135.254
SSH Access Configured=yes
SSH IP Address=10.141.0.0
SSH IP Netmask=255.255.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.141.0.0
HTTPS IP Netmask=255.255.0.0
DNS Server=64.104.14.184

Apply and save the configuration (select ‘no’ if you want to re-enter)? (yes/no): yes (
BnIL yes EA R BEWVASHNIEL no #FAHL. ZROMSOYET)
Applying configuration. Please wait.

Configuration file - Ok
/isan/bin/first-

Cisco FPR Series Security Appliance
FP4120-1-A login:




27w 3-1: FCM on FP4120 [z@45 (>

Web 75O H T FXOS OER IP PRLXIZ https TZZEAL. FRELT- admin D/NRXT—F
T4 4> > FCM (Firepower Chassis Manager) I2A5 A~

TIPS] CLI T

&% Login X

D £ https://10.71.132.203 In @ =

< [}

Over

FP4120-1
Model:

HER. AT AU TEDLIITILGEHET 4-57DFEIY

- as

'l Interfaces Logical Devices

Cisco Firepower 4120 Security

3

£ https://10.71.1 32.203/sspmgmt.htmi#!overview

Security Engine Platfol

10.71.132.203
Version: 2.3(1.91)

Appliance
afra]n
CIsco
. console momT  USE
Firepower O s ][0 senmm
Chassis Ma nager
0(0) 1(1) 8 0 0
admin P CRITICAL \, MAIOR @ pown @ v @ pown
Severity Description

Y mator
MINOR
WARNING

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

Copyright 2004-2017, Cisco andior its affiiates. Al rights reserved

End User License Agreement not accepted for Application ftd.6.2.3.83
Config backup may be outdated
Power supply 2 in chassis 1 presence: missing

default Keyring's certificate is invalid, reason: notYetValid
Platform version is empty in platform firmware package

MAC pool ssp-macpaol-mio-external-ports is empty

[FSM:STAGE:RETRY:: Restering Apps in progress(FSM-STAGE: sam:dme: SmSec...

Operational
State:

Operable

¥

Chassis
Uptime

Network Module 2 : Empty

LICENSE
) Smart Agent
@ ue @ UNREGISTERED
Cause Occurrence

license-agreement-not-acc.

config-backup-outdated

equipment-missing

invalid-keyring-certificate
default-plaform-version-mi
empty-pool

restore-failed

Service profile ssp-sprof-1 configuration failed due to insuffici
Service profile ssp-sprof-1 is not associated

[FSM:STAGE:RETRY:]: external VM manager cetificate configuration on local fabri

24 hrs - View Det

) FCM M EEE(EX. Web T30V D EEHREICIKT

es,mac-...

unassociated

set-local-failed

= Security Engine

N @

System Tools

00:00:24:00

Network Module 3 : Empty

INVENTORY

1 6

Time

2018-08-27706:07:27.591
2018-09-27T06:07:03.698

2018-09-27706:

8:27.829

2018-08-27706:

7:02.918

2018-09-27706:

8:32.936

2018-09-27T06:08:10.324

2018-09-27T06:07:38.250

2018-08-27T06:08:10.324

2018-08-27T06:13:17.114

2018-09-27706:07:42.928

[OFa )G




2TvT 4-1: FCM on FP4120 M#EAERE

Platform Settings = NTP = Use NTP Server [ZT NTP H—/\

Overview Interfaces

Logical Devices

System Tools Help adi

IBAOL. save 5

* NTP ime Synchronization el CliRr TS
SSH
STE Set Time Source
HTTPS (") Set Time Manually
AAA Date: 09/27/2018 (5 (mm/dd/yyyy)
Syslag
Time: 3 ~| |22 ~ | [Pm ~ | (hh:mm)
DNS
FIPS and Common Criteria

Get System Time
Access List

NTP Server Authentication: ("] Enable

© Use NTP Server

Add NTP Server
NTP Server * ntp.esl.cisco.com
Authentication Key

Authentication Value

@ Use same settings on Firepower Management Center managing this application in case you are running a

[save | cance|

NTP H—/N\EDRZIRANIREDE.

(@ 4w

| Devices Security Engine JZET{TI R T System Tools p

» NTP Time Synchronization e 810"
Add Cancel SSH i
e Set Time Source
HTTPS Set Time Manually
AAA Date: 3 (mm/dd/yyyy)
Syslog
Time: ~ - ~  (hh:mm)
DNS.
FIPS and Comman Criteria .
Get System Time
cess List
NTP Server Authentication: Enable
1D Use NTP Server
@  a
NTP Server Server Status Actions
ntp.esl.cisco.com Not-available S8

SEFIRIIC FCM ARSI 7SN AHD T,

HBE admin TR 1295

@ Use same settings on Firepower Management Center managing this application in case you are running a Firepower Threat Defense Device.

Save | | Cancel




2Tvw T 4-2: FCM on FP4120 M fEAZEFE

Tene Syncheonizton Platform Settings = NTP - Current

S5H

%

::'T:s lz:m'emt;ritm-e 09/27/2018 Tl me 75\ 6 > iﬁ‘t)] fd:%[‘?ﬁ ( E x-t\\ ‘j:
:A'a: Device Time: 6:37:16 AM AS|8/TOkyO) %E*RL/\ Save —d—é
D:IS ’ Time Zone: S ~

FIPS and Comman Criteria NTP Status: AsiafTehran

Access List : -
AsiafTel_Aviv - r - . . .
Sove | [Cancel| | Overview Interfaces Logical Devices Security Engine JyEI{IguR=1a4 100 -
I
Asia/Thimphu » NTP : P
AsiafTokyo Time Synchronization m

AsiafUjung_Pandang SSH -
Current Time

AsiafUlaanbaatar SNMP
AsiafUlan_Bator HTTPS Device Date: 09/27/2018
AsiafUrumgi

i B Device Time: 6:38:04 AM
AsiafUst-Nera

S Syslog
AsiafVientiane - Time Zone: Asia/Tokyo B3
AsiafVladivostok
AsiafYakutsk FIPS and Common Criteria NTP Status: Synchronized

Access List

| Save | | Cancel




— O . E r—=—
ATv7 4-3: FCM on FP4120 M #)#A axE
UTDHYHAMBE,FTD 6.2.3 DAV AM—=)LiNvr— (csp F7AIV) &FHooA—RLTHLIE
https://software.cisco.com/download/home/286306168/type/286306337/release/6.2.3
Firepower Threat Defense install package GE)VIbzT7N—2a3 2D ETITEUGEDEERT S
cisco-ftd.6.2.3.83.5PA.csp
System - Updates - Upload

ity Engine Platform Settings S G Tools Help adm —
Configuration ~ Licensing ~ Updates  User Management ] I m a g e ' ~ —C . FTD 0) /r :/x I\ —} l/
Available Updates | & Refresn| | Uplosdtmage | Fiter.  [¥] / \o‘yb-—:)€7\yjon —I:

fx05-k9.2.3.1.91,5PA platform-bundle 2.3(1.91) Installed 07/06/2018 #Verified - Thu 27 Sep 2018, 03:07 . @86 Successfully Uploaded cisco-ftd.6.2.3.83.5PA.csp 7%

End User License Agreement

Effective: May 22, 2017

(o] N3 >
This is an agreement between P \\J ’ D — F Tﬁ E U LA b‘
] ("Cisco") and governs your Us -

means the individual or legal e|

Upload Image 2% "Use" or "Using" means to do ﬁ —_— é*l’ é @ —G ﬂ %
the Soft . “Software" I l ,
Select File: T e e 71N > A 1N

Upgrades made available to Yt

EIR cisco-ftd 6.2.3.83.5PA.csp by Cisco. "Documentation" is 7
— — malerials, specifications or oth z O K /‘ 7 IJ \\J
= and made available to You by

means (i) Cisco or (i) the Cisce

integrator from whom you acquired the Software. "Entitlement" means the
license detail; including license metric, duration, and quantity provided in a
product ID (PID) published on Cisco's price list, claim certificate or right to
use notification. "Upgrades” means all updates, upgrades, bug fixes, error
corrections, enhancements and other modifications to the Software and
backup copies thereof.

Overview Interfaces Logical Devices Security Engine Platform Settings EECLN Tools Help admin
This agreement any supplemental license terms and any specific product
Configuration  Llicensing ~ Updates  User Management terms at www.cisco. lisctively, the "EULA") govern
Your Use of the Software.
. x q
Available Updates © Refresh ploadIimogs Flter. 1. Acceptance of Terms. By Using the Software, You agree to be bound
hu the tarme af the FLILA_If vau are entarine inta this FLILA an hehalf
Image N Versi Status Build Date Image I
& Name Ui ersion u o Integrity 1 understand and accept the agreement
fx0s-k9.2,3.1.915PA platform-bundle 2.3(1.91) Installed 07/06/2018 erified - Thu 27 Sep 2018, 03:07 ©a
cisco-ftd.6.2.3.83.csp ftd 6.2.3.83 Not-Installed 04/01/2018 Verified - Thu 27 Sep 2018, 03:54 PM ©h

Ok Cancel




2Tv7 5-1: FP4120 M Interface & 5E

Interface A, FTD M MGMT Interface &R (ZDHITIE E1/8)
MET— (edit) 29w L . Enable [CLTERESZEHE. Type # ‘mgmt” [ZKTE

System Tools Help admin

Overview RINCLELREEN Logical Devices Security Engine Platform Settings

Network Module 1

consote  MGMT

e o

Edit Interface - Ethernetl/8 2= [@MdPortd‘nnnd]

Name: Etherneti/8 Enable

Type: mgmt v
@] MGMT Management Admin Speed: 1gbps > -
%3 Port-channelag cluster 1Dgbps indeterminate , .. negotiation: failed (@3] & @
Ethernet1/1 data 10gbps 10gbps Admin Duplex: | Full Duplex v admin-down J» &
Ethernet1/2 data 10gbps 10gbps admin-down [@x3] &

QK Cancel

Ethernet1/3 data 10gbps 10gbps - R e sfp-not-present (@) 2] &7
Ethernet1/4 data 10gbps 10gbps Full Duplex no sfp-not-present (@3] &
Ethernet1/5 data 10gbps 10gbps Full Duplex no sfp-not-present % &
Ethernet1/6 data 10gbps 10gbps Full Duplex no sfp-not-present (@3] &
Ethernet1/7 data 10gbps 10gbps Full Duplex no sfp-not-present (@3] &
Ethernet1/8 data 10gbps 10gbps Full Duplex no admin-down [@23] &



ATvT 5-2: FP4120 M Interface EXE

Bl#kIZT—42F Interface (COHITIX E1/1 &£ E1/2) & Type = data TERE

Edit Interface - Ethernetl,’l 2 || Overview ROICTIETEN Logical Devices Security Engine Platform Settings System Tools Help admin

Name: Bzl il Enable Network Module 1

Type: data v ‘g”\ |||\ |||| | Network Module 2 : Empty Network Madule 3 : Empty

Admin Speed: | 1gbps v comsore  MoMT  USB \QH\ |||\ IIIQI

Auto Negotiation:

—
i L v
Admin Duplex: Full Duplex (& Add Port Channel | | Filter.. x
Interface Type Admin Speed o Speed Admin Duplex Auto Negotiation Operation State Admin State
QK Cancel @] MGMT Management &
lﬁ Port-channeld48 cluster 10gbps indeterminate Full Duplex no failed = |
Edit Interface - Ethernet1f2 gl [bas (@ Ethernetisa data 1gbps 1gbps Full Duplex no up [a®)] &

Mame: Ethernet1/2 Enable [ etherneti/2 data 1gbps 1gbps Full Duplex no up (L8] &

Type: data w Ethernet1/3 data 10gbps 10gbps Full Duplex no sfp-not-present = &

Admin Speed: 1gbps + [ ethermetara data 10gbps 10gbps Full Duplex no sfp-not-present (®13) &
Ethernet1/5 data 10gbps 10gbps Full Duplex no sfp-not-present = &

Auto Negotiation: [ ethermnetire data 10gbps 10ghps Full Duplex no sfp-not-present o= V.

Admin Duplex: Full DUD'EX w [ Ethernetl/7 data 10gbps 10gbps Full Duplex no sfp-not-present (®13) &
@ Ethernet1/8 mgmt 1gbps 1gbps Full Duplex no up [&a @] &

OK Cancel
N > . S =
; S [X. link AAZ®D C Z
LR EATHNIL, lin BERTU ¥

3 Successful Login In last 24 hrs - View Detalls | Thu Sep 27 2018 at 15:26:36 from - 10.141.41.61




ATYT 6-1: FTD & FP4120 IZ4A2 A—)L
Logical Devices = Add Device &Y. SRIEBT /N RELT FTD #EIRT S

Overview Interfaces QEI:I=1R NI Security Engine Platform Settings System Tools Help admin

| € Refresh | | @ Add Device |

Logical Device List

Mo logical devices available. Click on Add Device to add a new logical device.

Add Device [
FXOS IZ upload &F#A® Application | = -
(FTD or ASA) bﬁﬁ*RﬂﬁE 'E::r:I:Iea:::me: {'ji‘:[cjzl:fe-:ower Threat Defense |~ 1£'m\0)%ﬁ—
4 EI& Cisco Firepower Threat N e | — ‘
Defense (FTD) %%*R Device Mode: QStandalone Cluster FXOS /‘_:/‘H\Jtﬁ*ﬁ’l‘ihiﬁé FTD

IN—U30 N RNy
oK = 1 $ElE 6.2.3.83 DHH upload Eh
BE (L Standalone &R TWANDTINEER




2797 62 FTD % FP4120 IS RR—)L

i S| OKEHUYHTBEERD &S IZRE
: TINAAELTD FTD RSN D

= FTD OF—42AELTIVARR—LT
I BDAVBR—TIARED )V,

Data Ports = |
Asplication Version Manspement 17 [r— [A—— - Etherneti/1
Ethernetl/2
ervi Interfa Logical Devices curity Engine  Pla ings Sy Tools  Help in
Provisioning - FTD4120-1 tme o
aslane | Cisco Firepower Threat Defense | 6.2.2.83

ernetl/3

ernetl/4

ernetl/s

ernetl/6

ernetl/7

SEIXE1/1 EE1/2 BN 5,
— s e oo xas =1=L.FP4100 1. BT /\AM AN BHNDT. £-oT
- WBAUB—DIA AT RTEEMTHIANRL




ATY7 6-3. FTD % FP4120 [TA4VAR—IL

FTD DRy RED) L.

=

FTD - 6.2.3.83

MR EETTO

Click to configure

Configuration

General Information Settings Agreement

Interface Information

Management Interface: Ethernet1/8
/ Management

Address Type: IPv4 only

IPvd

Management IP: 10.71.132.202

Network Mask: 255.255.248.0

Network Gateway: 10.71.135.254

Cisco Firepower Threat Defense - Bootstrap

FTD M Interface 2R (COHITIE
E1/8)

FCM @ Interface %% T type = mgmt
[ZLI=tDhRREIND

FDih, FTD DB IP PRLRAZERTE

Cisco Firepower Threat Defense - Bootstrap

Configuration

General Information Settings Agreement

Registration Key:

Confirm Registration Key: | ssses

Password:

Confirm Password:

Firepower Management
Center IP:

Search domains:
Firewall Mode:

DNS Servers:

Fully Qualified Hostname:

Eventing Interface:

v

X

FMC ~DL P RARL—

avi—

X

FTD ~DE# login B
@ admin /SXAT—F

N

LOXRSED FMC D IP
TELZR

FTD # Firewall &L T{#E
SHED Mode ZI87TE
(routed or transparent)

ZDthlE option

QK

Cancel




ATY7 6-4: FTD % FP4120 [TA4VAR—IL

Cisco Firepower Threat Defense - Bootstrap Configuration

General Information Settings Agreement

End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its
affiliates ("Ciseo") and governs your Use of Cisco Software. "You" and
"Your" means the individual or legal entity licensing the Software under
this EULA. "Use" or "Using" means to downlead, install, activate, access
or otherwise use the Software. "Software” means the Cisco computer
programs and any Upgrades made available to You by an Approved
Source and licensed to You by Cisco. "Documentation” is the Cisco
user or technical manuals, training materials, specifications or other
documentation applicable to the Software and made available to You by
an Approved Source. "Approved Source” means (i) Cisco or (i) the
Cisco authorized reseller, distributor or systems integrator from whom
you acguired the Software. "Entitlement" means the license detail;
including license metric, duration, and quantity provided in a product ID
(PID}) published on Cisce's price list, claim certificate or right to use
notification. "Upgrades" means all updates, upgrades, bug fixes, error
corrections, enhancements and other modifications to the Sof re and
backup copies thereof.

This agreement, any supplemental license terms and any

product terms at www.cisco.com/go/softwareterms (collectively,
"EULA") govern Your Use of the Software.

1. Acceptance of Terms. By Using the Software, You agree to be
bound by the terms of the EULA. If you are entering into this EULA
on behalf of an entity, you represent that you have authority to bind

QK Cancel

2%

EULA [CEEL.OK #0Jv 03 HEUTDEIICES

Save 90w 9 b,
BET/INMRELT
FTID A2 AR—JLHY
IRES

Overview Interfaces QECIIEINIOUTEN Security Engine Platform Settings System Tools Help admin
Provisioning - FTD4120-1 Save 2000}
Star | Cisco Firep Threat D | 6.2.3.83
Data Ports =
Ethernet1/1
Ethernet1/2
Ethernet1/3
Ethernetl/4 -
Ethernet1/5 Etherneti/i |L:J
Ethernet1/6 Ethernetl/2 |§I
Bl Ethernetl/3 |§I =
Ethernetl/4 ||:::1I FTD - 6.2.3.83
T Ethernetl/8
Ethernetl/5 ||===1I Click to configure
Ethernetl/6 |ZI
Decorators & Ethernet1/7 |§I
Application Version Management IP Gateway Management Port Status
= fm 6.2.3.83 10.71.132.202 10.71.135.254 Ethernetl/8
Ports:
Data Interfaces: Ethernetl/1l Ethernetl/2
Ethernet1/3 Ethernetl/4
Ethernetl/5 Ethernetl/6

st 24 hrs - View Del 10.

s | Thu Sep 27 2018 at 15:37:03 from



ATY7 6-5 FTD % FP4120 [TA4V AR—IL

Overview Interfaces QETILEINISNTLEEN Security Engine  Platform Settings

Logical Device List

+| FTD4120-1 Standalone Status:ok
Application Version Management IP Gateway Management Port
2 Fo 6.2.3.83 10.71.132.202 10.71.135.254 Ethernet1/8
Ports:

Data Interfaces: Ethernet1/1 Ethernetl/2
Ethernet1/3 Ethernetl/4
Ethernet1/5 Ethernetl/6

Ethernet1/7

System Tools Help admin

@ Refresh

Status

a= e

M;é installing

Add Device

FTD WA AR—ILIZIE 20-300BEZET S

[TIPS] 3>y —ILT
connect module 1 console

FETIHE. X)) T4IOOOOTD
) —)LIZFEIT . FTD YIRS T7 DAY
Ab—ILAT NYTILEA LTRIREND

FP4128-1-A# connect module 1 console
Telnet escape character is '=~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Ower LAM:
Close Network Connection to Exit

Threat Defense System: CMD=-install,
B2ZEMTZ4V1, FLAG=''

Device type is FPR4K-SM-24. (76/E)
System begins installation ...
Setting up file system ...
Configuring user accounts ...

Installing 05 supplemental packages ...
Installing 05 supporting packages ...

Installing product rpms ...
Installing FSIC package ...
Deleting installation packages ...
Installing model pack ...

Running post install ...
Configuring model ...

C5P-ID=cisco-ftd.b6.2.3.83__ftd_@e1_IMX2214L




ATY7 6-6: FTD % FP4120 [TA4VAR—IL

FTD AV AR—ILHAEDDELTD LI online &Y FRYIEE1ED FTDv £RILICES

(FMC T FTD ML RARL—La {70, SREEZ (TS

Overview Interfaces REGLIGEINISUTLEN Security Engine  Platform Settings

Data Interfaces: Etherneti/1 Ethernetl/2

Ethernet1/3 Ethernetl/4 Management URL
Ethernet1/S Ethernetl/6 HA-ROLE
uuIo

Ethernet1/7

System Tools Help admin

& Refresh Add Device
Logical Device List
<+ FTD4120-1 Standalone Status:ok : "?* &) -
Application Version Management IP Gateway Management Port Status
= Fmo 6.2,3.83 10.71.132.202 10.71.135.254 Ethernet1/8 @ oniine (a2l
Ports: Attributes:

Cluster Operational Status : not-applicable
Firepower Management IP : 10.71.132.202

https:/[10.71.132.201/
standalone
01a26d76-c22e-11e8-8060-0a813d5b%abn

[TIPS] CLI T, ERD &SITREDREEA FTD
TIIELEF ) TAIUDUITHESTVRIEA,
connect ftd
T FTD @ CLISH IZ7% &)
~ quit
T FXOS [Z#ETE5

Firepower-modulel>connect ftd (FTD CLISH IZ#5&))
Connecting to ftd console... enter exit to return to bootCLI

> exit (EFaUFATUSUICHE)
Firepower-modulel> ~ (FILA [ZRZ L)
telnet> quit (FXOS [Z#88))

Connection closed.

FP4120-1-A#
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2797 1-1: FP2120 M#)HA1E

YT ILAY— LI T FP2120 (2L . CLI [ZTHIHAEF1TS
FP2100 21)—XI(%.FP4100 L4  #HAIRFEI(ZIT AT CLI

Cisco Firepower 2120 Threat Defense v6.2.3 (build 83)
firepower login: admin

Password: Admin123 (T 74 L/ SRT—FDIHFE)

Last login: Thu Sep 27 08:48:32 UTC 2018 on ttyS0O
Successful login attempts for user '‘admin’ : 2

Copyright 2004-2018, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Fire Linux OS v6.2.3 (build 13)
Cisco Firepower 2120 Threat Defense v6.2.3 (build 83)

[SNIP]
firepower# connect local-mgmt
firepower(local-mgmt)# erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

[SNIP]




ATvT 2-1: FP2120 @ FTD #M&Atvk7 v
FP2120 AEEILI=6. LTDESIZHHEERIZ FTD Oy yvTE1T5
(FP2100 2J—X[& FXOS D#HARENTFE)

Cisco Firepower 2120 Threat Defense v6.2.3 (build 83)

firepower login: admin

Password: Admin123 (T4 JLE/ SR —RK)
Successful login attempts for user 'admin' : 1

Copyright 2004-2018, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Fire Linux OS v6.2.3 (build 13)
Cisco Firepower 2120 Threat Defense v6.2.3 (build 83)

[SNIP]
firepower#t connect ? (connect M&IZ ? ZAHL. LI T#HER)

ftd Connect to FTD Application CLI
local-mgmt Connect to Local Management CLI

ftd DRHYIZ asa ERTENTFZIHZE > ASA DAV AR—ILENTLSD T FTD ~M reimage HNibE
ftd  asa HERIRSNEWMGEE > 7IVT—2aVAEEZEBL TLVELD TR



ATv7 2-2: FP2120 @ FTD ##EvbT7 v

firepower# connect ftd

You must accept the EULA to continue.

Press <ENTER> to display the EULA:  (EULA ~DREENHE)
End User License Agreement

Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the

[SNIP]

This agreement, any supplemental license terms and any specific product terms
at www.cisco.com/go/softwareterms (collectively, the "EULA") govern Your Use of
the Software.

Please enter ‘YES’ or press <ENTER> to AGREE to the EULA: (EULA IZRIETHMIE enter T—%1F)

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.
Enter new password: LUV SRT—F

Confirm new password:  #HLUV/ AT —FK




R7yF 2-3: FP2120 ® FTD #fityr 7y

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]: v

Do you want to configure IPv6? (y/n) [n]: n (COHITIE IPv4 DHTEIE)

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]: (FTD OEE IP PRLAZFHRE T AHD T Enter F—%1#H39)
Enter an IPv4 address for the management interface [192.168.45.45]: 10.71.132.202 (FTD ME®E IP 7FL X)

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.248.0

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.71.135.254

Enter a fully qualified hostname for this system [firepower]: FTD2120-1 (EENDHRAFEEKTE)

Enter a comma-separated list of DNS servers or ‘none’ [208.67.222.222,208.67.220.220]: 64.104.14.184 (DNS H—/\H%
HEBETEHEWNEEIZHEA T, TI74ILETIE Umbrella @ DNS H—/AMFEZ B ES5(2H-TWAH, SEIEFEITEE)

Enter a comma-separated list of search domains or ‘none’ [|: (T ZA4ILERAAURHNIEA D, SEITEL)

If your networking information has changed, you will need to reconnect.

(UTORETEE P PRLANRESND)

Setting DNS servers: 64.104.14.184

No domain name specified to configure.

Setting hostname as FTD2120-1

DHCP Server Disabled

Setting static IPv4: 10.71.132.202 netmask: 255.255.248.0 gateway: 10.71.135.254 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 6 Seconds.

Saving a copy, of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'




ATvT 2-4: FP2120 @ FTD #HEAtvh7 v

Manage the device locally? (yes/no) [yes]: no (5 Ell& FMC B4 O T no #AH. FDM EETHNIL yes)

DHCP Server Disabled  ([TIPS] 22 T14<50L0MED)

Configure firewall mode? (routed/transparent) [routed]: (% [EIE Routed Firewall 72D TT 74 LD routed Z:&E4R (enter
F—%89))

Configuring firewall mode ... ((TIPS] 22 T27<bULVED)

[SNIP]

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register

a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key |

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key | [ NAT ID |

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>




2Tv7 3-1: FTD on FP2120 T® FMC 55

> configure manager add 10.71.132.201 cisco  (FEITLYRRED FMC Z$E . LY A F—(E4EEIE cisco

)
([TIPS] S TIBAIZE>TIFI0MLSLED)

Manager successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

> show managers (LU RRED FMC ZEE CTE-2EE/EER)

Host :10.71.132.201
Registration Key LR
Registration - pending
RPC Status :

>

FTD QAEAREN RO DEL LD LSIZHY , BYIXE1ED FTDv ERILIZEHS (FMC T
FTID DL RAML— 30T, SBREERRITS)
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