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ATv7 1-1: OVFDOTFT7aA4 & Web GUIZOIEX

https://software.cisco.com/ b’ Software Download” [CHED

Select a Product®7¥ A b 74—JL ETFirepower Management Center Ah 9 3%, #ER
RIRSNBBIRFDHH B TlEFirepower Management Center Virtual Appliance®
IR, Firepower Management Center SoftwareZ:&iRUFMCOtarJ7/ IV #BSLE

1.

2.

3.

BT %,
V7 bII7RZOREYBEOEREIRT B,

FMCv: VMware install package for ESXi 6.0 and 6.5 24-Apr-2019 2210.28 MB RN
Cisco_Firepower_Mgmt_Center_Virtual_VMware-6.4.0-102.tar.gz
. —
vSphere ClientCRBERULEZOVFZT 704 LTI
ware' ESXi- 41 New virtual machine
| T Nawvigatar ) || | tocalhost.cis:
v (EZECITITIES  Select creation type
"“”f i_‘ :;mmmrw 2 Select OVF and VMDK files How would you like to create a Virtual Machine?
Heate 3 Select storage
1 irtual a iy Shud o 4 License agreements Thi
B Storage By Reboot . Create a new virtual machine . §
£ Networdn - 5 Deployment options wirtui

6 Additional settings
7 Ready to complete

[B. Enter maintenance mode

‘ [ Locudown mode

[ et SEH far Chrome:

e e

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

@D Nextx#o')vo
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ATvD 1-2: OVFDOT7aA4 & Web GUIZOIEX
| RFEFMCIZ &R E DT 5

1 New virtual machine - FMCv

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage

4 License agreements Enter a name for the virtual machine.

5 Deployment options

o ] | FMCy |
6 Additional settings

7 Ready to complete l \irtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

2. BICEETUTZY ) vo LEFERERLE-OVFEVMDKZEER
LNext&x2 1) v

3 Cisco_Firepower_Mgmt_Center_Virtual_VMware-6.4.0-102-cisk1,.vmdk

_| Cisco_Firepower_Mgmt_Center_Virtual_VMware-ESXi-6.4.0-102.mf
Click to select files or dfagf d rOFJ ‘] Cisco_Firepower_Mgmt_Center_Virtual_VMware-ESXi-6.4.0-102.ovf
J Cisco_Firepower_Mgmt_Center_Virtual_VMware-VI-6.4.0-102,mf

| Cisco_Firepower_Mgmt_Center_Virtual_VMware-VI-6.4.0-102.0vf

X BB Cisco_Firepower_Mgmt Center_Virtual VMware-ESXi-6.4 0-102_ovf
X __ Cisco_Firepower_Mgmt Center Virfual VMware-6 4.0-102-disk1.vmdk



ATv7 1-3: OVFOT7a4¢E Web GUI7ZOEX
1. FMCIZEEBARIZ{ENICE1 D D=6 . EEBRYFI—VIZFE

51 Mew virtual machine - FMCv

¥ 1 Select creation type Deployment options

¥ 2 Select OVF and VMDK files Selact daployment options

" 3 Select storage

§ * Devioyment ptons |

+ 5 Ready to complete Network mappings Management = VM Network

2. FDOMTIAILLDEEETTIAA

3. 7Y TFMCOTIA4ILEDIPT FLRIZHTTPS7 7 £X
https://192.168.45.45/
a—H4%:  admin
INAT)— k1 Admin123 CLITFMCOIPTRLAEEET 55 %L HHMNTIHEIE
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Change Password Time Settings

Use these fields to change the password for the admin account. Cisco recommends that you use a password that has at leat Use these fiskds to apecify how you want ta sek the time for the Cefwnse Center.
of mixed case and incdudes at least one numeric character. Avoid using words that appear in a dictionary.

) Via WTP from  stpsd.cincn.coen

Set My Clock
) Manually 3030 - |/ [Jaruny <4 [30 < [ =] :[W ]
New Password esesans *
_ Current Time 2020-01-21 08:22
Confirm it et Display Time Zone Az Tokey
: Recurring Rule Update Imports

Network Settings g B

Use thesse fikds o schedule recuring rufe updates.
Use these fields to specfy network-related inf ion for the interface on the appli

Install How =

= - Erably Aucurring Ruly Update Imports from the Swepecet Site 5
Pratocol @ 1pva O Pve () Both :
- 8 Timpnt vy oty at[s o[- - ][ -] AsiarTokyo

IPv4 Management IP 10.71.132.221 Policy Deoloy [+ Deploy updated pau&mmpn devices aftar rule gdate completes
Netmask 255.255.248.0 '

Recurring Geclocztion Updates
1Pv4 Default Network Gateway 10.71.135.254

Lise these Felds to schedule rezuing weekly i ez that updates may be large and can take up b 45 minutes.
Hostname FMCv
Domain Install How w

) Enabile Recurring Weekiy U Trom the Support SH #

Primary DNS Server 64.104.14.184 ‘ ey it e e -

Update Start Time [Sancay 7| ce:on v |[FM ¥ | AsiafTokyo
Secondary DNS Server

Tertiary DNS Server

End User License Agreeeant
DISTRIBUTE / SELL THE CISC0 EQUIRVENT, SOFTWARE AND SERYVICES WITHIN YOLR TERRITORY TC END LSERS. S

THE FCLLOWTI WS OF THE ACREEEHT GOVERH CUSTONER'S USE OF THE SOFTWAAE (DEFIHED m.ow)\ SXCEFTTD THESTENT) w THERE

154 SEANRA 7 $

ANCTLIIZES A SEARRATS C1ITR-AL -+ 3 R < " 2 v N
DDAV HAOCESS CCVERNING CLSTOWER' T 0F A CONFLICT SETWESH THE INOVISIONS CF Tr

FOREGOING DOCUMENTS, msmothxmsm. £ 12) THE SIGNED CONTRACT, (2) THE .uauccsﬂcﬂssmn OR THIRD PARTY
AND {3) THE AGREEMENT, OGES GF THE AGRIEWENT, "0 5

admin/ A AT —KDZER
FMCOIPZRLA, TI4IMT—roxA, KRANE . DNSH—/\Z A A

45,
i COMPLTTR SROGE/AMS DMICTIE IN TS T CLSTCNTR Y 20 A-ﬂ:owc SOURCE, AND
LETASESS, LVTATES, SUG P R MOIYAIED PERSIANS TNERETE (CL Ly, “LPGRADIEST), ANE O TAE SAWE WHICH MAS HESY
T i A LICENSING FOUILY AS MAY BE AMENDED By CISCD FROM TIME 70 TIME] 00
BACKUS COFIES OF ANY OF THE FOREGOING.
License. Co=dtaned uson ccmpliance with the tarms and csndbors ot m Zgreemant, Cisco grants b Customer 3 nenexch.eive ard nontransersbie

NTPH—/\DIP7RLRAFEIEFQDNZEA A1, Time ZoneDZER e e Lot ar s o il o e e ek o

thrmnst) petaniog b e Seltnure snd imade dalab by 9 Apponet Sowse mith e Seltware = arr » nudng co €O flom, e onfise). =

E %ﬁ Ij;_l ?.;: 0) Q E E E E 0) ;5 ':A jJ 1 arder 2 use the Sotaare, Customer sy be reured b 15Ut 3 reRistrabion AUMEE” O Product 2uthorzat on key 3nd register Customer's Saps of 4

2 1 rervw ruad sl egren o b End Lkt Licersee Agemiert

REICTAEURBH(EULA)IZFTUIEAN “Apply’ Z:&EIR o

Apply #&. admin/SRAT—kPRYET—IDERENBEHFENS(FTERFHE 57 1RE). ERIFCCT—BRT




@ Firepower Management Center
AT 2-2: FjFELI-IPPRLRIZ7ZOEA

- MHA/ETAALE IP PRLRE admin/SATD—RZ LY
FMC®D Web GUI NFSHHFTHTTPS7Z €ALAST 1>

X ToIOYTORRTBIHERD IP FRLRIL,
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Configuration ~ Users = Domains  Integration = Updates

w Analysis Po

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token
Cisco Smart Software Mananer,

fram

Smart License Status

IACIE Heloy  admin v

Licenses » Smart Licenses ~ Health v Mol

Smart Licenses

Classic Licenses

@\@

— _TIlXEvaluation ModeZzFIH9 %, (Smart License
[ZDULVTIX &)

Evaluation ModeTl&. 90 B AnyConnect A4t M £ 1
BEANFI AT BE,

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token _
from Cisco Smart Software Manager, then click Register Reglster

n: then click Register | Regster

Usage Authorization:
Product Registration:
Assigned Virtual Account:

Export-Controlled Features:

© 2020 Cisco and/or its affilia

| (Eumbuston ode
™

Evaluation Mode

<P You are about to start your
\t‘) evaluation period. Evaluation
period is a one time 90 day period
in which you will be able to explore your
Cisco products full functionality. When
evaluation mode ends, you will have to
register with the Smart Licensing Cloud to
continue to use your product. Do you wish
to begin your evaluation period now?

Smart License Status Cisco Smart Softwars Manager

Usage Autharization: LTEY

Product Registration: @& Evaluation Period (Expires in 89 days)
Assigned Virtual Account: Evaluation Mode

Export-Controlled Features: Disabled

Cisco Success Network: Disabled

GUI M EERIZFH S System ZEIR
Licenses>Smart Licenses#ziEiR
Evaluation ModeZ &

YesZiEIR
FEOLSIHENIE. SAEVANBEREN-CEIZHS
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ATY7 1-1: OVFOFT7aA

1. https://software.cisco.com/ H i ”Software Download” IZ# L,

2. Select a Product®TF% X k7 4 —)L k TFirepower Threat Defenset>NGFW &
ANT B, HERRRINDBIREDOSHHA S Z Z TlEFirepower NGFW Virtual %

EIR, Firepower Threat Defense (FTD) Software &R LFTDDtar7 7 IL &
NELERRAT D,

YIRDIT7N—=2 a3 VIEFORBEYLZLDEERT S &,
3. FMCERICEETOVFEVMDKZ 7ML EEATT A Z2EDH S

Select OVF and VMDK files

Select the OVF and VMDK files or OVA for the VM you would like to deploy

Enter a name for the virtual machine

x @ Cisco_Firepower_Threat_Defense_Virtual-ESXi-6.4.0-102.ovf
X _ Cisco_Firepower_Threat_Defense_Virtual-6.4.0-102.vmdk

FTDv01

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance
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ATv7 1-3: OVFOTF7aA

1.

| Edit settings - FTDv01 (ESXi 6.0 virtual machine)

Virtual Hardware VM Opticns

3 Add hard disk B Add network adapter E Add other device
v [l cru P 5y COD/DVD drive

i Floppy drive

» il Memory

o

L3
= Hard disk 1 | 485 Parallel port

» B sCS| Contraller 0 Ls| B USB controfler v
» Ml Network Adapter 1 Wi ¥ | ¥ Connect
@ Scund controller » BB New Serial Port
» M Network Adapter 2 Wi ¥ | ¥ Conn
» Ml Network Adapter 1
» M Network Adapter 3 out SC8l controller v W Conn

» ME Network Adapter 2
» Ml Network Adapter 4 insi B8 SATAcontroller v |® conn

» .
» M Network Adapter 5 Network Adapter 3

inside A Canme

Save Cancel

affiliates. All rights res ed. Cisco Public

Firepower Threat Defense

FIDVODEREZELI-IRRETHV)YILEREEZHREICT T H. VUTILR—LEEMT S

Use output file ¥ ¥ Connect

Use output file

¥ Connect
Use physical serial port
Use named pipe ¥ Connect
Use network

¥ Connect

Thinpaint
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ATvDJ 1-2: OVFOT a4

1. FTDIZEEH. DiagnosticA 27z —RAEEEBRYLT—JIZFRESE S (ESXiLDRYET—2(%
EREET D)

751 New virtual machine - FTOV01
¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage
id 4 Deployment options
5 Ready to complete

Network mappings Management0-0 VM Network

Diagnostic VM Network

GigabitEthernet0-0  cutside

GigabitEthemet0-1  inside v
GigabitEthernet0-2 inside

GigabitEthemet0-3  inside

GigabitEthernet0-4  inside

GigabitEthemet0-5  inside v
GigabitEthemet0-6  inside

GigabitEthemnet0-7  inside v

Deployment type 4 Core / 8 GB - 4Core8GB

Use this option to deploy an FTDv with 4 vCPUs and 8 GB of memory.

Back Net | Finsh Cancel |

2, %0)11ﬂv8phereCI|entJ:’CO) REIETI7+ILNEFERL, BREY>-KEETTTOA

© 2020 >0 and/or its affiliates. All rights re Cisco Pub
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DN FFo200EN MFy RO FETIOEN 8 2ofoF ) oiEm
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il LY
r@NFFRI
rEscs Jxb0-S0
B zUTLR—F1

t My o= AR
r My -2 A2
t Iy O—2 PSS

r Iy O P

4 0

MB
485 GoB v
L5 Logic Paralk
WM UTIL A e Es WLk
VI Nebwork L
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oulsice
insude

D ERBLI-FTDZEZ)YILTHRE

@ FIDORERI DA ITT—REZZTlIoutside,
insideZE|Y ¥ TTESHKIZFIVY”




‘ Firepower Threat Defense

2Tv7 3-1: ¥EARTE

. vSphere Clientt T F7A4L1= FTD ® VMaryY—IILEZRE. Login 7OV FRRIRRESH
ol TOaA—Y—Tad1Y

Username: admin

Password: Admin123

XA—H—ZDANDFIZ, PasswordE&x#IIKOLNT-HE ., Enter F—EANT H&

LT D &SIZFirepower login : &R xaNn b, username ELT admin EA AL, #ilTFTPasswordE A

firepouwer login: [adHin
Password :

- SLEURBH(EULA)ZE [SPASE] F—TEREBFETERRIE,
EULAREZROHLUTORFRISHLT, “YES'ZA A

Please enter 'YES' or press <ENTER> to AGREE to the EULA: [¥ES

Syster initialization in progress. Please stand by.
ou Must change the password for "adwmin’ to continue.
Enter new password:

onfirM new password:

- AdminA—HDFHHR/NART—FEHRTE
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2TwT 3-2: FHARE

- FIDDEEAIPZRLAZEHE
IPVATREL R, YTy, TIFHILNT—k A FRARE, DNS
one of IPv4 or IPuG.
to configure IPv4? (y/n) [yl:
to configure IPUB? (y/n) I[nl:
onfigure IPv4 via DHCP or manually?
Enter an IPv4 address for the

You must configure at least
Do you want
Do you want

y
n

(dhcp/7manual) [Mmanuall:BHaniais

management interface [192.168.45.45] PIHNEEINR 22

r an IPvd4d netmask for the management interface [255. 25!

255.255.255. 0] :
2y the IPvd4 default gateway

for the management interface [192.168.45.1]1: JiES%
.254

r a fully qualified hostname for this system [firepower]: EENOEE
r a_comma-separated list of DNS

servers or ‘none’ [288.67.222.222.,288.67.228
- 64.184.14.184_ 3
- FIDOEHRAAA—TT—ADRTE
FIDOO—hILEBOBFE. FWOE—REIR(routed or transparent)

Manage the device locally? (yes/no) [yes]l: i@
Configure firewall mode? (routed-/transparent) [routed]: pousted

Configuring firewall nmode



. Firepower Threat Defense
=7 =
X AE

ATYT 4 FMCADE§FF—DE

- FMCO7RLREEBHFF—EBTE
LUTODITUREFED FMCADT NS REFDHRTEETD
FBIBRDFMCHSFTDET /INA R EEZT BRI, ZOEZFFX—(COHITIE “cisco” )M—HBLTWDHEHY

configure manager add <ip address> <key>

> configure manager add 18.71.132.221 cisco
Manager successfully configured

Please make note of reg_key as this will be required while adding Device in FMC.




ATvT 1-1: FIDTF/N\NA RAD %%

- MHIRETAALI: IP PRLX (10.71.132.221) & admin/SA—FKZ LY
FMC®D Web GUI NFSHHFTHTTPS7Z €ALAST 1>

e
CIsCco

Cisco Firepower System



ATYT 1-2: FIDT I\ A RD & %

Objects AMP Intelligence ep System REEESEET TR

Platform Settings FlexConfig Certificates

@ Overview Analysis Policies USUle=8 Objects AMP Intelligence Deploy System Help v admin v
@ Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

CarramieTrs

(&) Add Device
Ungrouped (0) @ Add High Availability
@ Add stack
; @ Add Cluster
Add Device ? X © Add Group
Host: 10.71.132.222
Display Mame: FTDvO1 @
Registration Key: |cison |
Sroup: one M GUI @ E&#IZ&H S Devices #REiR
Aoesss Confrolalleyt | ot new potey [~ Device Management %5&iR
Smart Licensing Create new pelicy

= Add Device ZEiR
@ FTD @ IP7PRLRE. BT —% AN
“Create new Policy” #&iR
lEfmE. RDRSARESEE

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



ATYT 1-3: FIDTN\A RADE %

| Overview Analysis Policies WelSUIEEN Objects | AMP  Intelligence

| Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

MNew Policy ?
Name: [access-poLicy (1)
=
Description: | \!/
Select Base Policy: | None ‘,, ‘
Default Action: (® Block all traffic () Intrusion Prevention () Network Discovery

Device Management

List of all the devices currently registered on the Firepower Management Center.

Add Device ? X
Host: ™ 10.71.132.222
Display Nama: FTDvO1
Registration Key:™ .r_lsco

Group: Naone i

Access Control Policy:™ .ACCESS-POLICY

<]

Smart Licensing

Malware Ll

Threat ] @
URL Filtering L4

Advanced

Unique MAT ID:T

Transfer Packets 'l

@ on Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect
VPN licenses can be enabled from smart license page

| Reqgister

© 2020 Cisco and/or its affiliates. All rights reserved @

View By : | Group ¥ AN(1) Error (0) | Warning (0) | Offfine (0) | Mormal (1)} | Deployment Pending (1} | @ add - |
4 Search D
4 ] Ungrouped (1)
FTDVOL FTD for Base, Threat {| 2 =
© 1371 %2222 - Routed VMWare 6.4.0 N/A mare...) @' s B R

BREI7ZAILERI) S —)DAFTEAT

“Save” ZER

Add DeviceDEIEIZEY. S/t REE D LS(TER

1|2 Register Z:&#IRL. FTIDT/\A REEFREETT
EFREOESIHNE, TNARAD BT T (FRERR:#5)

LUET . AVAM—)L & FTIDEFMCTE T A= D VAR FEILTE T
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FTDEFMCZ Dt ¥ HAEX E IBIL T

s FIDDO R YR —IBYTIIRNERIERDEFREZITD
- Time Synchronization

- Interface

- Routing —
« NAT
- Access Control Policy — 5ETCEE
- Network Discovery Policy

- Pre-filter _




AT7v71-1: Time Synchronization
FTDOBARMEBE. S THIVCISHSEDLT B,

Overview Analysis Policies JVEUldg Obiects = AMP Intelligence Y System Help v admin v

e WUSUIEEN Objects | AMP  Intelligence

Device Management NAT  WPN» QoS Plattorm Settings FlexConlig Certificates
Device Management NAT VPN w d Platform Settings, Config Certificates
FTD-POLICY
Object Management Enter Descnption
@ @ Mew Palicy
e <ten ® via NTP from Management Center
Ganner Set My Clock . -
- . . . . . Wi NTP from
There are no policies created. Add a new Firepower Settings Policy (or) Threat Defense Settings Policy Fragment Sutings
EEE @ Thissatting is wsuppared on frapamer 3300 and Frapam G 4100 plttons. lsasa
ple g use Frepomer Chasses Manager inste: :bo et MTF time sync! .
Secure Shell
Rame: FTC-FPOLICY
SHTP Server
Description: @ SHHE
Targutad Cavicas s8L
Select devices to which you want to apply this policy. Syslog
Available Devices Selected Devices Timesuts
| &, search by nams o valus g FTovOL a * Timw Synshranizatian
UCAPL/CC Comphance

Add te bulicy

DevicesZ#&iR

Platform SettingsZ#&iR

Threat Defense settings PolicyZ#1R
R)—EBEDAZFEAN. BRTDHT /NI REER
"Save"ZEIR

Time SynchronizationZ:&iR9 5L, LFEDFHRFELGHTLNS

Q)
)
€)
@
)
®

®

> 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



ATv71-2 : Time Synchronization

Dewicn Managenars  MAT VPN Gob  Platiorm Settiegs  fiwcortiy  Crtibcate

© | ons policy: Default DNS Palicy

° |- Intrusion Policy: No Rules Actlve

[ -] Policy: Security and C
© L prefilter Policy: Default Frefilter Policy
{2 Network Discovery

© Device Configuration|Details)

© Rule Update (2018-10-10-001-wt)

D VOB (Build 309 - 2019-02-08 19:48:25)

{© snort Version 2.9.14 (Build 15004 - daqg)

Selected devices: 1

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

“Deploy”Z#ER
ETHEIN-BRTEZHERD L, Deployxt RHE381C
FIvIEAND
“Deploy”Z&1R

| Deploy Cancel

(3F)FP4100,FP9300MNTPIEFXOSHEIDEREIZHED,
f=fZL, CCTEHREL THEHR SN ST THEIX N,

@ 28



ATvT7?2 : InterfacesydE
FTRoute Iterface’éa&'i

AMP Intelligence
Device Managenment NAT WEN ¥ i jlatform Saettings FlextConfig Certificates

Device Management

List of 38 the devicas currently registersd on the Fir

View By :  Group | A1) | Eror(0) | Warning (2} | ©ffiinc (0) | Mermal (1) | Deployment Penging (1 |2 ada - |

« | ungrouped (1)

FTDwWO L FTD for Bame, Theeal (2 2
O 5% 222 - Rauted VMWare L L more,..) ACCESE-OUICY "

Device Routing IEEE Inline Sets DHCP ﬁ‘\

4, Search by r|.||"r'@e Sy

Dlagnostico/o diagnostic Physical
GigabitEthernetd/o Physical

Sl Devices EERRRS
Device Management NAT  VPNw QoS  Platform Settings  FlexConfig  Certificates
FTDv You have ot anges | i
Ciaco Firepower Thraat Defense for ViWare | Plaase save the configurstion to make the changes.

Device Routing BUULZIZEE  Inline Sets  DHCP

A
24 10 a 4 -
o GgabitEthermeto/o outside Physics outsde_zone 192.168,250.1/24{Static o
o Gyabitttherneto/1 nade Phyzicsl  insde_sone 152,188.1.1/24(Static) P
e Dragnostict/ diagnostc Physics

v

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

Security Zone = Interface® % JL—7

| Edit Physical Interface 7%
General [T 1T Ci
s outside ¥ Enabled ) Management Only
| Desciption:
Made: Hane -
| Sacuity Zome: vl
| Mone -
| Inte D New.
| [ . | New Security Zone
Enter a name...
outside_zond
| oK ncel

ot ([0 1 adarces _ i con

1P Type:

Use Static IP e

P A i . 182.0.2.1/255.255.255.128 or
1P Address: 192.168.250.1/24 e

Devices#E4RL Device ManagementZ:&iR
IMET—UEREIR

GO/OMERET—H%EIR

MBS R—TADETRIZE A AL, EnabledIZF vy

Security Zone® % AiTZE A ALOK

IPvAD AT IZHELIPVATRL AZE|YIR>TOKES) v o
XEHIZLTGIO/1Z&Inside/ 27— RELTEREL. saved B



ATYT 2 Interfaceiy E

- DeployZ 1 L 8% F & R IR

Overview Analysis Policies JEVIS-8 Objects AMP Intelligence Deploy A, System Help v admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

FTDvO1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP

| € cancel

4 Search by name
Interface I..oglul Name ‘I'yp. &wrlty Zones  MAC Address (Active/Sta...
Diagnostic0/0 diagnostic Physical
GigabitEthernet0/0 outside Physical outside_zone
GigabitEtherneto/1 inside Physical inside_zone

GigabitEthernet0/2 Physical

@& Sync Device | | & Add Interfaces v

IP Address

192.168.250.1/24(Static)

192.168.1.1/24(Static)

o

o
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FMC &9 2 F+/DBEFHF DI E

— ——* FMC [I3 DD AEIZK> T, [FHZEEHAIEE
<nar Cisco Security Intelligence VRR 192 9REH(FALIL)
— — FIA&EH FMC A ERAF—R b kAl gE
Geo Patchj EURLj | nf;fl’;é%e
2. V2VREH(T O —EH)

A > N += Ly
| saLon t 2 gneo—  MEASEE Proxy Y —/A—hA U E—Ry b~ A EE
—

! — 3.0—ALEH

p— 3. O—hL FAEHE FMCIR—U AV MPHERE R YD —VIREE
]

= E#i
FIPRZE1E : URL, Security Intelligence A9t &O—HIJL EF Al 6

FMC
odih
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74 )L

Patch FgaeE ., BXA01Bugf&1E Cisco_Firepower_Mgmt_C | #JE CI): g5k
(FMC/ FTDm A2/ Sy FHFFTE) enter_Patch-6.4.0.8- BL&RToa—)0y | B—AhlL
28.sh.REL.tar WHE)

Snort Rules | Snort IPSIL—IL7 YT T—k Cisco_Firepower_SRU- CI): CIN: Ik
2020-04-24-001- BlERroa—)2yg | O—Al
vrt.sh.REL.tar WHE)

GeoDB hIBIEHREM DI O—/\LIP7yTT—bk | Cisco_Firepower_GEODB_ | ®[fE oI gE 959k
Update-2020-04-13- a—AJL
002.sh.REL.tar

VDB OS/7Hr—i a3 DifesstE. . 70> | Cisco_VDB_Fingerprint_Da | ®[#E CI): 959K

A=) MER tabase-4.5.0- Oo—AJL
333.sh.REL.tar

URL URLZ4/LRY) T 12D URLIERR G CI): 959k

Security 75v41) AMP/URL/Domain’&#k | A RE 979k

Intelligence

XETO/N\YT—VICEWTEME#RIEI SV RBOAH A6
¥ Software 6.3 ABID 77 ILZDEsBIRANL, 6.4LUEE(FELD (Sourcefire_xxx&EWI & MANIZAHE-TLNS)




Do) SRR 7 B DHERE

Overview Analysis Policies Devices Objects

AMP Intelligence

Access List
Process.
Audit Log Certificate
Audit Log
Login Banner
Change Reconaliation
DNS Cache
Dashboard
Database
External Database Access
Email Notification
Access Control Preferences
HTTPS Certificate
Information
Intrusion Policy Preferences
Console Configuration
Language

» Management Interfaces

Network Analysis Policy Preferences

Remote Storage Device
REST API Preferences
ShMP

UCAPL/CC Compliance
Shell Timeout

Time

Time Synchronization
User Configuration
VMware Tools
Vulnerabdity Mapping
Web Analytics

vInterfaces

Management Traffic
© a0 Event Traffic

00;0C:29:2C:32:C1  10.71.132.221 o

vShared Settings
Hostname
Domains
Primary ONS Server
Secondary DNS Server
Tertiary DNS Server
Remote Management Port

vICMPv6

Allow Sending Echo Reply
Packets

Allow Sending Destnation
Unreachable Packets
¥ Proxy
Enabled
HTTP Proxy
Port
Use Proxy Authentication

fMCv

— \
8305 :

T@x\ml @

GUIL &R SystemBEE T ® ConfigurationZ &R

Management Interfacez &R

Shared Settings: DNSEX EZ#EE

Proxy EnabledIZF v . ProxyiR €& A A (FOx FIFHE)

A A—2INT VR EH
https://www.cisco.com/c/ja td/docs/security/firepower
uide-v64/fpmc-
config-guide-v64_appendix_010000010.htm|

FRLTWWAY I D7 /IN—23 > DRF A NES BT AL

640/configuration/quide/fpmc-confi



https://www.cisco.com/c/ja_jp/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/fpmc-config-guide-v64_appendix_010000010.html

O—AJILEFHR/ Ay r— 4 E

Software Download

Downloads Home | Security [ Firewalls | Firewall Management | Firepower Management Center Virtual Appliance | Firepower Management Center Software- 6.4.0.7

(@ searen. )  Firepower Management Center Virtual Appliance
Release 6.4.0.7 Related Links and Documentation

Release Notes for 6.4.0.7
Documentation Roadmap
Hotfx Release Notes

A My Notifcations

Suggested Release e

Latest Release e
6.5.0.4 File Information Release Date Size
06-Jan-2020 1.71 MB &+
6.4.0.8 Cisco Firepower Mgmt Center Hotfix AA
Do not untar &
6.3.0.5
Cisco_Firepower_Mgmt_Center_Hotfix_AA-6.4.0.8-4 sh REL tar
6.2.3.15
19-Dec-2019 652.89 MB R
All Release v Cisco Firepower Mgmt Center Patch 6.4.0.7
Do not untar 5]
6.5 b
Cisco_Firepower_Mgmt_Center_Patch-6.4.0.7-53.sh REL tar
A4 >

@ Cisco.com Y IR—kR—DKYERH BT HOURTT IR

Q BEHIDFTED/N\vT—FFAHoO0—K

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VDB/Patch 7234 LB

Overview Analysis Policies Devices Objects AMP Intelligence y System

Configuration Users Domains Integration Updates Licenses v Health » Moo
Product Updates Rule Updates Geolocation Updates :
( @ Upload Update
Updates \
Cisco Vulnerability And Fingerprint Database Updates 330 Tue Dec 17 19:45:10 UTC 2019 No L] |'j
Cisco Firepower Mgmt Center Hotfix AA(v6.2.1 and above) 6.4.0.8-4 Fri Jan 3 11:06:22 UTC 2020 No ) ﬁ
Cisco FTD Patch 6.4.0.7-53 Tue Dec 17 22:11:07 UTC 2019 Yes g “! |':'|
Cisco Firepower Mgmt Center Patch 6.4.0.7-53 Tue Dec 17 22:30:03 UTC 2019 Yes ) E‘,

GUIEEB SystemE2 T M UpdatesZ&ER
UpdateZ#EiR
WIFhhE=iE

a. ALK ProxyEBHBE®D IS IREH : Product Updates T MDownloaded Updates#:#E4R, Patch, VDBIZE#H A H
BGE. BHARER D71 ILARTEIND
A—AJLEH : Upload UpdateZ:&iR., VDBHLLIE FMC/FTD Patchz7v7a—k

© 2020 Cisco and/or its affiliates. All rights reserved. C
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VDB/Patch D234 LEFHF~A2AM—)L

Updates
Cisco Vulnerability And Fingerprint Database Updates 330 Tue Dec 17 19:45:10 UTC 2019 No ﬁ ﬁ
Cisco Firepower Mgmt Center Hotfix AA(v6.2.1 and above) 6.4.0.8-4 Fri Jan 3 11:06:22 UTC 2020 No 'ﬁ ﬁ
Cisco FTD Patch 6.4.0.7-53 Tue Dec 17 22:11:07 UTC 2019 Yes z % ﬁ
Cisco Firepower Mgmt Center Patch 6.4.0.7-53 Tue Dec 17 22:30:03 UTC 2019 Yes “ ﬁ

Currently running software version: 6.4.0

Selected Update

Type Clsco Firepower Mgmt Center Patch

Version 6.4.0.7-53

:;l:n“ Motes Tue Dec 17 22:30:03 UTC 2019 » ﬂ X

e Updatestii=& T—U%ER

B I7AINEAVARN—ILT BRETINARE
ER
Launch Readiness CheckZi&iR

@ FMCy Haalth Policy
10.71.132.221 - Cisco Firepowar Managemant Canter for VMWare ve.4.0

@

20 21:57:03

Launch Readiness Check || Install | Cancel |

VDB/Patch Eil%. FIDF—#@BIEFST1v%
3 BENBH B B AL R

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



VDB/Patch D234 L

I Readiness Check Status
Current Version: 6.4

Update Version: 6.4.0.7-53

o

0.

=]

l Total 1 devices Selected

| FMCv -

10.71.132.221 - Cisco Firepower Management Center for VMWare v6.4.0

Status Log: Readiness Check Completed Successfully

Close

Cisco and/or its affiliates. All rights reserved. Cisco Public

¢

AR—IL

rview Analysis Polici D¢

10.71.132.221 says

Configural | . o Health v Monitoring v Tools v
Update instailation will reboot the system(s). Are you sure you want to
continue?
Product Updates Rule Updat¢
“ et
Selected Update
Type Cisco Firepower Mgmt Center Patch
Version 6.4.0.7-53
Date Tue Dec 17 22:30:03 UTC 2019
Release Notes
Reboot Yes
"By Group v

Health Policy
Initial Health Policy 2020-01- i
2021:57:03

FMCv
10.71.132,221 - Cisco Firepower Management Center for VMWare v6.4.0

| Launch Readiness Check | Install | Cancel

AMP Intelligence

Help »  admin »

-2
(15 total)

4. Local Install ass =

0 waiting 0 failures

1 running 0 retr 14 success

Installing Cisco Firepower Mgmt Center Patch version: 65.4.0.7-53
Installing Cisco Firepower Mgmt Center Patch version: 6.4.0.

' Local Install

dii Check For
Readi Check C

2m s %
6.4.0.7-53
Successfully

1 Readiness CheckZ®EHM#. InstallZ&




VDB/Patch D23 A LEFT~A2A—)L

$%&. DAQAOZ2ZTA FMCFTD 6.x: /\YF AV A= ILEBEDIER A &
https://community.cisco.com/t5/-/-/ta-p/3166723

tempt e the
58 UTI Hz28 on

@ NyFEARAKROFEZESE (CLI)

cat/etc/sf/patch_history
/Ny FE KR ORERRAEGU)

Overview Analysis Policies Devices Objects = AMP Intelligence De EFCCOl Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring ¥ Tools »
rently running software version: 6.4.0.7
Updates
® Type Version Date Release Notes  Reboot

Cisco Vulnerability And Fingerprint Database Updates 130 Tue Dec 17 19:45:10 UTC 2019 n - |

Center Hotfix AA(v6.2.1 and above 6.4.0.8-4 n . |

Center Patch Uninstaller 6.4.( 53 - |

6.4.( 3 19 A~ ) ]

Ci wer Mgmt Center Patct 6.4 18 De 3L 1 % 5

Download updates


https://community.cisco.com/t5/-/-/ta-p/3166723

Hotfix D&,

Overview Analysis Policies Devices Objects @ AMP Intelligence . System QGENESEEY TR

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools »

Currently running software version: 6.4.0.7

Updates
Cisco Vulnerability And Fingerprint Database Updates 330 Tue Dec 17 19:45:10 UTC 2019 MNo T u |
Cisco Firepower Mgmt Center Hotfix AA(v6.2.1 and above) 6.4.0.8-4 FriJan 3 11:06:22 UTC 2020 No W G
Cisco Firepower Mgmt Center Patch Uninstaller 6.4.0.7-53 Tue Dec 17 22:22:30 UTC 2019 Yes s
Cisco FTD Patch 6.4.0.7-53 Tue Dec 17 22:11:07 UTC 2019 Yes ! 2] E' (-D
Cisco Firepower Mgmt Center Patch 5.4.0.7-53 Tue Dec 17 22:30:03 UTC 2019 Yes (] E'

@ EHoEETHotixE 12— [

VDB/Patch B#il&. FTIDT—4&EFZT1vY

BN HAH-DHETEEAE# R
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Hotfix )1 FE

O NyFERARROERAE (CLI)
I\ FE KR O REER A A (GUI)

1idMin@FMCy: ™%

. 4. H-1H/

bH.4.H,. /-53

jotfix AA-4 513438484
idMin@FMCy:

® Cisco Firepower Mgmt Center Hotfix AA{ve.2.1 and above) 6.4.0.8-4 Fri Jam 3 11:06:22 UTC 2020 Mo i a

Cisco Firepower Mgmt Center Hotfix AA Uninstaller(v6.2.1 and above) 6.4.0.8-4 Fri Jan 3 11:06:12 UTC 2020 Mo ¥ a



\VDB/Patch FE#iE#H Fo>O—k ®

Overview Analysis Policies Devices Objects AMP Intelligence ploy S AUl Help v admin v
Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools » Schadaling
: -
| £ Add Task | | WTodz
s
New Task \ZJ
Job Type Download Latest Update v] @ @
Schedule task torun | ) Once (® Recurrlng@
Start On March v |[27 v [[2020 v | Asia/Tokyo
Repeat Every 1 ‘ @i Hours () Days (® Weeks ( Months
Run At 500 v | Pmv
Repeat On [) sunday (] Monday (] Tuesday (| Wednesday || Thursday [ Friday [ Saturday
Job Name

System#&iR
Tools TMSchedulingZ&iR
Add Taskzx2')v%

Update Items @_J Software || Vulnerability Database

Cormmer New Task&kY[Download Latest Update]%#E1R
T o Schedule task to run: Recurring~NFzvo%& AN

B HEEETETE . Hours/Days/Weeks/Monthsdk Y 38R v A&
[Patch]. [Vulnerability Database| kYL BZ/ N\ —IANFvIFAND
Save&9')v9

g Save | | Cancel |

CISICIGISI®ISIC)
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VDB/Patch EEiE T 1 A—)L

Overview Analysis Policies Devices Objects

AMP Intelligence

Configuration Users Domains Integration Updates Licenses v Health v

New Task

Job Type

Schedule task to run

() Once (® Recurr

[ Install Latest Updats

L)

'@

@ .} Hours

Start On March v ||27 v || 2020 v | AsiafTokyo

Repeat Every |1

Run At 500 v ||Pmy¥ |

Repeat On [) sunday [J Monday (] Tuesday [ Wednesday [J
Job Name | |

Davice

@ FMCv v
l.___.- Software || Vulnerability Database

Update Items

Email Status To

© sl ()

Not available. You must set up your mail relay host.

© 2020 Cisco and/or its affiliates. All

_) Days

WELPO®WOO

VDB/Patch4 > Rb—JLIF. FTDT—52RBEN ST 1Y

Monitoring ¥

8 System R

Tools » Schadaling
| &) Add Task ||
& ,,

‘® weeks () Months

System#xEiR

Tools FMSchedulingZ#iR

Add Taskzx2')v%9

New Taskd&kY[Install Latest Update]z&&1R
Schedule task to run: Recurring~NFxy9% AN

BIHEEZEE , Hours/Days/Weeks/Months &k U2 R AT &E

AVAM—=ILRRET BT /N1 A% ER

[Patch]. [Vulnerability Database| &Y HEBLZ /NI —IANFTvI% AND

Savezx1)vo

HENHAH-OHEERREICEER




GeoDB T34 LE#H

Overview Analysis Policies Devices Objects AMP Intelligence Deploy 4 System
Configuration Users Domains Integration Updates enses v Health v Morgor Tools v
Product Updates _Rue upd o @
&/

One-Time Geolocation Update

Note that updates may be large and can take up to 45 minutes.

(O] Upload and install geoiocatmn update

Source

Recurring Geolocation Updates

Enable Recurring Weekly Updates from the Support Site 4 SySteméﬁ*R

Update Start Time | Sund UpdateS€~§E *R

Geolocation Updates#:&1R

L\?’hb\’éa&ﬁm
FALIK Proxy#EHED IS IREH : [Download new geolocation update
from support site]&:ZRL . ImportE21)vo
A—AJLE#H: Source: Download and install geolocation update from
support siteZ#EiR&., 77/ ILET7vTO—LLT ImportE9')vs

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Pub




GeoDB FEAFE#T

Overview Analysis Policies Devices Objects AMP Intelligence Deploy 4 System
Configuration Users Domains Integration Updates enses v Health v Morgor Tools v
Product Updates _Rue upd @

®

One-Time Geolocation Update

SystemZ iR

UpdatesZE1R

Geolocation UpdatesZEEiR

Enable Recurring Weekly Updates from support site N Fzv9%F ANd
BRI EIEE BA/BHFEEERE

Save&x9')v9

Note that updates may be large and can take up to 45 minutes.

(® Upload and instal

rREE JFAIEER

() Download and ins

| Import _

SIGICIEISIS)

Recurring Geolocation Updates

Enable Recurring Weekly Updates from the Support Site L?_J@

Update Start Time @| Sunday v [[06:00 v |[PM ¥ | Asia/Tokyo

@L save || cancel |

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



Snort Rules D234 LB #H

Overview Analysis Policies Devices Objects AMP Intelligence Deploy HEC0l Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Manitoring v Tools v

Product Updates llulu Updates Geolocation Updates

{il Delete All Local Rules | Rule Update Log

One-Time Rule Update/Rules Import

Note: Importing will discard all unsaved intrusion policy and network analysis policy edits. Warning

() Rule update or text rule file to upload and install @ v _Enabling _thi5 option I'i_'light cause a temporary tl'_afﬁc
Source | FrALEmR BREATLEEA interruption when polices are applied to the device

based on the type of rule update. You can also apply
(") Download new rule update from the Support Site the policies to the device by clicking on Deploy button and
I selecting the required device

import |
GUIEER SystemBE2 T M Updates#:EIR % . Rule UpdatesziEiR

Source: Download new rule update from support siteZz&EiR#%. ImportZER

(F AL B LLIEProx iR EFHDIES)

Source: Rule Update or txt rule file to upload and installz&iR& . 774 L%

7w 7A—FLT Importm:&IiR (A—HILEFHDIES)

« Reapply all policies After the rule update import completesIZF v 9 %&. Snort RulesE# 1.
2R —%#FHD FIDIZRL TIL—ILEE (deploy) #E4T
«  Snort RulesE#IZ&YSnot T AL RANEIEEIT 5=, FIDT—AEEFZENRBILAREENHS B




Snort Rules TEEAE #T
Overview Analysis Policies Devices Objects AMP Intelligence Deploy 1 Svstel'ﬂ

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools v
Product Updates Rule Updates Geolocation Updates

@ GUIEES SystemBE T M Updatesz:&EiR#% . Rule Updatesz&EiR
@ Enable Recurring Rule Imports from support sitez#E1R

® Import Frequency Daily/Weekly/Monthly at BB #HEEZ % E

@ SaveZER

Deploy updated policies to targeted devices after update completes [TFzvI 9 5L,
Snort RulesE#& . £7R1—%#D FTDIZx L TIL—ILERE (deploy) ZE{T

Recurring Rule Update Imports

The scheduled rule update feature is not enabled.
Note: Importing will discard all unsaved intrusion policy and network analysis policy edits.

Enable Recurring Rule Update Imports from the

Support Site

Import Frequency [ Daily #|at| 114):( 004 PM 4] Asia/Tokyo

Policy Deploy I[z Deploy updated policies to targeted devices after rule update completes I

" Cancel J

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Snort Rules B#rO4

Overview Analysis Policies Devices Objects AMP

Intelligence

) ) Help v admin v
Configuration Users Domains Integration Updates Licenses v Health »

Product Updates Rule Updates Geolocation Updates

Monitoring v Tools »

{ Delete All Local Rules ! Rule Update Log

Snort Rule Update 2020 03 30 001 vrt
Completed install of Snort Rule Update 2020-03-30-001-vrt

2020-04-01 00:09:56
Snort Rule Update 2020 03 25 001 vrt

Completed install of Snort Rule Update 2020-03-25-001-vrt

admin ° 4 08

2020-03-27 00:12:30

admin e -4 E‘

@ GUILER SystemBEEZ TD UpdatesEiEIR1#%. Rule Update LogZ&iR

@ ARb—)Lant=r\vr—2(-vrt) ol v —5%ER

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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http://twitter.com/EASyDMI

Snort Rules B#rO4

o
=
=

2020-01-31 00:11:150 § MALWARE-OTHER Win.Trojan.Ponystealer-7564561-0 download attempt

-
=

2020-01-31 00:11:154 § FILE-FLASH Adobe Flash Pla

- - -a-
0D oo ol

ﬂ
=
o

=
lua

er remote code execution attem

o
=
=

2020-01-31 00:11:15) | BROWSER-IE Microsoft Internet Explorer improper copy buffer access information disclosure attempt

-~
=

ﬂ
=
i

=
(%]

2020-01-31 00:11:15) | BROWSER-IE Microsoft Edge memory corruption attempt

INVT—BIZTEFSNT- Snort Rule R
Name/ SID(Snort rule ID) 1A —F Y —ASnortaza=F1ELRI—D AR

"snort.org“MB SIDEBERFET HERBZDBE RN EFOoND

Sid 1-35261

Rl Dieumeniaafion Heslerences

= Sreil hae delecied sapimes alhe v (he Sdebe Mlach Ployer Mashos o

el ol ok moecuin, ovenllow, Dul, gt en allecks i

par ok, v iy reelwarks bikock Tlaek aloguthe . e

aehhion wal v depreuled w 2020
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Snort Rules B#rO4

Downloads Home | Security | Firewalls | Firewal

(O\ Search.., )
Expand All | Collapse All

All Releass o

GeoDE

SRU

VDE

Snort Rules A—AJILEF R/ N —U ot BFNAEZMHEZRAIHEE

BHABICENZENDSIDA IPSHEIL—ILIZCEWLTESIRHONDEDHEE

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

| Fireponse Center Vinual

Firepower Management Center Virtual Appliance

Release SRU
A My MNotifications

Securs Rule Updates are for 6.4 .

File Information

Cisco Secure Rule Update 2020-04-07-001
For Version .4 and Iater, Do net untar.

Cizco_Hrepower SRU-2020-04-01-007-vrt.sh REL tar

soue Details

Sourct

Ciscg  Description

Related Links and Documentation
Releass Notes for SRU

Release Date Size

02-Apr-2020 145.86 MB

Cisco Secure Rule Update 2020-04-01-001

For Wi For Version 6.4 and later. Do not untar.
Cisco.  Release SRU
Release Date 02-Apr-2020
FileName Cisco_Firepower_SRU-2020-04-01-001-vrt.sh.REL tar
Size 14586 MB ( 152944640 bytes)
MDS Checksum b11362004c31189bc16767151¢814138 |

Jasao oo L ey

S oo s o o o e

New Rules Modified Rules Secure SRU 2020-04-01-001 Release Notes for SRU

2 SRU-VDB-GeoDB Content Updates- SRU

Cisco Talos Update for FireSIGHT Management Center

Date: 2020-04-02

This SRU number. 2020-04-01-001
Previous SRU number: 2020-03-30-001

Applies to:

» 3D Sensor versions: 5.x / 6.x
« Cisco FireSIGHT Management Center versions: 5.x / 6.x.

This SEU number: 2145

Previous SEU: 2144
Applies to:

« 3D Sensor Versions: 410
« Cisce FireSIGHT Management Center versions: 4.10

This is the complete list of rules added in SRU 2020-04-01-001 and SEU 2145
The format of the file is:

GID - SID - Rule Group - Rule Message - Policy State

The Policy State refers to each default Cisco Talos policy, Connectivity, Balanced, Security, and Maximum Detaction
The default passive policy siate is the same as the Balanced policy state with the exception of alert being used instead of drop.
Note: Unless stated explicitly, the rules are for the series of producis listed above.

New Rules:

GID SID

53525
53526
53527
53528
53529
53530
53531
53532

W oo

1 53533

1 53534

3 53535
3 53536

Rule Group

MALWARE-OTHER
MALWARE-OTHER
MALWARE-OTHER
MALWARE-OTHER
MALWARE-OTHER
MALWARE-OTHER
OS-WINDOWS

OS-WINDOWS

BROWSER-CHROME

BROWSER-CHROME

FILE-OTHER
FILE-OTHER

= L,
EEEI He

High Priority
Rule Message

Win.Dropper. Tess-7643790-0 download attempt
Win.Dropper. Tess-7643790-0 download attempt
Unix Exploit Lotoor-7643871-0 download attempt
Unix Exploit Lotoor-7643871-0 download attempt
Win.Malware Winspy-7644935-0 download attempt
Win.Malware Winspy-7644935-0 download attempt
TRUFFLEHUNTER TALOS-2020-1033 attack attempf
TRUFFLEHUNTER TALOS-2020-1033 attack attempf
Google Chrome deskiopMediaPickerController use
after free attempt

Google Chrome deskiopMediaPickerController use
after free attempt

TRUFFLEHUNTER TALOS-2020-1035 attack attempf
TRUFFLEHUNTER TALOS-2020-1035 attack attempf

Policy State
Bal. Sec.
off drop
off drop
off drop
off drop
off drop
off drop
off drop
off drop
off drop
off drop
off drop
off drop

drop
drop
drop
drop
drop
drop
drop
drop

drop

drop

drop
drop



http://twitter.com/EASyDMI

URL Filtering 72324 L EHE#H-BRERTE
Overview Analysis Policies Devices Objects | AMP Intelligence >eploy System

Configuration Users Domains Integration Updates Licenses v Health = Monitoring v Tools »

Cloud Services Realms Identity Sources eStreamer Host Input Client Smart Software Satellite Packet Analyzers

URL Filtering @ AMP for Networks

Last URL Filtering Update: Apr 7, 2020 9:23 AM Updale Now Last Local Malware Detection Update: Apr 6, 2020 5:53 AM

@) Enable Automatic Updates
@) Enable Automatic Local Malware Detection Updates

@ Query Cisco Cloud for Unknown URLs

(I share URI from Malware Events with Cisco
Cached URLs Expire

@ Use Legacy Port 32137 for AMP for Networks
Never

Save Save

GUILEER SystemBE T D IntegrationZzE#R# . Cloud Services#E iR
URL Filtering: URL Filtering Licensez @ A3 5B TEMIESN S B EIZLCTEREL. SaveFmER

Enable Automatic Update: 303 Z&IZ7 v T T— &R T 5 (BEHEFH - F AL IR LLEProxyiRHEFHDH)

Query Cisco Cloud for Unknown URLs: URLATI UL E2T—2avA—hILTHERTELGWMESICZ. VT5VRABRT 5,
T4 —DREEETIOBEEEFRALIKBWMGEXEDICT S,

BIEZE (X Configuration Guide® Chapter: Security, Internet Access, and Communication Ports|Z52 &k
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-quides-list.html



https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

Security Intelligence EHEH R Pa1— VI LR

Overview Analysis Policies Devices [olij{ad] AMP Intelligence Deploy ., System Help v admin v

Object Management Intrusion Rules

Network Lists and Feeds [ Update Feeds ] [ (&) Add Network Lists and Feeds } | 4y, Filter |

MNetwork lists and feeds helps you quickly filter traffic by collecting IP address and address blocks. Its used in access control policies to blacklist and whitelist as part of Security Intelligence.

By S sss———————— E ———
4 |_"‘ Prefix List

L-x‘ IPv4 Prefix List Cisco-Intelligence-Feed Fead é/a
; Last Updated: 2020-04-07 09:39:05
|5 TPv6 Prefix List
= Cisco-TID-Feed

RADIUS S G

o erver Group Last Updated: 2020-04-07 10:21:59 feed &
{4/ Route Map

. Global-Blacklist List &
4 -g]i Security Intelligence Global-Whitelist List &

{:ﬁ DNS Lists and Feeds
.g‘ﬂ Network Lists and Feed:
& | URL Lists and Feeds
@ sinknole
u—lu. SLA Monitor
a Time Range

@ GUILER ObjectsBz T® Object ManagementZ &R
@ Security IntelligencelI® Network Lists and Feed F7=I& DNS Lists and Feed%&1R

TIAILE 2B R $h
B~—7%2R . s iEHesms T Em a4

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 52
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ATvT 1-1: CSSMIZTSA U RFER

Cisco Software Central

v

Download & Upgrade

Software Dawnload
Download new software or updates 10 YOur curront software

eDeivery
Get fast eloctronic fulfiiment of softwace, kcenses, and
documentation

Product Upgrade Tool (PUT)
Order major upgrades to software such as Unified
Comemunications.

U

Products
of al availabie software updates

]
CISCO

&
Network Plug and Play

Plug and Play Connect

Dovice management through Plug and Play Connect portal
Leam about Network Plug and Play

Training, documentation and videos

Q

&)

License

ing
Nage PAX-based and other device licenses,

Smar Soltware Licansing
Track and manage Smart Software Licenses

’ ” .
Generate and manage icenses from Entorprise Agreoments.

and/or its affilia

All rights Public

CSSM: Cisco Smart Software Manager

https://software.cisco.com/

4 )y

Cisco Software Central

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alernts| Inventory Convert to Smart Licensing

Virtual Account: [N

Product Instances

General Licenses

Reports

Preferences

Event Log

5 Manage License Tags

alen]n
CIsCoO

On-Prem Accounts  Activity

License Reservation... ()

@ Show License Transactions

Q@

Feedback Support Help

Hide Alerts

@ Major FF) Minor

By Name By Tag
Search by License Q,



https://software.cisco.com/

ATvT 1-2: CSSMIZTSA U RFER

Cisco Software Central > Smart Software Licensing S mart ACCO u nt(SA) _ _

Smart Software Licensing Feodback Suppori Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

) Minor Hide Alerts

Virtual Accoun: NS | s \/irtual Account (VA) @ el

General Licenses Product Instances Event Log

By Name By Tag
Available Actions Manage License Tags License Reservation... [ Show License Transactions Search by License Q.
Advanced Search v

License Billing Purchased In Use Balance Alerts Actions
@ C3650_24_lpserv Prepaid 1 0 +1 Actions
@ 9500 DNA Advantage Prepaid 3 0 +3 Licenses Expiring Actions =
@ Firepower MCv Device License Prepaid 20 2 +18 Licenses Expiring Actions =
@) Firepower Threat Defense Base Features o Prepaid 2 0 Actions -

@ Threat Defense Virtual Malware Protection IE i3 ( 11’5_ éné & '_‘6 ° ( i Té;h’é Licens: pirin Actions

” \
PurchasedMBII=HATLI-BRA DFA £ ABH 5 Sh TS H .

@ Threat Defense Virtual Threat Protection Prepaid 2 Alerts Actions
@ Threat Defense Virtual URL Filtering Prepaid 4 0 +4 Licenses Expiring Actions =

Showing All 7 Records




ATw7 1-3: Registration TokenF4T

HBREFEORN:
MDCSSMTRegistration TokenF 1T
@FATLTI=TokenZ #4288~ A

@ TokenlZEBEHIN TULVASA(VA)IZEEZNIEMNES
@VAIZER LS AN B AL

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Acf

Virtual Account: [T

General Licenses Product Instances Event Log

Virtual Account
Description: test va account

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual accou|

New Token... _ 7 1w
v
E Expiration Date Uses

nUse”IZhvhand, HiThnlE-17 4 YUBEA AL out of compliance” %%

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: -
Description : FTD setup guide project {E %": —CEE A
AMEARBHEEEA
Between 1 - 365, 30 days recommended (*ﬁé%ﬁ’\ Is—g‘/% A jj L/ .
e purerof e ZDHEMNCSSMIZHET
The foken will be expired when either the oxy:.-mt-#a_& xmg—‘%vﬁf«?éfm ;ﬁ 3(';)] E %ﬂ)

Allow export-controlled functionality on the products registered with this token

D)y — e

* Expire After: 30




ATw7 1-4: Registration TokenF4T

New Token...
Token Expiration Date Uses Export-Controlled Description Created By Actions
ODUSMmVhNZE{ZDhk..80  2020-Mar-21 03:17:22 (in 30... Allowed FTD setup guide project [ ] Actions » I
MWRjYTASMGYtOTVi..Ed  2020-Mar-06 01:17:48 (in 15... Allowed FMC - Actions I Copy
OGEyNDIiYWQtYzgxYi..E Expired Allowed ¢at9300_edge?2 - Download...
MDg4N2ViZWUtNzlyM..B3  Expired Allowed [ ] Actions| Revoke...

XExFDTokenlF—FB LIZR TSNS,

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ATv7 1-5: FMCOSL&E %
XFTDZEFMCEEET HI5E . FIDTHAT S5/ XIIFMCIZTEE SN,
System > Licenses > Smart Licenses X Cisco Success Network: FMC O F|AKRZEL RaICEF T HEH

Dverview Analysis Policies Devices Objects AMP  Intelligence

L GG Help »  admin
Configuration  Users  Domains  [ntegrabion  Updates  Licenses » Smart Licenses  Health ¥ Monltoring *  Tools »
Smart Licenses

Classic Licensas
Welcomne to Smart Licenses

Brfare you use Smart Licensos, obtain & moistration tokan . . . N
from Cism Smart Saftware Manager, then dick Realster itz — 2)99 Smart Licensing Product Registration ? X
Product Instance Registration Token:
Smart License Status Cisca Sma Softwars Manager
Usaga Authe-izaticn: ik ODUSMmMVYhNzELZDhkNIOONTRILTgINTKINGIOMjZKYWIMNDg3LTE1IODQ3NjA2%0ANDIZODREWNdvZVkrvzd
T B 3U2VIMWIXcWHORCE4ekNpRjB4SYkvektSVUd2QU1X%0AanhzUT0%3D%0A
roduct Registration: £ Evaluaticn Period (Exgires in ays]

g v s AT F1-4TCopyLf=TokenZZ ZIZBRY{FIT5

Lxport-Coatrollad Features: Uisziled e e o e e L e e o e e L L
Cison Success Menwork: oisztled @ under the assigned virtual account. Cisco Smart Software Manager

Cisco Success Network

Smart Licenses flter Deviees. Cisco Success Network enablement provides usage information and statistics to Cisco which are essential
License Type/Device Name | License Status Device Type Domain Group for Cisco to provide technical support. This information also allows Cisco to improve the product and to

make you aware of unused available features so that you can maximize the value of the product in your

(] Firepawer Management Center Virtual (1)

o network.Check out the sample data that will be sent to Cisco.
 Base (1) o Management Center establishes a secure connection to the Cisco Cloud so that it can participate in
additional service offerings from Cisco such as technical support services and monitoring services.
| Malware (1) (-] Management Center will establish and maintain this secure connection at all times. You can turn off this
connection at any time by disabling Cisco Success Network. Disabling this will disconnect the device from
(] Threat (1) [-] the cloud.
] URL Flitering {1} [~

Disconnection of Cisco Success Network will not impact the receipt of Updates or operation of the Smart

Licensing capabilities; such functions will continue to operate normally.
AnyConnect Apex (0}

AnyConnect Plus {0)

I Enable Cisco Success Network I _ 1%:%":0 &tb\ Bg%-’bﬁlﬁg
Internet connection is required. 7 U ‘y7 _ Apply Changes | | Cancel




ATv7 1-6: FMCOSLZ %k

Tasks THAN R AEFE A A BE
Deploy [! ] Help + admin v

SERLEDROEME

Deployments | @ Health

o2

) 20+ total 0 waiting 1 running O retrying 204 success 0 failures
Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token

';} Smart Licenses
from Cisco Smart Software Manager, then click Register o

Registration|
Registering U

Deploy | & Help v admin v

Deployments § @ Health

20+ total 0 waiting 0 running O retrying 20+ success 0 failures

&' Smart Licenses

Registration to the Cisco Smart Software Manager
Registration was successful

&2

Cisco Firepower Management Center for VMWare 6.4.0.7 Build 53 (FMCv) - admin

Overview Analysis Policies Devices Objects | AMP Intelligence

Deploy System QEEIEEET TR

Configuration Users Domains Integration Updates Licenses » Smart Licenses Health » Monitering * Tools »

Smart License Status Cisco Smart Software Manager @ @

Usage Authorization: @ Authorized (Last Synchronized On Feb 20 2020) _ {E}Eﬁ;{k;ﬂ@xj—-_gxo L‘%gﬁa,{tyx;&{%;ﬁ L,—CL \#’L(:fAuthorizedtfdtéo

Product Registration: ? Registered (Last Renewed On Feb 20 2020) h
Assigned Virtual Account: [ ]

Export-Controlled Features: Enabled

FMCTEELTWARAMNIEREIZCSSMAIIZ &SN B ERegisteredéri b,

Cisco Success Network: Enabled @



2% FMCOSLES (SAEV AT ED T —R)

XKFMCECSSMTEREICREIFHETERESNN, BESAEVRZRFLTOGNVKEDOEE

Smart License Status Cisco Smart Software Manager @ 9

Usage Authorization: X Out of Compliance (Last Synchronized On Feb 20 2020) ‘ Re-Authorize J

Product Registration: @ Registered (Last Renewed On Feb 20 2020)

Assigned Virtual Account: \\ jyjaigjio)ﬁﬁ‘ o
Export-Controlled Features: Enabled ﬁﬁi E ﬁ_; [ i IE "%"

Cisco Success Network: Enabled @

Smart Licenses

Filter C

(| Firepower Management Center Virtual (2)
» ] Base (2)

b Malware (2)

RELTWSTA UV RART—RAMFKRIEY
TR DM R IRE

] Threat (2)

e © @ 0 o

" (] URL Filtering (2)

TR SZ5E . FMC: Smart License &b AixE ST I a—T42 5
AnyConnect Plus (0) https://community.cisco.com/t5/-/-/ta-p/3296811

AnyConnect VPN Only (0)

Note: Container Instances of same blade share feature licenses


https://community.cisco.com/t5/-/-/ta-p/3296811

Routed Firewall&ENetwork
18—

DiscoveryMExX &
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ATw73-1: Routing

- FIDDTI4IWNT—h T (ZHRE. BEEADT —bITATIRGLENS T4 IRATHS
_e‘:l-,IM

Edit Network Object ? X
Marme |Gw1 |
Add Static Route Configuration T Description
Typa: O Pt I ‘
Interface® | b =
Metwork D Host Range Netwark FQDN
Avallable Network €5 [+ ] Salected Netwark

|192.168.25D.25ﬂ |
4, Search

Allow Overrides |
S any-ipvd
Hew

% INSIDE-192-168-1-0
& TPvd-Zenchmark-Tests | edd |

S TPv4-Link-Local
8 TPed Multicast
S IPva-Anvera-13.000, 08
S Pvd-Brivate-172.16.0.0

8 o152 6801 Devices > XRFTDEZEIRL, aE~Y— ") vV &IZRoutingZ# iR
e [l Static RouteZE iR
£ ( Add RouteZ:#E1R

poes e Interface (3B5E) . any-ipv4Z:EIRL . "Add"%:E1R

Rauts Tracking: |

TIRAI—U%ER
GWELSHRARELT 192.168.250.254%NW Object& L TE L.
© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public :;haéig*ﬂ

“OK"Z&:ER




. Routing

o: ENERRY Onjects | AMF [wbdlligence

Owervcw  Analys

Dmdce Management  HAT | WPNT 0 PachemSeminge | AesCony | Cerfones

FTDwO1 L1 | Eaea J
A R A b el v
i e e (M) 1
ame & Py
P
™
e s s
*oEma WL el el L haaz SR
LMLk G ety Ly ry—
© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

Deploy Policies Version: 2020-04-15 DBi34 PM

20200413 02:35 A4

i 5 oy
s Pty 5

0 L erwfibar piizy: i it Sroeitar Policy
[eprp——,

D b o Confquation Dstais)

155 Rute Lpcate (2000-02-12-000 412}

0 ok ] 350 - DL E 1R 0

{53 Snorerson 29,04 (B0 L5GT6 - e

P pep—.

“Save”ZEIR
“Deploy” %2R
EEINT=

EEHERD L. DeployRRBERICFIVIEAND
"Deploy” &R




ATy T4-1: NAT

- FIDTITONAT(PAT) 5 FE

Dascription:

Thure are no poicies created, Add 4 new Firepower NAT Poicy (or) Threat Defense NAT Polic
Mew Policy 7 X
Narne: NAT-Policy @

Targeted Devices

Select devices to which you want ke apply this policy.
Available Devices Selected Devices

-, Search by name ar valua ! FTDwO1 @
Devices#%:&iR
NATZ 2R
“Threat Defense NAT Policy” %:&iR
NAT PolicyD &I, X RHEaaz1ERL. "Save”

“Add” %2R

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public @



ATy T4-2  NAT

Add NAT Rule I Add NAT Rule ?
AT Rugle. Ao NAT Rule v I MAT Rule Auto NAT Rule v
Troe: Dynemc v Troe Dynamc v
Transation Advanced I intedace Obiets [T paTrool  Advanced
Avallable Inteface Objects € U Source Interface Objects (1) Destination Interface Objects (1) Original Packet Translated Packet
{ Search by name ks Inmde_sone B  udacutnoe_zone 5 Onginal Source:™ ‘b anslated Source: Address v
«4b InDde_zone > Q
(43 outude_rone Add o Onginal Port: @
Add to
Destaabion
o | Cangel Ov Cance!

New Network Object

Name INSIDE-192-168-1-0
Description
Network © Host " Range ~ Network ~FQDN

192.168.1.0/24 |

Save Cancel ]
=

Allow Overrides

TMINDRIYNT=IFRLR (CZTIE 192.168.1.0/24) &5k

NAT Rule. Type. Sourced & U Destination
MInterface ObjectsZR D K512:E IR

Translation 3T D TS5AT—9% &R
Network Object&LT192.168.1.0/24% K
“Save” & &R




—_— 0o

AT7Tv74-3 : NAT
Destination Sourcel&EDTFRLRIZE#T 2N EERTE, T
[ TL\InterfaceDIP7RL R EIEE

Add NAT Rule

Deploy Policies varsan:2020-04-15 0D:4D PM

SIS 1
NAT Rude Auto NAT Rule hd

Tye Dynamc ~ @

Mmmmmm Aavanced

iy ACOTRS-POLTEY
¥ Bulsral Seacavity anl Corrand ity

hon Polizy: b Rules Actree
Original Packet Translated Packet oy INTRLISTR-POIES
Onginal Source:* INSIOE-192-168-1-0 o Translated Socrre. Destraton Interface 19 ¥ Deaut DS Paicy
W T e et (o el e £
Trtacface Otimcts i Totectace Objec
Original Port; o - i b hd

(0 predilier Povirsg: Dulasl Prefiliee Podicy
153 htmare Discovery

5 Desis Lonhiurshioe (et}

50 b st G200 )

0 s (i 350 - M- A )

1 S b 2,514 (Rl 15605 - ety

™

Original Source, Destination SourceZ R M &5123E 4R
“OK"ZZER

“Save” & &R

“Deploy”Z#E1R

ETHEINT-FREEHEZD L. Deployxt REERIZF Vo
AND

- B honsde miee L eumds zens g IRSIDE-19E- 1610 o 1roetac

o s P 0
® AT Reles aer

®© O®OOO

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

“Deploy”Z:&E1R



ATw75-1: Access Control Policy
- FTIDZANLI-@EZ ST 57R') > —(Access Control Policy)Z{&1E

Overview Analysis st ices Objects

AMP Intelligence System Help v admin v
Access Control » Access Ci ork Discovery Application Detectors Correlatlon Actlons v

Object Management  Intrusion Metwork Analysis Policy DNS  Import/Export
© ) New Palicy

ACCESS-POLICY Targeting 1 devices

2020-04-08 17:02:26
Up-to-date on all targeted devicss

Modified by "admin®
m Security Tntelligence  HTTP Responses  Logging Advanced
#A Filter by Davice

| Show Rule Conficts & () Add Cetegory &) Add Rule  Search Rulas

w Mandatory - ACCESS-POLICY (-]

Thare are na ules in this section. Add Rule ar Add Categary

w Dafault - ACCESS-POLICY (-]

Therg are ng nies in this section, Add Rule ar Add Categary

Acsass Control: Trust All Traffic

Logging 7 x &U&ifif‘i_ﬂ%ﬁl‘]
18 o o vt @ [C2ETHDREEZERE

i
©)

@ Log at End of Cannection

o (BF¥I) 950D ELT,
Bomvor Default Actionl&Trust
) e T o o s et D all Traffic9 %

Policies#&1R

Access Control>Access Controlz&3R
MET—IFEIR

Default ActionZZER

HD<T—o%ER

Logging GE{EEF AT LT=log& & C TG T HHhEIR
“OK’%3EIRL. FD# Access Control Policy T
“save” FFER

[

All rights reserved

=3 ncel

SICIGISIEISIS)

© 2020 Cisco and/or its affiliates

Ci PO

@




ATv7F5-2 : Access Control Policy
Policies Devices Objects AMP Intelligence Depla System Help * admin ¥

Access Control * Access Control Network Discovery Application Detectors Correlation Actions

ACCESS—POLICY You have unsaved changes l An@t .. — [ E Save ] [ o Cancel ]

Enter Description

Deploy Policies Version:2020-04-15 09:09 PM ? %

FTOWO1 No D 2020-04-15 09:08 PM

i Intrusion Policy: Mo Rules Active
Tle Policy: FILE-POLICY
ntrusien Policy: INTRUSION-POLICY
NS Policy: Default DNS Policy
551 Policy: SSL-POLICY
e 8 Prefilter Policy: Default Prefilter Policy
(£ Netwark Discavery
© Device Configuration|Details) i D e p | Oy” %% *R
() Rule Update (2020-02-19-001-vrt)

(2 vDE (Bulld 332 - 2020-02-18 17:17:19)

{29 Snart Veersion 2.9.14 {Build 15605 - daqa) % E é*‘-’f: E& E é EE Eﬁ.‘?\ 0) J: N

Deploy &RERICFIvIZEAND
“Deploy”%&1R

Selected devices: 1
| Deploy ncel |

020 C

and/or its affiliat

All rights



ATv76-1 : Network Discovery Policy

- Network Discovery Policy&l&

- HESNTF=RVRT—IRNT, EORRN OS. TITNT—2aVENEET HH
ZEMAL. FMCTEIELTUL = DR —

» CORYD—TIIER T DEEZRD, TOREEAMICTS

@D PoliciesZiEiR
@ Network Discovery#&iR
@ $hET—UEER



Edit Rule

Action: |u|sc:me- =1 Hasts Lkers Applcadons

A Tw76-2 : Network Discovery Policy

TR e Fotesusiens
Aveiable Netwarks & @
| 1, Search by name or vaue

Metworks

| = 000000
Byary oo

T IPv-Frivam-all-R LS8
oy ipd

& arrpeipts

o

4 INSIDE-192-165-1-0

¥ v o o Tiomer: Hoem, oew, spaioatiors
ackl

TP Raehar Tuscs
2 Fvd-Link-Lees
TP Ml

5 IFvd-Frivae-10.0.0.0-8 | Errier retwerk adcres

BERxI&RI£192.168.1.0/24&L T,
INSIDE-192-168-1-0

ELVONW ObjectzERL THLS

Edit Rule
Actlon: Dier = co=  MlUsers| < Asolcations

Zanes  Hort Excdusiors
Avallablo Matwecks € ]

e 1
Reatenrics

| 4, Search by name or value

B THEME-102-168-1-0 []
By
B IFea-Froata-Al-FCIELY

» =~ frh

JIFV—VEERL. EREADRYNT—DZHIER
UsersIZFzvoZE AN, BRI R R YET—0%"Add" 7 REV T
BINT 3 (BEIMICHOStsEEIREN D)

G Ped-livk L acal

S IFwi-Rutiast
£ TPed Proatz 10.00.0 8

Ertar natsark oo e 1 s

“Save"ZEIR

“Deploy”Z#iR
EREIN-REEHEZD LDeployM R R FvIEAND
“Deploy”Z#iR
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A Tw76-3 : Network Discovery Policy
. FMCASERER Utk R MR A FERR

System Help r admin v

Devices Objects | AMP Intelligence

Context Explorer Conl i Intrusions ¥ Files » Hasts » Network Map A Carrelation * Advanced v Search

m Network n-\m e 1 of Comp P Protocols  Vulnerabilities  Host Attributes
N
4 Filter by IP and MAC addresses x Host Proﬁ Ie Generabe White List Profile

Unique hosts: L gp agdresses 192.168.1.101

NetBIOS Name

D [BLAVE _ Device (Hops) FTDvO1 (0)

=5 EBEY o MAC Addresses (TTL) 00:0C:29:1A:88:DF (VMware, Inc.) (128)

O 192.168 (1) 3 Host Type Hast
Bl 192.168.1 (1) [i  Lastseen 2020-04-15 21:11:32
192.168.1.101 f  CumentUser

View LContext Fxplorer | Connection Events | Intrusion Fvents | File Fvents | Malware Fvents

Hosts [IPvE] (0]
Indications of Compromise (1) » & Edit Rule States || [3 Mark All Resalved

Hosts [MAC] (0}

Malware Detected Threat Detected in File Transfer The host has encountered malware % 2020-04-13 09:53:31 L 2020-04-13 10:40:10 5]

Operating System v ' . Edit Operating System |

Microsoft Windows 7, Phone 7.5, 8 Firepower

Applications (73) »

@ AnalysisZ:&iR
@ Hosts>Network MapZ 2R

[] AoL Ads

[ s5L client

IPPRELR, OSOEREN-7T)r—ay R—rESZFDRHEMN RTINS




Prefilterd &5



IL

FTDALIEIE 5 181 22

Intrusion
(for AppID)

Identity

Access
Control Rules -

. Access
Control Policy

Optional

& | SI/DNS

Intrusion

o File /

Malware

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Prefiltertfi &

- ASATU OV TL2-LADAHNIBT H1=-8 . BRI BEFIEIA AIREIZLE S

- F2 2 JL(GRE. IP-in-IP. IPv6-in-IP. Teredo Port 3544) RN D/ \ryk%
InspectionTE%

RELBEZSNONIVOUIZEST BlockT Sl ET INTA—V U REE
WI:’C%%)

- Snort)L—JLXOVDBE L E TR AT HSnorntBEFHICLHBEFES.
Fastpathd H— & T [EEETES (Fastpath: SnortfhIEBE L2/ /78X)

[PreﬂlterOﬁlJFH’T Z451]
SNotT P UERALLBS THERWMEEIN-RBE/NY I T v TBIEPLHESILEIE ZFastpathd 5
o FEREEIRAOUDP SyslogZ ESnort BREENRFICH V) > S 1= < L LVEBIE FFastpathd %
s BALHMICHAERIPTZ FLAMNSDBEEFSnot TP V&N &7 12Blockd %
s FHELABEWVWBLCIEHFRILAEWP 7 RLAEDBEEZESnot T V&N & [ZPrefilter TBlockd %
o ASABITY—ILDHLBITEINDETIERaA FO—ILI Y Y (ACE)IDTL—ARRILE—E LTHEET S



Snort YRAA—RkZ kB2 % [O] 5

ETD BOX » fastpathahfza v a (&, Snort YRE—MZ &7 E
Jo EZ(F7E0
_Snort_

T

H Default
=l Flow Preservation. Fail-Open

Prefilter (Fastpath)



Prefilter & Access Control Policy EMD&ELY

Rule Action

Rule
Criteria

x>y

W IEFF
A7 5 R

Prefilter
Policies > Access Control > Prefilter

ASAT VTV

Analyze
Fastpath
Block

Interface, Network, VLAN tag. Port
Fastpath& Block® &+ 3% 5E 8]

AnalyzelEFa]
(Analyzeld B FANED O ¥ > JEREITIKTE)

7 & AGIEALED T TRAISET
.

oot

Access Control Policy

Policies > Access Control > Access Control

ASAT P U+SnontT ooy
(BRERNBFIZKYZEAL)

Trust, Permit, monitor,

Block, Interactive Block,

Deep Inspection % &

Z2#

(URLX®ST7 T r—= 3 U1EHR.
IR IEER AR &£ FIFEE)

2THaRT L3V THRIG

SENBIZLYATE)
SERNRICKYAE)

ol

(
(

o



5% Prefilter(Tunnel Rule)M 74 JLZIZDLNT

» Prefilter(Tunnel Rule)® 2 4 JLZ &, b2 2*JL(GRE, IP-in-IP. IPv6-

in-1P, Teredo Port 3544) b5 7 4 v OHNERIPA Y ZZEDINT
TJ4IWL3) 0535

Firewall
192.168.75.x/24 192.168.76.x/24 R
39 e
GRE tunnel 20
10.0.0.0/24
Prefilterl L ERPA YA %5 8 Access Control Policy[XNERIPA YA &SR
L2 Quter IP GRE Inner IP L2 Outer IP GRE Inner IP
Header| Header Header | Header Header| Header Header | Header
src=192.168.75.39 src=10.0.0.1 | L7 src=192.168.75.39 src=10.0.0.1
dst=192.168.76.39 dst=10.0.0.2 dst=192.168.76.39 dst=10.0.0.2




5% PrefilterMActionl 22UV T

Toay ZRER

Analyze LNAZ O UDEITSnont TP UIZ&>TFz vy End, #7arThroRiLEnf=+3
(Default) TA4VDICRTHEENYLTBRIENTES, PrefilterDAXT VT HRENTEAELN,

Block JO0—[FASAT D VIZE-2TTAYIEND, FURILDODAEBANYT—DF v Ensb,

Fastpath TZO—(FASAT VD UIZE>TOHNEEIND, Snort T DU EFERA LG,

sco and/or its affiliates. All rights reserved. Cisco Public



Drefilter(Prefilter Rule)3% 5

BES )7 :Local Network(192.168.1.0)% M7 M TFastpath9 558 €
MERNFRERIFEIIRA YT



Access Control » Prefi Ne:

Default Prefilter I=u:1l|::¥t
Default Prefilter Policy with default action to allow all tunnels

New Policy

Application Detectors

A TwF2-1 : Prefilter(Prefilter Rule) D& Rk

Overview Analysis JREUEERP S@ices Objects AMP

Intelligence , System Helpv admin v

Carrelation Actions ¥

Object Management Access Control

-

() Mew Poli

Global 2019-04-11 15:53:01
Modified by "admin"

Name: ||

Description:

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Pub

C

Save Cancel

Policies%&3R
PrefilterZz &R

New PolicyZ&iR
£E 0 % i1 &Description(Option)&E A A
“Save”ZEIR




2TwvF2-2 : Prefilter(Prefilter Rule) D{ERL

Access Control * Prefilter Network Discovery Application Detectors Correlation Actions v

Object Management Access Control

) New Policy

Default Prefilter Policy 2020-04-07 09:25:35 -

Default Prefilter Policy with default action to allow all tunnels Global Modified by "admin” L_D j J

Test Prefilter 2020-04-06 22:43:08

Test Gobal Maodified by "admin” [D ¢4
Access Control * Prefilter Network Discovery Application Detectors Correlation Actions v 0
Test Prefilter S | @ cance |

Test

Qe

() Add Tunnel Rule () Add Prefilter Rule rch Rules X

There are no rules. Add Tunnel Rule  Add Prefilter Rule

Non-tunneled traffic is allowed Lo C T Y CLER T LT R s il Analyze all tunnel traffic R u

@D  {ERLT=PrefiterD$hE<—9% &R

@ Add Prefilter RuleZ:&iR

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 82




RTw72-3 : Prefilter(Prefilter Rule) DAERK

Add Prefilter Rule

@ Prefilter rules perform eary handling of traffic based on simple network istics, Fastpathed traffic byp. access control and Qos.

Name Tesk. Prefilter Rule Src

Insert  pelow rule ¥l |o

Action | ~* Fastpath

Interface Objects

N Tags @ @ Comment  Logging — >
e Source Netwaorks (0) Destination Networks (0) 1 {f T E 0) ru | e % 1’F Jjjz

any any

Avallable Networks €

| 4, Search by name or value
Eyany

=5 IPvi-Private-All-RFC1018
-i any-ipv4

50 any-ipve

! Add to

] Destination
% IPv4-Benchmark-Tests @

5 IPv4-Link-Local
S TPva-Multicast
28 IPva-Private-10,0.0,0-8

Enter an IF address | Add ] | Enter an IP address | Add

Add Cancel J

EEDAFEAD
FastpathZi&iR

Networks# &R
FastpathZ @ 9 dNetworkz &R
Add to SourceZEiR
“Add”%ER

O]
)
€)
@
)
)

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



ATV T2-4 Prefilter(Prefilter Rule) D 4 AL

Systam  Halp ¥ admin ¥

LRy Devices Objects  AMP Intelligence

Access Control * Prefilter Hetwark Drsoowery Aaplicetion Detscars Corredation Abons ®

Test Prefilter ow hawe unzzves canges | anuteen it st | [ Swve || @ canze |

T

(3 ] Tl Ml 3 Ak Prafilaee Tl

Tt By lher Sum 5 Pwtter any s any ey any ~ st r\ " SE
1
Dfault Action: Tunnal Traffic ERETT T \1/ -
~~ ,— -
Add Prefilter Rule 7 x 21‘[ E 0)rU|ej€_1’Fﬁk_
@ Prefilter rules perform eary handling of traffic based on simple network istics. Fastpathed traffic byp. access conbrol and Qos.

Name Test Prefilter Rule Dst ahled Insert | below rule | b . Erla o | ~r
N e Logging&gX E IFEE

@ Comment  Logging

Source Netwaorks [0) Destination Networks (0]

Interface Objects

Avallable Networks €

| 4, Search by name or value

any any

B any

) IPvd-Private-All-RFC1018
2 any-ipvé source

= oW
o e
! i‘P.\;i-BEncl‘.ll;aﬂ(-Tﬁts -
& TPvd-Link-Local

S TPva-Multicast

58 IPva-Private-10.0,0,0-8

Add Prefilter RuleZi&1R
EEDARIZAN

FastpathZ &R

Networksz &R
FastpathZ & 9 dNetworkZ#E1R

Add to
Destination

®

lEnber an IF address | Add Enter an IP address

Add to DestinationZE&iR
“Add” &R

SICISISI®ISIS

© 2020 Cisco and/or Its attiliates. All rights reserved. Cisco Public




Z7-y7 2-5 : Prefilter(Prefilter Rule) D {FRL

ew  Analysis WOIIEEEN Devices Objects | AMP Intelligenc

Access Control » Prefliter | Nebwoes Discovery | Applicaton Detectars  Comelation Actians v

Test Prefilter You have unsaved charges | dnalyze HE Counts || [ Sa ncel

Te S— Access Control PolicylZZ®M
y T — N Prefilter PolicyZ#t2 (15

1 Test Fraiter ule § Frafiter any vy & INSIDE- 102150 20y

2 Tost Prafiter Rule © Frafiter oo

o INSIDS 193 168 anp any any = Fastpat na a J8

Prefilter Policy ? X

The prefilter policy performs early traffic handling using simple network
characteristics, Including nan-encrypted encapsulation. (Firepower Threat
Defense only. )

Test Prefilter

ew  Analysis WeIHEEN Devices Objects  AMP  Intelligence

Accass Control = A rol  Notwork Discowey  Applicatin Detactars  Cocvelablon Acfians =
Object Karagement Intusor Moetsork Aaalysis Pelicy. DRS TapoetyEaport.
| @ wewparer |
ACCESE-POLICY T‘al\: Kmldmoﬁs I AOZ?rOTSBl!IE:IZB

"Save”ZEIR
Access Control > Access ControlZ&iR

AMP  Intelligence

Access Control  Access Contral | Neowork Discowvery  Appiceton Defoctors | Corelation | Actions =

prcess oy = Prefilter% & $ % Access Control Policy®
Prafilbur Policy: Cefult Sefiber Ba o S5L policy: SRCPOLCT Idmntity Policy: lone ﬁl@l\%?_a%%*ﬁl

Prefilter PolicyZ&1R
YER LT=PrefilterziEiR
“‘OK"%E#R

@
)
€)
@
)
®

@
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2Tv 7T 2-6 : Prefilter(Prefilter Rule) D{ERE

Hetwark Discovery

#pplicydon Detecto

ACCESS-POLICY o v wensarst changes | _scatze Wt Counte || swen Ly "

Overview Analysis JUSEEN Devices Objects AMP Intelligence ) System Help v

admin v

Access Control * Access Control MNetwork Discovery Application Detectors Correlation Actions v

Deploy Policies version:2020-04-08 02:14 PM X 2

E 3 =IFTOVDL Na FTD 2020-04-07 05:25 AM

() NGPW Settings: FTD-POLICY
Palicy; MAT-Folicy

Poiicy: ACCESS-POLICY

- Intrusizn Policy: Balanced Securily and Cannettivity
Intrusica Policy: Mo Rules Active

--File Policy: FILE-POLICY

- Intrusion Policys INTRUSLON-FOLICY

-DNS Palicy: Default DNS Policy

551 Falicy; SS1L-POLICY

--Prefilter Policy: Test Prefiiter

Metwark Discovery

“Save"#

o ‘Deploy” Z 8

R eyl EELI-BREEHEED L. Deployxt 2RI
FIviE AND
"Deploy” &R

000000

Selected devices: 1
| Deplay ncel |

© 2020 and/or its affilia

All rights
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Intrusion Policy#tZ(1/2)

Intrusion PolicylZIES T R F v (TR T H/NTA—IMEEN., FFT1vTIC
X1 BHIPSHIRDFELZHIEHT 5,

BT RFYDINGA—H

Rule State +  Generate Events TR FREV D EEERTE
*  Drop and Generate Events
Disable
Inherit
Event Filtering «  Threshold —EFRFEIICHNINDEAARNUMI AR
«  Suppression HAITRBELZL T R FreyhEE, ARk
HHIFE DT
Dynamic State Rate-Based Rule State U RFYDEYMAEICIELTEVRED
EMEE LS EEERTE
Alerting SNMP Alert EvrEEDSNMP7 S—hDERTE




Intrusion Policy#tZ(2/2)

Intrusion PolicylXfEBRI L —1EEE LD, B X User Layers&Built-in LayersIZKAIEH
5%, Build-in LayersldimA MY EARL-O1—FHNR)—DORBCIERZRELEETEHD(E
User LayersIZE&FENDRIL—DATHSH, RID—RBTERLGEHINTA—INTHEETHHEE(E
KYEBEIECZOS VL EBOLDONMERASNDS,

My Changes

Firepower Recommendations

Base Policy




4 [E1E%F 9 BIntrusion PolicylZDLNT

- FHEiZ BRIEL TS0 b T4 VDI EE S AWV T R FrEvhEIC
IN TN BELGEWRY Y —Z BT %, RIRRTII/N 7Y ERICHEET S
CEBREITAETH D,

c BEELGFEEZTOOIZ. flELT—RMARETEYRLYOT L —E D
R TFYEFETHERNZT S, ATYT2: POVRIZUT R TFvDFENIERTED~
ONINIZHT=-%, EBRETIXINSZFHTAMICT A EIIBETIIEL,

- IPSEEREMNERIZENMEL TS EZFTERRT A1=-0IZ. PIngTEYLT 5%
O RTFNEFHTHEMZT D, ATYIT2: POVRIZU T R F YD FENEHRTEOG)~
DI NIZHT=%, EREBETIICNOEZFHTEINICT B EIXRETIEEL,
. Eicar (MalwareTRARE(E) IZ DLV TIZIPSTIZ AL Z B DFiledR) S —TH AN
15120123 T AV —FaFHTEMZT S, ATvT2: POVAEIZVS
2FYDFERTEO~-OMNCNIZHTI-%. ERETITEE,




Y T Sy
EQJTE@/?IE*L

- 27w 1 : Intrusion Policy M E Rk
« ATV 2 POVRIZV T 2 F v DFEIRTE



ZATv71 Intrusion Policy D X

Overview Analysis JGEUISEES _Davices Objects = AMP Intelligence

System Help v admin v

Access Control » Intrusion Discovery Application Detectors Correlation Actions v

)

Import/Export [ntrusion Rules Access Control Network Analysis Palicy

Policy Information

Name = |INTRUSION-POLICY

Create Intrusion Policy 7 X
Description |

%
Drop when Inline ¢
Base Policy | B urity and Connectivity ¥ |

= Required
[ Create Policy I Create and Edit Pcllcy(

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

¥ Compare Policies | _O creaﬁlicy |

PoliciesZ iR

Access Control T ®MIntrusionZ 2R

“Create Policy"&%91)v%

NameZ A 11, A& # TIL”INTRUSION-POLICY” &35

“Drop when Inline” DFxvo%ENT, (CCDFTvo%E
N e, T RTFrDERELNEVIEDOHEDISE L
FEINGLED)

”Create and Edit Policy”&%21)v%




Mg
i)
S

ATvT2 POVAIZVUT 2 TF VYD FE

Edit Policy: INTRUSION-POLICY

Policy Information
suc o 0 e e e T TR
Name INTRUSION-POLICY |
Firepo endations
Description | ‘
® Advanca@ngs
Drop when Inline (5]

@ Policy Layers

; Base Policy | Balanced Security and Connectivity v 7 Manage Base Policy

o The base policy is up to date (Rule Update 2020-02-19-001-vrt)

o) Manage Rules
“4 View
““ View

‘ﬂ This policy has 15356 enabled rules
=% 30 rules generate events
K 15326 rules drop and generate events

No recommendations have been generated. Click here to set up Firepower recommendations.

| Commit changes | | Discard Changes |

@D Rules®&vUvy

Intrusion Rule—E B EMNEIMETAI%

91)y9 L TH, BFkIZEdit PolicyBEIE A &R T

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public é é




RATvT2 POVRIZV T R FYDFEIERTE

Edit Policy: INTRUSION-POLICY

Policy Information

Rules Filter: |maiware
{

Firepower Recommendations 6286 selected rules of 6286

@ Advanced Settings -0y Y. ¥ O Qv [Poicy V|

app-detect Rule State Event Filtering Dynamic State Alerting Comments

@ Policy Layers browser-chrome

browser-firefox

Y

APP-DETECT DNS request for potential malware SafeGuard to domalin 360.cn

browser-ie "4 APP-DETECT DNS request for potential malware SafeGuard to domain 360safe.com
browser-other @ 1 EXPLOIT-KIT Flashpack/Safe/CritX exploit kit malware d. load X
browser-plugins ¥ 1 43179 FILE-OFFICE Powerpoint mouseover powershell I e d load P X
browser-webkit . Y 43180 FILE-OFFICE Powerpoint mouseover powershell malware download attempt X
content-replace ¥ 21489 FILE-OTHER Microsoft Windows chm file malware related exploit
decoder @ 1 39851 INDICATOR-COMPROMISE Connection to malware sinkhole - CERT.PL X
exploit-kit ¥ 1 31214 INDICATOR-COMPROMISE ction to zeus mal inkhol X
file-executable @ 1 33215 INDICATOR-COMPROMISE DNS request for known malware domain icanhazip.com
file-flash ¥ 1 33216 INDICATOR-COMPROMISE DNS request for known malware domain tor2web.org
o B A e . -
file-image @ 1 17812 INDICATOR-COMPROMISE potential malware - download of iexplore,exe
file-java vy @ 1 17813 INDICATOR-COMPROMISE potential malware - download of iprinp.dil
@ 3 17810 INDICATOR-COMPROMISE potential malware - download of server32.exe
1 17811 INDICATOR-COMPROMISE p ial malware - d load of svchost.exe
@ 1 17814 INDICATOR-COMPROMISE potential malware - download of winzf32.dll
" 1 30997 INDICATOR-COMPROMISE Potential malware download - .doc.exe within .zip file
1 30998 INDICATOR-COMPROMISE Potential malware download - .gif.exe within .zip file
1 30998 INDICATOR-COMPROMI . g SR . I =

Rule | Update |

C UZU TISCO and/or I1Ts armmates. AT TIignts reservea CTTSCO PUbIiC

@D “malware’ZE=x—IJ—KFI[ZT74I)L%

Q@ FIVvIEANTANESNI=V T R FvETNTRE



Mg
i)
©

ATvT2 POVAIZVUT 2 TF VYD FE

Edit Policy: INTRUSION-POLICY
Policy Information

Rules BE.ConHguraLion L ] eiiter: |malware
Firepower Recommendations w—ﬂ
i aiatmaiit g [ o
app-detect = Rule State Event Filtering Dynamic Stat]
@ Policy Layers -
browser-chrome Generate Events
browser-firefox k'S T
" brop and Generate Events ["" PETECT D
browser-ie |
Disable
browser-other “

d

Success x

@ Rule State FAYT A D AZ1—%FEAZ. Drop and
Generate Events %3&4R
Successfully set the rule state for 6286 rule(s) @ Eﬁ(:%%bﬁ;—“‘c T Lf:67°|:|~/7°|\75§§§ﬁ<é;h'éo)

T'OK"Z#0)v9

- EHOEBRIEE. "Blacklist’, "PUA" ELNS3F—J—RTE
9 %
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ATvI2 - POVAIZY

Overview Analysis JELIISEEN Devices Objects  AMP  Intelligence Deploy ., System Help v admin v

Access Control » Intrusion

Network Discovery Application Detectors Correlation Actions v

Edit Policy: INTRUSION-POLICY

Policy Information *.

Rules
Firepower Recommendations
@ Advanced Settings

@ Policy Layers

Rule Configuration Filter: ‘category:"exploit»kit' i [

Rule Content 747 selected rules of 747

Eacaen -ty v v U De Policy v |
app-detect

Rule State Event Filtering Dynamic State Alerting Comments

browser-chrome

| KIED

LN
w
o
o
<
-

EXPLOIT-KIT Angler exploit kit browser version detection attempt

browser-firefox 3184 EXPLOIT-KIT Angler exploit kit Adobe Flash download X -
browser-ie ¥ 1 ® R EXPLOIT-KIT Angler exploit kit Adobe Flash encoded shellcode detected xX
browser-other @ 1 3318 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit download X
browser-plugins ¥ 1 33271 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit download b4
browser-webkit @ 3 33272 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit download X
content-replace ¥ 1 33186 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit download X
decoder ¥ 1 33274 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit download X
exploit-kit ¥ 1 33286 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit download X
file-execiitabl ¥ 1 33273 EXPLOIT-KIT Angler exploit kit Adobe Flash SWF exploit download b 4
X
X

file-flash ®
filesidentify 1 36802 EXPLOIT-KIT Angler exploit kit browser version detection attempt
¥ 1 38682 EXPLOIT-KIT Angler Exploit Kit email gate

file-image

. ¥ 1 31331 EXPLOIT-KIT Angler exploit kit encrypted binary download

ile-java

> @ 1 31130 EXPLOIT-KIT Angler exploit kit encrypted binary download

Classifications @ 1 31694 EXPLOIT-KIT Angler exploit kit encrypted binary download
Microsoft Vulnerabilities @ 1 20414 EXPLOIT-KIT Angler exploit kit encrypted binary download
Microsoft Worms ¥ 1 29413 EXPLOIT-KIT Angler exploit kit encrypted binary download
Platform Specific ¥ 31695 EXPLOIT-KIT Angler exploit kit encrypted binary download
Preprocessors @ 1 33185 EXPLOIT-KIT Angler
Priority - - 20EIE. ENOLOITMIT. Analasay C ate or h\ L. eX |O|t_ klt “« % ‘;E *R 'd_ é

il gory b P =
Rule Update

Q@ FIVIEANTAINEZENT=DTRFvET RNTE




ATYT2  POVRIZV T 2 FYDFE

Mg
i)
©)

Edit Policy: INTRUSION-POLICY
Policy Information 1,

Rules 'Rule Configuration Filter: [cmgory: “exploit-kit"

Firepower Recommendations

Advanced Settings ‘%L - v A A [T R4
app-detect = Rule State Event Filtering Dynamic Stay

@ Policy Layers a | P
browser-chrome 4 Generate Events fessage
browser-firefox < e T

‘Drop and Generate Events

browser-ie i

Disable
browser-other o

browser-plugins

h

Rule State KAY I H 2 A= 1 —%FE. Drop and
Generate Events Z#&1R

Success x

Successfully set the rule state for 747 rule(s) EFEIZZEEMNTET L=570 yjb;bﬁi%ﬁ:é;h,é )
—C\:”OK”§7IJ“}7
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RATvT2 POVRIZV T R FYDFEIERTE

Edit Policy: INTRUSION-POLICY
Policy Information .,
Rules Filter: [xcmp x| ?
Firepower Recommendations — 1 selected rule of 203
@ Advanced Settings M e A A o v Dvw |Po!icy v
app-detect = Rule State Event Filtes DynamitState Alerting Comments
@ Policy Layers browser-chrome o
browser-firefox = L2l st i st 7%
. @ 1 374 PROTOCOL-ICMP PING 1P NetMonitor Macintosh
browser-ie _
g 1 375 PROTOCOL-ICMP PING LINUX/*BSD
browser-other
@ 1 376 PROTOCOL-ICMP PING Microsoft Windows
browser-plugins g
@ 1 377 PROTOCOL-ICMP PING Network Toolbox 3 Windows
browser-webkit — =
™ I | 381 PROTOCOL-ICMP PING Oracle Solaris
cantent-replace @1 378 PROTOCOL-ICMP PING Ping-O-MeterWindows
dacoder @ i 379 PROTOCOL-ICMP PING Pinger Windows
exploit-kit 8 i 380 PROTOCOL-ICMP PING Seer Windows
file-executable @ i 484 PROTOCOL-ICMP PING Sniffer Pro/NetXRay network scan
file-flash @ 1 480 PROTOCOL-ICMP PING speedera
file-identify @ 2 365 PROTOCOL-ICMP PING undefined code
file-image @ 1 366 PROTOCOL-ICMP PING Unix
file-java ¢ ¥ 1 482 PROTOCOL-ICMP PING WhatsupGold Windows
‘ (5 382 PROTOCOL-ICMP PING Windows
@ 2 384 PROTOCOL-ICMP PING,
1 @ . 8730 PROTOCOL-ICMP recor denial of service attempt
w 1 436 PROTOCOL-ICMP Redirec!
g 1 437 PROTOCOL-ICMP Redirect
@ 1 438 PROTOCOL-ICMP Redirect undefined code -

® “ICMP"Z&F%—7J—FIZT4)L%

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public @
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S

ATYT2 POVRIZV T 2 FYDFE

Edit Policy: INTRUSION-POLICY
Policy Information 1.

Filter: [xcnp

Rules

Firepower Recommendations .&:‘Wz_m;;i—«
ool v A AJ Qv

Advanced Settings
app-detect *  Rule State Event Filtering Dynamic State

@ Policy Layers ”
browser:chroma Generate Events
browser-firefox

(| Drop and Generate Events |

browser-ie ¥

‘| Disable

browser-other

Success x Rule State PD‘V7°/5’T"7‘/)‘:1—€F3¥E]§~ Drop and
Generate Events &R

EEICEENETLELTAVTINRREINDD
TOKZEI)YY

Successfully set the rule state for 1 rule(s)

99
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ATYwIT2 POVRIZVT 2 F v DF

Edit Policy: INTRUSION-POLICY

Policy Information

Mg
i)

Rules Rule Configuration Filter: [icar x| ?
P —
Firep Recor Jations Rule 6 selected rules of 6
Category, ol
Advanced Settings =2v A A O~ Ow Polic
- ¥
app-detect Rule State Event Filteri tate Alerting Comments o
@ Policy Layers browser-chrome
browser-firefox 42374 POLICY-OTHER eicar file detected b 4
browser-ie 1 POLICY-OTHER eicar file detected X
browser-other 1 @ POLICY-OTHER eicar file detected X
browser-plugins 1 42376 POLICY-OTHER eicar file detected X
browser-webkit 1 42373 POLICY-OTHER eicar file detected X
cantent-replace 1 37732 POLICY-OTHER eicar test string download attempt b 4
decoder
exploit-kit

file-executable
file-flash
file-identify

file-image

@D “eicarEx—7J—KIZT74I)LA

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ATYT2  POVRIZV T 2 FYDFE

Edit Policy: INTRUSION-POLICY

Rules Rule Confit i —‘ Filter: |eicar
Firepower Recommendations Rule G
Category .
@ Advanced Settings = T [CRJ o
app-detect Rule State Event Filtering Dynamic State Alerti
ke browser-chrome I Generate Events
browser-firefox
. L Drop and Generate Events OLICY-OTHER eica
browser-ie [ OLICY-OTHER eica
brawser-other [ Ciftotz

browser-plugins ]

\ 4

Successfully set the rule state for 6 rule(s)

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Success x @ Rule State FAOYT A A= 1—%FZE. Disable Z#E1R

@ EBICEENAZETLELTAVTIRARITEINEZD T OK
=0y




ATYT2  POVRIZVT R TFYDFHRTE RERE

Overview Analysis JEGUTSEEN Devices Objects | AMP  Intelligence L C Help v  admin v

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions ¥

Edit Policy: INTRUSION-POLICY

Policy Information

Rules
Name INTRUSION-POLICY

Firepower Recom
Description

@ Advanced Settings
Drop when Inline
& Policy Layers

4 Base Policy | Balanced Security and Connectivity ¥ fy:" Manage Base Policy
© The base policy is up to date (Rule Update 2018-10-10-001-vrt)
i z )

.|| This policy has 13744 enabled rules & Manage Rules
=% 31 rules generate events 4 View

XK 13713 rules drop and generate events % View

No recommendations have been generated. Click here to set up Firepower recommendations.

This policy contains enabled preprocessor rules. Please read the rule documentation to ensure the preprocessors have the correct settings for these rules

[ Commit Chan | Discard Changes

@

@ Policy InformationZ&4')v%

@ Commit Changes&9')v%

© 2020 C and/or its aff >rved.  Cisco Public
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ATYIT2 : POVRAIZV T 2 F v D=

Description of Changes

date, what, changed, user, reason \

| OKQJ
@

@ TAUFEERAEE)

@ “OK'&EYYYY



ATYI2 POVAIZVT 2 FvDFENERKE Deploy

Overview Analysis JEGITSEEN Devices Objects

AMP Intelligence System Help v admin v
Access Control » Intrusion Network Discovery Application Detectors Correlation Actions ¥
Import/Export Intrusion Rules Ac ony

LJ{'Compare Policies | & Create Policy |

Deploy Pollcles version: 2020-02-21 05:08 PM

D T T RV T r e e T e e e De P | Oy% 7 IJ \y7
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ZER
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SSL Policy: Nong
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DNS Lists and Feeds | Update Feeds | | @ Add DNS Lists and Feeds | |4 Filter

DMS lists and feeds helps you quickly filter traffic by collecting Domain Names. Its used in DNS policies to blacklist and whitelist as part of Security Intelligence

4 |5 Prehix List
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L5 IPv4 Prefix List
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DNS Lists and Feeds
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- ETHBRIEZXE=29 HAccess RuleZFERLL. Intrusion Policy&File PolicyZ@E B 5

System Help v admin v

AMP Intelligence

Overview Analysis JEGITEEEY Devices Objects
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Object Management Intrusion Network Analysis Policy DNS Import/Export
| &2 New Policy
5 Targeting 1 devices 2020-03-26 18:17:59 ™ )
ACLESS-FOLICY, Up-to-date on all targeted devices Modified by "admin” s l. L4

LIITSEEN Daevices Objects =~ AMP  Intelligence

Netwark Discovery

Overview Analysis

Correlation Actions v
Analyze Hit Counts ')

Access Control » Access Control Application Detectors
ACCESS-POLICY
Enter Descriptior

SSL Policy: Mons Identity Policy: Mons

Prefilter Policy: Detayit Prafilter Policy,

ljgence  HTTP Responses:  Logging  Advanced

w Mandalory - ACCESS-POLICY {-)

@ Access Rulex & E 9 SAccess Control PolicyZ#E{R
95, cCTITERFEHD[ACCESS-POLICY]ET B
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Add Rule ? X
Name ‘CATCH—ALLG) : ¥ Enabled Insert binto Default
Action ‘JiAiI’ow \"7\ J 3-.‘? ¢ ﬁ | Q
Zones  Networkszy Tags .. Users Applications Ports URLs  SGT/ISE Attributes ogging  Comments
Intrusion Policy &/ Variable Set

| INTRUSION-POLICY ‘v o’ Default Set
File Policy @
FILE-POLICY & ’V‘ &

NameZz A 51, ZEH TIL"CATCH-ALL &9 3
Action @RV TR 1) ART, [Allow] Z:#iR
Insert®k Oy FE ) ZART, [into Default]Z 2R
Inspection 27 %:&E R

Z|Y) & TAIntrusion PolicyZ &R, CC TIEIERFEAD

[INTRUSION-POLICY]Z 1R
2 LT AFile PolicyZ#ER , CZTIXEREH D
[IFILE-POLICY]#ER
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=AY
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Editing Rule - CATCH-ALL

Name CATCH‘ALL ¥ Enabled Move
Action | Allow W B s
Zones Networks VLAN Tags . Users Applications Ports URLs SGT/ISE Attributes

#! Log at Beginning of Connection

>

Send Connection Events to:

¥ Log at End of Connectiol

File Events:

¥ Event Viewer
|.J Syslog Server (Using default syslog configuration in Access Control Logging) Show Overrides

VIiE
2

L) SNMP Trap Select 3

fpecion

j Z } Add Cancel

XLoggingDBERMMNEIMEEIZIZQZEAKILEHE
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m = Trust
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-4 Searn 3¢ Block
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¥ Interactive Block with reset

Access Denied x
< C|® www.p-world.cojp B | OC k

You are attempting to access a forbidden site.

Consult your system administrator for details.

§8) Access Denied x
&« C | ® www.p-world.co.jp

Consult your system administrator for details.

Interactive

Access Deniec Block
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ACCESS-POLICY
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|System-provlded |V -4
Interactive Block Response Page
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MR

| System-provided

Rules  Security Intelligence BRI CELLLEEEE  Advanced

Block Response Page
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@ Query Gisco Cloud for Unknown URLS
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Cisco Cloud

System% iR
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Application Detectors Correlation Actions v
Object Management Intrusion Network Analysis Policy DNS Import/Export

Access Control » Access Control Network Discovery
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S e o Ilaéaeol-lc';aqtel ::vallcletsarge(ed devices a?é?r..:j.:f-laz;,?n-sg rL—J l- &
System Help v admin v ®

LIITSEEN Daevices Objects =~ AMP  Intelligence

Netwark Discovery
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Correlation Actions v
Analyze Hit Counts 1 | © cancel |

Access Control » Access Control Application Detectors

ACCESS-POLICY

Enter Descriptior

Prefilter Policy: Detayit Prafilter Policy,

SSL Policy: lons Identity Policy: bons
Tz Inheritance Settings | ] Policy Assignments (1)

grity (I ljgence  HTTP Responses:  Logging  Advanced
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Categories and URLs & [+ ) epUtations Selected URLs (0)
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® Auctions
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Inspection Logging Comments
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® Adult and Pornography
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Add Rule
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{unnamed search) [ private | Save || Saveasmew | | search |

* s

-
exarmple.com ®

t :
| |

User Agent | | Mozilla/5.0, Firefox, Chrome
| |

Referenced Host

HTTF Referrer http:/fexample.com/indesx htrl

URL

URL | | http:ffexample.com/inde: html
URL Category Garnbling| opping, Travel

URL Reputation well known, High risk

@ URL: URL Category M##IZ [Gambling] EA 7

@ Search &91v%
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Connection Events ¢

[ with Details © Tabls View of Connection Evants

» Ssarch Constraints (Edit Search Save Ssarch)
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) 2020-04-1309:41:39 2020-04-13 09:41:39  Alless
0: 2 :41:39  2020-04-13 09:41:33  Allow
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O 2020:041209:60:38
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o) 2020-04-1309:43:37
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Overview EUEINEEN Policdes Devices Objects AMP Intelligence System Help v admin v

Context Explorer Connections » Events sions v Files »

Hosts v

Users v Correlation v Advanced v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v
Connection Events (i c @
Connections with Application Detalls > Table View of

ch wo
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Expanding

» Search Constraints (Edit Search Save Search)

Jumpto... v
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$ [ 2020-04-13 09:54:08 2020-04-13 09:54:05 Block Eile Block - 192.168.1,101 213.211,198.55 [W DEU inside 2one outside zone 52155/ tep 80 (http) / tep [ HrTe 7] chrome Web Browsing il http://2016.eicar.org/download/eicar.com
$ [0 2020-04-13 09:54:08 Allow o 121682201 213:211,199.56 ™M DEY inside_zone ouiside_zone 52155 Lim 80 (hito) Lt [T Hrre 7] chrome Web Browsingl htto://2016.cican som
$ [0 2020-04-13 09:53:37 2020-04-1309:53:38 Block  File Block gl 152.168.1.101 213.211,196.56 W DEY inside zone outside zone 52152 / tep 80 (htto) / tep [ urre [ Chrome Web Browsingl htto://2016.eicar.org/download/eicor.com
$ [ 2020-04-13 09:53:37 Allow gl 152.165.1.101 213.211.198.55 [WW DEU inside zone outside zone 52152 /tep 80 (hito) / tep [ urre [ chrome Web Browsing | htto://2016.eicar.org/download/eicar.com
& 2020-04-13 09:53:32 2020-04-13 09:53:32 Block File Block gl 152.165.1.101 213.211,198.55 WM DEU inside zone outside zone 52150 / tcp 80 (http) / tep [ nrre [ chrome web http://2016.eicar.org/download) com
& E 2020-04-13 09:53:22 I o 1221682101 212.211,196.55 ™. DEY inside zone outzide zone 52150 Lz 80 (hi3e) /tcp [ Hrre 7] choome Web Browsing | htto://2016 21536 2m
$ O 202004-1309:5%:31 0-04- Block FEile Block ol 1521681101 213.211.196.58 WM DEY inside yone outside zone 52149 /tep 80 (hito) / tcp O urre [ Chrome Web Browsing | htto://2016.eicar ol com
$ [ 2020-04-13 09:53:31 2020-04- :53:32 Block File Block gl 1952.168.3.101 213.211.198.55 [WW DEU inside zone outside zone 52148 /tep 80 (http) / tep [ arre [ chrome Web Browsing | http://2016.eicatorg/ 4 com
8§ [ 2020-04-13 09:53:31 2020-04-13 09:53:31 Block File Block - 192,168.1.101 213.211,198.55 [ DEU inside zone outside zone 52147 [ tcp 80 (http) / tcp [ HrTe ] chrome Web Browsing | http://2016.eicat.org/download/eicar.com

@ Analytics > Connections > Events %%

@ eicar.org DO EHESR

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



AT w7 7: AMP (File Policy) T X k@

VN Analysis 4]

202004-13 10:10:09 27530210, 1653000  eicarc om EICAR Malware El

Recent Malware

Analysis Z3&iR
Files > Network File Trajectory % &iR

File SHA256 DD /Ny > 21 {EF D
)

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 150



AT w7 7. AMP (File Policy) DT X b@

Overview Policies Devices Objects P Intelligence

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Correlation v Advanced v Search

Network File Trajectory for 275a021b...f651fd0f

File SHA256 2753021b...f651fdof = First Seen 2020-04-13 09:53:31 on 213.211.198,58 by 3 No Authentication Requirad
File Name eicar.com Last Seen 2020-04-13 10:10:09 on 213.211,108.58 by 4 No Authentication Reguired
File size (KB) 0.0664 Event Count 9

File Type EICAR Seen On 1 hosts

File Category Executables ® Seen On Breakdown 1 sender -» O receivers

Current Disposition O Malware )

Threal Score None

Detection Name EICAR

S @ File Name: eicar.com & Malware & L TH%IL

:::r;; 09:54 09:55 10:00 10:10 -C L\ é : & %EEE'NL‘J‘
2 0 0 0 L 0 e o @ @ Action: Malware BlocklZ L TLVA Z & #HEER
Events O Transfer _Q_ Block @ Create @ Move @ Execute @ Scan @ Retrospective @ Quarantine

Dispositions O Unknown O Malwara O Clean O Custom ’:/ Unavailable

Events

2020-04-13 09:53:31 Transfer 213.211.198.58 192.168.1.101 No Authentication Requl...  elcar.com Malware Malware Block HTTP Chrome
2020-04-13 09:53:32 Transfer 213.211.198.58 192.168.1.101 No Authentication Requi.. elcar.com Malware Malware Block Chrome
2020-04-13 09:53:32 Transfer 213.211.198,58 192.168.1,101 No Authentication Requi..  eicar.com Malware Malware Block Chrome
2020-04-13 09:53:32 Transfer 213.211.198.58 192.168.1,101 No Authentication Requi..  eicar.com Malware Malware Block HTTP Chrome
2020-04-13 09:53:38 Transfer 213.211.198.58 192.168.1.101 No Authentication Requi... eicar.com Malware Malware Block HTTP Chrome

sco Public

© 2020 Cisco and/or its affiliates. All rights reserved. C



AT7w7 8: IPS (Intrusion Policy) T XD




ATw7 8:IPS (Intrusion Policy) DT A2

(O VR Analysis s Objects @ AMP Intelligence E y System Help v admin v

Context Explorer Connectfons @Intrusions » Events s v Hosts v Users v Correlation v Advanced v Search
Bookmark This Page Report Desig Dashboard View kmarks Search v
Events By Priority and Classification ::sw,l@mm = &

Expanding
No Search Constraints (Edit Search)

Analysis Z&iR

Intrusions > Events & 2R
PROTOCOL-ICMP PING (1:384:8)I2& Y
WENMEHINTIVSZ & 273
Message(@)& 9 ) w995 & THY
T AREDFMEEEAIRE, E£IET/KIP
FRLR, A \D bS5 E

Events By Priority and Classification (suth worifion)
Drilidown of Evant, riority. and Classification » Table View of Evants ) Packats 1 2020-04-3

* Search Constraints (Edit Search Save Search)

3 ) 2020-04-1309:48147 low 2 igll 132.168.3.301 2838 = usa 8 (Echo Recuest) /icmp O (No Code) / icmp Unknown (Unknown} O PROTOCOL-ICMP PING (1:384:8)  Misc Activity Standard Text Rule

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 153
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10. TLS DecryptionM % 5E



TLS s 7ot5L—ay

« SSL/TLS CHEBIESN-BEZESLTAVARILIVELT
JHERE
e inbound inline (L1), transparent (L2), routed (L3)
- Decrypt - Known Key ZE%FIH

> FICFRELHDIHEERNLBEENEELTOWSRAFY—/\~DEE
ZES (EIZIPS ELTHIASNBEEAZ )

« outbound inline (L1), transparent (L2), routed (L3)

> Decrypt - Resign X E% I A

> FICESNEELTWSARYN T —IANORIFE ZED AT —/N
~DBIEEES (I NGFW ELTHRIBESN B8 BY)

o FP2K, 4k, 9Kk [F/IN—FDz7MIEBIZKDHESHAIRE, &IFVZ.
ORI AV FITY I TNETHY . BRIEEL, i
LLIET—2L— SR

« ZOMDETILTIETARTY Iz 7RELELY, 90% LU L
DINTA—TVRLIEDH D=6, FIRICITFENDLE

+ Inline TAP, passive interface Tl&FRYR—k

FTD X MITM (Man In The Middle) O C@EIEZESL.
AVARGLIURICE-BIEEB ST S

i.e. SSL/TLS 72t L—A2TIEHEL
(7')7T=’FZI~O)$$TU Do — N[Ny REELIELY)

Server

Encrypted
‘@l<...’

Firepower

Decrypted
ﬂ\ | - ‘abc...’

Client




DA RTOUF)F
« Qutbound (i.e. Decrypt - Resign) T®D
TLS 5% FTD TITLM\ 1 F—3UhIC
NEAIN TS Web H—NIZ7I9ERT S
RIZ.FTD TOAV ARSIV EITD
. BEIED=6. Internal CA % Self-Signed
TFMC IZTIBLIF, ZD CA SIBAE%

AH—FINE
WS TS
Web Server

Encrypted

DSATNMIAVAR—=ILT B | U . @!<...
« ZOHAARTIX. Inbound (i.e. Decrypt - H—/\EE8
Known Key) T®D TLS B&IL{TH%ALY, s FTDv Dgcgyptéd
= aoc...
Internal CA 1\ I

[ FMCv ] ” ¢ . Encrypted

‘H#S!...
g Client
CA nIEEﬂi




ATvwT1-1: FMC T® Internal CA 1R

* o® @ :

O A BEThTWEVESE | 10.71.132.221/ddd/#0bjectManager

Generate Internal Certificate Authority

Name: [Fmc-ca

FMC IZT Object Z:&iR

PKI > Internal CAs ZiEiR

Generate CA &491)w%

Internal CA [CIRABIZ/INTGA—E3%1BH D
Generate self-signed CA &49')v%
Internal CA AMERKSN B

Country Name (two-letter code): | 3p
| Takyo

| Minato-ku

State or Province:

Locality or City:
Organization:

CiscaSystemsGK

Org Unit (D )i | GSSO-IP

Common Name: |ch| |

QIGICIEISIS)

Overview Analysis Policles L ) ntelllgence Deploy System  Help v admin »

Object Management Intruslon Rules

Internal CAs ) Generate CA H @ Importca |4 Filter

Intemnal certificate authority (DA} object represents th

cerlificate af & CA your organization contrals. You can use internal C pbjects in S5L rules to decrypl outgeing encryped traflic by re-signing the server cestificate with the internal Co.

[ Indlividual Cbjects

' object Groups
@9"5 Server Group FMC-CA CH=FMC, ORG=CiscoSystemsGE, OU=GS50-JP, C=)P & i

. Flle List



AT v 7T2-1 Internal CA MEEEAE % A3

T Ak PC I& FMC @ Internal CA Z{E3E3 2 EHLH D=0,
;h'f')l/ I‘nIEEﬂ*%E‘gJ' ’(/‘I’\

p_—
o
f—

Internal CA MEERAEET AL PC DIEFES
c9 %, FDT=HOI1ZFF (L Internal CA @ PKCS #12 KX D774 ILEAF

ERS)

C A EEXRTOEWES | 10.71.132,.221/ddd#0bjectManager %« O™ o H

Overview

Analysis Policies Devices Jelilleid]

AMP  Intelligence System Help » admin »

Object Management Intrusicn Rules

Internal CAs | O cenemteca || ) mporca | | |, Filter |

Internal certificate authority {CA) object represents the CA public key certificate of a CA your arganization controls. You can use intemal CA objects in S5L rules to decrypt outgoing encrypted traffic by re-signing the server certificate with the internal Ca.

L1 INEIVIaUE UBjects

Edit Internal Certificate Autharity

Hame:  FMC-CA)

4 Subject:
Common Hame: FMC
Crganization: CscoSystemsGK
Crganization Unit: G550-P

4 lIzsuer:
Common Marne:
Grganization: CscoSystemsGE
Crganization Unit: GSS0-1P

& Not Valid Before:
Apr 3 05:15:19 2020 GMT

4 Not Walid Alter:
Apr 1 05115119 2030 GMT

4 Serial Nurnber:
B4:0d:2a: 12166581 b0: 57

4 Cortificate Fingesprink:

D4:B6:BAEB AT AR 35T AL AG: 37 FD148: 36:C5:45:45: 30:C2:50
4 Public Key Fingemrint:
r\smssstV?ﬂﬁ

J Download

Encrypt Download File ? X

Password: saeseeee

Confim Password [remeee] | {ERLT= Internal CA O Edit (8074

*: @ :p) %7') “J7

Passwords Match: © Download #%2')v%
PKCS #12 74 ILD/ISRT—FZEERE
OKZ&2Vvs

| PKCS #12 774 LA A—REn S
S Public eef63ce6-756....p12 ~




AT F2-2: PC ~® Internal CA FEEAED A >
R"— MMESE)#ET)

AFLTz Internal CA @ PKCS #12 RADT7 AL %& . TR PC [CAE—L. A1V R—bF 5, ZSTIE
Windows 10 TOA U R—+FEZSELLTRRE AFELF p12 TJ7AILEZTILI) s .

) RESGHEREDI—Y—L95

& ERROA M- IY-F € B EmsnvR-t o ;k,\ 1&7 I) “Jb
S S CAS o
e P AVR—bTBIT7AILME>TWNAI LR

= ~
AUR-FE STPNERELTCREL, EE L. by &N % 21)99
Z094F-FTi. EHe. ERSEEUAL. SLUERRERUAEFATHSEHSANFIIL -

L2z, I74VA(F):
s \cisco \Downloads \ee f6 3ce6-7568- 1 1ea-a2 7f-e60a4ef3 1040.p 12 ERR)..

AN TRITSNAERSE. 1-7- IDEREL. F-FERELLY. SREEF1YFTRE

mgg;’%;ﬂ.ﬁﬁif!&!57:9)0)?‘*58&1’1.\3!. HRBANTR. EASBIRESNDIVAT IO RORLEEIL 1 0T e RO E RS RE ALY

Personal Information Exchange- PKCS #12 (.PFX..P12)
Cryptographic Message Syntax Standard- PKCS #7 Z[332 (.P78)
Microsoft YUPIALSNEZEASART (.SST)

2 6

| xet | xeen |

FIETEA
@REOI-F-(O

Oo-nl IVE2-5~(

|TTIR. (BN EUU??I@L\.




7__

A
_I_

\

~NEE) (=

)

w 72-3: PC ~A® Internal CA

€« & ERSOUR-FMY-F

REF-ORE
LH2UTERST IO REF-RIA)-FTRESNTLET.
VEF-0/R0-FEAALTLERL.

KR7-F(P):
00000000

O/ 27-FDERD)
AIM=-b AT 30

[ REX-OFRBERNLTIE)
IOATVIVRHAICT D REF-HTTVT-/3/ TRDAIVICEEE n-,nav

O ZO¥-EI7AM-PIIRELT (M)
F-0IITIT M5 AR- P ETTRILET .

LA-A0t 2T EEELTREY-ERES TIAR- TP

M FATORETONTESHIA)

_Fevel |

€ £ ERIO UR-FF-F

AREAT

HRSATIE. ERSFRESNIVATLEOEHTT,

REEAZ D A

Windews CEER@AFEREBOCERz 3. EHSOEFRERETITLHTERT.

O FH2OBSSINT, aBSFESAFEERTIU)
® EASEFTATROATLEET P
SFABALT:
| Eman- HERwE

@

[

ol |

@ FMC TEFEL= PKCS #12 M/SRJ—

«

& EREBOUM-F2T-F

HEABOA V- 2 -FORT

FETIEIV403 3L, ERSHUR-1ENLT.

FOBEHEEAILL

1-Y-HERLEFAS AT R R R ]
ME PFX.

IrilE C¥lisers¥ci Downl

7568-11ea-027f-e6latefI 104!

FEABDL. RN ED)VY

@ YZaATZITIHBRAZEXNZICIEFESIN-IL—MEEBARERT 12 & IRL . R T v
B TFAINLZOHRAERNTHAELWNEEZFEZEL. KA FHYyY

© 2020 Cisco and/or its affiliates. All rights reserved
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AT T2-4: PC ~AM Internal CA SEBRZ D A
'_I_\ %% %JL%)

bE1F(EE E Consolel - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates] =~ a X
View Favorites Window Help -

ROTENATHLIRTSERRM (CA) NSEBEBEIVAMILE
3ELTLET:

i@ File Action
L AR

[ ] Console Root

B 4 B XE HMA

FMC Issued To Issued By Expiration Date  Intended Purj
v Certificates - Curren : 5 e

TEsNEEC FMC " HSOLNTHIAEINERIETE [? B Pessinal [ Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 Server Auther m
?fﬁ-@" - WFZN‘;;:! Et‘é&g?#mﬁﬂimw!ﬂ‘wi 8 i Bosil (5] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 Server Auther Mo At >

% G - ;:Ju Certifi < (5] Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stampir
15 (sha}: DABEBAEB 4FAF3513 A2A637FD 4938C54B 453CC250 » [ Enterprise Trust [ DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 Server Auther m
!in:'- R YR i > ’j Intermediate Ces 5l DigiCert Global Root CA DigiCert Global Root CA 11/9/2031 Server Auther More Actions »
0 JAR-NEBE, 20 CA LS TRTENL » ;i o
AR EEINIT, EEN T BB TEOEEBE VAl > 1 Active Directory 5] DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038 Server Auther
FBILR. tHIUTo L EBRTT. (BL] £IYVITEL. ZOBBER 5> [ Trusted Publishe DigiCert High Assurance EV Root ...  11/9/2031 Server Auther

LNV 3 8

> [ Untrusted Certifi

[ DigiCert High Assurance EV Ro...

5] GlobalSign

IOEHEBE/VAM-WLETH? 5> [ Third-Party Roof GlobalSign 3/18/2029 Server Auther
> (7] Trusted People || 53] GlobalSign GlobalSign 12/15/2021 Server Auther
> 1 Client Authentic| | g Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 12/31/1999 Secure Email,

( | BbMm | I! WLZ(N) I > ] Smart Card Trust | gl Microsoft ECC Product Root Ce... Microsoft ECC Product Root Certi...  2/27/2043 <All>
[Z3] Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All>
5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 5/9/2021 <All>
5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 6/23/2035 <All>
5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/22/2036 <All>
[Z5/NO LIABILITY ACCEPTED, (c)97 ... NO LIABILITY ACCEPTED, ()97 Ve... 1/7/2004 Time Stampir
[Z5)Security Communication Root...  Security Communication RootCA2  5/28/2029 Server Auther
[]Symantec Enterprise Mobile Ro... Symantec Enterprise Mobile Root ... 3/14/2032 Code Signing ,
< >|| < >

XLy 4w Hd BE Internal CA DEEBREMN A R—

Microsoft a2y —JL (MMC) hridA 2 R—

Trusted Root Certification Authorities store contains 20 certificates.

f=h

fEhd
:EIE Eﬂ %biﬁ m.\EI ﬁE




AT 73-1: SSL policy MR

(VT ML ENYEEE Policies

Access Control » Access Control

)

Access Control
Intrusion
Malware & File
DNS

Identity

S5L

Prefilter

Objects

= trol » SSL Metwark Discovery Application Detectars

AMP Intelligence

Correlation Actions v

|’_-K_ Compare Policies ] [0 Mew Policy ‘|

There are no policies created. Add a new policy

New SSL Policy

Name: SSL-POLICY (

)

Description:

Default Action: © Do not decrypt | Block

" Block with reset %
YN 5 -\iC 12T Policies > SSL %R

New Policy &49')v%

ALFUATIE. BRIEDT= . T TOBECHT LS TR — B EER

MBETIRYS—EBAT B,
DEWEFELLANRL,

Default Action [EZ®MDFEZE (Do not
ERRIZIE.FTD OBRBEBD=OIZEH, FHIZE>TOES decrypt) T

Save &2')v9




AT 7F3-2: SSL policy D JL— )M’E&

Overview Analysis WlIl<[-I- B Devices Objects AMP Intelligence System  Hf Add Rule %7[} \\J7
Access Control » SSL Netwark Discovery Application Detectors Correlation Actions » >
Rule & Z{ERXL . Enabled

SSL-POLICY |
Enter Description @ % 7 I) “Jo
Trusted CA Certificates Undecryptable Actions ACtl O n % DeC rypt o
o) Add Category () Add Rule h Rules

Resign [ZL T with IZ5&(Z
Add Rule @ ZELT= FMC @ CA ZEIR

Name | DECRYPT-ALL [ /] ed nsert | inta Category *  Standard Rules hd

Administrator Rules

This category is empty
Standard Rules Action ﬁ Decrypt - Resign w  with |FMC-CA |v ¢ Replace Key Only

This category is empty @
E— Metworks  VLAN Tags Users  Applications Ports  Category  Certificate DM Cert Status  Cipher Suite  Version Mging

This category is empty Available Zones & Source Zones (0] Destination Zones (0)

o inside_zone

L MName DECRYPT-ALL & Enabled Insert |into Category ~ | Standard Rules ¥
saw./ 0, outside_zone N
action | Decrypt - Resign v | with FMC-CA v e Replace Key Only
Zones  Networks  VLAN Tags Applications  Ports  Category  Certificate DN  Cart Status  Cipher Suite  Version

@ Log at End of Connection
#syaateEEy snacne. by
@ Event Viewer
A TIE A4
K / d_ J —C ‘j:* n\\ Syslog Server (Using default syslog configuration in Access Control Logging) Show Overrides

I_Ogglng 97 %L*RL,‘ n@;a[:g& [ SNMP Trap | Select an SNMP Alert Configuration... V@

E (BEEDYIZFMC @
Connection Event IZAF¥ 5 &h
5E31271:53) @

Add &01)v%9

Add Cancel ]




AT 73-3: SSL policy MIL—)LYERK (fe=

Overview Analysis G4 -C8 Devices Objects AMP Intelligence Deploy System Help, admin v

Access Control » SSL Network Discovery Application Detectors Correlation Actions v

SS L'PO LICY You have unsaved changes | E Save l 0 Cancel J

Enter Description

m Trusted CA Certificates  Undecryptable Actions

) Add Category () Add Rule Search Rules

Administrator Rules 1
. N
Standard Rules
1 DECRYPT-ALL any any any any any any any any any any any ﬁ Decrypt - Resign 4 j
Root Rules

This category is empty

Default Action Do not decrypt v

BELFIIL—ILIZREELALNC L EFES

@ Save #91)vy

Public




AT 74-1: Access Control Policy & SSL Policy
DR 1F - |
olicy > Access Control Z:#iR

s ovjeas  amp Ineligence (@ FTD TfE2TLVS ACP DERET AV
Metwork Discovery  Application Detectors ~ Correlation  Ag (edlt) §7U \\J7
@ SSL PO“Cy &7')\‘)7 nnalysis Policy DNS Impa@

Access Control » Access Contro

) New Polig
- Tgtgld 2020032?100918 wTE P
ACCESS-POLICY Up-to-dat: targ eted devi Modified by "admin” [:‘J l v o

@ 1ERLI=1ESR)—%FER
® OK#%%Y)yHL.ACP OE@EIZ
R->T Save #9')v%




ATYWIo-1:5 D = H
=) 4

Overview Analysis JEHISCEN Devices Objects AMP Intelligence

Access Control » Access Control Network Discovery ] Application Detectors Correlation  Actions »

ACCESS-POLICY | -yzetitcounts | oo [ @ cancel |

Deploy Policies Version:2020-04-03 07:24 PM ? X

System Help admin

Enter Description

@ All Firepower Threat Defense devices may have Inspect Interruption. For details, see online help b 3
Prefilter Policy: Default Prefilter Policy
g1
aritance Settings | Policy Assignments (1)
Vo = 0 .
Security Intelligence  HTTP eFTDv01 Yes FTD 2020-04-03 01:29 PM
() FlexConfig Policy —_— e x|
D Access Control Policy: ACCESS-POLICY
@ i--[ntruslon Policy: Balanced Security and Connectivity Oip - g O™
© i-Intruslon Pollcy: No Rules Active
w» Mandatory - ACCESS-POLICY (-) i
(2 i~File Policy: FILE-POLICY
There are no rules in this section. Add Rule o [-] : Intrusion Palicy: INTRUSION-POLICY
© L-55L Policy: SSL-POLICY Montr G Ao £ B

1 URL-MONITOR  Any Any :
() L-prefilter Palicy: Default Prefilter Policy

taow UM BAHEo LB

2 CATCH-ALL Any Any () Netwsrk Discovery

oo I

() Rule Update (2020-02-13-001-vit)

FMC BEIEmA L&D Deploy #91)vIL ., 32HD FTD %:EIR

+ ZOUVITHECATERSNSEMMNHMNS

A F A TIE ACP & SSL Policy MZEESH., SSL Policy M@ AIZ&Y Snort Process Restart BAEETBHIE
nNhnd

FTD ;#{R#& . Window #® Deploy #21)voL . ERICEREE RIS

Lrapiayiy 4 - ew eruea g o reg@ 1 0f1 3 3 @& | Pace Size: 100 *

© 2020 Cisco and/or its aftiliates. All rights r



ATYT6-1:PC M™M5D https A4 bA~DEEIESE

[=1{\RY
Deploy ¥ T . BMEHEZRZ1T5. TAR PC @ Web 754 (FEIX Chrome ZEH) o EED https A+

[ZF7UEAL. PRLRN—DBT—0%0") T HZET, TARPC ELTIELLY hitps DBIENTETNSMNE
IMHHERTED

&k YA1-BF X + =3 o X
&« C {8 cisco.com/c/ja_jp/index.html w o :
CDERREEINTVNET X
- IR A% PriE= v v
— atlran]ee
e

SERFZOYIMZELEEE RT-F. LIvb

o " 2 ) CISCO Q
-FESRE) FE=BIRSWIILRHYEHA. =8

Visi Idwid

@ Cookie (36 BAERT

= WY—OD FHE (%) £0)v095E. COY
ARDH—/\FEBHEZEZD CA YA LI=hM
Q@ HrosE » 1’)75\6




AT T6-2:
(fE=)

PC 50 https A4 EAD B EIESR

General Details Certification Path

-] Certificate Information

This certificate is intend

d for the following purpose(s):
* Proves your identity to a remote computer

» Allows secure communication on the Internet

* Ensures the identity of a remote computer

Issued to: www.csco.com

Issued by: FMC ’

Valid from 9/20/2019 to 9/20/2021

Issuer Statement

o]

n  Certificate

General Detals Certification Path

ofication path

"_,,j_FMC

Certificate status:

View Certificate

]‘Vhis certificate is OK.

FMC @ Internal CA A4 LTULVAZE
NHhmnsb,
DT AL PC [£ FMC @ Internal CA %
EELTLVADT=8. https DITS—IZHSE
LY
(B&) 2D www.cisco.com IXIERD
CA [ZH A& TS

» EEE
28 Bme IBoQ
#B0NAP)

| C3J) QuoVadis Root CA 2
antlD SSL ICA G2
cisco.com

SFEBORB(S):

IOEASIMBERUTEA.



http://www.cisco.com/

AT wF6-3: PC h oD https 4 bAD BB
FMC @ Connection Event [ZT, Table View

C\:nb-:x pluner Crmngctiun: » Events [n:is v -“""-’-"“7 Ussrs v | Corrslation v Acvanced v | Search - e — % E *R L/ ~ E /\ X 7 D _} l/_d- é o S S I_ Statu S t
Connection Events ;. e ———— "F:.mtu _W "u_“_rm Wt_" L \ 5 IE E ' : —C ~ % 0) httpS 0) E‘E 75§ @%

[ pp— - =X 7=
R (outgoing M resign) SN TSI EEHEER T
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Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools » Backup/Restore
ag!

Re

o

e
J Firepower Management Backup  &J Managed Device Backul= 8 Upload Backup
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Q@ BEBLIENYITYTI7AILEFMCAIEE
9 515 & Retrieve to Management Center

Managed Devices

ANFIVIEAND, FIvIE ANL TN
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Ingfw/var/sf/backup/ FIZRFIN S,

@ Start Backup®4')wy

Retrieve to Management Center v

\utad J

Note: Backup %\ver 9300/ 4100 chassis configuration before initiating a backup of the logical Threat Defense devices configured on it.
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20+ total

Backup Management Backup Profiles % Backup E 165 -

Backup: FTDv01_20200420141640
Managed Device Backup Backing up the database tables

[FTDVO1 5 + Local Install 11m 175 X
Installing Cisco Firepower Geolocation Database Update version: GeoDB-
2020-04-13-002

Successfully Installed

+ Download from Sourcefire support site 26m 175 X
Download Latest Cisco Firepower Geolocation Database Update.
Successfully downloaded.

" Backup (Scheduled) Bm 1s X

Managed Devices Weekly_config_only_backup_20200419020002
Backup complete

' Policy Deployment 10s %
Policy Deployment to FTDv01. Applied successfully

SystemDBEDT AT D )Y
TasksZ#ER

“Backup”&EWLVSIEB & TRRIMETLTLY
HLEHERRTED,
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Backup Management Jackup Profiles
J Firepower Management Backup  &J Managed Device Backup 4 Upload Backup

)

Device Backups

- -04- 4:20:; ET 4 40,
Cisco Firepower Threat Defense for VMWare v6.4.0.7 & 2020-04-20 14:20:10 r build 232 Local 70 Yes No

@ Backup ManagementZ:&iR
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Create Backup
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Storage Location /var/sf/backup/
Back Up Configuration v ®

Back Up Events W]

Email

Copy when complete

NI T TR%E AN CZTIXFMC BACKUP 202004207¢9 5
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Create Backup

Name FMC BACKUP 20200420
Storage Location /var/sf/backup/

Back Up Configuration v

Back Up Events

SSH Public Key

Email Not available. You must set up your mail relay host.
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Host 10.70.78.1 @
Path /home/ @
User {admin @
Password  jessssess @
|

. . To use ssh keys place this public key in issh-rsa AAAAB3NzaClyc2EAAAADAQ
SC P-U-_/ (0) | P7 F bx%)\ jj your authorized_keys file.
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Backup: FMC BACKUP 20200420
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Backup Running
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+ Download from Sourcefire support site 26m17s X
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Back Up Configuration v Successfully downloaded.
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@
@ Backup ManagementZ:&iR

@ Firepower Management Backups FIZ, FMC®
INVITITITFAILIMIRRSNTINSZ EEHERR

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




HE- 51— )L 1\vITTERD
« AFVa—)LBRIIZT INVITYTERIRIEEET 5.

Obijects AMP  Intelligence

@ SystemZEiR
@ Tools TMSchedulingZ &R
® Add Task&2')vo




SE Ao a—)L IN\YITwTE

« AT A= )LBRIIZT. I\VITITERBERIETE

Mew Task
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Repeat On
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© Success x
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Remote Storage

Firepower Management Backups
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) Firepower Management Backup &) Managed Device Backup @ Upload Backup
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Cisco Firepower Management Center for VMWare v6.4.0.7
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backup
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build 332 Local 218 Yes No
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Remote Storage

@ Info x

You are about to replace or modify key system files.
The system will be rabooted at the end of the restore
process.

Restore Backup

Backup Name FMC_BACKUP_20200420-2020-04-20T05-19-49.tar

Replace Configuration Data

@D YARRFZI7AILDConfigurationTREEX L EZ

FTAREEFIVvIEAND
@ Restorez9')v49
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Tasksz &R
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@ Mew Policy |
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NAT

Objects | AMP Intelligence
Platform Settings

VPN v Certificate:

Device Management

FTD-POLICY

Enter Description

FlexConflg

Targeting 1 devices

FTD-POLICY Threat Defense Up-to-date on all targeted devices DL 8

ARP Inspection LEETNEE  Logging Destinations  Email Setup  Event Lists  Rate Limit  Syslog Settings  Syslag Servers
Banner

DNE Basic Logging Settings

External Authentication Enable Logging ] @

Fragment Settings Enable Logging on the failover C

HTTR standby unit

ICMP Send syslogs in EMBLEM format

Secure Shell

Send debug messages as syslogs
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Logging [Syslog Servers L‘ I
Destination
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cords to display

@ Logging DestinationZ#1R
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Add Logging Filter
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N

Event Class

Disable Logging

|
|
lFiIter on Severity |

IfFiiter on Severity
Use Event List 2
(Eventcloss @

4
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ATw7 3:Syslog Se ttmgSE

SyslogAyt—L D R EEIT
MetFlaw Equivalent Syslogs

o -}

Logging Setup  Logging Destinations  Email Setup Event Lists  Rate Limit

Facility ELOCAH(ZU) (2) iv|

Enable Timestamp on Syslog Messages 73]

s T
Timestamp Format !Legacy (MMM dd yyyy HH:mm:ss) (&)|V|

Enable Syslog Device ID |

106015 (default) x S 2

106023 {default) b 4 & @ “

302013 {default) b 4 &

302014 {default) X

302015 {default) ® SVS'Og Settmgs% *R
an7n1s frlefanit w FaCllltngg*R

WHE(ZIEC TEnable Timestamp on Syslog
MessagesIZFzvIEAND
Timestamp FormatZ:&1R

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




AT 4:Syslog Serversi®xED

« SyslogAyt—UFH BT 5K DSyslogh—/\EREZ1TD

Logging Setup  Logging Destinations  Email Setup  Event Lists  Rate Limit  Syslog Settings i LU RS .

¢ Allow user traffic to pass when TCP syslog server is down
{Recommended to be enabled)

Message Queue Size(messages)* | gqio {0 - 8192 messages), Use 0 ta

indicate unlimited Queus Si

@ Syslog Servers#xiEiR

@ AddEHvs

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



AT 4:Syslog Serversi%E®@

Add Syslog Server

IP Address*

Protocol ® TP ) UDP

Log Messages in Cisco EMBLEM
format(UDP only)

Enable secure syslog. @
Reachable By:

'® Security Zones or Named Interface

Available Zones &
=, Search

W
saw inside_zone

iou outside_zone

Add

Port |1470 | (514 6r 1025-69

' Device Management Interface (4solicable on FTD v6.3.0 and above)

Selected Zones/Interfaces

Interface Name

OK

l | Cancel

? X

« SyslogAyt—UFH AT 55D SyslogH—/\EHEEITD

Edit Network Object

Name |svsLoG
Description

Metwark - Host@

) Range ) Metwarl ) FQDM

AN\
|10.?D.68.10? @ |

Allow Overrides ||

[ Save Q J
®

DEBEMT7 A% D") v, Network
Object4E Rk mE H N Ba<
NameZ@ A1, CCTIX"SYSLOG T 5

Networkig Bl DHostIZF T voE AND
SyslogY—/\DIP7RLRAZ A B
Save&x2')vo




AT 4:Syslog ServersiZER)

« SyslogAyt—UFH AT 55D SyslogH—/\EHEEITD

Add Syslog Server ? X%

1P Address* [svstoc e

Protocal C TCcP @ uppl

Port /514 ( 2 ) (514.cr 1025-65535)

Log Messages in Cisco EMBLEM (]
format(UDP only)

Enable secure syslog.

Reachable By:

:3)0/ Device Management Interface (dpolicable on FT0 06 3.0 and above)
) Security Zones or Named Interface

Available Zones &
[& search

Selected Zones/Interfaces

SyslogAyt—UEETORILEEIRT S,
ZCTIZUDPZEEIRT 3
BIHRICAR—&IEET H, CCTlE514&T
Add | %)o

Reachable By TSyslogAvyt—C MEETT
LT BARA—TIAREEIRTH, T
[%”Device Management Interface” &9 %
rface o | OKz=oIvo




ATv7 5: Deploy

Overview Analysis Policies rISUGEEE Objects AMP Intelligence

System Help v admin v
Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

I'—rD-POLICY You have unsaved @\ges % 0 Cancel

Deploy Pollcles version:2020-02-21 05:08 PM ? X

@ 1 out of 3 Firepower Threat Defense devices may have Inspect Interruption. For details, see online help »

Savezx91)wyo
Deployz21)v%9

EHEIN-REZHEZED L. Deployxt RHEZFIC
FIviEAnd

Deployz2')v%
Daplay @Cancal | |




% SyslogAvyt— D

- BIZIXFTDD A 42 —T x4 AGigaEthernet0/0. 0/1MDown&UpZ{To71=154 . Syslog
H—NANETROESAvE—UHAH S S,







7o7—hMEE

« FMC. FTDA. RS 57 F—MMINERH—/I\AOFX T T B EMTEE,
« WRELDTI—MITERELS,

Health Monitor Event R BARDRAT—2RIZEIT ST 5k,

Audit Log Event BEEOTDTI—h,

Connection Event Access Control Policyl2&AARI a3V ARUEDT 5—k,

Discovery Event Network Discovery®@ 72—k,

Impact Alert Intrusion Policy 1 XkMD 55, Impact Flagl<iCi=7 35—k,

Intrusion Event Intrusion Policy® 72—k,

Correlation Event Correlation Policy@® 75—k, &flilaEHEEEL. 75—MARZEEIT,
Network Malware Event Network AMPD7 25—k,




=L s N S
E&E@zﬁ’h

« 27w 1 : Health Policyfg&R
« ATYTF2 : Syslog Alert{E X
- X773 : Health AlertE &Syslog AlertBEE&E < 1+

Syslog—/\M, FMCKYBEBDEN AR YR T—IE T AVMNIIBELTHSR1RET D

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



ATw7 1: Health PolicyFEEED

- TIHILFTERSINTLVSHealth PolicyxFEEE D

Qverview Analysis Policies Devices Objects AMP  Intelligence Deploy 9 System
Configuration Users Domains Integration Updates Licenses v Health » Pnlicy@onitﬂring v Tools v

Alerts Import/Export

[jﬂ_ Compare Policies J{@ Create Policy |

Initial_Health_Policy 2020-02-14 04:59:35 2020-02-14 13:59:34 TR

Global 3 appliances Modified by "admin”

Initial Health Policy

System#%xE iR
Health ® D PolicyZ#E1R
TIHILFTER SN T SHealth PolicylEDERET AV ED) VY

«  TIHILFEZ DHealth PolicylEDescription#I<” Initial Health
Policy” LE2&k A 5,

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 214




ATw7 1: Health Policy#i2®

- TIHILFTERSINTLVSHealth Policy#HESR

AMP - Intelli

Editing Policy: Initial_Health_Policy 2020-02-14 04:59:35

Paolicy Marme !Initial_HeaIth_PoIicy 2020-02-14 04:59:35

Folicy Description |Initia| Health Policy

» Policy Run Time Interval

AMP  Intellige

Editing Policy: Initial_Health_Policy 2020-02-14 04:59:35

Policy Name iInitiaI_HeaIth_PoIicy 2020-02-14 04:59:35 |

Policy Description ‘Initial Health Policy |

Policy Run Time Interval

2 Run Interval {mins) |5
AMP For Endpoints Status

Description  AMP for Endpoints Status

AMP for Firepower Status

Appliance Heartbeat

Automatic Application Bypass Status
Backlog Status

» AMP For Endpoints Status

. (@)
AMP for Firepower Status I et Bion® o I

Appliance Heartbeat
Automatic Application Bypass Status
Backlog Status

BETI— DR ELHERT D,
N 51 Z [EAMP for Endpoints Status®Enabled®OnIZF Ty oM A>T

W58, COTI—MIAMTHEEDLM S,




AT 2: Syslog AlertfE D

. Syslog AlertZ 1R

averview Analysis JEOIEEY Dagmes Objects | AMP  Intelligence

Systern Help v admin v
Access Control » MNetwark Discl Application Detectars Correlation Actions » alerts

Policies Intrusion Rules White List Traffic Profiles Alerts Remediations Groups Monitor Alerts

Impact Flag alerts Discovery Event Alerts Advanced Malware Protection alerts Ir@m Ema

@  Create alert

Create Email Alert I

Create SHNMP Alert

Create Syslog Alert

@ PoliciesZEiR
@ Actions T DAlertsziER
@ Create Alert® 7 LA > &Y Create Syslog Alerta 91w

« Create Syslog Alert CEmail. SNMPZZERT HERIFRIZA—IL.
SNMPDEZTE VAT BE,

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



AT 2: Syslog AlertfE @

. Syslog AlertZ 1R

Edit Syslog Alert Configuration
Narne ' 5Y5L0G-ALERT(])
Host 110.70.68.1072)
Part 514(3)
Facility | aLerT(4) v
Severity ‘noTIce(d) v
Tag |

Alert Configuration is in use by & Policies.

NameZ A 1, CETIX"SYSLOG-ALERT &9 %

© 2020 Cisco and/or its affiliates. All rights reserved

Cisco Public

HostlZSyslogH—/ADIP7KLA%E A B
PortlZSyslogt—/\DHR—rFEFEA N, TIFHILME514
Facilityz#E1R

SeverityZiEiR, CZTIE’NOTICE’&F %
Savezx9')vy

QIGICIEISIS)



ATw7 3: Health AlertfEp&Syslog AlertBEE {1+

- Health Alerté‘—fﬁﬁkb ERTBAenF{ET 5,

Objects AMP  Intelligent

Active Health Alerts

| Load || Delete |

Configure Health Alerts

Health Alert Name

HEALTH-ALERT

Threshold Timeout (Optional)

Inline Link Mismatch Alarms

Interface Status
Intrusion and File Event Rate
Link State Propagatlon
Local Malware Analysis
Memory Usage.

Platform Faults

Powver Supply

Process Status

RRD Server Process
Realm

Reconfiguring Detection
Security Inteligence
Smart License Monitor

Time Series Data Monitor
Time Synchronization Status
URL Fittering Monitor

User Agent Status Monitor
VPN Status

L
=@

Threat Data Updates on Devices

@

|SYSLOG-ALERT (Syslog) &

®

‘ {in minutes)

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco

Public

Jeploy elp v  admin v
Configuration Users Domains Integration Updatas Licensas v Health » Monitor nlens&mmls v

Systemz &R

Health ® ®Monitor AlertsZ &R
SeverityZ:&iR, CCTIEETEER
ModuleZER, CCTIEETEER

Alert CYERLFH D”SYSLOG-ALERT %:&1R
Save&9')vy

)
@
€)
@
®
®




% SyslogAvyt— D

« PIZRIEFMCh D AYE—UEL T, Syslogh—/INIETROLSITH AN S,




& TOMOTI—rREICOLTD

- BT S—FDBREETIAZ2—BEEZTRET D,

Health Monitor Event HEBADRAT—2RIZEATS75— | Health Policy
ko @DSystem>Health>Policy
Alert
DPolicies>Actions>Alerts
Health Alert

@DSystem>Healths>Monitor Alert
QFERAT BAlertstE—EBXYIETE

Audit Log Event BEERTDTI—t, Audit Log
@System>Configuration>Audit Log

Connection Event Access Control PolicylZ&k4ax% Connection Event

AVARNNDTIT—h, @DPolicies>Access Control

Q75— EMIZTBIL—ILDEENSAccess Control PolicyZiEiR
@Logging%#7 TDefault Syslog SettingsZ % €

Discovery Event Network Discovery®D 75—k, Alert
DPolicies>Actions>Alerts
Discovery Event Alert
MDPolicies>Actions>Alerts>Discovery Event Alerts
dlor is afliates. Al ights reserved.  Cisco Publi QFERAT BAlertsETILT IV KVIERE




SEZ FOMOTS—FEFEIZDOLNTO

« BT IT—FDEBREETOA=Z2—BEEZFEERT Do
Impact Flag Alert Intrusion Policy 1 XU kD55, Alert
Impact FlaglZi=C1=72—k, (DPolicies>Actions>Alerts
Impact Flag Alerts

DPolicies>Actions>Alerts>Impact Flag Alerts
QAT BAlertsETILE IV KYIETE

Intrusion Event Intrusion Policy@7 25—k, Intrusion Event

(DPolicies>Access Control>Intrusion

@7 5—hE#ZT Bintrusion Policy%:&1R
@Advanced Settings>External Responses




& TDMDTI—rEEIZDOLNTO

« BT I—hDEEEITIA= 2 —EBEZTEHT D,
Correlation Event Correlation Policy®@ 72—k, Alert
DPolicies>Actions>Alerts
Correlation Policy
(DPolicies>Correlation
Q75—bEMIZTBIL—ILDEFENSCorrelation PolicyZ &R

®7S5—kE#ZF BCorrelation RuleZ &R
@Y HResponsestAlert— & LYIEE

Network Malware Evert Network AMP®D 75—k, Alert
MPolicies>Actions>Alerts

Advanced Malware Protection Alert
MPolicies>Actions>Alerts>Advanced Malware Protection Alerts

QFEAT BAlertsE T ILE YL KYIEE




2% Audit Log Eventi% 7€ Bl

- Audit Log EventZR EEI@EIERD £35S,

Overview Analysis Policies Devices Objects AMP Intelligence

y 5 elp v nin v [
Configuration K Domains Integration Updates Licenses v Health v Monitoring v Tools v

@ [ save |

Access List
Send Audit Log to Syslog Enabled v

Process S @
Hi

Audit Log Certificate o

» Audit Log Facility USER v @

Login Bannal Severity INFO v | 0

Change Reconci@ Tag (optional

DHS Cache Send Audit Log to HTTP Server | Disabled v

Dashboard

URL to Post Audit

Database

SystemZ 3R
ConfigurationZ &R

Audit LogZ:E1R

TILE D KYEnableZ 3R
SyslogH—/\DIP7RLR%EA A
FacilityZ&1R

Severity%iEiR
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2% Connection Eventi% & [E &

. Connection Eventi% E [H|

Analysis IENIISEEN Devices Objects = AMP

Metwork Discovery

Overview
Access Control » Access Control

ACCESS-POLICY

Jesc

Ent:

Prefilter Policy: Default Prafilter Policy

Intelligence

Application Detectors

EITRDEIICGD,

admin v

Correlation Actions ¥
You have unsaved changes | Analyze Hit Counts || a Save | | 0 cancel

Identity Policy: None
Tg Inheritance Settings | [] Policy Assignments (1)

SSL Policy: 55L-POLICY

Rules  Secunty Intelligence  HTTP Responses

Default Syslog Settings:
The following configuration will be used for all syslog destinations in € i@p

Q

: Syslog Severity ALERT v

File and Malware Settings

) send Syslog messages for File and Malware events

¥l send using spedflc syslog alert
Syslog Alert SYSLOG-ALERT »| K
) FTD 6.3 and later: Use the syslog settings configured in the FTD Platform Settings policy deployed on the device

icy and all included SSL, Prefilter and Intrusion policies unless explicitly overridden.

Summary
FTD Version 6.3 and later
Send using syslog alert 'SYSLOG-ALERT'

All other devices
Send using syslog alert 'SYSLOG-ALERT'

Show Overrides

nd/or its affilia

HEXRRET BAccess policyZ <
LoggingZ#E1R[Send using specific syslog alert](Z

R

FIviz And
HEAJ %Syslog AlertzFILE D Kb




£ % Connection Eventz% EEE®

- ACPTM4EEMAccess RulelZxtL . Syslog

HEXEBIIZOverridestAZEH AT HE,

Editing Rule - CATCH-ALL
¥ Enabled Move

v b A E

Name |CATCH-ALL
Action 7 Allow

Zones  Networks VLAN Tags .. Users Applications Ports URLs  SGT/ISE Attributes

? X

ispection

¥ Log at Beginning of Connection

¥ Log at End of Connection

File Events:

Send Connection Events to:
¥ Event Viewer

Syslog Server (Using default syslog configuration in Access Control Logging)|
0 sNMPTrap'| salect an sump Aler f t

Show Overrides

@)

@

HEXERET BAccess RuleZ <
LoggingZ &R

—S2Y8

/

¥ syslog Server (Using default syslog configuration in Access Control Logging) Hide Overrides

¥ Override Severity | ALERT v

¥ Override Default Syslog Destination | Select a Syslog Alert Configuration... ‘V: @

5

Syslog ServerlZFzvo%& ANnb

Show Overrides& %) w4
Overridest 4% EEL T, Severity,
{3 %Syslog AlertZ 8




2% Discovery Eventi% i€ Bl

- Discovery Eventg B EIEH IR D K124 5,
@

Overview Analysis JEMIEEN Devices Objects = AMP  Intelligence

Access Control v Network Discovery Application Detectors Correlation Actions * Alerts

Advanced Malware Protection ARSrts ntrusion Email

@ Select alert responses to use for discovery event alerts. You must click Save afler you make your seleclions.
syslag | sYsLOG-ALERT *
Email | Hane o

SHMP | Hone ¥ @

Events Configuration

Alerts Impact Flag Alg Discovery Event Alerts

Alerts

Select the event types for which you want to generate alerts

Add Clisnt &)
Add Hast Ll

PoliciesZ 3R
Actions FDAlertsZiEIR

Discovery Event AlertsZ 2R
o {EMAY 5Syslog AlertZ 7 LA 72 KU EIR
E To5—hRRETBARIIAFIVIEAND




Z% Impact Flag Alertz% %€ B &

- Impact Flag Alertsigx EEIE IERD £I12755,

s IELUSEEN Devices Objects AMP Intelligence

Access Control v Network Discovery Application Detectors Correlation Actions *» Alerts

Impact Flag Alerts Discovery Event Alerts Advanced Malware Protection Al h ptrusion Email
Alerts @

® Select alert responses 10 use for Impact Flag alerts. You must click Save after you make your selections.

Syslog SYSLOG ALERT v
Emall MNonz v |

SHME Neoe v @

Impact Flag Configuration

Check boxes balow to cause Intrusion Events with the associated Impact Flag to generate alerts,

0 Unknown

4 Unknown larget C
8 Currently Not Vulnerable )
12 Potentially vulnerable 0

@ vulnerable

PoliciesZ 3R
Actions FDAlertsZiEIR

Impact Flag Alerts#&iR
© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 1§ﬁj—68y8|og Alert%j())[/@rbpé: L)%*R
' ' o o 75—kt R ET BImpact FlaghFyvoEAND




52 Intrusion Events% i€ B &

. Intrusion Events2k EEIEIERD L2735,

Overview Analysis EIIEEN Devices Objects

AMP Intelligence

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions ¥

Edit Policy: INTRUSION-POLICY

Policy Information £,
Rules . specific Threat Detection
Firepower Recommendations Sensitive Data Dataction

@ Advanced Sattings =
. Intrusion Rule Thresholds

® Glebal Rule Threshelding

© External Responses

@ Policy Layers

SNMP Alerting

Syslog Alerting

() Enabled (® Disabled

o Edit

® Enabled ) Disabled

) Enabled ® Disabled

Disabled

Settings

Logging Hosts Using default syslog configuration in Access Control Logging. To override, ent

ter sy P address or comma-separated list)
Faclity ALERT v
Severity EMERG v \& @

@ Revert to Defaults |

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

® OPLOO

R E X R ET Bintrusion PolicyZB<
Advanced SettingsZ 2R
Syslog Alerting@Enabled~NFz 9% AN

Editz ')y s

Intrusion PolicyZB8&{}1T5Access Policy&RIL
SyslogH—/\MoZEET SHIHE. Syslogh—/\&E%E
Facility. SeverityZ#& %€




22 Correlation EventE%%E Bl E Correlation PolicyE D

- Correlation Policy# iR E9d 5 & T, FMEEHICEDICT7 I — MEBHZITR S,
@)

Overview Analysis JEEIISEEN Devices Objects = AMP Intelligence

Access Control v Network Discovery Application Detectors Correlation ctions ¥

@ Alerts Remediations Groups

) Create Palicy

Policy Management Rule Management White List Traffic Profiles

Policies%3E4R
CorrelationziEiR

Policy ManagementZ:&iR
Create Policyx2')v%

) and/or its affiliates. All rights reserved. Cisco Public



=7 Correlation EventZ% TE B Correlation Policy4ER@

Rule Management White List Traffic Profiles

Correlation Policy Information

You have unsaved changes
Policy Name ECDR_R_ELT[(_]N POLICY |
Policy Description | m @
1

Default Priority | Nona =

|

Policy Rules

& Add Rules

Mo Rules Currenth y Active

@ Policy NamexAAH, Z_T

[£”CORRELATION POLICY” &9 5
@ Saverxvvy

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



%% Correlation EVGI’]’[E [E] @ Correlation RulefEE®D

Policy Management White List Traffic Profiles

Rule Information

Rule Name fcorrELATION RULE

A
Rule Description [ 1

Rule Group | Ungrouped v

Select the type of event for this rule

a discovery event occurs ——
Rul¢ user activity is detected @ | © Add Inactive Period
a host input event occurs

a connection event occurs | Srp—

SN00| 5 trafic profile changes \ule generates an event, snooze foro Lhovurs v |

a Mahware event occurs
InactivePeroas — Tnere are no defined inactive periods. To add an inactive period, click "Add Inactive Period".

Save Cancel

@ Rule NameZ& A 51, ZZTIE"CORRELATION
RULE”ET S

@ TILEH2 KYCorrelation Policylz&kY 7
S—rBIIBHIEED, FHEERT S, =
— TClZan intrusion event occurs&d %

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




2% Correlation EventZ% E B E Correlation RulefEf®@

Policy Management White List

Traffic Profiles

Rule Information

Rule Name
Rule Description

Rule Group

ICD RRELATION RULE

Ungrouped ¥

Select the type of event for this rule

an intrusion event occurs ¥

| © Add Connection Tracker | | & Add User Qualification | | & Add Host Profile Qualification |

® @ Add condition ) [@ Add complex condition |
X [IoC Tag v] s

Rule Options

Snooze

Inactive Periods

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco

Application Protocol -
Application Protocel Calegory

Both Source IP and Destination IP

Classification

Client

Client Category

Destination Country

Deestination IP

Diestination Part / ICMP Code

Device

Egress Intarface

Egress Security Zone

Either Source IP or Destination IP

Generator 10

Impact Flag
Ingress Interface
Ingress Security Zone
Inline Result

Intrusion Policy

ra

|[hours ¥ |

add an inactive period, click "Add Inactive Period".

HEIZISCTEFEMEEEZEMN, BNY 555 AAd
condition&2')w%
TIE IV EYANSEHEEEIR, ZCCTIXIOC Taged %

) Add Inactive Period |

BEFHFEIR, Z2TIlEis Setéd %, chulzkYlintrusion
EventhWE AL, BEMNDZENIZIOC TaghtzybSh TLV
5 1EWLSEHITED,

Save&x7')vy



2% Correlation EventagX FE B M Correlation PolicystE®

Rule Management White List Traffic Profiles

& Create Policy

Rule Management White List Traffic Profiles

Correlation Policy Information | save | cancel |

Policy Name !CORREL‘I‘ION POLICY

Policy Description |
Default Priority Mone ¥ |

Policy Rules ) Add Rules

Mo Rules Currently Active

@ Policy ManagementZ&iR

@ HEI—HELYY
@ Add Rulez%')vs

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 233



=7 Correlation EventZ% TE B Correlation Policy: @

Avallable Rules

Select the rules you wish to add to this policy, then click “add”.

Add »

@

@ Correlation Policy~& & dRule~F v

DEANS,
@ AddxH')wy

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 234



ZZ Correlation Eventz2 EE & 7

.

— FDEMID

Policy Management Rule Management White List Traffic Profiles

Correlation Policy Information

Policy Name [CORRELTION POLICY

You have unsaved changes Save Cancel J

Policy Description

Default Priority None v

Policy Rules

CORRELATION RULE

This rule does not have any responses.

Responses for CORRELATION RULE

Assigned Responses

f
Unassigned Responses &

SYSLOG-ALERT @ -
® d

(Lvpsate || cancet |

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

Responses for CORRELATION RULE

Assigned Responses
SYSLOG-ALERT

Unassigned Responses

Responses7A a2 & o)yl
Correlation Rule C{EAT 3

Syslog Alertz&iR
BM7AaAVET )Y
Updatez2')v%




22 Correlation EventzX EEE 75— r0EMN®

Policy Management Rule Management White List Traffic Profiles

Rule Management White List Traffic Profiles

CORRELTION POLICY

@ Activate7Aa>#9')v9 ., ZthlZ&->TCorrelation Policyh B %1
7Y, Correlation RuleDEHZFRET- ANV RELIZIGEICT
S—hBEESINDS

« Correlation RuleMEHEXIZDWLWTIEITEEEZSBO L
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configur
ation/guide/fpmc-config-guide-v64/correlation_policies.html

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/correlation_policies.html

=2 Network Malware Everts%k E & &

- Network Malware EvertE2 FBIEIERD LI 755,

nalysis JEEIISEEN Device:
Access Control v

s Objects AMP Intelligence

Network Discovery

Application Detectors Correlation Actions » Alerts

Polices  Intrusion Rales White List Traffic Profiles  Alerts Remediations Groups Monitor Aerts

Alerts  Impact Flag Alerts  Discovery Event Advanced Malware Protection Alerts BB GIGTELIRTNET |

Alerts

@ Select alert responses to use for advanced melware detection event aleits. You must dick
Save after you make your salections.

Syslog: SYSLOG-ALERT v
Email: Hone v
SHME: Mone

Event Configuration

Select Ute event Lypes for which you warl Lo generate alerts,

Retrospact Hve Evants o
All network-based malware events J

PoliciesZi&1R
Actions FDAlertsZEIR

Advanced Malware Protection AlertsZi#E1R
{EHT 5Syslog AlertZz 7 LA o L UsEIR
To5—bhxRET BEventNFIvIEANDS
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ATvT 1-1:FEBLHR—FERKD

. LIR—FDEBXIRET BHEEEZR, ZZTlEConnection EventzHlZ3 3,

Overview WGEWEEN Policies Devices Objects

System Help v admin v

Context Explorer Connections » Events rusions v Files v Hosts v Users v Correlation v Advanced v Search
Bookmark This Page Report Designer ard View Bookmarks Search v
Connection Events tsuitch workion) @
Il 2020-0%- 6 - 2020-04-13 1o~4s<17k{')
Connections with Application Details > Table View of Conneaction Events
No Search Constraints (Edit Search)

Jump to... v

3 B 2020-04-13 10:43:39 Allow ‘ 192.168.1.101 £8.8.88 5 usa inside zone outside zone 65243 / udp 53 (domain) / udp [ ons [™] DNS client
$ [0 2020-04-1310:43:39 Allow ‘w 172.217.31.130 =g USA inside zone outside zone £5244 / udp 443 (https) / udp ) Doubleclick

4 @ 2020-04-13 10:41:32 2020-04-13 10:41:32 Allow . 192,108.1,101 40,74,108,123 e JEN Inside_zone outside zone 52215./1¢p 443 (hitps) L1cp [ Hxzes [ ssk.client
3 @ 2020-04-13 10:41:32 2020-04-13 10:41:32 Allow ' 192.168.1.101 40.74.108,123 e JPN inside zone outside zone 52316 / tep 443 (https) / tep [ kTS [ ssL client
3 B 2020-04-13 10:41:32 2020-04-13 10:41:32 Allow - 192.168.1.101 8.8.8.8 inside zone outside zone 64035 / udp 53 (domain) / udp DNS [ ] DNS client
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2020/4/13 10:41 Allow 192.168.1.101 8.8.8.8 USA (United Stales) inside_zone oulside_zone 64935 / udp
Allow 192.168.1.101 8.8.8.8 USA (United States) inside_zone outside_zone 64935 / udp
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View B Gi All (4) | E 0) | Warning (0) | Offline(2) | N 1(2) | Depl t Pending (2) Add

| < Search Device

4 ] Ungrouped (1)

FTDv-HA
4 @ \ligh Avallability

FTDvO1(Primary, Active)  FTD for Base, Threat (2 i
L Rktwe v Brve VMWare 6.4.0.7 N/A MOre...) ACCESS-POLICY R ®
FTDvD2(Secondary, Standby FTD for Base, Threat (2 .
O S5 Rovted VMWare 6.4.0.7 N/A — ACCESS-POLICY R

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



EXE !fJL%

AMP  Intelliger

Device Management ~ NAT VPN QoS Platform Settings | FlexConfig | Certificates Edit outside
FTDv- HA = L& e ¥ Monitor this interface for fallures
i Tirepumer Thzsal Defense fon VMW

Summary [T HICAETEL TG Device Routing Interfaces Inline Sets DHCP m IPvE

High &wvailability Configuration Interface Name: outside

High Avallabilicy Link

State Link Active IP Address: 192.168.250.1
Interl Tace GigalilEther neldf2 Interl Tace GigabilElherneldy2
Mask: 24
Logical Name Fallover Logical Name Falloves
) Standhy 1P Address: I192.168.250.2] I

Primary by 192.168.10.1 Primary w 152.166.10.1
secondary 192, 158,100, 4 secondary | 192 108, 10,
Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
IPsec Encryption Disahlad Statistics .

onitor nterfaces

s B e g — T —————— O ——— Cancel
- L4
o e 192, 164,250, 1
I {

ﬁit inside

¥ Monitor this interface for failures

High Availability2Z ®Monitoring Interfaces > outside M $A%E [ wve O

<X—0%0')vY Interface Name:  Inside
Secondary IP AddressI=FTDv2®outside IFEZ2ADIP7EL Il
REEREL. OKES) YD R o, oo .:
InsideDEFEIX—D% D)V

Secondary IP AddressIZFTDv2®inside IFE=42FRA®DIP7RL X / (
ZEREL. OKEYYYY @
Savezx')vy




ATYI5-1: HAERE - REMACERE

Overview REUELSERE (a1 Objects | AMP Intelligence Daploy System Help v admin
Dashboards » Reparting Summary ¥

FTDv-HA oo (0 concel

Cisco Firepower Threat Detense for WYMWare

Monitored Interfaces

[ outside 192.168,250.1 192.168.250.2 < P4
diagnostic v 7
|nﬁ|dP. 192.168.1.1 192.168.1.2 L 4 b/‘

Interface MAC Addresses E @

Failover Trigger Criteria &7
Failure Limit Failure of 1 Interfaces
peer Poll Time 1 sec \ 4
No records to display
Uz (A UG ez Add Interface Mac Address ? %
Interface Poll Time 5 sec

Physical Interface:* . igabi erne v
High Availability2 7 @Interface MAC AddressesD+I—9%9')v% Active Interface Mac Address:*  [2200.0000.00%c
. ==
u-F & ax & . Standby Interface Mac Address:*  [a200.0a00.00fd
= Ph\/SICa| |nterface. G'gO/OEL*R o Enter the Mac addresses In hexadecimal format such as 0123.4567.89ab

- Active Interface Mac Address: EEDREMACT KL AZERTE
- Standby Interface Mac Address: FEDIRBEMACT L R #E&E @ﬁ | Cancel

OKzZEo)vy
BFkIZGig0/1 THEREZEITL. SavelZTHREF




HE  REMACEKZEIZBTBvSwitchtFUFoRYS—D

- VMIRETHAIZIREMACEZ X9 5158
L1858

2020 Cisco and/or its affiliates

lill;.\

J M—b DI —T DEE: inside

AR

MAC 77 kL AZEE

&Hl
o -
By F vSwitch2 v
* FFaUss
EERE-F

® &iE U EES U vSwitch hSilkE

® EE S U vswitch h SR

® &E O 4EE U vsSwitch i SR

» NIC F—=2.4T

» RSO v o S T—EY

LUy oL TERS

Uy oL TERS

I

FF

|| #v>t |

=JUL ==

axX ;B

=

VSwitchDtEFXaF4—R)S—DEENNE

https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/vmware/ftdv/ftdv-vmware-gsg.html#24182

All rights reserved

Cisco Public
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7"7;‘{2:6‘13 HAEZTE - HAQRBRLEA U ATT—REZ
FTEEE e

Deploy Policies version:2020-03-05 12:25 AM ? ¥

P

‘ £ FTDv-HA No FID 2020-03-05 12:05 AM

Selected devices: 1

| Deploy | Cancel |

© 2020 Cisco and/or its af




CLITOHEEE - FTDVO1~MDSSH

> show failover
Failover On
Failover unit Primary
Failover LAN Interface: Failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.12(2)151, Mate 9.12(2)151
Serial Number: Ours 9AJU9XP79B5, Mate 9AOKK2GHVAW
Last Failover at: 05:29:44 UTC Mar 30 2020
This host: Primary - Active -
Active time: 6247 (sec)
slot 0: ASAv hw/sw rev (/9.12(2)151) status (Up Sys)
Interface outside (192.168.250.1): Normal (Monitored)
Interface inside (192.168.1.1): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Other host: Secondary - Standby Ready
Active time: 0 (sec)

Interface outside (192.168.250.2): Normal (Monitored)

Interface inside (192.168.1.2): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : Failover GigabitEthernet0/2 (up)
Stateful Obj  xmit xerr rcv
General 902 0 830
sys cmd 830 0 830 0
up time 0 0 0 0

........ LI &8




CLITOHEEE - FTDVO1~MDSSH

- show failover historyaA< kT, EEREGE T KDActivetg&Standby D
t1YE Z (failover) R H O R AT BE

. Primary# (FTDvO1) KYEHE

> show failover history

From State To State Reason

Y

05:29:44 UTC Mar 30 2020

Active Config Applied  Active No Active unit found

07:37:04 UTC Mar 30 2020

Active Failed Interface check
This host:1
single_vf: outside
Other host:0




sZ FMCTOHART—R2RXFEER
show failoverZFMChOiER T B H %
- Health > Monitor > MR DFTDT/N\A X&)%

Health Monitor

FTDvO1 Generate Troubleshooting Files .
© [ ng ] Advanced Troubleshooting
FTDVO1 .
| Advanced Troubleshooting |
& File Download Packet Tracer  Capture w/Trace
Command I show v Parameter  failover I
Outpur Fallover On =
Failover unit Primary Joues

Failover LAN Interface: Fallover Gigabitethernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poli frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication hitp
Version: Ours 9.12(2)151, Mate 9.12(2)151
Serial Number: Ours SAJUSXPTIBS, Mate SAOKKZGHVAW
Lest Failover at: 04:12;14 UTC Mar 31 2020
This host: Primary - Active
Active tima: 3690 (sec)
slot 0: ASAv hw/sw rev (/9.12(2)151) status (Up Sys)
Interface outside (192.168.250.1}: Normal (Monitored)
Interface inside (192.168.1.1); Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0} status (up)
Other host: Secondary - Standby Ready
Active time: 1814 (sec)
Interface outside (192.168.250.2}: Normal (Monitored)
Interface inside (192.168.1.2): Normal (Monitored)
Tnterface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0} status {(up) -
clnr 30 Alskeraris rav (1 A etarie funt

\ 4

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
Execute | Back




ZZ FMCTOHART—2RAHERR
- failover historytFMC &Y HEER AT RE
- Device > Device Management > HAMDEAEY—7% > Summary

FTDv-HA

Cisco Firepower Threat Defense for VMWare High Availability

High Availability Device Routing Interfaces Inline Sets D

General &7 B
Name: FTDv-HA
Status: ©
Primary Peer: FTDvO1(Active)
Secondary Peer: FTDv02(Standby)

Failover History ? X
Failover History: -4

e s ———
04:32:38 UTC Mar 31 2020 FTDvO2 Failed Standby Ready Interface check -
04:32:38 UTC Mar 31 2020 This host:0

P 04:32:38 UTC Mar 31 2020 Other host:0
04:32:22 UTC Mar 31 2020 FTDwD2 Standby Ready Failed Interface check
04:32:22 UTC Mar 31 2020 This host:1
04:32:22 UTC Mar 31 2020 single_vf: outside

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 04:32:22 UTC Mar 31 2020 Other host:0




HA ActivetDEIY & Z

- Devices > Device Managementdkl)

- Primaryi4fEEROUIYRERLETOFI A

d— Eéﬁiﬂuﬁbmty

@ fgg‘{f’l FTD for VMWare 6.4.07  N/A Base, Threat (2 more...) ACCESS-POLICY ®’

© fIDvo2(Secondary, Standby) FTD for VMWare 6.4.07  N/A Base, Threat (2 more...) ACCESS-POLICY ®

Switch Active Peer
9 Are you sure you want to make
"FTDv02" the active peer? <
I Yes L No

e ELE‘I\;EiIabinty JSeeOH

© fT0voL(Primary, Standby) FTD for VMWare 6.4.0.7 N/A Base, Threat (2 more...) ACCESS-POLICY ®

© fg_f;‘;f’fl@%%e"“ﬂ Active) | FTD for VMWare 6.4.07 N/A Base, Threat (2 more...) ACCESS-POLICY R




HA®D & Br

- Devices > Device Managementdkl)

- HARBRZERLTEAKRDFTDICRY HZEIZFI A

Y

4 @ FTD

v-HA
High Availability

FTDvO1(Primary, Active)
O o e e

@ FTDv02(Secondary, Standby)
10.71.132.223 - Routed

FTD for VMWare 6.4.0.7 N/A

FTD for VMWare 6.4.0.7 N/A

Base, Threat (2 more...) ACCESS-POLICY

Base, Threat (2 more...) ACCESS-POLICY

© 2020 Cisco and/or its affiliates. All rights

>served

Cisco Pub

C

Confirm Break

Breaking the High Availability pair "FTDv-HA" will erase all configuration except the Access

? } Control and Flex Config policy from standby peer. This operation might also restart Snort
processes of primary and secondary devices, temporarily causing traffic interruption. Are you
sure you want to break the pair?

[} Force break, if standby peer does not respond

I[ Yes ][ No

A

272




HADARXNTS59T4 R

c UTOFIDHARR N TSI T A RIZEFODTEATAHIET, FSTIRE)RDF
Mz %52 &MAEE
FIDHADT—R2 A4 23— x4 RlF. A4 vF £ LLIEHUBTOUNEIHELE
- RA Y FEHFAFFIL, Portfast $ L X REFEDHREE XA v FIR— F’C’Ex)]'ﬂ:?'é &L T
RER EEHOZREVNVEEBRY. 1 23— 24 X7 Y TRODCGARPEF IZHE
- FTD HA® High Availability Link (=Failover Link) & State Linkl&, FTDF7 /N X TESE. B L <
(i EtherChannelZFIfH, #HIEBEEENEZVBREDEE. 2EDREAFERA HLINKA ’éumhéf—
. BHEEOA DA REFET B E
- T—RA4 B —T x4 RIZIE., Active P7 KL R & Standby IP7 K I/Zé'—l_ﬁji SETAHIEM
HLE, 2DDIP7 FLRZHRET S & T, li7R— FEDEIRE LR M AT EE
. (#%(:NAT%IJFHE#H:) T—RA4 B8 —T A RIZIF. Active [REMACT K I/Zt Standby {& 18
MACT7 FL RDEXREMNHLEE, REMACT FLRAZEERET S & T, RFEXRBEBEOMACT FL R
THO TNITHESBEXZEZMZASIIENTES,
- InterfaceBEtR D = ?D Polltime*> Holdtimelx 7 7 # JL MEFIBAH#EE, 59 & B PolltimeX>

Holdtimelk. BEIZBEOCERMNRERD EREMOHello/N\ry LD I~ Oy 7I2kd. FHES
PYUBZORERRIZ,

Firepower System: FTD HA: FIDLR{ER DA FENST IV 2a—T42 45 (FMCH| )
https://community.cisco.com/tb/-/-/ta-p/3952716



https://community.cisco.com/t5/-/-/ta-p/3952716

Appendix
1. RILFA R ADERK



TILFAVRZI ADTE

. Firepower 4100 & 9300 D& THHR—k

c 1DDEDA—IL or PTSATUATEHDBET /IN\A AL IR E
- FFIL FTD OHATHR—F. FTD & ASA OREIXFEY R—FFFE
- Docker 1225, T F DNy —oU 5 w#ER

« NSOV OV EBELERITHE]

- YIIB/ERIBA A —T A RE VLAN [& Supervisor TE

FTD Instance A FTD Instance B FTD Instance C FTD Instance D ASA Instance A (Future)
8 CPU 6 CPU 12 CPU 8 CPU 12 CPU

Firepower 4100 or Firepower 9300 module

Ethernet1/1-3  Ethernet1/4-5 Port-Channel1.100-101 Port-Channel?2 Port-Channel1.102-103



& SRMTHERRAIEGEFTDA VR EY

2D DHIPRD /SN

(CPUaAZ7H#/TARIBE)

Firepower 4110

Firepower 4115 new
Firepower 4120

Firepower 4125 new
Firepower 4140

Firepower 4145 new
Firepower 4150

Firepower 9300 SM-24
Firepower 9300 SM-36
Firepower 9300 SM-40 new
Firepower 9300 SM-44
Firepower 9300 SM-48 new

Flrepower9300 SM-56 new

aLes. Al TIYIILS 18581 VEL UISLU FUbIiL

22

46

46

62

70

86

86

46

70

78

86

94

110

2
s gren

CPUAZIE1AVRZVRIZD

EHRIEITVLE

P

8/12/2
16/28/2
20/24/2
24/36/2
32/36/2
32/52/2
36/48/2
20/24/2
32/36/2
32/44)2
36/48/2
40/52/2

44/64/2

&

150Gb

350Gb
150Gb
750Gb
350Gb
750Gb
350Gb
750Gb
750Gb
1.55Tb
750Gb
1.55TB

1.55TB

TARIE

1M REVR

[T DERIE4A8CBILE

CPU Bound

15
18

Disk Bound

C S T SR T IR I R I RN RS




ATYT 1-1: RILFA R ZABTA774)ILYERK

B FCM(Firepower Chassis Manager)~B% 41 Platform Settings > Resource Profiles

MFMCTIREGEE DAV R4 ZEFERAL LS ISFCMDEE T

FIDAVRA REEHIER T A= 2B Resource ProfilesDFER SR,

REZEITO

Add Resource Profile

© specify even value for number of cores.

Name:* 10cores TAT7AILBEEEA
Description: 10 CPU Cores {F = TinBAZEC A
Number of Cores:* |10 7% DA ({B%g) Range: [6to46]

Hws

OK

Cancel




ATYT 1-2: RIVFAVRAD RYERK
XNative TERLL1=3H5E DCPUaTEIY H TIISER—DDRIZEEE
Logical Devices > Add Device

Overview Interfaces QEI-IIC1ReISUILEN Security Engine  Platform Settings System Tools Help admin

€ Refresh | | @) Add Device 7IJ \yb

Logical Device List (0 instances) 100% (46 of 45) Cores Available

Mo logical devices available. Click on Add Device to add a new logical device,

Add Device b
Device Name: FTDO3 F/\A A& ZEECA
Template: Cisco Firepower Threat Defense ~ FTD% &1

FESEEEEE N TavEER T XYIWFAVREVZADEE1F

Instance Type: I;.:miner Container&#iR_~ | 4m| %9 Container&:&iR

Usage: Standalone NativeZESRET TN Y—AN
s e 18DAVRAIVRIZENY H1251=80

only need to perform this action once. %&75\6557][] 'G*E*zﬂo)’f”/x’)"’”zx
Rk e EEETIDEIFAIELD,




ATYT 1-3: TILFA R RERK

Pravisioning - FTBO3
Standalone | Cisco Frepower Threat Defenss | 6.4.0.102

o FIET B2 T7T—REEIR

oYy |

Ciscn Firepower Threat Defense - Bootstrap
Configuration
General Infarmation Settngs  Agresme
SM 1- 26 Cores Avalatle
[ — -
[nterface Irfammarian s
thearcs
Harwasrnint nleelac u: -
%
Maraganant
Lt [Pest anly <
Lewt
Harzgament [
Hetwaric Hask:
Hetwark Gateway:
gliformia
Comeerton
on. no
enfarae ar
s of Third
i, althar party
e
fiv's
| it = wiid or
e ) ramain in
Cenber HAT 10: ey
& enlire
Fully Qualificd Hestnare: of the
s cantained
Everding Irserface: - la mzhizar.
it gesvesen in
jed Intc
pdemarss of
[T v & gt
oK | canea b e
raspactive

rowmiees, The use of the ward parner dees rat mply 2 pertneshio
relationship belween Cisco and any olher sermparry. (1110R)

ERLT=7 0774 LI TER

Resource Profile
— LISLDIEE L&

wHDNativef R

A RAERERIC




==

Z FIDAV AR REMAER 1 DIKEE

Logical Device List

FTDO2

Application

ﬂFI'D

FTDO1

Application

4

(2 instances) 57% (26 of 46) Cores Available

Version

6.4.0.102

Version

6.4.0.102

Standalone Status:ok

Resource Profile

10cores

Standalone Status:ok

Resource Profile

10cores

ERAVAB ZHEFRATHARTEND

Management IP

10.71.132.226

Management IP

10.71.132.225

Gateway

10.71.135.254

Gateway

10.71.135.254

Management Port

Ethernetl/1

Management Port

Ethernetl/1

Status

{. started

Status

{. started

€ Refresh | ) Add Device |

& ||

@D etz

[ |

o

@D ci&a

a

a
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FMC2500 HARTZ A A—UF7 v 7T L— FHE

- TV TTL— AR
- REF TIZFMC2500 HAR T v6.3.0.3h 5 v6.4.0.7 %R &

c HART7ZDI{E. 2TO7 v 75 L— FFEEIFStandbyig (@&
Secondary)mh™ 5475



FMC2500 HARFZ A A= F7 v T L—F

TV TITL—FRTYT
1.6.408&KU6.4.0.70DA4 A—PEFHyoO—F
2. 4 *— T %Primary/Secondary FMCA7 v Z7O— K
3. RDeployDERFEMNE LI FFEEE
4. HAD EIHAZ Ik (Pause Synchronization)
5. Secondary FMCO 7w 749 L— F(6.3.0.3 > 6.4.0 > 6.4.0.7)
6. Primary FMCO 7w 749 L— F(6.3.0.3 2 6.4.0 > 6.4.0.7)
7. (F T3 >/ HERE)Hotfix D F
8. HAD RIEAZ B i



1.7y THI9L—FA A=A O0— K

VB.3.03MLDT YT L—FNDBEE. £313v6.4.0%EH
e ) IR T A—k YL A—TEAH o O—FR
v6.4.0

Cisco_Firepower_Mgmt_Center_Upgrade-6.4.0-102.sh.REL .tar
v6.4.0.7

Cisco_Firepower_Mgmt_Center_Patch-6.4.0.7-53.sh.REL.tar
Hotfix (BIOS Update)

Cisco_Firepower_Mgmt_Center_BIOSUPDATE_640_CJ-12.sh.REL.tar

Release Note:

https://www.cisco.com/c/en/us/support/security/defense -
center/products-release-notes-list.html



https://software.cisco.com/download/home/286313403/type/286271056/release/6.4.0
https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html

2. T ITTL—FA A—PHFMCAT7y JA— K

. Primary/Secondary FMCA7 w7459 L— kKA A =207y 70—k
. System > Updates > Upload Update KU A A—CF# 7y JO—FK
peviess w0 0, [ i aimin-]

A System QEETIEEEET TR

De

AMP
Configuration Integration Updates Licenses v Health v Monitoring v Tools »

Currently running software version: 6.3.0.3

& Upload Update

Overview Analysis Policies Devices Objects AMP Intelligence Deploy System
Configuration |~ Users  Domains  Integration = Updates  Licensesv  Healthv  Mon

COPIEATT ="l  Rule Updates  Geolocation Updates

Currently running software version: 6.3.0.3

Updates

Upload software updates and patches here.

Package Choose File | Gisco_Firep... sh REL tar
Updates

Type Version Date Release Notes boot
Cisco Vulnerability And Fingerprint Database Updates 332 Tue Feb 18 17:18:29 UTC 2020 Mo w g
Cisco Firepower Mgmt Center Patch 6.4.0.7-53 Tue Dec 17 22:30:03 UTC 2019 Yes L ]
Cisco FTD SSP Patch 6.4.0.7-53 Tue Dec 17 22:12:24 UTC 2019 Yes E L) a
Cisco Firepower Mgmt Center Patch Uninstaller 6.4.0.7-53 Tue Dec 17 22:22:30 UTC 2015 Yes L) ]
Cisco Firepower Mgmt Center Upgrade({v6.2.1 and above) 6.4.0-102 Wed Apr 24 00:04:51 UTC 2019 Yes L ]

XA VR =2y bT AN H B35E. Download Updates R % > TRITDA A =L ZCCON LR T YA—FFT5ELHT



3. RDeployMD & TE M7 L Z HEER

- Deploy7R 2 (2 TDeployFb D T/3 1 A, ZOMIT S —H ELZL
M EFEER(FMCHN L —IIREET B B D & FERR)

e Y e R

Configuration  Users  Domains  Integration  Updates  Licensesv  Healthv  Monitoring v Tools.

"
o

Yes.
Yes
Yes
Yes
Yes
Yes.
Yes
es
Yes
Yes
Yes.
es.
Yes.
Yes
Yes.
Yes
Yes
Yes

L]
&



4. HAD R EAE

- Primary FMCIZ T—EB#IICERIEIDELE
- System > Integration > High Availability > Pause Synchronization

erview Analysis Poli

Devices Objects AMP Intelligence

System EEN admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitering v Tools v
Peer Manager
Cisco CSI Realms Identity Sources eStreamer Host Input Client Smart Software Satellite Packet Analyzers
| %, Switch Peer Roles | € Break HA | B8 Pause synchronization
Summary System Status
Status © Healthy Local Remote
Active - Primary Standby - Secondary
Synchronization © ok (10.71.253.202) (192.168.1.110)
} 10.71.253.202 Operating System Fire Linux 05 6.3.0 Fire Linux 05 6.3.0
LIRS { HA synchronization time : Tue Feb 2020-02-04T06:44:07 UTC )
Software Version 6.3.0.3-77 6.3.0.3-77
192.168.1.110
Standby System { HA synchronization time : Tue Feb 2020-02-04T06:43:10 UTC ) Model Cisco Firepower Management Center  Cisco Firepower Management Center

Warning

9y This operation may affect critical processes running 9 ) Do you want to pause
\) in the background. Do you want to continue?

Warning

synchronization?

oK (

¥WarninglZ l&Yes/OKz 7 U v 7

All righ



4. HAD B EA =
- e

@ System processes are starting, please
wait.

fy Svstem Help v admin v

Devices AMP
Configuration Integration Updates Licenses v Health v Monitoring v Tools v

Peer Manager

Cisco CSI igh Availability eStreamer Host Input Client
€% Switch Peer Roles | €5 Break HA BB Pause synchronization

Summary System Status
Local

Status %\ pegraded- Synchronization incomplete
( Database synchronization failed on the peer Management Center ) standby - Secondary
(10.71.253.203)

Remote
Active - Primary
(192.168.1.109)

Fire Linux 05 6.3.0 Fire Linux 05 6.3.0

Synchronization . Failed
Operating System
. 192.168.1.109
Active System ( HA synchronization time : Tue Feb 2020-02-04T06:54:32 UTC ) Software Version 6.3.0.3-77 6.3.0.3-77
10.71.253.203 Cisco Firepower Management Center  Cisca Firepower Management Center
Model
Standby System { Ha synchronization time : Tue Feb 2020-02-04T06:56:42 UTC ) ode

% Secondaryfil



5. Secondary FMCD 7w 749 L— K

v6.3.0.3 2 v6.4.0

. Standby# T & SSecondary&k Y 7w T4 L— K& A

- System > Updates KU EZEDA A —TFFEIRLInstallzo 1) v

evi

A System Help v admin v

Configuration Integration Updates Licenses v Health » Monitoring v Tools v
Product Updates

&) Upload Update
Currently running software version: 6.3.0.3

Updates
Type Version Date Release Notes Reboot
Sourcefire Vulnerability And Fingerprint Database Updates 323 Fri Apr 19 18:35:19 UTC 2019 No w
Cisco Firepower Mgmt Center Upgrade(v6.2.1 and above) 6.4.0-102 Wed Apr 24 00:04:51 UTC 2019 Yes W G
Cisco Firepower Mgmt Center Patch Uninstaller 6.3.0.3-77 Thu Apr 25 21:39:14 UTC 2019 Yes %8 | |nstall
Currently running software version: 6.3.0.3

Selected Update

Type Cisco Firepower Mgmt Center Upgrade(vé.2.1 and above)

Version 6.4.0-102

Date

Wed Apr 24 00:04:51 UTC 2019
Release Notes

Reboot Yes

¥ v Ungrouped (1 total)

X Health Alertld
Biome ZHREREICEY
I FMC2K02.cisco.com

[SEN 1
BREY 2 -2
Health Policy
10.71.253.203 - Cisco Firepower Management Center 2500 v6.3.0.3

Tntal Hoalt ° ICEBRAA-T
20023107 Wi W&

Launch Readiness Check Install Cancel |




5. Secondary FMCD 7w 749 L— K 2/4
v6.3.0.3 > v6.4.0
. InstalllRZ V&ML=, 7vT4H L— K#&IZSplit Brain IREEL 4 5
Warning X vt — UM ERR

A

10.71.253.203 says v
10.71.253.203 says
After both FMCs are updated, FMC high availability will be in split brain. ) ) ) ) I
Click ‘Make Me Active* after choosing the right Active FMC to resolve P Updﬁte installation will reboot the system(s). Are you sure you want to
I continue? i
split brain. | F




5. Secondary FMCD 7w 749 L— K

v6.3.0.3 > v6.4.0
A A—=DTF T L—FE. FMCIXY) J— L7y T L—F#T

w Upgrade Status

Current Version:  6.3.0.3
Upgrade Versicn:  6.4.0
Eiapsed Time:

W upgrade Status ‘
© The appliance is rebooting.
This wil take severai minutes after which the upgrade wil be
complete. There wil be 1o further reboot status updates on this
page and it can be closed.

Reboot started 6 minutes ago.

N 35 %
(it oo or urrent scriot’

Running script 600_schema/000_install_csm.sh...
(shos o for curent acvig)

[T mra—

wvices  Restms _dentity Sources [[INPININCTIN eStreamer Host Input Client _ Smart Software Satellite _ Packet Analyzers
[ T P —,

[[s bigh avatabity pa i in 2pit bran. Make one Maragement Center active by cicking Make Me Adwe’. %

Sght Brain - Management Cent ¥ PR
Splt Brain - Secondary Splt Brain - Primary
10.71.253.203) (192.168,1.109)
. p Lpae . . N
onestng e pee 05639 ¥Upgradet:, HADIREEILSplit Brain& % %
i oo
0 Public

2020




5. Secondary FMCD 7w 749 L— K

v6.4.0 2> v6.4.0.7

. System > Updates & Y &H D

Product Updates Rule Updates Geolocation Updates

— O HEEWRLinstallzo ) w4

Selected Update

Type Cisco Firepower Mgmt Center Patch
Version 6.4.0.7-53

Date Tue Dec 17 22:30:03 UTC 2019
Release Notes

Reboot Yes

Currently running software version: 6.4.0

By Group v
# v Ungrouped (1 total)
Health Policy
FMC2KD2.cisco.com Inital_Health Policy 2018-11- g
10.71.253.203 - Cisco Firepower Management Center 2500 v6.4.0 20 02:31:17 (Remotely

- 77U L— FiRiRIETasks T+ 7

(e Temn] > - I
20+ total o

Local Install

1 running 20+ success 2 failures

Installing Cisco Firepower Mgmt Center Patch version: 6.4.0.7-53
Installing Cisco Firepower Mamt Center Patch version: 6.4.0.7-53

+  Exit Maintenance Mode

Exit Maintenance Mode
Exited Maintenance mode

29m33s x

authored by 10.71.253.202)

| Launch Readiness Check || Instal || cancel

2

[ o] o I
20+ total 0 waiti

ying 20+ success 2 failures

+  Exit Maintenance Mode
Exit Maintenance Mode
Exited Maintenance mode

1hom x

+ Local Install 31m x

Installing Cisco Firepower Mgmt Center Patch version: 6.4.0.7-53
Successfully Installed

+ SRU Install

Snort Rule Update 2019 12 17 001 vrt
Install Completed

9m30s x

o Exit Maintenance Mode

Exit Maintenance Mode
Exited Maintenance mode

29m 335 %



6. Primary FMCO 7w 749 L— kK

v6.3.0.3 2 v6.4.0

- StandbyBED T v TJ L— F# T, Active®(T&H HPrimary®7 v 7
L— K %BR

. System > Updates & Y 5% A—T#EFERLinstallzo 1) w4y

Configuration ~ Users | Domains | Integration = Updates  Licensesw | Health v Monitoring v = Tools v
Rule Updates  Geolocation Updates
D Upload Update

Currently running software version: 6.3.0.3
Updates

Type Date Release Notes Reboot

Sourcefire Vulnerability And Fingerprint Database Updates 325 FriJul 12 13:40:46 UTC 2019 Mo L u]
Sourcefire Vulnerability And Fingerprint Database Updates 323 Fri Apr 13 18:35:19 UTC 2013 No WG
Sourcefire Vulnerability And Fingerprint Database Updates 308 Fri Dec 14 18:30:13 UTC 2018 No £ ]
Cisco Firepower Mgmt Center Upgrade(v6.2.1 and above) 6.4.0-102 Wed Apr 24 00:04:51 UTC 2019 Yes w5
Cisco FTD Patch 6.3.0.3-77 Thu Apr 25 21:27:37 UTC 2019

&
L3
’i

Product Updates Rule Updates Geolocation Updates

Currently running software version: 6.

Selected Update

Type Cisco Firepower Mgmt Center Upgrade(v6.2.1 and above)
Version 6.4.0-102
Date Wed Apr 24 00:04:51 UTC 2019
Release Notes
Reboot Yes
soms  v) | Health Alertld
e e e e 7 I}T&iﬁ o4&
[==N >0
g FMC2KO1.disco.com :'ealfh;:,tfvpu o 201811 @ BREY 2 -2
10.71.253.202 - Cisco Firepower Management Center 2500 v6.3.0.3 Anes festn Foey aUislis

20 02:31:17

ICBRENMA-T

—____free— NFr N T
Launch Readiness Check || Install | Cancel | L @L’ fu&b



6. Primary FMCO 7w 749 L— kK 2/4

v6.3.0.3 2 v6.4.0

. InstalllRZ V&ML=, 7vT4H L— K#&IZSplit Brain IREEL 4 5
Warning A v £ — A FRR

| 1071253202 says !
10.71.253.202 says

I After both FMCs are updated, FMC high availability will be in split brain. I ) . ) I
Click ‘Make Me Active' after choosing the right Active FMC to resolve Updéte installation will reboot the system(s). Are you sure you want to
i | continue? Fi

split brain.




6. Primary FMCO 7w 749 L— kK

v6.3.0.3 2 v6.4.0

c A A= T THTL—F#&, FMCIZY J—FrLT7vTH L — F#&

% Upgrade Status

‘Kl Upgrade Status

Current Version:  6.3.
Upgrade Version: 6.4.0
Elapsed Time:

3

Current Version:  6.3.0.3

SR e Upgrade Version:  6.4.0
o,

ey 22 % ) Espied T

Running script 300_os/070_setup_partition.sh... [ 1.7 ¥ Y B——

(hide log for current seript)

G R TT—=F~7 55—V~ FIER=T U0y VaT T TOrSUCCEEen
Mounting /var/run on /var/run )
Command [mkdir -m 755 -vp /nen-root/var/log/sf] succeedegt
Mounting /var/log/sf en /var/log/st

Command [mkdir -m 755 -vp /nen-root/usr/local/sf] successed!
Mounting /volune/6.s./s on fusr/local/st

Comneng [mkdir -m 755 -vp /new-root/volune] succeaded!
Mounting /voluse on /volure

Command [mount -t proc proc /new-root/proc] succeeded! .
Command [mount -t sysfs sysfs /new-rcot/sys] succeeded! Reboot started 9 minutes ago.
Command [rn -rvf /var/log/s/CisCo_Fireponer_MENt_Center_Upgrade-6.4.8/copy_root, Log] succ
Copying root, excluding --cxclude=*usr/localfst --exclude=*13b/modules --exclude==dev/log
Command [mKLr -vp -n 755 /nen-root/sys] succeadeq!

Command [mkdir -vp - 755 /nen-root/mnt/hd /new-root/mnt/cdran /new-root/ant/Floppy] succe
Command [rn -f /neu-reot/etc/1510.conf /new-root/etc/1ilo.d/1ilo. manifest] succeeded!

The appliance is rebooting.

This will take several minutes after which the uparade will be
complete. There will be no further reboot status updates on this
page and it can be closed.

(hide log for current seript)

Command [chnod 644 /new-root/etc/passwd] succeeded! [208206 £2:44108:724] Starting script: 999_Finish/3g3 disable upgrade ui.sh
Command [chmod 755 /nen-root/ /new-root/use fnew-rost/etc/ fnew-roct/usr/local] suceeeded! Entering s2s_finish/sss_disable_upgrade_ui.sh.

comand [rn -rvf /var/log/sf/Cisco_Fireponer_bgnt_Center_Upgrade-&.%.8/copy_var.log] succe

Copying var, exclude --exclude-sf/updates/* --exclude=sF/apply/* --exclude=sf/Fireanp/Fire writing reboot file to lock dir




6. Primary FI\/ICOD7‘J77°I/ N

v6.4.0 > vb.4

System > Updates & Y

Product Updates Rule Updates Geolocation Updates

\IO)

CEEIR Linstall o v ¥

Selected Update

Type Cisco Firepower Mgmt Center Patch
Version 6.4.0.7-53

Date Tue Dec 17 22:30:03 UTC 2019
Release Notes

Reboot Yes

Currently running software version: 6.4.0

By Group v
¥ v Ungrouped (1 total)
Health Policy
FMC2K01.cisco.com
@ 10.71.253.202 - Cisco Firepower Management Center 2500 v6.4.0 %\;ﬁ%hw 2018-11- @
e e

- 77U L— FiRiRIETasks T % FE:E

20+ total 0

i SRUInstall

Snort Rule Update 2019 12 17 001 vrt
Finalizing Installation

2 running O

ng 20+ success 0O

4: Local Install

Installing Cisco Firepower Mgmt Center Patch version: 6.4.0.7-53
[58%] Running script 800_post/021_reinstall_sru.sh...

+ Exit Maintenance Mode
Exit Maintenance Mode
Exited Maintenance mode

om 85

21m32s

6m 565 X

20+ total 0 waiting 0 n
 Exit Maintenance Mode

Exit Maintenance Mode
Exited Maintenance mode

20+ success 0 failure:

6m58s x

v Local Install 31m29s x

Installing Cisco Firepower Mgmt Center Patch version: 6.4.0.7-53
Successfully Installed

+ SRU Install

Snort Rule Update 2019 12 17 001 vrt
Install Completed

om22s x

+ Exit Maintenance Mode
Exit Maintenance Mode
Exited Maintenance mode

6m56s %



7. Hotfix ) 1 FE 1/3

- EFTDOHotfixD @A (Hotfix CJIZIEBIOST7 Y TT7— kA EEN D)
- MFMCa Y —JLIZTBIOSO R (sudo dmidecode -t bios -

admin@FMC2K01:~$ sudo dmidecode -t bios -gq

CI) admin@FMC2K02:~$ sudo dmidecode -t bios -g

Password:
BIOS Information

Vendor: Cisco Systems, Inc.
Version: C220M4.2.0.13d.0.0812161113

Release Date: 08/12/2016
<snip>
BIOS Revision: 5.11

i

Password:

BIOS Information
Vendor: Cisco Systems, Inc. FMC5
Version: C220M4.2.0.13d.0.0812161113
Release Date: 08/12/2016

<snip>
BIOS Revision: 5.11

[ N e —

/
n
]

vz ol

° ] % luct Updates
Selected Update
Type Sourcefire 3D Defense Center 53 BIOSUPDATE CI{16.2.1 and above)
Version 6.7.0-12
Date Wed Feb 19 18:03:06 UTC 2020
Release Notes
Reboot Yes

« v Ungrouped (1 total)

Currentiy running software version: 6.4.0.7

By Growp

@) FMC2K02 cisco.com
10,71,253,203 - Cisco Firepower Management Center 2500 v6.4.0.7

(LLaunch Readiness Gheat ) (Linstan_)  Gancer

Health Palicy
Initial Health Policy 2015-11-
motely

20 02:3
authored by 10.71.253.202)

¥2.0.13dM IR EDNN— 5 v



7. Hotfix &,

« 4 VR b—)Li&E, FMCIEXY) 77—k LBIOSD 7 v T T—

Standby FMC GUI

20+ total 1 waiting 0 running 0 retr

Local Install

asks

Installing Sourcefire 3D Defense Center 53 BIOSUPDATE CJ version: 6.7.0-12
Installing Sourcefire 3D Defense Center S3 BIOSUPDATE CJ version: 6.7.0-12

. Activet~ o Hotfix i

[UTTEATPES 0 Rule Updates  Geolocation Updates

Standby FMC 3>/ —JL

admin@FMC2K02:~$ sudo dmidecode -t bios -g
Password:
BIOS Information
Vendor: Cisco Systems, Inc., FMC
Version: C220M4.4.0.2d.0.0627191019
Release Date: 06/27/2019
<snip>
BIOS Revision: 5.11

Selected Update

Currently running software version: 6.4.0.7

Type Sourcefire 3D Defense Center 3 BIOSUPDATE CI(v6.2.1 and above)
Version 6.7.0-12
Date Wed Feb 19 18:03:06 UTC 2020
Release Notes
Reboot Yes
By Gow v
v Ungrouped (1 total)
Health Policy
FMC2K01.cisco.com
¥ 10,71,252,202 - Cisco Frrepower Management Center 2500 v6.4.0,7 %’#P“““ 081 @

Launeh Readness Cheat | [_instar_| | Cance |

85T T

2/3



7. Hotfix &,

« 4 VR b—)Li&E, FMCIEXY) 77—k LBIOSD 7 v T T—

Active FMC GUI

20+ total 0 waiting 1 running 0 retrying 20+ success

" Local Install

Installing Sourcefire 3D Defense Center 53 BIOSUPDATE CJ version: 6.7.0-12

[21%] Running script 000_start/101_run_pruning.pl...

0 failu

Active FMC 2> — L

admin@FMC2K01:~$ sudo dmidecode -t bios -g
Password:
BIOS Information
Vendor: Cisco Systems, Inc., FMC
Version: C220M4.4.0.2d.0.0627191019
Release Date: 06/27/2019
<snip>
BIOS Revision: 5.11

85T T

3/3



8. HAD [ ZAH 1/2

- Primary/Secondaryl2T7 v 79 L— FET#%. HAORZHET S

- HAO RIEABERAIX. Activett & L TEME S - LM (B EPrimary)IZ
TR 5

- System > Integration > High Availability [2T Resume
SynchronizationZ %2 ') v %

SIECUN Help v ad)

v

Configuration ~ Users ~ Domains = Integration = Updates  Licensesv  Healthv  Monitoring v = Tools v

Peer Manager

ices Realms Identity Sources WGIVIWATIEIZ LA estreamer  Host Input Client  Smart Software Satellite  Packet Analyzers

#%  Svitch PeerRoles | ¢ Break HA [P Resume Synchronization
Summary System Status
%\ Degraded- Synchronization incomplete Local Remote
R ( Both Management Centers are configured to run in standalone mode , Database is not configured Active - Primary. Standby - Secondary
for high availability , Synchranization paused. ) (10.71.253.202) (192.168.1.110)
synchronization 4\ paused by user Operating System Fire Linux 05 6.4.0 Fire Linux 0S 6.4.0
. 10.71.253.202 Software Version 6.4.0.7-53 5.4.0.7-53
CETraEREED { HA synchronization time : Tue Feb 25 08:33:11 2020 )
Model Cisco Firepower Management Center 2500 Cisco Firepower Management Center 2500
182.168.1.110
Standby System { HA synchronization time : HA Upgrade state - not completed



8. HAD [ £ & 2/2

- EHABAIRRTICWarninghEE SN 571=6. Yes/OKTRIEIZFIRT 5

Warning

) . . : Make Me Active ? % ; ) ! . .
€y This operation may affect critical processes running Resolving split brain, making this
) in the background. The local peer will be active and 9y Do you want to make this Management Center active.
the other peer will become a standby. The active \'/ Management Center active and X
peer will overwrite configuration and policies present on peer standby? Please Wait...
the standby peer. Do you want to continue?

( 1 Y — —_—re. |
Yes No

- FEAIR T # . StatusHHealthyhDSynchronization®OK#: Z & ZHEER

rvices Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Satellite Packet Analyzers

| #%  Switch Peer Roles | €9 Break HA | BW Pauses

Summary System Status
Status © Healthy Local Remote

Active - Primary Standby - Secondary
Synchronization ® ok (10.71.253.202) (192.168.1.110)

_ 10.71.253.202 Operating System Fire Linux OS 6.4.0 Fire Linux OS 6.4.0
Bctiielsystean { HA synchronization time : Thu Feb 2020-02-06T05:18:22 UTC )
Software Version 6.4.0.7-53

Standby System 152.168.1.110

6.4.0.7-53
{ HA synchronization time : Thu Feb 2020-02-06T05:18:5% UTC )

Model Cisco Firepower Management Center  Cisco Firepower Management Center



R

- Firepower Threat Defense~Mcisco.comTD3—kAvk
http://www.cisco.com/go/ngfw

- Firepower~®cisco.comT®Oa—rAvhk
http://www.cisco.com/go/ips

[EE] Y RaAYKR—bIZ2 =T BAE £XaUT1
https://supportforums.cisco.com/ts/-/ct-p/5041-security
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