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ASDM High Availability Configuration Type (Step 1 of 6)
Scalability YWizard

v— " Use this wizard to configure Active/Active or Active/Standby fallover ar VPN
: 4 1 cluster load balancing. The following are the types of high

High Availability and Scalability Wizard

22::3::::\:"[;;‘1:2_9”[“'0"5 available based on this firewall's ACtIVG/Standby FaI|OV8I’ & %*R

This Firewall's Hardware/Software Profile:

Hardware Mo... ASAS5520 .. 8.4(2)
MNumber of Interfa... 5 ailover Licen... Active/Active

Additional Modu... Firewall Mode:  Single Routed

i
&
6 Configure Active/Standby failover

() Configure VPN Cluster Load Balan... Pr|m;ryi,\c1we Secmua;yi Standby

High Availability and Scalability Wizard

Failover Peer Connectivity and Compatibility Check (Step 2 of 6)

Enter the IP address of the failover peer. When you click "Next", ASDM will
perform several checks and report the pass /fail results. If any of the tests fail,
you will need to resolve the cause of the failure before proceeding to the next
sten.

Peer IP Address:  10.71.153.30 l_J

Connectivity test froprthis ASDM to the peer device passed.

test from this device to the peer device passed.

< Back (Next> ) Finish (_Cancel ) (_Help ) fardware compatibility test for platform, interfaces and modules pass...

Software version compatibility test passed.

Peer7? KL R #$EE
(FailoveriZIEEREN R SN D,
Z MR+ Standby#IZASDM7 4 & X Z 8[ 8EIZ 3“6)

Failover license compatibility test passed.

Routed/Transparent firewall mode compatibility test passed.

€ €& ¢ < \¢& & <

Single/Multiple firewall mode compatibility test passed.

C < Back ) ( Next > ) Finish C Cancel ) ( Help )
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ASDM High Availability || AN Link Configuration (Step 3 of 5)

Scaiabiity Wizara Failoverinterface (Fa0/2) % & %

I 1 Configure LAN link interface for communication between this device and its
: failover peer.
Dedicate one of the unused interfaces to the failover link. This interface

should he ut:.pd fnrth fc'a-iln\:rEli:k [’anr:)_ :nrinnallv. a stats onlv. If usit A otive 7 N I/X(ASA]_O)FO Link7” N l/Z)\
sbhiemettio—iill Standby7 K L X (ASA2DFO Link7 K L R) & 155

High Availability and Scalability

Logical Name: FAILOVER

Active IP Addre... 50.50.50.20

Standby IP Add... 50.50.50.30 High Availability and Scalability Wizard

ASDM High Availability | State Link Configuratian (Sran A of &)
Scalability Yizard

) —
o StatefulFailoverinterface M % 7

® (-

Subnet Mask: 255.255.255.0

failover p;:/
Dedicate oé of the unused Ethernet interfaces to the state link. If you are
using LAN-based failover, you can reuse the failover link interface.

Communication Encryption
] Use 32 hexadecimal cha...

Secret Key: | ] I () Disable stateful failover

) Use the LAN link as the State link

() Configure separate stateful failover int...

( < Back ) C Next > ) Finish

ar

State Interface:

4 [E[ZFO Link/Steteful FO LinkEl—A 42 —7 4 R (& A Logical Name: | TAHOVER

Active IP Addr... 50.50.50.20

Standby IP Ad... 50.50.50.30

Subnet Mask: 255.255.255.0

( < Back ) (

Mext > ) Finish ( Cancel ) ( Help )

*ASA2IZ[E. F&HFO Link® 7 K L 250.50.50.30/24 % 5%
I
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ASDM High Availability  Standby Address Configuration (Step 5 of 6)

Scalability Wizard

Assign a standby IP address and a monitoring status to each of the interfaces
with configured active IP addresses. Double-click on a standby address or

click on a monitoring checkbox to edit it. Press the Tab or Enter key after
editing an address.

DevicefInterf... “uh Active IP Address Subnet Maskf

Prefix Length Standby IP Address

¥ ASAL
dmz 5 10.60.60.20 255.255.255.0 8} 10.60.60.30
inside B 10.71.153.20 255.255.255.0 B} 10.71.153.30
Sii1z ]
outside 5 10.0.20.20" 255.255.255.0 B} 10.0.20.30

DUBZD M) HLELGEIERIRDA V2 —T 4 REMHER
StandbylInterface® 7 K L X R

s

C < Back :IC MNext = :I " Finish

C Cancel jl ( Help :I
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A5DM High Availability Summary (Step 6 of 6)
Scalability Wizard

Click Finish to send the following failover configurations to the Primary and
Secondary devices. Once the configurations are sent, the devices will start the
failover synchronization.

Failover synchronization might take a few minutes. To check the failover
status, go to Monitoring -> Properties -> Failover -> Status.

Configuring Active/Standby failover >
Peer IP Address: 10.71.153.30
LAN Link:

Interface: GigabitEthernet0/ 2

Logical Name: FAILOVER

Active IP Address: 50.50.50.20

Standby IP Address: 50.50.50.30

Subnet Mask: 255.255.255.0

Secret Key: *5***

State Link:
Use LAN link (GigabitEthernet0/2)

Standby IP Address and Monitoring Status: y
dmz 10.60.60.20  10.60.60.30 Monitored E‘
“ar

| HETR T P 1M F1 162 30 1M F1 163 3N LY NS

[ <Back ) Next > 4 Finish ) C Cancel ) C Help :l
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File View Tools Wizards Window Help

@ Hame 0 Configuratiorl @ Monitoring

Q Save 0 F{Bfresh| 0 Back o Forward | ? Help |

Device List o 8 X

Monitoring > Properties > Failover > Status

& Add ﬁ Delete ﬁConnect

Find: A | oo

7.1
10.71.132.170
- 1071132071

>

Monitoring = Administration
- Failover = Status %2 1) v ¥

% Cionnection Graphs
‘28 CRL
: -] ONS Cache

g Graphz

g i
IR TP Audit

* % Swvetem Resources Graphs
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; }ﬁ Connections

B Per-Procezs GPU Uszage

Failover state of the system:

Failover On

ailover unit Primary
BT over TRErTace: TEaT ernet0/2 (up)
Unit Pall frequency 1 seconds, holdbime 15 szeconds

Interface Policy 1
Monmitored Interfaces 2 of 160 maximum
failover replication hitp
Yersion: Ours 8.4(2), Mate 8.40(2)
Last Failower at: 07:36:26 UTC Jul 21 2011
Thiz host: Prinars - Act ive I
RCLiwe Lime: 1791 Lsec)

Interface Poll frequency b seconds. holdtime 25 seconds

zlot 0 ASASE20 hwfsw rev (2.0/8.4(2)) status (Up Sws)
Interface inside (10.71.153.20): Mormal (Waiting) %

m

Make fctive I [ Make Standby ] ’ Fezet Failover ] ’ Reload Standby

— B DIKREEAVActive’. DD H 5 —FHVStandby Ready’ TH L.
TTAINFA—N—DREANEEICHEILL TS,

Bouting

% Properties

Logeine
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File View Tools Wizards Window Help

Refrezh " Back Forward

Device List o o = Monitoring > Properties > Failover > Status

% add [0 Delete & Connect
Find: Go Failover state of the system:

----- 2 0001 -

..... 1@ 10.71.132.170 EI Failover On &
----- T REFR S| Failover unit Primary

----- B o1071.132.172 - Failover L&N Interface: FO GigabitEthernet0/2 (up) E

Unit Poll frequency 1 seconds, holdbime 156 seconds

Froperties & & Interface Poll frequency B seconds, holdhbime 25 sepond

5§ AAA Servers Interface Policy 1 el I —_ -

EJ--E Device Access Monitored Interfaces 2 of 1B0 maximum 707 4, 7 J 1 — J lN é

[+ Connection Graphs failover replication http o Al = - ‘t L =
""ORL Version: Ours 8.4(2), Mate 8.4(2) thFY J lt“ IVEZ S,
| Y Lol N

ast Failover at: 07:368:26 UTC Jul 271 2011

t jJ ‘/9‘\ |) i \y I\ % This host: Primary - Active
_ - hotive time: 1731 (sec)
T54 <Y1y MZYYEBZ B, slob 0: ASAB520 hw/sw rev (2.0/8.4(2)) status

Interface inside (10.71.153.20): Morm

va)
Riting) s

'@'WOOP \Il Make Active | I I Make Standby ||’IVReset Failover l ’ Reload Standby

}‘ﬁ Connections
‘[ Per-Process GPU Usage

% Interfaces
B
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