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http://bit.ly/Catalyst-Stacking

Nosso novo lar agora esta disponivel

Visite o novo site!

https://supportforums.cisco.com/t5/comunida
de-de-suporte-cisco-em/ct-p/5141-

comunidade-suporte-portugues
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Obrigada por estar com a gente hoje!

Durante a apresentacéao, serao feitas algumas perguntas para o publico.
Dé suas respostas, participe!

fiaes. Al ights reserved Resolva suas duvidas e compartilhe opinioes!
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e 0 painel de especialistas
Ira responder.

Suas perguntas serao respondidas no
decorrer do webcast!




Troubleshooting Cisco Unified Compute System
usando o UCSM




Agenda

Uma Visao Geral do UCS

Arqguitetura e componentes Basicos

Fabric Interconnects

Infraestrutura de Redes no UCS

Componentes de Rede

Melhores praticas

Troubleshooting

VNV VNV VNV NV NV Y










Uma Visao Geral do UCS
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Uma Visao Geral do UCS
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Arquitetura e componentes Basicos
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Fabric Interconenct

Heartbeat Link
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Arquitetura e componentes Basicos
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Arquitetura e componentes Basicos

Q Backplane Passivo




Fabric Interconnects

UCS 6300 Series Fabric Interconnects

O Sistema de Cluster Ativo/Ativo

Q Fornece, tanto conectividade de rede quanto
capaciadade de gerenciamento

O Baixa Laténcia, interfaces de 10 e 40 Gigabit
Ethernet, FCoE e Fibre Channel

Q Arquitetura Cut-through

O Capacidade de switching de 2.56 Thps e
320 Gbps de largura de banda por Chassis



Fabric Interconnects (320 Gbps de largura de banda por chassis?)

20Gbps Bandwidth 20Gbps Bandwidth
To Fabric A To Fabric B
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Fabric Interconnects
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Management Plane
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Management Plane (Relacionamento entre FW)

UCS 6X00 UCS 6X00

Utilities Utilities

CMC CMC

IOM / FEX IOM [/ FEX
w

M
Controller

Board Blade

Bundles:
Q Infrastructure Software Bundle
Q Server Software (Band C)



Management Plane (FW Relationship)

UCS 6X00 e Bundles:

O Infrastructure Software Bundle

Q Server Software (Band C)

CMC CMC

IOM / FEX IOM [/ FEX
w

Infrastructure Software Bundle:

O ucs-2200-6300.3.2.3a.bin
- Mezz ucs-2300-6300.3.2.3a.bin
Controller

Board Blade

ucs-6300-k9-kickstart.5.0.3.N2.3.23a.bin
ucs-6300-k9-system.5.0.3.N2.3.23a.bin

O 0O O O

ucs-manager-k9.3.2.3a.bin



Management Plane (FW Relationship)

UCS 6X00 e Bundles:

0O Infrastructure Software Bundle

O Server Software (Band C)

CMC CMC

IOM / FEX IOM [/ FEX
w

Server Software Bundle:
.
Mezz a UCS_b200_m5_brdprOg.1 1.0.bin
Controller O ucs-b200-m5-k9-cimce.3.1.26a.bin
a
a

ucs-b200-m5-bios.B200M5.3.2.3¢.0.0307181316.bin

Board
Blade ucs-hgst-hdd-HUC101812CSS200.A703.bin

cs-c-lsi-sas12ghba.11.00.00.12.bin



A. Adapter Firmware

B. IOM Firmware

C. UCS Manager Software

D. Board Controller
Firmware







Infraestrutura de Redes no UCS

UCS 6300 Series Fabric Interconnects

A Blade com Chasiss
QIOM / FEX

Q Switching Modes




Infraestrutura de Rede no UCS
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Infraestrutura de Rede no UCS

20Gbps Bandwidth 20Gbps Bandwidth
To Fabric A To Fabric B
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Infraestrutura de Rede no UCS

dsdh UCS Manager ® O 0] = q
a 7 12 7
| All - Equipment / Chassis / Chassis 1 / Servers / Server 1 / Adapters | Adapter 1 / DCE Interf...
* Equipment DCE Interfaces
* Chassis Y Advanced Filter 4 Export % Print
v Chassis 1 () Name 10 Maodule Pert [ib] MAC Port Chi
» Fans DCE Interface 1 sys/chassis-1/slot- 1/host/port-1 1 00-C8 -8B B4-40FF sys/cha
» 10 Modules DCE Interface 3 sys/chassis-1/slot-1/host/port-3 4 00:C8:86:84:40:F5 sysicha
» PSUs DGE Interface § sys/chassis-1/slot-2/hast/port-1 5 00:08:8B:84:40:F2 sys/cha
- Servers DCE Interface 7 sys/chassis-1/slot-2/host/port-3 5 00:C8:86:84:40:F3 sysicha
- Server 1
+ Adapters
- Adapter 1
DCE Interface 1
DCE Interface 3
DCE Interface 5
DCE Interface 7
» HBAs
» NICs
» ISCSI vNICs
~ Adapter 2
* DCE Interfaces
DCE Interface 1
DCE Interface 3
DCE Interface 5 Add Delete nfo
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DCE Interface 7

» HBAS



Infraestrutura de Rede no UCS
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® O

Status

©

Qverall Status : 4+ Operable

Actlons

Update Firmware
Activate Firmware

View POST Results

(1} o1

Product Name : Cisco UCS VIC 1340

Vendor . Cisco Systems Inc
Revision t 0

PCI Slot ¢ NIA

(#) Part Details
Firmware

PID

Serial

: UCSB-MLOM-40G-03

© FCH200371P2

Integrated : No

Running Wersion : 4.1(2d)
Package Version : 3.1(2e)B
Backup Version : 4.1(1d)
Update Status : Ready
Startup Version : 4.1(2d)
Activate Status © Ready



Infraestrutura de Rede no UCS
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asco. UCS Manager ® 0 <D S @
o 7 12 7
| Al Equipment / Chassis / Chassis 1 / Servers | Server 1 | Adapters /| Adapter 2 / DCE Interf...
* Equipment DGCE Interfaces
~ Chassis T Advanced Filter  Print
v Chassis 1 (D) Name 10 Module Port D MAC Port Chi
» Fans DGE Interface 1 sys/chassis-1/slot-1/host/port-2 1 . sysicha
» 10 Modules DCE Interface 3 sys/chassis-1/slot-1/host/port-4 3 00-CE-BR-IF-87-A5 sys/cha
» PSUs DCE Interface 5 sys/chassis-1/slot-2/host/port-2 5 00:CEIER2F 8T A3 sys/cha
* Servers DCE Interface 7 sys/chassis-1/slot-2/host/port-4 7 00:C8:8B-2F:87-A8 sysicha
¥ Server 1
v Adapters
T Adapter 1
* DCE Interfaces
DCE Interface 1
DCE Interface 3
DCE Interface S
DCE Interface 7
» HBAS
» NICs
» ISCSIvNICs
- Adapter 2

DCE Interfaces:
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DCE Interface 3

DCE Interface 5

DCE Interface 7

» HBAS



Infraestrutura de Rede no UCS

i ®O0OC0

asco. UCS Manager -

| All - ‘ Equipment / Chassis / Chassis 1 / Servers / Server 1 / Adapters / Adapter2
* Equipment General DCE Interfaces NICs HBAs iSCSI vNICs Faults Events
* Chassis
Fault Summary Properties
¥ Chassis 1 (D
> Fans ® O © ° 2
a 0 ) 0 Product Name :§Cisco UCS VIC 1380
* 10 Modules
Wendor : Clsco Systems Inc PID : UCSB-VIC-MB3-8P
» PSUs
Revision : 0 Serial : FCH2002JOoYU
+ Servers Status
+ Server 1 Overall Staws © 4 Operable PCI Slot : NIA Integrated : No
v Adapters (=) Part Details
P Actions
v Adapter 1 Name : Cisco UCS VIC 1380
Update Firmware
~ DGE Intertaces PCI Express Dual Port Ciseo Converged
DCE Interface 1 Actvate Firmware Description Network Adapter Supporting 40Gb Ethernet
View POST Results and 40Gb Fibre Channel
DCE Interface 3
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DCE Interface 5 VID - Vo1
DCE Interface 7 Part Number : 73-16508-02
» HBAS SKU : UCSB-VIC-M83-8P
Vendor ID 4407
* i Sub Vendor ID 4407
» iSCSI wNICs Device ID . 67
Adapter 2 Sub Device ID 311
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DCE Intarface 1 Flrmware

DCE Interface 3 Running Version : 4.1(2d)
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Package Version : 3.1(2e)B
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Infraestrutura de Rede no UCS
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| Al Equipment / Chassis / Chassis 1 / Servers | Server 1 | Adapters /| Adapter 2 / DCE Interf...
* Equipment DGCE Interfaces
~ Chassis T Advanced Filter  Print
v Chassis 1 (D) Name 10 Module Port D MAC Port Chi
» Fans DGE Interface 1 sys/chassis-1/slot-1/host/port-2 1 . sysicha
» 10 Modules DCE Interface 3 sys/chassis-1/slot-1/host/port-4 3 00-CE-BR-IF-87-A5 sys/cha
» PSUs DCE Interface 5 sys/chassis-1/slot-2/host/port-2 5 00:CEIER2F 8T A3 sys/cha
* Servers DCE Interface 7 sys/chassis-1/slot-2/host/port-4 7 00:C8:8B-2F:87-A8 sysicha
¥ Server 1
v Adapters
T Adapter 1
* DCE Interfaces
DCE Interface 1
DCE Interface 3
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Infraestrutura de Rede no UCS

Numero de Fabric Links Ativos Blades “pinadas” aos Fabric Links

1Link Todas “pinadas” ao Link 1

Cisco UCS 2208XP

= Baldes 1, 3, 5,6 ao Link 1
2 LlnkS Baldes 2,4, 6,8 ao Link 2

Baldes 1,5 ao Link 1

. Baldes 2,6 ao Link 2
4 LlnkS Baldes 3,7 ao Link 3
Baldes 4, 8 ao Link 4

Balde 1ao Link 1
Balde 2 ao Link 2
Balde 3 ao Link 3

. Balde 4 ao Link 4
8 Links Balde 5 ao Link 5
Balde 6 ao Link 6

Balde 7 ao Link 7
Balde 8 ao Link 8




Infraestrutura de Rede no UCS




Infraestrutura de Redes no UCS

End Host Mode (EHM) Switch Mode

Primary Root Secondary Root

Primary Root Secondary Root

Active/Active
Border Ports




Infraestrutura de Redes no UCS

End Host Mode (EHM)

_ O End HostMode (EHM)-Padrao e Recomendado
Primary Root Secondary Root

U Permite que a FI aja como um Host para a rede

U Faz com que as portas de Uplink se apresentem como

portas de Servidor para toda a Fabric

Active/Active
Border Ports

U Nao é executado o protocolo Spanning Tree em ambas
Fabric Interconnect
U Evita loops de rede com o RPF (Reverse Path Forwarding) e

a checagem “Deja-Vu”




Infraestrutura de Redes no UCS
End Host Mode (EHM)

Deja-VuCheck
,’G\\

Uplink

(W) RPF Check

Server
Ports

Blade 1 Blade 2
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Blade 7

O Trafego Servidor-Servidor (L2) é encaminhado localmente .
O Trafego Servidor-Rede flui por portas Uplink “pinadas”.

O Trafego Unicast, Rede-Servidor, é encaminhado para o
servidor somente se ele chegar através da porta “pinada”.

Isso é chamado de Reverse Path Forwarding (RPF) Check.

O Trafego de Servidor em qualquer porta de Uplink, exceto em

sua porta “pinada”, é “dropado” (Deja-Vu Check)

U O endereco MAC do servidor deve ser aprendido antes do

trafego poder ser encaminhado para ele.



Infraestrutura de Redes no UCS

Switch Mode _
Q Switch Mode

Primary Root Secondary Root

U Modo tradicional de switching

U Executa o protocolo Spanning Tree Protocol para evitar loops

na rede




A. Service Profile

B. Network Control Policy

C. LAN Uplink Manager
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Melhores praticas

Politica de Chassis Discovery
Preferencias de Link Grouping
Criar pools de enderegos

Criar Host Firmware Package
Convengdes de IDs

Politicas

Monitoramento

Matrizde Compatibilidade do UCS

( 0 and/or its affiliates. All rights reserved

Service Profile Service Profile
ESXi01 ESXi02 .u

~

Pools

O uUuiID

d MAC Address

g WWNN and WWPN

UCSM

Service Profile
ESXi(n)

Templates
O Service Profile

Templates
avNIC
A vHBA

[solation
O VLAN
O VSAN
O Pin Groups

Policies
O Boot
d QoS

O Local Disk
O Scrub



mmin
Cisco

UCS Manager

®00

12 7

i
0
e
()

Decommissicned

Firmware Management Palicies Faults

Server Discovery Folicies SEL Policy Fower Groups

| Al - | Equipment
Equipment Main Topology View Fabric Interconnects Servers Tharmal
Equipment
¥ Chassis _ Autoconfig Policies Server Inheritance Policies
» Chassis 1 ()

Chassls/FEX Discovery Policy

» Chassis 2 (UXB-STOR-1) &

1 Link v

» Chassis 3 (UXB-STOR-0) (&

l Action '

» Chassis 4 @ Link Grouping Preference
* Rack-Maounts Multicast Hardware Hash 2 Link
FEX 4 Link
» Sarvers Rack Server Discovery Policy (g | ink
¥ Fabric Interconnacts Action . |(e) Immediate | Platform Max

» Fabric Interconnect A (primary) &

Rack Management Connection Policy

» Fabric Interconnect B (subordinate)

Action :

(e Auto Acknowledged | User Acknowledged |

Power Policy

Redundancy : | Non Redundant () N+1 () Grid |

0
)
o
=)
=)
2o

© 2017 Cisco and/or its affiliates. All rights reserved




el ucs Manager ? ? A

CISC
fsee 2 7

| Al - | Equipment
e Equipment Main Topology View Fabric Interconnects Servers Tharmal Decommissioned Firmware Management Palicies Faults
quipment
¥ Chassis _ Autoconfig Policies Server Inheritance Policies Server Discovery Folicies SEL Policy Fower Groups
» Chassis 1 ()

Chassls/FEX Discovery Policy

» Chassis 2 (UXB-STOR-1) &

» Chassis 3 (UXB-STOR-0) Action + [ e v
» Chassis 4 () l Link Grouping Preference I ' Nong (= Pon Channed
v Rack-Mounts Multicast Hardware Hash ~ © & [isaméed | Ensbled
FEX
» Servers Rack Server Discovery Polley

¥ Fabric Interconnects Action ¢ |e) Immedialg | User Acknowiedged

» Fabric Interconnact A (primary) & Serub Policy : | enotsats ¥

» Fabric Interconnect B (subordinate)

Rack Management Connection Policy

Action :

(e Auto Acknowledged | User Acknowledged |

Power Policy

Redundancy : | Non Redundant () N+1 () Grid |

0
)
o
=)
=)
2o

© 2017 Cisco and/or its affiliates. All rights reserved



min “ ® G e = ? i
UCS Manager = Q i
cisco g 0 7 12 7
| Pools - Pools / root / IP Pools / IP Pool ext-mgmt / [10.209.128.180 - 10....
¥ Pools General IP Addresses Events
= root {5 T, Advanced Filter 4 Export % Print
- |IP Pools ] Assignad Assigned To
* |P Pool ext-mgmt 10.209.128.180 Yes sys/chassis-4/blade-8/mgmt/ipvd -pooled-addr
[10.209.128.180 - 10.209.128.19 10.209.128.181 Yes sys/chassis-4/blade-4/mgmt/ipv4-poocled-addr

* |P Poal iscsi-initiator-poaol 10.200.128.182 Yes sys/chassis-4/blade-6/mgmt/ipvd -pooled-addr

» MAC Pools 10.209.128.183 Yes sys/chassis-4/blade-5/mgmt/ipv4-pooled-addr
» Sub-Organizations 10.209.128.184 Yes sys/chassis-3/blade-2/mgmt/ipvd -pooled-addr
10.209.128.185 Yes sys/chassis-2/blade-2 /mgmt/ipv4-pooled-addr

10.209.128.186 Yes sys/chassis-1/blade-5/mgmt/ipvé-pooled-addr

10.209.128.187 Yes sys/chassis-1/blade-2/mgmt/ipv4 -pooled-addr

10.209.128.188 Yes sys/chassis-1/blade-8/mgmt/ipv4 -pooled-addr

10.209.128.189 Vs sys/chassis-1/blade-6/mgmt/ipvd -pooled-addr

10.200.128.190 Yes sys/chassis-4/blade-7 /mgmt/ipv4-pooled-addr

10.209.128.191 Vs sys/chassis-4/blade-2 /mgmt/ipv4 -pooled-addr

10.209.128.192 Yes sys/chassis-4/blade-3/mgmt/ipv4-pooled-addr

10.209.128.193 Vs sys/chassis-4/blade-1/mgmt/ipvd -pooled-addr

10.209.128.194 Yes sys/chassis-3/blade-1/mgmt/ipvd -pooled-addr

10.209.128.195 Ve sys/chassis-2/blade-1/mgmt/ipv4-pooled-addr

10.209.128.196 Yes sys/chassis-1/blade-4/mgmt/ipvd -pooled-addr

10.200.128.197 Yes sys/chassis-1/blade-3/mgmt/ipv4-pooled-addr

10.209.128.198 Yes sys/chassis-1/blade-1/mgmt/ipvd -pooled-addr

10.209.178.199 Yes sys/chassis-1/blade-7/mgmt/ipv4-pooled-addr
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w Disks
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Create BIOS Policy

Turbe Boost
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Execute Disabled Bit

. disabled | enabled
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v
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| Al . | All / Faults, Events and Audit Log
- Al Faults Events Audit Logs Syslog Core Files TechSupport Files Settings
Faults, Events and Audit Log Local Destinations Remote Destinations
Faults Console Server 1
Events - . - -
Admin State : | Enabled () Disabled : | Enabled  Disabled |
Audit Logs
Level : |critical (UCSM Critical) v |
Syslog Monitor
Hostname (or IP Addrass) : | 10.97.13.12 |
Core Files . -
Admin State : | Enabled (e Disabled Facility - |L0cal? v |
TechSupport Files
Settings File Server 2
v User Management . —
Admin State . |(e Enabled () Disabled | Admin State : |(_IEnabled () Disabled
» Authentication
Level t | critical (UCSM Critical) v
» LDAP
Name . messages Server 3
* RADIUS
Size (Bytes) © 4194304 . = —
» TACACS+ Admin State : |/ Enabled (s Disabled

¥ User Services
* Locales
» Locally Authenticated Users

» Remotely Authenticated Users

© 2017 Cisco and/or its affiliates. All rights reserved
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@000

| All - | All / Communication Management /| Communication Services
TechSupport Files | Communication Services ‘ Events FSM
Settings
SNMP

T User Management

» Authentication la‘\dmiﬂ State '

(#)Enabled | Disabled

» LDAP Port : 161
» RADIUS Community/Username : Set: Yes
» TACACS+ System Contact
¥ User Services System Location
» Locales SNMP Traps
* Locally Authenticated Users + — T,Advanced Filter 4 Export % Print
* Remotely Authenticated Users Name Community/Username Port Version vaPrivilege Type
¥ Roles 129.36.128.36 zabbix-ro 162 Ve Noauth Traps
* Key Management
KeyRing cisco-test-ssl
KeyRing default
TP cisco-4096-sha2
* Communication Management
Call Home ® Add || Delete nfo

Communication Services SNMP Users

DNS Managemeant
+ — 4 Export % Print

Management Interfaces
Name

» UCS Central
No data available
¥ Stats Management




Matriz de Compatibilidade do UCS

ucshcltool.cisco.com

L AWOE
il UCS Hardware and Software Compatibility © 0
Search Logir Help
Search By
@ Servers (O Operating Systems O Products
B-Series, C-Series, HX-Series, M- VMware, Microsoft, RedHat, ... Adapters, Storage, Software, ...
Series, ...
Search Options Reset Al
Server Type B-Series B
Server Model Cisco UCS B200 M5 2 Socket Blade Server B
Processor Version Intel Xeon Processor Scalable Family :
Operating System VMware B

>

Operating System Version . ESXi 6.5 U1

© 2017 Cisco and/or its ¢



Refine by
Select All | Clear All

Product Category
Adapters v
Storage v
Switch v

UCS Server Firmware

3.2(3)
3.2(2)
3.2(1)

Expand All B Collapse All

Component v

+ 3.2(3) last published 2018-04-04 (change log)

= 3.2(2) last published 2018-03-09 (change log)
- = Adapters

I~ + AHCI

+ CNA

-+ Flash

+ GPU

= RAID

I~ Cisco FlexStorage 12G SAS RAID controller
UCSB-MRAID12G(Cisco)

- Cisco FlexStorage 12G SAS RAID controller
UCSB-MRAID12G-HE(Cisco)

Details

Firmware Bundle
Driver ISO

Firmware Bundle
Driver ISO

Firmware Version
Driver Version
Adapter BIOS

Notes

Firmware Version
Driver Version
Adapter BIOS

Notes

% Export Excel Export PDF

24.12.1-0203
7.701.17.00-10EM Isi_mr3 O
<none>

11, 21

24.12.1-0203
7.701.17.00-10EM Isi_mr3 O
<none>

11, 21, 63

Documents

View Notes
Release Notes
Install & Upgrade
Guides

View Notes
Release Notes
Install & Upgrade
Guides






Troubleshooting

Q Falhas, Eventos e Logs de Auditoria
Q Ciclo de Vida das Falhas e Eventos
A Coletando as informacdes basicas do UCS

Q Coletando arquivos de Suporte dos S.O.



Falhas

A Mecanismo primario para que o UCSM indique um problema no Sistema

O Falhas sao Persistentes e Stateful

Q Falhas duplicadas nao sao criadas, mesmo objeto nao gera a mesma falha
simultaneamente (De-Duplication)

O Uma vez que a condi¢ao de falha e corrigida, a falha € limpa e deletada, de
acordo com a Politica Global.
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| All - | All / Faults, Events and Audit Log
- All Faults Events Audit Logs Syslog Core Files TechSupport Files Settings
aults, Events and Audit Log Filters (¥) Y Filter T, Advanced Filter 4 Export & Print Hide Fault Details el
Faults Severity Vi Severity Code ID Affected object Cause Last Transition Description
Events L snow Al F1452 | 7ses | [ eSS @0 ) equipment-unhe..  2017-02°28T145  Flexrips Card 2..
) © Critical is- -02- :
Audit Logs E F1452 1719023 sysichassis=4/bl.- oqipment-unhe..  2017702-28T145  poypiach Card 2.
W Major ) .
Syslog FOB89 1690551 org-rootjorg-UX.. egignment-failed  2017-02-24T155 4 ogonment of s...
) e Minor
Gore Files [] © waming F1392 1764108 sys/bkup-policy...  onfig-packup-a.. 2017703-26T155  config backup m.
TechSupport Files ] @ o F1452 1717296 sysichassis=4/0l. oo inment-unhe . 2017702°28TT45  pioyriach card 2
Settings = o 07— :
< “, Condition FO689 1690547 org-rootforg-UX..  aegignment-failed  2017702-24T15:5  4cqignment of s...
¥ User Management f T 7= .
@ Cleared F1452 1718200 sysichassis=4/0l. o0 ipment-unhe..  2017-02-28T14:5  povriach card 2.
» Authentication [ ] © Soaking chzan 1eanE4n org-root/org-UX...  mccinnmant_initna  2017-02-24T15:5 s ccinnmant nf «
» LDAP l:‘ @ Suppressed Total: 19 Selected: 1 L4 1 > 1025|500 | Al ¢
» RADIUS
Category W
» TACACS+ Al
) Detalls
* User Services Generic
Summal Properties
» Locales Server id i
» Locally Authenticated Users Network Severity : Minor Affected object : sy 8/board/storage 1/card-2
. Operations : FlexFlash Card 4/8
* Remotely Authenticated Users Sysdab Last Transition : 2017-02- FF_PHY_UNHEALTHY_RAID
ysdelug 28T14:56:552
* Roles ESM 5] . 1718465 Type . equipment
v Key M X Actions
Yy Management Equipment Cause . equipment-unhealthy Created at . 2017-02-
KeyRing cisco-test-ssl Management Acknowledge Fault 28T14:56:552
) +| Connectivi
KeyRing default i Code . F1452 Number of Occurrences @ 1
Canfiguration
TP cisco-4096-sha2 Envi | QOriginal severity . Minor
rvironmental
* Communication Management Security Previous severity : Minor Highest saverity : Minor
Ly . = e

Call Home

Communication Services




Falhas

Properties for: fault

Summary

Properties

l Severity Info l

Affected object

Description . Invalid connection between IOM port 2/2/2 and fabric interconnect A:1/30

Last Transition : 2017-09-30T13:53:32Z

D : 1627878 Type : connectivity
Actions

Cause . satellite-mis-connected Created at 1 2017-02-24T15:01:392
Acknowiedge Fauit Code : Fo368 Number of Occurrences : 4

Original severity : Info

Previous severity : Gleared Highest severity : Info

oK Cancel Help
Properties for: fault
Summary Propertles
l Severity v Ma]nrl Aflected object : sys/pki-ext/keyring-default

Description : default Keyring's certificate is invalid, reason: expired.
Last Transition : 2017-04-11T17:22:58Z

D : 1788282 Type : security
Actions

Cause : invalid-keyring-certificate Created at © 2017-04-11T17:22:582
Acknawiedge Fault Code : F0909 Number of Occurrences : 1

Original severity : Major

Previous severity : Major Highest severity : Major

0K Cancel Help






Falhas (Ciclo de Vida)

Condigaopara “lrimpar a Falha

Tempode
Retencéo
ou
Reconhecer




Eventos

O Um outro mecanimo para identificar uma modificagao no comportamento do
Sistema

Q Persistente, Imutavel e Stateless
O Representam mudacas que um determinado objeto sofreu com o tempo

Q Limpos com o Tempo ou quando alcacam o numero maximo de eventos.
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| All v | All / Faults, Events and Audit Log
* Al Faults Events Audit Logs Syslog Core Files TechSupport Files Settings
T, Advanced Filter 4 Export @ Print 7 Refresh Now l:‘ Auto Refresh 'I:l'
* User Management .. Code ID  Cause Created at Us.. Description
* Key Management s E4197130 2. transition 2018-04-05T17 4, [FSM:STAGE:END]: post processing after keyring configuration on primary(FSM-STAGE:sam:dme: PkiEpUpdateEp:Post...
+ Communication Management s E4197130 2. wansition 2018704-05T15 4 (co\i-STAGE:END]: post processing after keyring configuration on primary(FSM-STAGE:sam:dme: PkIEpUpdateEp:Post...
» Stats Management s E4197131 2.  transition 2018-04-05T135 in... [FSM:STAGE:EMD]: post processing after keyring configuration on secondary(FSM-STAGE: sam:dme:PkiEpUpdateEp:P...
> Time Zone Management 5 E4195525 2. transition 2018-04-05T15 in... [FSM:END]: keyring configuration{FSM:sam:dme: PkiEpUpdateEp)
> Capability Catalog ... transition I 2018-04-05T135 Iin... I [FSM:STAGE:RETRY:]: Evaluate association with server (FSM—STAGE.'sam:dme:LsServerConﬁgure:EvaluateAsanciation)l
> License Management ¢ E4196012 2.. transition 2018-04-05T15 in.. [FSM:STAGE:RETRY:]: Evaluate association with server (FSM-STAGE:sam:dme:LsServerConfigure:EvaluateAssociation)
g E4195251 2. transition 2018-04-05T15 4, [FSM:BEGIN]: keyring configuration(FSM:sam:dme: PkiEpU pdateEp)
s E4195251 2. transtion  2018704-05T15 4 1eqy s STAGEEND]: (FSM-STAGE:sam:dme:PKiEpUpdateEp:begin)
s E4195252 Z..  transition 2018-04-05T15 in.. [FSM:STAGE:ASYNC]: keyring configuration on primary(FSM-STAGE:sam:dme:PkiEpUpdateEp: SetkayRingLocal)
s E4185252 2. wansiion  2018°04-05TIS 4, (rop) oTAGE:STALE-SUCCESS]: keyring configuration on primary(FSM-STAGE:sam:dme PkiEpUpdateEp:SetKeyRingl...
s E4195252 2. transition 2018-04-05T15 in.. [FSM:STAGE:END]: keyring configuration on primary(FSM-STAGE: sam:dme:PkiEpUpdateEp:SetkayRingLocal)
5 E4195253 2. transition 2018-04-05T135 in... [FSM:STAGE:ASYNC]: keyring configuration on secondary(FSM-STAGE:sam:dme:PkiEpUpdateEp: SetieyRingPeer)
¢ E4195253 2. tanstion  2018704-05T18 4 reoys STAGE:STALE-SUCCESS]: keyring configuration on secondary(FSM-STAGE:sam:dme:PKEpUpdateEp:SetkeyRin. ..
s E4195253 2. transition 2018-04-05T15 in... [FSM:STAGE:EMD]: keyring configuration on secondary(FSM-STAGE:sam:dme:PkiEpUpdateEp:SetkeyRingPeer)
s E4197130 2.  transition 2018-04-05T135 in... [FSM:STAGE:SKIP]: post processing after keyring configuration on primary(FSM-STAGE:sam:dme:PkiEpUpdateEp:Post...
s E4197130 2.. transition 2018-04-05T15 in.. [FSM:STAGE:END]: post processing after keyring configuration on primary(FSM-STAGE:sam:dme: PkiEpUpdateEp:Post...
s E4197131 2. transition 2018-04-05T135 in... [FSM:STAGE:SKIP]: post processing after keyring configuration on secondary(FSM-STAGE:sam:dme:PkiEpUpdateEp:P...
s E4197131 2.. transition 2018-04-05T15 in... [FSM:STAGE:EMD]: post processing after keyring configuration on secondary(FSM-STAGE: sam:dme:PkiEpUpdateEp:P...

PNIR-NA-NET1R . -

Total: 9918 Selected: 0 < 1 2 3 .. 4% 3 1025|850 | a0 +




Eventos (Ciclo de Vida)

*—r Evento Criado mmm) J (- HEND

Deletar Evento — )




Logs de Auditoria

a O UCSM fornece logs de auditoria para atividade feita por um usuario

O Incluindo Operacoes, Login e Logout

O Logs de auditoria sao Uteis para identificarmos objetos recentemente
modificados

Q Os logs de auditoria estao disponiveis tanto na GUI, na CLI e nos arquivos
de Tech-Support.
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UCS Manager

| Faults, Events and Audit Log - | Faults, Events and Audit Log / Audit Logs

* Faults, Events and Audit Log

Audit Logs

Faults Yo Advanced Fiter 4 Export & Print {3 Refresh Now | | Auto Refresh It
Events D Affected 0. Trig User Session D Createdat  Indication Description Modified...v
2944917 SYS/USEr€..  gaceion internal internal 2018-03-25 pojayon Fabric B: user netdb terminated session id pts_0_2_129...
Syslog 2044918  232-log Admin netdb internal 2018-03-25  \iodification  switch B: cmd: connect nxos , logged in from 10.209.12...
Core Files 2944919 aaa-log Admin netdo internal 2018-03-25 Modification  switch A cmd: connect nxos , logged in from 10.208.12...
TechSupport Files 2044g7p  22a7log Admin netdb internal 2018-03-25  \rodification  switch A: cmd: connect nxos , logged in from 10.209.12...
Settings 2944921  33a7log netdb internal odiﬁcation | switch B: cmd: connect nxos , logged in from 10.209.12...
2044939  SYSIUSErE..  gacqinn internal internal 2018-03-25" greavion Fabric A: local user netdb logged in from 10.209.129.37  id:pts_0_1...
2044942  SYS/USEE..  gacainn internal internal 2018-03-25  (graarion Fabric B: local user netdb logged in from 10.209.128.37  id:pts_0_2...
2944943 sys/user-e.. Session internal internal 2018-03-25 Deletion Fabric A: user netdb terminated session id pts_0_1_108...
2044944  SYS/USEre..  gooqinn internal internal 2018-03-25  pojation Fabric B: user netdb terminated session id pts_0_2_156...
2944945 gaa-log Adrmin netdb internal 2018-03-25  piogifcation  switch B: emd: connect nxos . logged in from 10.209.12...
2044945 2227100 Admin netdb internal 2018-03-25"  yogifcation  switch A: cmd: connect nxos , logged in from 10.209.12..
2944947 aaa-log Admin netdb internal 2018-03-25  piodification  switch A: cmd: connect nxos logged in from 10.208.12...
2944948 zaa-log Admin netdb internal 2018-03-25 Medification  switch B: cmd. connect nxos , legged in from 10.209.12..
2044979  23a-log Admin netdb internal 2018-03-25  \iodification  switch B: cmd: connect nxos , logged in from 10.209.12...
2944981 aaa-log Admin netdb internal 2018-03-25 Medification  switch A: cmd: connect nxos , logged in from 10.209.12...
2044982  23a-log Admin netdb internal 2018-03-25  \rodification  switch A: cmd: connect nxos , logged in from 10.209.12...
2844983 gaa-log Admin netdb internal 2018-03-25 Moedification  switch B: cmd: connect nxos , logged in from 10.209.12..
2945001 SYS/USEr€..  gaegion internal internal 2018-03-25"  Greavion Fabric A: local user netdb logged in from 10.209.129.37  id:pts_0_1...
cuecliicar-a INIR-MNT-FE
Total: 9926 Selected: 0 (4 1 2 3 . 497 B 102550 | A1 ¢



Logs de Auditoria
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Create and Download a Tech Support File

(®) uesm () uecsm-mgmt ) chassis | fabric-extender | rack-server [ server-memory ‘

ITanr\hnI.«-al aunnnrt data for tha antira | ICSM inetanca will ha rraatad and Amaninadad tn tha dafaalt hreuear I
All | Faults, Events and Audit Log / TechSupport Files

I TechSupport Files Events

T Al

* Faults, Events and Audit Log Y, Advanced Filter 4 Export % Print ke
e Name Oper State Size Fabric ID URI
Eeeni 20170213164340_Ra... Available On Subordinate 17960960 B techsupport/20170213164340_...
Audit Logs

| 20170313091300_Ra... Available techsupport/20170313091300_...

Download a Tech Support File

Syslog
Core Files

TechSupport Files

© 2017 Cisco and/or its affiliates. All rights reserved


https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html

Coletando arquivos de Suporte dos S.0O.

Dados de Suporte Técnico dos Sistemas Operacionais:
Q VMWare ESXi

U vm-support

O Red Hat Linux

O sosreport

O SUSE Linux

QO  supportconfig

Q Microsoft Windows

O  Application and System Event Logs nos formatos evt ou evtx

0 Saida do comando 'systeminfo’ ou similar



Coletando arquivos de Suporte dos S.0O.

Dados de Suporte Técnico dos Sistemas Operacionais:
Q VMWare ESXi

U vm-support

O Red Hat Linux

O sosreport

O SUSE Linux

QO  supportconfig

Q Microsoft Windows

O  Application and System Event Logs nos formatos evt ou evtx

0 Saida do comando 'systeminfo’ ou similar
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DEMO!




Links Uteis

UCS B-Series Troubleshooting Guide
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/ts/quide/UCSTroubleshooting.pdf

UCS Connectivity Best Practices
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-

manager/whitepaper ¢c11-697337.pdf

TechZone
https://techzone.cisco.com/t5/Unified-Computing-System-UCS/tkbc-p/dc_ucs

Cisco TAC Support Site
http://www.cisco.com/cisco/web/support/index.html#~shp contact

© 2017 Cisco and/or its affiliates. All rights reserved


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ts/guide/UCSTroubleshooting.pdf
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-manager/whitepaper_c11-697337.pdf
https://techzone.cisco.com/t5/Unified-Computing-System-UCS/tkbc-p/dc_ucs
http://www.cisco.com/cisco/web/support/index.html#~shp_contact
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EngOps Engineer
11 de Abril de 2018



. Use o painel de P&R/ Q&A para
enviar sua pergunta e nossos
especialistas irao responder




A Cisco possui Comunidades de Suporte em outras linguas!

Se vocé fala Inglés, Espanhol, Japonés, Russo ou Chinés, vocé esta convidado a participar e colaborar
em outras linguas.
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https://supportforums.cisco.com/t5/comunidade-de-suporte-cisco-em/ct-p/5141-comunidade-suporte-portugues?profile.language=pt
https://supportforums.cisco.com/t5/%D1%81%D0%BE%D0%BE%D0%B1%D1%89%D0%B5%D1%81%D1%82%D0%B2%D0%BE-%D1%82%D0%B5%D1%85%D0%BD%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%BE%D0%B9-%D0%BF%D0%BE%D0%B4%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8/ct-p/3611-russian-community?profile.language=ru
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- Cisco Latinoamérica

- Cisco Cono Sur

- Comunidad Cisco Cansac

- CiscoSupportCommunity

© 2017 Cisco and/or its affiliates. All rights reserved



Convidamos voce para 0s proximos eventos nas
Redes Sociais

- Ciscolatam - Cisco Technical Support . CSC-Cisco-Support-Community

- ciscosupportchannel u m



https://www.youtube.com/watch?v=LKW61EwIXNs

Para preencher a pesquisa de
satisfagao, aguarde um momento e a
pesquisa aparecera automaticamente ao
fechar o browser da sessao.




Obrigada por seu tempo!

Por favor responda a pesquisa.



NIy
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