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— e Desafios atuais

—— o Conhecendo Cloud ACI

— e Casos de uso

Demo Multicloud
Terraform e Nexus Dashboard




Desaflos atuals

Como vocés esta lidando com as necessidade de rede
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A rede hoje é complexa
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Cloud Architect Cloud Networking
AWS, Azure, Google, IBM

: : ). Platform Admin/Developer
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O problema

4%

Downtime
$5600/min

Source: Gartner &yberSecurityentures o
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Ha necessidade de Administradores de
rede na nuvem?




O conhecimento de rede é fundamental na
nuvem




Cloud Networking: AWS

.| Subnet: 10.1.200.0/24 Subnet: 10.2.200.0/24

Cloud Provider

Services

VPCs are equivalent to VRFs

(Default VPCs are paonfigured*

(CIDR blocks created per VPC

CVPCS connect to Internet via IGWs

(Subnets derived from CIDR blocks

(Subnets are private (default) or public
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Cloud Networking Services
< L3-based forwarding (No L2) >

< Broadcast traffic not supported > < Multicast traffic is not supported/limitecD

/ EKS Lambda &more ISR AKS Function & more GKE Function & more
/7~ \ Iz‘ AN
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| Managed K8s Serverless Managed K8s Serverless Managed K8s Serverless
5 \ Hypervisor: Customized Xen* Hypervisor: Customized Hyp®f Hypervisor: Customized KVM*
Security Groups NSGs Firewall
(D N Etwor . Security Group rules <°"> ASGs @ Firewall rules
) Routing Table VNet Rules VPC Routing Table
(VPNS, Routlng, CDN, X NACLs Routing Table Shared VPC option

connect, Balancing)

Cloud Provider
Services a
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Cloud Networking: AWS

Inter VPC, Inter Region & Inter Cloud Connectivity Options

Single & MultiRegion

VPC Peering
Pointto-point connectivity (not very scalable) TGW Hub
HybridCloud VPN & Inte¥PC
(Hub & Spoke) TGW Spoke
Virtual Private Gateway (VGW) Transit Gateway (TGW)
Terminates VPN connectionBSet Interconnect hub service for VR&VPC & orprem (PSeL
Spoke VPC Single & MultiRegion (TGW peering)

Hub
(TransitVPC) / CSRLO00OV,vMX, SBWAN & 3 party
\ Used for transit services & intefoud connectiond PSeg

Inter-Cloud and Hybri«Cloud VPN

Cloud Provider

Services

Quint@s Quinze



Cloud Networking: AWS

Inter VPC, Inter Region & Inter Cloud Connectivity Options

Single & MultiRegion
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Cloud Provider

Services
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Cloud Networking: AWS

Hub & Spoke 6 VGW + CSR1Kv

i
USCentral

Onprem (Transit Hub)

H o ¥

Other Clouds

o VPG

(Spoke)

(Spoke)

Transit VPC Architecture
(single region/multiregion)

Cloud Provider

Services

1.25Gbps per Tunnel

connectivity options

<. Virtual Private Gateway (VGW) >
<. CSRI000v & & party >

CSRlkv management & encryption
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Cloud Networking: AWS

Inter VPC, Inter Region & Inter Cloud Connectivity Options

Single & MultiRegion

VPC Peering

Pointto-point connectivity (not very scalable)

HybridCloud VPN & Inte¥PC
(Hub & Spoke)

Virtual Private Gateway (VGW) Transit Gateway (TGW)
Terminates VPN connectionBSet Interconnect hub service for VR&VPC & orprem (PSeL

Spoke VPC Single & MultiRegion (TGW peering)
Hub

(TransitVPC) / CSRLO00OV,vMX, SBWAN & 3 party
\ Used for transit services & intefoud connectiond PSeg

Inter-Cloud and Hybri«Cloud VPN

Services

&
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Cloud Networking: AWS

Hub & Spoke & TGW peering + CSR1KVv for Inter- Cloud connectivity

On-prem

USWest

b Y d

2w

Cloud Provider

Preferred

USCentral

TGW peering architecture
with CSRLO00v

&

Services

Other Clouds

USEast

Inter VPC, Inter Region & Inter Cloud
connectivity options

50Gbps per attachment TGW is a native AWS service

CSRL000v,yMX SDWAN & & party
Used for transit services & intefoud connectiond PSeg
Transit Gateway (TGW)
Interconnect hub service for VR&VPC & orprem (PSeg

)
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Cloud Networking: AWS T ey o)

Destination Target
VPC Routing Table 10.1.0.0/16 local
10.2.0.0/16 tgw
""""""""""""""""""""""""""""" @ 0.0.0.0/0 igw )
CIDR: 10.1.0.0/16 IGW IGW CIDR: 10.2.0.0/16
ST T T m T m s s, N ‘E !,' 7 \ ‘=
. Subnet: 10.1.100.0/24 | e b ’ . Subnet: 10.2.100.0/24 B
N | Subnet:10.1.110.0/24 i |
i N . \ o
S e e T AT UNGSHA e |
. Subnet: 10.1.200.0/24 || Subnet:10.1.220.0/24 |
S il AZUSNest1B e 2
~{  AZUSNest1B e S &
\\\ — //'l TGW Routing Table (BGP ASN 64512) /
Destination Target
10.1.0.0/16 tgw-attachvpcl
10.2.0.0/16 tgw-attachvpc2

*This scenario assumes the same AWS account. When using differentaccounts, Resource Ac.JIanag

configurationis needed to share the same TGW between them
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Cloud Networking: AWS T ey o)

Destination Target
10.2.0.0/16 local VPC Routing Table
10.1.0.0/16 tgw
0.0.0.0/0 igw L —— L
\ 7 IGW CIDR: 10.2.0.0/16 Ay
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TGW Routing Table (BGP ASN 64512)

Destination Target
10.1.0.0/16 tgw-attachvpcl
10.2.0.0/16 tgw-attachvpc2

*This scenario assumes the same AWS account. When using differentaccounts, Resource Ac.JIanag
configurationis needed to share the same TGW between them
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Cloud Networking: AWS

Hybrid- Cloud Connectivity

o @& e %

Customer Gateway
(CGW)

a ﬁ OnPrem Cloud Provider
(Traditional) Services
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Cloud Networking: AWS

Hybrid- Cloud Connectivity

Virtual Private Gateway (VGW)

Terminates VPN connectionBGel

@ Internet Transit Gateway (TGW)
\ Interconnect hub service for VRE&VPC & orprem (PSe

Customer Gateway
(CGW) 8 CSRLO0OV,VMX, SDWAN & 3 party

NN

Cloud Provider

Used for transit services & intefoud connectiond PSeg
ﬁ ﬁ OnPrem Y
(Traditional) o

Services
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Cloud Networking: AWS

Hybrid- Cloud Connectivity

______________________________________________________________________________
- ~

Virtual Private Gateway (VGW)

Terminates VPN connectionBGel

______

Transit Gateway (TGW) y
Interconnect hub service for VRE&VPC & orprem (PSe /,'

Customer Gateway oo .
(CGW) { CSRL000v,vMX SDBDWAN & 3 party ‘

_______

Cloud Provider

=

Services

Used for transit services & intefoud connectiond PSeg
ﬁ ﬁ OnPrem
(Traditional)
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Multi- Cloud Networking

rw
Routes & Subnets a ﬁ

Inter/Intra Cloud Connect On-prem

=[Py &

TGW peering VNetpeering
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Troubleshooting

Security & Segmentation

PO
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Direct Peering or
Shared VPC
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Conhecendo Cloud ACI

Do basico as nuvens



ACI: One Network, any location
&

> -
Virtual Networks

Physical Switches

=8 Hypery 100M/1/10/25/40/50/100/400G

Cloud |
e @'docker
aws /\ Azure Containers

D S8 m &

* Google Cloud in Roadmap Quint@s Quinze



atfran]n,
CISCO

« ACIl Anywhere -

Core Data Centers Public Cloud

BE BB EE B8 EE BE BB ES EE EB
Remote Leaf Multi- Pod Cloud ACI

Consolidate and normalize network operations Anywhere !
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*Google Cloud 2021



The network- admin challenge

Provisioning and monitoring complexity = Risk

Subscription/

Separate Infrastructure + Tenant Account Resource Grou Account/Project
VXLAN P
Data Center Site/Pod Region Region Region
VRF VRF VPC VNet VPC
VLAN Bridge Domain/ CIDR/Subnet Subnet Subnet
Subnet
VLAN Tag EPG Security Groups Application/Network Firewall

Security Groups

Accesdist (ACL) Contracts & Filters Security Group Rules Security Rules Firewall Rules




Cloud ACI: Accelerate cloud adoption

In- Cloud networking services automation

Same provisioning model

Same operational model

All cloudnative services available

*Multi -Cloud configuration requires Nexus Dashboa| estrat
Quint@s Quinze



i cloud” &9




