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Desafios atuais
Como vocês está lidando com as necessidade de rede



A rede hoje é complexa

**

Physical 
Switches

Network Admin
Network Console (CLI)

Virtual 
Switches VMWare Admin

VCenter

Hyper-V Admin
SCVMM

KVM Admin
RedHat (RHEV-M)/Openstack(Horizon)

Container networking
Platform Admin/Developer
Kubernetes, Openshift, Cloud Foundry 

Cloud Networking
Cloud Architect
AWS, Azure, Google, IBM



O problema

Risk
$6T in security 

damages by 2021

Time-to-
Market
Innovate or 
disappear

Downtime
$5600/min

Source: Gartner & CyberSecurityVentures



Há necessidade de Administradores de 
rede na nuvem?



High-Availability Designs

Cloud Interconnect VPNs, NAT & L4-L7

Subnets & IP Addressing

Segmentation & PolicyInternet access & DNS

O conhecimento de rede é fundamental na 
nuvem



Cloud Networking: AWS

Cloud  Provider

Services

Account

US-East Region Africa-South Region

IGW IGW

Internet

AZ US-East-1A

AZ US-East-1B

AZ AF-South-1A

AZ-AF-South-1B

CIDR: 10.1.0.0/16 CIDR: 10.2.0.0/16

Subnet: 10.1.100.0/24

Subnet: 10.1.200.0/24

Subnet: 10.2.100.0/24

Subnet: 10.2.200.0/24

CIDR blocks created per VPC

Subnets derived from CIDR blocks

Subnets are private (default) or public

VPCs are equivalent to VRFs

VPCs connect to Internet via IGWs

Default VPCs are pre-configured*
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Cloud Networking Services

Network
(VPNs, Routing, CDN, X-

connect, Balancing)

Compute
(VMs, Bare-metal, 

Containers, Serverless, 
Edge)

ϝ /ƭƻǳŘ tǊƻǾƛŘŜǊΩǎ ƘȅǇŜǊǾƛǎƻǊ ŘƻŜǎ ƴƻǘ ŀƭƭƻǿκǊŜǉǳƛǊŜ ŀƴȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴ

Cloud  Provider

Services

Security Groups
Security Group rules
Routing Table
NACLs

Hypervisor: Customized Xen* Hypervisor: Customized Hyper-V* Hypervisor: Customized KVM*

OS

EKS

Instances
Managed K8s Serverless

Lambda & more

OS

AKS

Instances
Managed K8s Serverless

OS

GKE

Instances
Managed K8s Serverless

Function & more Function & more

Broadcast traffic not supported Multicast traffic is not supported/limited

VNet VPC

NSGs
ASGs
Rules
Routing Table

Firewall
Firewall rules
Routing Table
Shared VPC option

L3-based forwarding (No L2)



Cloud Networking: AWS
Inter VPC, Inter Region & Inter Cloud Connectivity Options

Virtual Private Gateway (VGW)
Terminates VPN connections (IPSec)

CSR-1000v, vMX, SD-WAN & 3rd party
Used for transit services & inter-cloud connections (IPSec)

Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

Cloud  Provider

Services

VPC Peering
Point-to-point connectivity (not very scalable)

Spoke VPC

Hub 

(Transit VPC)

Inter-Cloud and Hybrid-Cloud VPN

TGW Hub

TGW Spoke

Single & Multi-Region (TGW peering)

Hybrid-Cloud VPN & Inter-VPC 
(Hub & Spoke)

Single & Multi-Region



Cloud Networking: AWS
Inter VPC, Inter Region & Inter Cloud Connectivity Options

Virtual Private Gateway (VGW)
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Cloud Networking: AWS
Hub & Spoke ðVGW + CSR1Kv

Inter VPC, Inter Region & Inter Cloud 
connectivity options

Virtual Private Gateway (VGW)
Terminates VPN connections (IPSec)

CSR-1000v & 3rd party
Used for transit services & inter-cloud connections (IPSec)

US-Central
(Transit Hub)

US-West
(Spoke)

US-East
(Spoke)

Transit VPC Architecture
(single region/multi-region)

On-prem Other Clouds

1.25Gbps per Tunnel CSR-1kv management & encryption

Cloud  Provider

Services



Cloud Networking: AWS
Inter VPC, Inter Region & Inter Cloud Connectivity Options

Virtual Private Gateway (VGW)
Terminates VPN connections (IPSec)

CSR-1000v, vMX, SD-WAN & 3rd party
Used for transit services & inter-cloud connections (IPSec)

Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

Cloud  Provider

Services

VPC Peering
Point-to-point connectivity (not very scalable)

Spoke VPC

Hub 

(Transit VPC)

Inter-Cloud and Hybrid-Cloud VPN

TGW Hub

TGW Spoke

Single & Multi-Region (TGW peering)

Hybrid-Cloud VPN & Inter-VPC 
(Hub & Spoke)

Single & Multi-Region



Inter VPC, Inter Region & Inter Cloud 
connectivity options

CSR-1000v, vMX, SD-WAN & 3rd party
Used for transit services & inter-cloud connections (IPSec)

Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

US-Central

US-West US-East

TGW peering architecture

On-prem Other Clouds

50Gbps per attachment TGW is a native AWS service

Preferred

Cloud  Provider

Services

Cloud Networking: AWS
Hub & Spoke ðTGW peering + CSR1Kv for Inter- Cloud connectivity

with CSR-1000v



Cloud Networking: AWS
Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

US-West Region

IGW

AZ US-West-1A

AZ US-West-1B

CIDR: 10.1.0.0/16

Subnet: 10.1.100.0/24

Subnet: 10.1.200.0/24

US-West Region

IGW

AZ US-West-1A

AZ US-West-1B

CIDR: 10.2.0.0/16

Subnet: 10.2.100.0/24

Subnet: 10.2.200.0/24

Subnet: 10.2.110.0/24

Subnet: 10.2.220.0/24

AZ US-West-1A

AZ US-West-1B

Destination Target

10.1.0.0/16 tgw-attach-vpc1

10.2.0.0/16 tgw-attach-vpc2

TGW Routing Table (BGP ASN 64512)

Subnet: 10.1.110.0/24

Subnet: 10.1.220.0/24

AZ US-West-1A

AZ US-West-1B

Destination Target

10.1.0.0/16 local

10.2.0.0/16 tgw

0.0.0.0/0 igw

VPC Routing Table

* This scenario assumes the same AWS account. When using different accounts, Resource Access Manager 
configuration is needed to share the same TGW between them

static (manually added)



Cloud Networking: AWS
Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

US-West Region

IGW

AZ US-West-1A

AZ US-West-1B

CIDR: 10.1.0.0/16

Subnet: 10.1.100.0/24

Subnet: 10.1.200.0/24

US-West Region

IGW

AZ US-West-1A

AZ US-West-1B

CIDR: 10.2.0.0/16

Subnet: 10.2.100.0/24

Subnet: 10.2.200.0/24

Subnet: 10.2.110.0/24

Subnet: 10.2.220.0/24

AZ US-West-1A

AZ US-West-1B

Destination Target

10.1.0.0/16 tgw-attach-vpc1

10.2.0.0/16 tgw-attach-vpc2

TGW Routing Table (BGP ASN 64512)

Subnet: 10.1.110.0/24

Subnet: 10.1.220.0/24

AZ US-West-1A

AZ US-West-1B

VPC Routing Table

* This scenario assumes the same AWS account. When using different accounts, Resource Access Manager 
configuration is needed to share the same TGW between them

static (manually added)

Destination Target

10.2.0.0/16 local

10.1.0.0/16 tgw

0.0.0.0/0 igw



Cloud Networking: AWS
Hybrid- Cloud Connectivity

Cloud  Provider

Services

On-Prem

(Traditional)

Customer Gateway 
(CGW)

Internet



Cloud Networking: AWS
Hybrid- Cloud Connectivity

Virtual Private Gateway (VGW)
Terminates VPN connections (IPSec)

CSR-1000v, vMX, SD-WAN & 3rd party
Used for transit services & inter-cloud connections (IPSec)

Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

Cloud  Provider

Services

On-Prem

(Traditional)

Customer Gateway 
(CGW)

Internet



Virtual Private Gateway (VGW)
Terminates VPN connections (IPSec)

CSR-1000v, vMX, SD-WAN & 3rd party
Used for transit services & inter-cloud connections (IPSec)

Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

Cloud  Provider

Services

On-Prem

(Traditional)

Customer Gateway 
(CGW)

Direct
Connect

High bandwidth 
private connection

Co-Lo 
Option

Cloud Networking: AWS
Hybrid- Cloud Connectivity

Optional



Multi- Cloud Networking

TGW peering VNetpeering Direct Peering or 
Shared VPC

On-prem

Routes & Subnets

Inter/Intra Cloud Connect

Troubleshooting

Security & Segmentation



Conhecendo Cloud ACI
Do básico às nuvens



ACI: One Network, any location

Containers

* *

Virtual Networks Physical Switches

100M/1/10/25/40/50/100/400G

Cloud

* Google Cloud in Roadmap



IP WAN IP WAN

Edge / Remote Public CloudCore Data Centers

ACI Anywhere

Consolidate and normalize network operations Anywhere !

*Google Cloud 2021

Remote Leaf Multi- Pod Cloud ACI



The network- admin challenge
Provisioning and monitoring complexity = Risk

ACINX- OS

Separate Infrastructure + 
VXLAN

Tenant Account
Subscription/

Resource Group
Account/Project

Data Center Site/Pod Region Region Region

VRF VRF VPC VNet VPC

VLAN
Bridge Domain/

Subnet
CIDR/Subnet Subnet Subnet

VLAN Tag EPG Security Groups Application/Network 
Security Groups

Firewall

Access-list (ACL) Contracts & Filters Security Group Rules Security Rules Firewall Rules



All cloud-native services available

Same provisioning model

Same operational model

Cloud ACI: Accelerate cloud adoption
In- Cloud networking services automation

ACI

Automated
Interconnect, routes, VXLAN/BGP, VPC, TGW, 
VNet, CSR1K, L4-L7 & more

Configure once
Deploy anywhere (regions, AZs, VPCs, 
and clouds*) consistently

Secure
Policy normalization, monitoring 
and encryption

*Multi -Cloud configuration requires Nexus Dashboard Orchestrator



What are the differences between 
running 

ACI on- prem and in the cloud?


