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Desafios atuals

Como voceés esta lidando com as necessidade de rede



A rede hoje é complexa
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AWS, Azure, Google, IBM
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Downtime
S5600/min

Source: Gartner & CyberSecurity Ventures o
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Ha necessidade de Administradores de
rede na nuvem?




O conhecimento de rede é fundamental na
nuvem




- AWS

Cloud Network

[gle

<\/PCS are equivalent to VRFs

“ow  CIDR: 10.2.0.0/16
Subnet: 10.2.100.0/24 i
Subnet: 10.2.200.0/24

GPCS connect to Internet via IGWs
(Subnets derived from CIDR blocks
<Subnets are private (default) or public

CDefauIt VPCs are pre-configured*
CCIDR blocks created per VPC
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Cloud Networking Services

L3-based forwarding (No L2)

( Broadcast traffic not supported > < Multicast traffic is not supported/limited

_______________ EKS Lambda & more NS Function & more GKE Function & more
/ “
] 0s i bb 0s
] 1 -
| i .I.I. N/
Instances
> | Managed K8s Serverless Managed K8s Serverless Managed K8s Serverless
= Hypervisor: Customized Xen* Hypervisor: Customized Hyper-V* Hypervisor: Customized KVM*
O
GJ Security Groups NSGs Firewall
m N etWO rk . Security Group rules <°"> ASGs @ Firewall rules
Routing Table VNet Rules VPC Routing Table
(VPNS, Routlng, CDN, X- NACLs Routing Table Shared VPC option

connect, Balancing)

Cloud Provider

Services

* Cloud Provider’s hypervisor does not allow/require any configuration @
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Cloud Networking: AWS

Inter VPC, Inter Region & Inter Cloud Connectivity Options

Single & Multi-Region

VPC Peering
Point-to-point connectivity (not very scalable) TGW Hub
Hybrid-Cloud VPN & Inter-VPC
(Hub & Spoke) TGW Spoke
Virtual Private Gateway (VGW) Transit Gateway (TGW)
Terminates VPN connections (IPSec) Interconnect hub service for VPC-to-VPC & on-prem (IPSec)
Spoke VPC Single & Multi-Region (TGW peering)

Hub

(TransitVvpC) <. CSR-1000v, vMX, SD-WAN & 3 party

Used fortransit services & i nter-cloud connections (1 PSec)

Inter-Cloud and Hybrid-Cloud VPN

Cloud Provider

Services

&
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Cloud Networking: AWS

Inter VPC, Inter Region & Inter Cloud Connectivity Options

Single & Multi-Region

VPC Peering
Point-to-point connectivity (not very scalable) TGW Hub
Hybrid-Cloud VPN & Inter-VPC
(Hub & Spoke) TGW Spoke
Virtual Private Gateway (VGW) Transit Gateway (TGW)
Terminates VPN connections (IPSec) Interconnect hub service for VPC-to-VPC & on-prem (IPSec)
Spoke VPC Single & Multi-Region (TGW peering)

Hub

(TransitVvpC) <. CSR-1000v, vMX, SD-WAN & 3 party

Used fortransit services & i nter-cloud connections (1 PSec)

Inter-Cloud and Hybrid-Cloud VPN

Cloud Provider

Services

&

Quint@s Quinze




Cloud Networking: AWS

Hub & Spoke - VGW + CSR1Kv

)y CD connectivity options

US-Central

: Other Cloud
On-prem (Transit Hub) er Clouds <. Virtual Private Gateway (VGW) >
<. CSR-1000v & 3™ party >

(Spoke) (Spoke)

Transit VPC Architecture

{single region/multi-region) 1.25Gbps per Tunnel CSR-1kv management & encryption

Cloud Provider

Services

&
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Cloud Networking: AWS

Inter VPC, Inter Region & Inter Cloud Connectivity Options

Single & Multi-Region

VPC Peering

Point-to-point connectivity (not very scalable)

Hybrid-Cloud VPN & Inter-VPC
(Hub & Spoke)

Virtual Private Gateway (VGW) Transit Gateway (TGW)
Terminates VPN connections (IPSec) Interconnect hub service for VPC-to-VPC & on-prem (IPSec)
Spoke VPC Single & Multi-Region (TGW peering)
Hub

Used fortransit services & i nter-cloud connections (1 PSec)

(TransitVvpC) <. CSR-1000v, vMX, SD-WAN & 3 party

Inter-Cloud and Hybrid-Cloud VPN

Services

&
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Cloud Networking: AWS

Hub & Spoke - TGW peering + CSR1Kyv for Inter-Cloud connectivity

b Y d
2w

a

Other Clouds

Preferred

On-prem

US-West US-East

US-Central

TGW peering architecture
with CSR-1000v

Inter VPC, Inter Region & Inter Cloud
connectivity options

50Gbps per attachment TGW is a native AWS service

CSR-1000v, vMX, SD-WAN & 3™ party
Usedfortransit services & inter-cloud connections (I PSec)
Transit Gateway (TGW)
Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

Cloud Provider
Services

)

A )

D —
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Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

Cloud Networking: AWS dietin

VPC RoutingTable

Ss

N

Destination Target
10.1.0.0/16 local
10.2.0.0/16 tgw

0.0.0.0/0

igw .

TGW Routing Table (BGP ASN 64512)

-~

Destination Target
10.1.0.0/16 tgw-attach-vpcl
10.2.0.0/16 tgw-attach-vpc2

________________________________________________________
Pt

_________________________________________

_________

-

~—e

*This scenario assumes the same AWS account. When using differenta ccounts, Resource Access Mana.

configurationis needed to share the same TGW between them
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Cloud Networking: AWS

e —————

Transit Gateway (TGW)

Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

N

Destination Target

10.2.0.0/16 local VPC RoutingTable

10.1.0.0/16 tgw

0.0.0.0/0 igw F —

-

__________________________________________________

————————
\

F P ———

e e o B o

TGW Routing Table (BGP ASN 64512)

Destination

Target

10.1.0.0/16

10.2.0.0/16

tgw-attach-vpcl

tgw-attach-vpc2

*This scenario assumes the same AWS account. When using differenta ccounts, Resource Access Mana.

configurationis needed to share the same TGW between them
Quint@s Quinze



Cloud Networking: AWS

Hybrid-Cloud Connectivity

Customer Gateway
(CGW)

a ﬁ On-Prem Cloud Provider
(Traditional) Services

=
3
2
: .
w
€
5
N
o



Cloud Networking: AWS

Hybrid-Cloud Connectivity

Virtual Private Gateway (VGW)

Terminates VPN connections (IPSec)

@ Internet Transit Gateway (TGW) )
\ Interconnect hub service for VPC-to-VPC & on-prem (IPSec)

Customer Gateway

(CGW) e CSR-1000v, vMX, SD-WAN & 3 party

Used fortransit services & inter-cloud connections (I PSec)

Cloud Provider

ﬁﬁ On-Prem AP,
(Traditional) R g

Services
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Cloud Networking: AWS

D

______________________________________________________________________________
- ~

Virtual Private Gateway (VGW)

Terminates VPN connections (IPSec) ’,"

Transit Gateway (TGW) \
v Interconnect hub service for VPC-to-VPC & on-prem (IPSec) ',"

Customer Gateway Direct () .

(CGW) Connect CSR-1000v, vMX, SD-WAN & 3™ party \

Used fortransit services & inter-cloud connections (I PSec) ',"

On-Prem P Cloud Provider
1 Y
(Traditional) o Services
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Multi-Cloud Networking
T

Routes & Subnets

Inter/Intra Cloud Connect

&>

TGW peering

On-prem

td
2w 2w

-
o

>

VNetpeering

AN

&>

Troubleshooting

Security & Segmentation

PO
S

o ©

Direct Peeringor
Shared VPC

o

a»
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Conhecendo Cloud ACH

Do basico as nuvens
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ACI: One Network

> -
Virtual Networks

any location

N

Physical Switches

100M/1/10/25/40/50/100/400G

Cloud }
————‘} @"docker
awg /\ Azure Containers
S ——

a 50 m &

* Google Cloud in Roadmap Quint@s Quinze



atfran]n,
CISCO

. AC| Anywhere y

Core Data Centers Public Cloud

BE BB EE B8 EE BE BB ES EE EB
Remote Leaf Multi-Pod Cloud ACI

Consolidate and normalize network operations Anywhere!

Quint@s Quinze

*Google Cloud 2021



The network-admin challenge

Provisioning and monitoring complexity = Risk

@ €

Subscription/

Separate Infrastructure + Tenant Account Account/Project
Resource Group
VXLAN
Data Center Site/Pod Region Region Region
VRF VRF VPC VNet VPC
VLAN Bridge Domain/ CIDR/Subnet Subnet Subnet
Subnet
VLAN Tag EPG Security Groups Application/Network Firewall

Security Groups

Access-list (ACL) Contracts & Filters Security Group Rules Security Rules Firewall Rules




Cloud ACI: Accelerate cloud adoption

In-Cloud networking services automation

Same provisioning model

Same operational model

All cloud-native services available

*Multi-Cloud configuratio s Nexus Dashboard Orc
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On-prem cleve

= = e A\ Azure (D)

Automated

: Cloud APIC = ACI Site
Consistent




"""""""""

____________

On-prem

Automated

Consistent

Cloud

aws A\ Azure
No
Automates

natively

&
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Single APIC can manage multiple AWS regions

aws
-
aW%
= aws oy

aws
aws ==
b aws
p
aws aws
p )
aws
p —
e v
)
adws
USRI N o
Region not supporting TGW Peering S '

Automated TGW, , Routes and VPN
ceployment

*Qther topologies a@e

Quint@s Quinze




Single APIC can manage multiple Azure regions

A A
/A /& / A

A A A

A

A A

A
®,

Region not supporting VNet Peering

A © A

A

Automated VNet Peering, , UDR and VPN deployment




Cloud

dWS

\-_/7
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Cloud

aws

On-prem

e

Automated

I_S Azure

Consistent




On-prem cleve

Automated

Consistent \ VRF Overlay-1 (ve) g

Infra CIDR, Subnets defined throughthe
Deployment Setup

Regionsto manage, deployment type and BGP AS
defined duringInitial setup

Common tenantis also available to be u@
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Cloud

On-prem

Automated I\ Azure

Consistent

Infra Subnet defined through the Deployment
Setup

Regionsto manage, deployment type and BGP AS
defined duringInitial setup

Common tenantis also available to be u@
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Logical Network
5 Steps

aWws A Azure

\-;7
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_________________________________________________________________

[ Workload J

On-prem

fo

Automated

Consistent

automatically

Cloud

@ ©

aWs
(el A\ Azure
............................... -
E AWS
i Infra
Azure
AWS
Azure

[ Workload

AWS
Azure




Logical Network
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and Cloud Context

5 Steps




Cloud

On-prem

Automated dWS
N7

Consistent {p VRF Overlay-1 (VPC)

[ VRF A } =

!

Cloud Context




On-prem cleve

Automated

Consistent

Infra

AWS Backbone
' AWS

[ VRF A ] &2 o

VRF

VPC VPC




On-prem Stellle

o

Automated f’i\ Azure

VRF Overlay-1 (VNet)

Consistent

&

VRF

A

[ VRF A }

Cloud Context




Cloud

On-prem

Automated VNet Peering option A.&zure

Consistent

Infra

[ VRF A ] Ko, 3

VRF

VNet VNet




Cloud Cloud

TGW option VNet Peering option I_s,&zure
-- ------------------------------- VRF Overlay-1 (VNet)

AWS Backbone Azure Backbone

AWS Azure

£ o3 £ o}

VRF VRF

VPC VPC VNet VNet




Logical Network
5 Steps

and Cloud Context




Logical Network
5 Steps

and Cloud Context




O Same EPG
Different EPG

fo

Automated

Consistent

Cloud

A4
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Cloud

@ ©

\aws, A\ Azure

O Same EPG
Different EPG

eee ()

VRFA ' . VRFA
App Profile MyApp | ) App Profile MyApp

Static assignment uSeg (Attribute-Based Selector)

N <cticossignment
vm — uSeg (Attribute-Based Selector)

o

No Bridge Domain

EPGs in Cloud APIC are always pSeg

Region, AZ, IP, Custom (Key, Value)



Cloud

aWws &.ﬂ.zu re

 —

VRFA VRFA
App Profile MyApp

Prefix Match Selector Prefix Match Selector
0.0.0.0/0

0.0.0.0/0

4
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3t

Automated

Cloud

@ ©

aws Ij.ﬂ.zu re

N

Consistent

Cloud Native

BO®0 W

App Profile MyApp Cloud Native Managed
RIp =
OO0 8
[

e 31 Party
Name, Subnet and other attributes sQL ,'.-.' .

PaaS and SaaS




|
On-prem Clouc

aWS &.ﬂ.zu re

Redirectto & create

| ) 3rd par
J party




Casos de uso

Tudo qgue pensamos para facilitar o dia-a-dia



How?
Lift + Shift
Re-platform
. . Modernize Apps .
Migration Integration
DRaa$S
( Learning Curve ) What about ( Security )
(w5 @ & A @ & )
Time-to-Value Maximize Cloud-Native Services 24x7 Operations

Jhel o

100%



M ulti —Site Business continuity/DR/DRaaS DC/Cloud Interconnect VM Mobility & Cloud Migration

Cloud

Nexus Dashboard
/A Azure @/ Orchestrator >

e o

‘-"‘-\.
I
A
( ]

aws

N

Central Management
Automated VXLAN and MP-BGP

S S5 -

ACI site(s) (On-prem) Cloud ACI (AWS) Cloud ACI (Azure)

Routed network requirements: MTU >=1550 and < 1s RTT between APIC& NDO

Automate Cloud and DC Interconnect. Provision once, deploy anywhere

&
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MUIti—Site ACl 4 Reduce learning curve Cloud Interconnect Consistent security policy

Hybrid Cloud

Nexus Dashboard
Orchestrator

Common deployments

On-prem requirements and

Inter-Site Network required’ r‘Y‘- _

IPSec on-prem termination device(s) are

required. IPSec Configuration can be

downloaded from NDO _
MP-BGP, VXLAN, routes and OSPF N gt

configurations are automated by NDO _

1SN maytraverse the Internet or use a dedicated connection (AWS Direct Connect/Express Route)

*In addition to Jumbo Frames (1550+ MTU) and 1 second RTT from Nexus Dashboard ND.PIC

Quint@s Quinze



Cloud Only

Common deployments

Quint@s Quinze



Orchestrator

aws
p —

eu-west-2

Workload Account

@

BE |

Web VPC
10.3.0.0/16

Infra Account

<

9"‘(—
Infra VPC '
10.201.0.0/24 <

=T
—Smg<—

e

AWS TGW

€),

,/

uksouth
| A Subscription
| |

: t"\ - ;

4

&> & 4N ‘&

BGP EVPN || _> -
VXLAN Tunnel @ ;’ n n a

o—e
: VNet 1
: Peering NSG ASG |
! Infra VNet Database VNet !
| 10.203.0.0/24 10.4.0.0/16

dws
)

ACI| Multi-Cloud between AWS and Azure with BGP EVPN (policy stretch)




Orchestrator

S—>="

VPC1 (Existing)

&

VPC2

=

ew)

AWS TGW

Lnd

VNet1 (Existing)

Loed

VNet2 (New)

A

Automating External Connectivity to AWS and Azure with IPSec BGP on Cloud Router or TGW

BGP IPv4 ()

IPSec BGP

External Site / Branch / Data Center




aws
Infra Account Us-east-1
Infra VPC @

us-east-2

D

AWS
Transit Gateway
Hub Network

Workload Account 1 Us-east-1 Workload Account2  ;5-gast-2
N\ . -\
- @)
o N

CIDR: 172.11.0.0/16 CIDR: 172.21.0.0/16 CIDR: 172.31.0.0/16 CIDR: 172.41.0.0/16

Cloud ACI in AWS




CIDR: 10.11.0.0/16

VNet Web

West US

VB

— Subscription 1

VNet Peering

CIDR: 10.21.0.0/16

VNet App

CIDR: 10.31.0.0/16

| @S

VNet DB

- ID

Global VNet Peering

West US 2

"

CIDR: 10.41.0.0/16

&>
a

VNet Dev

P

&

Y
Subscription 1

Cloud ACI Iin Azure

|
Subscription 2

= I




C[:vpc

asia-east1-a

-

Cloud Router Cloud VPN

e nol

Infra VPC

ProjectID 1

VPC Peering

2 Google Cloud

VPC t:c

CIDR: 192.168.0.0/16

asia-east1-a

CIDR: 192.168.1.0/16

asia-east1-b

CIDR: 192.168.2.0/16

-lll -lll -Ill- -Ill
=4z 4: -4t 4;
nnn nnn N LN

asia-east1-c

e
VPC Peering

—=¢

CIDR: 192.168.3.0/16

asia-east2-c

Y
ProjectID 2

Cloud ACI in GCP




£ Google Cloud

Cc Infra VPC :
Cc Region 1

L LR
H | L
s VPC Peering 4 == - -
[ [ | - -

£ nne nnn
*".* .-OI User VPC 1

GCP Cloud Router HA VPN

BGP Routes IPSec Tunnel

Remote Sites

Enabling External Connectivity from GCP to a Remote Site




Nexus Dashboard A

Orchestrator Terraform RED HAT




Multiple Data
Center Sites

Physical Servers Virtual Machines
w @ 22 eV
N A\ /

N Nexus Dashboard % -

g S /
23 @ ‘ Y

L4-L7 & ADC
Containers J A\ Azure - ‘
ACI Anywhere _ NX-0S
Multi-Site | Multi-Pod | Remote Leaf MUItIple ClOUdS
Virtual | Cloud

Configure the network once, deploy, monitor and secure anywhere




Demo Multicloud

Terraform e Nexus Dashboard
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AWS Transit
Gateway

IPSecTunnels

BGP-EVPN Session

.H’ Terraform

Nexus Dashboard

Orchestrator e
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Review the content and pre-register to
the Nexus Dashboard Test Drive

Tube /CiscoDataCenterMadeEas o‘%‘,
dCloud

Take an official Cisco ACI Training

DCACI

alaln Implementing Cisco ACI

CISCo

Learning
Network
e ——

Get Certified on ACI and CCNP DC*

300-620DCACI Exam
Implementing Cisco ACI

£00-660QDCACIA
Implementing Cisco ACI Advanced

* CCNP through ACI Specialization requires passing both 350-601 DCCOR +300-620 DCACI


http://youtube.com/CiscoDataCenterMadeEasy
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/dcacia-600-660.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/dcaci-300-620.html
https://dcloud.cisco.com/
https://dcloud.cisco.com/

. Azeg;n@&le an-:
== Brendéh Buresh. - i

Carlds Campos
Torres !
Cesar Ohediente
Cynthia Broderick
Jason McGee
Mbohit Vaswani
Nicholas Gorse
Roxana Diaz .Ill-lll-
Steve Sharman CIsCO

eBook: https://www.cisco.com/c/dam/en/us/products/se/2020/10/Collateral/data-center-ebook.pdf
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Muito Obrigado!



