
Enabling Wireless Gu Page 1

Smart T

Enabling Wi
Expanding the small bus
Point is an easy way to c
on-site or remote. A Cisc
WAP4410N, can be easi
Wireless-N network with
Cisco wireless Guest Ac
to clients and other visito

The Cisco Wireless Gue
offer wireless access for
A guest network can ser
business with partners a
can provide the following

 • Provide Internet acc
 • Traffic on the guest 

network to prevent a
 • Wireless access for

communicating with

art tip provides step-by-step guidance for the 
ration required to enable wireless guest access in a 
mall business network, including inter-VLAN routing, 
SID, and wireless security settings on the router, 

 and access points.

eatures
ning the Inter-VLAN routing feature provided by the Cisco RV router with the 
s SSID isolation feature provided by a small business access point provides a 
 and secure solution for wireless guest access on any existing Cisco small 
ss network at no additional cost. However, a small business wireless AP does not 
uite the same Guest Access functionality that is provided by a Cisco Unified 
ss solution. 

LAN routing—Network devices in different VLANs cannot communicate with 
ithout a router to route traffic between the VLANs. In a small business network, 
ter performs the Inter-VLAN routing for both the wired and wireless networks. 

Inter-VLAN routing is disabled for a specific VLAN, hosts on that VLAN will not be 
 communicate with hosts or devices on another VLAN. 

ss SSID Isolation — there are two types of wireless SSID isolation. When 
ss Isolation (within SSID) is enabled, hosts on the same SSID will not be able to 
ch other. When Wireless Isolation (between SSID) is enabled, traffic on one SSID 

forwarded to any other SSID. 

Figure 1 Enabling 

LAN IP: 192.168.1.0/24 – VLAN1

LAN IP: 192.168.2.0/24 – VLAN25

21
32

66

Access Point
SSID: ciscosb

SSID: guest
N1,
5

Inter
est Network Access

is not 

WLAN Guest Access

Wired LAN Host: 192.168.1.0/24 – VLAN1

WAN Router

LAN
Switch

Broadband
Connection

Trunk VLA
VLAN2

Trunk VLAN1,
VLAN25

net
ips

reless Guest Network Access
iness network with Cisco Small Business Wireless Access 
onnect employees to business operations, whether they’re 
o Small Business wireless access point (AP), such as the 
ly integrated into the existing wired network to provide a 
 speed and security rivaling a typical wired connection. The 
cess feature lets you offer the same mobility and convenience 
rs.

st Access feature provides a convenient, cost-effective way to 
 visitors while maintaining the security of your internal network. 
ve many important business purposes, including streamlining 
nd providing hospitality for clients. A wireless guest network 
 basic functionality: 

ess to guests through an open wireless connection
network must be kept completely separate from the business 
 guest from accessing internal network resources

 each guest can be isolated to prevent guests from 
 each other over the network

This sm
configu
Cisco s
trunk, S
switch,

Key F
Combi
wireles
simple
busine
offer q
Wirele

Inter-V
each w
the rou
When 
able to

Wirele
Wirele
see ea



Featured ProductsS

En Page 2

Fe
 •
 •
 •

D
G
gu
do
co
co

In
di
ro
gu

W
S
us
(c
de
gu

W
W
P
ea
th
pe

W
W
fo
W

T
e
V
c
1
T
c
vo

entation for wireless guest access using a 
ter and switch. The wireless AP connects to 

 to transport multiple VLAN packets. The 
ough the trunk interface and the WAN router 

 router connects to the Internet through a 
ed hosts connect to the switch and wireless 

 VLAN 1 on the 192.168.1.0/24 network. The 
 VLAN 25 on the 192.168.2.0/24 network. As a 
n the guest network can access the Internet 

ork Access
 Guest wireless network access on a Cisco 
ss Point.

all office wired network should be built using 
n RV120W, and a Cisco SLM series switch. 

nfigured on the RV120W router. The SLM 
sing a trunk and each internal host is wired to 
r any dedicated VLAN is used for data 

ice communication. All the internal hosts are 
te with each other. 

AP4410N AP is connected to the SLM switch 
ult SSID or a new SSID is used for internal 
PA2 wireless security enabled for this SSID. 
ss network can access both Internet and 

ss Smart Tips on how to connect router and 
igure WAN access, and how to create basic 
curity.

ccess VLAN on an RV Router

5 for guest access, configure Inter-VLAN 
 the RV120W router.
abling Wireless Guest Network Access

ireless Isolation—Wireless Isolation between SSIDs should enabled for each SSID. 
ireless Isolation within the SSID should be enabled for the guest SSID and disabled 
r the SSID used for the internal WLAN. This configuration lets hosts in the small office 
LAN communicate with each other, while guests cannot.

runk—Different SSIDs are mapped to different VLANs on access points. In this 
xample, SSID ciscosb is mapped to VLAN 1 and the SSID guest is mapped to guest 
LAN 25. This connects the access point to the switch using a trunk. Enabling VLAN 
onfiguration on WAP4410N changes the Ethernet connection into trunk mode. VLAN 
 is treated as the native VLAN without tagging, while VLAN 25 is tagged over the trunk. 
he Ethernet connection between the router and the switch is also a trunk, which 
arries packets tagged from different VLANs, such as VLAN 1 for data, VLAN 100 for 

ice, and VLAN 25 for guest access.

and is configured in AP mode. The defa
wireless communication with WPA or W
Internal laptops connected to this wirele
internal network resources.

Please refer to other Cisco Small Busine
switch with multiple VLANs, how to conf
wireless network and enable wireless se

Adding and Configuring Guest A

The task of this section is to add VLAN 2
routing, and verify IP subnet settings on
mart Tips for Small Businesses   

atured Products
Cisco WAP4410N Wireless-N Access Point with Power over Ethernet (PoE)
Cisco RV120W Wireless-N VPN Firewall Router
Cisco SLM224P or SLM224G Smart Switch

esign Tips
uest VLAN—A separate new VLAN must be created across the whole network for 
est access. VLAN ID 25 is used for guest VLAN in the example provided in this 
cument. The Default VLAN (VLAN 1) is used for all the wired and wireless data 
mmunication. The Voice VLAN (VLAN 100) can be used for all voice 
mmunications.

ter-VLAN Routing—The Cisco small business router performs Inter-VLAN routing for 
fferent VLANs that it aggregates from switches or the integrated switchports on the 
uter. Inter-VLAN routing should be enabled for regular VLANs and disabled for the 
est VLAN.

ireless SSID—Cisco small business APs support multiple SSIDs, which allows one 
SID for the internal network and another SSID for the guest network. In the example 
ed in this document, the SSID for the internal wireless network is the default SSID 

iscosb), which is preconfigured on the WAP4410N. It is recommended to change the 
fault SSID to provide some additional security. The SSID for guest wireless access is 
est. 

ireless Security—It is important to apply wireless security on the internal WLAN. 
PA2 Personal or WPA2 Enterprise both provide good wireless protection. WPA2 

ersonal uses a shared key, while WPA2 Enterprise uses username/password for 
ch employee, which requires an external authentication server. For the guest WLAN, 

e open authentication shown in our example is convenient. However, WPA/WPA2 
rsonal authentication can be applied, depending on security requirements. 

Network Diagram
Figure 1 illustrates the sample implem
Cisco small business wireless AP, rou
the switch and uses the trunk interface
switch connects to the WAN router thr
performs Inter-VLAN routing. The WAN
broadband Internet connection. All wir
devices connect to the access point. 

The default SSID (ciscosb) is mapped to
guest access SSID (guest) is mapped to
result, a laptop assigned an IP address o
but not the internal network.

Configuring Guest Wireless Netw
This section describes how to configure
Small Business Router, Switch and Acce

Preconfiguration Checklist 

On the Wired Network—The existing sm
a Cisco Small Business router, such as a
The WAN and LAN setting should be co
switch is connected to the WAN router u
the switch. The default VLAN (VLAN 1), o
communication. 

Optionally, the voice VLAN is used for vo
able to access Internet and communica

On the Wireless Network—The Cisco W
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e router, go to Networking > LAN > Port 
nected to the switch, and click Edit. 
abling Wireless Guest Network Access
Confimart Tips for Small Businesses   

tep 1 Go to Networking > LAN > VLAN Configurations and click Add to add 
VLAN. 

tep 2 Enter guest for the name and 25 for the ID and click Save.

ote Do not check the Enable box for Inter VLAN Routing. 

gure 2 Add/Edit VLAN Configuration 

e summary page (Figure 3) shows all the VLANs, including the guest VLAN that was 
st added. Note that Inter VLAN routing is enabled for the other VLANs, except the 
est VLAN.

Figure 3 Enable and Save VLAN C

Step 3 If a switch is connected to th
VLAN, select the trunk port that is con

Figure 4 Port VLAN
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 interfaces refer to both the interface 
e connected to the AP. 

ected to the router and Ethernet 23, 24 are 

est network access for switch, this is also the 
rresponding switch port to Access mode 

gs on a WAP4410N Access Point
ccess and configure its wireless settings on 

tings to add a new SSID. 

nable the SSID broadcast, and click Save. 
abling Wireless Guest Network Access

ou want to change this IP address of the guest VLAN subnet. 

dding Guest Access VLAN to the LAN Switch
he task of this section is to add guest access VLAN 25 on the LAN switch SLM224G 
nd include this VLAN on its trunk to the router. If the AP is connected to the router 
irectly, please skip this section. Please refer to other smart tips on how to configure 
LAN and trunk on Cisco small business switches. 

tep 1 Go to VLAN Management > Create VLAN, input 25 for VLAN ID and 
uest for VLAN name.

tep 2 Go to VLAN Management > Port to VLAN, select “VLAN 25, guest” in the 
rop-down list. 

tep 3 Enabled the Tagged radio button for the trunk interface. 

place to do so by setting the co
with VLAN 25 as untagged.

Configuring Guest WLAN Settin
In this section, you add SSID for guest a
the WAP4410N.

Step 1 Go to Wireless > Basic Set
Step 2 Enter guest for the SSID 2, e
Adding mart Tips for Small Businesses   

tep 4  Check the box for VLAN 25 in the VLAN Membership Configuration 
ction and click Save.

ote If you want to enable wired guest network access on the router, this is also the 
place to do so. Set the integrated switch port to Access mode with 25 as the 
PVID.

tep 5 Go to Networking > LAN > Multiple VLAN Subnets to verify the IP 
twork address for the guest VLAN.

gure 5 Multiple VLAN Subnets

e VLAN 25 already appears here. It is assigned with 192.168.2.0/24 network and 
HCP is also enabled on that subnet by default. Select VLAN 25 and click Edit button if 

The default value is excluded. The trunk
connected to the router and the interfac

In this case, Gigabit Interface g1 is conn
connected to the AP WAP4410N.

Figure 6 Port to VLAN

Note If you want to configure wired gu
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 (between SSID) and Wireless Isolation 
urity Mode to Disabled.

QoS to map the SSID to different VLANs and 

AN 1 as the Default VLAN ID and AP 

ged and in the QoS section, enter 25 as the 
ck the Save button.
abling Wireless Guest Network Access

tep 4 In the same above page, select guest SSID from the drop-down list. 
Configuring Guest Wmart Tips for Small Businesses   

gure 7  Basic Wireless Settings

tep 3 Go to Wireless > Security to validate the current SSID configuration. 

e initial page shows the security settings for the first SSID. The current security 
tting is for ciscosb, which is the default SSID. The security mode is set to 
PA2-Personal. Make sure that Wireless Isolation (between SSID) is Enabled while 
ireless Isolation (within SSID) is Disabled.

gure 8 Wireless Security

Step 5 Set both Wireless Isolation
(within SSID) to Enabled and set Sec

Figure 9 Enabling Guest Access

Step 6 Go to Wireless > VLAN and 
check Enabled for VLAN.

The screen will be updated. Keep the VL
management VLAN. 

Step 7 Keep the VLAN Tag as Untag
VLAN ID for guest SSID name, and cli

Figure 10 VLAN and QoS
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ple, the laptop connected to the Guest WLAN should be able to ping 
o.com but not 192.168.1.1 or any host with an internal (private) IP address 
.1.0/24).

onsiderations

ng Wireless Guest Access

anced Wireless Guest Access feature can redirect guest browsers to a 
ortal page, which can display information, require a user name and password, 

e guests to consent to terms and conditions before allowing them to continue. 
o Small Business Pro series AP and the Cisco Unified Wireless Solution 

these advanced features, if required.

e Integrated Wireless AP on a WAN Router

sco small business RV routers, such as the RV120W, provide an integrated 
-N AP. Wireless Guest Access can be implemented on a WAN router by 
 similar steps to those shown for the WAP4410N in the “Configuring Guest 

 Network Access” section on page 2. As with the WAP4410N configuration, 
t create a guest SSID and map it to a guest VLAN, which in our example was 
. 

Cis sting of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third-party 
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lidating the Configuration

p 1 From a wireless laptop, right-click the windows wireless tray icon in the 
tification area and select View Available Wireless Network.

p 2 Select the SSID guest from the list and click Connect. 

e wireless client should connect to the access point and get a DHCP IP address. 

p 3 Verify if the guest laptop can access the Internet and if the laptop can 
ess internal hosts. 

ure 11 Validating the Configuration
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