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Access the CLI on 300 and 500 Switches
via PuTTY using SSH and Telnet

Objective

Switches can be accessed and configured through the Command Line Interface (CLI).
Accessing the CLI allows commands to be entered in a terminal based window. For a
user who has had more experience with terminal commands, this may be an easier
alternative to navigating the web configuration utility. Certain tasks such as Layer 3
mode enabling can only be performed through the CLI. In order to access the CLI you
must use an SSH client. PuTTY is a standard SSH client and can be found here. This
document assumes you are connecting to the switch using PuTTY.

The objective of this document is to show you how to access a switch’s Command
Line Interface (CLI) with a Secure Shell (SSH) client.

Note: Cisco 200 Series Small Business Managed Switches do not support the CLIL
Applicable Devices

e (Cisco Small Business 300 Series Switches
e (Cisco Small Business 500 Series Switches

Software Versions

e Vv1.2.7.76

Accessing the CLI via PuTTY using SSH

Step 1. Enable SSH on the device using the web configuration utility. Please refer to
the document Enable Secure Shell (SSH) Service on 300/500 Series Managed Switches for
more information on how to enable SSH.



http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=1865

Step 2. Open the PuTTY application. The PuTTY Configuration window opens:

Categary:
=- Sga-ssicn | Basic options for your PUTTY session |
& TE"" I..oglging Specify the destination you want to connect to
—I- Temina
... Keyboard Host Name (or IP address) Port
- Bell | 22
- Features Connection type:
= Window T Raw () Telnet ) Rlogin @ SSH () Sedal
ﬂppea@nce Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Colours Default Settings Load
=)~ Connection
- Promy
- Rlogin
- 55H
- Senal Close window on exit:
) Mways () Never (@ Only on clean exit
About [ COpen ] [ Cancel ]

Step 3. In the Host Name (or IP address) enter the address of the switch you will be
connecting to.

Category:
=R Sfassion | Basic options for your PuTTY session
P Logging Specify the destination you want to connect to
(=)~ Teminal
- Keyboard ost Mame {or [F address) ort
... Bell [H'IHQ.'IEE.'I 02 72
- Features Connection type:
= Window T Raw ) Telnet ) Rlogin @ SSH () Seral
Appea@nce Load, save or delete a stored session
- Behaviour
.... Translation Saved Sessions
- Selection
-~ Colours Default Settings Load
=)~ Connection
- Promy
- Rlogin
- S5H
- Seal Close window on exit:
() Mways () MNewer @ Only on clean exdt
About Open ] [ Cancel




Step 4. In the Port field, verify the port number is 22.

Categary:
B- S;:ssion Basic options for your PUTTY session
H _l_i"" L.oglging Specify the destination you warnt to connect to
Tnié;:bnard Host Mame (or |P address) Part
. Bell 192.163.1.102 22
- Features Connection type:
- Window 1 Raw ) Telnet ) Rlogin @ SSH (7)) Seral
gzﬁ::;zzfe Load, save or delete a stored session
. Tranalation Saved Sessions
- Selection
- Colours Default Settings Load
[=- Cannection
- Prosey
- Rlogin
- 55H
- Seal Close window on exit:
) Mways () Never @ Only on clean ext
About Cpen ] l Cancel

Step 5. In the Connection Type field, click the SSH radio button to select SSH as your

method of connection with the switch.

Category:
=3 S;:ssion Basic options for your PuTTY session
i - Logging Specify the destination you want to connect to
[=J- Temninal
. Keyboard Host Mame (or IP address) Port
- Bell 152.168.1.102 22
- Features Connection type:
= Window 1 Raw () Telnet ) Rlogin () Serial
ﬂppea!ance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
 Colours Default Settings Load
= Connection
- Prosy
- Rlogin
- 55H
- Senal Close window on exit:
) Mways () MNever @ Onby on clean exit
About [ Open ] [ Cancel




Step 6. (Optional) If you would like to save these connection settings, enter the name
for the settings in the Saved Sessions field, if not then skip to Step 8.

Category:

[=1- Sezsion

¢ L Logging
=1 Terminal
- F.eyboard
- Bell
- Features
(=) W ind o

- B ppearance

- Behaviour
- Tranzlation
- Selection
- Colours
=)~ Connection
- Data
- Prowy
- Talhet
- Rlogin
[+-55H
- Senal

B azic options for your PuT T zession

Specify the destination you want to connect ta

Hozt Mame [or IP addressz) Puort
132.168.1.102 22
Connechion bype:

() Raw () Telmet 0 Rlogin @ SSH () Serial

Load, zave or delete a stored zession

Saved Sessions
GSH Settings )

Default Settings

Load

Save

D elete

Cloze window on exit:
0 Aways () Mever @ Only on clean exit

Open ] [ Cancel

Step 7. Click Save

Categony:

[=- Session

¢ i.Logging
- Teminal
- Keyboard
- Bell
- Features
(=) Window
- AppEarance
- Behaviour
- T ranzlation
- Selection
- Colours
= Connection
- Data
- Pramy
- Telnet
- Rlogin
- 55H
- Senial

B azic options for pour PUT T zession

Specify the destination you want to connect bo

Hozt Mame [or IP addrezs) Port
192168.1.102 22
Connection type:

1 Raw () Telmet () Rlogn @ S55H ) Seral

Load, zave or delete a ztored zession
Saved Seszions
55H Sethings

Diefault Settings

Load

Save |

Delete

Cloge window on exit:

) Always () Wever @ Only on clean exit

Open ] l Cancel




Step 8. Click Open to begin the SSH connection with the switch.

Categony:

=~ S_ESSi-:un B asic options for vour PuT T sesgion
L.ngglng Specify the destination pou want bo connect to

[=)- Terminal

Host Mame [or IP address] Port

- K.eybaard
- Bel 192168.1.102 22
- Features Connection type:

- Window () Raw () Telnet () Blogin @ S5H () Serial
e

ppea.rance Load, save or delete a stored sezsion
- Behawiour
. Tranzlation Saved Sessions
- Selection S5H Settings
- Colours :
) Default Settings Load

=)~ Connection 55H Settings ;]
- [Data Ropre
pa
- Rlogin

[+-55H
- Sefial Cloze window on exit
() Alway: () MNewer @ Only on clean exit
P ——
C= ) o )

Note: If this is your first time using SSH to connect to the switch, you may receive a
Security Breach Warning. This warning lets you know that it is possible that you are
connecting to another computer pretending to be the switch. Once you have ensured
you entered the correct ip address in the Host Name field in Step 3, click Yes to
update the rsa2 key to include the new switch.



PuTTY Security Alert

WARNING - POTEMTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 1024 70:el:b6:bb:06:d7:c2:24:0:7f:ed:30:11:92:4 2:37
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit Mo,

If you want to abandon the connection completely, hit
Cancel, Hitting Cancel is the OMNLY guaranteed safe
choice,

[ Yes ] | Mo | | Cancel

Step 9. Enter the name you wish to log in with when you are prompted to do so.

192.168.1.101 - PuTTY

= E—)

-




Step 10. Enter the user name and password to connect to the device when prompted
to do so. The default user name is cisco and the default password is cisco.

192.168.1.101 - PuTTY | = | B |-

Accessing the CLI via PuTTY using Telnet

Step 1. Enable Telnet on the device using the web configuration utility. Please refer to
the document Enable Secure Shell (SSH) Service on 300/500 Series Managed
Switches for more information on how to enable Telnet.



http://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=1865
http://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=1865

Step 2. Open the PuTTY application. The PuTTY Configuration window opens:

Categony:
o Sosson | Basc opon foryour AT sesion
D Ti..-- I_Ic:glging Specify the destination you want to connect to
—I- Temina
- Keyboard Host Name (or IP address) Port
- Features Connection type:
= Window () Raw () Telnet () Rlogin @ SSH () Serial
Pppea@nce Load, save or delete a stored session
- Behaviour
- Translation e
- Selection
... Colours Default Settings Load
= Connection
- Telnet eiete
- Rlogin
- S5H
- Seral Close window on exit:
T Aways () Mever @ Only on clean ext
About [ Open ] [ Cancel l

Step 3. In the Host Name (or IP address) field enter the address of the switch you will

be connecting to.

Category:
=- 53.=:ssior1 | Basic options for your PUTTY session
: -+ Logaing Specify the destination you want to connect to
=) Teminal
- Keyboard ost Name lor IF address) ort
- Bell 152.168.1.102 2
- Features Connection type:
= Window )Raw () Telnet ) Rlogin @ SSH () Senal
ﬂppea@nce Load, save or delete a stored session
- Behawiour
... Translation Saved Sessions
- Selection
 Colours Default Settings Load
[=)- Connection
- Rlogin
[+-55H
- Senal Close window on exit:
(O Mways () Mever (@ Only on clean exit
bhoud [ Cpen ] [ Cancel




Step 4. In the Port field, verify the port number is 23.

Categony:
B~ Sgssion Basic options for your PuT T session
i I__ngging Specify the destination you wart to connect to
[=)- Terminal
Host Name for IP address) Port
- Keyboard
- Bell 152.168.1.102 23
- Features Connection type:
= Window () Raw (@ Telnet (7 Rlogin ) SSH () Serial
Appea!ance Load, save or delete a stored session
- Behaviour
... Tranelation Saved Sessions
- Selection
 Colours Default Settings Load
[=)- Connection
- Rlogin
[#- 55H
~ Seial Close window on exit:
() Mways () Never (@ Only on clean exit
About [ Qpen ] [ Cancel

Step 5. In the Connection Type field, click the Telnet radio button to select Telnet as
your method of connection with the switch.

Category:

- Teminal
- Keyboard
- Bell
- Features
=)~ Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=)~ Connection
.. Data
- Proxy
- Telnet
- Rlogin
- 55H
- Serial

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Mame (or IP address) Port
152.168.1.102 23

(71 Rlogin (71 S5H () Serial

Load, save or delete a stored session
Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
() Mways () Mever @ Only on clean exit

[ Cpen ] [ Cancel




Step 6. (Optional) If you would like to save these connection settings, enter the name
for the settings in the Saved Sessions field, if not then skip to Step 8.

Category:

[=- Session

. Logging
- Teminal
- Feyboard
- Bell
- Features
(=)~ Window

- Behaviour
- Tranzlation
- Selection
- Colours
=~ Conrection

- Data

- Prosy

- Telnet

- Rlogin
[+-55H

- Serial

- BppEarance

B azic options far paur PuT T session

Specify the destination yau want to connect ba

Hozt Mame [or [P addressz) Puart
192.168.1.102 23
Connection type:

(1 Raw @ Tenet () Rlogin () S5H () Serial

Load, zave or delete a stored session
Saved Sessions

ﬁelnet Settings )

Default Settings

Load
Save

Delete

Cloze window on exit:
(0 Abwayz ) Mever @) Only on clean exit

Open ] [ Cancel

Step 7. Click Save
Category:
=E S_ESSiDn B azic options for your PuT T zession
L.Dgg'ng Specify the destination you want to connect o
=) Terminal
Hozt Mame [or IP address] Port
- Keyboard
- Bell 1921681102 23
- Features Caonnection bpe:
=) Wfindow (1 Raw @ Telmet () Rlogin ) SS5H ) Senal
o
DDEEI.[EIHDE Load, zave or delete a stored zezzion
- Behaviour
- Translation Saved Sezziong
- Selection Telnet Settings
- Colourg TS —
Default Settings
= Connection
- Praumy ;
- Rlagin
[+ 55H
- Gefial Cloze window on exit:
() Always ) MNever (@ Only on clean exit

Open ] [ Cancel




Step 8. Click Open to begin the Telnet connection with the switch.

Categarny:

= S_essiu:un Bazic optionz for your PUT T zession

: TE"" L.Dglgmg Specify the destination you want to connect to

= Terminal

Haozt Mame [ar IF address] Part

- Kepboard
- Bel 192.168.1.102 23
- Features Connection type:

=1 Wfindow Fawn @ Tenet Rilogin 55H Senal
- B ppEarance

RP . Load, zave or delete a stored zeszion

- Behaviour
- Translation Saved Sessions
- Selection Telnet Settings
l:':'l':'_urs Default Settings | Load |

= Connection Telnet Settings -
. Data | Cave |
- Prowy S
- Telhet | Delete |
- Rlogin
+- 55H
""" Seral Cloze window on exit:

Always Mewver @) Only on clean exit
| About | ( Open ] | Cancel |

Step 9. Enter the user name and password to connect to the device when prompted to
do so. The default user name is cisco and the default password is cisco.

PuTTY (inactive) = B Py
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