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Start Here 
The following lab guide offers step-by-step instructions on how to configure the Unified 
Communications 500 System (UC500) using a base topology.  
 
The different tasks are collaborative and assume that several PODs have been set up simultaneously. 
However, some exercises can still be completed individually.  
 
Each lab section follows a logical sequence, but is independent from the others, with the exception of 
Lab 1 (Plug and Play), which is a prerequisite for the successful completion of the subsequent exercises. 
 
Here is a short description of each lab: 
 
Lab 1 – Plug and Play: Learn how the UC500 implements automatic phone registration and 
configuration. 
 
Lab 2 – PBX Mode: Learn how to implement PBX mode and what features are available for it. 
 
Lab 3 – Auto Attendant: Learn how the Cisco Unity Express (CUE) Automatic Attendant is 
configured. 
 
Lab 4 – Advance Features: Learn how to configure Conferencing, Intercom, Hunt Groups, etc. 
 
Lab 5 – VoiceView Express and IMAP: Learn how to integrate the UC500 with an email client using 
IMAP and how to configure VoiceView Express, for checking voicemail using the IP Phone menus. 
 
Lab 6 – Basic Automatic Call Distribution: Learn how to implement Call Center features using B-
ACD Scripts. 
 
Lab 7A – Security: Firewall configuration for UC500 
 
Lab 7B – Wireless Mobile Voice: Deploying the 792X Wi-Fi IP Phone 
 
Lab 7C – Wireless Voice: Deploying the SPA525 IP Phone in wireless mode and adding AP521 
Access Point. 
 
Labs 8A and 8B cover Multisite Data using IPsec and multisite voice (no IPsec) 

Appendixes A, B, C, D, E and F cover miscellaneous voice and data features, as well as system 
operation. Lab Topology. 
 
 
 
 
 
 



 

Cisco Unified Communications Technical Training 
Page 4 of 171 

 
 
 

Lab Topology 
 

 
The value “xx” should be set to the POD number that you have (goes from 01 to 12) 
 
WAN IP addressing: 
WAN IP Address 1.1.100.xx 
WAN Subnet Mask 255.255.255.0 
WAN Default Router 1.1.100.254 
 
Inbound SIP Trunk DID (PSTN Call in) Numbers (Use PSTN phone to test) 
Auto attendant 4085xx1200 
Extension 1 (201) 4085xx1201 
Extension 2 (202) 4085xx1202 
VoiceMail 4085xx1209 
 
Outbound Numbers to Call (From IP Phones on UC520 to PSTN Phone) 
Emergency Number 9911 
Local Call 9 777 1000 
Long Distance 9 1 650 7772000 
International 9 011 44 1234512345 
 

UC520 UC520 

CCA 

FXO 0/1/0 to FXS 0/0/0 

FXS 0/0/0 to FXO 0/1/0 

Simulated 
Internet & 
SIP Trunk 

SP 

Even 
POD 

Odd POD 

PSTN 

CCA 



 

Lab Overview 
 
Be sure to turn off your wireless adaptor before completing the labs to avoid routing issues.  An 
Ethernet connection from your laptop to the UC500 / lab network should be the only network 
connection. 
 
In the lab documents, ‘xx’ refers to your Pod number.  For example, if you are seated at POD01, you 
would replace all instances of ‘xx’ in the lab documents with ‘01’. 
 
Several of the labs will require you to partner with another pod to demonstrate certain features of the 
system.  This is to emulate an analog PSTN connection for the lab environment.  Normally, you would 
plug trunks from the PSTN into the FXO or ISDN ports and analog devices (such as fax machines) into 
the FXS ports.  Please be sure and coordinate with the team seated at your ‘buddy’ pod so that you are 
both working on roughly the same portion of a lab and can complete the verification steps successfully. 
 
One of the labs requires an analog phone for completion.  There is only a single analog phone for each 
pair of Pods.  Please share the phone between yourselves and your ‘buddy’ pod. 
 
There are two Ethernet cables at each pod.  These are both ‘broadband internet’ connections (emulating 
the internet).  One of these is for the UC500 WAN port, the other is used during the VPN lab to connect 
your laptop.  Either cable will work for either connection – there is no difference between them. 
 
All of the software needed on your laptops to complete the lab is available from the lab facilitator.  
Please copy all of this software to your hard drive before the lab begins so you will have it when needed. 
This software will include the Cisco Configuration Assistant (CCA), Cisco IP Communicator (CIPC), 
Cisco VPN Client and the new auto attendant (AA) script. 
 
Unless otherwise noted, it is necessary to restore the UC500 to factory default condition after each lab 
section.  Instructions for how to do this are included in Appendix A. 
 
Please read items in RED very closely.  These are notes / tips that will make the lab go much more 
smoothly. 
 
 
 
 
 
 
 
 
 
 
 
 



LAB 1: Plug & Play 

LAB 1: Plug & Play 
 
Introduction: 
UC520 is a unified communications appliance that is designed to be deployed quickly and easy. To help 
facilitate this, the system automatically detects phones as they are connected and configures them with 
basic default settings that allow calls to be made without intervention. For instance, if a 7960G phone is 
plugged in, the system detects the type of the phone and auto configures a useable extension on the first 
line button. 
 
Objective: 
The objective of the “PLUG & PLAY” lab is to show the ease of install of the UC520 system. At the 
completion of this lab, all IP phones (including the CIPC softphone) and analog phones on the UC520 
should get dial tone and be able to call each other. You should be able to call out as well if a PSTN 
connection is available via a FXO or ISDN lines. 
 
Topology: 
Use the following topology 
 
 

 
 
 
Setup steps: 
 

Be sure to turn off your wireless adaptor before completing the labs to avoid routing issues.  
The only network connection from your laptop should be to the UC500 / lab network. 
 
1. Be sure your UC500 system is powered up, then plug one of the “Internet” cables into the WAN 

port. 
2. Plug in the 7970 and 524 phones in to the UC520 Power Over Ethernet (POE) ports at each POD 

using the Ethernet cables provided. 
3. Connect your laptop to the back of an IP phone or to a POE port on the UC500.  Verify that you 

get an IP address assigned to the laptop. 
4. After both 7970 and 524 IP Phones have registered to the UC500, install and launch Cisco IP 

Communicator (CIPC) SoftPhone on your laptop.    

UC520 
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a. After launching CIPC, a Preferences Screen will appear (Right click on the CIPC to view 
preferences if it does not appear). Now configure specific TFTP server on the network 
tab as the UC520 IP address (192.168.10.1).  

 
Verify steps: 

1. Ensure that all the phones register to the UC520 and receive an extension. Verify the extensions 
as 201, 202 and 203 (CIPC) 

2. Place a call between 201 & 202 – answer the call, place on HOLD and check if the Music on 
Hold (MOH) works. 

3. Place a call between 201 and CIPC (x203).  Answer the call and place on hold on the IP 
Communicator and note that the music plays to the IP phone.  Take the call off hold and place it 
on hold on the IP phone.   Note that the IP Communicator only hears a hold tone and not the 
MoH source. 

 
NOTE: It is NOT necessary to restore the system to factory defaults at the end of 
this lab. 
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LAB 2: PBX, Voicemail & DialPlan 
 
Introduction: 
The UC520 supports two voice system configuration types – PBX type and Keysystem type. LAB2 
focuses on the PBX system configuration. Keysystem configuration is included as an addendum in 
Appendix B.  Outbound calls are routed through the SIP and/or PSTN line based on the dialplan that is 
configured. In addition to this, local extensions have voicemail boxes where callers can leave messages. 
A typical PBX system involves an Auto Attendant that handles incoming calls from a PSTN line (eg. 
Analog FXO or ISDN trunks) and transfers the caller to one of the internal extensions. Auto Attendant 
configuration is covered in Lab xx. 
 
Objective: 
The main objective of this lab is to configure the basic PBX system, voicemail and outbound dialplan. 
These features will be configured using Cisco Configuration Assistant (CCA).  After completion of this 
lab – you will be able to: 

a) setup the SBCS system as a PBX 
b) place calls between extensions 
c) setup a SIP Trunk on the UC520 to a Service Provider (Lab Simulation) 
d) place calls in & out to the PSTN via the SIP trunk. 

 
Topology: 

 
 
Setup steps: 
1. Install Cisco Configuration Assistant (CCA) on your laptop. 
 
2. Connect your laptop to one of the UC520 Ethernet ports or the Ethernet connection on the back of an 
IP phone (if not already connected) & launch CCA. 
 

UC520 

CCA PSTN 

SIP Trunk 
Service 
Provider 

WAN 
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3. When you launch CCA, a Connect window will appear. Click on “Create community” and click on 
OK button.  
 

 
 
 

4. Now you should see a dialog as below: 
o Create a community UC520-xx. For the Company name, use POD-xx (where ‘xx’ is your Pod #)  
o Choose discover option as “a single device by IP address” and use IP address 192.168.10.1  
o Click Start - now you should get a “Security Certificate Alert”, click ‘Always’. 
o Enter username/password as cisco/cisco.   
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o Once discovery is complete (this may take up to a minute) click ‘OK’ to view the topology. The 
progress for discovery can be seen at the bottom of the screen. 

o Check the topology to ensure all the phones show up. You may or may not see the CIPC device, 
depending on where your laptop is plugged in. If it is plugged into a POE port of the UC520, the 
CIPC will appear. If the laptop is plugged into the back of an IP phone, the CIPC will not appear.  

o Click on ‘Configure -> Telephony -> Voice’ on the side bar or click the ‘Phone’ icon on the top 
menu bar.  In the next steps, we will configure the various tabs – “System”, “Voicemail”, “SIP 
Trunk”, “Dial Plan” and “Users”. 

 
NOTE:  It may take up to 60 seconds for CCA to load voice data. If 
you see the window below, please follow the instructions in the 
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window and select the Voice side bar menu again after waiting 
several seconds. 
 

 
 

NOTE:  DO NOT CLICK “OK” or “Apply” until you complete steps 5 to 13. 
 

5. Check the topology to ensure all the connected phones are showing up.  Unplug any lines that are 
connected to the FXO/ISDN ports on the PODs. 

 
6. Click on the “System” tab  

o Change the System Message to “UC520-PODxx” 
o Select the “PBX” in the System Type Settings (Note: systems without FXO ports can 

only be configured in PBX mode.). 
o Leave the “Number of Digits Per Extension” as 3. This will be the number length for all 

internal system extensions such as IP phones, Voicemail and Hunt groups 
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7. Click on the “Voicemail” tab: 
o Set the VoiceMail Access Extension to 401 & the VM PSTN number to 4085xx1209 
 

 

 
 

8. Click on the SIP Trunk tab and setup the UC520 for SIP trunking to a Service Provider for PSTN 
access 

o Select “Generic SIP Trunk Provider” from the Service Provider pull down menu 
o Set the Registrar Server and Proxy server fields with: 1.1.100.254 which is the SIP PSTN 

network setup in the lab 
o Under Digest Authentication, set username to 4085xx1200 & password to 1234 
o Set “Maximum Number of Calls” to be 4. This parameter controls the number of 

concurrent calls supported across the SIP trunk. If the maximum is exceeded, the 
outbound call may be blocked, or rollover to secondary PSTN trunk, depending on how 
your dial plan is configured. Step 11 will cover rollover configuration 
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In order to prevent toll fraud, CCA creates an access list (ACL) that allows inbound SIP 
traffic only from known IP addresses and blocks all other incoming SIP calls. Incoming 
SIP calls coming from the IP address of the Proxy and Registrar server are automatically 
allowed through the UC500 firewall. If incoming calls from a second SIP proxy server 
needs to be allowed, you can add the IP address to the secondary proxy server field. The 
CLI below is a sample of the ACL generated for the generic SIP trunk provider option: 
 
access-list 2 remark CCA_SIP_SOURCE_GROUP_ACL 
access-list 2 remark SDM_ACL Category=1 
access-list 2 permit 1.1.100.254 
access-list 2 permit 10.1.10.1 
access-list 2 deny   any 
 
10.1.10.1 is the default IP address of the Cisco Unity Express (CUE). Inbound SIP calls 
from the CUE are allowed to enable outbound features such as Auto Attendant and 
message notification to work over a SIP trunk 
 

9. Click on the “Dial Plan” tab: 
o Ensure the following defaults for North American dialing: 
 

Numbering Plan Locale     Template: North American 
Default Access code    9 
Digit Collection Timeout    5 
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10. For “Outgoing Caller Identification,” select Other. This option will allow you to specify the 
caller-ID for outbound calls from SIP, ISDN BRI and PRI trunks. Note that the caller ID for 
FXO trunks is determined by the telco provider and cannot be modified from CCA or the UC500. 

 
o For this lab, choose “Other” in the dropdown and configure your main caller ID as 

4085XX1200. 
o For the “Caller ID Per Call Block Code”, enter 916. 

 
The Caller ID can also be set to Autoattendant PSTN number once it has been configured. This will 
be done in lab 3. 
 

 
11. Click on the Configure button for Outgoing Numbers. This will show the entire dial plan for the 

template you selected.  
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By default, if SIP trunk is configured all outbound calls will be routed to SIP trunk first, followed by 
PSTN. In this lab we will modify the emergency number to route to PSTN only.  
 

o Select Emergency number, 911. 
o Under Trunk List Column, select “PSTN only” Click OK.  
 
 

 
 

12. For “Incoming Call Handling”, note that the “FXO Trunks Destination” can be changed from 
“Custom Configuration” to “Operator.” For this lab, choose “Operator” from the pull-down 
menu and enter 201 as the destination. The FXO destination can also be set to Autoattendant 
pilot once it has been configured. This will be done in lab 3. 

. 
Click on the Configure button for “Direct Inward Dial Translations”. We will use this feature to 
add PSTN DID numbers to two of the IP phone users. 

 
o Click on Add for “One-to-One DID Translation” 
o Enter a description such as SIPPSTN 
o Enter starting DID range as 4085xx1201 and ending as 4085xx1202 
o Enter starting Internal Extension range as 201 and ending as 202 
 
This will create a translation for 4085xx1201 to 201 and 4085xx1202 to 202 
 
o Choose SIP Trunk from the Trunks pulldown 
o Choose “Use DID” for Caller ID and then click OK 
 
By selecting this option, outbound calls from extension 201 will show called ID of 4085xx1201 
and calls from 202 will show 4085xx1202. Calls from all other extensions will show the main 
PSTN caller ID, configured in step 10. If you select “Use Main PSTN number” for Caller ID, all 
outbound calls on SIP or ISDN trunks will show the main PSTN number as the caller ID 
 

 

 
 

13. Click on the “Users” tab: 
o For all the Analog Phones (none connected but configured by default on the UC520): 

i. Configure the userid as afxs, bfxs, cfxs, dfxs. 
ii. Set the passwords to cisco. 
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o For all the IP Phones: 
i. Configure the LastName for all IP phones as ip 

ii. Configure the FirstName as a, b, c. 
iii. Configure the userid as aip, bip, cip. 
iv. Set the passwords to cisco. 

 

 
 

14. Click on “OK” button at the bottom of the screen and observe the progress bar. Click OK when 
the “Configuration successfully sent to UC520” message pops up. It may take several minutes 
for the configuration to be applied to the UC500. 
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15. Click on ‘Configure -> Telephony -> Voice’ on the side bar or click the ‘Phone’ icon on the top 

menu bar.  In the next steps, we will configure the additional functionality in the “Voice 
Features”, “Dial plan” and “Users” tabs 

 
NOTE:  It may take up to 30 seconds for CCA to load voice data after Voice is selected 
 
16. Click on the “Voice Features” tab 

o Select a different Music on Hold audio file from the drop-down. The UC500 7.0.2 
software pack ships with four different music on hold files at different volume levels. 

o Select 1 for number of “Paging Groups.” Configure the first Paging Group Extension 
Number as 101. 

o Select 1 for number of “Park Slots”. Configure the first Park Slot Extension as 701. 
o For the “Multi-Party (Ad-hoc) Conferencing”, change from the default of 3x8 (8 sessions 

of up to 3-party conference) to 4x4 (4 sessions of up to 4-party conference). Leave 
“Mixed Mode” check box blank. 
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o Check “Enable” and select 1 for number of “Hunt Groups.” Configure the timeout as 3 
seconds. Configure the first Pilot # as 501. Use the default Hunt type (sequential). Select 
“No Answer Forward to” destination as Voicemail. Click on “Members” button. 

 
Select 201 and 202 and click Add to make them members of the huntgroup. Click OK. 

 

 
 

17. Click on the “Dial plan” tab. Click on Configure button for Outgoing Numbers. Click Add. 
Configure the blocked digit pattern as follows: 

 
Permissions: Blocked 
Access Code: 9 

  Begins with: 1510 
Number of digits: 11 

 
The dial-pattern shown should be 91510xxxxxxx. Click OK.  
This will block all outbound dialing to U.S.A 510 area code. 
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18. Click on the “Users” tab. Select the “More” button for the IP Phones one at a time as below  
o For IP phone with x201,  

i. Select the Paging Group 1 from the pull down  
ii. Select the Pickup Group 1 from the pull down  

iii. Set Permissions to International. Make sure “Block restricted numbers” is 
checked 

iv. On button 2, Set the “Intercom w/Mute to user “b ip.” Set the Target intercom 
button number as 2. Click OK 

 

 
 

v. Make sure the DID number configured previously shows up – then click OK 
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o For IP Phone with x202 
i. Select the Paging Group 1 from the pull down  

ii. Select the Pickup Group 1 from the pull down  
iii. Set Permissions to National. Make sure “Block restricted number” is checked 
iv. Verify that the Intercom to aip is configured on button 2. 
v. Make sure the DID number configured previously shows up – then click OK 

o For the CIPC phone with x203 
i. Select the Pickup Group 1 from the pull down    

ii. Set Permissions to National. Do not check “Block restricted number”  
iii. Make sure no PSTN number shows – then click OK 

 
19. Click on “OK” button at the bottom of the screen and observe the progress bar. Click OK when 

the “Configuration successfully sent to UC520” message pops up. It may take several minutes 
for the configuration to be fully applied. 

 
20. Configure a system-wide speed dial. Click on ‘Configure -> Telephony -> System Speed Dial’ 
Click the “Add” button and configure a name and a corresponding number (eg. “Cisco Support”, 
Number: 918005532447). Remember to include the PBX Access code and the long distance prefix 
for the speed-dial. These parameters are defaulted to 9 and 1 respectively for North American dialing 
and can be changed in the “Dial Plan” tab. Click OK to apply the configuration. 
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21. Configure the WAN Connectivity. On the left pane go to Internet Connections  
o Click on FastEthernet 0/0 and hit Modify 
o Click on Static IP radio button 
o Enter IP address as 1.1.100.xx (xx is POD # - drop the leading 0, only enter 1 for POD 

01) 
o Enter Subnet mask as 255.255.255.0 
o Enter Default Gateway and Primary DNS as 1.1.100.254 
o Click on OK to apply changes 
 

Note: This step is required for SIP trunk lab to function properly. 
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Verify Steps: 
1. On the IP Phones, make sure the FirstName and the LastName is visible. 
2. Call the voicemail access number (401) and test if calls work.  
3. Press the ‘Messages” key on each phone and enroll the users. Use “789” as a password. It may 

take several seconds for the voicemail to answer during initial access.  
4. Place calls between IP Phones and ensure that calls roll over to VM when not answered.  
5. Check that the MWI light turns on when a message is left. 
6. Press “Services” key on the IP Phone and select the “CME Service URL” to launch Voice View 

Express (VVE). Use the password from step 3 for PIN. Follow the directions to optional labs as 
indicated at the bottom of this page. 

7. From any phone, press the “Directory” key and then select the “Local Speed Dial” option. Verify 
that the system-wide speed-dial configured in the system tab appears here. 

8. Dial 101 from any phone to check the paging feature.  
9. For 201, press the Intercom button to verify that intercom to 202 works. 
10. For 201, dial *916202. On 202, the caller-id should show “From Private”. This indicates that the 

callerID block code is working. Note: This feature may not function on FXO lines, where the 
callerID is determined by the telco. 

11. For 202, call 203. From 201, press more > GPickup to verify that call pickup works. 
12. Simulate an incoming PSTN call over the SIP Trunk by going over to the PSTN phone (near 

proctor desk) and dialing any DIDs for your POD [4085xx120y where xx is POD # and y is 
currently 1,2 or 9]. 

13. Call outbound from x203 to the PSTN by dialing the below patterns (there may be a slight delay 
in call setup) 

a. 911 (emergency call) 
b. 9911 (emergency call) 
c. 97771000 (local call) 
d. 915102221234 (long distance call) 
e. 9011441234512345 (international call) – this should fail, 

because this phone is restricted to national dialing 
 

14. Call outbound from x201 to the PSTN by dialing the below patterns 
 

a. 916507772000 
b. 915102221234 (calls to 510 areacode should fail based on 

blocked patterns) 
c. 9011441234512345 (international call) 

 
15. From CIPC, dial 501 to test the hunt-group functionality. The call should hunt to 201 and 202. 

 
Note: It is NOT necessary to reset the system at the end of this lab! 
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LAB 3: Business Schedule and Auto Attendant 
 
Introduction: 
The UC520 supports an Automated Attendant (AA) that can provide flexible call handling. CCA release 
1.9 supports an advanced AA system that can meet the needs of a typical Small Business. This AA 
supports a Business Schedule and a Holiday Schedule that enables intelligent time-of-the-day routing. 
The new enhanced capability includes a multi-menu system and also allows a provision to have multiple 
Auto Attendant scripts that can be triggered by different incoming DIDs. Finally, the system provides an 
easy interface for recording AA greetings and establishes a Greetings Management System that can be 
used by customers to alter the greetings from their IP Phones. 
 
 
Objective: 
The main objective of this lab is to configure a fully functional Auto Attendant system. The lab will 
focus on a multi-menu AA system which integrates itself with a Business Schedule and a Holiday 
Schedule. Students will also experience the simple process of setting up a Greetings Management 
System and recording a greeting. 
 
 
Prerequisite: 
This lab requires a basic PBX system to be already in place 
 
 
 
Topology: 

 
 

UC520 

CCA PSTN 

SIP Trunk 
Service 
Provider 

WAN 
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Setup steps: 
 

STEP 1. Launch Cisco Configuration Assistant (CCA) on your laptop. Please make sure that a basic 
PBX system is already setup 

 
STEP 2. From the left menus, click on Configure > Telephony > Schedules 

 

 
 



LAB5: Verifying VoiceViewExpress & IMAP 

Cisco Unified Communications Technical Training 
Page 25 of 171 

STEP 3. To configure the system schedule: 
a. Make sure to check the box for “Enable Business Schedule” 
b. Also make sure that you are modifying the “systemschedule” 
c. From the pull-down select “Uncheck” boxes from 00:00 to 09:00 for weekdays (this will 

mark 12am to 9am as closed hours on weekdays) 
d. Click on Update Table 
e. Once the table is updated, “Uncheck” boxes from 17:00 to 24:00 for weekdays (this will 

mark 5pm to 12am as closed hours on weekdays) 
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f. Next, “Uncheck” boxes from 00:00 to 24:00 for weekends – this will mark the weekends 
as closed 

g. The above steps will set your Business Hours from Monday to Friday 9am to 5pm. 
 

 



LAB5: Verifying VoiceViewExpress & IMAP 

Cisco Unified Communications Technical Training 
Page 27 of 171 

 
h. You can now setup the holiday schedule to meet the customer’s requirement. For this, 

click on the “Holiday” tab and on Holiday Management select “2009 holidays” 
i. Next, click on “Add” button at the bottom of the Holiday Management tab. This will 

launch as “Add Holiday” window. In this window, make sure that the year is set to 2009. 
j. Specify a description of the holiday that you need to add and then click on the Date 

Picker icon. This will Launch a Date Picker window.  
k. Select the required holiday from the Date Picker. Proceed to add all the Holidays 

observed by your company. 
l. You can also copy the same holidays to the next year.  
m. Click on “OK” to apply the changes. 
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STEP 4. Once the System Schedule is setup, you can proceed with the configuration of the Auto 
Attendant. For this, from the left menu, click on Configuration > Telephony > Auto 
Attendant 

 
STEP 5. This will launch the following AA window. The default mode for the Auto Attendant is off.  

For this lab click on the “Multi-Level” mode. 
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STEP 6. On the Multi-Level Auto Attendant screen, select the number of Submenus as 2. This will 

create two additional Submenu tabs. 
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STEP 7. Configure the following parameters for the Main menu 

a. Configure the AA Extension to be 400 
b. The AA PSTN number will be 4085xx1200 (where xx is the 2-digit POD #) 
c. For the Business Hour Schedule make sure that “systemschedule” is selected from the 

pull-down menu 
d. Check the “Dial by Number Anytime” parameter 
e. Next click on the “Record” button and record the following greeting: 

i. The main open greetings, which says “Thank you for calling, if you know your 
party’s extension you can enter it at any time. For dial-by-name directory hit 7. If 
you have a mailbox on this system press 9. For Sales press 1 for Customer 
Support press 2. For directions to our location press 8. To repeat these options 
press *, or press 0 to reach an operator. 

ii. A greeting to record directions to your facility 
iii. An opening greeting for Sales department 
iv. An opening greeting for the Customer Support department 
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STEP 8. Configure the main menu Business Hours. Select the Menu Prompt as 
“Opening_Greetings.wav”. 

 
STEP 9. For Keys 0-9,# and *, select the following values corresponding to modes and parameters 

from the pull-down menus. 
 
0 Call Extension  203 (Operator) 
1 Call Menu  Submenu 1 
2 Call Menu  Submenu 2 
7 Dial By Name 
8 Play Prompt  Directions.wav 
9 Call Voicemail 
* Play Prompt  Opening_Greetings.wav 
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STEP 10.  Next Click on the Submenu1 sub-tab. For this, from the pull-down menu, select the Prompt 
“Sales_Greetings.wav”.  

 
STEP 11. For Keys 0-9,# and *, select the following values corresponding to modes and parameters 

from the pull-down menus. 
 
0 Call Extension  203 (Operator) 
1 Call Hunt Group Hunt Group:1(501) 
* Call Menu  Main menu (to skip and go back to the main menu) 
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STEP 12. Next Click on the Submenu2 sub-tab. For this, from the pull-down menu, select the Prompt 

“Support_Greetings.wav”.  
 
STEP 13. For Keys 0-9,# and *, select the following values corresponding to modes and parameters 

from the pull-down menus. 
 
0 Call Extension  203 (Operator) 
1 Call Hunt Group Hunt Group:2(502) 
* Call Menu  Main menu (to skip and go back to the main menu) 
 

 
 
Once completed you can click on the “Apply” button to commit these changes. 
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STEP 14. To allow end customers to make changes to the recorded greetings, you can setup a 

Greetings Management System. For this click on the “Prompt Management” tab. 
 
STEP 15. Select an extension (for example 299), that is not in use, that will be dialed to interact with 

the Greetings Management system.  
 

STEP 16. Next, we need to assign administrators that are authorized to change the greetings. For this, 
click on the “Users” button – this will launch an “Assign Prompt Management Privilege” 
window. 

 
STEP 17. On this window, select users aip and bip as authorized users to alter pre-recorded greetings. 

Once finished, click on OK button on this window and Apply button on the Prompt 
Management tab. 
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STEP 18. CCA 1.9 also allows uploading custom auto-attendant scripts. Note that this is an advanced 
exercise for partners that have expertise in creating custom scripts – this is an optional 
section of the lab for those who need to know how to setup custom scripts using CCA. 

 
STEP 19. Once you have created a script that meets your customer’s needs, save it on your laptop. 

Click on the Add button and browse to the location of the script. Once added, the script 
appears along with the other system scripts. 
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Verify steps: 
 

STEP 1. Call in using SIP trunk to the 4085xx1200 number (where xx is the 2-digit POD #). Make 
sure that the call is answered by the Auto Attendant 

 
STEP 2. You should be able to hear the “Opening_Greetings” that you recorded earlier. 

 
STEP 3. Browse through the different options of the Auto Attendant and make sure all menu options 

are working as expected. 
 

a. Make sure you can reach operator by dialing 0 
b. Make sure you can reach the appropriate submenu by dialing option 1 or 2 
c. See if you can dial an extension at any time and that you can access the dial-by-name 

directory 
d. Pressing 9 should transfer you to the voicemail 
e. Also make sure that you can hear the other greeting options (8 and *) 

 
STEP 4. Make sure that you get the correct greetings from the Sub-menus, get transferred to the 

appropriate hunt-group, and are able to fallback to the main menu using the * key 
 
STEP 5. See if an authorized user is able to access the Greeting Management System. You should be 

able to change a greeting – callback into the system to ensure that the new greetings have 
taken effect. 
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LAB 4: Advanced Feature Lab 
 
This lab will focus on configuring some advanced features using CCA, CME/CUE GUI, and CLI. 
Features configured in this lab include  
a) Phone features - Monitor buttons, Overlays, Shared Directory Numbers, Speed-dial, Call Forward 
from non-primary line, etc. 
b) System features - Local Directory, Blast (Parallel Hunt) Groups, Night Service, Forwarding from 
Hunt-Groups, etc. 
 
Phone features – Monitor buttons 
1. Launch the “Voice” configuration page on CCA 
2. Go to the “Users” tab. Select the more option for aip. We will treat this phone as operator’s phone. 
3. On button 3, select the type as Monitor and from the extension pull-down select 202. 
4. Click on OK for “More” window & then click on Apply at the bottom of the Voice configuration 
page. 
5. Once the changes are applied, check aip’s IP Phone and ensure that the monitor buttons are created. 
6. Verify the monitor functionality  

- A call on 202 should indicate its presence on the respective monitor button, with the button 
LED turning red, and the icon for the monitoring line showing offhook state.  
- Pressing the monitor button while the monitored line is idle will speed-dial the extension that is 
being monitored.  
- You can transfer a call from 201 to 202 by answering an incoming call, pressing Trnsfer 
softkey and pressing button 3, followed by Trnsfer softkey again. 
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Phone features – Shared Directory Numbers (DN) 
In this section, we will configure a shared DN 275 between aip and bip. 
1. Launch the “Voice” configuration page on CCA and go to the “Users” tab.  
2. Select the more option for aip and set button 4 type as share and extension as 275 and click on ok 
3. Select the more option for bip and set button 3 type as share and extension as 275 and click on ok 
4. Then click on Apply at the bottom of the Voice configuration page. 
5. Once the changes are applied, check both IP Phones for ext 275.  
6. Verify the functionality – From cip make a call to 275 and ensure that both IP Phones ring.  
- Answer the call on bip. When the shared line is in use by another phone, the line LED turns red 
- On bip, place the call. When the shared line is in on hold by another phone, the line LED blinks red.  
- On aip, press button 3 (ext 275) to resume the call. When the shared line is picked up, the CP-500 LED 
turns solid green 
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Phone features – Multi line appearance 
1. Launch the “Voice” configuration page on CCA 
2. Go to the “Users” tab. Select the more option for aip.  
3. On button 3, select the type as Normal and specify the extension as 251. 
4. On button 4, select the type as Normal and specify the extension as 252. 
5. Click on OK for “More” window and then click on Apply at the bottom of the Voice configuration 
page. 
6. Once the changes are applied, verify aip to ensure the additional lines are functional. 
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Phone features – Call-forward no-answer and Call-forward busy for non-primary extension 
CCA release 1.9 configures CFNA, CFB and features such as hunt-group, pickup-group, etc, only for 
the primary line. For configuring CFNA, CFB for non primary lines, you will need to use either 
CME/CUE GUI or the CLI. Follow the steps below to configure these using CME/CUE GUI. 
 
1. Launch a web browser and session to CUE using http://10.1.10.1. Username/password is cisco/cisco 
2. Click on “Configure > Extensions” and search for extension 251. Click on Ext 251. 
3. A “Change Extension” window will pop up. Configure CFB and CFNA as 202 (operator). Set CFNA 
timer to 5 seconds. Then scroll to the bottom of this window and click on “Change” to save the changes. 
4. Verify that the calls to ext 251, when busy or not answered within 5 seconds, are forwarded to 202. 
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LAB5: Verifying VoiceViewExpress & IMAP 

Cisco Unified Communications Technical Training 
Page 46 of 171 

 

 



LAB5: Verifying VoiceViewExpress & IMAP 

Cisco Unified Communications Technical Training 
Page 47 of 171 

Phone features – Overlay DNs 
Overlay DNs are used in a scenario where a single button should be used to answer calls to multiple 
numbers. This is typically true for lower end phones that have fewer buttons. Follow the steps below to 
configure the operator’s phone with overlay for extensions 275, 251 and 252.  
 
1. Launch the “Voice” configuration page on CCA 
2. Go to the “Users” tab. Select the more option for aip. This is the operator phone for this lab. 
3. On button 4, select the type as none to allow extension 252 to be added as an overlay. 
4. On button 3, select the type as Overlay and click on “Overlay” button under Extension (s) column 
5. On the new window “Overlay - aip”, add extensions 275, 251 and 252. Then click on OK for the 
“Menu” page and then click on Apply at the bottom of the Voice configuration page. 
6. Once the changes are applied, check aip’s IP Phone and ensure that an overlay button is created. The 
overlay line label will display the first extension you selected in the overlay menu. 
7. Verify the overlay functionality. Make calls to 275, 251, and 252 and ensure that this overlay line 
rings. 
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Phone features – Label for buttons 
CCA release 1.9 allows you to configure labels for each button. The labels default to the phone number 
associated with the button. The Label cannot be changed for Intercom or monitored lines. Changing the 
label on a shared line will change the label for all phones sharing the line.  
 
1. Launch the “Voice” configuration page on CCA and go to the “Users” tab 
2. Select the more option for cip. On button 4, select the type as Normal and specify the extension as 
261. On button 5, select the type as Normal and specify the extension as 262 
3. Configure the following labels: 

Button 3: Shared_ext_275 
Button 4: 261_SecondLine 
Button 5: 262_ThirdLine 

4. Click on ok for the “more” page and then click on Apply at the bottom of the Voice config  page. 
5. Verify the functionality – check the IP Communicator for the appropriate display of labels.  
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Phone features – Speed dials 
CCA 1.9 supports global speed dial configuration. Users can configure personal speed dial by going to 
the CME user web GUI (also, starting with CME 7.0 users can also use My Phone Apps on the phone 
itself). Launch a web-browser and go to http://192.168.10.1/ccme.html. Use the credentials configured 
in the “Users” tab. For example, for phone 201, use username/password as aip/cisco. Click on 
“Configure > Phone” and then scroll down to the Speed dial section and configure 97771000 for 
speedial1. Scroll down to the bottom of the screen and click on “Save changes” 
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System feature – Advanced Hunt-group configuration 
CCA 1.9 release provides the ability to set a hunt group’s pilot number, hunt type, members list, and 
“No Answer Forward to” number on a single page.  Unanswered calls to a hunt-group can be forwarded 
to Voicemail, an Auto Attendant, an extension, hunt group, or blast group on the system, or an outside 
number. 
 
Click on the “Voice Features” tab 

o Under “Hunt Group”, check the “Enable” button, then select 2 for “Hunt Groups”.   
o Configure the first Pilot # as 501. Use the default Hunt type, sequential.  Click the Members 

button, select extension x201 from the Available column and click Add then repeat for x202.  
Notice the arrows to the right to change the order, then press OK.  Set the “Forward to” 
parameter as Auto Attendant.  

o Configure the second Pilot # as 502, hunt-type sequential, for members add x203 and x301, 
and set the “Forward to” parameter as Voicemail.  This will automatically create a General 
Delivery Mailbox for the hunt group, which hunt group members can access in addition to 
their own personal voice mail. 
 

 
 
 
Verify: 

o From cip, dial 501 to test the hunt-group functionality. The call should hunt to 201 and 202 and 
should invoke the Auto Attendant on no answer. 



LAB5: Verifying VoiceViewExpress & IMAP 

Cisco Unified Communications Technical Training 
Page 53 of 171 

 
o From aip, dial 502 – the call should hunt to 301 and 203. It will then go to the GDM for 502. 

Leave a message in the GDM and using CIPC ensure that the GDM messages can be checked. 
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Systems feature – Blast Groups (Parallel Hunt-Groups) 
 
CCA 1.9 allows the setup of blast groups that will ring all extensions that are members of the group 
simultaneously.  Like with hunt groups, you can configure the pilot number, members list, and “No 
Answer Forward to” number on a single page.  Unanswered calls to a blast group can be forwarded to 
Voicemail, to a configured Auto Attendant, an extension on the system, or an outside number.  
 
Click on the “Voice Features” tab 

o Under “Call Blast Group”, check the “Enable” button, then select 1 for “Blast Groups”.   
o Configure the first Pilot # as 505.  Click the Members button, select extensions x203 and 

x301 from the Available column and click Add.  Notice that external numbers can be added 
to the blast group using the “Other Number” field, then press OK.  Set the “Forward to” 
parameter as Hunt Group and select Hunt Group:1(501) for the number. 
 

 
 
 
Verify: 
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o From CIPC, dial 505 to test the blast group functionality. The call should ring both 203 and 301, 
then hunt to 201 and 202 and should invoke the Auto Attendant on no answer. 
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Systems feature – Incoming call handling 
CCA can configure the desired call flow for incoming calls. Using this feature, incoming calls can be 
directed to a hunt-group, shared line, auto attendant, or any other desired destination. 
 
1. Launch the “Voice” configuration page on CCA and go to the “DialPlan” tab 
2. Under the “Incoming Call Handling” section, select “Custom” for FXO Trunks Destination and then 
click on “Configure” button. 
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22. Configure the following parameters for the FXO trunks: 
 

FXO port 0/1/0: 401 
FXO port 0/1/1: 275 
FXO port 0/1/2: 501 
FXO port 0/1/3: 203 
 

 
 
3. Click on OK on the FXO port configuration window and then click on Apply at the bottom of the 
Voice config  page. 
4. Verify the functionality. Use an analog cable to connect the FXO port on your UC500 to the FXS port 
on the next pod’s UC500 (you may have to increase the CFNA timer on the FXS ports using CCA). 
 
– Calls to the port 0/1/0 should be directed to the Auto Attendant 
– Calls to the port 0/1/1 should be directed to the IP Phones that have shared line 275 
– Calls to the port 0/1/2 should be directed to the 501 hunt-group, unanswered calls are forwarded to AA 
– Calls to the port 0/1/3 should be directed to the operator at extension 203 
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Systems feature – Night Service 
CCA 1.9 can configure calls to chosen extensions to specially notify nominated ‘Night Service Phones’ 
during times that are designated as Night Service, or forward calls to other numbers during this time 
period.  The first step is to configure night service times. 
 

1. Launch the “Schedules” configuration page under Telephony on CCA and go to the “Night 
Service” tab. 

2. Select ‘Mon’ for the day and set night service schedule from 18 00 to 08 00 and click Add. 
3. Click on the ‘Mon’ row under the summary, and below choose to copy the selected row to 

Weekdays and click Copy. 
4. Click on the ‘Sat’ row and set night service schedule from 17 00 to 10 00, click Add then do the 

same for Sunday 
5. Click OK 

 
 
Now night service is scheduled from 6:00 pm to 8:00 am Mon-Fri and 5:00 pm to 10:00 am on the 
weekends.  
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 The next step is to select the extensions and phones to be affected by night service. 
 

1. Launch the “Voice” configuration page on CCA and go to the “Voice Features” tab. 
2. Under Night Service choose Extn # 201 and Answer Type ‘night service bell.  Then choose Extn 

# 202, Answer Type call forward night service, and Forward to Number 301. 
3. Click Night Service Phones and select 203 from the Available Phones list, click Add then OK. 
4. For the Night Service Code, enter 55 

 

 
 

5. Verify the functionality.  If the current time is outside of Night Service hours, use extension 201 
and dial *55 to turn on Night Service on the phones.  Call extension 201 from 202 and the phone 
for 203 should burst ring and display night service notification to the screen.  Call extension 202 
from 201 and the call will be forwarded to extension 301. 
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Systems feature – Live Record 
CCA 1.9 allows the enabling of Live Record, a feature that lets you to record a call and store it as a 
voicemail message in your mailbox. 
 

1. Navigate to Applications Control under Applications in CCA. 
2. Under the Applications list, select the Live Record application and check the Enable box under 

the Description tab.  When prompted, enter 750 for the pilot number and click OK. 
 

 
 

3. Verify the feature is working by placing a call between x201 and x203.  To begin recording on 
x201, press the ‘more’ softkey, then press ‘Confrn’ and dial 750 then press ‘Confrn’ again.  
When the call is ended, the MWI should be lit on x201 and the conversation will be present as a 
voicemail message.  
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LAB 5: Verifying VoiceViewExpress & IMAP 
 

1. Test the Voiceview Express (VVE) using the IP Phones. Select services, and then select the “CME 
Service URL”. Use the password 789, created during enrollment to login. Make sure you can listen to 
the messages and delete messages from the VVE session.  Note that General Delivery Mailboxes may 
also be accessed using VVE. 

 

     
 

2. Test the IMAP integration using your mail client. Launch the mail client and configure a new account 
(look at the attached screen capture as an example).  For Outlook Express: 

i. Click on Tools, Accounts 
ii. Click on the Add button, and select Mail 

iii. Configure a display name 
iv. For the email address, configure the <username>@10.1.10.1. The username is the 

one you created in the “User Parameter” tab. 
v. On the Email Server setting, select the incoming mail server as an IMAP server. 

For incoming and outgoing server, configure 10.1.10.1 
vi. Enter the Account name and Password. 

 
Below is an example of setting up Outlook Express…. 
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Notice that reading or deleting messages in the email client will also change the UC500 mailbox.  When 
all messages are read in the email client, the user’s phone message waiting light will go out.  As with 
any other email message, voicemail messages may be archived in local message stores if required.
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LAB 6: Basic ACD 
 
Cisco Unified CME B-ACD and AA service (hereinafter referred to as Cisco Unified CME B-ACD) is 
configured via CLI only using ephone hunt groups and Tool Command Language (Tcl) scripts: an 
AA script that handles AA call flow and a call queue script that directs call queue traffic to available 
directory numbers in a hunt group. 
 
The AA script provides an audio menu with up to five options. Three of these options provide the 
ability to transfer callers to the pilot numbers of ephone hunt groups.  The forth option, routes calls 
to an operator hunt group.  The remaining option triggers an audio message that tells callers to 
enter an extension number.  For example, callers to a newspaper might hear "Thank you for calling 
the Times.  If you know your party's extension, press one; to place an advertisement or subscribe 
to the Times, press two; for the editorial department, press three; for distribution, press 4 or for 
the operator, press 0.”  Callers who do not select an option will hear the greeting and menu options 
repeated.  If the number of retries exceeds a configurable number of retries (default is 4,) the call 
will automatically be transferred to operator hunt-group. 
 
Cisco Unified CME B-ACD operation is based on ephone hunt group configurations.  When a caller 
selects a menu option, the AA script is instructed to either allow callers to enter an extension 
number or call the corresponding ephone hunt groups pilot number.  If it is the latter, the call 
queue script is activated and the call is placed in a queue so it can to be transferred to an ephone-
dn when it becomes available. 
 
Each of the ephone-dns can be assigned to sets of ephones in meaningful ways.  For example, the 
reporters at the Times might each have a phone with a button configured with an ephone-dn for 
personal calls and a second button configured with ephone-dns listed under the ephone hunt group 
that handles calls to the editorial department (menu option 2).  When callers select option 2, their 
call will be forwarded to a call queue, sent to an ephone-dn when it becomes available, and ring on 
the second button of all of the reporters phones. 
 
After a menu selection has been made, the AA and call queue scripts work together to do the 
following: 

o Add each call to the call queue of the selected menu option’s ephone hunt group. 
Note that the length of the call queues is set by configuring the call queue script 
parameters 

o Periodically attempt to transfer calls to an available ephone-dn in menu selections 
ephone hunt group 

o Issue a second greeting at designated intervals.  For example, you could configure 
Cisco Unified CME B-ACD to repeat every 30 seconds, “Your call is very important to 
us.  Please continue to hold and a representative will be with you shortly” 

o Transfer calls to voice mail after they have been in a call queue for a specified period 
of time 

 
The AA and call queue scripts are configured using a set of call application voice commands that 
allow you to enter file names and set parameters, such as the length of call queues.  Editing of a 
script’s contents is not recommended nor supported by the Cisco Technical Assistance Center 
(TAC).  If you want Cisco to develop customized scripts for you, contact the developer support 
group at developer-support@cisco.com.  This is a fee-based service.  If you are interested in 
developing TCL scripts yourself, you can join the Cisco Developer Support Program.  This fee-based 
service provides you with a consistent level of support and provides an easy process for opening, 
updating, and tracking issues using the Online Case tracking tool available at Cisco.com  Please 
note that to participate in the Cisco Developer Support Program, you must have a signed 
Developer Support Agreement.  For more details and for access to this agreement, go to 
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      http://www.cisco.com/warp/public/570/index.html 
 
or contact developer-support@cisco.com. 
 
In addition to basic call answering and distribution, the Cisco Unified CME B-ACD service for the 
UC520 also provides the following features: 

o Drop-Through Mode 
o Multiple Auto-Attendant Services 

 
Drop-through mode can be selected for an AA service.  When an AA is configured for drop-through 
mode, the AA sends incoming calls directly to a call queue.  Once in the queue, a caller hears 
ringback if an agent is available or music on hold (MOH) if all agents are busy.  If a prompt for 
drop-through mode is configured, a caller hears the prompt before being sent to the queue as 
described.  Note that customers cannot make interactive choices in drop-through mode; calls are 
simply answered and routed to a call queue.  Refer to the documentation for additional details and 
configuration. 
 
The UC500 supports the creation of multiple AA services that feed into a single call-queue 
application that services up to ten hunt groups (individual call queues).  Each of the AAs can be set 
up to use particular options or to reach particular hunt groups, and AAs can share hunt groups.  
For instance, you can have three AAs that each use three hunt groups, or you can have five AAs 
that share some of the nine hunt groups, or nine AAs that each use one hunt group.  The tenth 
hunt group is always reserved for a shared operator hunt group.  This flexibility allows companies 
to create different automatic attendant treatment for different classes of callers.  Refer to the 
documentation for additional details and configuration. 
 
Additional Configuration Information & Documentation links: 

1. For complete B-ACD configuration guidance, download the “Cisco Unified CMA B-ACD and 
TCL Call-Handling Applications Guide” 
http://www.cisco.com/en/US/docs/voice_ip_comm/cucme/bacd/configuration/guide/cme40t
cl.html  
 

2. CUE custom scripts quick start guide 
http://www.cisco.com/en/US/products/sw/voicesw/ps5520/products_tech_note09186a0080
41d950.shtml  
 

3. CME B-ACD and CUE AA interop configuration examples 
http://www.cisco.com/en/US/products/sw/voicesw/ps5520/products_configuration_example
09186a0080566c4a.shtml 
 

 
Basic ACD Functional Limitations 

1. Up to 10 hunt groups 
2. Up to 30 callers per hunt group queue 
3. Up to 20 agents (DNs) assigned to each queue 

 
Agent ringdown configurations: 

1. Sequential – hunt in sequence from 1 thru N 
2. Peer – hunt in sequence beginning to the right of the last agent to take a call 
3. Longest Idle – ring the longest-idle agent first and continue sequentially through the hunt 

group from there 
4. Parallel / Blast – rings all agents at once 
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Basic ACD Configuration Steps and Sample Script: 
 
The following configuration will create a B-ACD solution that supports two queues (750 and 755) 
with two agents (201 and 202) in each queue.  The pilot number for entry into the ACD is 700.  
Dial-peer 7500 has been added so that phones on the internal network can access the ACD when 
necessary.  When using FXO trunks to the PSTN, “connection plar opx” can be used to 
automatically redirect inbound calls to the B-ACD pilot as shown below. 
 

application 
service uc500aa flash:app-b-acd-aa-2.1.2.2.tcl  

paramspace english location flash: 
paramspace english index 1 
paramspace english language en  
param service-name queue  
param handoff-string uc500aa 
param aa-pilot 700 
param welcome-prompt en_bacd_welcome.au  
param number-of-hunt-grps 2 
param dial-by-extension-option 4 
param max-extension-length 3 
param second-greeting-time 30 
param call-retry-timer 15 
param max-time-call-retry 600  
param max-time-vm-retry 2  
param voice-mail 400 
param menu-timeout 6 

 
   service queue flash:app-b-acd-2.1.2.2.tcl  

param number-of-hunt-grps 2 
param aa-hunt1 750 
param aa-hunt2 755 
param queue-len 5 
param queue-manager-debugs 1 

 
  dial-peer voice 7500 voip  

service uc500aa 
destination-pattern 700 
session target ipv4:10.1.1.1 
incoming called-number 700  
dtmf-relay h245-alphanumeric  
codec g711ulaw 
no vad 

 
 
  ephone-hunt 1 sequential 

pilot 750 
list 202, 201 
timeout 10, 5 
statistics collect 
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ephone-hunt 2 longest-idle 
pilot 755 
list 201, 202  
timeout 10, 20  
statistics collect 

 
In order to directly connect inbound callers from POTS trunk lines to the B-ACD script, we’ll need to 
complete the following configuration on the FXO ports: 
 

voice-port 0/1/1 
  connection plar opx 700 

 
In order to direct a DID from a PRI to the B-ACD pilot (x700 above), we could potentially require a 
translation pattern.  For example, let’s assume that we want all calls coming into 6105551212 (DID 
portion is 1212) to be directed to the B-ACD.  We would implement the following additional 
configurations: 
 

1. Add a dial peer that will match the inbound DID 1212: 
dial-peer voice 7600 pots 

                                 translation-profile incoming BACD 
                                 incoming called-number 1212 
                                 direct-inward-dial 
 

2. Add a voice translation rule to map the DID to B-ACD: 
   voice translation-rule 1 
                                 rule 1 /1212/ /700/ 
 

3. Add the translation profile map that connects the inbound dial-peer to the DID 
translation rule: 

voice translation-profile BACD 
                                 translate called 1 
 
Relevant troubleshooting commands: 
 

1. Please a number of calls into the B-ACD and issue the following command while the calls are 
in process 

 
show call application sessions 
 

2. Place a number of calls into the B-ACD to generate some history.  Then place a number of 
calls into the B-ACD while simultaneously issuing the following command: 

 
show ephone-hunt 1 stat 
show ephone-hunt 2 stat 
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LAB 7A: Security on UC500 and SR520 
 
Introduction: 
The Cisco SR520 provides Asymmetric Digital Subscriber Line (ADSL) or FastEthernet WAN 
termination and advanced security features for a Cisco Smart Business Communications System (SBCS) 
network. This document describes how to connect a Cisco UC500 behind a Cisco SR520 in secure 
router mode.  
 
Objective: 
Configure the initial SR520 and UC500 setup for connectivity. Network address translation (NAT) is 
not required on the UC500 in this configuration, because the SR520 manages NAT for the network. 
 

 
 
Connect your Cisco UC500 to a Windows PC, as shown  
 
Note: Before proceeding, RESTORE the system to factory default as shown in Appendix A 
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Configuring the Cisco UC500 
 
To configure the Cisco UC500 using CCA, do the following: 
 
1 Enter the Cisco UC500 LAN IP address in the Connect to field on the Connect window. 
 
2 Enter your Cisco UC500 administrator username and password. 
 
3 Go to Configure > Security > NAT. 
 
4 From the Outside Interface menu on the NAT window, select Delete NAT Settings. 
 
5 Click OK to disable NAT on the UC500. (The Cisco SR520 will NAT incoming and outgoing Internet 
traffic; the Cisco UC500 does not require that NAT is enabled.) 
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6 Go to Configure > Security > Firewall and DMZ. 
 

 
 
7 Click Delete Firewall Settings. 
 
8 Click Yes to clear the warning message. This deletes the firewall settings from Cisco UC500. A 
firewall is not required on Cisco UC500, because the Cisco SR520 provides a firewall for the network. 
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9 Go to Setup > Device Setup Wizard. 
 
10 Select UC500 from the menu and click Next. 
 
11 Click Next until device connectivity is verified. It might take 2-3 minutes to verify the device 
connectivity. 
 

 
 
12 Click Next. 
 
13 Enter your UC500 administrator username and password. The default username is cisco. The default 
password is cisco. 
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14 Click Next. 
 

 
 
15 Verify that the Synchronize with PC checkbox is checked. This synchronizes the time and date 
settings on the UC500 with your PC and click Next. 
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16 Select Fastethernet0/0 and click Modify. 
 

 
 
17 Choose Static IP. 
 
18 In the Internet IP Address field, enter 192.168.75.2. 
 
19 Enter the Primary DNS IP address and the Secondary DNS IP address that match the DNS server IP 
addresses used in your network and click OK. 



LAB 7A: Security on UC500 and SR520 

Cisco Unified Communications Technical Training 
Page 77 of 171 

 
 
20 Click Next. 
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21 Select your language from the Phone Language menu, and voicemail language. 
 
22 Select your language Voicemail Language menu. 
23 Click Next. 
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24 Verify your settings. To make any changes, click Previous; otherwise, click Finish. 
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25 Click Yes when the warning displays. 

 
 
Note If you retained the VLAN 1 IP address of 192.168.10.1, Cisco Configuration Assistant does not 
lose connectivity to the Cisco UC500 and applies the configuration settings to the Cisco UC500. This 
process can take 8-10 minutes 
Once the process is complete, you should see the following message. 
 
26 Click Close to exit the setup wizard. 
 
27 Go to Configure > Save Configuration and click Save. 
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Configuring the Cisco SR520 
Connect your Cisco UC500, Cisco SR520, and Windows PC as shown  
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Your Internet/WAN connection might be an ADSL or an Ethernet connection, depending on the Cisco 
SR520 chassis type. 
 
1 Enter the SR520 LAN IP address in the Connect to field in Cisco Configuration Assistant. 
 

 
 
If your connection is rejected, it might be necessary to manually release and renew your DHCP lease to 
obtain an IP address from the Cisco SR520, by doing the following: 
 
1. To open a Run window, select Start > Run 
 
2. Enter CMD in the Open field to launch a Windows Command window. 
 
3. Enter ipconfig /release at the Windows command prompt. 
 
4. Enter ipconfig /renew at the Windows command prompt. You should get an IP address that is in the 
192.168.75.xxx network.  
For example: 
C:\temp>ipconfig /renew 
Windows IP Configuration 
Ethernet adapter Local Area Connection: 
Connection-specific DNS Suffix . : cisco.com 
IP Address. . . . . . . . . . . . : 192.168.75.11 
Subnet Mask . . . . . . . . . . . : 255.255.255.0 
Default Gateway . . . . . . . . . : 192.168.75.1 
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2 Go to Setup > Device Setup Wizard. 
 

 
 
3 From the Select a device menu, select SR520 and click Next. 
 
4 Click Next until device connectivity is verified. It might take 2-3 minutes to verify the device 
connectivity. 
 
5 Enter your Cisco SR520 administrator username and password. The default username is admin. The 
default password is admin. 
 
6 Verify that the Synchronize with PC checkbox is checked. This synchronizes the time and date 
settings on the UC500 with your PC and click Next. 
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7 If you are using WAN FastEthernet, the following window displays: 
 

 
 

Select Fastethernet4 and click Edit. 
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If you are using ADSL, the following window displays: 
 

 
 
Select ATM0.1 and click Edit. 
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8 Specify your Cisco SR520 Internet connection settings and click OK. These settings vary depending 
on which provider and what WAN type you are using to connect to the Internet. For example: 
 
DHCP with FastEthernet 
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PPPoE with FastEthernet. 
 

 
 
The username and password should match the account information provided by your Internet service 
provider. 
 
PPPoE with ADSL. 
 
The username and password should match the account information provided by your Internet service 
provider. 
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9 Click Next. Verify your settings. To make any changes, click Previous; otherwise click Finish. After 
1-2 minutes, the Summary message displays. 
 

 
 
10 Click Close. 
 
The configuration of the Cisco SR520 is complete. 
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Creating a Community 
 
To create a community that includes both the Cisco UC500 and the Cisco SR520, do the following: 
 
1 Start Configuration Assistant, and select Create community in the Connect window. Click Connect. 
 
2 In the Create Community window, enter a name for the community. 
 

 
 
3 Enter the Cisco SR520 IP address in the Seed IP Address field. Click Start. 
 
4 When prompted, enter the Cisco UC500 and the Cisco SR520 administrator usernames and passwords. 
Click OK. 
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5 In Topology view, verify that the Cisco UC500 is connected behind the Cisco SR520. 
 

 
 
6 Go to Configure > Save Configuration. 
 
7 Select All Devices in the Hostname menu. Click Save. 
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The configuration is complete. 
 
You can now connect your Cisco Configuration Assistant PC to any LAN port on the Cisco UC500 or 
Cisco SR520 to access the community you created, allowing you to monitor the network and modify the 
device configurations. 
 
You should connect all LAN devices, such as PCs, IP phones, printers, switches, and access points, to 
the Cisco UC500 LAN ports to access the WAN or the Internet from the LAN devices. LAN devices 
connected to the UC500 have secure access to the WAN and the Internet, because the security features 
you enabled on the Cisco SR520 protect them. 
 
You might choose to connect DMZ devices, such as Web servers or email servers, to the Cisco SR520. 
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Configuring NAT on the SR520 
 
1 Go to Configure > Security > NAT 
 
2 Some default translations exist, but to add another, click the Add button. 
 
3 Choose a server type from the Type of Service menu 
 
4 In the Private IP address field, enter the IP address the server uses on the internal network. 
 
5 In the Original Port field, enter a port number for the inside device. This is the port number used by 
the server to accept service request from the internal network. 
 
6 In the Translated Port field, enter a port number that NAT is to use for the translation. This is the port 
used by the server to accept service request from the Internet. 
 
7 Click OK to save and close the window. 
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Enabling VPN Remote and Server Settings on the SR520 
Consult the FirstLook Lab 8A section. The directions on the UC500 and SR520 are the same. 
 
Enabling the Firewall on the SR520 
1 Go to Configure > Security > Security Audit > Firewall and DMZ 
 
2 Select the Hostname of the SR520. 
 
3 From the Outside Zone menu, select the Outside (untrusted) interface 
 
4 From the Inside Zone menu, select the Inside (trusted) interface 
 
5 Select a Low, Medium, or High security level. Medium and High security settings require DNS IP 
addresses. 
 
6 Click Apply to enable the firewall on the SR520 
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Enabling a DMZ on the SR520 
 
1 Select the DMZ tab 
 
2 Typically you will want to create a new VLAN before doing this step. If you select an outside or 
inside interface already identified with the firewall, a warning dialog appears.  
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3 Click Create and use the Create DMZ Service window. 
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Enabling Intrusion Protection Service on the SR520 
 
1 Go to Configure > Security > Security Audit > IPS 
 
2 Select the Hostname of the SR520. 
 
3 From the Outside Interfaces menu, select the Outside interface 
 
4 From the Inside Interfaces menu, select the Inside  interface. If you have a wireless SR520, the 
wireless LAN will also show up and can be selected.  
 
5 Click the “Click here to get the public key” link.  Log in if prompted. Paste the key into the Public Key 
field. 
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6 Click the Install SDF button.  If you do not yet have the IPS signature definition file package, click the 
“Click here to download latest SDM-IPS sdf package”.  Log in if prompted. Download the package to 
your computer, click browse and select the package, then click the OK button. 
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7 The signatures will be installed 
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8 IPS Signature Updates are uploaded on the IPS Signature Update tab. 
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Any traffic matching IPS signatures will be displayed on the IPS Alert tab. 
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Enabling SSL VPN on the SR520 
 
Note: A static IP address on the WAN interface is required for SSL VPN. Basic SSL VPN configuration 
only enables clientless browsing of a secure intranet. See the advanced tab for additional options. 
 
1 Go to Configure > Security > Security Audit > SSL VPN 
 
2 Select the Hostname of the SR520. 
 
3 Add a new user account for the SSL VPN connection. 
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4 To add an Intranet Website to be displayed in the SSL VPN portal page, click Add, and use the 
Intranet Websites Add URL window. 
 
Advanced Options 
 
There are three SSL VPN modes.  

• Default - The default mode is the clientless mode allowing secure access to private web content. 
• Thin Client - Enabling the Thin Client extends the default capability by allowing remote access 

to TCP-based application static ports. 
• Full Tunnel - Full tunnel mode provides a lightweight SSL VPN tunneling client for network 

layer access to virtually any application. 

It is recommended that the SSL VPN Client be added to the router so that clients can download it.  
Finally, enabling the Cisco Secure Desktop is recommended for optimal security. Enabling this allows 
CSD to write session data in an encrypted format to a special vault area of the client’s disk. This is 
removed at the end of the VPN session. Only a machine with Cisco Secure Desktop installed can 
establish an SSL VPN connection when this box is checked.  
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Enabling URL Filtering on the SR520 
 
1 Go to Configure > Security > Security Audit > URL Filtering 
 
2 Select the Hostname of the SR520. 
 
3 Select “Enable URL Filtering” 
 
4 This example has allowed all domains except the one manually entered into the Deny Domain List 
box. 
 

 
 
Enabling Wireless on the SR520 
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1 Consult the FirstLook Lab 7B section. The directions on the UC500 and SR520 are the same. 



LAB 7B: Wireless 

LAB 7B: Wireless 
Introduction: 
UC520 is part of the SBCS (Smart Business Communications System) family of products. The UC500 
has both internal access points on the 8U and 16U models as well as the external AP521 access point. 
This Access Points can be used for connecting wireless IP Phones such as Cisco 7920G, Cisco 7921G, 
Nokia E61i, and Nokia E65i phones.  
  
Objective: 
The main objective of this lab is to configure the basic Wireless features. These features will be 
configured using Cisco Configuration Assistant (CCA). At the end of this lab, a user should be able to 
configure a Wi-Fi IP phone to work with UC500. 
 
Topology: 

 

UC520 CCA 
Remote 

user 
VPN 

INTERNET 
WAN 
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This lab will configure the basic Wireless features on the UC500.  This lab will show how to configure a 
7921G IP Phone with SSID podxx (where xx is your pod #). 
 
a) In CCA, click on  Configure -> Wireless -> WLANs 
 

 
 

1. Click on the “UC520-Voice” entry and delete it. 
Click on “Create” to add a new entry.  Make the SSID “podxx” (xx is your POD #).  This will be 
the same SSID used to configure the 7921. 

2. We recommend the use of WPA2-PSK on the UC520 for the voice SSID –modify. Select the 
below: 
Security -> WPA2-PSK 
Pre-Shared Key-> “cisco123”   

3. Click on “OK”.  Make note of the generated SSID, as this will be required to configure the 7921 
phone. 

4. Click on the “UC520-Data” SSID and delete it. 
5. Click on “Create” and add an SSID of “podxx-data” on Vlan 1.   
6. Again we recommend the use of WPA2-PSK on the UC520 for the data SSID. Select the below 

options: 
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Security -> WPA2-PSK 
Pre-Shared Key-> “12345678”   

 
7. Click on “OK” to apply the updated configuration to UC520. 

 

 
 
 
c) Go to the 7921 phone & click on the “down” arrow to enter “Settings” 
d) Select Network Profiles and hit “**#” to Unlock the config 
e) Add a new profile & hit Change 
f) Add a profile name - call it UC520-xx (xx is your POD #) 
g) Go to WLAN configuration:  

add SSID -> podxx 
Security Mode -> Auto (AKM) 
Key Style -> ASCII 
Pre-shared Key -> enter the key that was used above (cisco123)  

h) Hit Options & Save and go back to the Main Screen 
i) You should see the 7921 register to the UC520 with an auto assigned extension. 
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You can test calls to/from the wireless phone to verify correct operation. 
 
NOTE: When both of you have completed this lab, please reset UC500 and CUE to factory default 
setting using the procedure in Appendix A!  
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LAB 7C: Wireless setup wizard with SPA525G Phones 
Introduction: 
UC520 is part of the SBCS (Smart Business Communications System) family of products. The UC520 
has both internal access points on the 8U and 16U models as well as the external AP521 access point. 
The Access Points can be configured using the CCA1.9 wireless setup wizard. The wireless setup 
wizard will allow a user to configure internal or external access points as well as the SPA525G phones.  
 
Objective: 
The objective of this lab is to configure an internal access point and SPA525G phone. The configuration 
will be completed using Cisco Configuration Assistant version 1.9 (CCA1.9) or later. At the end of this 
lab, a user should be able to configure the SPA525G Wi-Fi IP phones to work in two different reference 
design configurations.   
 
Topology: 
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Reference Designs: 
 
Reference design 1 is used for small offices with up to 8 users in an office up to 2,500 square ft. This 
design uses a UC520 with an internal radio and up to 8 SPA525G phones.  
 
 

 
 
Reference design 2 is used for small offices with up to 16 users in an office up to 2,500 square ft. This 
design uses a UC520 with both an internal radio and an AP521 servicing up to 16 SPA525G phones.  



LAB 7B: Wireless 

Cisco Unified Communications Technical Training 
Page 112 of 171 

 



LAB 7B: Wireless 

Cisco Unified Communications Technical Training 
Page 113 of 171 

Lab 1 reference design 1: 
This lab will use the CCA1.9 wireless setup wizard to configure the wireless radio and SPA525G 
phones.  
The UC520 must start from a Greenfield install that is to say this UC520 must have the default 
configuration applied including the default vlan.dat file.   
 
1) Verify you have a default configuration. (Warning this may take up to 1 hour 
To be sure the lab is reset to default configuration use the CCA1.9 Maintenance -> Software Upgrade ->  
select the UC520 -> select the image file you want to use and check the Apply Default Configuration   
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Start the Wireless Setup Wizard 
1) Once the UC520 is in the default configuration you can start the wireless wizard.  
2) In CCA, click on Setup -> Wireless Setup Wizard and the wireless wizard will load in the screen.  
3) For reference design 1 we will select that the UC520 has an internal wireless access point and 

select next to continue. 
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Unpack and verify your power supply for the SPA525 phones. 
4) Follow the on screen instructions provided by the wireless setup wizard.  

a. Note: The SPA525G phone does not ship with a power supply. In order for the phone to 
operate in Wireless-G mode, a PA100 power supply is required and must be ordered 
separately. 

 
5) Unpack and assemble the Cisco SPA525G IP phones as described in the documentation provided 

with the phones. 
6) For each phone, plug the power supply cable into the phone base and connect the PA100 power 

supply to a power source. 
7) Select next to continue. 
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Setup the Wi-Fi on the SPA525 phones.  
1) Perform these steps on each of the Cisco SPA525G phones to be connected to the wireless 

network. 
2) Press the Setup button on the phone. The Setup button is just below the Messages button. 
3) Select next to continue. 
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Enable Wi-Fi on the Spa525 Phones continued. 

1) Use the Navigation button to scroll to the Network Configuration menu option 
2) Press the Select softkey. 
3) One Select next to continue. 
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Enable Wi-Fi on the Spa525 Phones continued. 

1) From the Network Configuration menu, use the Navigation button to scroll to the Wi-Fi menu 
option 

2) Press the right arrow key on the Navigation button. 
3) Select next to continue. 
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Enable Wi-Fi on the Spa525 Phones continued. 

1) Verify that Wi-Fi mode is enabled (ON). 
2) Press the Save softkey to save the configuration. 
3) Wait until all SPA525G phones register to the UC500 and display an extension number. 
4) Be sure you are only connected to the UC520 or if you have multiple interfaces on your PC 

connected at the time your running the labs be sure you can ping both the BVI1 and BVI100 
interfaces from the PC running CCA before continuing. You may need to add routes in your 
windows command prompt window. Be sure you can ping 192.168.10.1, and 101.1.1. 

4.  Click Next to continue. 
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Enter wireless SSIDs  
 

1) Enter the network name (SSID) and password for the voice and data Wi-Fi network at the site, 
and choose whether to broadcast the network name. 

a. For the Voice network use the SSID pod19 and password of cisco123.  
b. For the Data network use SSID of pod19-data and password of 12345678. 
c. If the passwords are not long enough or do not match you will see a warning at the 

bottom of the page. 
 

WPA2/PSK (“personal mode” with pre-shared key) is used for wireless security. 
When Broadcast network name is checked, the network name will appear in the list when 
scanning for available wireless networks. By default, Broadcast network name is off 
(unchecked). 
The password entered here overrides the password on external APs. 
 

2) Re-enter the password for verification. 
3) Click Apply when finished. 
 
When you click Apply, the data and voice network name (SSID) and passwords are applied to the 
APs present in the community, following design guidelines for SBCS wireless voice networks. To 
optimize performance, external APs always take precedence over embedded APs. 

 
 



LAB 7B: Wireless 

Cisco Unified Communications Technical Training 
Page 123 of 171 

 



LAB 7B: Wireless 

Cisco Unified Communications Technical Training 
Page 124 of 171 

 
The wireless wizard has now run and configured the radio SSIDs and the SPA525 phones.  
Select finish to complete the process. 
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Verify the wireless SSID configuration in CCA. 

1) Go to Configure -> Wireless-> WLANs to see that the SSIDs are set as we configured above. 
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Verify the configuration on the SPA525 phone. 
Press the Setup button on the phone this is the button just below the Messages button. 
Use the Navigation button to scroll to the Network Configuration menu option 
Press the Select softkey. 
Scroll down and select the Wi-Fi configuration  
Press the Select softkey. 
Scroll down and select the Wireless Profile  
Press the Select softkey 
Here you should see the pod19 profile  
Select the option softkey and select edit now you will see details for the pod19 profile.  
At this time you should be able to make calls using the SPA525 phone.  
 
 

 
 
Configure SPA525 phones after the wizard has been run. 
To configure SPA525 phones after the wizard has been run simply connect the phone into any port on 
the UC520 and allowing the phone to auto register and the wireless profile will be transferred to the 
phone.  

1) Connect one end of an Ethernet cable to the Ethernet port on the phone and the other to an 
available PoE port on the UC500 or a CE520 switch, if one is present in the community. 

2) The phone will boot up and receive its SSID and profile information from the UC500 
automatically. The phone reboots once it receives this information. 

3) When the phone has finished rebooting, it will have the correct SSID and profile and receive an 
extension. 

4) Unplug the Ethernet cable from the phone and move the phone to the desired location. 
5) Plug in power and Enable Wi-Fi mode on the phone.  
6) Now you are ready to make calls. 
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Add an external AP521 to reference design 1 to create reference design 2.  
 

2) 3Connect the AP521 access point to a PoE port on the UC500 
3) Add the AP521 to the community 
4) Select add to community and CCA will contact the AP521 and ask for authentication. 
5) The default username and password are admin/Cisco or Cisco/Cisco on the AP521. 
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6) Once the AP521 is added to the community you will see the connection in the topology map 

change and the ap.cisco.com will show in the community.  
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7) Configure > Wireless, then click Wireless (SSIDs). 
8) Once you select the new access point from the hostname drop down menu, in this case 

ap.cisco.com you should see no SSID is configured, if however there is one delete the 
configuration by selecting the SSID and the delete button. 
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9) Create the voice SSID on the external access point you just added. 
In the ap.cisco.com Wireless (SSIDs) window, click Create. 

 1) Set the VLAN ID to 100 if you are creating an SSID for voice, 
 2) Set the VLAN ID to 1 if you are creating an SSID for data. 
 3) In the Security field, you must select WPA2-PSK. 
 4) In the WPA Pre-Shared Key field, enter the password to use for the SSID you are creating. 
 5) Click OK to apply the changes. 
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10) Remove the voice SSID from the embedded access point . 
a. In the Wireless (SSIDs) window, choose the hostname for the UC500 (the default 

hostname is UC500). 
b. Locate the pod19 SSID to be removed and click on it to select it. 
c. Click Delete. 
d. Click OK to apply the changes. 

 
11) Once you have updated the SSID settings, the new settings will be sent to the phones and the 

phones will reboot. 
 

 
 
 
The external AP521 addition is complete once setup is verified, save and back up your device 
configuration through CCA. 
 
 
NOTE: When both of you have completed this lab, please reset UC500 and CUE to factory default 
setting using the procedure in Appendix A! 
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LAB 8A: Configuring IPSEC VPNs between sites on the UC520 
 
Lab 8B covers inter site dialing – to configure the underlying IPSEC VPNs between sites please refer to 
the below link: 
 
IPSEC with QoS: 
http://www.cisco.com/en/US/products/ps6635/products_white_paper09186a0080189080.shtml  
 
A sample config for an EVEN POD (POD 12) to an ODD POD (POD 11) is shown below 
NOTE: WAN IP for EVEN POD is 1.1.100.12 and for ODD POD is 1.1.100.11 
! 
crypto isakmp policy 1 
authentication pre-share 
group 2 
crypto isakmp key sbcs address 1.1.100.11 
! 
! 
crypto ipsec transform-set vpn-test esp-3des esp-sha-hmac 
! 
! 
crypto map vpn 6 ipsec-isakmp 
set peer 1.1.100.11 
set transform-set vpn-test 
match address 199 
! 
! 
! 
interface FastEthernet0/0 
ip address 1.1.100.12 255.255.255.0 
crypto map vpn 
! 
! 
! 
access-list 199 permit ip 10.1.1.0 255.255.255.0 any 
access-list 199 permit ip 1.1.100.12 255.255.255.0 any 
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LAB 8B: UC520 Multi-Site Setup 
 
Introduction: 
SBCS & UC520 can support a deployment where you network multiple sites together. The maximum 
number of sites that can be networked is 5 at this time. In a typical multi site deployment, the 
requirement is to have IPSec VPNs between each site and also setup site to site dialing via 4 or 5 digits. 
This also supports transfer and conference of calls between sites – since this is a distributed call 
processing setup, you cannot have a centralized directory and AA for all sites. 
 
Objective: 
The main objective of this lab is to configure the basic PBX system, voicemail and Auto Attendant 
features and then network the UC520s together to support inter site dialing. These features will be 
configured using Cisco Configuration Assistant (CCA) and command line interface (CLI).  After 
completion of this lab – you will be able to setup the SBCS system in a multi site deployment and call 
between sites and the PSTN. This lab will not go over the IPSec VPN setup.  
 
Note: Lab 8a is the IPSEC VPN configuration lab.  However, that configuration is NOT necessary 
for this Multi-Site configuration lab because the UC520’s are already on a private network 
connection (directly connected). 
 
Topology: 
 

 
 
Setup steps: 

1. This lab requires you to work with your “buddy” POD. It also assumes that both PODs have 
been reset to factory defaults. Follow steps 2 – 10 for both PODs – this is the same as you had 
done for LAB 2 so should be a repeat and simple to complete. 

 
2. Launch CCA, connect to the created community and enter the username and password 

(cisco/cisco) and let it discover the network and connected devices. 
 
3. Check the topology to ensure all the connected phones are showing up.  

UC520 UC520 

CCA 
Internet  

Even POD Odd POD 

PSTN 

CCA 
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4. Click on “Configuration -> Telephony -> Voice” on the left navigation bar or click on the Phone 

icon on the top menu bar.  Wait until the “Refresh” and “Apply” buttons are enabled before 
making any changes.  In this lab,, we will configure the various tabs - “System”, “Dialplan”, 
“AA & Voicemail”, “SIP Trunking” “Voice Features”, and “Users”. 

 
 

5. Click on the “System” tab & select the Voice System Type as a “PBX”. 
 

6. Also on the “System” tab change the System Message to “UC520-PODxx” 
 

Note: Don’t click on “OK” or “Apply” until you have configured all the voice tabs  
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7. Click on the SIP Trunk tab and setup the UC520 for SIP trunking to a Service Provider for PSTN 

access 
o Select “Generic SIP Trunk Provider” from the Service Provider pull down menu 
o Set the Registrar Server and Proxy server fields with: 1.1.100.254 which is the SIP PSTN 

network setup in the lab 
o Under Digest Authentication, set username to 4085xx1200 & password to 1234 
o Set “Maximum Number of Calls” to be 4. This parameter controls the number of 

concurrent calls supported across the SIP trunk. If the maximum is exceeded, the 
outbound call may be blocked, or rollover to secondary PSTN trunk, depending on how 
your dial plan is configured.  
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In order to prevent toll fraud, CCA creates an access list (ACL) that allows inbound SIP 
traffic only from known IP addresses and blocks all other incoming SIP calls. Incoming 
SIP calls coming from the IP address of the Proxy and Registrar server are automatically 
allowed through the UC500 firewall. If incoming calls from a second SIP proxy server 
needs to be allowed, you can add the IP address to the secondary proxy server field. The 
CLI below is a sample of the ACL generated for the generic SIP trunk provider option. 
Note: A.B.C.D represents the IP address of the buddy POD UC500 used for this 
multisite voice lab (1.1.100.xx where xx is POD # - drop the leading 0, only enter 1 
for POD 01). 
 
access-list 2 remark CCA_SIP_SOURCE_GROUP_ACL 
access-list 2 remark SDM_ACL Category=1 
access-list 2 permit 1.1.100.254 
access-list 2 permit 10.1.10.1 
access-list 2 permit A.B.C.D 
access-list 2 deny   any 
 
10.1.10.1 is the default IP address of the Cisco Unity Express (CUE.) Inbound SIP calls 
from the CUE are allowed to enable outbound calls for CUE features such as 
Autoattendant and message notification to work over a SIP trunk 
 

8. Click on the “Dial Plan” tab: 
o Ensure the following defaults for North American dialing: 
 

Numbering Plan Locale     Template: North American 
Default Access code    9 
Digit Collection Timeout    5 
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9. For “Outgoing Caller Identification,” select Other. This option will allow you to specify the 
caller-ID for outbound calls from SIP, ISDN BRI and PRI trunks. Note that the caller ID for 
FXO trunks is determined by the telco provider and cannot be modified from CCA or the UC500. 

 
o For this lab, choose “Other” in the dropdown and configure your main caller ID as 

4085XX1200 
o For the “Caller ID Block Code”, check the “Enable Caller ID Block Code”. Use the 

default value. 
 
The Caller ID can also be set to Auto Attendant PSTN number once it has been configured. This will 
be done in lab 3. 
 

 
10. Click on Configure button for Outgoing Numbers. This will show the entire dial plan for the 

template you selected.  
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By default, if SIP trunk is configured all outbound calls will be routed to SIP trunk first, followed by 
PSTN. In this lab we will modify the emergency number to route to PSTN only.  
 

o Select Emergency number, 911. 
o Under Trunk List Column, select “PSTN only” Click OK.  
 
 

 
 

11. For “Incoming Call Handling”, note that the “FXO Trunks Destination” can be changed from 
“Custom Configuration” to “Operator.” For this lab, choose “Operator” from the pull-down 
menu and enter 201 as the destination. The FXO destination can also be set to Autoattendant 
pilot once it has been configured. This will be done in lab xx. 

. 
Click on the Configure button for “Direct Inward Dial Translations”. We will use this feature to 
add PSTN DID numbers to 2 of the IP phone users. 

 
o Click on Add for “One-to-One DID Translation” 
o Enter a description such as SIPPSTN 
o Enter starting DID range as 4085xx1201 and ending as 4085xx1202 
o Enter starting Internal Extension range as 201 and ending as 202 
 
This will create a translation for 4085xx1201 to 201 and 4085xx1202 to 202 
 
o Choose SIP Trunk from the Trunks pulldown 
o Choose “Use DID” for Caller ID and then click OK 
 
By selecting this option, outbound calls from extension 201 will show called ID of 4085xx1201 
and calls from 202 will show 4085xx1202. Calls from all other extensions will show the main 
PSTN caller ID, configured in step 10. If you select “Use Main PSTN number” for Caller ID, all 
outbound calls on SIP or BRI/PRI trunks will show the main PSTN number as the caller ID 
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12. Click on the “Users” tab: 
o For all the Analog Phones (none connected but configured by default on the UC520): 

i. Configure the userid as afxs, bfxs, cfxs, dfxs. 
ii. Set the passwords to cisco. 

o For all the IP Phones: 
i. Configure the LastName for all IP phones as ip 

ii. Configure the FirstName as a, b, c. 
iii. Configure the userid as aip, bip, cip. 
iv. Set the passwords to cisco. 

 

 
 

13. Click on “OK” button at the bottom of the screen and observe the progress bar. Click OK when 
the “Configuration successfully sent to UC520” message pops up. It may take several minutes 
for the configuration to be applied to the UC500. 
 

14. Configure the WAN Connectivity. On the left pane go to Internet Connections  
a. Click on FastEthernet 0/0 and hit Modify 
b. Click on Static IP radio button 
c. Enter IP address as 1.1.100.xx (xx is POD # - drop the leading 0, only enter 1 for POD 

01) 
d. Enter Subnet mask as 255.255.255.0 
e. Enter Default Gateway as 1.1.100.254 
f. Click on OK to apply changes 

 
15. Once both PODs are setup – we now need to define the dialplan for each site. In this lab – we 

will use the below dialplan: 
 

Odd POD Prefix 81xxx where xxx are the local extensions 
Even POD Prefix 82xxx where xxx are the local extensions 

 
16. To create the intersite dialplan, you will need to use CLI. For CLI access you open a telnet 

session to UC500 at 192.168.10.1. Use cisco/cisco for username/password. Make sure you get 
into the enable mode by typing in “enable”, the enable password is cisco. Note each POD does 
this individually. 
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17. To configure the dialplan, add the below CLI on the EVEN POD ONLY 
 
voice translation-rule 82 
   rule 1 /^82\(…\)$/ /\1/ 
! 
voice translation-profile evenpod 
   translate called 82 
! 
dial-peer voice 81000 voip 
   destination-pattern 81... 
    session protocol sipv2 
    dtmf-relay rtp-nte 
    codec g711ulaw 
    no vad 
    session target ipv4:1.1.100.xx  
!where xx is the WAN IP address of the ODD POD  
! 
dial-peer voice 82000 voip 
    incoming called-number 82… 
    session protocol sipv2 
    dtmf-relay rtp-nte 
    codec g711ulaw 
    no vad 
    translation-profile incoming evenpod 
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18. To configure the dialplan, add the below CLI on the ODD POD ONLY 
 
voice translation-rule 81 
   rule 1 /^81\(…\)$/ /\1/ 
! 
voice translation-profile oddpod 
   translate called 81 
! 
dial-peer voice 82000 voip 
   destination-pattern 82... 
    session protocol sipv2 
    dtmf-relay rtp-nte 
    codec g711ulaw 
    no vad 
    session target ipv4:1.1.100.xx  
!where xx is the WAN IP address of the EVEN POD 
!     
dial-peer voice 81000 voip 
    incoming called-number 81… 
    session protocol sipv2 
    dtmf-relay rtp-nte 
    codec g711ulaw 
    no vad 
    translation-profile incoming oddpod 
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19. For this lab, you will need to modify the access-list on the WAN interface to allow access from 
the partner site. You can do so by following the CLI below. You first need to a) remove the 
access-list from the interface, b) delete the access-list, c) re-add the access-list with your Partner 
PoD’s IP address, and finally d) reapply the access-list to the WAN interface. 

 
Part a) 
UC520(config)#interface FastEthernet0/0 
UC520(config-if)#no ip access-group 104 in 
UC520(config-if)#end 
 
Part b) and c) 
UC520#config t 
UC520(config)#no access-list 104 
UC520(config)#access-list 104 remark auto generated by SDM firewall 
configuration 
UC520(config)#access-list 104 remark SDM_ACL Category=1 
UC520(config)#access-list 104 deny   ip 10.1.10.0 0.0.0.3 any 
UC520(config)#access-list 104 deny   ip 192.168.10.0 0.0.0.255 any 
UC520(config)#access-list 104 deny   ip 10.1.1.0 0.0.0.255 any 
UC520(config)#access-list 104 permit icmp any host 1.1.100.1 echo-reply 
UC520(config)#access-list 104 permit icmp any host 1.1.100.1 time-exceeded 
UC520(config)#access-list 104 permit icmp any host 1.1.100.1 unreachable 
UC520(config)#access-list 104 permit udp any any eq 5060 
UC520(config)#access-list 104 permit udp any eq 5060 any 
UC520(config)#access-list 104 permit udp any any range 16384 32767 
UC520(config)#access-list 104 permit udp host 63.203.35.55 eq domain any 
UC520(config)#access-list 104 deny   ip 10.0.0.0 0.255.255.255 any 
UC520(config)#access-list 104 deny   ip 172.16.0.0 0.15.255.255 any 
UC520(config)#access-list 104 deny   ip 192.168.0.0 0.0.255.255 any 
UC520(config)#access-list 104 deny   ip 127.0.0.0 0.255.255.255 any 
UC520(config)#access-list 104 deny   ip host 255.255.255.255 any 
UC520(config)#access-list 104 deny   ip host 0.0.0.0 any 
UC520(config)#access-list 104 permit ip 1.1.100.xx 0.0.0.255 any  Partner’s IP 
UC520(config)#access-list 104 deny   ip any any 
UC520(config)#end 
 
Part d) 
UC520#conf t 
UC520(config)#interface FastEthernet0/0 
UC520(config-if)#ip access-group 104 in 
UC520(config-if)#end 

 
Verify Steps: 
 

1. On the IP Phones, make sure the FirstName and the LastName is visible. 
2. Call the voicemail access number (401) & Auto Attendant (400) internally and test if calls work. 

Make sure the AA transfers the call as configured. 
3. Press the ‘Messages” key on each phone and enroll the users. Use “789” as a password.  
4. Place calls between IP Phones and ensure that calls roll over to VM when not answered.  
5. Check that the MWI light turns on when a message is left and check messages. 
6. On the EVEN POD, on x201 dial 81201 – this should ring x201 on the ODD POD. Make sure 

you can answer the call and talk both ways. 
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7. Try the call the other way – on the ODD POD from x201, call 82201 – this should ring x201 on 
the EVEN POD.  
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APPENDIX A: Reset to factory default 
 
Click on Maintenance > Restart/Reset. Check the box for “Reset to Factory Default” and click on Apply. 
 

 
 
A Restart/Reset window will appear asking giving you an option to Archive the configuration. Skip this 
for now and click on “Yes” to continue with the reset. 
 

 
 
Please wait for 5 – 10 minutes once this is done. 
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APPENDIX B: Key System w/ Voicemail 
 
Introduction: 
UC520 supports two voice system configuration types – PBX type and Key system type. Appendix B 
focuses on the Key System configuration. Typical Key Systems consist of one or more analogue lines 
coming from the PSTN (e.g. FXO or CAS trunks) that ring a group of selected phones. To make 
outbound calls, IP Phone users would select one of the buttons on their IP Phones that correspond to the 
lines from the PSTN. In addition to the PSTN lines, users would have internal extensions with 
voicemail. 
 
Objective: 
The main objective of this lab is to configure the basic Key System with some voicemail features using 
the Cisco Configuration Assistant (CCA). At the completion of this lab, the system will be setup as a 
Key System with extensions of all users, voicemail boxes, intercom, paging and power failover config. 
 
Reference: 
Video Demo for CCA:   http://tools.cisco.com/cmn/jsp/index.jsp?id=61293 
 
Topology: 

 
 
Setup steps: 

1. Launch CCA, connect to the created community and enter the username and password 
(cisco/cisco) and let it discover the network and connected devices. If you have not already done 
so, plug in the 7970 and the 524 IP Phones to the PoE ports on the UC500. Once the IP Phones 
get an extension assigned, launch CIPC and make sure it gets extension 203 (x203) 

 
2. Check the topology to ensure all the connected phones are showing up.  Unplug any lines that are 

connected to the FXO ports on the PODs. 
 

UC520 CCA Buddy 
Pod 

UC520 

FXO 
 0/1/0 FXS  

0/0/0 
FXS  
0/0/0 FXO 

 0/1/0 

FXS  
0/0/3 

Analog phone 
X304 
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3. Click on the “System” tab and select the System Type as a “KeySystem”.  Change the System 
Message to “UC520”. Set number of digits per extension to 3 

 

 
 

4. Click on the “Voicemail” tab. Configure the “Voicemail Access Extension” as 298. This number 
is transparent to the end user and is used by the UC500 as a trigger for Voicemail application. 
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5. On CCA, SIP Trunk feature is disabled for KeySystem mode. Now, click on the “Voice 

Features” tab. 
o Check box to enable Paging 
 

 
 
 

Notice that some other features are grayed out as they are not supported in Keysystem mode. 
 

6. Click the “Dialplan” tab. We won’t configure “Incoming Call Handling” feature for this lab. 
o Set “Numbering Plan Locale” to “Template: North American” 



APPENDIX C: PPPoE on the WAN 

Cisco Unified Communications Technical Training 
Page 150 of 171 

 
 

7. Click on the “Users” tab: 
o For all the Analog Phones (none connected but configured by default on the UC520): 

i. Configure the LastName for all Analog phones as fxs 
ii. Configure the FirstName as a, b, c, d. 

iii. Configure the userid as afxs, bfxs, cfxs, dfxs. 
iv. Set the passwords to cisco. 

o For all the IP Phones: 
i. Configure the LastName for all IP phones as ip 

ii. Configure the FirstName as a, b, c. 
iii. Configure the userid as aip, bip, cip. 
iv. Set the passwords to cisco. 
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8. Select the “More” button for the IP Phones one at a time as below  

o For IP phone with x201,  
o Select the Paging Group from the pull down  
o Select Intercom to IP phone x202 (bip) from the pull-down. Do not check “Intercom 

Mute” box. 
o Check all C01 to C04 options – these are the PSTN lines (CO lines) on the 4 FXO ports – 

then click OK 
o For IP Phone with x202 

o Select the Paging Group from the pull down 
o The Intercom should show to x201 (aip). Check the “Intercom Mute” box.  
o Check C01 to C03 which implies this phone has 3 PSTN lines – then click OK 

o For the CIPC phone with x203 
o Select the Paging Group from the pull down    
o Check C01 to C04 to select all 4 PSTN lines – then click OK 
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9. Click on “Apply” button at the bottom of the screen and observe the progress bar. Click OK 
when the “Configuration successfully sent to UC520” message pops up.  Save the Configuration 
by clicking on the “Save” icon at the top of CCA. 

 
NOTE:  The first time you configure the unit, the progress bar will take longer as 
the voicemail is being setup during this interval. 
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Verify Steps: 
 

1. Check the FirstName and LastName on the IP Phones. Place a call from x201 to x202, do not 
answer the call and ensure that call rolls over to VM – leave a test message. 

 
2. Verify that the Message Waiting (MWI) light turns on for x202. Press the “Messages” button on 

x202 and enroll the user in voicemail. Use “789” as a password.  After enrollment is complete, 
check the message left by x201. 

 
3. Test Intercom by pressing the button x201 setup for Intercom 

 
4. Dial the paging extension 101 from x202 to test the Paging feature. 

 
5. For steps 5 & 6, you need to work with your ‘partner’ POD. Connect an analog cable from FXO 

port 0/1/0 (on your POD), to the FXS port 0/0/3 (on the partner’s POD). Configure the CFNA 
timer on the analog FXS ports to 20 seconds. Run the test below and then reverse the ports 
between the two PODs.  

a. Call from an IP Phone on your POD by selecting CO Line 1 button – you should get dial 
tone – go ahead and dial 202 and it should ring the appropriate phone on the buddy POD. 

b. From the partner’s POD call x304 – this should ring x201 on your POD. 
 
NOTE: You may run into an issue with calls disconnecting as soon as they are answered. You will 
not run into this issue in field. This is only observed on back-to-back (FXS-FXO) UC500 setup. If 
so, contact your proctor and have him/her configure “no battery-reversal” on FXS ports. 

 
6. Test power failure feature – this allows for emergency calls to be completed even if UC520 is 

down – the ports that allow for this are FXS port 0/0/3 to FXO port 0/1/0. To verify this: 
a. On CCA, use the Configure > Save Configuration option to save the UC500 config 
b. Unplug the power at the back of the POD with the analog phone. 
c. Go offhook on the analog phone – you should still get dialtone on the analog phone – dial 

x201 and this should ring the phones on the buddy POD 
d. From the pod with power, call from an IP phone to x301 should ring the analog phone.   

 
Plug the UC500 back in….  Let the team in your buddy pod repeat the same test before resetting 
your system. 
 

NOTE: When both you and your buddy pod have completed this lab, please reset UC500 and CUE to 
factory default setting using the procedure in Appendix A! Also, make sure you close CIPC now – 
launch this when instructed in the next lab. 
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APPENDIX C: PPPoE on the WAN  
 
Introduction: 
PPPoE on the WAN interface of UC500 is also a connection option. One example of this WAN 
deployment would be to connect the WAN interface though Ethernet to a DSL modem to a Service 
Provider. In this case the PPPoE would be running on the UC500 instead of the DSL modem 
 
Objective: 
Configure PPPoE on the WAN interface using CCA. Understand the pre-requisite steps needed to 
enable PPPoE on the WAN interface 
 
Lab Set-up: 
Refer to the main diagram 
 
Setup Steps: 

 
1. Click on “Configure -> Internet Connection” 
 
2. Select “WAN Interface FastEthernet 0/0” 
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3. Click on the “Modify” button. 
 

  
4. Check PPPoE button, enter username, password and select IP Negotiated/DHCP. Click OK 
 
5. Click “Apply” and then OK on the Internet Connection screen 

 
6. Click on “Configure -> Security -> NAT” 

 
7. Click Yes when prompted to Delete Partial configuration. 

 
8. Select Dialer0/FastEthernet0/0 as the outside Interface and click Apply and then OK 

 
Verify Steps: 
 

1. Telnet into the UC500 from the connected computer 
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2. Check if the Dialer0 interface is UP/UP using “show ip interface brief”
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APPENDIX D: IOS Dial-peer configuration via CLI 
 
Introduction: 
This appendix goes over a feature in the UC520 software (IOS) called dial peers which are the core for 
routing calls out the IP network (VoIP) or TDM interfaces (POTS) such as FXO, T1 / E1 PRI on the 
UC520. Essentially the dial-peers in the configuration define the dial plan for calls going through the 
UC520. The appendix will introduce this concept of dial-peers and some basics. 
 
NOTE: In general, dialplan customization should be done through the CCA. This is section is 
intended only as a reference to users who have a high degree of IOS and CLI experience. If IOS 
CLI must be used, please make sure to follow the Out-of-Band Configuration Guidelines posted 
below: 
  
Reference: 
 
Cisco Configuration Assistant 1.9 Out of Band Configuration Guidelines 
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_assistant/version1_9/out_of_band_ref
erence/cca_oob_config_guidelines.pdf 
 
http://www.cisco.com/en/US/tech/tk652/tk90/technologies_tech_note09186a0080147524.shtml  
 
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186
a0080080aec.html  
 
Objective: 
The default configuration on the UC520 as well as Cisco Configuration Assistant (CCA) does leverage 
dial-peers for a lot of the call routing / dial plan functionality. The objective is to show what the dial-
peer CLI pushed down means to a certain extent. It will also go over a couple of examples of using dial-
peers such as for least cost routing or translating digit strings. All configurations will be done using the 
command line interface (CLI).  After completion of this lab – you should have a simplistic overview of 
dialplan and call routing in UC520 / SBCS.  
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Overview: 
o Types of Dial Peers 

A dial peer is essentially a route to a particular destination. Dial peers establish logical connections, or 
call legs, to complete an end-to-end call. Cisco voice-enabled routers support five types of voice dial 
peers but two types are of greater significance for SBCS: 
 

1. POTS dial peers: Used for traditional telephony network (TDM) including FXO, FXS, BRI, T1 / 
E1 PRI etc. Below is an example of how a POTS dial peer is used to route calls starting with 9 + 
7 digits i.e. a Local call in North America. Also, using [2-9] implies that the 2nd digit dial will be 
between the range of 2 to 9 and the remaining 6 digits can be anything from 0 to 9. 

 
dial-peer voice 5000 pots 
destination-pattern 9[2-9]…… 
port 0/1/0 
  
 
 
 
 
 
 
 
 
 

 
 

PSTN FXO 

UC520 
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2. VoIP dial peers: Used for routing calls over the IP network to an IP address or DNS hostname. 
The 2 main VoIP protocols used are H.323 (default) or SIP (recommended). Typical examples 
for uses of VoIP dial-peers in UC520 are to route calls to voicemail / AA (via CUE), route calls 
over a SIP trunk to a provider or inter site dialing (as shown in Lab #8B). Below is an example 
of a dial-peer on the Odd pod to route calls to the even pod using 82xxx. 

 
dial-peer voice 5100 voip 
destination-pattern 82… 
session protocol sipv2 Using SIP as VOIP protocol 
codec g711ulaw  Using G711 as the VOIP codec 
session target ipv4:10.10.10.2  Defines IP address to send VOIP call to 
no vad 
dtmf-relay rtp-nte 
 
 

 
 

UC520 UC520 

IP Network 

Even POD Odd POD 
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Outbound Dial-peer matching patterns 
Dial-peers route on the value after the destination-pattern CLI under each dial-peer. Common 
destination pattern wildcards are  
 

Pattern Explanation 
Digits such as 0-9,*,# Digits one would dial on a phone 
Period or dot (.)  Specifies any one wildcard digit 
Comma (,)  Inserts a one-second pause 
Square brackets [x-y] Indicates a range of digits within the brackets 
Percentage (%) The preceding digit occurred zero or more times 
T  Indicates a variable-length pattern 
 
For the North American dial-plan, here is a typical example of what you would have 
Local 7-digit dialing  destination-pattern 9[2-9]...... 
Long Distance 11-digit “1+” dialing  destination-pattern 91[2-9]..[2-9]...... 
International dialing  destination-pattern 9011T 
Emergency or 911  destination-pattern 9911 
 
 
Here is another exercise showing how dial-peer matching occurs based on the below config: 
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Least Cost routing 
Outbound dial-peer matching is primarily based on the called-number matching the destination-pattern 
as shown above. However in case the destination-pattern is EXACTLY the same, then the tie breaker 
used is something known as preference that is configured under the dial-peer. The lower the preference, 
the higher the priority of that dial-peer getting chosen.  
 
In the below example, let us assume that a customer has a primary route of the SIP trunk for long 
distance calls, in the event that the SIP trunk is down, they want to route calls over a backup analog line 
on FXO port 0/1/0.  
 
dial-peer voice 5001 voip 
  description SIP Trunk dial-peer for Long Distance 
  destination-pattern 91[2-9]..[2-9]……  
  session protocol sipv2  
  codec g711ulaw   
  session target dns:sipconnect.cisco.com 
  no vad 
  dtmf-relay rtp-nte 
! 
dial-peer voice 5000 pots 
  description Backup FXO dial-peer for Long Distance 
  destination-pattern 91[2-9]..[2-9]……  
  preference 5 
  port 0/1/0 
! 
 
The default preference is “0” (default CLIs will NOT show up in the config) and hence the primary 
route chosen is the SIP trunk dial-peer versus the FXO dial peer. 
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Class of Restrictions (COR) 
COR provides a way to deny certain calls based upon the incoming and outgoing settings on dial peers 
and ephone-dns. Each dial peer and ephone-dn can have one incoming COR and one outgoing COR. 
The incoming COR list indicates the capacity of the dial peer to initiate certain classes of calls. 
The outgoing COR list indicates the capacity required for an incoming dial peer to deliver a call via this 
outgoing dial peer. 
 

dial-peer cor custom 
 name internal 
 name local 
 name domestic 
 name international 
! 
dial-peer cor list call-domestic 
 member domestic 
! 
dial-peer cor list user-domestic 
 member internal 
 member local 
 member domestic 
! 
dial-peer voice 5003 pots 
 corlist outgoing call-domestic 
 description ** FXO pots dial-peer ** 
 destination-pattern 91............. 
 port 0/1/0 
! 

Incoming  
COR List 

Outgoing  
COR List 

Outgoing Dial-peer 

PSTN 

Call Allowed: Member domestic Matches 
for Incoming and Outgoing COR List 

Call Blocked: No Member Match for 
Incoming and Outgoing COR List 

BLOCK 

Incoming 
Ephone-dn 

ephoneephone--dn 11dn 11   
 number 102 number 102   
 cor incoming user cor incoming user --
domesticdomestic   

dialdial --peer cor list peer cor list 
useruser --domesticdomestic   
 member internal member internal   
 member local member local   
 member domestic member domestic   

DialDial --peer cor listpeer cor list   
callcall --domesticdomestic   
 member domestic member domestic   

dialdial --peer 53peer 53  voice pots voice pots   
 corlist outgoing call corlist outgoing call --
domesticdomestic   
 destination destination --pattern pattern 
91... . . . . . . . . . .91... . . . . . . . . . .   
 port 0/1/0 port 0/1/0   

DialDial --peer cor list peer cor list   
callcall -- internatonalinternatonal   
 member international member international   
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ephone-dn  11  dual-line 
 number 102   
 corlist incoming user-domestic 
 
Reference for further information: 
http://www.cisco.com/en/US/tech/tk652/tk90/technologies_configuration_example09186a008019d649.s
html  
 
Using Translation rules 
The UC500 allows for digit manipulation via a feature known as Voice Translation rules. The digit 
manipulation can be applied to called numbers or calling numbers (caller ID) and can be applied when 
the call is received or sent out to another destination by the UC500. For example, in Lab 6 during the 
inter site dial-plan an example was shown on how to setup inter site dialing with 5 digits – on each 
UC500 digit translation was done translate the called number from 5 digits to the 3 digit extension local 
to the UC500. The translation rules are typically applied on the basis of matching a given digit string 
and then manipulating that. This digit string & manipulation uses wildcard matching via regular 
expressions.  
 
In the below example – the intent is to manipulate all caller ID going out the SIP trunk to match the 
main number (eg 408 555 1200): 
 
1. Define the match pattern and digits that this should be manipulated to: 
voice translation-rule 10001 
  rule 1 /^.*/ /4085551200/ 
 
2. Define what is being manipulated (meaning called or calling number) 
voice translation-profile PSTN_OUTBOUND_CID 
translate calling 10001 
 

3. Apply the profile to the outbound dial-peer in this case – it’s the SIP Trunk dial-peer: 
dial-peer voice 5001 voip 

  translation-profile outgoing PSTN_OUTBOUND_CID 
 
Another example would be converting the main number to the internal AA extension. In this example 

the inbound call comes in on a T1 PRI trunk as 4085551200 and the internal AA is 400 
 

1. Define the match pattern and digits that this should be manipulated to: 
 voice translation-rule 10002 
   rule 1 /4085551200/ /400/ 

 
2. Define what is being manipulated (meaning called or calling number) 
voice translation-profile AA_CALLED_NUMBER 
 translate called 10002 
 

3. Apply the profile to the inbound dial-peer in this case – it’s the POTS dial-peer: 
dial-peer voice 5100 pots 
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 incoming called-number 4085551200 
 translation-profile incoming AA_CALLED_NUMBER 
 direct-inward-dial 

 
More complex examples are at: 
http://www.cisco.com/en/US/tech/tk652/tk90/technologies_tech_note09186a0080325e8e.shtml
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APPENDIX E: Designing for a Scenario 
 
In this lab, use the voice features that you have learned so far to fulfill the following customer’s 
scenario.  
 
Two employees on the system have primary extension 201 and 202. The operator has a primary 
extension 203. Make sure the operator can view the status of phones 201 and 202 as it may be required 
to transfer some calls to these employees’ primary extension. In addition to the primary extensions, the 
employees have extensions 251, 252 and 253. 
 
Extensions 201 and 202 are part of Sales department and extensions 251 and 252 are part of the 
marketing department. 
 
The customer has FXO lines as well SIP trunks for PSTN access. For outbound calls, make sure to use 
the SIP trunk as the first choice, if the SIP trunk is down the calls should fallback to the analog FXO 
lines. 
 
Incoming calls to FXO ports 0/1/0 and 0/1/1 should go directly to the Auto Attendant (AA). Use the 
prompt management system to record the AA greeting. The AA greeting should prompt caller to: 

o Enter 1 for “Employee A” and 2 for “Employee B”.  
o For Sales department, the caller should be prompted to enter option 3. Unanswered calls to the 

sales department should be forwarded to the voicemail.  
o For Marketing department, the caller should be prompted to enter option 4. Unanswered calls to 

the marketing department should be forwarded to the operator at extension 253. 
o To be transferred to TAC helpline,  the caller should be asked to enter option 5.  
o Also if the caller has a mailbox on the system, he should be able to dial 9 to login and check his 

messages. 
o Finally he should be able to dial 0 to reach the operator at extension 203. 

 
Incoming calls to FXO ports 0/1/2 and 0/1/3 should ring all phones, and if there is no answer, then it 
should be forwarded to the AA. 
 
There are DID numbers available from the SIP trunk provider. Incoming DIDs 4085xx1201 to 
4085xx1203 should be mapped to the users’ extension. All other DIDs should be forwarded to the AA. 
 
A local directory should include contacts for TAC helpline at 800-553-2447 and PDI helpline at 800-
462-4726. Users should be able to search and dial these numbers (configure appropriate prefixes). Users 
should use CME web GUI to configure their own speeddials. 
 
BONUS SCENARIO: 
Unanswered calls to sales department should hear a message “All our agents are busy, to continue to 
hold press 1, or press 0 to leave a message” 
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APPENDIX F: Device Manager Cross Launch 
 
Introduction: 
Many devices in the Cisco SBCS portfolio have embedded device managers which can be accessed from 
a web browser such as Microsoft Internet Explorer. 
 
CCA can automatically launch the embedded device manager of a Cisco SBCS platform as long as the 
device can be discovered in the CCA network topology view and the CCA PC has network connectivity 
to the discovered device. This feature is called device manager cross launch.  
 
Objective: 
Using CCA, cross Launch the device manager for a switch connected to the UC500 
 
Lab Set-up: 
Refer to the main diagram. Connect a Cisco CE520 to the UC500 expansion port. 
 
Device manager cross launch requires that a default web browser is configured on the PC that has CCA 
installed. While in most cases this should already be configured, the steps below outline how to set this 
up for common web browser software. 
 
Microsoft Internet Explorer 6.0 
Select Tools > Internet Options. Select “Internet Explorer should check to see whether it is the default 
browser” and click OK.  
 

 
Microsoft Internet Explorer 6.0 
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Select Tools > Internet Options > Programs tab. Select “Internet Explorer should check to see whether it 
is the default browser” and click OK 
 

 
 
Mozilla Firefox 3.0 
Select Tools > Internet Options. Click Check Now. Click yes at prompt to make Firefox the default  
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Setup Steps: 
 
1. Launch CCA, connect directly to the IP address of the UC500 (192.168.10.1) and enter the 

username  
and password (cisco/cisco.) Let CCA discover the network and connected devices. 
 

 
 
2. Check the topology to ensure the CE520 appears.  
 
3. Right click the switch icon in the Topology View window and select Device Manager.  
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You can also right click the switch icon under the Neighbors table and select Device Manager.  
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4. The default web browser on your PC will automatically launch, with the URL pointing to the IP 
address of the switch. In the example below, the CE520 IP address is 192.168.10.11, hence the 
device manager cross launches with an URL of http://192.168.10.11 

 

 
 
 
 


