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Deploying the SPA525 Phone with an UC500 and the Embedded Access Point 

This lab exercise provides step-by-step instructions on how to deploy the SPA525 phone with an UC500 that has an embedded wireless access 
point. 

 In SBCS 1.4 and CCA version 1.9, a new phone was introduced: the SPA525 phone desktop phone. The most important differentiator 
for this phone is the fact that it has a built-in wireless G radio, for connectivity to a wireless network.  

There are four reference designs (RD) that CCA can configure by making use of the new Wireless Setup Wizard. This particular 
document concentrates on RD #1, which has the following basic components: 

- An UC500 with an embedded AP 

- SPA525 Phones 

Depending on the hardware present at the time of installation, the Wireless Setup Wizard makes some assumptions and pushes the 
appropriate configuration for each reference design. 

For more information about the other RD’s, please refer to the SPA525 Wireless Voice Deployment Guide. 

Deploying the SPA525 with Reference Design # 1 

Reference Design #1 is a perfect fit for a small business with up to 8 users who are housed in a single workspace of up to 2,500 square 
feet.   

Automatic QoS settings allow for the co-existence of voice and data on the wireless network, while maintaining voice quality.  

You do not need to deploy all 8 phones in wireless mode--you can combine wired and wireless phones (the SPA525G also offers an 
uplink for wired connections). Bandwidth saved by deploying fewer phones in wireless mode can be used by data applications.  
 
Launch CCA and Create a Community 
Before you can run the Wireless Setup Wizard, perform the following steps to create a community using CCA. 

Step 1. Connect a PC to one of the PoE ports on the UC500 platform and launch CCA. 

Step 2. Create a community using the LAN IP address (192.168.10.1) of the UC500 platform as the seed IP address and 
connect to the community.  
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The default username and password for the UC500 is cisco/cisco. 
 

Step 3. Click OK. 
 

Note: See the Getting Started Guide for Cisco Configuration Assistant, Version 1.9, for detailed instructions on how 
launch CCA and create a community. This guide is available on Cisco.com at the following URL: 

http://www.cisco.com/en/US/products/ps7287/prod_installation_guides_list.html  

Step 4. Verify that the UC500 is discovered and displayed in the network topology map as part of the community. 

Step 5. Once the community is established, the Setup > Wireless Setup Wizard option is displayed on the feature bar in 
CCA. This option is not available until you have created a community. 
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Run the CCA Wireless Setup Wizard 

Once you have logged in to the community, you are ready to run the Wireless Setup Wizard.  

Step 1. To launch the wizard, choose Setup from the feature bar in CCA, and then click Wireless Setup Wizard. 

Step 2. Follow the on-screen instructions to complete the automated installation. For reference designs #1, make sure that all 
phones have completed registering with the UC500 and display an extension before entering the SSID information for 
your access points.  

Note:  If phones do not register as expected while running the Wireless Setup Wizard, you can manually configure 
the wireless profile from the phone. For more information, see the See Manually Configuring the Wireless Profile on 
the Cisco SPA525G. 

Step 3. Make sure the option “UC520 has an internal wireless access point” is checked and click Next. 
 

 
 

Step 4. Follow the on-screen instructions to enable Wifi mode on the phone and make it register to the UC500 using the 
default settings. Once the phones are registered, proceed to the next step. 

Step 5. Configure SSID’s for Voice and Data. Enable SSID broadcast if desired. Click Apply. 
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Note:  During the installation, Cisco SPA525G IP phones reboot twice: once when Wi-Fi mode is enabled, and a 
second time when the SSID and password are applied to the access point and synchronized with the phones. The 
Wireless Setup Wizard detects the hardware components connected to the network at runtime and applies the 
configuration rules listed in the Wireless Network Setup Wizard Automatic Configuration table below. For all 
reference designs, wireless phones are configured in the same way. They are automatically associated to the voice 
SSID and assigned the same voice security profile. 
 

Step 6. Verification Step:  Make a internal phone call to verify connectivity. 
 
 
Wireless Network Setup Wizard Automatic Configuration 
 
Hardware Detected  Automated Configuration Details 

UC500 with an embedded access point; 
no other access points present 

RD1 

Combined QoS configuration for voice and data configured on the embedded access point, 
with separate SSIDs and passwords for voice and data. 

Support for up to 8 wireless phones. 

UC500 with an embedded access point 
and one (1) external AP521 access point  

RD2 

Separate QoS configuration for voice and data, with voice SSID and security configured on 
the external access point and data SSID and security configured on the embedded access 
point. 

Support for up to 16 wireless phones. 

One (1) external access point; no 
embedded access point on the UC500 

RD3 

Combined QoS configuration on the external access point with separate SSIDs and 
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passwords for voice and data. 

Support for up to 12 wireless phones. 

Two (2) or more external access points 

RD4 

Separate QoS configuration for voice and data, with voice SSID and security configured on 
one of the external access points and data SSID and security configured on the other. 

Support for up to 16 wireless phones. 

If more than two external access points are present, the configuration for reference design 
#4 is applied to the first two external access points discovered by CCA.  

Additional access points will have both SSIDs configured (voice and data), except for the 
UC500 embedded access point, which will be shut down. 
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Manually Configuring the Wireless Profile on the Cisco SPA525G 
 
Perform the following procedure to manually configure the Wireless Profile on a Cisco SPA525G. This may be needed if the phone fails 
to register when running the Wireless Setup Wizard. This can occur if the phone has a previously configured wireless profile. 

Before you begin, you must have the following information. This information must exactly match what is configured on the UC500 
through the Wireless Setup Wizard. 

- SSID for the wireless voice profile, for example, uc520-voice. 

- Password for the wireless voice profile (Pre-shared WPA2/PSK key (must have at least 8 characters and can contain up to 64 
characters) 

Step 1. On the Cisco SPA525G phone, press the Setup button. 
Step 2. Navigate to Network Configuration > Wi-Fi Configuration > Wireless Profile. The current profile is shown. 

Step 3. To delete the current profile, press the Option softkey, scroll to the Delete option, then press the Select softkey. 

Step 4. Choose OK when asked to confirm the profile deletion. 

Step 5. Press the Option softkey again. 

Step 6. Choose Add New, and then press the Select softkey. 

Step 7. Enter the following setting to create the wireless voice profile: 

Security Mode -- Choose WPA2PSK. 

Profile -- Enter a descriptive name for the profile, for example, "voice."  

SSID -- Enter the wireless voice SSID exactly as you entered it in the Wireless Setup Wizard, for example, uc520-
voice. 

Cipher Type – Change to AES CCMP. 

WPA Shared Key -- Enter the password for wireless security exactly as you entered it in the Wireless Setup Wizard. 

Step 8. Click Save. 

Step 9. Click Connect. 

 

If the phone is able to successfully register with the UC500, an extension number appears in the top right corner of the phone 
display. 
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Verify the Installation 

After you run the Wireless Setup Wizard, all phones should reboot, auto-register, and receive an extension from the system. At this 
point, you should be able to make internal calls between extensions. Further customization is needed to complete your site installation. 

Once setup is verified, make sure that you save and back up your device configuration through CCA.  
 

Caveats and Limitations 

The following limitations apply to this configuration. 

• The Wireless Setup Wizard is only used for initial AP and Phone installation. For day 2 administration (adding a phone or an 
AP), please refer to the First Look Lab covering Expanding the Business. 

For More Information 

For more information on Cisco SBCS solutions, visit the SBCS Support Community at the following URL: 

www.myciscocommunity/community/smallbizsupport 

 


